MopAAOK 3/1eKTPOHHOTO J0KyMeHToo60poTa

npu ocyLLecTBaeHUU MHGOPMALLMOHHO-TEXHOOMMYECKOro B3aMMOAEe MCTBUSA

r. KasaHb

Pepakuma Ne 5 ot «08» asrycra 2025 roga

AKumMoHepHoe obuiecTBo «baHk 131» (aanee — «baHK»), c 0AHOW CTOPOHbI, U
opUaMYecKoe N1LO UAN UHAMBUAYANbHbLIA NpeanpuHUMaTeNnb Uan dusmyeckoe

nmuo,

3aHMMmauweeca

B YCTaHOB/IEHHOM 3aKOHOAOATE/1IbCTBOM Poccuiickoli

Pepepaumm nopsake YacTHOM NPaKTUKOWM, 3akauMBwKMe ¢ baHKom porosop
n(nnum) gorosopsbl, ykasaHHble B M. 1.1., (aanee — «KomnaHua»), c 4pYyroi CTOPOHbI,
COBMECTHO MMeHyemble «CTOPOHbI», 3aKkAluMan Hactoswee CornaweHue o
HUXKecneayoLWwem:

1. Mpeamert CornaweHua

1.1

1.2.

1.3.

Hactosawee CornaweHve ycTaHaBnMBaeT MOPALOK OpraHM3aumMm u
NpoBeAeHNA 3/IEKTPOHHOTO AOKYMEHTO060pOoTa C MCMO/b30BaHMEM
3/1€KTPOHHOM NoAnucn mexay CTopoHamu B pamKax:

forosopa 06 MHPOPMALMOHHO-TEXHONOMMYECKOM OBCNYKMBAHUM MPK
OCyLLEeCTBAEHMN NEPEBOAOB AEHEXHbIX CPeACTB;

[0roBopa O npveme 3/IeKTPOHHOrO CPeACTBa njatexa npu npoaaxe
ToBapos (pabot/ycnyr) B cetn UHTepHeT;

[10roBOpPa NPOLECCUHTa;

[0roBOpa OKasaHua yciyr no obmeHy nHbopmaumei;

JoroBopa 06 OKasaHUM NAATEXHbIX YCYT;

[10roBOpa crnewumanbHoro 6aHKOBCKOTO cyeTa;

JoroBopa 06 OTKPbITUM W MNOpPAAKE BeAEHUA KOPPECTOHAEHTCKMX
CYeTos;

[I0rOBOPa KOMIMJIEKCHOrO B6aHKOBCKOrO OBCNYKMBaHWUA HOPUANYECKUX
UL,  VHOMBWAyaNbHbIX  NpeanpuHUMaTenein, OUNYECKUX /L,
3aHMMAIOLUMXCA B YCTaHOBAEHHOM 3aKOHOAATeNbCTBOM POCCMIACKOM
depgepaumm NOPALKE HaCTHOMN NPAKTUKON;

MHbIX  3aKnto4YeHHbIXx CTOpoHamMu CAENOK, MpeayCcMaTpUBaloLLImMX
yKasaHue Ha MopsAAoK 3/1eKTPOHHOIO AOKYMeHTo060poTa (ecin nHoe
NPAMO He yKa3aHo B Takmx caekax CTOpoH).

MepeyeHb M GOPMbI 3EKTPOHHbIX AOKYMEHTOB, KOTopble CTOPOHbI
MOTYT MOAMMCbIBaTL U NepesasaTtb APYr APYry B PaMKax HacTOAWEro
CornaweHus, onpegensiotcd baHKOM M pasmelleHbl Mo agpecy:
https://developer.131.ru.

KomnaHua peanusyeT cBoe MpaBo Ha OBMEH 3/1eKTPOHHbIMM
[OKYMEHTaMMU, MOAMMUCaHHBIMMU 3/1€KTPOHHOM NOANMUCHIO, TONbKO Yepes
CBOMX Hagne’kale YMo/HOMOYEHHbIX npeAacTasuTeneil. Takumu
npeAacTaBUTENAMM MOTYT BbITb KaK AeecnocobHble dusmnyeckme nuua,
HageneHHble y4ypeauTeNbHbIMU AOKYMeHTaMu KomnaHuu npaBom
eAMHONINYHO AeliCTBOBATb OT UMeHM KomnaHum 6e3 foBepeHHOCTH, TaK
M pgeecnocobHble ¢usMYeckMe Nuua, OENCTBylOWME OT UMEHM
KomnaHuu Ha 0CHOBaHWMM O0BEPEHHOCTU.

2. Mopapok 3akntoueHusa CornaweHus

2.1

2.2.

2.3.

2.4.

Hactoawee CornaweHune coctout M3 camoro MopagKa 371eKTPOHHOro
[OKYMeHTOo060pOTa M 3asBAEHMA O MPU3HAHMM W CBEPKE KAtoua
3N1EeKTPOHHON noanucu (aanee — «3asasneHue», npunoxeHune Ne 1).

AKTyanbHana pegakuma CornalleHus pasmelleHa no  agpecy:
https://developer.131.ru.
CornaweHune He saABnsetca nyb6andyHol odepTtoit. bBaHK Bnpase

OTKasaTbCA OT 3aKntodeHuna CornaweHuna c KomnaHuewn.

CornaweHue 3akatoyvaeTca nytem npuHATMA CTOpOHaMu yCnoBWIA
MopsaaKa 3/1eKTPOHHOTO AOKYMEHTO060POTA M NoAnucaHus 3asBaeHun
B ABYX 3k3emnnapax. CornaweHune cyntaeTcAa 3aKNOYEHHbIM C AaTbl
nognucaHna 3aasneHus.

CTOPOHbI MPULLAN K COFNALLEHUIO O TOM, 4YTO 3anaBieHNe MOKeT bbiTb
noanucaHo CTopoHaMun OAHUM U3 CeyHoLLMX CNocoboB:

2.4.1. Ha OymaxHoM HocuTene. lNpu 3Tom 3asBneHue cyuTaeTca
MoNy4YeHHbIM C AaTbl ero BpyyYeHMA nonyyawowelrr CTopoHe,
COrNIaCHO AAaHHbIM JOKYMEHTA O MOy4YeHUM;

B CUCTEME AMUCTAHLMOHHOTO 6aHKOBCKOro obcnyKuneaHua baHka
(npn Hanuuum 3akntoveHHoro mexxay CTopoHamu gorosopa o
npeaocTaBieHUN COOTBETCTBYHOLWEro 6aHKOBCKOrO MNpPoAyKTa
(ycnyrv) BaHKa, npefycmaTpuBaloWero obmeH 31eKTPOHHbIMM
AOKYMEHTaMM  NOCPeACTBOM  AMCTAaHUMOHHOrO  6aHKOBCKOrO

2.4.2.

Electronic Document Flow Procedure
in the course of information technology interaction
Kazan
Revision No. 5 dated of 8th of August 2025

Bank 131 Joint Stock Company (hereinafter referred to as the
"Bank"), on the one hand, and a legal entity or individual entrepreneur
who has entered into an agreement and/or agreements specified in
clause 1.1 with the Bank (hereinafterreferred toas the "Company"), on
the other hand, collectively referred to as the “Parties”, have entered
into this Agreement as follows:

1. Subject matter

1.1 This Agreement establishes the procedure for organizing and
conducting electronic document flow between the Parties using
electronic signature within the framework of:

e agreement on information and technology service when
performing funds transfer;

e online payment service agreement;

e processing agreements;

e contracts for the provision of information exchange services;

e agreement on payment services;

e agreement on special bank account;

e agreement on opening and maintenance of correspondent
accounts;

e comprehensive banking service agreement for legal entities,
individual entrepreneurs, and individuals engaged in private
practice;

e othertransactions concluded by the Parties providing for an
indication of the Procedure for electronic document
management (unless otherwise expressly stated in such
transactions of the Parties).

1.2 List and forms of electronic documents that the Parties can sign
and transfer to each other under this Agreement are determined
by the Bank and posted at https://developer.131.ru.

1.3 The companies exercise their right to exchange electronic

documents signed with an electronic signature only through their
duly authorized representatives. Such representatives can be both
capable individuals who are endowed by the Company’s
constituent documents with the right to act individually on behalf
of the Company without a power of attorney, and capable
individuals acting on behalf of the Company on the basis of a
power of attorney.

2 Procedure for concluding Agreement

This Agreement consists of the Electronic Document Flow
Procedure itself and Statement to recognize and verify an
electronic signature key (hereinafter referred to as the
“Statement”, Appendix No. 1). The current version of the
Agreement is available at https://developer.131.ru.

The agreement is not a public offer. The Bank has the right to
refuse to enter into the Agreement with the Company.

The Agreementis concluded by the Parties accepting the terms of
the Electronic Document Flow Procedure and signing the
Statementsin two copies. The agreementis considered concluded
from the date of the Statement signed.

The Parties have agreed that the Statement may be signed by the
Parties in one of the following ways:

2.4.1. in hard copy. In this case, the Statement is considered
received from the date of its delivery to the receiving Party,
according to the receipt document.;

2.4.2. in the Bank's remote banking system (if there is an
agreement concluded between the Parties on the provision of the
relevant banking product (service) of the Bank, providing for the
exchange of electronic documents through remote banking and
the Company's connection to the remote banking system (RBS) in
accordance with the procedure provided by the Bank). The

2.2
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obcnykusanua (OB60) u npucoegnHeHna KomnaHum K cucteme
OB0 B npepycmoTpeHHom BaHKom nopsagke). 3asBneHue
CYMTAEeTCA NOYYEHHbIM B IaTy AOCTaBKU 3afBNEHUA NoNyYatoLLel
CropoHe cornacHo oTmeTKe B cucteme A60;

2.4.3. nyTem noAnucaHus 3asBaeHUs YCUIEHHOMN KBaNPULMPOBAHHOM
3/IeKTPOHHOW  MOANUCbID  C  WUCMONb30BaHWEM  CUCTEMDI
3/IeKTPOHHOTO  AOKYMeHTOObOpOoTa CTOPOHHEro onepaTtopa
(Hanpumep, «KoHTyp.[Anagok», «Takckom», «CEUC», nHble). Mpu
3ToM CTOPOHbBI NPULLAN K COMTALLEHUIO O TOM, YTO A5 NPU3HAHUA
3asBneHun, nepegaHHoro Yepescucremy 310 Takoro CTOPOHHEro
onepartopa pUANYECKM 3HAYMMbIM [JOKYMEHTOM, 3aK/IoYeHue
OTAEeNbHOrO  cornaweHua 06  obmeHe  3N1EKTPOHHbIMM
OOKYMeHTamu mexay baHkom u KomnaHueit He TpebyeTcs,
HEeobX0AMMbIM W [LOCTAaTOYHbIM ABAAETCA (GaKT MNoAKAYEeHMUA
Kaxkgon CtopoHoi K cucteme 30 Takoro onepartopa,
3aKNOYEHNE COOTBETCTBYIOWErO COMNALIEHMA C HUM, a TaKKe
daKTnyeckne pencteua  Kapow  CTOpOHbI MO OTnpaske
noAanucaHHoro 3asasneHua apyro CTOpoHe B COOTBETCTBUM C
npasunamm oneparopa cucremol 340.

2.4.4. nytem obmeHa CKaHMPOBAHHbIMW KOMUAMWM MNOAMNUCAHHOIO
CropoHamu 3aaB/ieHMA C UCMONb30BaHWEM afpeCoB 3/1EKTPOHHON
nouTbl CTOpOH?, cornacoBaHHbIX B COOTBETCTBYIOLLEM AOrOBOPE,
yKazaHHom B n.1.1 CornaweHuna. CKaHMpoOBaHHaA KonwuA
3anBneHUA cYMTaeTCa NoNyYeHHOM Ha caeayowmin pabounii aeHb
C MOMEHTa ee HanpaBneHMA MO YKasaHHbIM ajpecam
3/1eKTPOHHOM NOYTbI.

2.5. 3asasnenue, nognucaHHoe CTopoHamm cnocobamu, yKasaHHbIMMK B .M.
2.4.2, 2.4.3 unn 2.4.4 CornaweHus, ABAAETCA PAaBHO3HAYHbIM MO CBOEM
lopugnyeckon  cune  3aABNEeHMIO  HAa  ByMaXKHOM  HocuTene,
nognucaHHbiM  npepactasutenamm  CTOPOH  COBCTBEHHOPYYHO M
3aBepPeHHbIM NeYaTbto (MPU HannMumm).

2.6. MNpwu nognucaHunm 3assneHua cnocobom cornacHo n.2.4.4 CornaweHums,
KomnaHua o06s3yeTcAa HanpasuTb BaHKy MOA/IMHHWMK MOAMMCAHHOIO
3anBneHMA Ha  OyMaXKHOM  HocuTene MO MoyTe  3aKasHoWM
KOppecnoHAeHUMEN AN Kypbepom B CPOK He nosaHee 10 ([decAtw)
pabounx gHel ¢ Aatbl OTNPaBKKU B BaHK CKAHMPOBaHHOM NoOANUCAHHOWM
co ctopoHbl KomnaHun konuu 3assneHuda. OTCKaHMPOBaHHaA KomnuA
3anABneHWA, MNOANUCAHHAA YMNOAHOMOYEHHbIM Auuom KomnaHwuu w
CKpenaeHHas neyaTbio (Mpu Hanuuum), obnagaeT puanyeckon cuion
[0 MOMeHTa nony4vyeHua baHkom oT KomnaHum nog/iMHHMKA 3aaBneHua
Ha 6ymaxkHom HocuTene. [0 MOMeHTa mnonyyeHus oOT KnueHTa
noAVHHUKA 3anaBneHuns, baHK BnpaBe BBOAUTb JMMWUTbI HA CYMMbI 1
KOZIMYeCTBO coBepluaeMbix KomnaHuet onepaumii. B cnyyae, ecnm baHk
He nonyynn ot KomnaHuu NOgNHHUK 3aABNEHUA B CPOK, YKa3aHHbIM B
HacToAwem NyHKTe, bBaHK BnNpasBe MPMOCTaHOBUTL  0bMeH
3NIeKTPOHHBIMM  IOKYMEHTaMM No  HactoAwemy CornalweHuio ¢
yBegomneHmem KomnaHuu. Mpun aTom baHK He HeceT OTBETCTBEHHOCTH
3a ntobble ybbITKM KomnaHuu.

3. MopaaoK MHPOPMALMOHHO-TEXHOIOTMYECKOTO B3aUMOAencTBUA

3.1. CrtopoHbI OCyLLEeCTBAAOT MHPOPMALLMOHHO-TEXHONOTNYECKOE
B3aMMOAENCTBUE B COOTBETCTBUM C [MPOTOKONOM MHPOPMALLUOHHOIO
obmeHa (panee — «API») u  WHcTpyKumeid no obecneyeHuo

MHbOpMaLMOHHON Be3onacHocTn (npunoxeHne Ne 2), aKTyasibHble
pefakuMm M ONMUCAHMA  KOTOPbIX pasMelleHbl NO  agpecy:
https://developer.131.ru/.

3.2. baHK Bnpase B OAHOCTOPOHHEM nopaaKe BHOCUTb uameHeHusa B AP
Ecnn BHOCMMblE UW3MEHEeHMA MOryT MOBAMATb Ha WCMOAHEHWe
CropoHamu cBoux 06a3aTesnbcTB No CornaweHuto, To baHK HanpasuT
KomnaHun yBegomneHue He meHee Yem 3a 5 (nATb) pabounx gHen po
OaTbl BCTYN/JI€HWUA TaKUX M3MEHEHWN B CU/Y, €C/IU UHble CPOKU He
cornacosaHbl CTOpoHamu B AOroBOpax, YKasaHHbIX B N. 1.1 HacToAwwero
CornaweHws.

3.3. CTOpOHbI CAMOCTOATE/IbHO 1 33 CBOM CYET NOAAE PKUBAIOT COOCTBEHHYIO
annapaTHO-TEXHWYECKYID  MHOPACTPYKTypy, Heobxogumylo  ana
ncnonHerwua Cornawexua, nNpeanpuHMMAOT BO3MOMHble Mepbl AnA
3aWwuTbl nepepaBaemolt B pamkax CornaweHua wuHoopmauum ot

Statement is considered received on the date of delivery of the
Statementto the receiving Party according to the mark in the RBS;

2.4.3. by signing the Statement with the Enhanced certified
electronic signature using an electronic document flow (EDF)
system of a third-party operator (for example, "Contour.Diadoc",
"Taxcom", "SBIS", others). At the same time, the Parties agreed
that in order to recognize the Statementtransmitted through the
EDF system of such a third-party operator as a legally significant
document, the conclusion of a separate agreement on the
exchange of electronic documents between the Bank and the
Company is not required, it is necessary and sufficient that each
Party connects to the EDF system of such an operator, the
conclusion of a corresponding agreement with operator, and also,
the actual actions of each Party to send the signed Statement to
the other Party in accordance with the rules of the operator of the
EDF system.

2.4.4. by exchanging scanned copies of the Statement signed by
the Parties using the e-mail addresses of the Parties? agreedin the
relevant agreements specified in clause 1.1 of the Agreement. A
scanned copy of the Statement is considered received on the next
business day from the moment it is sent to the specified email
addresses.

2.5 The Statement signed by the Parties using the methods specified
in clauses 2.4.2, 2.4.3 or 2.4.4 of the Agreementis equivalentin its
legal force to a paper Statement signed by the representatives of
the Parties in their own hand and stamped (if any).

2.6 Whensigning the Statementin accordance with clause 2.4.4 of the
Agreement, the Company undertakes to send to the Bank the
original of the signed Statementin hard copy by registered mail or
courier no later than 10 (Ten) business days from the date of
sending to the Bank a scanned signed copy of the Statement by
the Company. A scanned copy of the Statement, signed by an
authorized person of the Company and sealed (if any), is legally
binding until the Bank receives the hard copy of the Statement
from the Company. Until the moment the hard copy of the
Statement is received from the Company, the Bank has the right
to impose limits on the amounts and number of transactions
performed by the Company. If the Bank has not received the
Statementin hard copy from the Company within the time period
specified in this clause, the Bank has the right to suspend the
exchange of electronic documents under this Agreement with the
notification of the Company. At the same time, the Bank is not
responsible for any losses of the Company.

3 Procedure for information technology interaction

3.1 The Parties carry out information technological interaction in
accordance with the Information Exchange Protocol (hereinafter
referred to as “API”) and Information Security Instructions
(Appendix No. 2), which current editions and descriptions are
posted at https://developer.131.ru/.

3.2 The Bank has the right to unilaterally make changes to API. If the
changes made may affect the fulfilment by the Parties of their
obligations under the Agreement, the Bank will send a notice to
the Company at least 5 (five) business days before the date such
changes enterinto force, unless other terms are agreed upon by
the Parties in the agreements specified in clause 1.1 of the
Agreement.

3.3 The Parties independently and at their own expense maintain their
own hardware and technical infrastructure necessary to execute
the Agreement, take possible measures to protect information
transmitted under the Agreement from unauthorized access,
copying and distribution, including those provided for by
applicable law.

1 [1na Banka 3aseneHue Heo6xodumo Hanpaenams Ha adpec dns O6ujux onpocos: accounting@131.ru
2 For the Bank, the Statement should be sent to the e-mail for General Questions: accounting@131.ru
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3.4.

3.5.

HEeCaHKLMOHUPOBAHHOIO AOCTYMNa, KONUPOBAHWA U PACcNPOCTPAHEHUSA, B
TOM Ynce, NpeayCcMOTPEHHbIE MPUMEHMUMbIM 3aKOHOAATEIbCTBOM.
KomnaHwua cornawaeTtcs, Yto baHK He MOXeT rapaHTUpoBaTb KomnaHum
OTCYTCTBME NEepPepbIBOB, CBA3AHHbIX C TEXHUYECKMMM HEUCTTPABHOCTAMM,
nposeaeHnem npoduNakTUHeckMx paboT, a TakKe MNOoMHyl W
6e3owmnboYHyo paboTocnocobHocTe APl 1 KaHanos cBs3n. CTOPOHbI
06Aa3yl0TCA cBOEBPEMEHHO MHOOPMMPOBaATL (MO 31EKTPOHHOKN noyTte
n/unn TenedoHy) apyr gpyra 060 BCex CAy4anX BO3HUKHOBEHMWSA
TEXHUYECKMX  HeucnpaBHOCTEW  WAM  OpyrMx  0BCTOATENbCTB,
NPenATCTBYOLLMX Hag/exalwemy NCNONHEHUIO HacToAwero
CornaweHws.

B cnyuyasax, npeaycMOTPEHHbIX COOTBETCTBYIOWMMMK [AOroBopamu,
CTOpPOHbI  OCYLLEeCTBAAIOT  B3aMMOOEWCTBME  UCMOAb3yA  ajpec
3/1eKTPOHHOM NOYTbI, YKa3aHHble B TAaKMX AOrOBOPaXx.

4. IneKTpoOHHaa noanucb

4.1.

CornauweHue npeaycmaTtpusaeT MCnoib3oBaHue YyCUAEHHOM
HeKBanMPULMPOBaHHOM 3NEeKTPOHHON  moAnucu B pamKax
MHPOPMALIMOHHO-TEXHONOMMYECKOTO  B3aumogeicteua  (manee -—
«Moanucb»), KoTopas no3BosAeT obecneynTb MOATBEpPXKAEHUE
aBTOPCTBA, NOAJIMHHOCTU W LENOCTHOCTU NOAMMUCAHHbIX 3/1€KTPOHHbIX

AOKYMEHTOB.

5. CpepcrBa 3/1eKTPOHHO nognucu

5.1.

5.1.1

5.1.2.

5.2.

[na cosgaHua u nposepku Moanuck, cosgaHuma katoua Moanucn m
Katoya nposepku [llognucy  [ONXKHBbI  MCMNONb30BaTbCA  CPeAacTsa
3N1E€KTPOHHOW NOAMMUCH, KOTopble:

NoO3BONAOT YCTaHOBUTb GaKT U3MEHEHUs NOAMUCAHHOIO 31EKTPOHHOTO
[OKYMEHTa Noc/ie MOMEeHTa ero NoAnucaHus;

06ecrneymBaloT MNPaKTUYECKYD HEBO3MOMHOCTb BbIYMCIAEHMA K/toua
MoAanucK 13 31eKTPOHHOM NOANMUCH UK U3 KNtodya NpoBepku Moanucu.
KomnaHusa o6s3aHa CaMOCTOATE/IbHO U 3a CBOW cyeT BbibpaTb cpeacTsa
3NEKTPOHHOW NOANMUCKU M cO34aTb Katod Moanuck M KAkY NpoBepKu
Mognucwy, COOTBETCTBYOLWMIM TpeboBaHUAM NPUMEHUMOTO
3aKOHOAATEeNbCTBA.

6. MopAaAOK 3NEeKTPOHHOro A0KyMeHToo60poTa

6.1

6.2.

6.3.

6.4.

6.5.

6.6.

Mepep, Havyanom B3anmoaencTauna no 3/IEKTPOHHOMY
[OKyMeHTo06opoTy BaHk ¥ KomnaHuAa obmeHMBalOTCA Kato4amu
nposepku Mognucun. Kntou nposepku Moanucn BaHKa mokeT 6biTb
onybaunkosaH B OTKPbITOM gocryne no agpecy:
https://developer.131.ru.

SNEeKTPOHHbIN  [OKYMEHTOO6OPOT BKAlOYaeT chejylolme 3dTanbl:
co3gaHue, nepejayy, NpoBepKy NOAJIMHHOCTU, NPOBEPKY LIeIOCTHOCTY,
NPOBEPKY aBTOPCTBA, YYeT U XpaHEeHNE 3N1eKTPOHHbIX JOKYMEHTOB.
CosgaHue 3/IeKTPOHHOTO  [IOKYMeHTa  BK/OYaeT B cebn
HenocpeAcTBeHHOe GOPMUPOBAHME INEKTPOHHOTO AOKYMEHTA U €ero
nognucanue Mognucolo ¢ MCNonb3oBaHWeM Katoda Moanucy.
Mepepaaya NOANMCAHHOIO 3/1EKTPOHHOTO AOKYMEHTA OCyLLeCcTBAAeTCA €
ncnonb3oBaHWem APl n/unu agpecoB 31€KTPOHHOM NOYTBI, YKa3aHHbIX
B COOTBETCTBYIOLLEM JOrOBOpe.

MpoBepKa NOANMHHOCTM 31eKTPOHHOIO AOKYMEHTa BK/tOYaeT B cebA
NpOBEPKY COOTBETCTBUA 3/IEKTPOHHOTO AOKYMEHTa TpeboBaHMAM K ero
dopmaTy M MopAAKY 3anoNIHEHMA, a TaKKe MNPOBEPKY MOAJIMHHOCTU
Moanucun ¢ ncnonb3oBaHWeMm Kntoya Nnposepku Mognucu.
[Onanposepku Mognucu CTOPOHbI UCMO/b3YHOT CPEACTBO 3/1EKTPOHHOM
noanucu, Kotopoe:

1. dopmupyeT X3W U3 UCXOAHOTO 3NEKTPOHHOIO AOKYMEHTA MO
anropuTmy, onpeaesieHHOMY B 3aaBneHuu;
2. npeobpasyeT nosydeHHyto Moanucb € WUCNOb30BaHMEM
Knto4va nposepku MNoanucy;
3. cpaBHMBaeT 3HayeHue, NosydYeHHoe Ha ware 1 co 3HayeHnem,
nosly4eHHbIM Ha Lare 2.
Ecnn 3HayeHuAa coBnanu, TO noanuMHHOCTL [lognuch cuuTaeTca
noateep:KaeHHoW. Ecnu He coBnanu, TO CYUTAETCA, YTO NOLJIMHHOCTb
Moanucn He nopTeBep:kAeHa, M nposepAlwasa CTopoHa Ao/KHA
Heme/1eHHO coobwuTb 06 3ToM Apyroi CTopoHe.

MpoBepKa LeNIOCTHOCTM 3/EKTPOHHOTO AOKYMEHTA OCYLLECTBAAETCA
nytem nposepku [oanucu c UCNONb30BaHMEM CPEACTB MPOBEPKMU
Moanucy: npoueaypa npoBepku [MoAnwucH, UCNOAb30OBAHHOW npu

3.4 The Company agrees that the Bank cannot guarantee the
Company the absence of interruptions associated with technical
malfunctions, maintenance, as well as the complete and error-free
operation of APl and communication channels. The Parties
undertake to promptly inform each other (by email and/or
telephone) about all cases of technical malfunctions or other
circumstances that obstruct the proper execution of this
Agreement.

3.5 In cases provided for in the relevant agreements, the Parties

interact using the e-mail address specified in such agreements.

4  Electronic Signature

. The Agreement provides for the use of an enhanced unqualified
electronic signature within the framework of information
technology interaction (hereinafterreferredto asthe "Signature"),
which ensures verification of authorship, authenticity, and
integrity of the signed electronic documents.

5  Electronic Signature Instruments
5.1. To create and verify a Signature, create a Signature Keyand a
Signature Verification Key, there should be used Electronic
Signature Instruments that:

5.1.1. allow you to establish the fact of modifications in a signed

electronic document after its signing;

5.1.2. ensure the practical impossibility of calculating a Signature
Key from an electronic signature or from a Signature Verification
Key.

5.2. The Company is obliged to independently and at its own
expense select Electronic Signature Instruments and create a
Signature Key and a Signature Verification Key that meets the
requirements of applicable law.

6  Electronic Document Flow Procedure

6.1. Before interaction via Electronic Document Flow, the Bank and
the Company exchange Signature Verification Keys. The Bank's
Signature Verification Key can be published in the public domain

https://developer.131.ru.

6.2. Electronic document flow includes the following stages: creation,
transmission, authenticity verification, integrity verification,
authorship verification, recording, and storage of electronic

documents.

6.3. Electronic document creation includes the direct electronic
document generation and its signing with a Signature using
Signature Key.

Signed electronic document transmittal is carried out using API

and/or e-mail addresses specified in the relevant agreement.

6.4.

6.5. Verifying the authenticity of an electronic document includes
checking the compliance of the electronic document with the
requirements for its format and filling procedure, as well as
verifying the authenticity of the Signature using Signature
Verification Key.
To verify the Signature, the Parties use Electronic Signature
Instrument that:
1. generates a hash from the source electronic document
according to the algorithm defined in the Statement;
2. converts the received Signature using Signature
Verification Key;
3. compares the value obtained in step 1 with the value
obtained in step 2.
If the values match, then the authenticity of the Signature is
considered confirmed. If they do not match, then it is considered
that the authenticity of the Signature has not been confirmed,
and the verifying Party should immediately notify the other Party
about it.
6.6. Integrity verification of an electronic document is performed by
validating the Signature using Signature verification tools: the
verification procedure for a Signature applied to an electronic
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https://developer.131.ru/

7.

6.7.

6.8.

6.9.

noAnuCcaHNN 3NEKTPOHHOTO JOKYMEHTA, C HapyLWeHHOMN LeI0CTHOCTbIO
[ACT oTpuLaTeNbHbIN pe3ynbTaT (coobwmT 06 owmnbKke Moanuck).

B cnyyae nonyyeHus OTPULATENbHOrO pe3ynbTata NpPOBEPKM
LLe/IOCTHOCTU 3/1IeKTPOHHOTO OOKYMEHTA TaKOW AOKYMEHT cyuTaeTca
HeeMNCTBUTENbHBIM (HE UMEET IOPUANYECKON CUAbI), HEKOPPEKTHBIM U
nposepsowan CTOpoHa A0/IKHA Hemed/leHHO coobwmutb 06 3ToM
apyron CtopoHe.

MpoBepKa aBTOPCTBA 3N1E€KTPOHHOrO AOKYMeHTa npeacTtaBnaeT coboi
NpoBepKy Toro, Yto MoAnucb cuMTaeTcA NpuHagnealwein CtopoHe —
ecnu ¢pusmyeckoe L0, AeicTeytowee OT UMEHM yKa3aHHOM CTOPOHbI
Ha OCHOBaHWW yupeauTeNbHbIX JOKYMEHTOB OPUANYECKOTO NLA UK
[0BEPEHHOCTH, ABNAETCA BNafenblLemM cepTudUKaTa Kntoda NpoBepKu
Mognuck.

CTOpPOHbI  NPU3HAIOT, YTO  WCMOAb3yemble  Cnocobbl  3aWmThbI
3/1eKTPOHHbIX JOKYMEHTOB, KOTOpble obecneynsatoT GopmUpoBaHue 1
nposepKy MMoanucy, [OCTaTOYHbI O/1A NOATBEP)KAEHWUA aBTOPCTBA,
NOAJ/IMHHOCTU U LLeNOCTHOCTU SNEKTPOHHbIX JOKYMEHTOB.

YyeT 3NeKTPOHHbIX AOKYMEHTOB OCYLEeCTBAAETCA NyTem BeAeHus

3NEKTPOHHbLIX JKYPHAZOB yyeTa MOCTyNaloWwMx U UCXOAALMX
SN1EKTPOHHbIX [OKYMEHTOB, MoAnucaHHbiX [Moanucblo. BeaeHwue
SN1EKTPOHHbIX KYPHANOB yyeTa OCYLeCTBAAETCA MPOrpaMMHO-
annapatHbIMM UM TEXHUYECKUMM cpeacTBamu baHka. MomeHTom

NOJy4YeHNUS I1EKTPOHHOIO AOKYMEHTA AB/IAETCA MOMEHT €10 OTPAXKEHMe
B }KypHane yyeta.

XpaHeHWe 3NEeKTPOHHbIX AOKYMEHTOB, NOCTYMMBWMX B bBaHK wau
ucxogawmx ot baHka, ocyuwectBnseTca B apxuBe baHka B TeueHue
CPOKOB, YCTAaHOB/IEHHbIX /11 AOKYMEHTOB COOTBETCTBYIOLLETO BUAQ, HO
He MeHee NATU IeT C MOMEHTa MOJTY4YEHWA 3eKTPOHHOTO IOKYMEHTa. B
cnyyae  BO3HWMKHOBEHMA  CMOPOB  OTHOCWUTE/IBHO  COAEPKaHMUA
3/1EKTPOHHbIX  AOKYMEHTOB  npuoputeT 3N1eKTPOHHble
[OKYMEHTbI, XpaHsLimecs B apxuse baHka.

nmeroT

Mpu3HaHWe 3/1eKTPOHHbIX JO0KYMEHTOB

7.1.

7.2.

CTOpPOHbI MPU3HAIOT, UYTO 3NEKTPOHHbIE AOKYMEHTbI, NOANWUCAHHble
MoAnwucblo, ABNAIOTCA PaBHO3HAYHBLIMU NO CBOEW OPUANYECKON cune
[OKYMeHTaM Ha B6yMaKHOM HocuTene, noAnucaHHbIM
COBCTBEHHOPYYHO U 3aBEPEHHBIM MEeYaTblo (MPU HauuuK).
MpeaycMOTpeHHble  A/1f 3/1EKTPOHHOTO  AOKYMEHTa  MpaBoBble
NnocnescTBMA  HACTyMaloT TONAbKO B CAy4ae, eCAU  MOJyYeH
NONOXUTENbHbIV pe3ynbTaT nNpoBepKu Moanucu 3Toro 3neKTPOHHOTo
OOKYMEHTa, Npu ycnoBuu cobntoaeHuns TpeboBaHU K dopmaty u
NopaAKy 3ano/IHeHUA 3NEeKTPOHHOTO AOKYMEHTa, YCTaHOB/IEHHbIX
HacToAwmum CornaweHnem, YKasaHHbimM B n. 1.1 CornaweHus
JoroBopamu (MpW HaiMuMKM B HWUX COOTBETCTBYHOLIMX YCIOBUM) M
3aKoHoAaTeNbcTBOM Poccuiickoi ®Penepaumn.

OrBeTcTBEHHOCTb CTOPOH

8.1.

8.2

8.3.

CTOpOHbl  NpWHUMaOT Ha ceba BCe PUCKKM, CBA3aHHblE C
paboTocnocobHocTblo cBOero o0b6opyfoBaHWA W KaHa/loB  CBA3M,
COXPaHHOCTbIO U KOHPUAECHLMANBHOCTBIO KAtoyel Moanuck.

B cnyyae HeBbINONHEHWUA WMAW HEHAA/IeXKallero BbINOJIHEHUA CBOMX
obasatenbcts ogHoit n3 CropoH, apyraa CTopoHa umeeT npaso
notpebosatb OT Takol CTOPOHbI WMCNONIHEHUA MPUHATbIX Ha cebA
06A3aTeIbCTB, @ TaKKe BO3MELLEHMA MPUYMHEHHOTO el yuepba.
KomnaHua HeceT OTBETCTBEHHOCTb 3a KOH(UAEHUMANLHOCTb Katoya
Moanucy, a TakKe 3a AecTBUA CBOMX PabOTHMKOB NPU UCMONb30BaHUU
Mognucn. BaHK He HeceT OTBETCTBEHHOCTM 3a YObITKM, NOHECEeHHble
KomnaHueli B ¢BA3M C HeCAaHKLMOHUPOBAHHbIM WCMOAb30BaHUEM
Moanucy HeynoNHOMOYEHHBIMU INLAMU.

KoHdupeHumanbHocTb

9.1.

9.2.

CTopoHbl 06A3ytoTcA obecneunsBaTb KOHPUAEHUMANBHOCTL Katouyel
MoanucK, B 4acTHOCTU, HEe AOMYCKATb UCMO/1b30BaHME NPUHAAJENKALLUX
UM Kntoyeit Moanucn 6e3 cornacua CTopoH. He Mcnosib3oBaTb K/tod
Moanucn npu Hanuumm OCHOBaHWM nonaratb, yTo
KOHOMAEHLMANBHOCTb JaHHOTO KAtoua MoanucK HapyLeHa.

CTOpoHa, AONyCcTUBLIAA KOMMpomeTauuio Katova [ognucu, Hecet
OTBETCTBEHHOCTb 3@ 3/1EKTPOHHbIE [OKYMEHTbl, NOANWCaHHble C
MCNONb30BaHMEM CKOMMPOMETUPOBAHHOTO Katoya [ognucn. Kntou
Moanucy CTOPOHbI CYMTAETCA AeNCTBYOWMM [0 AaTbl NOAyYeHws
apyroi  CTopoHol yBegomieHua 06 aHHyaMpoBaHuM (OT3biBe)
cooTBeTCTBytOLWEro KAtoya Moanucy.

6.7.

6.8.

6.9.

7.2

8.2.

8.3.

9.2.

9.3.

document with compromised integrity will yield a negative result
(report a Signature error).

If the integrity verification returns a negative result, such
documentsshall be deemed invalid (legally void), defective, and the
verifying Party must immediately notify the other Party.
Verification of an electronic document's authorship constitutes
verification that the Signature is deemed to belong to the Party -
provided that the individual acting on behalf of said Party under
the entity's constitutive documents or power of attorney is the
holder of the Signature verification key certificate.

The Parties acknowledge that the employed electronic document
security methods, which enable the generation and verification of
the Signature, are sufficient to confirm the authorship,
authenticity and integrity of electronic documents.

Electronic document accounting is performed by maintaining
electronic logs of incoming and outgoing electronic documents
signed with the Signature. The electronic log maintenance is
executed through the Bank's software, hardware, and technical
means. The moment of receipt of an electronic document is the
moment of its recording in the accounting log.

Storage of electronic documents received by the Bank or sent from
the Bank shall be maintained in the Bank's archive for the
retention periods established for the respective document types,
but not less than five years from the date of receipt of the
electronic document. In case of disputes regarding the content of
electronic documents, the electronic documents stored in the
Bank's archive shall prevail.

Recognition of electronic documents

. The Parties acknowledge that electronic documents signed with a

Signature are equivalent in legal force to documents on paper,
signed with one’s own hand and certified by a seal (if any).

Legal consequences provided for an electronic document occur
only if a positive result of verifying the Signature of this electronic
document is received, subject to compliance with the
requirements for format and procedure for filing out the
electronic document established by this Agreement, agreements
specified in clause 1.1 of the Agreement (if there are relevant
conditions) and the legislation of the Russian Federation.

Liability of the Parties

. The Parties assume all risks associated with operability of their

equipment and communication channels, safety and
confidentiality of Signature Keys.

In case of failure or improper fulfilment of obligations by one of
the Parties, the other Party has the right to demand from such
Party the fulfillment of its obligations, as well as compensation for
damage caused to it.

The Company is responsible for Signature Key confidentiality, as
well as for employees’ actions when using the Signature. The Bank
is not responsible for losses incurred by the Company in
connection with unauthorized use of the Signature by

unauthorized persons.

Confidentiality

. The Parties undertake to ensure the confidentiality of Signature

Keys, in particular, not to allow to use their Signature Keys without
the Parties’ consent. Do not use Signature Key if there is reason to
believe that the confidentiality of this Signature key has been
violated.

The Party that compromised Signature Key is responsible for
electronic documents signed using the compromised Signature
key. Signature Key of a Party is considered valid until the date the
other Party receives a notice of cancellation (revocation) of the
corresponding Signature key.

The Parties undertake to inform immediately, but no later than
within one calendar day, each other about all cases of violation of
the confidentiality of the Signature keys (including loss, theft,
unauthorized access to Signature key). In this case, execution of
the Agreement is suspended until Signature Keys are changed.




9.3.

CTOpOHbI 06A3y0TCA HE3aMe4/IUTENbHO, HO HEe NO34HEE YeM B TEYEHMe
OJHOro KaneHAapHoro AHA MHbOpMMpOBaTb Apyr Apyra obo Bcex
C/ly4yanx HapylleHWA KOHOUAEeHUManbHOCTM Kakuel Moanucu (B T.u.
YTPaThl, XMLLEHWUA, HECAHKLMOHNPOBAHHOIO AOCTYNA K Katouy Moanucy).
Mpn 3tom wucnonHeHme CornaweHns MNpPUOCTaHaBAMBaeTCcA A0
nposefeHMA CMmeHbl Katoden Mopnucn. CmeHa kawouel Mognucu
ocylecTBaseTca nocpeactBom noanucaHus CTOpOHamMM  HOBOTO
3aaBneHuA.

10. dopc-maxkop

11.

12.

13.

10.1.

10.2.

CTOpOHbI 0CBOBOMXKAAIOTCA OT OTBETCTBEHHOCTM 3a YacTUYHOE WU
nofHoe HeucnonHeHne obaAsatenbcts no CornaweHuo B cayvae
HacTynaeHnA Gopc-MaxKOPHbIX 06CTOATENLCTB, TaKMUX KaK: CTUXUIHbIE U
TEXHOTeHHble KaTacTpodbl, BOEHHble AEWCTBUA,  FpaKAaHCKue
6ecnopagky, aNnaeMun, NnaHAE MUK, Kpax MUPOBOIM SKOHOMMUYECKOM 1
dunHaHcoBoW cUCTEMBI, NpUHATHE HOPMATMBHbIX aKToB
orpaHnuYnTeNbHOrO XapakTepa. Kumncay popc-maxkopHbIX 06CTOATENbCTB
TaKKe OTHOCATCA: COOM MM OTKA3 NPOrpammMHO-annapaTHbIX CPeACTB U
obopynoBaHMA,  OTKa3  WMAW  OTKNIOYEHME  CUCTeM  CBA3M,
3N1EKTPOCHABKEHNA, BMeLLaTeIbCTBO TpeTbux nL, (DDoS-aTtaka) v T.n.
Mpu  HactynneHun  ¢dopc-maxopHbix  obcrtoaTenbcts, CTOpOHa,
NoABEPrHYBLUAACA WX BAWAHWUIO, [JO/KHA B TeuyeHue 3 (Tpex)
KaneHAapHbIX AHen yseJomMuTb 06 aTom apyryto CtopoHy. CTOpOHa,
NPONyCcTMBLLAA CPOK YBEAOMNEHMWA, NINLIAETCA MpaBa CCblIaTbCA HA
yKa3aHHble 06CTOATE/NIbCTBA, KaK Ha OCHOBaHMe, ocBoboxKpatouliee oT
OTBETCTBEHHOCTMU.

MopAaaoK paspeLseHns cnopos

11.1.

11.2.

11.3.

11.4.

11.5.

Hacroswee CornalleHne NOANEXUT PeryMpoBaHNIO U TOJIKOBaHWUIO B
COOTBETCTBMM C  3aKOHodaTenbctBoM  Poccuitckon  depepaumm
(NnpMmeHMMOe 3aKOHOAATENbCTBO).

B cnyyYae BO3HWMKHOBEHMA PasHOMNAcMii MO BOMPOCAM MCMOAHEHWA
ycnosuit Cornawenwusa, CTOPOHbI MPUHMMAOT BCe Mepbl MO WX
paspelueHuto NyTem neperoBopos.

Nobble crnopbl mexay CTOpoHamM, NMpeamMeTom KOTOpPbIX ABAAETCA
0oCnapvBaHWe CoAepKaHWA 3NeKTPOHHOIO AOKYMEHTA, NepeaatoTca aAns
paspelueHuna cneumanbHO CO3aBaeMOM IKcnepTHOM Kommceun. Coctas
3KCMEePTHON KomMuccuM  GOpMUpPYeTCA B PaBHbIX MNPONOPLMAX U3
npeacrasuteneli CTopoH. Komucema [onKHa yCTaHOBUTb aBTOPCTBO,
NOAJ/IMHHOCTb U LeNoCTHOCTb MoAnncK 0CnapMBaeMoro 3/1eKTPOHHOTO
OOKYMeHTa. Pe3ynbTaTbl paboTbl IKCNEePTHOM KOMUCCUM ODOPMAAIDTCA
AKTOM, KOTOpbIA [o/KeH bbiTb noanucaH CtopoHamu. C MOMeEHTa
nognucaHna akta CTOpPOHbl NpuU3HaOT 6eccnopHOCTb  CBeAEHWW,
YKa3aHHbIX B AaHHOM aKTe. MopAagoK pazbopa KOHOAMKTHbBIX CUTyaL Uit
yKasaH B npunoxeHun Ne 3.

B cnyyae HEBO3MOXHOCTM yperynvMpoBsaTb pasHornacua nyTém
neperosopos, CNopbl paspeLatoTca B ApbuTpakHom cyae Pecnybauvku
TaTapcTaH ¢ NPUMEHEeHWEeM HOPM MaTepPUANbHOTO U NPOLLECCYaNbHOMO
npasa Poccuitickon depepaumm.

MUcbMeHHbIN gocyaebHblIi NpeTeH3MOHHbIN NOPALOK YperyiMpoBaHms
crnopoB sABnfeTcA o6s3aTenbHbIM. CPOK OTBETa Ha npeTeHsuio — 15
(nATHaaUaTb) pabounx AHEN C MOMEHTa ee NOoNyYeHUs.

YBepgomneHusa

12.1.

12.2.

Eciv  uvHOM nopagok He npeaycmoTpeH Cornawexnuem  u/wam
[oroBopom (gorosopamwu), ykasaHHbimu B n. 1.1. CornaweHws, To
nobble  NUCbMma, YBEAOMIEHUA W [OOKYMEHTbl, nepefaBaemble
CTopoHamu gpyr apyry B pamkax CornaweHunsa no aJIeKTPOHHOM nouTe,
6yay cuuTatbCcA  Hagnexawum obpasom  OTMPaBAEHHbIMU U
Nosy4YeHHbIMK, €CIM OHW HanpaBneHbl C/Ha afpeca 3/eKTPOHHOM
noyThl, yKazaHHble CTOopoHamu B 3aABAEHUN.

MN3meHeHMe agpeca 3NeKTPOHHOW nouTtbl CropoH (n. 12.1),
OCyLLLeCTBNAGTCA NOCPeACTBOM OTMNPaBKM 3/1€KTPOHHOro coobLeHuna ¢
paHee yKasaHHbIX afpecoB 3/1eKTPOHHOM NOYTbI, COAeprKaLLero YeTKoe
yKasaHWe Ha HOBbIM aApec 31eKTPOHHOW NOoYTbl AA OCYLEeCTBAEHMA
CBA3MW.

U3meHeHue CornaweHumsa

13.1.

baHK BnpaBe B OAHOCTOPOHHEM BHecyAebHOM nopsaKe BHOCWUTbL B
CornawieHue nobble U3MEHEHUA W/WUAW JOMNONAHEHUSA, NOCPEACTBOM
pasmeweHua no agpecy https://developer.131.ru HoBOW peaaKkuun
CornaweHwus.

Signature Keys are changed by signing a new Statement by the
Parties.

10. Force majeure

10.1. The Parties are released from liability for partial or complete
failure to fulfill obligations under the Agreement in case of force
majeure circumstances, such as: natural and man-made disasters,
military actions, civil disorders, epidemics, pandemics, collapse of
the global economic and financial system, adoption of restrictive
regulations. Force majeure circumstances also include: fault or
failure of software, hardware and equipment, failure or shutdown
of communication systems, power supply, intervention of third
parties (DDoS attack), etc.

If force majeure circumstances occur, the Party affected by
them should notify the other Party within 3 (three) calendar days.
A Party that misses the notification period forfeits the right to refer
to these circumstances as a basis for releasing from liability.

10.2.

11. Dispute resolution procedure

11.1. This Agreementis subject to regulation and interpretation in
accordance with the laws of the Russian Federation (applicable
law).

11.2. In case of disagreements regarding the terms of the

Agreement, the Parties shall take all measures to resolve them

through negotiations.

Any disputes between the Parties, which subject is

challenging the content of an electronic document, are referred
for resolution to a specially created expert commission. Members
of the expert commission are formed in equal proportions from
representatives of the Parties. The Commission should establish
authorship, authenticity and integrity of the Signature of the
disputed electronic document. The work results of the expert
commission are documented in an act that should be signed by the
Parties. From the moment the act is signed, the Parties recognize
the indisputability of the information specified in this act. The
procedure for dealing with conflict situations is specified in
Appendix No. 3.
11.4. If it is impossible to resolve disagreements through
negotiations, disputes are resolvedin the Arbitration Court of the
Republic of Tatarstan usingthe rules of substantive and procedural
law of the Russian Federation.

A written pre-trial claim procedure for resolving disputes is
mandatory. Deadline for responding to a claim is 15 (fifteen)
working days from the date of its receipt.

11.3.

11.5.

12. Notifications

12.1. Unless a different procedure is provided for in the Agreement
and/or agreement(s) specified in clause 1.1. of the Agreement, any
letters, notifications and documents transmitted by the Parties to
each other underthe Agreement by e-mail will be considered duly
sent and received if they are sent from/to the e-mail addresses
specified by the Parties in the Statement.

12.2. E-mail address of the Parties (clause 12.1) is changed by

sending an e-mail from the previously specified e-mail addresses

containing a clear indication of the new e-mail address for

communication.

13. Change of Agreement

13.1. The Bank has the right to unilaterally, out of court, amend
and/or make additions to the Agreement by postinga new revision
of the Agreement at https://developer.131.ru.

13.2. The new revision of the Agreement comesinto force and is to
be applied to the legal relations of the Parties after 10 (ten)
calendar days from the date of its posting at

https://developer.131.ru.
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13.2.

13.3.

HoBaa pegakuma CornaweHua BCTynaeT B CUAY W MNOAJIEXUT
NPUMEHEHMIO K NPaBooTHolWeHUAM CTOPOH no ucteveHumn 10 (gecatn)
KaneHaapHbIX JAHEeM C MOMeHTa ee pasmelleHua Mo  agpecy:
https://developer.131.ru.

KomnaHusa 06s3aHa CamoCTOATE/IbHO U CBOEBPEMEHHO 3HAKOMMUTLCA C
HOBOM pepakumit CornaweHusa. B cnyyae HenosnydeHusa baHKom po
BCTYMAEHWUA B CWAYy HOBOW pepakumu CornaweHua MUCbMEHHOTo
yBefomieHua KomnaHuu o pactopxeHuu CornaweHus, HoBas
pedakuma  CornaweHua cyuTaeTca  6e30roBOPOYHO  MPUHATOM
KomnaHuel, npu 3TOM 3aKk/at04eHUe JOMNONHUTENbHOTO COTNAaLleHus K
CornalleHuio He TpebyeTcs.

14. Cpok peiicTBUA U NOPAAOK pacTopXKeHus

14.1.

14.2.

14.3.

14.4.

Cpok peicrema CornaleHus orpaHnyeH CPOKOM AeNcTBUA AOrOBOPOB,
yKasaHHbIx B N. 1.1. CornaweHus.

BaHK BnpaBe B OAHOCTOPOHHEM NOPAAKE OTKAa3aTbCA OT UCMOJHEHWUA
CornaweHun, ysegomms o6 atom KomnaHuio He meHee yem 3a 30
(TpMAuaTh) KaneHZapHbIX AHEN B NTUCbMEHHOM dopme.

baHK BNpaBe B 0AHOCTOPOHHEM, BHecyAeb6HOM nopagke oTKasaTbcA OT
ucnonHernus CornalieHWs M pacToprHyTb ero, yBegomMuB 06 3Tom
KomnaHuio 3a 1 (oguH) pabounit fOeHb, B CAyvyae BblSBNAEHUA B
OeATeNbHOCTU KomnaHum npusHaKoB MOLLIE HHUYECKOM,
NPOTUBONPABHOW MNM HEOBOCHOBAHHO Hebe3onacHon AeATeNbHOCTH,
KOTOpaA MOXeT MpUBECTM K HapyWweHUOo YCIOBUIA HacToAWEro
Cornawexunsa u(unm) 3akoHopatenbctBa Poccuitickoit dPepepauun, a
TaKXe K UMyLLLeCTBEHHbBIM M penyTaLMOHHbIM YBbITKam baHka.
ObnazatenbctBa CTOPOH, BO3HWMKWKME [0 pacTopxeHua CornaweHus,
COXPAHAITCA 4O WX MONHOIO UCMONHEHUA.

15. MMpouwne ycnosua

15.1.

15.2.

15.3.

Hacroswee CornaweHne COCTaBNEHO Ha PYCCKOM W aHIUIACKOM
A3blkax. B cnyyae BO3HMKHOBEHMA MPOTUBOPEYUMI MPUOPUTETHLIM
CYMTAETCA TEKCT Ha PyCcCKOM fA3blke. Bce npuaoxeHua asnAaloTca
HeoTbemaeMbIMM YacTAMM CornaleHmnsa, a UMeHHO:
15.1.1.MpunoxeHne Ne 1 - «3aasneHune»;

15.1.2.Mpunoxerne Ne 2 — «UHCTpyKuMA no obecrneyeHuo
nHPopMaLMOHHOM He3onacHOCTUY;
15.1.3.MpunoxkeHne Ne 3 — «[llopAagok pasbopa KOHOAMKTHbIX

CUTYaL UMY,

CTOpOHbl He BhpaBe nepejaTb CBOM MpaBa W 06A3aHHOCTU NO
CornalleHuio TpeTbUm nnuam 6e3 npeasapuUTeNbHOrO MUCbMEHHOTO
cornacua apyroit CTopoHbil.

Echn  kakoe-nnbo nonoxeHune HactoAwero Cornawenuna 6yget
NPU3HAHO HeAEeNCTBUTENbHBIM AN HE MMEIOLWMM 3aKOHHOW CWAbl B
COOTBETCTBUM C MPUMEHUMbIM  3aKOHOAATE/NIbCTBOM, TO TaKoe
NONOXKEHUE JOMKHO bbiTb NpuBeaeHO CTOPOHaMM B COOTBETCTBME C
NPUMEHUMbIM 3aKOHOAATE/IbCTBOM, NPU 3TOM [eNCTBUTENbHOCTb U
npYMeHUMOCTb Ntoboro apyroro nonoxeHnusa Cornawexusa He byaet
3aTpoHyTa.

16. PekBu3utbl baHKa

AKLMOHepHoe 06LwecTBo «baHk 131»

JlnueHsua baHKa Poccnmn Ne3538 ot 29.11.2024

OTlPH 1241600056390

WHH/KNN 1655505780 / 165501001

Agpec: 420012, Poccuiickan depepauma, Pecnybaunka TaTtapcTaH,
ropog KasaHb, ynuua HekpacoBsa, gom 38

Kop/cu. 30101810822029205131

B OTaeneHnn-HB Pecnybauka TaTapctaH

BMK: 049205131

13.3. The Company is obliged to independently and timely
familiarize itself with the new revisions of the Agreement. If the
Bank does not receive a written notice from the Company about
termination of the Agreement before the new revision of the
Agreement comes into force, the new revision of the Agreement
is considered unconditionally accepted by the Company, and
conclusion of an additional agreement to the Agreementis not
required.

14. Validity period and termination procedure

14.1. Validity period of the Agreement is limited to the validity
period of the contracts specified in clause 1.1. of the Agreements.

The Bank has the right to unilaterally refuse to fulfill the
Agreement by notifying the Company at least 30 (thirty) calendar
days in writing.

The Bank has the right to unilaterally, out of court, cancel the
Agreement and terminate it by notifying the Company 1 (one)
business day in advance, if signs of fraudulent, illegal or
unreasonably unsafe activity are detected in the Company's
activities, which may lead to a violation of the terms of this
Agreement and (or) the legislation of the Russian Federation, as
well as property and reputational losses of the Bank.

Obligations of the Parties that arose before termination of the
Agreement remain until they are fully fulfilled.

14.2.

14.3.

14.4.

15. Miscellaneous

15.1. This Agreementis drawn up in Russian and English. In case of
discrepancies, the text in Russian shall take precedence. All
Appendices are integral parts of the Agreement. Specifically:

15.1.1. Appendix No. 1- “Statement”;

15.1.2. Appendix No. 2 — “Instructions for ensuring information
security”;

15.1.3. Appendix No. 3 — “Procedure for dealing with conflict
situations”.

15.2. The Parties do not have the right to transfer their rights and

obligations underthe Agreementto third parties without the prior
written consent of the other Party.

If any provision of this Agreement is found to be invalid or
unenforceable under applicable law, such provision shall be
construed by the Parties in accordance with applicable law, and
the validity and enforceability of any other provision of the
Agreement will not be affected.

15.3.

16. Bank details
Bank 131 Joint Stock Company
License of the Bank of Russia No. 3538 dated 29/11/2024
OGRN (Primary State Registration number) 1241600056390
INN (Taxpayer Identification number)/KPP (Tax Registration
Reason Code) 1655505780/ 165501001
Address: 420012, 38 Nekrasova street,
Kazan, Republic of Tatarstan, Russian Federation
Correspondent account 30101810822029205131
in the Branch of the National Bank of the Republic of
Tatarstan
RCBIC: 049205131



https://developer.131.ru/

Appendix No. 1
to the Electronic Document Flow Procedure in the course of information technology interaction

STATEMENT TO RECOGNIZE AND VERIFY AN ELECTRONIC SIGNATURE KEY

Croponsi/Parties Bbank/Bank Komnanus/Company
[Tonuoe naumeHoBanue/Full name Axunonepnoe obuiectBo «bank 131»/ Bank 131 Joint Stock Company []
IMoxroe YO u nacnopTHbIe JaHHbIC [] Takumu npedcmagumensimu Mo2ym 6vims KAk 0eecnocobHvle pusuieckue 1uyd, HaoeneHHole

Brnagensua [Toxnucu/Full name and
passport details of the owner Signatures

yupeoumenvHoiMu 0oKymernmamu Komnanuu npasom eounonruyno oeticmeosames om umenu Komnanuu oes
doeepeHHoCcmu, Mak u 0eecnocobmvle usuyeckue auya, deticmayiouue om umenu Komnanuu na
ocHoeanuu dosepennocmu/ Such representatives can be both capable individuals who are endowed by the
Company'’s constituent documents with the right to act individually on behalf of the Company without a
power of attorney, and capable individuals acting on behalf of the Company on the basis of a power of

attorney
/
JeiicTBytomuit Ha ocHOBaHUM/Acting on [] Yemas, /losepennocms, unotl OOKyMeHm 6 cOOmeemcmauu ¢ 0eiucmsayouum
the basis 3akonodamenvcmeom/Charter, Power of Attorney, other document in accordance with current
legislation
Anropurm IMognucu/Signature Algorithm RSA (2048 bit) RSA (2048 bit)
Kitou nposepku Ionmucu/Verification Kitou nposepxu [Toamucu banka omy0auKkoBaH B OTKPHITOM JOCTYIIE IO
Key anpecy: https:/developer.131.ru/Bank's Signature Verification Key is

published in the public domain at https://developer.131.1u

(]

Anpec snekrponHoi moutel/E-mail address [*]

(]

IMonnuceiBas HacTosee 3asBiaeHne, KoMnaHus moaATBepXKaaeT, 4To OHa 03HAKOMJIEHa U coritacHa ¢ [Iops koM 3IeKTPOHHOrO JOKYMEHT0000POT a IPH OCYIECTBICHUH HH(OPMALIOHHO-TEXHOJIOTHUECKOr0 B3aNMO/IeHCTBIS
(https://developer.131.ru) u ero yciaoBusiMu 0e3 Kakux-1u00 IPaBOK, OTOBOPOK MM UCKITIoueHuid./By signing this Statement, the Company confirms that it is familiar with and agrees with the Electronic Document Flow
Procedure when carrying out information and technological interaction (https://developer.131.ru) and its terms without any amendments, reservations or exceptions.

Banx/Bank

Komnanus/Company

AxironepHoe o6mectBo «bank 131»/ Bank 131 Joint Stock Company

Jlunensus banka Poccun/License of the Bank of Russia No. 3538 dated 29/11/2024

OI'PH/OGRN (Primary State Registration number) 1241600056390

MHH/INN (Taxpayer Identification number) 1655505780

KIII/KPP (Tax Registration Reason Code) 165501001

Anpec: 420012, Poccuiickas ®enepanus, Pecriy6nuka Tatapcran, ropoj Kasans, yiauna Hekpacosa, nom 38/Address: 420012,
38 Nekrasova street, Kazan, Republic of Tatarstan, Russian Federation

Kopcuer/Correspondent account 30101810822029205131

B Ornenennn-HbB Pecniy6nuka Tatapcran/in the Branch of the National Bank of the Republic of Tatarstan

BUK/RCBIC: 049205131

[COMPANY NAME]

[COMPANY ADDRESS]

[REGISTRATION NUMBER]

[INN (Taxpayer Identification number)/KPP (Tax Registration Reason Code)]
[BANK DETAILS]

[®UO]/[Full name]

[HomxuocTs]/[Position]

Date:

[®UO]/[Full name]

[MomxuoCcTh]/[Position]

Date:




MpunoxxeHne Ne 2
K MopAaKy 3NeKTPOHHOTO JOKYMEHTO060pOTa NPU OCYLLLECTBAEHUU
MHPOPMALMOHHO-TEXHOIOMMYECKOTO B3aUMOAENCTBUA

UHCcTpyKuma no o6ecneyeHunio HpopmaumnoHHoii 6e3onacHocTn
B uensx obecneyeHua nHdopmaumoHHolU 6e3onacHocTM npu paboTte ¢

MpoTokonom wuHbopmaumoHHoro obmeHa (ganee — «API») KomnaHwua
HagenneTca cneayowmmm 064a3aHHOCTAMM:

1. Kntoy sneKTpoHHOM Nnoanucn (Janee no TEKCTY — «Katod Moanucu»)
XPaHUTb TO/IbKO B HEAOCTYNHOM A/19 MOCTOPOHHUX /UL, MecTe.

2. He ponyckaeTca:

. CHMMATb HeCaHKLMOHMPOBAHHbIE KONWK;

. nepepnasatb ka4 Moanucn Anuam, K HUM He J0NYLLEHHbIM.

3. He ncnonb3oBatb B KavecTse naponsa:

. nocneaoBaTeIbHOCTU CUMBOJIOB, COCTOALIME U3 OaHMX undp (B TOM
yncne pgatbl, Homepa TenepoHOB, HOmepa aBTomobunen n T.n.);

. nocneao0BaTeIbHOCTM NOBTOPAOLLMXCA BYKB UK Lndp;

. naywpe noapas B packaagKe Knasuatypbl UAn B andaBuTe CUMBObI;
. MMeHa n pamunnm;

. MHH wnun gpyrmne peksusntbl Komnaxuu.

4. MNaponb AONXKeH:

. 6bITb He MeHee 12 cumBOIOB;

. cofepKatb undpbl, CTPOUHbIE U 3arnaBHble ByKBbI;

. cofepiKaTtb XoTA 6bl 1 CMBO, He ABAAOWMINCA BYKBOI AN undpoin.
5. Ha KomnbloTepe A0MKHA ObITb YCTAaHOBAEHA NAPO/bHAA 3alMTa Ha
BXO/, B OMNEPALMOHHYHO CUCTEMY YCTPOMCTBA.

6. Maponb nonb3oBaTens B OMEPALUOHHON CUCTEME YCTPOMCTBA
LONKeH MmeHATbcA KomnaHuel He peke 04HOro pasa B KBapTan.

7. Maponb poctyna K kawody MNognucM XpaHUTb OTAENbHO OT K/toua
Nognucu.

8. CTporo 3anpeLaeTca 3anMcbiBaTb NAPOAN Ha BYMaXKHbIX HOCUTENAX
WANM B TeKcToBblXx dannax Ha paboyem mecTe, OCTaBNATb UX B
NerkogoCTymnHbIX MecTax, nepeaBaTb HEYNOJHOMOYEHHbIM MLAM.

9. Ucnonb3osatb Kty lMoanucu, TONbKO B MOMEHT NOANUCaHWUA
3/1eKTPOHHbIX JOKYMEHTOB.

10. Ucnonb3oBaTb  Katod  Moanucn, TOABKO AnA  NOAMNUCAHMA
3/1eKTPOHHbBIX JOKYMEHTOB B paMKax MCNoab3oBaHMA «API».

11. MpuMmeHATb Ha paboyem mecTe NNLEH3UOHHbIE CPeCTBa 3aluTbl OT
BPEAOHOCHOIO KOZAa C BO3MOMHOCTbIO aBTOMaTM4ecKoro obHoBneHuA 6a3
OAHHbIX CUTHATyp BPEAOHOCHOrO KoAa, B TOM 4ucle HacTpouTb
exeHenenbHOe NpoBeeHWe NOJIHOW aHTUBUPYCHOW NPOBEPKM YCTPOMCTBA.
12. Ecnu B KauyecTBe KomnbtoTepa g1a pabotbl no «API» ucnonbsyeTca

nepeHocHoW KomnbioTep (HOYTOYK), M[OMKHO ObiTb WUCKAKOYEHO ero
NoAKAtoYeHWe K ceTam obLero foctyna B MecTax cBoboAHOro foctyna B
NHTepHeT (odurcHbIe LeHTpPbI, Kade 1 Np.), a TakKe obecrneyeHo pasgenbHoe
XPaHeHWe NepeHOCHOro KOMMbIOTEPA U KNHOYEBOTO HOCUTENSA.

13. OcyuwecTBNATb NOCTOAHHbIN KOHTPO/b OTNPABAAEMbIX COOOLLEHUM
npu pabote «API».
14. B cnyyae BbIfABNEHWUA NPU3HAKOB KOMMpomeTauuu Kntouda Moanucm

WAW BbIABNIEHUA BPELOHOCHOIO KoAa B KOMMblOTEPE, UCMONb3yEMOM ANA
paboTbl «API», He06X04MMO HEMEL/TIEHHO YBeAOMUTb BaHK no TenedoHam:
(8 800 100 13 10 ¢ 9 vacos 00 muHyT o 18 yacos 00 MUHYT (B pabouune aHw),
Nnbo HanpaswTb yBEAOM/IEHME C UCNONb30BAHMEM afPECOB 3NEKTPOHHOM
NoyTbl, YKa3aHHbIX B 3anaBneHun anbo gorosope, npegycmotpeHHom n.l1.1
CornaweHus, nNMbo NMYHO ABUTbCA B baHK € uenblo 6NOKMpoOBaHUA
CKOMMPOMETUPOBaHHbIX KAtodei MNoanucn ¢ nocneaytowein Ux 3ameHoM.

15. K cobbiTuaM, cBA3aHHbIM C KOMMNpomeTauuen katoyei Moanucuy, B
TOM YMCNE, OTHOCATCA:

. yTepa (yTpata) HocuTens kKnwoua [MNoanucu,
nocneayowmm ero obHapyReHUem;

. obHapy»eHue ¢akTa WaAnM yrposbl UCNONb30BaHUA (KONUPOBaHWMs)
Katoya Moanucu  w/mam  naponsa poctyna K Kawodam  MNoanucu
HEeyNnoNHOMOYEHHbIMU  NLAMK  (HECAHKLMOHWMPOBAHHAA  OTMpaBKa
3/IEKTPOHHbIX AOKYMEHTOB);

B TOmM 4ucne, C

Appendix No. 2
to the Electronic Document Flow Procedure in the course of information
technology interaction

Information Security Policy

Inorder to ensure information security when working with the Information
Exchange Protocol (hereinafter referred to as “API”), the Company is
vested with the following responsibilities:

1. Keepthe Electronic Signature Key (hereinafterreferred to as the
“Signature Key”) only in a place inaccessible to unauthorized persons.
2. It is not allowed to:

. make unauthorized copies;

. transfer Signature Key to persons not authorized to see it.

3. Do not use as a password:

. sequences of characters consisting of only numbers (including
dates, telephone numbers, car numbers, etc.);

. sequences of repeated letters or numbers;

. consecutive characters in the keyboard layout or alphabet;

. first and last names;

. INN (Taxpayer Identification number) or other details of the
Company.

The password should:

. be at least 12 characters;

. contain numbers, lowercase and capital letters;

. contain at least 1 character that is not a letter or number.

5. The computer should have password protection installed to enter
the device’s operating system.

6. The user’s password in the device’s operating system should be
changed by the Company at least once a quarter.

7. Store the access password to the Signature Key separately from
the Signature Key.

8. Itis strictly prohibited to write passwords on paper or in text files

at the workplace, leave them in easily accessible places, or transfer them
to unauthorized persons.

9. Use Signature key only when signing electronic documents.

10. Use Signature key only for signing electronic documents within
the framework of using “API”.

11. Use licensed anti-malware software with automatic signature

database updates at all workstations, including configuration of weekly
full-system antivirus scans

12. If a portable computer (laptop) is used as an APl workstation, the
following must be enforced: Connection to public networks in open-access
areas (co-working spaces, cafes, etc.) must be prohibited. The portable
computer and cryptographic key storage device must be stored separately
when not in use.

13. Perform constant monitoring of messages sent when API is
running.
14. If signs of Signature Key compromise are detected or malicious

code is detected in the computer used to operate API, you should
immediately notify the Bank by phone:8 800 100 13 10 from 9:00 a.m. to
6:00 p.m. business days), or send a notification using the email addresses
specified in the Statement either in the agreements specified in the clause
1.1. of the Agreement orcome to the Bank in personto block compromised
Signature Keys and then replace them.

15. The following incidents shall be classified as Signature Key
Compromise Events:

e  Loss or misplacement of the Signature key storage device (including
cases where it is later recovered);




. nepepaaya Kato4va lloanmncy no OTKPbITbIM KaHanam CBA3M;

. nepexsat  KJjlo4a 3NEeKTPOHHON  noAanucK BPeAOHOCHbIM
nporpaMmmHbiM obecneyeHvem;

. obHapykeHue ownbok B paboTe «API», B TOM uncne, BO3HUKAOLWMX
B CBA3M C NOMbITKAMW HapyLweHua nHGopmaLMoHHOM Be3onacHocTy;

. YBO/IbHEHWE OTBETCTBEHHOrO COTPYAHWKA, WMEBLUero Aoctyn K
kntouy MNoanucw;

. Ccayyau, Korga HeBO3MOXHO [OOCTOBEPHO  YCTaHOBWUTb, 4TO

NPOM30LWNO0 C KNKoYEBbIM HOCUTENIEM Moanucu, B Tom Yncne Cny4au Bbixoaa
KNntoveBoro Hocutena MNoanucun ms cTpos.

16. MNMpn 06HapyKEHUN HECAHKLMOHMPOBAHHbLIX ONepauui uamn ytpate
«API» HemepgneHHo yBegoMUTb baHK.
17. BAOKMpPOBaTh CeaHC N0/Ib30BaTe/1 BO BPEMA OTCYTCTBMA HA paboyem

mecte (nyTem ogHoBpeMeHHoro Haxkatusa Knasuw Windows: Win+L vau
Ctrl+Alt+Del (3abnokuposatb), MacOS: Ctrl+Cmd+Q), a Takxe 3aBeplaTb
ceaHcbl PaboTbl MOC/e OKOHYAHMA HEOBXOAMMOCTU UX UCMOIb30BAHUA.

18. OTKNOYUTD  BO3MOMKHOCTb  YAQNIEHHOTO U TePMMHANbHOTO
COoeMHEHMA K KOMMbloTEPaAM, MCMNOAb3yembiM Ans pabotel no API,
3ab10knpoBatb 3389 (RDP Remote desktop), He aonyckaTb yCTaHOBKY Ha
KOMMbIOTEP HWKAKWUX Mporpamm gnsa yAaneHHoro ynpasnaeHus (Team
Viewer, AccucteHT, AnyDesk, VNC u T.n.).

19. BK1tOUMTL B ONEpPaLMOHHOM cucTeme ypHan 6e3onacHocTy.

20. Mcnonb3oBaTb TO/IbKO INLLEH3UOHHOE NporpaMmmHoe obecneyeHune —
onepauMoHHble CUCTeMbI, CpeAacTBa 3alWMTbl OT BPESOHOCHOrO Koaa,
oduCHble MaKeTbl U T.4., AUCTPUOYTUBLI KOTOPbIX NOJYYEHbI U3 HaAEKHbIX
WCTOYHMKOB.

21. Ob6ecneunTb BO3MOXHOCTb CBOEBPEMEHHOTO obHoBNEHWA
CUCTEMHOTO W MPUKNAZHOTO NPOrPaMMHOro obecneyeHums.
22. BblAeNnTb CTaLMOHAPHbIM KOMMbIOTEP TONLKO ANA PaboTbl «API».

23. [octyn B nomelleHune, rae pasmelleH KOMMbloTep € AO0CTYyNOm K
«API», npefocTaBAATb TONBbKO YNONHOMOYEHHbIM AMLam KomnaHuu.

24. KomnbtoTep, ¢ KOTOpOro ocyliecTBaseTca NOAroTOBKa M OTMNpaBKa
3NEKTPOHHbIX SOKYMEHTOB B BaHK, peKoMeHAyeTCA BblAeINTb B OTAENbHbIV
CermeHT ceTu ¢ 0653aTeIbHbIM UCKOYEHNEM 70 U3 06LLLE N NOKANbHOW ceTh
KomnaHuu.

25. MCKNOUUTb JOCTYN K KOMMbIOTEPAM, UCMOJIb3yeMbIM AnA paboTbl No
«APl», MOCTOPOHHMM  AMUA@M U MEepCoHany OpraHuWsaumu,  He
ynosiHOMOYeHHOMY Ha paboty no «API» u/uam  obcayueaHue
KOMMbIOTEPOB.

26. Mpu obcnykmBaHMM KomnbtoTepa UT-coTpyaHMKamm obecneymnsatb
KOHTPO/1b Haf, BbINOMHAEMbIMU UMW AeNCTBUAMM.

27. BaHK He ocyLecTBAAET PacCbIKY 3/1€KTPOHHbIX MMceM ¢ npocbboit

npucnatb Kntoun Moanmcn n/mnm napons ucnonbsyemble B «API» n HUKOraa
He 3anpawuBaeT y KomnaHuu a3ty unbopmaumio. Mpun obpalleHnm oT UMeHn
BbaHKa no TenedoHy, 3NeKTPOHHOM nouyTe, yepe3s SMS-coobuweHua nul ¢
npocbb0o coobWUTL KOHPUAEHUMANBHYIO HGOPMALMIO (NapoaK, KogoBble
CNoBa, M Np.) HU NPU KaKMX OBCTOATENbCTBAX He coobuwaiTe AaHHYHO
MHbOPMaLMIO 1 cooblumTe 06 3ToM B BaHK.

28. KomnaHua camocToATenbHO M eAMHONNYHO HeceT OTBETCTBEHHOCTb
3a obecneyeHne KOHOUAEHLMANBHOCTU Naponel, Kntoyel MognucK, n NHbIX
OaHHbIX, MOAyYeHHbiXx OT bBaHka uan creHepupoBaHHbIXx KomnaHuel
CaMOCTOATENIbHO AJ1A LesIe UX UCNob30BaHMA Npu paboTe «API», a TakxKe
33 obecneyeHne KOHPUAEHUMANBHOCTM U HepasrnaleHWe AaHHbIX,
OOKYMEHTOB M CBeAEHWI, TNONYYEHHbIX W(MAKM) OTNPABAEHHbIX C
ncnonb3oBaHnem «API».

e Unauthorized access or potential compromise of Signature keys
and/or their access credentials (e.g., password breaches leading to
fraudulent electronic document submissions);

e Transmission of Signature keys over unsecured communication
channels;

e Interception of electronic signature keys by malware or malicious
software;

e APl malfunctions or errors indicating potential security breaches
(including failed intrusion attempts);

e  Termination of employment of personnel with authorized access to
Signature keys;

Unaccounted key storage incidents, including cases where the
Signature key device is damaged or its status cannot be reliably

determined.
16. In case of unauthorized operations or loss of the "API",
immediately notify the Bank.
17. Lock the user session when away from the workstation (by

pressing Windows: Win+L or Ctrl+Alt+Del = Lock, macOS: Ctrl+Cmd+Q).
Additionally, ensure all active sessions are terminated after they are no
longer needed.

18. Disable remote and terminal connections to APl workstations,
including blocking port 3389 (RDP/Remote Desktop) and prohibiting
installation of any remote control software (TeamViewer, AnyDesk, VNC,
remote assistance tools, etc.).

19. Enable security logging in the operating system.

20. Use only licensed software — operating systems, malware
protection tools, office suites, etc., obtained from reliable sources.

21. Ensure the possibility of timely updating of system and
application software.

22. Dedicate a desktop computer only for “API” work.

23. Access to the premises where a computer with API access is
located is provided only to authorized persons of the Company.

24, It is recommended that the computer from which electronic

documents are prepared and sentto the Bank be separatedinto a separate
network segment with its obligatory exclusion from the Company’s general
local network.

25. Prevent access to computers used to work on APl by
unauthorized persons and organization personnel not authorized to work
on APl and/or servicing computers.

26. When servicing a computer, IT employees ensure controloverthe
actions they perform.
27. The Bank does not send e-mails asking for Signature Keysand/or

password used in APl and never requests this information from the
Company. When contacting persons on behalf of the Bank by telephone,
e-mail, or SMS messages with a request to provide confidential information
(passwords, code words, etc.), do not provide this information at any time
and report this to the Bank.

28. The Company is independently and solely responsible for
ensuring confidentiality of passwords, Signature Keys, and other data
received from the Bank or generated by the Company independently for
the purposes of their use when operating API, as well as for ensuring
confidentiality and non-disclosure of data, documents and information
received and (or) sent using "API".




Npunoxkenune Ne 3
K MopAaaKy aNeKTPOHHOro JOKYMeHTOoobopoTa Npum ocyLecTBNeHUU
MHOOPMALIMOHHO-TEXHO/IOMMYECKOTO B3aUMOAEeNCTBMUA

Mopagok pasbopa KOHGNMKTHbIX CUTYaumii

Mobble cnopbl  mexay CTopoHamu, npeaMeTOoM KOTOpbIX ABAseTcA
YCTaHOBNEHWE NOA/IMHHOCTU [loANUCK B 3NEKTPOHHOM JOKYMeHTe, T.e.
LLeNOCTHOCTU TEKCTa M ayTEHTUYHOCTU OTNPABUTENA 3/1EKTPOHHOTO SOKYMEHTS,
nepealoTca AN paspeleHns CcreuuanbHO CO34aBaeMoi  3KCMepTHOM
KOMMCCUMN.

3KCnepTHaA KOMMUCCUA CO3bIBAETCA HA OCHOBAHWW MUCbMEHHOFO 3asnBlEHUA
(npeTeH3nun) ntob60oi n3 CTopoH. B ykazaHHOM 3anaBneHuMn CTOpoHa yKasbiBaeT
PEKBU3UTbI OCNAPMBAEMOr0O NOAMUCAHHOIO 3N1EKTPOHHOMO AOKYMEHTA U nL,
YNONIHOMOYEHHbIX MPeACTaBNATb WHTepecbl 3Tot CTOPOHbI B cOcCTaBe
3KCMEPTHOM KOMUCCUM.

He nosgHee 3 (Tpex) pabounx gHen c MoMeHTa nonyyeHus apyroit CTopoHou
3anBeHuna (npeteHsun), CTOpoHbI ONpeaenstoT 4aTy, MecTo M BpeMs Hadana
paboTbl IKCNepPTHO KOMUCCUK, ONpeaentoT, Kakas CTopoHa npegocTasifer
nomelLeHue W MPOU3BOAUT KOHOWUMypMpOBaHWE CPEACTB  3/1eKTPOHHOM
noanucu.

MoNHOMOYMA  UNEHOB  3KCMEpPTHOW  KomMUCCUM MOATBEPHKAAOTCA
[0BEPEHHOCTAMM, BbIAAHHBIMM B YCTAaHOBJEHHOM 3aKOHOZATE/NbCTBOM
nopsgake.

CocTaB 3KCMepTHOW Komucecnn GOpMUMpPYeTca B PaBHbIX MPOMNOPLMAX U3
npeacrasuteneit CTOpOH.

JKcnepTM3a OCMAapMBAEMOro 3/1EKTPOHHOrO AOKYMEHTa OCyllecTeaseTcs B
MPUCYTCTBMUN BCEX Y1EHOB IKCMEPTHOM KOMMCCUM.

JKCrnepTm3a OCYLLLECTBAAETCA B YeTblpe 3Tana:

1. CTOpOHbI COBMECTHO YCTaHaBAUBAIOT, KOHOUTYPUPYIOT U TECTUPYIOT
CPeLCTBO 3NEKTPOHHOW NOANUCH.

2. CTopOHbI NPeAOCTaBAAT CBOU Katoun Mognmcu U Knoum npoBepku
Moanucy, wcnonbayemble AnA  co3paHua  lMoanwucyv  ocnapvBaemoro
3/1€KTPOHHOTO IOKYMEHTa.

3. JKCnepTHas KOMMUCCUA  CPaBHMBAEeT MNpPefoCTaBNEHHbIE  KOuM

npoBepku MoanucK ¢ KnrYamu, ykasaHHbIMK B 3asBaeHMU. Knoun nposepku
MoAanucy 1 Kodbl, KOTOPble COBMAAW, MPU3HAIOTCA NOAMHHBIMU.

4. Ecnn TpeTwii 3Tan ycnewHo NpPoOWAeH, TO 3KCNepTHas Komuccua
NpousBOAMT  MPOBEPKY MNoAAMHHOCTM  [oanucu B OcnapvBaeMom
9N1€KTPOHHOM AOKYMEHTE.

MpoBepKa NOANNHHOCTY NOAMMUCK B OCNIapUBaEMOM 31EKTPOHHOM JOKYMeHTe

OCYLLEeCTBNAETCA OAHUM U3 cneaytolmx cnocobos:

1. BblinosHeHME B KOMaHAHOW CTpoKe (TepmuHane) onepauyoHHON
cucTemsl, rae ycraHosneH OpenSSL, komaHapl: S openssl dgst -sha256 -
verify public.pem -signature sha256.sign myfile.txt.

YKasaHHas KoMaHZa ucnonbayeTca ana nposepku Nognuck darina myfile.txtc

NMOMOLLBIO KAtoYa nposepku u3 daina public.pem u kntoya us daiina

sha256.sign. Ecnu pesynbTatom KomaHabl asnsetca «Verified OK» — 3To

03HaYaeT yCreLwHyo NpoBepPKY NOAMUCH.

2. Bbi3oB ¢yHKuMmM B PHP-ckpunte: SisValid = openssl_verify(Sdata,
SdecodedSignature, SpublicKkey, OPENSSL_ALGO_SHA256).

dyHKUMA NpoBepsAeT NOAIMHHOCTL MoanucK ans 3adaHHbIX AaHHbIX Sdata ¢

MCMNONb30BaHMEM K/toua NpoBepku Spublickey u anropmutma xelwmposaHus

SHA-256 (OPENSSL_ALGO_SHA256). Ecaun pesynbTaTom NpoBepKu Aensetca 1

— noanucb BepHa, 0 — HeBepHa, -1 — ownbKa.

PesynbTtatbl IKCNepPTU3bl OCbOpMﬂﬂ}OTCﬂ B BUAE MUCbMEHHOIO 3aK/04YeHunAa -
aKTa 3KCI'IepTHOl7I KOmMuccmu, noanmcbiBaemoro scemMmu 4YneHamu 3KCI'IepTHOl7I
KOMMUCCUWN. AKT COCTaBAAETCA HeMenJ/1eHHO nocne 3aBeplweHna nocneanHero
3Tana 3KkcnepTusbl. B  akKre d)MKCVIpyIOTCﬂ pe3ynbratbl BCEX 3Tanos

Appendix No. 3
to the Electronic Document Flow Procedure in the course of information
technology interaction

Procedure for dealing with conflict situations

Any disputes between the Parties, which subject is establishing Signature
authenticity in an electronic document, i.e. integrity of the text and
authenticity of the sender of an electronic document is submitted for
permission to a specially created expert commission.

The expert commission is convened on the basis of a written application
(claim) of any of the Parties. In the said application, the Party indicates
details of the disputed signed electronic document and the persons
authorized to represent interests of this Party as part of the expert
commission.

No later than 3 (three) working days from the receipt of the application
(claim) by the other Party, the Parties determine the date, place and time
of the work start for the Expert Commission, determine which Party
provides premises and configure Electronic Signature Instruments.

The powers of the members of the expert commission are confirmed by
powers of attorney issued in the manner prescribed by the law.

Members of the expert commission are formed in equal proportions from
representatives of the Parties.

The disputed electronic document is examined in the presence of all
members of the expert commission.

Examination is performed in four stages:

1. The Parties jointly install, configure and test an electronic
signature instrument.
2. The Parties provide their Signature Keys and Signature

Verification Keys used to create the Signature of the disputed electronic
document.

3. The expert commission compares the provided Signature
Verification Keys with the keys specified in the Application. Signature
Verification Keys and codes that match are recognized as authentic.

4. If the third stage is successfully completed, the expert
commission verifies the authenticity of the Signature in the disputed
electronic document.

The authenticity verification of a signature in a disputed electronic
document is performed using one of the following methods:

1.Executing a command in the operating system's command line (terminal)
where OpenSSL is installed. The specified command is used to verify the
Signature of the myfile.txt file using the verification key from the
public.pem file and the key from the sha256.sign file. If the command result
is "Verified OK", this indicates successful signature verification.

2.Calling a function in a PHP script. The function verifies the authenticity of
the Signature for the given data using the verification key and SHA-256
hashing algorithm. If the verification result is 1 - the signature is valid, 0 -
invalid, -1 - error.

The results of the examination are formalized in the form of a written
conclusion - an act of the expert commission, signed by all members of the
expert commission. The report is drawn up immediately after completion
of the last examination stage. The act records results of all examination
stages, as well as all essential details of the disputed electronic document.




NPoBeAEHHOM SKCMepTU3bl, a TaKKe BCe CyLWEeCTBEHHble PEeKBU3UTHI
OCNapvBaeMoro 3/1EeKTPOHHOrO JAOKYMeHTa. AKT CoCTaBifeTcA B [ABYX
3K3eMnAspax —no OAHOMY A/1A KaxKaol M3 CTOPOH. AKT 9KCNEPTHO KOMUCCUM
ABNAETCA OKOHYATE/IbHBIM M NEPECMOTPY HE MOANENKMT.

MoaTBepaeHWe noganHHocTM [lognucu B akTe, 6ydeT O3HayaTb, 4TO
ocnapvBaeMblii 31€KTPOHHbIV AOKYMEHT UMEEeT IOPUANYECKYIO CUY U BAeYeT
BO3HWKHOBEHME COOTBETCTBYIOLMX NpaB 1 06a3atenbcte y CTOPOH.

B cnyyae oTcyTcTBMA cornacMa No CNOPHbIM BONpocam U AO6pOBO!’IbHOI’O
NUCNONHEHUA peleHnA 3KCI'|epTHOl7I KOMUCCUKU, BCE MaTepuanbl NO 3TUM
BOonpocam moryt 6bITb nepenaHbl Ha pacCMoTpeHKUe B Cy B COOTBETCTBUU C
ycnosnamu CornaweHums.

The act is drawn up in two copies, one for each of the Parties. The report of
the expert commission is final and is not subject to revision.

Confirmation of Signature authenticity in the act will mean that the
disputed electronic document has legal force and entails the emergence of
corresponding rights and obligations for the Parties.

If there is no agreement on controversial issues and voluntary execution of
the decision of the expert commission, all materials on these issues may be
submitted to the court for consideration in accordance with the terms of
the Agreement.




