MopagoK 31eKTPOHHOro A0KyMmeHToo60poTa

Npu OCyLLEeCTBNEHUN MHHOPMALMOHHO-TEXHOIOTMYECKOTO B3aUMOAeNcTBUA

r. KasaHb

Penakuma No 6 ot «16» gekabpa 2025 roaa

AkumoHepHoe obuiectBo «baHk 131» (ganee — «baHK»), C OAHOMN CTOPOHbI, U
IOPUAMHECKOE NNLO MAWU UHAWBUAYANbHbIA NpeanpuHUMaTens nan Gusnyeckoe

nuo,

3aHMmawuweecaA B YCTaHOB/IEHHOM 3aKOHOAATe/IbCTBOM Poccuiickoit

depepaumn nopsaKe 4YacTHOM NPaKTUKOM, 3aKaouuBwMe C¢ BaHKom forosop
n(unm) porosopsl, ykasaHHble B n. 1.1., (nanee — «KomnaHua»), ¢ 4pyroi CTOpoHbI,
COBMECTHO MMeHyemble «CTOPOHbI», 3aKMouMAn Hactoswee CornaweHue o
HUKECeAyoLLEeM:

1. Mpeamert CornaweHua

1.1.

1.2

1.3.

Hactoawee CornaweHve ycTaHaBAMBaeT MNOPAAOK OPraHuM3aumMmM wu
npoBeAeHUA 3NEKTPOHHOro [AOKYMEHTOO6OpOTa C MCMoNb30BaHUMEM
3NEKTPOHHOM nognucn mexay CTopoHaMu B pamKax:

norogopa 06 MHGOPMALNOHHO-TEXHONOTMYECKOM 0OC/YKMBAHUU NpU
OCYLLECTB/IEHWNM NEPEBOAOB AEHEXHbIX CPeaCTs;

[0roBOpa O NMpueme 3/1eKTPOHHOro CpeacTBa MnaaTexka npu npojake
ToBapos (pabot/ycayr) B cet MHTepHeT;

[,0roBOpa NPOLECCUHTa;

[,0roBOpa OKasaHuAa ycayr no obmeHy nHdopmaumen;

[,0roBopa 06 OKa3aHUM NAATEXHbIX YCAYT;

[,0roBOpa cneumanbHoro 6aHKOBCKOTO CYeTa;

noroBopa 06 OTKPbITUM M NOpALKe BeAeHWA KOppecrnoHAEeHTCKUX
CYeToB;

[0roBOpa KOMMAEKCHOTO HGaHKOBCKOTO OBCNYKMBAHWUA HOPUANYECKUX
ML,  UMHOMBUAYANbHbIX  NpeanpuHumaTenei, ¢GusMYeckux auu,
33aHMMAIOLWMXCA B YCTAaHOBNIEHHOM 3aKOHOAATeNbCTBOM Poccuitckol
denepaumn nopsaaKe YacTHOM NPAKTUKOW;

MHbIX 3aK/aloyeHHblx CTOpoHamM  CAenokK, npeaycmaTpuBaloWwmx
yKasaHue Ha MopadoK 3/M1eKTPOHHOro AOoKyMeHToobopoTa (ecan uHoe
NPAMO He YKa3aHo B Takux caesnkax CTOpPoH).

MepedyeHb M GOPMbI 3/IEKTPOHHBIX AOKYMEHTOB, KOTOpble CTOPOHbI
MOTYT MOAMMUCbIBaTbL M NepeaasaTb APYr APYry B paMKax HacTOALLEro
CornaweHunsa, onpegenaoTca BaHKOM M pasmelleHbl Mo ajpecy:
https://developer.131.ru.

KomnaHua peanusyetr cBoe npaBoO Ha OOMEH 3/1EKTPOHHbIMMU
[OKYMEHTaMM, NOANUCAHHbIMM 3EKTPOHHOMN NOAMMCHIO, TONLKO Yepes
CBOMX Hag/ieXkale YNoJIHOMOYEHHbIX npeacTasuTenei. Takmmu
npeacTaBuTeNa MM MoryT 6biTb Kak JeecnocobHble pusnyeckme nnua,
Hafe/leHHble y4peamuTEe/IbHbIMU [AOKYMeHTamMu KomnaHuu npasom
€MHO/IMYHO AeNCTBOBaTb OT UMeHU KomnaHum 6e3 oBepeHHOCTH, TaK
M peecrnocobHble ¢GU3MYECKME AMLA, AENCTBYIOWME OT WMMEHM
KoMnaHMM Ha OCHOBaHUW A,OBEPEHHOCTH.

2. Mopsapok 3akaoueHusa CornaweHus

2.1

2.2.

2.3.

2.4.

HacToswee CornalleHne cocTOMT M3 camoro lopsagKa 3N1eKTPOHHOro
OOKYMEeHTO060poTa M 3asB/leHWA O MPU3HAHUKM WM CBepKe K/toua
3NEKTPOHHOW noAanucu (aanee — «3aasneHne», npunoxkeHue Ne 1).

AkTyanbHas pegakuma CornaweHus pasmelleHa Mo ajpecy:
https://developer.131.ru.
CornaweHuve He saBnsetca nybanyHol odepTtoit. baHK Bnpase

OTKa3aTbCA OT 3aKAtoueHna CornaweHuns ¢ KomnaHuei.

CornaweHune 3akatoyaerca nytem npuHATUA CTOPOHAaMWU  yCNOBUM
MopsaKa 3N1eKTPOHHOTO AOKYMeHTOObOpOTa M nognucaHua 3aasneHus
B ABYX 3K3emnnsapax. CornaweHne CYMTAETCA 3aK/YEHHbIM C AaThbl
nognucaHua 3aaBneHus.

CTOPOHbI NPULLAN K COrNALIEHU0 0 TOM, 4YTO 3anaBaeHMe MOXKeT ObiTb
noanvcaHo CTOpoHamMu OAHUM U3 CeaytoLLmMX cnocobos:

2.4.1. Ha bymaxHom HocuTene. Mpu 3TOM 3asBlEHWE CUYUTaeTcA
NoNyyYeHHbIM C [aTbl ero Bpy4yeHua nosydvatowein CropoHe,
COrNacHO JaHHbIM AOKYMEHTa O NOyYeHUN;

B CMCTeMe AUCTAaHUMOHHOro 6aHKOBCKOro obcnyxusaHua baHka
(Mpy Hanuuumu 3akntoyeHHoro mexay CTopoHamu fJorosopa O
npesocTaBAEHUM COOTBETCTBYIOWEro 6GaHKOBCKOro MpoayKTa
(ycnyrn) BaHka, npesycmaTpuBatoliero ob6MeH 31eKTPOHHbIMM
LOKYMEHTaMM  NOCPeACcTBOM  AMCTAHLMOHHOIO HaHKOBCKOro

24.2.

Electronic Document Flow Procedure
in the course of information technology interaction
Kazan
Revision No.6 dated of 16th of December 2025

Bank 131 Joint Stock Company (hereinafter referred to as the
"Bank"), on the one hand, and a legal entity or individual entrepreneur
who has entered into an agreement and/or agreements specified in
clause 1.1 with the Bank (hereinafter referred to as the "Company"), on
the other hand, collectively referred to as the “Parties”, have entered
into this Agreement as follows:

1. Subject matter

This Agreement establishes the procedure for organizing and
conducting electronic document flow between the Parties using
electronic signature within the framework of:

e agreement on information and technology service when
performing funds transfer;

e online payment service agreement;

e  processing agreements;

e  contracts for the provision of information exchange services;

agreement on payment services;

agreement on special bank account;

e agreement on opening and maintenance of correspondent
accounts;

e comprehensive banking service agreement for legal entities,
individual entrepreneurs, and individuals engaged in private
practice;

e  other transactions concluded by the Parties providing for an
indication of the Procedure for electronic document
management (unless otherwise expressly stated in such
transactions of the Parties).

1.2 List and forms of electronic documents that the Parties can sign
and transfer to each other under this Agreement are determined

by the Bank and posted at https://developer.131.ru.

1.3 The companies exercise their right to exchange electronic
documents signed with an electronic signature only through their
duly authorized representatives. Such representatives can be both
capable individuals who are endowed by the Company’s
constituent documents with the right to act individually on behalf
of the Company without a power of attorney, and capable
individuals acting on behalf of the Company on the basis of a

power of attorney.

2 Procedure for concluding Agreement

This Agreement consists of the Electronic Document Flow
Procedure itself and Statement to recognize and verify an
electronic signature key (hereinafter referred to as the
“Statement”, Appendix No. 1). The current version of the
Agreement is available at https://developer.131.ru.

The agreement is not a public offer. The Bank has the right to
refuse to enter into the Agreement with the Company.

The Agreement is concluded by the Parties accepting the terms of
the Electronic Document Flow Procedure and signing the
Statements in two copies. The agreement is considered concluded
from the date of the Statement signed.

The Parties have agreed that the Statement may be signed by the
Parties in one of the following ways:

2.4.1. in hard copy. In this case, the Statement is considered
received from the date of its delivery to the receiving Party,
according to the receipt document.;

2.4.2. in the Bank's remote banking system (if there is an
agreement concluded between the Parties on the provision of the
relevant banking product (service) of the Bank, providing for the
exchange of electronic documents through remote banking and
the Company's connection to the remote banking system (RBS) in
accordance with the procedure provided by the Bank). The

2.2

2.3
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obcnyxusanusa (0B60) n npucoesmHeHna KomnaHuu K cucteme
OBO B npegycmoTpeHHom bBaHKom nopsgke). 3asBneHue
CYMTAETCA NONYYEHHbIM B AATy AOCTaBKM 3aABNEHUA NOAyYatoLLei
CTopoHe cornacHo otmeTKe B cucteme 60;

2.4.3. nytem noanucaHua 3asBieHUs YCUNEHHOW KBaNNPUUMPOBAHHOM
3/IeKTPOHHOMW  MOAMUCbID  C  UCNO/Ib30BAHWEM  CUCTEMBI
3NEKTPOHHOTO  J,OKYMeHTOObopoTa CTOPOHHEero onepaTtopa
(Hanpumep, «KoHTyp.Ounanok», «Takckom», «CBUC», uHblie). Mpu
3TOM CTOPOHbI NPULLN K COFNALLEHUIO O TOM, YTO A1 NPU3HAHMWA
3aaBneHun, nepegaHHoro Yyepes cuctemy 310 TakoOro CTOpoHHEro
onepatopa lpUANYECKU 3HAYMMbIM AOKYMEHTOM, 3aK/alyeHue
OTAeNbHOro  cornaweHns o6  obmeHe  3NEKTPOHHbIMM
OOKymeHTamMu mexay baHkom u KomnaHuelt He TpebyeTcs,
HEODXOAMMBIM WM [0CTaTOYHbIM SBAAETCA GAKT MOAKIYEHMUA
Kaxkpon CropoHoit K cucteme IS0 Takoro onepaTopa,
3aK/l04EeHNEe COOTBETCTBYIOLLErO COM/ALIEHUA C HUM, a TaKXke
bakTnyeckne pencteusa  Kaxkaoi  CTOpOHbI MO OTNpaBKe
noanucaHHoro 3assneHua pgpyroki CTOpoHe B COOTBETCTBMMU C
npasunamm onepartopa cuctemol 340.

2.4.4. nytem ob6meHa CKaHWPOBAHHbIMW KOMWAMM NOAMNUCAHHOIO
CTopoHamu 3anaBaeHUA C UICNOb30BAHWEM a4PECOB 31EKTPOHHOM
no4tbl CTOPOH?, cornacoBaHHbIX B COOTBETCTBYIOLLEM LOrOBOPE,
ykasaHHom B n.1.1 CornaweHuna. CkaHMpOBaHHaA Konua
3anBNeHMA cYUTAETCA NONYYEHHOM Ha ceayowmnin pabounin AeHb
C MOMEHTa ee HampasBAeHWA MNO YKasaHHbIM agpecam
3N1EKTPOHHOM NOYTbI.

2.5. 3asBneHue, nognucaHHoe CTopoHamm cnocobamm, yKasaHHbIMK B .M.
2.4.2,2.4.3 nunn 2.4.4 CornaweHus, ABNAETCA PaBHO3HaYHbIM MO CBOEM
opuandeckon  cune  3anABNeHMIO  Ha  ByMa)KHOM  HocuTene,
noAnucaHHbiM  npeactasutensmm  CTOPOH  COBCTBEHHOPYYHO MU
3aBepPEeHHbIM NeYaTblo (Mpu Hanuum).

2.6. Mpu nognucaHum 3aasneHusa cnocobom cornacHo n.2.4.4 Cornaluenus,
KomnaHua ob6ssyeTca HanpasuTb BbaHKy NOA/JMHHUK MOANUCAHHOIO
3asBneHMA Ha OyMa)KHOM HOcUTene NO  NouyTe  3aKa3HoW
KOppecnoHAeHUMen UM Kypbepom B CPOK He nosgHee 10 (Jecatu)
pabounx AHel ¢ AaTbl OTNPABKM B BaHK CKaHMPOBAHHOW NOANUCAHHOWN
co cTopoHbl KomnaHuu konuu 3aasneHua. OTCKaHMpPOBAHHaA Konwus
3aABneHMA, NOANUCaHHAA YMNONHOMOYEHHbIM auuom Komnawum u
CKpen/sieHHas neyaTtbto (Npu Hannuum), obnadaeT LPUANYECKON CUNOM
0,0 MOMeHTa nonyvyeHnsa baHkom oT KomnaHuu noaMHHMKa 3aasBneHunn
Ha 6ymaxHom HocuTene. [lo mMomeHTa nonydeHua oT KauneHTa
noa/IMHHUKA 3aasBneHusa, baHK BnpaBe BBOAUTb IMMUTBI Ha CYMMbl U
KONIM4ecTBO coBepluaembix KomnaHuen onepaumit. B cnyyae, ecnm baHk
He nosyymn otT KomnaHum NoAMHHUK 3aABNEHUA B CPOK, YKa3aHHbIN B
HacTosAwem nNyHKTe, bBaHK BnNpaBe MNpPUOCTAaHOBUTb  OOMeH
3/IeKTPOHHbIMM ~ AOKYMEeHTaMW no  Hactoswemy CorfaweHuo ¢
yBegomneHnem KomnaHuu. Mpu sTom baHK He HeceT OTBETCTBEHHOCTH
3a ntobble yobITKM KomnaHuu.

3. MopaaoK MHGOPMaLMOHHO-TEXHONOFMYECKOro B3aumoaencTems

3.1. CrtopoHbl OCYLLLECTBAAIOT NMHOOPMaLLMOHHO-TEXHOIOTMYECKOE
B3aMMOLENCTBME B COOTBETCTBUM C [1POTOKOAOM MHPOPMALLMOHHOTO
obmeHa (panee — «API») u WHcTpykumeint no obecnedyeHuto

MHpopMaumoHHo 6esonacHocTn (npunoxkeHue Neo 2), akTyanbHble
pefakuMm U ONWCAHUA  KOTOPbIX  pa3melleHbl MO  ajpecy:
https://developer.131.ru/.

3.2. baHK BnpaBe B OAHOCTOPOHHEM NOpAfKe BHOCUTb M3MmeHeHus B API.
Ecnv  BHOCMMblE WM3MEHEHUA MOryT TMOBAWATL HA WCNOJIHEHWEe
CTopoHammu cBoux 06a3aTenbcTs no CornaweHunto, To BaHK HanpasuT
KomnaHuu yBegomneHune He meHee yem 3a 5 (NATb) pabounx aHen go
0aTbl BCTYMNEHUA TaKUX WU3MEHEHWWA B CUAY, eCM UHble CPOKU He
cornacosaHbl CTOpoHamu B A0roBopax, yKasaHHbIX B n. 1.1 HacToAwero
CornaweHus.

3.3. CTOpOHbI CAMOCTOATE/IbHO U 33 CBOM CHET NOALEPIKMBAIOT COBCTBEHHYIO
annapaTHO-TEXHUYECKYID  MHOPACTPYKTYpy, Heobxogumyto  ans
ucnosnHeHusa CornaweHus, NpeanpuvHUMAOT BO3MOMHble Mepbl ANA
3aWunTbl nepefasaemoin B pamkax CornaweHva wHbopmaumm ot

2.5

2.6

3.2
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Statement is considered received on the date of delivery of the
Statement to the receiving Party according to the mark in the RBS;

2.4.3. by signing the Statement with the Enhanced certified
electronic signature using an electronic document flow (EDF)
system of a third-party operator (for example, "Contour.Diadoc",
"Taxcom", "SBIS", others). At the same time, the Parties agreed
that in order to recognize the Statement transmitted through the
EDF system of such a third-party operator as a legally significant
document, the conclusion of a separate agreement on the
exchange of electronic documents between the Bank and the
Company is not required, it is necessary and sufficient that each
Party connects to the EDF system of such an operator, the
conclusion of a corresponding agreement with operator, and also,
the actual actions of each Party to send the signed Statement to
the other Party in accordance with the rules of the operator of the
EDF system.

2.4.4. by exchanging scanned copies of the Statement signed by
the Parties using the e-mail addresses of the Parties? agreed in the
relevant agreements specified in clause 1.1 of the Agreement. A
scanned copy of the Statement is considered received on the next
business day from the moment it is sent to the specified email
addresses.

The Statement signed by the Parties using the methods specified
in clauses 2.4.2, 2.4.3 or 2.4.4 of the Agreement is equivalent in its
legal force to a paper Statement signed by the representatives of
the Parties in their own hand and stamped (if any).

When signing the Statement in accordance with clause 2.4.4 of the
Agreement, the Company undertakes to send to the Bank the
original of the signed Statement in hard copy by registered mail or
courier no later than 10 (Ten) business days from the date of
sending to the Bank a scanned signed copy of the Statement by
the Company. A scanned copy of the Statement, signed by an
authorized person of the Company and sealed (if any), is legally
binding until the Bank receives the hard copy of the Statement
from the Company. Until the moment the hard copy of the
Statement is received from the Company, the Bank has the right
to impose limits on the amounts and number of transactions
performed by the Company. If the Bank has not received the
Statement in hard copy from the Company within the time period
specified in this clause, the Bank has the right to suspend the
exchange of electronic documents under this Agreement with the
notification of the Company. At the same time, the Bank is not
responsible for any losses of the Company.

Procedure for information technology interaction

The Parties carry out information technological interaction in
accordance with the Information Exchange Protocol (hereinafter
referred to as “API”) and Information Security Instructions
(Appendix No. 2), which current editions and descriptions are
posted at https://developer.131.ru/.

The Bank has the right to unilaterally make changes to API. If the
changes made may affect the fulfillment by the Parties of their
obligations under the Agreement, the Bank will send a notice to
the Company at least 5 (five) business days before the date such
changes enter into force, unless other terms are agreed upon by
the Parties in the agreements specified in clause 1.1 of the
Agreement.

The Parties independently and at their own expense maintain their
own hardware and technical infrastructure necessary to execute
the Agreement, take possible measures to protect information
transmitted under the Agreement from unauthorized access,
copying and distribution, including those provided for by
applicable law.

1 f1na Banka 3aaeneHue Heobxodumo Hanpasaame Ha adpec 0aa O6wux eonpocos: accounting@131.ru
2 For the Bank, the Statement should be sent to the e-mail for General Questions: accounting@131.ru
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3.4.

3.5.

HecaHKLMOHMPOBAHHOIO LOCTYNa, KONMPOBaHWA U PAcNpPOCTPaHEHUS, B
TOM 4Yucne, npegyCMoTpeHHble NPUMEHUMbIM 3aKOHO4aTE/IbCTBOM.

KomnaHua cornawaercs, 4to baHK He MOXeT rapaHTuposaTb KomnaHum
OTCYTCTBME NEPEPLIBOB, CBA3AHHBIX C TEXHUYECKMMMU HEMCNPABHOCTAMMU,
nposeaeHvem nNpoduNaKTUYECKUX pPaboT, a TaKKe MNOAHY U
6e3ownboyHyto pabotocnocobHocTb APl 1 KaHanos cBasn. CTOPOHbI
06A3yl0TCA CBOEBPEMEHHO MHGOPMUPOBATL (MO 3NEKTPOHHOIN MoyTe
n/mnn TeneboHy) apyr apyra ob6o BCex CAy4anX BO3HMKHOBEHMSA

TeXHUYECKUX HencnpaBHoCTEN WA OpYrMX  0BCTOATEeNbCTB,
NPenAaTCTBYHOLLNX Hagnexalwemy MCNONHEHUIO HacToAwero
CornaweHus.

B cnyyasax, npeaycMOTpEHHbIX COOTBETCTBYHOLMMM A0rOBOPamMM,

CTOPOHbl  OCYLUEeCTBAAIOT  B3aMMOAEWCTBME  WUCMOAbL3YA  agpec
9N1eKTPOHHOWM MOYTbI, YKa3aHHble B TaKMX AOrOBOPaX.
4. dneKTpOHHaa noanucb
4.1. CornaweHue npegycmaTtpusaet MCnoab3oBaHune ycuneHHowm
HeKBaAMOULMPOBAHHOM  3/1EKTPOHHOWM noanucu B pamMKax
MHPOPMALIMOHHO-TEXHONIOTUYECKOTO  B3aumogelncteusa  (panee —
«Mognucb»), KoTopas no3BosfAeT obecneuntb NOATBEPNKAEHME

aBTOPCTBA, MOAJ/IMHHOCTM U LLESIOCTHOCTU MOAMMUCAHHbIX 3/IEKTPOHHbIX
OOKYMEHTOB.

5. CpeAcTBa 3N1€KTPOHHOM Nognucu

5.1.

5.1.1.

5.1.2.

5.2.

[na cosgaHua u nposepku Mognucu, cosgaHua Kawoda Mognucn um
KAl4Ya nposBepku [lognucu  [OMXKHbI  MCMO/Mb30BaTbCA  CPeacTBa
3/1eKTPOHHOW MOANUCH, KOTOopbIE:

MO3BOJIAIOT YCTAHOBUTb GAKT M3MEHEHMS NMOAMUCAHHOIO 3/1EKTPOHHOIO
LOKYMEHTa rnoc/ie MOMEHTa ero nognucaHus;

obecneymBaloT MPaKTUYECKYD HEBO3MOXHOCTb BbIUMC/IEHMA K/toYa
MoAnucK 13 31EKTPOHHOM NOAMMUCU MK U3 KoY NpoBepKu Mognucu.
KomnaHua 06s3aHa camoCTOATENbHO U 3a CBOI cyeT BbibpaTb cpeacTsa
SNEKTPOHHOW MOAMNUCK M CO3A4aTb KoY MOAMMCU M KoY NPOBEPKM
Mognucuy, COOTBETCTBYIOLL M TpeboBaHMAM NPUMEHMMOTO
3aKOHOZ4ATeNbCTBa.

6. MNopAaAOK 3NEeKTPOHHOro AOKyMeHToo60poTa

6.1.

6.2.

6.3.

6.4.

6.5.

6.6.

MNepep, Havyasom B3aumozencrauns no 3NEeKTPOHHOMY
LOKyMeHToobopoTy BaHk u KomnaHua obmeHMBalOTCA KaoYamu
nposepku Mognucu. Kntou nposepku Mopnucn baHKa moxkeT 6biTb
onybnnkosaH B OTKPbITOM goctyne no appecy:
https://developer.131.ru.

INEKTPOHHbIA  [OKYMEHTOOOOpOT BKAIOYAET chefytolue 3Tanbl:
co3fgaHuve, nepeaayvy, NPoOBEPKy MNOAJIMHHOCTW, NPOBEPKY LLeNOCTHOCTH,
NPOBEPKY aBTOPCTBA, YYET U XPaHEHNE INIEKTPOHHbIX JOKYMEHTOB.
Co3panwue 3NIEeKTPOHHOIO  AOKYMEHTa BK/ItOYaeT B cebs
HenocpeacTBeHHOe GOPMUPOBAHME 3NEKTPOHHOTO AOKYMEHTa U ero
nognucaHue Moanucbio ¢ ncnonb3oBaHWem Katoya Mognucu.
MNepenaya NoANMCaHHOrO 31IEKTPOHHOIO AOKYMEHTA OCYLLEeCTBAAETCA C
ucnosnb3oBaHnem APl u/vnam afpecos 3NEKTPOHHOM NOYTbI, YKa3aHHbIX
B COOTBETCTBYHOLLEM IOrOBOpE.

MpoBepka NOANMHHOCTM 3/1EKTPOHHOIO AOKYMEHTa BKAOYaeT B ceba
NpPOBepKY COOTBETCTBUA 3NEKTPOHHOIO AOKYMEHTa TpeboBaHUAM K ero
dopmaTy M nopAaKy 3ano/IHEHWA, a TaKKe MNPOBEPKY MOANMHHOCTU
Mognucu ¢ ucnonb3oBaHWEM KtoYa Nposepku Moanucu.

Ona nposepku Nognucy CTOPOHbI UCMONB3YIOT CPEACTBO INEKTPOHHOWM
noanucu, KoTopoe:

1. dopmupyeT X3l U3 UCXOAHOIO 31EKTPOHHOrO AOKYMEHTa Mo
anroputmy, onpeseneHHomy B 3afBeHUY;
2. npeobpasyeT mnonyyeHHylo [MoAnucb € MCMNONb30BaHUEM
K/toua npoBepku Moanucuy;
3. cpaBHWMBaET 3HaYeHMWE, NOJYYEHHOE Ha LWare 1 co 3HaYeHUEM,
NoJly4eHHbIM Ha ware 2.
Ecnv  3HayeHua coBnanu, TO MOAAMHHOCTL [MoAnuch cuuTaeTca
noaTBepXAeHHoW. Eciv He coBnanu, TO CUMTAeTCs, YTO MOAJIMHHOCTb
Moanucn He nopTBep:AeHa, M nposepalwan CTOpoHa [O/KHa
HemeaNeHHO coobwmTb 06 aTom apyroi CTopoHe.

[poBepKa LIENOCTHOCTU 3NEKTPOHHOIO LOKYMEHTa OCyLLecTBAAeTCA
nytem nposepku [loAnucuM € MCNoONb30BaHMEM CPEACTB MPOBEPKM
Mognucu: npouenypa nposepkn [loanucu, MCNONAb30BAHHOW Npwu

3.4 The Company agrees that the Bank cannot guarantee the
Company the absence of interruptions associated with technical
malfunctions, maintenance, as well as the complete and error-free
operation of APl and communication channels. The Parties
undertake to promptly inform each other (by email and/or
telephone) about all cases of technical malfunctions or other
circumstances that obstruct the proper execution of this
Agreement.

3.5 In cases provided for in the relevant agreements, the Parties
interact using the e-mail address specified in such agreements.

4  Electronic Signature
. The Agreement provides for the use of an enhanced unqualified
electronic signature within the framework of information
technology interaction (hereinafter referred to as the "Signature"),
which ensures verification of authorship, authenticity, and
integrity of the signed electronic documents.
5  Electronic Signature Instruments
5.1. To create and verify a Signature, create a Signature Key and a
Signature Verification Key, there should be used Electronic
Signature Instruments that:
5.1.1. allow you to establish the fact of modifications in a signed
electronic document after its signing;
5.1.2. ensure the practical impossibility of calculating a Signature
Key from an electronic signature or from a Signature Verification
Key.
5.2. The Company is obliged to independently and at its own
expense select Electronic Signature Instruments and create a
Signature Key and a Signature Verification Key that meets the
requirements of applicable law.

P
il

6  Electronic Document Flow Procedure

6.1. Before interaction via Electronic Document Flow, the Bank and
the Company exchange Signature Verification Keys. The Bank's
Signature Verification Key can be published in the public domain

https://developer.131.ru.

6.2. Electronic document flow includes the following stages: creation,
transmission, authenticity verification, integrity verification,
authorship verification, recording, and storage of electronic

documents.

6.3. Electronic document creation includes the direct electronic
document generation and its signing with a Signature using
Signature Key.

Signed electronic document transmittal is carried out using API

and/or e-mail addresses specified in the relevant agreement.

6.4.

6.5. Verifying the authenticity of an electronic document includes
checking the compliance of the electronic document with the
requirements for its format and filling procedure, as well as
verifying the authenticity of the Signature using Signature
Verification Key.
To verify the Signature, the Parties use Electronic Signature
Instrument that:
1. generates a hash from the source electronic document
according to the algorithm defined in the Statement;
2. converts the received Signature using Signature
Verification Key;
3. compares the value obtained in step 1 with the value
obtained in step 2.
If the values match, then the authenticity of the Signature is
considered confirmed. If they do not match, then it is considered
that the authenticity of the Signature has not been confirmed,
and the verifying Party should immediately notify the other Party
about it.
6.6. Integrity verification of an electronic document is performed by
validating the Signature using Signature verification tools: the
verification procedure for a Signature applied to an electronic
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7.

6.7.

6.8.

6.9.

NOAMUCaHUWN SNEKTPOHHOIO AOKYMEHTA, C HapYLIEeHHOM LLe/I0CTHOCTbIO
[acT OTpMLATeNbHbIM pe3ynbTat (coobwmut 0b ownbke Mognucu).

B cnyyae nonyyeHuMA  OTPULATENBHOTO  pe3ynbTaTa  MPOBEPKM
LeNOCTHOCTU 3/1eKTPOHHOrO [AOKYMEHTA TaKOM [OKYMEHT cuyuTaeTca
HepelcTBUTEIbHBIM (He MMEET IPUANYECKON CU/bI), HEKOPPEKTHBLIM U
nposepswolwas CTopoHa AOMKHA HEeMeAsIeHHO coobwutb 06 3Tom
apyroi CTopoHe.

MpoBepKka aBTOPCTBA 3/IEKTPOHHOrO AOKYMEHTa NpeacTaBaseT coboi
npoBepKy Toro, 4to Moanucb cumTaeTca NpuHagnexalwen CtopoHe —
ecnn ¢ousnyeckoe UL, AeNCTBYOLWEe OT UMEHU YKazaHHOW CTOPOHbI
Ha OCHOBaHWUWU y4ypeauTebHbIX AOKYMEHTOB HOPUOANYECKOro nLa Uan
[0BEPEHHOCTU, ABNAETCA Bnajenblem cepTuduKaTta Katoda npoBepKu
Mognucu.

CTOpPOHblI  NPM3HAIOT, YTO  UCMOAb3yeMble  CNocobbl  3aWUTbI
3N1EKTPOHHbIX AOKYMEHTOB, KOTOpble obecneymBatoT GopmupoBaHue n
nposepky MMognucu, AOCTAaTOYHbI ANA NOATBEPNKAEHWA aBTOPCTBA,
NOAJ/IMHHOCTU U LLeNIOCTHOCTU 3N1EKTPOHHBIX LLOKYMEHTOB.

YYeT 3NEeKTPOHHbIX [OKYMEHTOB OCYLLECTBAAETCA NyTem BeAeHUA

3/IEKTPOHHbIX  KYPHA/NIOB  y4yeTa MOCTYMawoWMX M UCXOAALLUX
3NEKTPOHHbIX AOKYMEHTOB, MoAnucaHHbix [Moanucbio. BeaeHwe
3NEKTPOHHbIX  YKYPHANOB y4yeTa OCYLLeCTBAAETCA  NPOrpammHO-
annapaTHbIMKU U  TEXHUYECKUMWU cpencTBamu baHKa. MomeHTom

Noay4YeHUs 31eKTPOHHOTO AOKYMEHTa ABNAETCA MOMEHT ero oTparkeHue
B )KypHane yJera.

XpaHeHWe 31EeKTPOHHbIX [AOKYMEHTOB, MOCTYMMBLUMX B BaHK wau
ncxoaAawmx ot baHKka, ocyliecTBaserca B apxuee baHKa B TeuyeHue
CPOKOB, YCTaHOBNEHHbIX ANA AOKYMEHTOB COOTBETCTBYIOLLENO BUAA, HO
He MeHee MATW IeT C MOMEHTA MOJTYYEHUsA SNEKTPOHHOTO 4OKYMeHTa. B
CNyyae  BO3HWMKHOBEHWMA  CMOPOB  OTHOCUTENbHO  COAepaHuA
SN1EKTPOHHbIX  AOKYMEHTOB  MNPUOPUTET  MMEIOT  3/IEKTPOHHbIE
OOKYMEHTbI, XpaHsALLMeca B apxuse baHKa.

npuauauue 3/IEKTPOHHbIX AOKYMEHTOB

7.1.

7.2.

CTOPOHbI MPM3HAIOT, YTO 3NEKTPOHHbIE AOKYMEHTbI, MOANUCAHHbIE
MoAanucblo, ABNAIOTCA PaBHO3HAYHbIMK NO CBOEN OPUANYECKON cune
LOKYMEHTam Ha b6ymaykHOM HocuTene, NoAMUCaHHbIM
COBCTBEHHOPYYHO M 3aBEPEHHbIM NeYaTbio (MPU HaAUumK).
MpeaycmoTpeHHble  ANA  3NEKTPOHHOTO  AOKYMEHTa  NpaBoBble
NnocneacTBMA  HACTynaloT TOMbKO B CAyvae, €CAM  NOAyYeH
NMONOMXKMUTE/IbHBIN pe3ynbTaT nNpoBepKu MoanucK 3Toro 3/1eKTPOHHOro
LOKYMEHTA, npu ycnosuu cobnogeHuna TpeboBaHMi K dopmaty wu
NopAAKY 3ano/IHEHUA 3NEKTPOHHOIO [AOKYMEHTa, YCTaHOBAEHHbIX
HacTtoAwmm CornaweHuem, yKasaHHbimm B n. 1.1 CornaweHua
LOrOBOPaMK  (NPU HaiMYMM B HUX COOTBETCTBYIOLMX YCNOBMUI) WU
3aKoHopaTenbcTBOM Poccuiickoin ®epepauun.

OtBeTcTBEHHOCTb CTOPOH

8.1.

8.2.

8.3.

CTOpOHblI  MPUHMMAOT Ha ceba BCe PMUCKM, CBA3AHHble C
paboTtocnocobHOCTblO CcBOEro 060pyAoBaHWA UM KaHaNoB  CBA3M,
COXPaHHOCTbIO U KOHOUAEHUMANBHOCTBIO KAtoyei Moanuciu.

B cnyyae HEBbINONHEHUA WAM HEHAANENKALEero BbIMNOJHEHWUA CBOWX
o06A3aTenbcT8 oaHOM m3 CTopoH, apyraa CTOpoHa WMeeT npaso
notpe6oBaTb OT Takol CTOPOHbI MCMONHEHMA MPUHATLIX Ha cebs
06A3aTeNbCTB, a TaKKe BO3MELLEHUA NPUYMHEHHOTO el yuiepba.
KomnaHua HeceT OTBETCTBEHHOCTb 3a KOHOUAEHLMANbHOCTb KJtoya
MoanucK, a TakKe 3a 4eiCTBUA CBOMX PAaBOTHMKOB MPU UCMO/Ib30BaHNUM
Mognucu. BaHK He HeceT OTBETCTBEHHOCTU 3a YBbITKM, MOHECEHHble
KomnaHuelt B CBA3W C HECAHKLMOHMPOBAHHbLIM WCMOAb30BaHNEM
MoAnMcK HeYNONHOMOYEHHbIMMU JIMLAMMU.

KoHduaeHuManbHOCTb

9.1.

9.2.

CTopoHbl 06na3yloTca obecneumBaTb KOHOUAEHUMANBHOCTb KtOYel
MoAnucK, B YaCTHOCTH, He A0NYCKaTb UCMO/Ib30BaHWE NPUHAAIEKALLMX
um Kntodeh Mognucn 6e3 cornacma CTopoH. He ucnonb3oBaTb Kitou
MNoanucu npu Hannunm OCHOBaHWM nonaratb, yTo
KOHUAEHUMANBHOCTb AaHHOTO KAtoya Moanucy HapyleHa.

CTOpoHa, [AONYyCTMBLUAA KOMMpOMeTauuto Katouva [Mopnuck, Hecet
OTBETCTBEHHOCTb 33 3/IEKTPOHHbIE [IOKYMEHTbI, MNOAMUCAHHbIE C
MCNONb30BaHMEM CKOMMPOMETUPOBaAHHOrO Katoda [lognucu. Karou
Moanucn CTOPOHbI cyMTaeTcs AeNCTBYOWMM [0 AaTbl NOJAyYeHun
ppyroit  CTopoHol yBeaomneHus 06 aHHynupoBaHuMM (OT3biBE)
cooTBeTCTBYtOLWEro Ktoya Moanucu.

6.7.

6.8.

6.9.

7.2.

8.2.

8.3.

9.2.

9.3.

document with compromised integrity will yield a negative result
(report a Signature error).

If the integrity verification returns a negative result, such
document shall be deemed invalid (legally void), defective, and the
verifying Party must immediately notify the other Party.
Verification of an electronic document's authorship constitutes
verification that the Signature is deemed to belong to the Party -
provided that the individual acting on behalf of said Party under
the entity's constitutive documents or power of attorney is the
holder of the Signature verification key certificate.

The Parties acknowledge that the employed electronic document
security methods, which enable the generation and verification of
the Signature, are sufficient to confirm the authorship,
authenticity and integrity of electronic documents.

Electronic document accounting is performed by maintaining
electronic logs of incoming and outgoing electronic documents
signed with the Signature. The electronic log maintenance is
executed through the Bank's software, hardware, and technical
means. The moment of receipt of an electronic document is the
moment of its recording in the accounting log.

Storage of electronic documents received by the Bank or sent from
the Bank shall be maintained in the Bank's archive for the
retention periods established for the respective document types,
but not less than five years from the date of receipt of the
electronic document. In case of disputes regarding the content of
electronic documents, the electronic documents stored in the
Bank's archive shall prevail.

Recognition of electronic documents

. The Parties acknowledge that electronic documents signed with a

Signature are equivalent in legal force to documents on paper,
signed with one’s own hand and certified by a seal (if any).

Legal consequences provided for an electronic document occur
only if a positive result of verifying the Signature of this electronic
document is received, subject to compliance with the
requirements for format and procedure for filling out the
electronic document established by this Agreement, agreements
specified in clause 1.1 of the Agreement (if there are relevant
conditions) and the legislation of the Russian Federation.

Liability of the Parties

. The Parties assume all risks associated with operability of their

equipment and communication channels, safety and
confidentiality of Signature Keys.

In case of failure or improper fulfillment of obligations by one of
the Parties, the other Party has the right to demand from such
Party the fulfillment of its obligations, as well as compensation for
damage caused to it.

The Company is responsible for Signature Key confidentiality, as
well as for employees’ actions when using the Signature. The Bank
is not responsible for losses incurred by the Company in
connection with unauthorized use of the Signature by

unauthorized persons.

Confidentiality

. The Parties undertake to ensure the confidentiality of Signature

Keys, in particular, not to allow to use their Signature Keys without
the Parties’ consent. Do not use Signature Key if there is reason to
believe that the confidentiality of this Signature key has been
violated.

The Party that compromised Signature Key is responsible for
electronic documents signed using the compromised Signature
key. Signature Key of a Party is considered valid until the date the
other Party receives a notice of cancellation (revocation) of the
corresponding Signature key.

The Parties undertake to inform immediately, but no later than
within one calendar day, each other about all cases of violation of
the confidentiality of the Signature keys (including loss, theft,
unauthorized access to Signature key). In this case, execution of
the Agreement is suspended until Signature Keys are changed.




9.3. CTOpOHbl 06A3yIOTCA HE3aMea/INTEIbHO, HO He MOo34Hee YeM B TeYeHue
O[HOrO KaneHaapHoro AHA uMHpopmupoBaTb Apyr Apyra ob6o Bcex
CNyYanx HapyweHUs KOHPUAEHLMANbHOCTU Katouen Moanucu (B T.u.
YTPaTbl, XMLEHUA, HECAHKLLMOHUPOBAHHOIO A0CTYNa K KAtovy Mognucu).
Mpu 3tom wcnonHenne CornaweHna npuoCTaHaBAMBAETCA A0
nposeaeHna cmeHbl Katodeh Moanucu. CmeHa kntouvein Mopgnucu
OCyLLeCTBAAETCA NOCPeACTBOM noanucaHus CToOpoHamu HOBOro
3anaBneHus.

10. dopc-maxop

10.1. CTopoHbl 0CBOBOXAAOTCA OT OTBETCTBEHHOCTM 3a 4YacTU4HOE WU
NnonHoe HewucnosiHeHue ob6asatensct8 no CornaweHuto B caydvae
HacTynneHns Gopc-MarKopPHbIX 0BCTOATENbCTB, TAKUX KaK: CTUXUIHbIE U
TEXHOTeHHble  KaTacTpodbl, BOEHHble AOENCTBMA, TparkAaHCKue
becnopagKu, anuaeMnn, NnaHAEMUN, Kpax MUPOBOI SKOHOMUYECKON 1
¢durHaHcoBoW CUCTEMBI, NpUHATUE HOPMaTMBHbIX aKTOB
orpaHMuYUTENbHOrO XapaKkTepa. K uncny ¢opc-ma*KopHbix 06CTOATENLCTB
TaK»Ke OTHOCATCA: 6ol MAK OTKA3 NPOrpaMmMHO-anmnapaTHbIX CPeaCcTB U
obopyaoBaHus, OTKa3s nnm OTK/tOYEHME cmctem CBA3N,
3N1eKTPOCHABKEHWNA, BMELIATENLCTBO TpeTbux /inL, (DDoS-aTaka) v T.n.
Mpu  HactynneHun  dopc-maxkopHbIx  obcToAaTenbcts, CTOPOHa,
NoaBEPrHyBLIAACA WX BAUAHUIO, AOO/KHA B TeyeHue 3 (Tpex)
KaJleHOApHbIX AHEeN yBeaomMuTb 06 atom apyryto CTopoHy. CTOpoHa,
NponycTUBLLAA CPOK YBEAOM/IEHWA, NWNWIAETCA MpaBa CCbINATbCA Ha
yKasaHHble 0b6CTOATeNbCTBA, KaK Ha OCHOBaHMe, ocBoboxKaatowee OT
OTBETCTBEHHOCTU.

10.2.

11. MNopapoK paspeleHns cnopos

11.1. HacTtoauwee CornaweHve NoAneXUT PeryiMpoBaHUIO U TONKOBAHUIO B
COOTBETCTBMM €  3aKoHogaTtesbcTBoM  Poccwuiickoli  ®Pepepauun
(MpMeHnmoe 3aKoHOAATENLCTBO).
B cnyyae BO3HWMKHOBEHWA pasHoOrnacuii NO BOMPOCaM WCMOAHEHUA
ycnosuin  Cornawenusa, CTOPOHbI MPUHUMAKOT BCE Mepbl MO WX
paspeLleHunto NyTeM neperosopos.
obble cnopbl mexay CTopoHamu, nNpeameToM KOTOPbIX ABAAETCA
OCMapvBaHMe COAEPKaHNA INEKTPOHHOIO OKYMeHTa, nepeaatoTca Ana
paspelleHuns cneLmanbHO Co3AaBaeMoi aKcnepTHOM Komuccun. Coctas
3KCNepTHOM Komuccun GopmupyeTca B PaBHbIX MPOMOpLMAX W3
npeacrasuteneit CTopoH. Komucecna gonKHa ycTaHOBUTb aBTOPCTBO,
NOA/IMHHOCTb M LeNOCTHOCTb MoAnMcK ocnapnBaemoro 3/1eKTPOHHOro
OOKYMeHTa. PesynbTatbl paboTbl IKCNepTHOM Komuccum opopmasatoTca
aKTOM, KOTOpbIN poskeH 6biTb noanucaH CropoHamu. C momeHTa
nognucaHua akta CTOPOHbI MpU3HAlOT 6eccropHOCTb CBeAEHWUN,
YKa3aHHbIX B JaHHOM akTe. MopAagok pasbopa KOHGAMKTHBIX CUTyaLMit
YKa3aH B npunoxernn Ne 3.

11.2.

11.3.

11.4. B cnyyae HEBO3MOXHOCTM yperyaupoBaTb pasHornacma nyTém
neperoBopoB, CNOpbl paspeLatoTca B ApbuTpaxkHom cyae Pecnybavku
TaTapcTaH ¢ NpUMeHeHNneM HOPM MaTepUasbHOIo U MPOLLecCyanbHOro
npasa Poccuiickoin degepaymm.

MuncbmeHHbIM focyaebHbI NPeTeH3MOHHbIN NOPAAOK YperyinpoBaHua
cnopoB AsnfetcA obsasaTenbHbiM. CpoK oTBeTa Ha npeTeHsuio — 15
(nATHapUaTb) pabounx gHel c MOMEHTA ee NoJyYeHM .

11.5.

12. YsepomneHusn
12.1. Echm uHOM nopsgok He npegycmoTtpeH CornaweHuem  u/wmau
[0roBopom (goroBopamu), ykasaHHbimu B n. 1.1. CornaweHusa, TO
nobble  nNUCbma, YBEAOMJIEHUS U OOKYMEHTbl, MepefaBaemble
CTopoHamu apyr gpyry B pamkax CornaweHuns no 3ieKTPOHHOM noyte,
byay cuMTaTbCA  Hag/aexawum  0bpasom  OTNPaBAEHHbIMW U
MOMIYYEHHbIMW, €CIM OHM Hanpas/ieHbl C/Ha agpeca 3/eKTPOHHOM
noyTbl, yKazaHHble CTopoHaMu B 3aABlEHUN.
M3meHeHWe agpeca 3NeKTPOHHOW nouytel CtopoH (m.  12.1),
OCYLLEeCTBNAETCA NOCPEeACTBOM OTMPABKMU 3/IEKTPOHHOIO coobLeHus ¢
paHee yKa3aHHbIX afpecoB 3/IEKTPOHHOW NOYTbl, COAEPIKALLEro YeTKoe
YyKa3aHuWe Ha HOBbI/ agpec 3N1EKTPOHHOW MOYTbl A/A OCYLEeCTBNEHMUA
CBA3N.
13. UsmeHeHue CornaweHusn
13.1. BaHK BnpaBe B OAHOCTOPOHHEM BHecyaebHOM nopagKe BHOCUTL B
CornaweHune ntobble U3MeHeHUA W/MAM AONOAHEHWA, MOCPeaCcTBOM
pa3smeuieHns no agpecy https://developer.131.ru HoBOM peaaKkuuu
CornawieHus.

12.2.

Signature Keys are changed by signing a new Statement by the
Parties.

10. Force majeure

10.1. The Parties are released from liability for partial or complete
failure to fulfill obligations under the Agreement in case of force
majeure circumstances, such as: natural and man-made disasters,
military actions, civil disorders, epidemics, pandemics, collapse of
the global economic and financial system, adoption of restrictive
regulations. Force majeure circumstances also include: fault or
failure of software, hardware and equipment, failure or shutdown
of communication systems, power supply, intervention of third
parties (DDoS attack), etc.

If force majeure circumstances occur, the Party affected by
them should notify the other Party within 3 (three) calendar days.
A Party that misses the notification period forfeits the right to refer
to these circumstances as a basis for releasing from liability.

10.2.

11. Dispute resolution procedure

11.1. This Agreement is subject to regulation and interpretation in
accordance with the laws of the Russian Federation (applicable
law).

11.2. In case of disagreements regarding the terms of the

Agreement, the Parties shall take all measures to resolve them

through negotiations.

Any disputes between the Parties, which subject is

challenging the content of an electronic document, are referred
for resolution to a specially created expert commission. Members
of the expert commission are formed in equal proportions from
representatives of the Parties. The Commission should establish
authorship, authenticity and integrity of the Signature of the
disputed electronic document. The work results of the expert
commission are documented in an act that should be signed by the
Parties. From the moment the act is signed, the Parties recognize
the indisputability of the information specified in this act. The
procedure for dealing with conflict situations is specified in
Appendix No. 3.
11.4. If it is impossible to resolve disagreements through
negotiations, disputes are resolved in the Arbitration Court of the
Republic of Tatarstan using the rules of substantive and procedural
law of the Russian Federation.

A written pre-trial claim procedure for resolving disputes is
mandatory. Deadline for responding to a claim is 15 (fifteen)
working days from the date of its receipt.

11.3.

11.5.

12. Notifications

12.1. Unless a different procedure is provided for in the Agreement
and/or agreement(s) specified in clause 1.1. of the Agreement, any
letters, notifications and documents transmitted by the Parties to
each other under the Agreement by e-mail will be considered duly
sent and received if they are sent from/to the e-mail addresses
specified by the Parties in the Statement.

12.2. E-mail address of the Parties (clause 12.1) is changed by

sending an e-mail from the previously specified e-mail addresses

containing a clear indication of the new e-mail address for

communication.

13. Change of Agreement

13.1. The Bank has the right to unilaterally, out of court, amend
and/or make additions to the Agreement by posting a new revision
of the Agreement at https://developer.131.ru.

13.2. The new revision of the Agreement comes into force and is to
be applied to the legal relations of the Parties after 10 (ten)
calendar days from the date of its posting at

https://developer.131.ru.
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13.2.

13.3.

Hosasa pepakuma CornaweHua BCTynaeT B CUAY W NOAJEXUT
NPUMEHEHUIO K NPAaBOOTHOLWEHMAM CTOPOH no ucteueHun 10 (gecatu)
KasleHJapHbIX JAHeW € MOMEeHTa ee pasMmelleHUA no  agpecy:
https://developer.131.ru.

KomnaHua o6a3aHa camocToATe/IbHO U CBOEBPEMEHHO 3HAKOMMTLCA C
HoBOM pepakumin CornaweHua. B cnyyae HenonyyeHua baHkom Ao
BCTYN/JIeHUA B cuAy HoBoW pepakumm CornaweHna NUCbMEHHOTo
ysegomnenna Komnanmm o pactopxkeHun Cornalwenua, HosaA
pepakuma  CornaweHna  cyuTaetcA  6e30roBOPOYHO  MPUHATOM
KomnaHwuel, npy sTom 3akntoveHne JONOAHUTENbHOTO COrNalleHna K
CornaweHuto He TpebyeTca.

14. CpoK peiicTBUA U NOPAJOK PAcTOPKEHUA

14.1.

14.2.

14.3.

14.4.

Cpok aevicteusa CornaweHmsa orpaHMYeH CPOKOM AeNCTBUA LOTOBOPOB,
yKa3aHHbIx B n. 1.1. CornaweHuna.

BaHK BrnpaBe B OAHOCTOPOHHEM MOPALKE OTKa3aTbCA OT UCMOSHEHUA
Cornawenun, ysegomms o6 stom KomnaHuio He meHee yem 3a 30
(TPMAuaTh) KaneHAapHbIX AHEW B MMCbMEHHOW dpopme.

baHK BnpaBe B 04HOCTOPOHHEM, BHECYAebHOM nopagKe 0TKa3aTbCa OT
ncnonHeHua CornaweHus M PacToOprHyTb ero, yBegomue 06 3Tom
Komnanuto 3a 1 (oguH) pabounii AeHb, B C/AydYyae BbIABAEHUA B
LeATeNbHOCTH KomnaHum np13HaKos MOLLIEHHUYeCKoNn,
NPOTUBOMNPABHON MM HEOBOCHOBAHHO Hebe30NacHOM AEeATENbHOCTH,
KOTOpas MOEeT MNPMBECTM K HapyWeHUIo YCI0BUIA HAcToAWEro
CornaweHus u(nnn) 3akoHopgatenbctBa Poccuitickon depgepauumum, a
TaKXKe K UMYLLECTBEHHbIM M penyTauuoHHbIM YObITKam baHKa.
O6s3atenbcTBa CTOPOH, BO3HWKLLIME [0 pacTopKeHwus CornalleHus,
COXPAHAOTCA A0 MUX MOJAHOIO UCNONHEHMA.

15. Npouwme ycnosusa

15.1.

15.2.

15.3.

HacToswee CornaweHue COCTaB/IEHO HA PYCCKOM W QHI/IMIACKOM
A3blKax. B cnyyae BO3HMKHOBEHWA MNPOTUMBOPEYMIA MNPUOPUTETHLIM
CYMTaAeTCA TEKCT Ha pycCKom A3blke. Bce npunoxeHua asnatoTca
HeoTbemaeMbiMM YacTAMK CornaleHma, a UMEeHHO:
15.1.1.MpwnnoxeHne Ne 1 - «3aaBneHuney;

15.1.2.MpwunoxkeHne Ne 2 — «MHCTpyKumMa no obecneyeHuto
MHpOpPMaUMoHHOM 6e3onacHOCTUY;

15.1.3.MpunoxkeHne Ne 3 — «[Mopagok pasbopa KOHGAMKTHBIX
cUTYyauuin».

CTOpoHbl He BMpaBe nepejaTb CBOM nNpaBa W 06A3aHHOCTM NO

CornaweHuto Tpetbm Anuam 6e3 npeasBapuUTeIbHOrO MUCbMEHHOro
cornacus apyroit CTOpoHbl.

Ecnm  Kakoe-nMbo nosnoKeHue HacTtoswero CornaweHua 6yaert
NPU3HAHO HEAENCTBUTENbHbIM UM HEe MMEHLWMM 3aKOHHOM Cubl B
COOTBETCTBMM C MPUMEHUMbIM  33aKOHOAATE/NIbCTBOM, TO TaKoe
MosIoXKeHne A0MKHO 6biTb npmBeaeHo CTOpoOHamMu B COOTBETCTBME C
MPUMEHUMbIM 33aKOHOZATE/NIbCTBOM, MPU 3TOM AEeNCTBUTENbHOCTb M
NPUMEHUMOCTb Nto6Ooro Apyroro nonoxeHua CornaweHus He 6yaert
3aTpoHyTa.

16. PekBu3utbl baHka

AKuMoHepHoe o6uecTBo «baHk 131»

JInueHsuna baHka Poccum Ne3538 o1 29.11.2024

OlPH 1241600056390

MHH/KNM 1655505780 / 165501001

Appec: 420012, Poccuiickaa Peaepaumn, Pecnybnmka TatapcTaH,
ropog KasaHb, yanua Hekpacosa, gom 38

Kopp. c4. 30101810822029205131 B OnepaumoHHO-KAacCOBOM LeHTpe
Ne 6 Bonro-BaTckoro rnasHoro ynpasnexus LieHTpanbHoro 6aHka
Poccuiickoin depepaunn

BUK: 049205131

13.3. The Company is obliged to independently and timely
familiarize itself with the new revisions of the Agreement. If the
Bank does not receive a written notice from the Company about
termination of the Agreement before the new revision of the
Agreement comes into force, the new revision of the Agreement
is considered unconditionally accepted by the Company, and
conclusion of an additional agreement to the Agreement is not
required.

14. Validity period and termination procedure

14.1. Validity period of the Agreement is limited to the validity
period of the contracts specified in clause 1.1. of the Agreements.

The Bank has the right to unilaterally refuse to fulfill the
Agreement by notifying the Company at least 30 (thirty) calendar
days in writing.

The Bank has the right to unilaterally, out of court, cancel the
Agreement and terminate it by notifying the Company 1 (one)
business day in advance, if signs of fraudulent, illegal or
unreasonably unsafe activity are detected in the Company's
activities, which may lead to a violation of the terms of this
Agreement and (or) the legislation of the Russian Federation, as
well as property and reputational losses of the Bank.

Obligations of the Parties that arose before termination of the
Agreement remain until they are fully fulfilled.

14.2.

14.3.

14.4.

15. Miscellaneous

15.1. This Agreement is drawn up in Russian and English. In case of
discrepancies, the text in Russian shall take precedence. All
Appendices are integral parts of the Agreement. Specifically:

15.1.1. Appendix No. 1 - “Statement”;

15.1.2. Appendix No. 2 — “Instructions for ensuring information
security”;

15.1.3. Appendix No. 3 — “Procedure for dealing with conflict
situations”.

15.2. The Parties do not have the right to transfer their rights and

obligations under the Agreement to third parties without the prior
written consent of the other Party.

If any provision of this Agreement is found to be invalid or
unenforceable under applicable law, such provision shall be
construed by the Parties in accordance with applicable law, and
the validity and enforceability of any other provision of the
Agreement will not be affected.

15.3.

16. Bank details
Bank 131 Joint Stock Company
License of the Bank of Russia No. 3538 dated 29/11/2024
OGRN (Primary State Registration number) 1241600056390
INN (Taxpayer Identification number)/KPP (Tax Registration
Reason Code) 1655505780/ 165501001
Address: 420012, 38 Nekrasova street,
Kazan, Republic of Tatarstan, Russian Federation
Correspondent account 30101810822029205131 in the
Transaction and Cash Center No. 6 of the Volgo-Vyatsky
Main Directorate of the Central Bank of the Russian
Federation
BIC (Russian Central Bank Identification Code): 049205131



https://developer.131.ru/

Appendix No. 1
to the Electronic Document Flow Procedure in the course of information technology interaction

STATEMENT TO RECOGNIZE AND VERIFY AN ELECTRONIC SIGNATURE KEY

Baagensia [logmucu/Full name and
passport details of the owner Signatures

Croponbl/Parties Bank/Bank Komnanusi/Company
ITonmHoe HanmenoBanue/Full name AxuunonepHoe odmiectBo «bank 131»/ Bank 131 Joint Stock Company [*]
[Tonnoe ®UO u nacnopTHbIE JaHHBIE [*] Taxumu npedcmagumensmu Mo2ym Obimb KaK 0eeCnocoOHbie (usuyeckue uya, HaoeleHHble

yupeoumenbhbiMu 0oKymenmamu Komnanuu npasom edunonuuno oeticmgeosams om umenu Komnanuu oes
008epenHoCcmu, Max u 0eecnocobHvle usuveckue nuya, oelicmeyrouue om umeru Komnanuu na
ocnosanuu dosepenrnocmu/ Such representatives can be both capable individuals who are endowed by the
Company’s constituent documents with the right to act individually on behalf of the Company without a
power of attorney, and capable individuals acting on behalf of the Company on the basis of a power of

published in the public domain at https://developer.131.ru

attorney
/
[eiicTBytomuii Ha ocHOBaHHW/Acting on [*] Vemas, /logepennocms, unoti 00KyMenm 8 COOM8emcmaul ¢ 0eicmeyrouum
the basis saxonoodamenvcmeom/Charter, Power of Attorney, other document in accordance with current
legislation
Adnropurm [Tonnucn/Signature Algorithm RSA (2048 bit) RSA (2048 bit)
Kimrou nposepxu [Moamucu/Verification Kitou mposepxku [Toanucu banka onmyOnuKoBaH B OTKPBITOM JTOCTYIIE IO
Key anpecy: https://developer.131.ru/Bank's Signature Verification Key is

[*]

Anpec snextporHoii noutsl/E-mail address [*]

[*]

ToxnuceiBas Hacrosiee 3asBieHue, KomnaHnus MoATBEPKIACT, YTO OHA O3HAKOMJICHA M cOTJIacHa ¢ [I0psAKOM 3JIEKTPOHHOTO JOKYMEHTO000pOTa IIPU OCYILECTBICHUH HH)OPMALIMOHHO-TEXHOJIOTHYECKOT0 B3aUMOICHCTBHS
(https://developer.131.ru) u ero ycnoBusimMu 6e3 KaKux-JIMOO MPaBOK, OrOBOPOK WM MCKIoueHMi./By signing this Statement, the Company confirms that it is familiar with and agrees with the Electronic Document Flow
Procedure when carrying out information and technological interaction (https://developer.131.ru) and its terms without any amendments, reservations or exceptions.

bank/Bank Komnanus/Company

AxnonepHoe o6mectBo «bank 131»/ Bank 131 Joint Stock Company [COMPANY NAME]
JIuuensus Banka Poccun/License of the Bank of Russia No. 3538 dated 29/11/2024 [COMPANY ADDRESS]
OI'PH/OGRN (Primary State Registration number) 1241600056390 [REGISTRATION NUMBER]
WHH/INN (Taxpayer Identification number) 1655505780 [INN (Taxpayer Identification number)/KPP (Tax Registration Reason Code)]
KIII/KPP (Tax Registration Reason Code) 165501001 [BANK DETAILS]
Anpec: 420012, Poccuiickas @enepanus, Pecybnuka Tarapcran, ropox Kasans, ynuna Hekpacosa, nom 38/Address: 420012,
38 Nekrasova street, Kazan, Republic of Tatarstan, Russian Federation
Kopp. cu. /Correspondent account 30101810822029205131
B OnepannoHHO-kaccoBoM LeHTpe Ne 6 Boaro-Bsrckoro rnasaoro ynpasnenus Lientpansaoro 6anka Poccuiickoit
Denepanyn / in the Transaction and Cash Center No. 6 of the Volgo-Vyatsky Main Directorate of the Central Bank of the
Russian Federation
BUK/BIC (Russian Central Bank Identification Code): 049205131
[®NO]/[Full name] [®UO]/[Full name]
[domxrocTts]/[Position] [HomxrOoCcTs]/[Position]

/ /
Date: Date:




MpunoxkeHune Ne 2
K MopagKy 3N1eKTPOHHOIO AOKYMEHTO060pOTa NPU OCYLLLECTBAEHUN
MHPOPMALMOHHO-TEXHONOMMYECKOTO B3aUMOAENCTBUA

MHcTpyKuma no obecneyeHunto HGOpmMaLMOHHOM 6e3onacHoCTH

B uensax obecneyeHuna WHPopmaumoHHOM 6HesonacHoCTM npu paboTe ¢
MpoTokonom uHbOpmaLMoHHOro obmeHa (manee — «API») KomnaHusa
HaZenaerca cneAyloWwymm 06Aa3aHHOCTAMM:

1. Kntou saneKkTpoHHOl noanucuy (fanee no TekcTy — «Katod Mognucuny»)
XPaHUTb TONIbKO B HEAOCTYNHOM ANA MOCTOPOHHMX UL, MecTe.
2. He ponyckaetcs:

. CHMMATb HECAHKLIMOHMPOBAHHbIE KOMWW;
. nepeaasatb Katod Moanucy anMuam, K HAM He A0MNYLLEHHbIM.

3. He ncnonb3oBath B Ka4yecTse naponsa:

. nocnefoBaTeNbHOCTU CUMBOJIOB, COCTOALME U3 OAHUX UMPP (B TOM
yucne patbl, Homepa TenedpoHoB, HOMepa aBTomobunel v T.n.);

. nocnefoBaTeNbHOCTU NOBTOPAIOLWMXCA BYKB nan undp;

. naywue noapas B packnaZke KnasnaTypbl Uaun B andaBuTe CUMBObI;
. MMeHa n pamunuu;

° WHH van gpyrue peksmsntbl KomnaHuu.

4, Maponb f0NXKeH:

. 6bITb He MeHee 12 cMMBO/IOB;

. cogepaTtb undpbl, CTPOYHbIE U 3arnaBHble BYKBbI;

. coaepKaTtb XoTA 6bl 1 CUMBOA, HE ABAAIOLWMIACA BYKBO MAWN LUDPONA.
5. Ha KomnbloTepe A0MKHA ObITb YCTAHOBAEHA NAapO/ibHAA 3aliMTa Ha
BXOZ, B ONepaLOHHY CUCTEMY YCTPOMCTBA.

6. Maponb nonb3oBaTens B ONEPALMOHHON CUCTEME YCTPOWCTBA
[O/MKeH MeHATbcAa KomnaHuel He pexke 04HOro pasa B KBapTa.

7. MNaponb goctyna K knwouy MoAnncKM XpaHUTb OTAENbHO OT KJko4a
Mopgnucu.

8. CTporo 3anpeLiaeTcs 3anuncbiBaTb Napoan Ha BYMarKHbIX HOCUTENAX
WAM B TeKcToBbiXx ¢ainax Ha paboyem mecTe, OCTaBAATb WX B

NEerkoAoCTyNHbIX MecTax, nepesaBaTb HEYNONHOMOYEHHbIM INLAM.
9. UcnonbsoBaTtb katou [lNognucu, TONbKO B MOMEHT nognucaHua
3/IEKTPOHHbIX JOKYMEHTOB.

10. Wcnonb3osatb  Kaou  [lognucu, TONbKO — AnA
3/1EeKTPOHHbIX JIOKYMEHTOB B pamMKax MCNO/b30BaHUA «API».
11. MpvmeHATb Ha paboyem mecTe INLLEH3MOHHbIE CPeACTBA 3aLLUTbI OT
BPEAOHOCHOIO KOAa C BO3MOMHOCTbIO aBTOMATUYECKOro obHoBieHUA 6a3
OaHHbIX CWUFHATyp BPEAOHOCHOrO KoJa, B TOM 4YWCAe HacTPOUTb
exeHenenbHOe NPOBeAEHME NOJIHOM aHTUBUPYCHOM NPOBEPKM YCTPOMCTBA.
12. Ecnn B KayectBe KomnbtoTepa ana pabotbl no «API» ucnonbsyetca
nepeHocHoW KomnbloTep (HOYTOYK), [OMKHO ObiTb WCKIOYEHO €ro
noAK/AloYeHne K ceTAm obliero AocTyna B mectax cBoboaHOro AocTtyna B
NHTepHeT (opucHble LeHTpPbI, Kade 1 Np.), a TakKe obecneyeHo pasaesbHoe
XpaHeHWe NepeHOCHOro KOMMbOTEPA U KNKYEBOro HOCUTENA.

13. OcylLecTBNATb MNOCTOAHHBIN KOHTPOJIb OTMPABAAEMbIX COObLeHUM
npu pabote «API».

14. B cnyyae BbiABAEHMA NPU3HAKOB KOMMpOMeTaumn Katoda Mognucu
WAN BbiABJEHUA BPELOHOCHOIO KoAa B KOMMbIOTEPE, UCMNO/b3yeMOM ANA
paboTbl «API», He0BX0AMMO HEMEANEHHO YBeAOMUTL BaHK no TenedpoHam:
(8 800 100 13 10 ¢ 9 yacos 00 mmnHyT Ao 18 yacos 00 MUHYT (B paboumre aHW),
nMbo HanpaBwUTb yBEAOM/IEHUE C UCMONb30BaHMEM a[PECOB 3EKTPOHHOM
MoYTbl, YKa3aHHbIX B 3asBAEHUWU MBO [0roBope, NpeaycMoTpeHHom n.1.1
CornaweHun, nnMbo NAMYHO ABUTbCA B BaHK C uenblo 6J0KMpoOBaHUA
CKOMMNPOMETUPOBAHHbIX KAtoYel Moanucy ¢ nocaeaytolen ux 3aMmeHomn.

noanucaHms

15. K cobbITMAM, CBA3aHHbIM C KOMMpomeTauuen Katoyein MNognuck, B
TOM YUMC/Ie, OTHOCATCA:

. yTepsa (yTpata) Hocutena Kawouya Mognucu, B TOM uucnie, ¢
nocaeayloWmnm ero obHapyXKeHnem;

. obHapyskeHne dakTa WAM yrposbl MCNOb30BaHMA (KONMPOBaHMA)
kmoua Mognucn  wu/mnm  napons goctyna K Kawuvam  Mognucu
HEYNO/NIHOMOYEHHBIMW  INLLAMM (HecaHKUMOHMpPOBaHHaA  OTNpaBKa

3/IEKTPOHHbIX ,CI,OKyMeHTOB);

Appendix No. 2
to the Electronic Document Flow Procedure in the course of information
technology interaction

Information Security Policy

In order to ensure information security when working with the Information
Exchange Protocol (hereinafter referred to as “API”), the Company is
vested with the following responsibilities:

1. Keep the Electronic Signature Key (hereinafter referred to as the
“Signature Key”) only in a place inaccessible to unauthorized persons.
2. It is not allowed to:

. make unauthorized copies;
. transfer Signature Key to persons not authorized to see it.
3. Do not use as a password:
. sequences of characters consisting of only numbers (including
dates, telephone numbers, car numbers, etc.);
. sequences of repeated letters or numbers;
. consecutive characters in the keyboard layout or alphabet;
. first and last names;
. INN (Taxpayer l|dentification number) or other details of the
Company.
4. The password should:
be at least 12 characters;
. contain numbers, lowercase and capital letters;
. contain at least 1 character that is not a letter or number.
5. The computer should have password protection installed to enter
the device’s operating system.
6. The user’s password in the device’s operating system should be
changed by the Company at least once a quarter.
7. Store the access password to the Signature Key separately from
the Signature Key.
8. It is strictly prohibited to write passwords on paper or in text files

at the workplace, leave them in easily accessible places, or transfer them
to unauthorized persons.

9. Use Signature key only when signing electronic documents.

10. Use Signature key only for signing electronic documents within
the framework of using “API”.

11. Use licensed anti-malware software with automatic signature

database updates at all workstations, including configuration of weekly
full-system antivirus scans

12. If a portable computer (laptop) is used as an API workstation, the
following must be enforced: Connection to public networks in open-access
areas (co-working spaces, cafes, etc.) must be prohibited. The portable
computer and cryptographic key storage device must be stored separately
when not in use.

13. Perform constant monitoring of messages sent when API is
running.
14. If signs of Signature Key compromise are detected or malicious

code is detected in the computer used to operate API, you should
immediately notify the Bank by phone: 8 800 100 13 10 from 9:00 a.m. to
6:00 p.m. business days), or send a notification using the email addresses
specified in the Statement either in the agreements specified in the clause
1.1. of the Agreement or come to the Bank in person to block compromised
Signature Keys and then replace them.

15. The following incidents shall be classified as Signature Key
Compromise Events:

e  Loss or misplacement of the Signature key storage device (including
cases where it is later recovered);




. nepegaya Knwo4a Noanmcu No oTKPbITbIM KaHaaM CBA3W;

. nepexsat  K/AKOYa  3/IEKTPOHHOWM nognucu BPeA0HOCHbIM
nporpaMmmHbiM obecreveHmem;

. obHapyKeHMe ownbokK B paboTte «API», B TOM Ync/ie, BOSHUKAKOLWMX
B CBA3M C NOMbITKaMW HapyLeHna MHGOPMaLMOHHOW Be3onacHoCTy;

. YBO/IbHEHWE OTBETCTBEHHOrO COTPYAHWKA, MMEBLLEro AO0CTyn K
Kntouy Moanucy;

. cayyam, Korga HeBO3MOXHO [JOCTOBEPHO  YCTAHOBWUTb, YTO

NPOM30LLJIO C KNtoYeBbIM HocuTenem Moanucu, B TOM Yncae cayyau Bbixoga
KntoyeBoro HocuTens Mognuck ms cTpos.

16. Mpy 06Hapy»KEeHWU HECAHKLMOHMPOBAHHbLIX onepauui uau ytpaTe
«API» HemeaneHHO yBeAOMUTb baHK.

17. BA0OKMpOBaTh CEAHC N0NIb30BATENA BO BPEMA OTCYTCTBMA Ha paboyem
mecte (NyTem oAHOBpPeMeHHOro Haatus knasuw Windows: Win+L nam
Ctrl+Alt+Del (3abnokuposaTtb), MacOS: Ctrl+Cmd+Q), a Take 3aBepwaTb
ceaHcbl paboTbl NOC/e OKOHYaHUA HEOHXOAMMOCTU X UCNONb30BAHMUA.

18. OTKNIOYUTL  BO3MOXKHOCTb  YAANEHHOr0 UM TePMWHaNIbHOro
COeAMHEHUA K KOMMblOTEPAM, MCMO/Mb3yeMbiM ANnA pabotel no AP,
3abnokunposatb 3389 (RDP Remote desktop), He gonyckaTb yCTaHOBKY Ha
KOMMNbIOTEP HUKAKWUX MNporpamMmm A4aa yAaneHHoro ynpasneHua (Team
Viewer, AccucteHt, AnyDesk, VNC n 1.1.).

19. BKAtOUNTL B ONEPaLMOHHOW cucTeme XypHan 6esonacHocTy.

20. Mcnonb3oBaTh TO/IbKO NMLLEH3MOHHOE NporpammHoe obecnevyeHve —
OnepaunoHHble CUCTEMbI, CPeAacTBa 3alliMTbl OT BPEAOHOCHOro Kopaa,
odpuCHble NakeTbl U T.4., AUCTPUOYTUBbLI KOTOPbIX NOJYYeHbl U3 HAZLEKHbIX
WCTOYHWKOB.

21. Ob6ecneuntb BO3MOHOCTb CBOEBPEMEHHOro
CUCTEMHOTO M NMPUKNAAHOIO NPOorpaMmHoro obecneyeHus.
22. BblAeNnTb CTaLMOHAPHbINA KOMMbIOTEP TO/IbKO ANA pPaboTbl «API».
23. [octyn B nomelleHune, rae pasmelleH KOMMblOTEp € AOCTYNOM K
«API», NnpeaoCTaBNATb TO/IbKO YNONHOMOYEHHbIM AnLam KomnaHuu.

24, KomnbtloTep, ¢ KOTOPOro OCyLLecTBAAETCA NOArOTOBKA M OTMpaBKa
3/1eKTPOHHbIX AOKYMEHTOB B baHK, peKomeHAyeTcs BblAeNTb B OTAENbHbIN
CerMmeHT ceTu ¢ 0643aTeNbHbIM UCKNIOYEHMEM ero 13 0bLLLei 1I0KaNbHOM ceTh
KomnaHuu.

25. MCcKNoUUTD A0CTYN K KOMNbOTEPAM, UCNOAb3yeMbIM 1A paboTbl No
«APl»,  MOCTOPOHHMM  AWUA@M M MepcoHany  opraHusauuu, He
ynonHoMmouyeHHOMY Ha paboty no «APl» wu/mam  obcayxusaHue
KOMMbIOTEPOB.

26. Mpu obcnyknBaHumn Komnbtotepa UT-coTpyaHMKamu obecneunsatb
KOHTPO/1b HaZ, BbINONHAEMbIMU UMW AEACTBUAMM.

27. BaHK He OCyL,eCTBASET PacCbIKy 3NEKTPOHHbIX MUCEM C NPOCbOOit
npucnatb KAoun Mognucu u/mav naponb ucnonbsyemble B «API» n HMKorga
He 3anpawusaeT y KomnaHuu aty uHdopmaumto. Mpun obpalLeHnn ot UMeHu
BbaHka no TenedoHy, aNeKTPOHHON nouTe, Yepe3 SMS-cooblieHna nuu ¢
npocb60o¥i coobLWUTb KOHPUAEHLMANbHYO MHPOPMaLMIo (Maposu, KoAoBble
CNoBa, U Np.) HX NpU Kakux obCToATeNbCTBaX He coobuiaiiTe AaHHYO
MHbOopMaumto n cooblmTe 06 3ToM B baHK.

28. KomnaHua camocTtoaTenbHo U egMHONNYHO HeceT OTBETCTBEHHOCTb
3a obecneyeHne KOHOUAEHLMANBHOCTU Naponei, Katoden NMoanucu, U UHbIX
OAHHbIX, MONy4YeHHbIX OT bBaHKa wan creHepupoBaHHbIX KomnaHuewn
CaMOCTOATENbHO ANA Leneil Ux ncnoib3oBaHMA Npu paboTe «API», a Takke
33 obecneyeHne KOHOUAEHUMANbHOCTM W  HepasrNalleHne AaHHbIX,
OOKYMEHTOB M CBEAEHWIW, MOJIyYeHHbIX W(MAKM) OTNPaBAEHHbIX C
ncnonb3oBaHnem «API».

obHOBNEHUSA

e  Unauthorized access or potential compromise of Signature keys
and/or their access credentials (e.g., password breaches leading to
fraudulent electronic document submissions);

e  Transmission of Signature keys over unsecured communication
channels;

e Interception of electronic signature keys by malware or malicious
software;

e APl malfunctions or errors indicating potential security breaches
(including failed intrusion attempts);

e  Termination of employment of personnel with authorized access to
Signature keys;

Unaccounted key storage incidents, including cases where the
Signature key device is damaged or its status cannot be reliably

determined.
16. In case of unauthorized operations or loss of the "API",
immediately notify the Bank.
17. Lock the user session when away from the workstation (by

pressing Windows: Win+L or Ctrl+Alt+Del - Lock, macOS: Ctrl+Cmd+Q).
Additionally, ensure all active sessions are terminated after they are no
longer needed.

18. Disable remote and terminal connections to APl workstations,
including blocking port 3389 (RDP/Remote Desktop) and prohibiting
installation of any remote control software (TeamViewer, AnyDesk, VNC,
remote assistance tools, etc.).

19. Enable security logging in the operating system.

20. Use only licensed software — operating systems, malware
protection tools, office suites, etc., obtained from reliable sources.

21. Ensure the possibility of timely updating of system and
application software.

22. Dedicate a desktop computer only for “API” work.

23. Access to the premises where a computer with APl access is
located is provided only to authorized persons of the Company.

24, It is recommended that the computer from which electronic

documents are prepared and sent to the Bank be separated into a separate
network segment with its obligatory exclusion from the Company’s general
local network.

25. Prevent access to computers used to work on APl by
unauthorized persons and organization personnel not authorized to work
on APl and/or servicing computers.

26. When servicing a computer, IT employees ensure control over the
actions they perform.
27. The Bank does not send e-mails asking for Signature Keys and/or

password used in APl and never requests this information from the
Company. When contacting persons on behalf of the Bank by telephone,
e-mail, or SMS messages with a request to provide confidential information
(passwords, code words, etc.), do not provide this information at any time
and report this to the Bank.

28. The Company is independently and solely responsible for
ensuring confidentiality of passwords, Signature Keys, and other data
received from the Bank or generated by the Company independently for
the purposes of their use when operating API, as well as for ensuring
confidentiality and non-disclosure of data, documents and information
received and (or) sent using "API".




MpunoxkeHune Ne 3
K MopAaaKy 3N1eKTPOHHOIO AOKYMEeHTO060pOoTa NP OCYLLLECTBAEHUN
MHPOPMALNOHHO-TEXHONOIMMYECKOTO B3aMMOAENCTBUA

MopAAoK pa3bopa KOHGAUKTHBIX CUTYaLMiA

Jllobble  cnopbl  mexay CTopoHamu, npegMeToM  KOTOPbIX ABAAETCA
yCTaHOB/eHWEe MOAAMHHOCTM [MOANUCK B 3NEKTPOHHOM [OKYMeHTe, T.e.
LLe/NIOCTHOCTM TEKCTa M ayTEHTUYHOCTM OTMPABUTENA INEKTPOHHOIO SOKYMEHTa,
nepefaloTcA ANA  paspeleHus  cneuManbHO CO3aBaeMOM  3KCNepTHOWM
KOMUCCUN.

JKcnepTHaA KOMMCCUA CO3bIBAeTCA Ha OCHOBaHWM MUCbMEHHOMO 3aABAEHUA
(npeteHsum) noboit 13 CTopoH. B ykasaHHOM 3anBieHMM CTOPOHA yKasblBaeT
PEeKBM3UTbI OCNAPMBAEMOrO NOANUCAHHOIO 3/IEKTPOHHOTO AOKYMEHTa U /inL,
YNONHOMOYEHHbIX MPEeACTaBAATb WHTepecbl 3Ton CTOpOHbI B cOCTaBe
3KCMNEPTHOW KOMMUCCUM.

He nosaHee 3 (Tpex) paboumx gHelt ¢ MOMeHTa noaydeHua apyroi CTopoHoi
3anBaeHns (NnpeTeH3un), CTOpOHbI ONpeaensatoT AaTy, MeCcTO M BpeMs Havana
paboTbl IKCNEePTHON KOMMUCCUK, ONpeaenstoT, Kakas CTopoHa npegocTasnseT
nomelleHne W MPOU3BOAUT KOHQUIypMpoBaHME CPEeACTB 3NEKTPOHHOWM
noanucum.

MNonHomoumnsa 4yneHoB 3KCnepTHOM Komuceum NoATBepXAatoTCA
[OBEPEHHOCTAMM, BblAaHHbIMM B YCTAaHOB/NEHHOM 3aKOHO4ATE/IbCTBOM

nopagke.

CocTaB 3KCNepTHOM Komuccum GOPMUPYETCA B PaBHbIX NPOMNOPUMAX W3
npeacrtasuteneit CTopoH.

3KCI'IepTVI3a OCNapMBaeMOro 3N1EeKTPOHHOro AOKYMeHTa OCyLlecTBiAeTcA B
NPUCYTCTBUU BCEX YNEHOB 3KCI'IepTHOl7I KOMUCCcumn.

3KCI'IepTM3a OCyLLecCTBNAETCA B YeTblpe 3Tana:

1. CTOPOHbI COBMECTHO YCTaHaBAMBAIOT, KOHOUTYPUPYIOT U TECTUPYIOT
CPeACTBO 3/1eKTPOHHOW NOANUCH.
2. CTOpOHbI NPeAoCTaBAAIOT CBOM KAtoumM Mognncy v Kaum npoBepKu

Moanuck, wucnonbsyemble Ans  co3gaHua [oanucM  ocnapueaemoro
3/IEKTPOHHOrO A,OKYMEHTA.

3. JKcnepTHAaA KOMWCCMA CpaBHWMBAEeT MpPefoCTaB/ieHHble KUK
nposepku Mognucy ¢ KNoYaMK, YKa3aHHbIMK B 3asBAeHWUU. Kntoum npoBepku
MoAnucy 1 Koabl, KOTOpPble COBMaAK, NPU3HAOTCA NOANNHHBIMU.

4, Ecnan Tpetuit sTan ycnewHo npoiAeH, TO 3KCMepTHas Komuccua
Npou3BOAUT  MPOBEPKY MNOAJMHHOCTM  [ognuMcu B OCMapuMBaemMom
3/1EKTPOHHOM L,O0KYMEHTE.

MpoBepKa NOAANHHOCTM NOANUCK B OCNIAaPMBAEMOM 3N1EKTPOHHOM AOKYMEHTe

OCYLLECTBNAETCA OAHUM U3 C/ieayrowmx cnocobos:

1. BbiNoAHeHWe B KOMaHAHOW CTpoOKe (TepmMMHane) onepauyoHHOM
cucTembl, rae yctaHoBaeH OpenSSL, komaHabl: S openssl dgst -sha256 -
verify public.pem -signature sha256.sign myfile.txt.

YKasaHHaa KoMaHAa Mcnonb3yeTcs Ans nposepku Moanucu dpaina myfile.txt c

NOMOLLBIO K/AloYa MpPoBepPKM M3 dainna public.pem u knwoua us daiina

sha256.sign. Ecan pesynbtatom KomaHgpl asnsetca «Verified OK» — 370

03HAYaeT yCreLHyH NPOBEPKY NOAMMUCH.

2. Bbi3oB o¢yHKuMm B PHP-ckpunte: SisValid = openssl_verify($data,
SdecodedSignature, SpublicKey, OPENSSL_ALGO_SHA256).

DYHKUMA NpoBepseT NOAAMHHOCTb MoAnMcK AnA 3a4aHHbIX AaHHbIX Sdata ¢

MCNONb30BaHMEM KJ/o4a npoBepku Spublickey u anroputma xewunposaHma

SHA-256 (OPENSSL_ALGO_SHA256). Ecam pe3ynbTaTom NpoBepku asasetca 1

— noAnuce BepHa, 0 — HeBepHa, -1 — owmnbKa.

Pe3ynbTaTbl 3KCNEpTU3bI Od)OpMﬂFIIOTCFI B BUAE NUCbMEHHOIo 3aK/Ilo4eHUnA -
aKTa 3KCI‘IepTHOVI KOMMCCHMK, noanmncbliBaemoro sCcemu 4aeHamm 3KCﬂepTHOl7I
KOMUCCUW. AKT COCTaBaAeTCcA HemenNeHHO nocne 3aBeplweHnAa nocnegHero
JTana 3Kcneptusbl. B akTe d)VIKCMpyIOTCﬂ pe3ynbratbl BCEX 3Tanos

Appendix No. 3
to the Electronic Document Flow Procedure in the course of information
technology interaction

Procedure for dealing with conflict situations

Any disputes between the Parties, which subject is establishing Signature
authenticity in an electronic document, i.e. integrity of the text and
authenticity of the sender of an electronic document is submitted for
permission to a specially created expert commission.

The expert commission is convened on the basis of a written application
(claim) of any of the Parties. In the said application, the Party indicates
details of the disputed signed electronic document and the persons
authorized to represent interests of this Party as part of the expert
commission.

No later than 3 (three) working days from the receipt of the application
(claim) by the other Party, the Parties determine the date, place and time
of the work start for the Expert Commission, determine which Party
provides premises and configure Electronic Signature Instruments.

The powers of the members of the expert commission are confirmed by
powers of attorney issued in the manner prescribed by the law.

Members of the expert commission are formed in equal proportions from
representatives of the Parties.

The disputed electronic document is examined in the presence of all
members of the expert commission.

Examination is performed in four stages:

1. The Parties jointly install, configure and test an electronic
signature instrument.
2. The Parties provide their Signature Keys and Signature

Verification Keys used to create the Signature of the disputed electronic
document.

3. The expert commission compares the provided Signature
Verification Keys with the keys specified in the Application. Signature
Verification Keys and codes that match are recognized as authentic.

4, If the third stage is successfully completed, the expert
commission verifies the authenticity of the Signature in the disputed
electronic document.

The authenticity verification of a signature in a disputed electronic
document is performed using one of the following methods:

1.Executing a command in the operating system's command line (terminal)
where OpenSSL is installed. The specified command is used to verify the
Signature of the myfile.txt file using the verification key from the
public.pem file and the key from the sha256.sign file. If the command result
is "Verified OK", this indicates successful signature verification.

2.Calling a function in a PHP script. The function verifies the authenticity of
the Signature for the given data using the verification key and SHA-256
hashing algorithm. If the verification result is 1 - the signature is valid, O -
invalid, -1 - error.

The results of the examination are formalized in the form of a written
conclusion - an act of the expert commission, signed by all members of the
expert commission. The report is drawn up immediately after completion
of the last examination stage. The act records results of all examination
stages, as well as all essential details of the disputed electronic document.




NpOBEAEHHON 3KCMEepTU3bl, a TaKKe BCE CYLLECTBEHHbIE PEKBU3UTbI
oCnapuBaemMoro 3/eKTPOHHOTO AOKyMeHTa. AKT cocTaB/ifeTcd B  ABYX
3K3emMnaapax — No 04HOMY ANA KaxKAoM u3 CTOPOH. AKT 3KCMEPTHOM KOMUCCUM
ABNAETCA OKOHYATEIbHBIM U NEPECMOTPY HE NOANEXKMT.

MoaTtsepkaeHWe noAnMHHOCTM Mopnucu B akTe, ByaeT oO3HauyaTb, 4TO
0CMapuBaEMblit 3IEKTPOHHbIN LOKYMEHT MMEET IOPUAUYECKYIO CUNY U BAeYeT
BO3HWKHOBEHWE COOTBETCTBYHOLLMX NPaB U 0653aTenbcTB Y CTOPOH.

B cnyyae oTcyTCTBMA cornacua Mo CMOPHbIM BOMPOCam U A06POBO/ILHOIO
MCMONHEHNA pPELUEHMA SKCMepTHOM KOMMCCUWM, BCe MaTtepuanbl Mo 3TUM
BOMpPoOCcam MoryT 6biTb MepeaaHbl Ha PAacCMOTPEHME B CY4, B COOTBETCTBUM C
ycnosuamm CornalueHus.

The act is drawn up in two copies, one for each of the Parties. The report of
the expert commission is final and is not subject to revision.

Confirmation of Signature authenticity in the act will mean that the
disputed electronic document has legal force and entails the emergence of
corresponding rights and obligations for the Parties.

If there is no agreement on controversial issues and voluntary execution of
the decision of the expert commission, all materials on these issues may be
submitted to the court for consideration in accordance with the terms of
the Agreement.




