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0aHKOBCKOT0 00cmyx)uBanus opuandeckux jun B OO0 «bank
131» ¢ ucnons3oBanueM Cucremsl IBO (manee - Permamenr)
WCIIOJIB3YIOTCSL TEpPMUHBI M ONpEJeNIeHHs, YKa3aHHblEe B
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in the ‘Banking App’ system for Bank 131 LLC
Corporate Clients
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1. TERMS AND DEFINITIONS

Rules on Remote Banking Service in the ‘Banking
App’ system for Bank 131 LLC Corporate Clients
(hereinafter referred to as Rules) conform the terms
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[IpaBunax  KOMIUIGKCHOTO  OaHKOBCKOTO  OOCITY>KUBaHUS
topuauueckux i B OO0 «bank 131» (M OpUIIOKEHUAX K
HUM), ganee — [IpaBuia, eciiu HHOE HE YKa3aHO B HACTOSIIEM
Pernamenre.

BpeMennblii napojb —  [apob, KOTOPBII
npucBanBaercs bankoM YnomHoMmoueHHoMy IlpencraBurento
KnuenTa npu ero peructpanuu B Cucreme /1bO, aelicTByromui
70 MOMeHTa ycTaHOBKH CTaTHuYeCKOro Mapojisi MpH MEPBOM
Bxoxe B Cuctemy /J1BO.

3asiBjieHWe — 3asgBIeHHE O TPHCOEAWHEHUH K
PernamenTy AnMCTaHIMOHHOIO OaHKOBCKOTO OOCITYKUBaHUS
opuandeckux Jui B OO0 «bank 131» ¢ ucmonb30oBaHHEM
Cucremsl J15O.

Komnpomeranust JJeKTpPOHHOW NOANMHACH —
HaJM4ue OCHOBAaHUH IojaraTh, YTO JOBEpUE K TOMY, HYTO
WCTIOJb3yeMbIe KITFOUU/CpeACTBa DJIEKTPOHHON MOJIIHCH,
AyTreHTH(UKAIMOHHBIE JaHHble, AOOHEHTCKMH HOMEp
u/wnn caMu OJIEKTPOHHBIE IOJNUCH WIM HX HOCHTENU
YTPaueHbl/JOCTYIIHBl HEYIOJIHOMOYEHHBIM JIMLIAM/MOTYT
OBITH HCIIOB30BaHbl 0€3 COIIACHUs YIIOJIHOMOUYEHHBIX JIUII.
K COOBITHSIM, CBS3aHHBIM C KomMnpomeTranueit
ONeKTpOHHONW TOANMCH OTHOCSTCS, BKIIOYas, HO HE
OTPaHUYMBASCh, CIIETYIOIIHUE!

- yTpata (PYHKIMOHAIBHBIX KIIIOYEBBIX HOCHTENEH, C
TTOCJIe IYIOIUM OOHapyKeHUEM M 0€3 TaKOBOTO;

- HapylLIeHHe IPaBWJI XpPAaHEHHUs, UCIOIb30BAHUS U
YHUYTOXXEHHST (B TOM YHCIE IIOCJIE OKOHYAaHHUSl CpOKa
JCWCTBUS) KIIOYa OJEKTPOHHOM moAmucu (yCHJICHHON
HeKBaJIU(HUIIMPOBAHHOM );

- yTeps, Iepeiada M/MIM  IIPEJOCTABICHHUEM
JOCTyIa  HEYNOJIHOMOYEHHBIM  TPETbUM  JIMIAM K
anmapaTtHbIM cpeicTBaM (B TOM 4YHCIE€ MOOMIIBHBIM
tenedoHaM win WHBIM) u/mm SIM-kapre ¢ AGOHEHTCKHM
HOMEPOM, B TOM YHCJIE KOTOPBIH MCHONB3YeTCA s
HanpasieHus BpemenHoro u/unn OgHOPa30BOTO MapoJIs;

- HaJu4Me moxo3peHu, 4ro CpeacTBa MOATBEPKICHUS

3EeKTPOHHOTO JOKyMEHTa cTaNu H3BECTHBI
HEYMOIHOMOYCHHBIM TPETHUM JIUIIAM;

-  BO3HHKHOBEHHE IIOJIO3PCHUN Ha  YTEUKy
MH()OPMAITUH UITH €€ UCKAKEHUE;

= HECAaHKIIMOHUPOBAHHOC KOIIMPOBAHUE U1
MoI03peHKHE Ha KonupoBaHue BpemenHoro, CTaTH4YeCKOTO
w/mumn  OmHOpa3oBoro  mapois,  (GYHKIHOHAIBHOTO

KITFOUEBOTO HOCHTEJIA, alapaTHOro cpemctsa u/mm SIM-
KapThl ¢ AOOHEHTCKMM HOMEPOM;

- TpPeKpalIcHHe TOJHOMOYMN WM YBOJBHECHUE
YIOTHOMOYEHHBIX JIUI, UMeoumx AocTyn K CpenctBy
MOATBECPIKACHUA,

- Cclly4au, KOTJia HeJb3s JIOCTOBEPHO YCTAHOBHUTH,
YTO MPOU3OINIO C HOCUTEISIMHU, COJICPKAMIMHU KITIOUEBYIO
nHGOPMAITUIO (B TOM YKCIIE CITy4YaH, KOTa HOCUTEb BBIIIEIT
W3 CTPOS W JIOKA3aTEJIIBbHO HE OMPOBEPTHYTAa BO3MOXKHOCTB
TOTO, YTO JIaHHBIA (DakT mpom30mIeNl B PpE3yJIbTaTe

and definitions specified in the Rules on Integrated
Banking Service for Bank 131 LLC Corporate Cleints
(and their annexes), hereinafter referred to as the
Rules, unless otherwise stated in these Rules.

Temporary password is a password which is assigned
by the Bank to the Client's Authorized Person when the
Client registers in the RBS System and which is valid
until the Static Password is set at the first log in to the
RBS System.

Application denotes application on joining the Rules
on Remote Banking Service in the ‘Banking App’
system for Bank 131 LLC Corporate Clients.
Compromising of the Electronic Signature there is
reason to believe that the keys/tools of the Electronic
Signature, Authentication Data, Subscriber Number
and/or the Electronic Signatures themselves or their
carriers have been lost/accessible to unauthorised
persons/can be used without the consent of authorised
persons. Events related to the Electronic Signature
Compromise include, but are not limited to, the
following:

- loss of functional key media, with or without
subsequent detection;

- violation of the rules for storage, use and
destruction (including after the expiry date) of the
Electronic Signature key (enhanced non-certified);

- loss, transfer and/or granting access to
hardware (including mobile phones or other) and/or a
SIM card with a Subscriber number to unauthorised
third parties, including that used to send the Temporary
and/or One-time password;

- suspicions of the E-Document Validation
Tools have become known to unauthorised third
parties;

- suspicion of information leakage or
misrepresentation;

- unauthorised copying or suspicion of copying
a Temporary, Static and/or One-time password,
functional key media, hardware and/or SIM card with a
Subscriber number;

- termination of powers or dismissal of the
Authorised Persons who have access to the
Confirmation Tool;

- cases where it is impossible to establish
reliably what happened to the media containing key
information (including cases where the media failed
and the possibility that this fact occurred as a result of
unauthorised actions of third parties and other types of
disclosure of key information was not proved).
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HECAaHKIMOHUPOBAHHBIX JICHCTBHI TPEThUX JIHIl, JPYTHE
BH/IbI Pa3riallICHUs KIIFOUYEBON HH(DOPMAITUH ).

Kaou DaekTpoHHOl moamMcu - yHHMKaJbHas
MIOCJIEJIOBATENPHOCTh ~ CHMBOJIOB, IpeIHAa3HA4YeHHAs IS
CO37aHUs YCHUJICHHOW HEKBATH(DHUIIMPOBAHHON DJIEKTPOHHOM
MOJIIHCH.

Kiaou  mnpoBepkm  DiIeKTpOHHOM  moAmHMCH -
YHHKaJIbHasE ITOCJICOBATEIbHOCTh CHMBOJIOB, OJHO3HAa4YHO
cBa3aHHasgs ¢ KimroyomM — OnekTpoHHOM — mojmucu U
MpefHa3HadeHHas JUis MPOBEPKH MOJUIMHHOCTH YCHJIEHHON
HEKBATM(UIPOBAHHON DIEKTPOHHOM MOAINCH.

Jlorun — yHUWKalbHas MOCIEI0BATEIFHOCTh CHMBOJIOB,
cocTosias M3 JATHHCKUX OYKB M IU]p, KOTOpas IO3BOJIIET
banky omHo3HauyHO  uaeHTH(UUIUPOBATH  (YCTaHOBHUTH)
ynonHomoueHHoro Ilpenctasurens Knmenta mpu goctyne u
pabore B Cucreme [ABO (mpuMmeHsieTcsl TpU HCIOIb30BaHUH
MPOCTON DIEKTPOHHOMN MOAIHNCH).

OnHopa3oBblii napoJjb - YHHUKaJIbHast
ITOCJIEI0BATEILHOCTD YHCIIOBBIX CHMBOJIOB, IPEIOCTABIIICMAs
bankom mo 3ampocy ymomHOMoueHHOro IIpencraBurens
KimenTta nmocpenctBom SMS-yBenomnennus Ha AOOHEHTCKUN
Homep  Kiwmenra (Ymomuomouennoro  IIpencraBurens
KiuenTa), BBesieHHE KOTOPOTO TPeOyeTCs YISl TOTOTHUTEIBHON
ayreHtudukanmu npu gocryne B Cucremy b0 mno Jloruny n

Cratnueckomy MapoJo, u/Mim JIOTIOJTHUTENIEHOTO
MMOATBEPKACHUA SHCKTpOHHBIX JTOKYMCHTOB npu
HCTI0JIb30BAaHUU YCUJIEHHOU HEKBaTH(PHUITIPOBAHHOMN
ONEeKTpOHHOW  TOMIWCH, W/WIA OO  TOATBEP KICHUS

DNEKTPOHHBIX JOKYMEHTOB IPOCTOU DIEKTPOHHOU MOANUCHIO.

Omnepatop YI0CTOBEpAOIIEr0 MEHTPa — pPabOTHUK
Banka, yrmomHOMOYECHHBIH Ha BBIAYy U OT3BIB CEPTH(PUKATOB
KITIO4ei DNEeKTPOHHOU MOJIITUCH (ycunenHoi
HEKBaIH(UITUIPOBAHHON ).

Oneparop Llentpa perucrpanun — paborHuk banka,

YHOJTHOMOYCHHBIH Ha pETUCTPALIHIO
Knuenra/ynonnomouennoro Ilpeacrasutens Kiuenta B
Cucreme J1bO.

OTBeTcTBeHHBI padoTHMK — paboTHUK baHka,
YIOJIHOMOYEHHBIH Ha MpoBeieHue naeHTudukanuu Kimenra u
ero ynosHoMmoueHHoro [IpencraButens, a Takke Ha MPUEM OT
Kimenta JOKyMEeHTOB, B TOM 4YHcCle 3asBICHHA OT
VYnonnomouennbix IlpencraButeneit Knmenta, B wmemsix
perucTpanuy, MOpeaoCTaBICHUA OOCTYNa W HCIOJIb30BAaHUS

Cucrempr JIBO KineHToM # €ro ymnoJHOMOYEHHBIMHU
[IpencraButenamu.
CraTuyeckuii napoJib - CeKpeTHas

MOCJIEJIOBATENbHOCTh CHMBOJIOB, KOTOpash H3BECTHA TOJBKO
YmnomaomouennoMy [lpeacraBurento Kimenra. CraTmdaeckwii
[Tapoins ucnonb3yeres ais Bxona B Cucremy JIBO u mo3BossieT
yOemuThcsl B TOM, YTO OOpaTHBIIEECS JIMIO SBISETCS
BIIQJIENbIIEM MpPEACTaBICHHOrO JlornHa — YMOIHOMOYEHHBIM
[IpencraButenem KnuenTa. [Ipu perucTpanuu

The Electronic Signature key is a unique sequence of
symbols designed to create an enhanced non-certified
Electronic Signature.

The Electronic Signature Verification Key is a
unique sequence of characters clearly associated with
the Electronic Signature Key and intended to verify the
authenticity of an enhanced non-certified Electronic
Signature.

Login is a unique sequence of symbols consisting of
Latin letters and numbers, which enables the Bank to
unambiguously identify the Client's Authorized Person
when accessing and working in the RBS System
(applied when using a simple Electronic Signature).

One-time password is a unique sequence of numerical
symbols provided by the Bank at the request of the
Client's Authorized Representative by means of SMS-
notification to the Client's Subscriber number (Client's
Authorized Representative), the introduction of which
is required for additional authentication when
accessing the RBS System using the Login and Static
Password, and/or for additional confirmation of
Electronic Documents when using an enhanced non-
certified Electronic Signature, and/or for confirmation
of Electronic Documents using a simple electronic
signature.

Certification Centre Operator is an employee of the
Bank authorized to issue and recall

Electronic Signature (Enhanced Non-Certified) Key
Certificates.

Registration Centre Operator is an employee of the
Bank authorized to register the Client/Authorized
Person of the Client in the RBS System.

Responsible employee is an employee of the Bank
authorized to perform identification of the Client and
its authorized representative, as well as to receive
documents from the Client, including Applications
from the Client's Authorized Persons, for the purpose
of registration, access and use of the RBS System by
the Client and its Authorized Persons.

Static password is a secret sequence of symbols,
which is known only to the Client's Authorized Person.
Static Password is used to login to the RBS System to
ensure that the applicant is the owner of the submitted
Login, a Client Authorized Person. Upon registration
of the Client's Authorized Person in the RBS System, a
Temporary Password shall be sent to the Subscriber
number of such person in the form of an SMS message
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ynonnomouenHoro [Ipeacrasutens Knuenra B Cucteme /IO
Ha AOOHEHTCKUI HOMEP TaKOTO JIMIIA BhIChLIaeTCS BpeMeHHbIH
napoib B Bujae SMS-cooOIlIeHUs, KOTOPBIA JIOJDKEH OBITh
m3MeHeH npu nepBoM Bxoae B Cuctemy JIBO. Cratmueckwii
[apoJib  IPHUMEHSAETCS] IOpU  UCHoJIb30BaHMM  IIpocToii
ONEeKTPOHHOU TTOIHCH.

Ipocras 3:1exkrponnast noanucsk (Ilpocras 311, IIDII)
- aHajor  coOcTBeHHOpy4HOW  moamucu  KimeHnra,
npeacTaBleHHbld B Buzge — OpHopa3zoBoro  mapois
(ompeneneHHON MOcCIe0BaTEIbHOCTH CHMBOJIOB, M3BECTHBIX
TOJNIbKO  ymonHomodeHHoMy  llpencraBuremo  KimmenTa,
mo3Bojsitonield  baHKy — OogHO3HAYHO — MACHTHU(HUITUPOBATH
(yctanoButs) ynonHoMmoueHHoro Ilpeacrasurens KinenTa npu
MOJNMCAHUH UM DJICKTPOHHBIX TOKYMEHTOB C HCIIOJIb30BaHUEM
Cucrewmsr JIBO). OnHOpa30BHIiA Tapos HaMIpaBisieTcss baHkoM
B BHIe SMS-cooOmeHuss Ha  AOOHEHTCKHII  HOMEp
ynoiaHoMoueHHoro [lpeacraButens KimenTa, ykasaHHbIM B
0a3e nmaHHBIX bBaHKa, B COOTBETCTBHH C MpeACTABICHHBIMU
Knuenrtom 3asBienunem Ha npuoOpereHue/msmeneHune bIl u
3asBneHneM / 3asBICHMEM Ha W3MEHEHHE aOOHEHTCKOTO
HOMEpa MOOWIIBHOH CBSI3H.

YnocroBepsiommii  LEHTP -  OpraHU3allMOHHas
cTpykTypa banka, npeaHazHaueHHas A ynpaBJICHHUs €AUHON
uHopacTpykrypoir Kiroueil mpoBepku DIeKTpOHHONW HOAIUCH
C 1enbio  obecredeHHs ~— IOPHOMYECKOH  3HAYUMOCTH
ONEeKTPOHHBIX JOKYMEHTOB M  KOHTPOJS  LEJIOCTHOCTH
HH(pOpMaLUH, 3alUIEHHON YCHJICHHOMN
HEKBAJTM(UIPOBAHHON DIEKTPOHHOM MOAIHUCHIO.

CepTuduKaT KJIIOYA TPOBEPKH  3JIeKTPOHHOM
NOANUCH — JOKyMEHT Ha OyMaXHOM HOCHUTENE H/WIM B
3JIEKTPOHHOM BHJIE, C YKa3aHHBIM B LIECTHAIATEPUYHOM BUJE
Kmrouom mposepku  OnekrpoHHoid noanucu — Kimenra,
MOATBEPXKIAOIIMNA  NpUHAUIe)kHOCTh  Kiltoua  mpoBepku
YCHJICHHOW HEKBATU(UIIMPOBAHHONH JJIEKTPOHHON MOANUCH
Bnanenblly Ceprudukata KiI04a TPOBEPKUA 3JIEKTPOHHOH

moanucd. Ceprudukar KiIo4Ya TMPOBEPKH  DJICKTPOHHOH
HONITMCH  JOJDKEH OBITh [OAMNMCAH €ro  BialeiibliaM
(ymomaomoueHasM [IpeacraButenem Kimenra).

CpeactBo MOATBEP:KIeHHS - YHUKAIbHAS

MOCJIEJIOBATEIBHOCTh  CUMBOJIOB, TIO3BOJISIFOIASL  CO3/1aBaTh
ONEeKTPOHHYIO MOJNUCH Ul MOATBEPKACHUS DJIEKTPOHHOTO
nokymeHTa. B kauectBe CpenctBa moarBepxkacHus B Cucreme
JAbO ucmonb3yloTcs: Ui CO3MaHMS MPOCTOM DIEKTPOHHOMH
moanucu — JloruH, Cratmueckuii mapons, OxHOpPa30BHIi
[apoJip; Uil CO3JAHUSl YCHUJIEHHON HEeKBaIU(HUIMPOBAaHHOH
ONEeKTPOHHOU MOAIUCHU Kirou YCHJIEHHOH
HEeKBaJIN(UIMPOBAHHON DIEKTPOHHON HOIMUCH.

Y1noaHoOMO4YeHHBIH IIpeacraBurenn
Kanenta/Ynonnomoyennoe Jsmno —  [IpeacraButens
Knuenra, sBisromuiics (U3NYECKUM JIMIIOM, yKa3aHHBIA B
3asBnennn Ha npuoOperenne/msmenenue bIl, 3assnenuu, a
taxxe B CeprudukaTe KI04a IPOBEPKU JICKTPOHHOIN HOANINCH
(mpy  UCHONIB30BaHMM YCWJICHHOW HEKBaJHM(PULIUPOBAHHON
DNEeKTpOHHOW TOMAMUCH), B TOM YHCIIE WMEIONINHA IpaBo
pacmopspKaThCsl JeHeKHbIMU cpeacTBaMu Kinenra Ha Cuere(-
ax).

to be changed upon the first login to the RBS
System. Static password shall be applied when using
Simple Electronic Signature.

Simple electronic signature (Simple ES, SES) is an
analogue of the Client's handwritten signature
presented in the form of a One-time password (a
certain sequence of symbols known only to the Client's
Authorized Person, enabling the Bank to
unambiguously identify the Client's Authorized Person
when signing Electronic Documents using the RBS
System). The One-time password shall be sent by the
Bank in the form of an SMS message to the Subscriber
number of the Client's Authorized Person indicated in
the Bank's database in accordance with the Application
for purchase/modification of the BP and Application /
Application for change of the mobile number
submitted by the Client.

Certification Centre is the Bank's organisational
structure designed to manage the unified infrastructure
of the Electronic Signature Verification Keys in order
to ensure the legal significance of the Electronic
Documents and control the integrity of information
protected by the enhanced non-certified Electronic
Signature.

Electronic Signature Verification Key Certificate is
a document in paper and/or electronic form with the
Client's Electronic Signature Verification Key
specified in hexadecimal form, confirming that the
Enhanced Non-Certified Electronic Signature
Verification Key belongs to the owner of the
Electronic Signature Verification Key Certificate. The
Electronic Signature Verification Key Certificate shall
be signed by the Client's owners (Authorized Person of
the Client).

Confirmation Tool is a unique sequence of symbols
that enables to create an Electronic Signature to
confirm the Electronic Document. The following are
used as Confirmation Tool in the RBS System: Login,
Static Password, One-time Password are needed for
creating a simple Electronic Signature; Enhanced Non-
Certified Electronic Signature Key is needed for
creating an enhanced non-certified Electronic
Signature.

Client Authorized Person/Authorised person is the
Client's representative who is a natural person
specified in the Application for purchase/modification
of BP, Application, as well as in the electronic
signature verification key certificate (when using an
enhanced non-certified electronic signature), including
the right to dispose of the Client's funds in the
Account(s).

ENCES (Enhanced Non-Certified Electronic
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YHOII (Ycnnennas HEeKBATU(PHUIUPOBAHHAA
DJIeKTPOHHAS MOANHUCH) - DIEKTPOHHAS MOMNCH, KOTOPAsL:

- MoJlyueHa B pe3ylbTare  KpUNTOTrpaduyeckoro
npeoOpa3oBanuss WHGOpPMAIMA C HCIONB30BAaHHEM KIIOYa
3JIEKTPOHHOM TOJIIUCH;

- MO3BOJISIET  ONPEIENIUTh
DNEKTPOHHBIA JOKYMEHT;

- MO3BOJISIET OOHAPYKUTHh (DAaKT BHECCHUSI U3MECHEHUH B
ONEeKTPOHHBIN TOKYMEHT II0CJIE MOMEHTA €T0 IOANNCAHMUS;

- CO3JaeTCsl C HCIOJIb30BAHUEM CPEACTB AJIEKTPOHHOU
MTO/IMTUCH.

JIAILO, IMOIIACABIIIEE

OKH (OyHKIUOHAJIBHBIN KJIIOYEeBOH HOCHUTE]b) -
TIEPCOHANBHOE CPEJICTBO CTPOTOH ayTEHTH(DHKAIINH 1 XPAHESHHU S
JMaHHBIX, almapaTHO MojanepKuBatomee padory c¢ Kirouom
ONEeKTPOHHOW  MOJANUCH,  MO3BOJISIONIEE  OCYLIECTBIISATH
MEXaHU3M JJIEKTPOHHOU MOJNUCH TaK, 4To Kittou DnekTpoHHOi
MOAMKICH HE MOKUJIACT IPECIbl HOCUTETIS.

2. OBIIME MOJIOKEHUS

2.1 Hacrosmuii  PermaMeHT — peryjaupyer  OTHOILICHHS
BO3HUKIINE B TMpoIlecce OKa3aHws baHkoMm yciyr mo
HoroBopy «HuTepHET-KimneHT», NpH NOAKIIOYEHUH U

Hcnoibp3oBaHnn  KimeHToOM H YIIOJIHOMOYEHHBIMH
[IpenctaButensmu Knuenta Cucremsl JIBO u saBnsercs
corJjlallleHueEM MEXKITY bankom u Knuentom,

OTIPEIEIISIONTIM TTOPSIOK U YCIOBUS B3aUMOJICHCTBUS TIPU
BBIITYCKE W MCTIOJB30BAHAN DJIEKTPOHHOM TTOIIHCH.

2.2 Hacrosmmii PermameHT sBiseTCS HEOTHEMIIEMOW W
COCTaBHOM wyacThl0 YcnoBuil baHKOBCKOro mnpoaykra
«JlucTaHoHHOE 0aHKOBCKOE oOciayxHuBaHHEe  C
ucnonb3oBanuem Cuctemsl JJBO».

2.3 Jns mopxmrouenuss Knuenta u YIOJIHOMOYEHHOTO

[Ipencrasurens Knmuenta k Cucteme JIBO u ee ucnonb3oBanms

VY0JIHOMOYEHHBIN IIpencraBurenn Kinuenra IOJKEH

npucoeuHuThess K IlpaBunam u  VYcioBusiM baHKOBCKOIro

nponykra «JlmcraHimonHoe OaHKOBCKOE OOCITYyXHBaHUE C

ucnoiszoBaHueM Cucrtemsl J[BO», a Takke K HacTOALIEMY

PernamenTy myrem moxanucanus 3asBieHus, GpopMa KOTOPOTro

ompenensiercss baHkoM W pa3MmelnieHa Ha  pecypce

https://131.ru/contracts u B oduce banka.

24 IIpu peructpanun YnoaaomouyeHHoro IlpencraBurens
Kmnenra B peectpax Cucremsr JIbO VYmomroModeHHOMY
IIpencraButento KimeHTa mpucBanBaeTCs PErvuCTPaIlMOHHBIN
HOMEp, KOTOpBIH yKa3bIBaeTCs B 3asBICHUM TakKoro JHMLA,
noyryueHHoM baHkoMm.

25 OOMeH DNeKTpOHHBIMH AOKYMEHTaMU Mex1y baHkom
u Kmuentom ¢ wucnomp3oBanmem  Cuctembr  JIBO
ocymiecTBisieTcst B pamkax [IpaBun (BKimrouas NMPHIIOKEHUS K
HUM), a Takke mnpuooOpereHHbIXx Kimentom baHKOBCKHX
IPOAYKTOB M MX YCJIOBHUM, OOCIIy>KUBAaHUE KOTOPBIX MOKET
OBITH OCYIIECTBIICHO ¢ UcTioIb30BaHreM Cuctemsl JJBO.

Signature) is an electronic signature that:

-was obtained as a result of cryptographic
transformation of information using the electronic
signature key;

-enables the person who has signed the Electronic
Document to be identified;

-enables to detect changes have been made to the
Electronic Document after it has been signed;

-is created using electronic signature tools.

FKM (Functional Keystock Medium) is a personal
means of strict authentication and data storage,
hardware-supported work with the Electronic Signature
Key, allowing the electronic signature mechanism to
be performed so that the Electronic Signature Key is
not out of the medium.

2. GENERAL PROVISIONS

2.1.  This Regulation controls relations arising in
the process of providing services by the Bank under the
Banking App Agreement, at connection and use by the
Client and Authorized Persons of the Client of RBS
System and is an agreement between the Bank and the
Client, defining the order and conditions of interaction
at issue and use of Electronic Signature.

2.2.  This Regulation is an integral part of the
Terms and Conditions of the Remote Banking Services
with RBS System Banking Product.

2.3. In order to connect the Client and the Client's
Authorized Representative to the RBS System, the
Client's Authorized Representative must accede to the
Terms and Conditions of the Remote Banking Services
with RBS System Banking Product and to the
Regulation by signing an Application which form is
determined by the Bank and can be found at
https://131.ru/contracts and in the Bank's office.

2.4.  Arregistration number is assigned to the
Client's Authorized Person, which is indicated in the
Application of such person received by the Bank when
the Client's Authorized Person is registered in the
registers of the RBS System.

2.5.  The exchange of Electronic Documents
between the Bank and the Client using the RBS system
is carried out within the framework of the Rules
(including their annexes), as well as the Bank's
products purchased by the Client and their terms and
conditions, which can be serviced using the RBS
system.

2.6.  The Client agrees that the Electronic
Documents of the Parties within the framework of the
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2.6 Knuent cormamaercs ¢ TeM, 4YTO OJIEKTPOHHBIE
nokymeHTsl Cropon B pamkax Cucrtems! JIBO mpusHaroTcs
ONeKTPOHHBIMU TOKYMEHTaMH, MOANNCAHHBIMU DJIEKTPOHHOM
MOAIKUCHIO (ITPOCTON WJIM YCHJICHHON HEKBAJIU(UIMPOBAHHON
(B 3aBucmmoctH OT BbeIOpaHHOTO CTOpOHOH cmocoba
MTOATIMCAaHNS JAOKyMEHTa M (YHKIHOHAIBHBIX BO3MOXKHOCTEH
Cucremsr 1BO)), u sSBIArOTCS paBHOZHAYHBIMH JOKYMEHTAaM Ha
OyMaXKHBIX HOCHTENSAX, MOJIHUCAHHBIMH COOCTBEHHOPYYHOM
NOJNHMCBI0  yHoJHOMOueHHoro  juua  CTOpOHBI |
CKpEIICHHBIMH e4aThi0 Takoi CTOPOHBI (IIpH HAIMYUH ).

2.7 OnHOW  3ANEKTPOHHOM  MONNHMCHI0O MOTYT  OBITh
MOJMKCAaHBl ~ HECKONBKO  CBSI3aHHBIX ~ MEXAy  CO0oii
ONEeKTPOHHBIX JIOKyMEHTOB (maxet ONeKTPOHHBIX
nokyMeHTOB). llpm moamwmcannu OIEKTPOHHOW TIOIIMTHUCKHIO
MakeTa dJIEKTPOHHBIX JOKYMEHTOB KaXKIbId M3 DIEKTPOHHBIX
JOKYMEHTOB, BXONAIIMX B  JTOT TMAaKeT, CYUTAeTCs
MOJMUCAHHBIM DJIEKTPOHHON MOAMKMCHIO TOTO BUAA, KOTOPOH
MOAIHUCAH MaKeT DIEKTPOHHBIX JOKYMEHTOB.

2.8 CropoHBI MpHU3HAIOT B KayecTBE E€IMHON IIKaJbl
Bpemenu npu pabdore B Cucreme IO MecTHOE BpeMs 110 MeCTy
pacmoyiokeHusl Toapa3ne’eHns baHka, 00CTyKHBArOIIEro
Knuenrta. KoHTpONBHBIM SBISETCS BpeMs CHCTEMHBIX YacOB
arnmapatHbIx cpeacTB baHka.

2.9 KimenT o0s3yercss obecrieunts AOMycK K pabore u
padory B Cucreme JIbBO TOIBKO YMOITHOMOUYEHHBIX
[IpencraButeneii Knuenra.

2.10  Hcnomwsszys Cucremy JBO Kiment mnpuobperaer
BO3MOYHOCTb:

° ®opmHpoBaTh, HOANUCHIBATE DJIEKTPOHHON MOIHCHIO
U HanpasiATh B baHK miarexHsble (pacueTHbIE) TOKYMEHTHI, B
COOTBETCTBHHU C 3aKOHOAATeNbCTBOM Pocculickoit denepanuu,
B TOM YHUCJE IJIATE)KHBIE MOPYYEHUS, B LEJAX COBEPIICHUS
onepanui 1mo oTkpeIThiM B banke Cuetam Kinuenra;

° dopmHpoBaTh, HOJNUCHIBATE DJIEKTPOHHON MOIHCHIO
U HalpaBJATL B bank 3alpoCbl Ha OT3bIB IUIATCKHBIX

(pacueTHBIX) JOKYMEHTOB, B TOM HYHCIE IUIATEKHBIX
[IOPYYEHUH, paHee NepelaHHbIX B baHk;
° [lony4ats or banka Bbimucku mo Cuery(-am) B BuAe

DNEKTPOHHBIX JIOKYMEHTOB, cojepkanme WHpopManuo o0
omeparysaxX, COBEPIICHHBIX MO OTKphITOMY(-biM) B banke
Cuety(-am) Kimenra;

° dopMupoBaTh, HANPABJIATh M TONyYaTh B/OT baHka
nHpopMaruio cBobomHOro (popmara B BHAE OINEKTPOHHBIX
JOKYMEHTOB (B TOM WYHCIE CIYXeOHO-MH(DOPMAIMOHHBIX
COOOIIICHHI), COIJIaCHO (hyHKIIMOHATBHO-TEXHUYSCKUM
Bo3MoxkHOCTsIM Cuctemsl J1BO;

° DopMUpOBaTh, MOITNCHIBATH DIIEKTPOHHOMH
MTOAIMCHIO, HAMIPABIATh U MONyYaTh B/OT baHka DnekTpoHHBIE
JOKYMEHTBI, B COOTBETCTBHHM C YCIOBHSMH OTIEIbHBIX
3aknroyeHHbIXx CtopoHamu J{OroBOpOB O NpeaOCTaBICHHUU
0aHKOBCKOT'0 TIPOAYKTa, cornacHo [IpaBunam.

211 TIlpm mnony4yeHWH ODIEKTPOHHOrO JOKyMeHTa baHK
MIPOU3BOIUT IIPOBEPKY:
1. ynocTBepeHHE MpaBa PACHOPSKEHUS JAECHEKHBIMH

RBS System shall be deemed to be the Electronic
Documents signed by the Electronic Signature (simple
or enhanced non-certified (depending on the method of
signing the document chosen by the Party and the
functionality of the RBS System)) and shall be
equivalent to the paper documents signed by the
handwritten signature of the authorized person of the
Party and sealed of such Party (if any).

2.7.  Asingle electronic signature can be used to
sign several linked electronic documents (eDocs
package). Each of the Electronic Documents in that
Package is considered to be the Electronic Signature of
the type to which the Electronic Document Package is
signed when the Electronic Signature of an Electronic
Document Package is signed.

2.8.  The Parties shall recognise the local time at the
location of the Bank's customer service unit as a
uniform time scale when operating the RBS System.
The reference time is the system clock of the Bank's
hardware.

2.9.  The Client shall ensure that only the
Authorized Persons of the Client are allowed to work
in the RBS System.

2.10. By using the RBS System, the Client gains an
opportunity:
. To form, sign and send to the Bank payment

(settlement) documents in accordance with the
legislation of the Russian Federation, including
payment orders, for the purpose of performing
transactions in the Client's Accounts opened with the
Bank;

. To form, sign and send to the Bank requests
for withdrawal of payment (settlement) documents,
including payment orders previously submitted to the
Bank;

. To receive from the Bank statements of the
Client's account(s) in the form of electronic documents
containing information on transactions carried out on
the Client's account(s) opened with the Bank;

. To form, send and receive free format
information from/to the Bank in the form of electronic
documents (including service and information
messages) in accordance with the functional and
technical capabilities of the RBS System;

. To form, sign with Electronic Signature, send
and receive electronic documents to/from the Bank in
accordance with the terms and conditions of individual
Agreements concluded by the Parties on provision of a
banking product in accordance with the Rules.

2.11.  Upon receipt of an Electronic Document, the
Bank performs an inspection:

1. certification of the right to cash dispose (ES
verification, request for individual client's payments of
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cpeactBamu (mpoBepka Oll, 3ampoc 1o OTAETBHBIM
IIaTekaM KJIMEHTa JOTOJHUTEIBHOTO TOATBEPKACHHUS);
2. KOHTpPOJIb LIEJIOCTHOCTH (HEM3MEHHOCTH) PEKBU3UTOB
TJIaTEeKHOTO IOPYUYCHHUS;
3. CTPYKTYpHBIM KOHTPOJb (TIpOBEpKa YCTAaHOBJICHHBIX
PEKBU3UTOB U MAaKCUMAaJIbHOTO KOJIMYECTBA CUMBOJIOB B
pekBusnTax I1I1);
4. KOHTPOJIb 3HAUEHUI PEKBU3UTOB;
5. KoHTpone J0OCTaTOYHOCTH [EHEXKHBIX CPEICTB.
IIpu BBISIBIEHUH OTPULIATEIBHOIO PE3yJIbTaTa IIPOBEPKU
1060T0 u3 BBIIIEYKa3aHHBIX 00CTOSITENBCTB
nonyueHHbI DJ1 cepBepHoii yacThio Cuctems! /IbO He
MPUHAMAETCS W JAaHHBIA pe3yJbTaT (dIEKTPOHHAs
KBUTaHIIMS) aBTOMaTH4YeCKH Hamnpasisercs Kiuwenry, a
NopydeHue, conepxaumeecss B HeMm, baHkom He
WCTIOJHSAETCSL.
212  ®opmar DIEKTPOHHBIX JOKYMEHTOB OIpEAEICTCS
(YHKIHMOHATBHO-TEXHUYECKUMUA BO3MOXKHOCTSIMH ~ CHCTEMBI
JBO, skpannoii ¢opmbl kimeHTckoi wactu Cucremsl JBO.
Kaxxaprit DnekTpoHHbIN TOKYMEHT, HarpaBisgeMslii Kiuentom
B bank ¢ uconszoBannem Cuctemsl JIBO, momken coaepxaTh
ONEKTPOHHYIO TOANUCh YTonHoModeHHOTO [IpeacraBurens
Knuenra. Dnextponnas noanuck KiueHTta, comepkamiasicsi B
OnekTpoHHOM JOKyMeHTe KimeHTa, moATBepKIaeT aBTOPCTBO
VYnonnomouenHoro Ilpencrasurens Kimenta wu  sBigercs
CPEJICTBOM MIPOBEPKHU HEU3MEHHOCTH COZEpIKaHus
DNEeKTpOHHOTO JOKyMEHTa, TaKk Kak JIio0oe M3MEHEHHe
ONEeKTPOHHOTO  JIOKYMEHTa, TIIOCJié  €ro  IOANHCAHUS
OneKTpOHHON MTOATHUCHIO, HapyIaeT HEJIOCTHOCTD
ONEKTPOHHOU TTOIIHCH.

2.13  DnexTpOHHBIA JOKYMEHT JOJDKCH OBITh 3aBEepeH
ONEeKTPOHHOW  MOAMMCHIO  TOJBKO  YIOJIHOMOYEHHBIX
[IpencraButeneit KnueHnrta, uMeonmx MpaBo pacHOpsHKEHUS
JNeHeXHBIMH cpenctBamu  Ha Cuere (O  IUIATEKHBIX
(pacueTHBIX) DIEKTPOHHBIX JOKYMEHTOB), TaHHBIE O KOTOPBIX
yKa3aHbl B 3asBICHUU Ha mpHoOpeTcHHMe/m3MeHeHne bII u
3asBrneHun. Ecau DIEKTpOHHBIA IOKYMEHT, IOJDKEH OBIThH
MOANMCAH HECKOJNBKAMH TOJMUCAMH Y TIOJHOMOYEHHBIX
[IpencraButeneii Knuenra, B COOTBETCTBUM C 3asiBJICHUEM Ha
npuobperenne/usmenenne  bIl/Kaproukoit ¢ oOpazuamu
noAmucel U oTTUCKOM Ieyatu U CorjiameHueM O COYeTaHHU
noamuceit k KOII, OneKTpoHHBIN TOKYMEHT 3aBEpSIETCS
KaxabIM U3 YnonHoMmoueHHbIX [IpencraButeneit Kinvenrta - o
OJTHON DJIEKTPOHHOW IOATMCH W3 TIEPBOW W BTOPOH TPYIIIIBI
OAIHUCEN.

2.14  Cucrema JIBO aBTOMaTH4ECKH OTOOpayKaeT CBEACHHUS O
TeKymeM JdTame o0pabotku Kimentom w/mnm  bankom
DNEeKTPOHHOTO  JIOKYMEHTa, MOCPEJICTBOM  IPUCBOCHHUS
DNEeKTPOHHOMY JIOKYMEHTY ONPEACICHHOrO CTaTyca M €ro
W3MEHCHUHU.

2.15 Cucrema mnpucBauBaeT OJCKTPOHHBIM JOKYMEHTaM
CIIETyTOIINE CTATYyCHI:
° «Co3manm» - mnpucBaWBaeTCsl TMpPU CO3JAAHUU U

additional confirmation);

2. integrity control (invariability) of payment
order details;

3. structural control (checking the established
details and the maximum number of symbols in the
BGO);

4, control of references details;

5. control of cash adequacy. Upon detection of an

adverse effect of any of the above circumstances, the
received data by the server part of the RBS System
shall not be accepted and this result (electronic receipt)
shall be automatically sent to the Client, while the
Bank shall not execute the order contained therein.
2.12.  The format of Electronic Documents is
determined by the functional and technical capabilities
of the RBS System, the screen form of the RBS Client
Part. Each Electronic Document sent by the Client to
the Bank using RBS System must contain the
Electronic Signature of the Client's Authorized Person.
The Client's Electronic Signature contained in the
Electronic Document of the Client confirms the
authorship of the Client's Authorized Person and is a
means of verifying the immutability of the Electronic
Document content, as any modification of the
Electronic Document after its signature with the
Electronic Signature violates the integrity of the
Electronic Signature.

2.13. The Electronic document must be certified by
the Electronic Signature only of the Client's
Authorized Persons who have the right to dispose of
funds in the Account (for payment (settlement)
Electronic Documents), the details of which are
specified in the Application for purchase/modification
of BGC and the Application. If the Electronic
Document must be signed by several signatures of the
Client's Authorized Persons, in accordance with the
Application for purchase/modification of the
BGC/Banking Sample Signatures and seal card and the
Agreement on combination of signatures to the BSS,
the Electronic Document shall be certified by each of
the Client's Authorized Persons, one of the Electronic
Signatures from the first and second groups of
signatures.

2.14. The RBS system automatically displays
information about the current stage of processing the
Electronic Document by the Client and/or the Bank by
assigning a certain status to the Electronic Document
and changing it.

2.15. The system assigns the following statuses to
Electronic Documents:

. Created is assigned when a new document is
created and saved by the Client.
. Waiting for signature is assigned to the

27




COXPaHEHUU HOBOTO JJOKyMeHTa KimeHToM.

° «OsKuMaaeT MOAMUCH» - TIPHUCBAWBAETCS JOKYMEHTY
Mocjie €ero CO3AaHWs W COXpaHEHHWs, J0 MOJNHCAHUA
YnonnomoueHHsIM [IpeactaBurenem Kiuenra.

. «Ilopmucan» - mpucBaMBaeTCs JAOKYMEHTY IIOCHe
MPOCTABIICHUS] HEOOXOANMOI0 Ynciia DIEKTPOHHBIX MOJIHCEH
YnonnomouenHsIM(-1) [IpencraBurenem(-amu) Knuenra.

. «OTnpaBjieH B 0aHK» - NPUCBAUBACTCA JOKYMEHTY
OpU TPOXOXKICHUH KOHTPOJIS COOTBETCTBUSI KOJIMYECTBA
MOJNKCEH 3asBICHHOTO B OaHKe..

° «IlpuHAT» - TpHUCBaWBaeTCs NOKYMEHTY IIOCIIE €ro
npuHATHS BaHKOM K HCTIOTHEHUIO.

. «Omnaven» - NpHUCBaMBaeTCi JOKYMEHTY IOCHE €ro
ucnojHeHust bankoM (B TOM 4ncIie OCIIe CIMCAHNUs AEHEKHBIX

cpenctB co Cuera KimeHnta Ha OCHOBaHMHM JaHHOTO
JTIOKYMCHTA).
. «OTKa3aH» - IPUCBANBACTCS JOKYMEHTY €CIIH IMJIaTEeX

ObUT OTKIIOHEH baHKOM JMOO TpH TMOMNBITKE CO3AATh ILIATEX
MPOM30IILIa OIIHOKA.

° «AHHYJIHPOBaH» - TIPUCBAWUBACTCSA JOKYMCHTY, HE
MIPOIIEIIIEMY TPOBEPKY IO MPUYMHE €r0 HECOOTBETCTBHSI
TpeOOBAHUAM, YCTaHOBIICHHBIM TIEHCTBYIOIITM
3aKoHOJaTenbCTBOM Poccuiickoii ®epepanuu, IlpaBumnam,
YCIOBUSM  3aKJIIOYEHHBIX  CHIEJIOK O  MPHOOpETeHHH
bankoBckoro mpoaykra, PernmameHTa WM HMHBIX Clydasx
(Hanmpumep, mpu HEAOCTATOUYHOM OCTATKE CPEJICTB HA CUETE IS
OCYIIECCTBJICHHUS TIATEXa U JIp.).

o «3anponieH 0T3bIBY» - IPUCBANBACTCS DJICKTPOHHOMY
JIOKYMEHTY, 10 KoTopoMmy KimeHT co3man 3ampoc Ha OT3BIB
mIaTexa.

° «OTo3BaH» - TIPUCBAMBACTCA JOKYMEHTY IIOCIIE
WCIIOJTHCHMS 3aIIpoca Ha OT3hIB IOKYMEHTA.

2.16  Co3maHHBIN M MONMUCAHHBIA DJIEKTPOHHON MOITHCHIO
OnexTpoHHBIH JoKymMeHT KimeHT ormpasiser B baHk ¢
ucnonb3oBanuem Cuctemsl JIBO.

2.17 baHK OCYIICCTBIIET TMPOBEPKY IOJIYYCHHOTO OT
Knuenta OneKTpoHHOro [MOKYMEHTa W TPUHHUMAeT €ero K
WCIIOJHCHHUIO TP YCJIOBUU TIOJNOKHUTEIHLHOTO pe3yibTaTa
TIPOBEPKH.

2.18 PesynpraTr TpOBEpKHM  DIEKTPOHHOTO
CUMTAETCS MOJ0KUTEIBHBIM, €CIIH OH:

° OdbopMIIEGHB  COOTBETCTBHH  C
3aKOHOJATENbCTBOM Poccuiickoit @enepanuu;
° OdopmiieH B COOTBETCTBHM C  HOPMATHBHBIMU
nokymeHntamu banka Poccun u TpeboBanusmu banka;

JIOKyMEHTa

JIEUCTBYIOILIM

. OdopMIICHB  COOTBETCTBHM C  TPcOOBAaHUAMH,
YCTaHOBJICHHBIMH 3aKIItoueHHBIMH CTOpOHaMH CJENIKaMH, B
cootBeTcTBHH C [IpaBuiamu, u HacTosmuM PermamenToMm;

° 3aBepeH HaJIexKalen (Haamexammmu)
ONEeKTPOHHOU(-BIMH) TTOANMUACHIO(-SIMH) Y TTOJTHOMOYEHHOTO(-
biX) IIpencraButens(-eit) Kimmenra, nmeromero(-ux) mpaBo Ha
pacmopspkeHue JIeHeXKHbIMH cpeacTBamu Ha Cuere (s
IJIATeXKHBIX  (PacdyeTHBIX)  DJIEKTPOHHBIX  JIOKYMEHTOB),
ONEeKTpOHHBIE TOJIIMCH MPONUIM TPOoBepKy B baHke Ha

document after its creation and preservation, until it is
signed by the Client's Authorized Person.

. Signed is the status assigned to a document
after the Client's Authorized Person(s) has submitted
the required number of Electronic Signatures.

. Sent to the bank is assigned to a document
when passing the control of compliance of the number
of signatures declared in the bank.

. Accepted is assigned to a document after it
has been accepted by the Bank for execution.
. Paid is assigned to a document after its

execution by the Bank (including after debiting the
Client's Account based on this document).

. Refused is assigned to a document if a
payment has been rejected by the Bank or an

error has occurred when attempting to create a
payment.

. Cancelled is assigned to a document that has
not been audited because it does not meet the
requirements established by the current legislation of
the Russian Federation, the Rules, the terms and
conditions of transactions for the purchase of the
Bank's Product, Rules or other cases (e.g., if the
account balance is insufficient to make a payment,
etc.).

. Requested withdrawal is assigned to the
Electronic document on which the Client has created a
withdrawal request for payment.

. Withdrawn is assigned to a document after a
request to withdraw a document has been made.

2.16. The Client shall send the Electronic Document
created and signed by the Electronic Signature to the
Bank using the RBS System.

2.17. The Bank shall verify the Electronic Document
received from the Client and accept it for execution
provided that the verification result is positive.

2.18. The result of an inspection of an Electronic
Document is considered positive if it is:

. Registered in accordance with the current
legislation of the Russian Federation;
. It was executed in accordance with the

regulatory documents of the Bank of Russia and the
Bank's requirements;

. Registered in accordance with the
requirements established by the transactions concluded
by the Parties in accordance with the Rules and these
Rules;

. Certified by the appropriate Electronic
Signature(s) of the Authorized Person(s) of the Client
who has the right to dispose of funds in the Account
(for payment (settlement) Electronic Documents), the
Electronic Signatures have been verified by the Bank
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KOPPEKTHOCTb.

219  DnexTpoHHBIE ~ JOKYMEHTH,  O(QOpPMIIEHHBIE  C
HapylleHHeM TpeOOBaHUi, MpHEMy HE TMOJUIeKaT, TaKUM
DNEeKTPOHHBIM JOKYMEHTaM MpUCBanBaeTcs cratyc B Crucreme
JBbO «AHHYIUPOBaHY.

2.20 KiweHT MOKeT O0T03BaTh IepelaHHbli B BaHk
DNEeKTPOHHBIN JOKyMEHT, B COOTBETCTBHH C TPEOOBaHUSMHU
3aKoHoJaTeasrcTBa Poccuiickorr denepainuu, 3aKIOUYEHHBIX
CropoHaMu CJENOK, TpaBHIIAMH COBEPIICHUS OIepanui, C
ucnons3oBanrem Cuctembl J[BO. Oto3BaHbl MOTYT OBITH
TOJIBKO HCUCIIOJIHCHHBIC SHGKTpOHHLIC JOKYMCHTEBI, KOTOPLIC
He jgomuu 1o cratyca «Ormauen». Ecnu 3ampoc Ha OT3BIB
HUCIIOJIHCH, 3HGKTpOHHOMy JOKYMCHTY IPpHUCBAUBACTCA CTATyC
"Oro3Ban." B ciy4ae HEBO3MOXHOCTH NCTIOTHEHHS 3aIipoca Ha
OT3BIB, DIEKTPOHHOMY JOKYMEHTY BEPHETCS CTAaTyC, B KOTOPOM
DNeKTPOHHBI MOKYMEHT HaXOmWiIca A0 o0paboTkn bankom
3arpoca Ha OT3bIB.

2.21  Kumenr CaMOCTOSITETILHO KOHTPOJIUPYET
(OTCNeKMUBAET) ATAIBI M PE3yNIbTaThl 00pPaOOTKH OTIPABIEHHBIX
B baHk DNeKTpOHHBIX [JOKYMEHTOB B COOTBETCTBYIOIIUX
pasnenax Cuctemsl J1bO.

2.22 bauk u Kmment obmenuBarorcs mo Cucreme JJBO
CIICYIOMMMH DJEKTPOHHBIMU JOKYMEHTaMHU: - IIJIATE)KHBIE
MOPYYCHNS;

- 3aIPOCHI Ha OT3BIB IOKyMEHTA;

- MIPOM3BOJILHBIC JJOKYMEHTHI (MHBIE TOKYMEHTHI WM THChMA,
COCTaBJICHHBIE B IPOU3BOJIEHON (opme);

- BBIIKCKH, coJiepKaline HHHOPMAIIHIO O ABUKEHUHU CPEICTB
MO CYeTaM.

3 MNOPSAJOK NOAKJIIOYEHMUS KJIMEHTA K
CUCTEME JUCTAHIIMOHHOT' O
BAHKOBCKOI'O OBCJIYKUBAHUA

3.1 ITopsinok perucrpanuu YII0ITHOMOYEHHOIO
[Ipencrasurens Kimmenta B Cucteme JIbO:
3.1.1 TIlon peructparueit YTI0THOMOYEHHOTO(-BIX)

[IpencraButens(-eit) Knmenta moHWMaeTcs BHECEHHE B
peectpel Cuctemsl JIbO peructpanuoHHoil mHpopManuu o
TakoM  June(-ax), HA  OCHOBaHMHU  3asiBICHUS O
npuobperennn/nzmenennu BI1, 3asBnenus.

3.1.2 Tlomaua YnomHomoueHHsiM [IpencraBurenem Kiuenrta
3asBIEHNS OCYIIECTBISAETCS KaXKIbIM TAaKHUM JIMIOM JWYHO,
myTeM oOpamenus K OTBETCTBEHHOMY pabOTHHKY IIO
opuandeckoMy anpecy banka B Teuenne OrmepalimioHHOTO
BpeMeHu banka.

3.1.3 [IIpu npueme 3asBnenuss OTBETCTBEHHBIH pPaOOTHUK
UICHTUDUITUPYET YNOJHOMOYEHHOTO IIpencraBurens
Knuenra, ¢ MCHonb30BaHHEM JOKYMEHTA, YIOCTOBEPSIOLIETO

for correctness.

2.19. Electronic documents executed in violation of
requirements shall not be accepted, such Electronic
documents shall be assigned a Cancelled status in the
RBS System.

2.20. The Client may revoke the Electronic
Document submitted to the Bank in accordance with
the requirements of the legislation of the Russian
Federation, the transactions concluded by the Parties,
the rules of transactions using the RBS System. Only
non-executed Electronic Documents that have not
reached the Paid status may be withdrawn. The
Electronic Document is assigned the Withdrawn status
if the request for withdrawal is executed. If a
revocation request cannot be executed, the Electronic
Document is returned to the previous status of the
Electronic Document when the Bank processed the
revocation request.

2.21. The Client shall independently control
(monitor) the stages and results of processing the
Electronic Documents sent to the Bank in the relevant
sections of the RBS System.

2.22. The Bank and the Client shall exchange the
following Electronic Documents on the RBS System:
- payment orders;

- requests for withdrawal of the document;

- arbitrary documents (other documents or
letters drawn up in any form);

- statements containing information about the
movement of funds in the accounts.

3. PROCEDURE FOR CONNECTING THE
CLIENT TO THE REMOTE BANKING
SERVICE SYSTEM

3.1.  Registration procedure Authorized Person of
the Client in the RBS System:

3.1.1. Registration of the Client's Authorized
Person(s) means entry of registration information about
such person(s) into the registers of the RBS System on
the basis of the Application for purchase/modification
of the BP, Application.

3.1.2.  Application submitted by the Authorized
Person of the Client is made by each such person
individually by applying to the responsible employee
at the legal address of the Bank within the Bank's
Operational Time.

3.1.3. The responsible employee identifies the
Client's Authorized Person using the Client's identity
documentl when accepting an Application. The
responsible employee has the right to request and the
Client's Authorized Person has the right to submit other
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JIMYHOCTH TochenHero’. OTBETCTBEHHBII pabOTHHK BIIpaBe
3ampocuTh, a YmnonHoMmodeHHblll IlpeactaButens Kuenta
JIOJDKEH TPEJCTaBUTh UHBIC JOKYMEHTBI, HEOOXOIUMBIC JIISI €T
Wnentuduxanmu, B TOM YUCIIC JOKYMEHTBI, TIOITBEPIKIAFOIINE
npejicTaBieHHble B baHk cBeeHUSI.

3.1.4 3assnenue YII0THOMOYEHHOTO IIpencraButens
Knuenra npunumaetrcs OTBETCTBEHHBIM PaOOTHHKOM IOCIE
npoBeneHuss  Mnpentudukanmu — takoro  I[IpencraButens

KnuenTa, 0 ueM npocTaBisieTCsl COOTBETCTBYIOIIAs OTMETKA Ha
3asBneHnd. baHk BhpaBe oTkazaTh B mpHeMe 3asBieHus 0e3
OOBSCHEHHsS TMPUYMH Takoro oTkaza. OTkaz B TpueMe
3asBieHNs BIIEYET OTKA3 B PETHUCTPAIH YIIOJTHOMOYEHHOTO
[Ipencrasutens Kimmenra B Cucteme J1BO.

3.1.5 B mpomecce o00paborkm 3asBieHUs, IOCIE €ro
npunATHs bankom, Oneparop LienTpa peructpanun:

° BBITIOJTHSIET PETUCTPALIMOHHBIE IEHCTBUS TI0 BHECEHUIO
peructpaunonHoi uadopmammu B peectpbl Cuctemsl JBO;

° ¢dbopmynupyeT u 3aHocuT B peectpsl Cucremsr J[bO
CIICITUATHHYO MTapOoJILHYIO dbpazy (Bompoc/oTBET),
UCHOJB3YEMYI0  JUIi  JOMOJHUTEIBHOH  HICHTH(HKaLUK
(ayrenTudurauun)  YnonHomoueHHoro  IlpeacraBurens
Kinenra;

) npu BeiOOpe Kimentom mertoga pabotsl B Cucreme
JAbO c¢ wucnosibp3oBaHWEM MPOCTOM OIEKTPOHHOM TOAMUCH
HaIpaBJseT Ha YKa3aHHBIH B 3asBIeHUN Ha
npuobperenne/m3menenne bll u 3asBrnenun AOOHEHTCKHUI
HoMep YmnonHomoueHHoro IlpencraButens Kiuenta naHHbie
st nepBoro Bxoaa B Cucremy JJBO — Jlorun u BpemeHHBbII
[apoJIb.

IIpu Be1OOpe Knmentom meronma paborsl B Cucreme [BO c
HCII0JIb30BAaHUEM YCUJICHHOU HEKBaMMUIMPOBAaHHOM
DNEeKTPOHHOU MOAHCH:

OmepaTop Y IOCTOBEPSIIOIIETO IICHTPA:

° [OoCJ€ BBINOJHEHHWS YKa3aHHbIX B pasgeine 4
PernamenTta neicTBuii, noarotaBiuBaeT OYHKIIMOHAIBHBIN
KJIIOYEBOM HOCUTENb M IOMEIIAeT €ro B  YIMAaKOBKY
YCTaHOBJICHHOTO baHkOM o00pasia, OKJIeMBaeT CHEIHaTbHOU
HaKIeHKkoW ans  oOecredeHUus] BO3MOXHOCTH — KOHTPOJIS
LIETOCTHOCTH yIIaKOBKY;

° mepesacT  JOJKHBIM obpazom YIIaKOBaHHBIH
OYHKITNOHABHBIN  KIIOYeBOW HOCHTENTb OTBETCTBEHHOMY
paboOTHHKY [UTS Iepeaayd yrnoimHoMoueHHoMmy [Ipeacrasurento
Knuenra.

3.2 ®akt mnepenaun DyHKIMOHAIBHOTO  KIIFOUEBOTO
HOCHUTEJNSI, a TaKKe LETOCTHOCTh YIMAKOBKH IOATBEPKIACTCS
COOCTBEHHOPYYHOMH MO CHIO VII0JIHOMOYEHHOI0
[Ipencrasurenst KimuenTa B akte o ero nmoixydennu. @opma Axra
ompenenseTcss baHKoM W pa3MeleHa Ha - pecypce
https://131.ru/contracts u B oduce banka. B ciiyuae Hapymenus
LEJOCTHOCTH  YMakoBKH  (DyHKIIMOHAIBHOTO  KIIFOUYEBOTO
HocuTens YnonHomoueHHbIH [IpeacraButens Knuenta nomken

documents required for the Client's Identification,
including documents that confirm the information
submitted to the Bank.

3.1.4. The application of the Client's Authorized
Person shall be accepted by the responsible officer
after the Identification of such Client's Representative
has been carried out and a corresponding mark shall be
made on the Application. The Bank may refuse to
accept an Application without explaining the reasons
for such refusal. The refusal to accept an Application
results in the refusal to register the Client's Authorized
Representative in the RBS System.

3.1.5. During the Application processing, after its
acceptance by the Bank, the Registration Centre
Operator:

° performs registration actions to enter
registration information into the RBS system registers;
° formulates and enters into the registers of the

RBS System a special password phrase
(question/answer) used for additional identification
(authentication) of the Client's Authorized Person;

° sends Login and Temporary Password for the
first log in to the RBS System to the Client's
Subscriber number of the Client's Authorized
Representative Subscriber specified in the Application
for Purchase/Change of BP and Application when the
Client chooses a method of working in the RBS
System using a simple Electronic Signature.

When the Client chooses a method of work in the RBS
System using an enhanced non-certified Electronic
Signature:

Operator of the Certification Centre:

° prepares the Functional Key Carrier and places
it in the packaging of the sample set by the Bank,
sticks a special sticker to ensure that the integrity of the
packaging can be monitored after performing the
actions specified in section 4 of the Rules;

° hands over a properly packaged Functional
Key Carrier to the Responsible Officer for handing it
over to the Client's Authorized Person.

3.2. The fact of transfer of the Functional Key
Carrier as well as the integrity of the packaging is
confirmed by the handwritten signature of the Client's
Authorized Person in the act of receipt. The form of the
Act is determined by the Bank and is available at
https://131.ru/contracts and in the Bank's office. The
Client's Authorized Person must indicate this in the Act
if the integrity of the Functional Key Carrier packaging
has been compromised. The Parties have determined
that the integrity of the Functional Key Carrier

1 passport or other identification document in accordance with the laws of the Russian Federation. / [Tacriopr wiu uroit
JIOKyMEHT, yJIOCTOBEPSAIOLINNA JUYHOCTh B COOTBETCTBUHU C 3aKOHOAATENbCTBOM Poccuiickoit @enepauumu.
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yka3atb 00 3ToM B Akre. [Ipu OTCYTCTBHM COOTBETCTBYIOIIEH
oTMeTKU B AKTe, CTOPOHBI ONPENEINIIN CUUTATh LEJIOCTHOCTh
ynakoBkM ~@DYyHKIMOHAJIBHOTO KIIIOUEBOI'O HOCUTENSL HE
HapymeHHoi, a cam ®KH Haiexanmm o0pazoM MoTydeHHBIM
YnonnomoueHHbIM IIpeacrasurenem Kinuenra.

3.3 Ynonnomouennslit IlpencraBurens Kimenrta npu
ucnoib3oBanun Cuctemsl IBO u oOMeHe DIeKTPOHHBIMH
JOKyMEHTaMH 4Yepe3 Hee BIpaBe HCIONb30BaTh YKa3aHHBINA B
3asBieHnn Ha mnpuoOpereHue/m3menenue bIl u 3asBieHuun
Merosl  paboThl  (CrOCOO — MOANMHUCAHUS  DJICKTPOHHBIX
JOKYMEHTOB, C y4YeToM (DYHKIIMOHAIBHBIX BO3MOXKHOCTEH
Cuctems! JIBO): ¢ WCIIONB30BAaHUEM IPOCTOM DIIEKTPOHHOM
TTOTTHCH o0 YCHIICHHOH HEKBaTH(PHUITMPOBAHHOMN
DNeKTpOHHOHM MOIMKCH, C YUYETOM yCTaHOBJIEHHBIX B CHcTeme
JABO orpaHuueHUl AN OTACNBHBIX KaTeropuil DNEKTPOHHBIX
JOKYMEHTOB.

3.4 KnuenT cunrtaercs noakmodeHHBIM kK Cucteme JIBO, a
YHOoIHOMOYEHHBIHI IIpencraButens Knuenra AMEET
BO3MOYKHOCTH ITONTh30BaThCs Cuctemoii 1bO npu HaCTyIUICHUH
CJICTYIOMINX COOBITHIA:

- IpU HCMOJIB30BAHUM MPOCTOM SIEKTPOHHOW MOAMHUCH C
MOMEHTa perucTpauuud YnoiHomoueHHoro IlpencraBurens
Knuenrta B Cucreme IBO, n HampaBneHnu Ha AOOHEHTCKHH
HOMep Takoro YmnomHoMmoueHHoro IlpencraButens Knmenrta
SMS-coo0lieHns ¢ TaHHBIMHU Ui TIEPBOHAYAIBHOIO BXOJa B
Cucremy J1bO (J10THH U BpeMEHHBIN MapoJIb);

- TIpU HWCIOJB30BAaHUM YCWJIEHHOW HEKBaTM(HUIIMPOBAHHOM
DONeKTPOHHON MOMAMUCH TIOCJE TONYYeHUS YBEAOMIIEHHUS O
Beimycke CepTudukata KI0OYa MPOBEPKH DIEKTPOHHOH
MOANIMCH ¥ 3aBEpIIeHUs Tpomexypbl  (HOpMHUpPOBaHUS
OnektpoHHoi  monmucu  cpenctBamu  Cucremsl  [IBO
YnonaomoueHHsIM [IpenctaButenem KimenTa.

4 TIOPSITOK BBINYCKA CEPTU®HUKATOB
KJIOYEHN SJEKTPOHHOM MMOANNCH

4.1 Hns  monmydenus: CepTudukarta KIOYa MPOBEPKU
AIEKTpOHHON mnomamucu st pabotet B Cucreme JABO u

OCYIIECCTBJICHHS OOMEHa OJICKTPOHHBIMU JOKYMEHTaMH,
MOJITBEPKIEHHON YCUJIEHHON HEKBaTH(PUITPOBAHHOMN
ONEeKTPOHHOW  TOMNMHUCHI0,  KKIBIH  YIIOIHOMOYEHHBIH

IIpencraButens Kiumenrta, naHHble O KOTOPOM YyKa3aHbl B
3asBrnennn Ha npuoOperenue/usmenenne BII u 3asBrenun?,
JIOJKEH JINYHO:

- co3math ¢ momotibio cpeactB Cucremsl JIBO 3ampoc Ha
Boimyck CepTudukata KIOYa TPOBEPKH  IJICKTPOHHOM
MOAIMCH, B 3JIEKTPOHHOM BHJI€ M Ha OyMa)>KHOM HOCHTETIE;

packaging has not been breached and that the
Functional Key Carrier packaging has been duly
received by the Client's Authorized Person if there is
no corresponding mark in the Act.

3.3.  The Client's Authorized Representative when
using the RBS System and exchanging Electronic
Documents through it may use the method of work
specified in the Application for Purchase/Change in BP
and the Application (method of signing Electronic
Documents, taking into account the functionality of the
RBS System): with the use of a simple Electronic
Signature or an enhanced non-certified Electronic
Signature, taking into account the limitations set in the
RBS System for certain categories of Electronic
Documents.

3.4.  The Client shall be deemed to be connected to
the RBS System and the Client's Authorized Person
shall be able to use the RBS System upon the
occurrence of the following events:

- when using a simple electronic signature from the
moment of registration of the Client's Authorized
Representative in the RBS System and sending an
SMS message with data for initial login to the Client's
Subscriber number of such Authorized Representative
(login and temporary password);

- when using an enhanced non-certified Electronic
Signature after receiving notification of the issue of the
Electronic Signature Verification Key Certificate and
when the Client's Authorized Person has completed the
procedure for generation of the Electronic Signature by
means of the RBS System.

4. PROCEDURE FOR ISSUING
ELECTRONIC SIGNATURE KEY
CERTIFICATES

4.1. In order to obtain the Key Certificate of
Electronic Signature Verification for operation in the
RBS System and to perform exchange of Electronic
Documents confirmed by an enhanced non-certified
Electronic Signature, each Authorized Person of the
Client whose details are specified in the Application
for Purchase/Change of BP and Application2 shall
personally:

- create a request to issue an electronic signature
verification key certificate, electronically and on paper
using the RBS System tools;

- send this request to the Bank electronically
using RBS funds;

2 The Client's Authorized Persons entitled to dispose of the funds must also be indicated in such Card accepted by the
Bank when executing the Card with specimen signatures according to the Rules. / ITpu odopmiennn Kaprouku ¢
obpasiamu nojmucei B coorBeTcTBUM ¢ [TpaBunamu, YnomHomouenusie [Ipeacrasurenu Kimenra, nMeromue npaso
pacnopsKaThesl JICHE)KHBIMH CPEICTBAMH, JOJDKHBI OBITh TAaKXKe YKa3aHbI B TAKOI KapTouKe, NPUHATOIH baHkoM.




- HampaBUTh B BaHK NaHHBIN 3ampoc B 3IEKTPOHHOM BHIE C
ucmoinbs3oBanueM cpeacts Cuctemst JIbO;

- TpenocTaBUTh B baHK IaHHBIA 3ampoc Ha OyMaKHOM
HOCHTEJIe, 3aBePCHHBI COOCTBEHHOPYYHOH MOAIMUCHIO TAaKOTO
YnonnomouenHoro Ilpencrasurens Kinuenra;

- TIONNMHUCATh CEePTH(PHUKAT KI0Ya IPOBEPKH IICKTPOHHOM
MTO/IITHCH.

WNucrpykuusa no noakimoueHuto k cucteme JIbO u renepannu
KJIIOUYeH YCHJICHHOW HEKBaJU(QHULIUPOBAHHOW ONEKTPOHHOM
MOJNUCH pa3MellleHa Ha pecypce https://131.ru/contracts u B
opuce banka. 3anpoc Ha Bbimyck CepTuduKkaTa KIIOYa
MIPOBEPKU DJIEKTPOHHOM MOAMUCH B 0053aTEIHHOM MOpPSIKE
JIOJDKeH comepkarh: moiHbie @DPHMO  YmomHOMOYEHHOTO
[Ipencrasutenss Knuenta (Bmagenpiia CepTudukara KiIroda
MIPOBEPKH  DJIEKTPOHHOW  TIOANHCH), HOMEp 3asBICHHI
(mpucBamBaetcs bankom), HammeHoBaHue Kimenrta, ajapec
MECTOHaxOX/IeHus. He momyckaercss BHECEHHE KaKHX-JIHOO
U3MEHeHWH B 3ampoc Ha Bbeimyck Ceprudukarta Kioda
MPOBEPKH  DJICKTPOHHOW TIOAMUCH, CQOPMUPOBAHHBIA C
ucnons3oBanueM cpeacts Cuctemst J1BO.

4.2 Ilpu mnoctymineHun B baHk 3ampoca Ha BBIIYCK
Ceprudukata KIoYa TPOBEPKHA DICKTPOHHOW ITOIIHUCH B
aNeKTpoHHOM BHJE, Omneparop LleHTpa peructpanum cBepser
JaHHBIE, COJIepKAIIUEC B YKa3aHHOM 3aIpoce B JIEKTPOHHOM
BHUJIE€ C JAAHHBIMHU, YKa3aHHBIMU B 3alpoce, MPeACTaBICHHOM
Knurentom Ha OyMa>)kHOM HOCHTEIE.

4.3 [Ipu monoXXUTENTEHOM pe3yabTaTe MpoBepku OnepaTop
Lentpa peructpanmu oOpabaTeiBaeT MOCTYNHBIININ 3aIpoc, a
Omnepatop YI0CTOBEPSIONMIETO IEHTPA OCYIIECTBIISAET BBITYCK
CeprudukaTta KI09a MPOBEPKH IJIEKTPOHHON mommucu. [lpu
OTPHUIIATENIFHOM pPe3yJbTaTe MPOBEISHHON MPOBEPKH BBIMTYCK
Ceptudukara KIHOYa TPOBEPKH SJICKTPOHHOW MOMIMUCH HE
ocyuiecTBisieTcs. bank BnpaBe He coobOmiate Kimenry/ero
YnonHomoueHHoMmy IlpeacraBuTento o MpUYMHAX OTKasza B

Beimycke CepTudukata KIl04a MPOBEPKH BIEKTPOHHOMH
MTOMTTHCH.
4.4 Hns nomyuenust YnonnoMmoueHHbIM [IpencraBurenem

Kiuenra crenepupoannoro Ceprudukara kiroda MpOBEPKH
3JIEKTPOHHOM MOJIUCH, MTOCIETHUIN NOIXKEH SIBUThCS B baHk u
IpEACTaBUTh  JOKYMEHTHI, yJIOCTOBEPSAIONINE JIMYHOCTS.>
Brigaua CTeHePUPOBAHHOTO Ceptudukara  mpoBepKU
AJIEKTPOHHOH MOMAIMCH OCYIIECTBISETCS TOILKO Ha OCHOBAHUH
MIPEOCTABIICHHOTO 3ampoca Ha BBIIAYy cepTHU(UKATa KIF0Ya
MPOBEPKU JEKTPOHHON MOANUCH W MPU TOJOXKUTEIHHOM
pe3ylbTaTe TPOBEPKH TMPEACTABICHHBIX JOKYMEHTOB U
CBEICHUH B HHUX COACpPXKAIIMUXCSA.  YIOJIHOMOUYEHHBIH
[IpenctaButens Knuenrta nomkeH MOANKMCATH BBIMYIICHHBIM
cepTu(UKaT B MOMEHT €T0 MOJTyYCHUSI.

4.5 Beimmymennsiit  Ceprudurar — KIo4a  MPOBEPKH
IEKTPOHHON IIOANUCH IOANUCHIBAETCS YTIOJIHOMOYEHHBIM

- submit this request to the Bank in hard copy,
certified by the handwritten signature of such
Authorized Person of the Client;

- sign the electronic signature verification key
certificate.

Instructions on connecting to the RBS system and
generating the keys of an enhanced non-certified
electronic signature are available at
https://131.ru/contracts and in the Bank's office. A
request to issue an Electronic Signature Verification
Key Certificate must necessarily contain the full names
of the Client's Authorized Person (owner of the
Electronic Signature Verification Key Certificate), the
Application number (assigned by the Bank), the
Client's name and location address. It is not permitted
to make any changes to the request for a Key
Certificate of Electronic Signature Verification formed
using the RBS system facilities.

4.2.  The Operator of the Registration Centre shall
verify the data contained in the said request
electronically with the data specified in the request
submitted by the Client in hard copy when the Bank
receives a request to issue an Electronic Signature
Verification Key Certificate.

4.3. The Registration Centre Operator processes the
incoming request and the Certification Centre Operator
issues the Key Certificate of the electronic signature
verification if the result of the inspection is positive.
The Key Certificate of Electronic Signature
Verification shall not be issued if the result of the
inspection is negative. The Bank may not to inform the
Client/ its Authorized Person of the reasons for refusal
to issue an electronic signature verification key
certificate.

4.4. In order to receive a generated electronic
signature verification key certificate for the Authorized
Person of the Client, the latter must come to the Bank
and present identity documents3. Signed verification
certificates shall only be issued on the basis of a
request for a Key Certificate of Electronic Signature
Verification and if the result of the submitted
documents and information contained therein is
positive. The Client's Authorized Person must sign the
issued certificate at the time of its receipt.

45.  The issued Electronic Signature Verification
Key Certificate shall be signed by the Client's
Authorized Person and then placed on the RBS
System.

3 Passport or other identification document in accordance with the laws of the Russian Federation. / TTacriopr nim uHoit
JIOKYMEHT, yI0CTOBEPSIOIINNA JJUYHOCTh B COOTBETCTBUHU C 3aKOHOJATEIbCTBOM Poccuiickoil denepauumu.
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[IpencraButenem KimeHTa W mocie 3TOro pasMmemiaercs B
Cucteme JIbO.

4.6 UzrotoBnenne CepTudukatoB KIoued MNPOBEPKH
JNIEKTPOHHOHN TOANKCH OCYIIECTBIAETCS HCKIIOYUTENHFHO Ha
OCHOBaHUM MOJyuyeHHOro baHkoM 3ampoca YTOJIHOMOUYEHHOTO
IIpencraButens KiuneHTa, KOTOpPBIA COJAEPKHUT CBEICHMUS,
HeoOXouMble TS UAeHTUUKauu Biaanenpia Ceprudukara
KII0Ya TMPOBEPKU BJICKTPOHHOM MOANUCH, HpPU YCIOBHUU
BBITIOJIHEHUS TT0NI0KeH M 4.1, — 4.3. PernamenTa.

4.7 [lo oxonwanum mnporenypsl BbilTycka CepTuduxara
KJII0Ya MPOBEPKHU SJIEKTPOHHOW TOMAMUCH, YTOJTHOMOYEHHBIN
[IpencraButens KnuenTta nosiydaer BO3MOXKHOCTh, UCIIONIB3YS
nporpammuble  cpenctBa  Cuctembl  JIBO,  3aBepmiuTh
npoueaypy thopmupoBaHus YCHIIEHHOM
HEKBATM(UIIMPOBAHHOHN AJIIEKTPOHHOU MOAIUCU U TPUCTYITUTH
K €€ IKCIUTyaTaluu.

4.8 Bank ¢opmupyer Ceprudukar KiIo4ya NOPOBEPKH
3H€KTpOHHOI7[ IIoanucu B OTHOILIICHUH Kaxaoro
YnonuomoueHHoro IIpeacraBurens Kinuenra nytém 3aBepeHust
DJICKTPOHHOH TIOANHUCHI0 COOCTBEHHOTO Y IOCTOBEPSIOIICTO

LHeHTpa HaOopa JaHHBIX, BKIIOYAIOUIMX  CJICAYIOIIYIO
nH(OPMAITHIO:

° cepuitaplii Homep CepTudukaTa K042 MPOBEPKU
3JIEKTPOHHOM MOJIIUCH;

° HOMep 3asABIICHHUS;

° WACHTUPHUKATOP aANTOPUTMA, HCIOJIB3YEMOro  JUIs
MOAMUCH DJIEKTPOHHBIX JOKYMEHTOB;

° napameTpsl cepTH(UKaTa N3AATEIS;

° nepuon nerictBus CepTudurara KIO4Ya MPOBEPKH

SJIEKTPOHHON MOJIMUCH, COCTOSIIIMKA W3 JBYX [aT: Hadajga U
KOHIIA Mepuoa (BKIIOUYUTEIHHO);

] nmoitHoe ®UO  Brazmernsia
MPOBEPKH  DIIEKTPOHHOW  TIOJIHUCH
[Ipencrasurens Knmenra);

° MHQOPMAIIUIO O KIIOYE MPOBEPKH DICKTPOHHOH
nojanucu: uaeHTudukarop anroputMa u cobctBeHHO Kirou
MIPOBEPKHU DIECKTPOHHOH TOITUCH.

I[Ipu ¢opmupoBannn CepTu(UKaTOB KIIOUYEH IMPOBEPKH
DJICKTPOHHOH TIOAMHUCH TPUMEHASTCS KPHUITOTpadaecKuii
anroput™M ['OCT P 34.10-2012. Ceptudukat KJIf09a IpOBEPKH
ONEeKTPOHHOU MOAMUCU UMEET OFPAHUYEHHBIN CPOK JEHCTBUSA
(1 rom) c MOMEHTa ero BBITyCKa.

Ceptudukara KIO4a
(YIo1H0MOYEHHOTO

4.8.1 Bomymennsii = CeprudukaT  KI0Ya  IPOBEPKH
3NIEKTPOHHOM MOAINUCH MOJICKHUT OT3bIBY baHkoM B ciryuae:

- KOMIIPOMETANA DIEKTPOHHOW TOMIMUCH BIIaJeIbla
Ceptudukata KII0O4a TPOBEPKH AICKTPOHHOW MOIIUCH
COOTBETCTBYIOIIIETO  JaHHOMY cepTU(UKATY; TOTyYCHUS
BrnagensiieM CepTudukata KI0OYa MPOBEPKU DIIEKTPOHHOU
MTOJIIMCH HOBOTO cepTU(UKATA;

— KOMITPOMETALIHI DNEKTPOHHOI HOINUCH
YnocTtoBepsitomiero IieHTpa baHka HCIIONB30BaHHOTO TPHU
¢dhopmupoBanuu Ceprudukara Kiro4a MPOBEPKH SICKTPOHHOM
TTOJIITUCH.

4.6. Key Certificates of electronic signature
verification shall be produced only on the basis of a
request of the Client's Authorized Person received by
the Bank, which contains the information required to
identify the owner of the Key Certificate of electronic
signature verification, subject to compliance with
provisions 4.1. - 4.3 of the Regulation.

4.7.  The Client's Authorized Person shall be able to
use the software tools of the RBS System to complete
the procedure for generation of an enhanced non-
certified electronic signature and start its operation
upon completion of the procedure for issuing the
Electronic Signature Verification Key Certificate.

4.8.  The Bank forms an electronic signature
verification key certificate in respect of each
Authorized Person of the Client by certifying with an
electronic signature its own Data Collection
Certification Centre, which includes the following
information:

° serial number of the electronic signature
verification key certificate;

° Application number;

° the identifier of the algorithm used to sign
Electronic Documents;

° parameters of the publisher's certificate;

° period of validity of the electronic signature

verification key certificate, consisting of two dates:
beginning and end of the period (inclusive);

° full name of the owner of the Electronic
Signature Verification Key Certificate (Client's
Authorized Person);

° information about the electronic signature
verification key: the algorithm identifier and the
electronic signature verification key itself.

The cryptographic algorithm of GOST R 34.10-2012 is
used for the formation of electronic signature
verification key certificates. The Key Certificate of
Electronic Signature Verification has a limited validity
period (1 year) from the date of its issue.

4.8.1. The Electronic Signature Verification Key
Certificate issued by the Bank shall be subject to
revocation by the Bank in the event of:

O compromise of the Electronic Signature of the
owner of the Key Verification Certificate of the
electronic signature corresponding to this certificate;
receipt by the owner of the Key Verification Certificate
of the electronic signature of the new certificate;

O compromise of the Electronic Signature of the
Bank's Certification Centre used in the formation of the
Electronic Signature Verification Key Certificate.
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5 MOPSJOK UCHOJIb30BAHUS MPOCTOM
SJIEKTPOHHOM NOJNMUCH

5.1 B kagecTBe cpencTBa MOATBEPKIACHUS DICKTPOHHOTO
JTOKYMEHTa TPOCTON DJIEKTPOHHOW TOMIHUCHIO HCITONB3YETCS
Jlorun, Cratuueckuii napoip, a Taxke OIHOPa30BbIA NAPOIIb.

5.2 B Hensx HaIpaBICHU Y1norHOMOUYEHHBIM
[IpencraButenem Knuenrta banky DneKTpOHHOro JOKyMEHTa,
Ynonnomouennslid  IlpenctaBurens  Knuenta — crnemys
WHCTPYKIUSIM B DKpaHHBIX (opMax BeO-mHTepdeiica CHCTEMBI
JAbO, wucnone3ys (QyHKIHOHAIBHBIE KHONKH, WHHUIMHAPYET
MOJIHMCAHNE COOTBETCTBYIOILEr0 DIIEKTPOHHOTO JOKYMEHTA!

a) VYnonnomouennsii IlpenacraButens Knuenta BBOAUT
Heo0XOIUMBbIE JaHHBIE, KOTOPBIE 3alpalluBaeT BeO-uHTepdeiic
cuctemsl [1bO, ncnonp3ys (GyHKIMOHAIBHBIE KHOIKH M TOJIS
JUIsl BBOJa MH(GOpMALIUH.

b) Ilepen moamucanneM DJIEKTPOHHOTO  JOKYMEHTA
VYnonnomouennelii  IlpencraBurens — Knmenra — o0si3aH
O3HAKOMMTBCS C HUM U OBITh COTJIACHBIM C €T0 COJICPKAHUEM B
IIOJTHOM O0BeMe.

C) Hns nmoxmucanusi chOPMHUPOBAHHOTO DIEKTPOHHOIO
JOKyMEHTa TIOCpeACTBOM BeO-uHTepdeiica cuctemsl [1bO,
YnonnomoueHnHsld [IpeacraButens Kimenta wHUIMMpYyeET
MpoLECC TMOANUCAHHUA OJIEKTPOHHOIO JOKyMEHTa IOCJe
MIPOBEPKHU €T0 COAEp KaHus, U HalpasigeT banky mocpeacTsom
BeO-unTepdeiica cucremnl 15O 3anpoc OaHOPa30BOTO MapoJIs.
d) [Monydennsit bankom 3ampoc w3 Beb-uHTEpdeiica
cucrembl JIBO pacrniennBaercs kak 3ampoc OmXHOPa3oBOTO
MapoJIst JyIsl CO3JIaHus MTPOCTON DieKTpoHHOU noanucu. [Toce
sToro OIHOPA30BBII MapoJib T€HEPUPYETCS U HalpaBiseTCs
bankom Ha  AOOHEHTCKMH HOMEp  YTOJIHOMOYEHHOTO
[pencrasutens Knuenra B8 SMS-cooOiienuu ¢ unpopmaiien
00 DiekTpoHHOM JokyMeHTe. HampaBnenHsili OmHOpa3oBBIN
Mapojb UMEeeT OrpaHINYEeHHOE BpeMsl IeHCTBHSL.

e) Ynomaomouennsnii Ilpencrasurens Knuenra o6s3an
obecrieunTs  OTCYTCTBHE  JOCTyHa  TPEThUX  JHUI K
AOOHEHTCKOMY HOMEpY W YCTPOWCTBY, Ha KOTOpHIH baHkoM
HampaBisgeTcss OJHOPA30BBIA Maposib MmocpeacTtBoM SMS-
cooOrIeHus.

f) Ilepen moamucanueM OIEKTPOHHOTO JIOKyMEHTa
VYnonnomoueHnelii  IlpeacraBurens  Knuenra — o0si3aH
O3HAaKOMHTHCS C WHpopmanuel, noctynuBmeir B SMS-
COOOIIEHNH, U B CIy4yae COIJIACHS C ONFCAHWEM ITOAIMCAThH
MIPOCTON DIIEKTPOHHOHN MOANMCHIO0 DIEKTPOHHBIN JOKYMEHT. B
cllyyae HecOIJlacHsi C  ONHMCAaHHEM  YIOJIHOMOYEHHBIH
IIpencraButens  Knumenta He  AOMKEH — HOANKCHIBATH
chopMHUPOBaHHbBIE DJIEKTPOHHBIE JOKYMEHTHI.

Q) Hns moxmucanusi cOPMHUPOBAHHOTO DIEKTPOHHOTO
JOKYMEHTa IOCPEJICTBOM IMPOCTON DIIEKTPOHHOM TIOJIIUCH,
YIIoMHOMOYEHHBI M [IpencraButens KimenTa BBOJIUT
nony4eHHbld B SMS-cooOmenun OpHOpa30BBI MMapoyib B
¢dbyuaknuonansHOE TOJie B BeO-mHTepdeiice cuctemsr JIBO,
IpeJHa3sHadeHHoe I  NOANUCAHWS, W HaXHUMaeT
COOTBETCTBYIOLIYIO JIEKTPOHHYIO KHOIIKY, HEOOXOUMYIO IS
MOAANIUCAHMUSL.
h) C Y 0THOMOYEHHBIM

MOMCHTA Ha>XaTHsd

5. THE PROCEDURE FOR USING A
SIMPLE ELECTRONIC

SIGNATURE

5.1. The Login, Static Password and One-time
Password are used as a means of confirming the
Electronic Document with a simple Electronic
signature.

5.2. The Client's Authorized Person shall follow
the instructions in the screen forms of the web-
interface RBS system using functional buttons and
initiate signing of the respective Electronic Document
in order to send an Electronic Document to the Bank
by the Client's Authorized Person:

a) The Client's Authorized Person enters the
necessary data that is requested by the web interface of
the RBS system with the use of function keys and
fields for entering information.

b) The Client's Authorized Person must read it
and agree with its content in full before signing the
Electronic Document.

C) The Client's Authorized Person initiates the
process of signing the Electronic Document after
verification of its contents and sends the Bank a
request for the One-time password via the web
interface of the RBS system in order to sign the
generated Electronic Document via the web interface
of the RBS system.

d) A request received by the Bank from the web
interface of the RBS system is regarded as a
one-time password request to create a simple
electronic signature. After that the One-time password
is generated and sent by the Bank to the Client's
Authorized Person Subscriber Number in an SMS
message with information about the Electronic
Document. The sent one-time password has a limited
validity period.

e) The Client's Authorized Person ensures third
parties do not have access to the Subscriber Number
and device to which the Bank sends a one-time
password via SMS.

f) The Client's Authorized Person must read the
information received in the SMS message and, in case
of agreement with the description, sign the Electronic
Document with a simple Electronic signature before
signing the Electronic Document. The Client's
Authorized Person shall not sign the generated
Electronic Documents in case of disagreement with the
description.

0) The Client's Authorized Person enters the one-
time password received in the SMS message into the
functional field in the web interface of the RBS system
intended for signing and press the relevant electronic
button required for signing to sign the generated
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[IpencraButenem Kimenta crnenuanbHOM (QyHKIMOHATBHOM
KHONKM B BeO-uHTepdetice cuctemsl JIBO DnekTpoHHBIH
JOKYMEHT CUUTAeTCs HalpaBiIeHHbIM baHKy.

i) [Monyuwus OJeKTpOHHBIH JIOKYMCHT, Bank
OCYIIECTBIISET MPOBEPKY MPOCTON DIEKTPOHHOH moanucy. s
3TOTO MpocTasi DIEKTPOHHAS MTOAIMCH, KOTOPAsi COACPKUTCS B
ONEeKTpOHHOM JOKyMeHTe, cBepsieTcss ¢ OIHOPa30BBIM
rapoJjieM, HarpaBieHHbIM B SMS-coobmenun. B cirydae, ecnm
OHH HE COBMAJAIOT, JOKYMEHT HE MpHHHMAaeTcs baHkoMm wu
ocraercsi B craryce «Co3man» VYKa3zaHHBI JTOKyMEHT
CUMTAETCS HE NOJMUCAHHBIM U HE HMEET IOPUINYECKOM CUITBI.
)i DNEeKTPOHHBIN JTOKYMEHT CUYHUTAETCS TOAMHUCAHHBIM
MIPOCTON DIIEKTPOHHOM IMOIIICHIO U TOTMHHBIM (MCXOSIIIIAM
or YmomHomouenHoro IlpencraBurens Knmenra) mpu
OJTHOBPEMEHHOM COONIONEHUH cneaytommx ycnosuid: (1)
DNeKTPOHHBIN TOKYMEHT mony4eH bankowm, (2) DJIeKTpOHHBIH
JOKYMEHT COJCPKUT MPOCTYI0 OJEKTPOHHYIO MOAIMHUCH
Knuenrta, pe3ynpTaT mpOBEpKM KOTOpOM COBMNAgaeT ¢
OaHOPa30BBIM MApPOJIEM.

5.3 B DnexTpoHHBIX JOKyMEHTaX, MOAMNKUCAHHBIX MTPOCTOMN
DNEeKTpOHHOH  TOAMHUCHIO,  COACPKHUTCA  WHpOpMaLus,
yKa3blBarolasa Ha YnosHoMmoueHHoro [Ipencrasurens Knuenra
(OO, HOMEp 3asiBICHHS, TMPUCBOCHHBINH IPU PETUCTPAITNH
Takoro nura B cucteme J1bO), oT uMeHU KOTOPOTo OBLT CO3aH
U OTOPABIICH DJIECKTPOHHBIN JOKYMEHT.

5.4 Hns MOJTyYeHUS Cpencts MOITBEPKACHUS
ONEeKTPOHHOTO  JOKYMEHTa  JJs  CO3JaHus  IPOCTOM
DONEeKTPOHHOW MOANUCH YTOJMHOMOYEeHHBIN [IpenctaButens
Knuenta momkeH TIpOWTH TPOLENYypY PETUCTpAallMk B
COOTBETCTBHM C pa3zneioM 3 Hactosamiero Pernamenta wu
MPOBECTH CMEHY NepBOHAYAIBHBIX AYTeHTH(UKAITMOHHBIX
nmauaHbIX B Cucteme J1bO (Bpemennoro maposs). [locie Bxoga
B Cucremy JABO nmns ee MCHONB30BaHUS U OCYILIECTBICHUS
oOMeHa OJEeKTPOHHBIMH JOKYMEHTaMH, YTIOJTHOMOYSHHBIN
[IpenctaButens KiueHta nomwkeH U3MEHUTh BpeMeHHBIM
maponb Ha CTaTMYeCKHH Mapoyib, TMOCIE YEro MOXKET
NPUCTYNIUTh K OOMEHY OJEKTPOHHBIMH JIOKyMEHTaMHU C
ucrnons3oBanneM Cuctemsl /J[BO. B ciydae HeBbIONTHEHUS
YKa3aHHOTO YCJIOBUS JOCTYN W HCIOJIb30BaHHEM CHCTEMBI
JABO He nomyckaercs.

5.5 Pexomenayetcs ocymecTBisATh cMeHy CTaTH4eCcKOro
napoJs ;uist joctyna k Cucreme JIbO He pexe ogHOro pasa B 3
(Tpu) mecsima. bank He HeceT OTBETCTBEHHOCTH B ClIydae HE
BBINOJIHEHUS Y TIOJIHOMOYEHHBIM HpeﬂCTaBI/ITCHeM Knuenra
YKa3aHHOfI PEKOMCHAaIMK, B TOM 4YHUCJIC IPpU HACTYIIJICHUHN
HEraTUBHbIX COOBITHH.

5.6 VYnonnomouenuslii I[lpeacraButens Knuenta moxer
caMoCTOATENbHO U3MEHUTh JloruH m Cratuuyeckuid maposib B
Cucteme [1B0, 3a uckinoueHueM ciyyasi yrpatbl CTaTHYeCKOTr0

Electronic Document by means of a simple Electronic
Signature.

h) The Electronic Document shall be deemed sent
to the Bank as soon as the Client's Authorized Person
presses a special functional button in the web interface
of the RBS system.

i) The Bank checks a simple Electronic Signature
upon receipt of an Electronic Document. For this
purpose, the simple Electronic Signature, which is
contained in the Electronic Document, is checked
against the one-time password sent in an SMS
message. If they do not match, the document is not
accepted by the Bank and remains in the Created
status. This document is considered not to be signed
and has no legal force.

)} An electronic document shall be deemed to be
signed by a simple electronic signature and authentic
(emanating from the Client's Authorized Person),
provided that the following conditions are met: (1) The
Electronic document has been received by the Bank,
(2) The Electronic document contains the Client's
simple Electronic signature, the verification result of
which coincides with the One-time password.

5.3. Electronic Documents signed with a simple
Electronic Signature contain information indicating the
Client's Authorized Person (name, application number
assigned when registering such person in the RBS
system), on whose behalf the Electronic Document was
created and sent.

5.4.  The Client's Authorized Person shall go
through the registration procedure in accordance with
Section 3 of these Rules and change the initial
Authentication Data in the RBS System (Temporary
password) in order to obtain the Means of
Confirmation of the Electronic Document to create a
simple Electronic Signature. After logging in to the
RBS System for its use and performing exchange of
Electronic Documents, the Client's Authorized
Representative shall change the Temporary password
to a static password, after which it may start exchange
of Electronic Documents using the RBS System.
Access and use of the RBS System is not allowed in
case of failure to comply with this condition.

5.5. It is recommended to change the Static
Password to access the RBS System at least once every
3 (three) months. The Bank shall not be liable if the
Client's Authorized Person fails to comply with this
recommendation, including in case of negative events.
5.6. The Client's Authorized Person may
independently change the Login and Static Password in
the RBS System, except in case of loss of the Static
Password. In case of loss of Static Password and/or
Login, the Client's Authorized Person shall
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napoiisi. B ciydae yrpatsl Ctatnueckoro naposist wii/u Jlornna
VYnonnomoueHHoe nuno Kiumenta o0s3aH He3aMeJIUTENBHO
oOpatutbcsi B bank gns  OJokupoBaHHMA —JOCTyHa, B
COOTBETCTBUM C paszaesioM 7 Hactosmero Permamenta. s
BoccTanoBiIeHHs aoctyma B Cuctemy JIBO YmnomaomoueHHOE
muio  Kimenrta J0mKHO JWYHO o00paTtuThess B baHK C
3asBIeHHEM O CMEHE JIOTHHA W/WJIH TApoJsl /pa30IOKUPOBKY
nocryma B Cucreme JIBO, ¢opma koToporo ompenensercs
bankom u pasmerena Ha pecypce https://131.ru/contracts u B
o¢uce banka, 1 JOKYMEHTOM, yI0OCTOBEPSIOIIUM €TO JINYHOCTb.

5.7 OmHOpPa30BEIi Mapob aBTOMATHYECKH TEHEPHUPYETCs
Cuctemoiri JIBO, B TOM uYuciie B IENSIX IOMOJHHTEILHOU
ayreHTUUKanuu YnoaaoMmoueHHOro [IpencraBurtens Kimmenrta
Mpu TpenoctaBieHnn emy goctymna B Cuctemy JIBO w/mm
MOATBEP KICHUS OJeKTPOHHOTO JOKyMEHTAa.
VYnonnomouennsiii Ilpeacrasurens Knuenra gomkeH BBecTH
nonydeHHeld  OOHOPA30BBIA  MApoNib Ui MPOXOXKICHHS
npolenypsl  ayTeHTU(UKANWKA  W/HIM  TIOATBEPKICHHS
DNeKTPOHHOTO JOKYMEHTA.

5.8 OmHopaszoBBI  Mapoiib  HampamiseTcs baHkom Ha
AOoHeHTCKHIT HOMep YmnomHoMmoueHHoro [lIpencraBurens
Knuenra, ykasaHHbIil B IpOrpaMMHO-aNIIapaTHOM KOMILJIEKCE
Banka Ha OCHOBaHMHM CBEIEHMM, COAEPKAIIMXCS B 3asBICHUH
Ha npuodOpeTeHue/n3Menenue bBIl, 3asBiIeHUU  W/WIH
3asiBeHHE 0 CMEHE a0OHEHTCKOr0 HOMEpa MOOHIIBHOM CBSI3H.

5.9 st A3MEHEHUS AOoHEHTCKOTO HOMEpA
YnonnomoueHHoro Ilpencrasurens Kinnenra, ucnomas3yemMoro
JUISt MOJTy4YEHUsA OnHOpa3zoBOro napoJs TaKoun
VY1o1HOMOYEHHBIN [IpeacraButens Knuenra  momxeH
o0OpatuThcs B baHk u npeoctaBuTh 3asBICHUE HA U3MEHCHUC
0aHKOBCKOTO  TpoaykTa  «JlucTaHIIMOHHOE  OaHKOBCKOE
oOciyxuBanue ¢ wucnonb3doBanuem Cucremsr J[BO», wu
3asBIeHNE HAa W3MEHEHHe aOOHEHTCKOro HoMepa MOOWIBHOM
CBS3M, C IMPEIOCTABJICHHEM YJIOCTOBEPSIONMX JINYHOCTh
JIOKYMEHTOB. Cmena AOGOHEHTCKOTO HOMEpA
Ynomaomouennoro Ilpencrasurens KimenTa ocymiectiseTcs
TOJIGKO TIOCIIE  TIOJIOXKHUTEIHHOTO 3aBEpIICHHUS TPOBEPKU
MPE/ICTABICHHBIX CBEJICHUM M JOKYMEHTOB. baHK BmpaBe
orkazath KimeHnty B cMeHe AOOHEHTCKOTO HOMeEpa
Ynonnomouennoro [IpencraButens Kinuenra 6e3 oObsICHEHUS
IIPUYUH TaKOI'0 OTKasa.

6 MOPSAJIOK ITPOBEJEHUS IIJIAHOBOM
CMEHBI CEPTU®HKATA KJIIOYA ITIPOBEPKU
3JIEKTPOHHOM MOANUCH

6.1 [Ipu kaxnom Bxonme B Cucremy bO 3a 30 nueit 1o
OKOHYaHMS cpoka neicTBus CepTH]uKaTa KI04Ya MPOBEPKH
OnekrporHoi moamucu Cuctema JIBO coolrmaeT o ckopom ero
OKOHYAHUH.

6.2 Ho ucreuenus cpoka aeiictBust CepTudukaToB Kinroyen
NPOBEPKU  ODIEKTPOHHOM  MOJANUCH Y TIOJIHOMOUYEHHBIH
[IpencraButens Knmenta uMeeT BO3MOXKHOCTh IPOBECTH

immediately contact the Bank to block access in
accordance with Section 7 of these Rules. In order to
restore access to the RBS System, the Client's
Authorized Person shall personally apply to the Bank
with an Application for Change of Login and/or
Password / Unlock of Access to the RBS System, the
form of which is determined by the Bank and is
available at https://131.ru/contracts and in the Bank's
office, and with an identity document.

5.7.  The one-time password is automatically
generated by the RBS System, including for the
purpose of additional authentication of the Client's
Authorized Representative when granting access to the
RBS System and/or confirmation of the Electronic
Document. The Client's Authorized Representative
shall enter the received One-Time Password in order to
pass the procedure of authentication and/or
confirmation of the Electronic Document.

5.8.  The one-time password is sent by the Bank to
the Subscriber number of the Client's Authorized
Representative specified in the Bank's software and
hardware complex on the basis of information
contained in the Application for Purchase/Modification
of BP, Application and/or Application for Change of
the Mobile Subscriber Number.

5.9.  The change of the Subscriber number of the
Client's Authorized Representative used for obtaining
the One-time password requires applying and
submitting an Application for Change of the Mobile
Subscriber Number and Application for Change of the
Remote Banking Service with the use of RBS System
to the Bank by such Authorized Person of the Client
with submission of identity documents. The Subscriber
number of the Client's Authorized Person shall be
changed only after positive completion of verification
of submitted information and documents. The Bank
shall have the right to refuse the Client to change the
Client's Authorized Person Subscriber Number without
explaining the reasons for such refusal.

6 THE PROCEDURE FOR THE
SCHEDULED CHANGE OF THE ELECTRONIC
SIGNATURE VERIFICATION KEY
CERTIFICATE

6.1.  The RBS System notifies of its imminent
expiry upon each login to the RBS System, 30 days
prior to the expiry date of the Electronic Signature
Verification Key Certificate.

6.2.  The Client's Authorized Person shall be able to
carry out a scheduled procedure for changing the
Electronic Signature Keys using the RBS System and
its facilities prior to the expiry of the Electronic
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MJIAaHOBYIO NMpOLEAYypY cMeHbl Kitoueld DneKTpoHHOM MOANNCH
¢ ucnonb3oBanueMm Cuctemsl IO u ee cpencts.

6.3 YT01HOMOYEHHBIH [IpencraButens Knuenra
(dhopmupyeT HOBBIN Kittou DIeKTpOHHOM MOANUCH U 3aIIpOoC Ha
nzroroBnenne HoBoro Ceprudukata KIO4Ya MPOBEPKH
AIEKTPOHHOH NOIITUCH. 3aIIPOC TIOAIHICHIBAETCS AEHCTBYIOIINM
KJIFOYOM OJIEKTPOHHOM MOJANMUCH M HalpaBisgeTcss B baHk c
ucnoiab3oBaHueM cpencts Cucremsl JBO.

6.4 [Ipu mnocrymnennn B baHk 3ampoca Ha BBITYCK
Ceptudukara KIHOYa IPOBEPKU HIICKTPOHHOH TOJIIMKHCUA B
anekTpoHHoM  Buae Omnepatop LlenTpa  peructpauuu
oOpabaThiBaeT 3ampoc u Hampaeisger ero Ormeparopy
Y 10CTOBEPAIONIETO LIEHTpPA.

6.5 OmepaTop YIIOCTOBEPSIONMIETO IIEHTPA OCYIIECTBIISAET
Beimyck Ceprudukata KII0O4a MPOBEPKH  DIEKTPOHHOMH
nmoanucu. bank BopaBe oTka3ate B BeImycke Ceprudumkara
KITI0Ya TPOBEPKH SJIEKTPOHHOM ITOAIMCH, 3apOC Ha KOTOPBIT
nony4eH ¢ ucnonaszoBanueM Cucremsl JJBO, 6e3 o0bscHeHHs
npuunHbl. B ciiyuae otkasa banka B Beimycke Ceprudukara
KJII0Ya TMPOBEPKH 3JIEKTPOHHOM MOAMKUCH, YTOJTHOMOYECHHBIN
[IpencraButens KnnenTa Bupase mudHo 00paTtuThes B bank ams
BBIITyCKa TakKoro ceprudukara, B MOPSAKE, YKAa3aHHOM B
pasmene 4  Hacrosmero — Permamenta.  Ceptmdukar
HanpaBisiercss 1no  Cucreme JIbO  YnonHOMOYeHHOMY
[IpencraButemo KimenTta, OT KOTOPOTO MOCTYIIUAI 3a1pocC s
ero noanucanus. YnoaHomoueHHsld [IpencraBurens Knuenta
mocjie  MOANMUCAaHMWS  ODJEKTPOHHOH  MOAMNHCHI0  HOBOT'O
Ceprudukata KIH0Ya TNPOBEPKH ODJIEKTPOHHOH MOIIHCH
HampaBJisieT ero B baHk B ¢opme cooOmeHHus CBOOOIHOTO
¢opmara. Ilocme momywenuns baHKOM  TOAMMCAHHOTO
CeprudukaTa KIIro4a IPOBEPKH AICKTPOHHOU TOAITACH, TAKOH
ceptudukar pasmemniaetcsa B Cucreme [15O.

6.6 Y1oJIHOMOYEHHBIN [IpencraBurens Kinenta
3aBepiIaeT mporeaypy cMeHsl Kimroua DneKTpoHHON MOIITUCH,
ucnone3ys cpeactsa Cucremst JJBO.

6.7 ITocne 3aBepmenuss mporeaypsl cMmeHsl Kirroua
ONEeKTPOHHOW TOMNMUCH YIIOMHOMOYEeHHBIH [IpencTaBuTenb
KimenTa MokeT UCIOIbp30BaTh UCKIIOYATEBHO HOBBIM Kirtou
DONEeKTPOHHOU MOATMHKCH.

7 TOPAIOK BJJOKHPOBKH U
BOCCTAHOBJIEHUA JOCTYHA K CUCTEME
AbO

7.1 OcHoBaHueM i OJIOKHPOBKH noctyna KinueHTa u/mm
ero YmnonHoMmoueHHoro Ilpencrasurens k Cucreme JBO
SIBJISIFOTCS:

7.1.1 nonyuyeHue bankom oT YII0JIHOMOYEHHOTO
IIpencraBurens Kimenra 3asBreHus Ha
npuobperenne/m3menenne bl (comepxamero cBeneHust o
CMEHEe YHOIHOMOYEHHOTO [IpencraBuTens
Knuenra/m3smeHeHHH €ro JaHHBIX/MPEKPALIEHUH TOJTHOMOYHH
WM WHBIE CBEJIEHUS, MOPOXKIAIOUINEe COMHEHMs baHka B
BO3MOXHOCTH OCYILECTBIICHUSI JOCTYNAa W/WIM TOJb30BAaHUS
Cucremoit IO  YnonnomoueHHelM  [IpencraBurenem

Signature Key Certificates.

6.3. The Client's Authorized Person shall form a
new Electronic Signature Key and request for a new
Electronic Signature Verification Key Certificate. The
request shall be signed with a valid Electronic
Signature Key and sent to the Bank using RBS System
facilities.

6.4. The Registration Centre Operator will process
the request and send it to the Certification Centre
Operator when the Bank receives a request to issue an
electronic signature verification key certificate.

6.5.  The Certification Centre operator issues the
Key Certificate of Electronic Signature Verification.
The Bank may refuse to issue an electronic signature
verification key certificate, the request for which has
been received using the RBS System, without giving a
reason. The Client's Authorized Person may personally
apply to the Bank to issue such Certificate according to
the procedure set out in Section 4 of these Rules in the
event that the Bank refuses to issue an Electronic
Signature Verification Key Certificate. The Certificate
shall be sent via the RBS System to the Client's
Authorized Person from whom a request for signing
has been received. After the Client's Authorized Person
has signed a new Electronic Signature Verification Key
Certificate, the Client's Authorized Person sends it to
the Bank in the form of a free format message. The
Bank publishes such certificate in the RBS System
upon receipt of the signed Electronic Signature
Verification Key Certificate.

6.6.  The Client's Authorized Person completes the
procedure of changing the Electronic Signature Key
using the means of the RBS System.

6.7.  The Client's Authorized Person may only use
the new Electronic Signature Key after the completion
of the Electronic Signature Key change procedure.

7 PROCEDURE FOR BLOCKING AND
RESTORING ACCESS TO THE

RBS SYSTEM

7.1. The ground for blocking the access of the
Client and/or his Authorized Person to the RBS System
are:

7.1.1. Application to purchase/modify the BP
(containing information on the change of the Client's
Authorized Person / change of his/her data /
termination of powers or other information that causes
the Bank's doubts about the possibility of the
Authorized Person of the Client to access and/or use
the VBS System) receipt by the Bank from the Client's
Authorized Person, and RBS System suspend access
request, indicating the reasons for such suspension;
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KimenTa), 3anpoca o mpuocraHoBieHHH nocTyma k Cucreme
JBO, ¢ ykazaHuEeM MPUYKH TAKOTO TPUOCTAHOBIICHUS;

7.1.2 Kommpomeraiuss  ODJCKTPOHHON  MOANUCU  W/WJIH
WCIIONIb30BaHUe  OJJEKTPOHHOM moxamucu 6e3  corniacus
YnonnomouenHoro Ilpencrasurens Kinuenra;

7.1.3 cmeHa AOOHEHTCKOrO HoMepa YIIOJHOMOYEHHOTO
IIpencraButens Kinuenra;

7.1.4 3amena Kaprouku c¢ oOpa3siamu mojmnmceld U OTTHUCKA
neyatn w/wnu CorjamieHuss O COYETAaHWH JIIEKTPOHHBIX
noanuced, npu ux ohopMIIeHUU B cOOTBeTCTBYH C [IpaBrnamu;

7.1.5 nmpexpaiieHue WIM HW3MEHEHHE TOJHOMOYMM WM
JaHHBIX YTonHoMmoueHHoro [IpencraButens Knuenra;

7.1.6 yrtparbl AyTeHTH()HUKAIIMOHHBIX TaHHBIX, BpeMeHHOTO,
OnHopazoBoro, CTaTHYeCKOTO apoJiei;

7.1.7 HempeacTaBIICHHE WM IIPEICTABICHUE HEJJOCTOBEPHBIX
CBEJICHUH M JOKYMEHTOB, 3ampaliuMBaeMblx baHkoMm, B ToM
YHCJIC B IEJAX BBHIMOJHEHUS TPEOOBAaHUI 3aKOHO/ATEIILCTBA
Poccuiickoii @eaepanuu 1 HopMaTUBHBIX akTOB banka Poccuu;

7.1.8 BbisiBIeHHe baHkOM omepanuy, COOTBETCTBYIOLICH
MPHU3HAKAM OCYIIIECTBIICHHSI MIEPEBO/Ia JICHEKHBIX CPEJICTB 03
cormacuss Knmenta, ycTaHoBneHHbIM bankom Poccun wimm
MOJIO3PCHHI Ha UX COBEPIICHUE;

7.2 [Mpu HacTymineHun COOBITHH yKa3aHHBIX B mil. 7.1.4,
7.1.7, 7.1.8 moctyn B Cucremy J[IbO Onokupyercss BceMm
YnonnomoueHHbIM Ipeacrasurensm Kiuenra.

7.3 [opsinok GmokmpoBkm moctyma k Cucreme JbO
JUCTaHIMOHHBIM CIIOCOO0OM:

7.3.1 Jlns quicTaHIIMOHHOM OMOKMPOBKHU HocTyma K Crcreme
AbO  VnomnomouenHomy  IlpeacraButenmto  Kiumenta
HeoOXomuMo o0patuTbcs B baHK €  COOTBETCTBYIOLIMM
3aIpOCOM TI0 CJICAYIOIIAM KOHTAKTHBIM HanHeiM: dbo@131.ru.
IIpu otom, VYmnonnomouenusiii IlpeacraButens Krmenra
JOJDKEH COOOIIUTh YIIOJIHOMOYEHHOMY paboTHHKY banka
CJIE YOIy 0 MH(OPMATIHIO:

° CBOU HJICHTU(UKAIIMOHHBIE JaHHbIC;

° CHEIUMANBHYIO TAPOJBHYIO Qpa3y.

7.3.2 AyrteHTH(dUKaUs 3asBUTENS MpPU MoJave 3ampoca Ha
omokupoBky noctyna Kk Cucteme JIbO - YmOTHOMOYEHHOTO
IIpencraButenss KiueHTa ocyliecTBISETCS MO CHENHATbHOU
TapoJIbHOH (pase, comeprkarieiics B peectpax Cuctemsr JJ5O.

7.3.3 Ilonmaua 3ampoca Ha ONMOKMpPOBKY AocTymna k Cucreme
JABO Ynomnomouennoro IIpencraButens Knnenrta BosmoxHa
TOJNIBKO B TeueHune OnepaimoHHoro BpeMeHu baHka.

7.3.4 VYnonaomoueHHslii [IpencraButens Kimenra moxer
HANpaBUTh 3asBlicHHE Ha OJOKUPOBKY noctyna B CHctemy
b0, ¢ ucmonp3oBaHuEeM cOo0OMmeHUH CBOOOIHOTO (hopmaTa
Cuctemsl J150O.

7.4 [opsimox 6moxupoBku poctyna k Cucreme JBO mpu
JUYHOM oOpameHun YnomHoMmoueHHoro [IpencraButens
Knuenta B bank:

7.4.1 VYHOOIHOMOYEHHOMY IIpencraBureinto KnuenTa
HE00X0IMMO 00paTUThCs HEMOCPEICTBEHHO B oduc banka, mo

7.1.2. Compromising the Electronic Signature and/or
using the Electronic Signature without the consent of
the Client's Authorized Person;

7.1.3. change of the Subscriber number of the
Client's Authorized Person;

7.1.4. replacement of the Card of specimen
signatures and seal impression and/or the Agreement
on the Combination of Electronic Signatures, when
executed in accordance with the Rules;

7.1.5. termination or change of powers or data of the
Client's Authorized Person;

7.1.6. loss of Authentication Data, Temporary, One-
time and Static passwords;

7.1.7. Failure to submit or submission of unreliable
information and documents requested by the Bank,
including for the purpose of complying with the
requirements of the legislation of the Russian
Federation and regulatory acts of the Bank of Russia;
7.1.8. identification by the Bank of a transaction
corresponding to the signs of money transfer without
the Client's consent or suspicion of such transaction by
the Bank of Russia;

7.2.  Access to the RBS System is blocked to all
Authorized Persons of the Client upon occurrence of
the events specified in subclauses 7.1.4, 7.1.7, 7.1.8.
7.3. Procedure for blocking access to the RBS
System by remote means:

7.3.1. The Client's Authorized Person must contact
the Bank with a request to remotely block access to the
RBS System, using the following contact details:
dbo@131.ru. Herewith, the Client's Authorized Person
notifies the following to the Bank's Authorised
employee information:

° their identification data;

° a special passphrase.

7.3.2.  Authentication of the Applicant is carried out
using a special password phrase contained in the
registers of the RBS System, when submitting a
request to block access to the RBS System, the Client's
Authorized Person.

7.3.3.  Submission of a request to block access to the
RBS System of the Client's Authorized Person is
possible only during the Bank's Operating Time.

7.3.4. The Client's Authorized Person may send an
application to block access to the RBS System using
free format RBS messages.

7.4, Procedure for blocking access to the RBS
System when the Client's Authorized Person addresses
the Bank in person:

7.4.1. The Client's Authorized Person applies directly
to the Bank's office, at the Client's legal address with a
corresponding written application for blocking access
to the RBS System signed by this person.
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€ro IPUANYECKOMY aJpecy, C COOTBETCTBYIOIIUM MUCHbMEHHBIM
3asiBiecHMeM O OnokupoBanuu paoctyna k Cucreme [1bO,
MOAMUCAHHBIM TakuM JUIOM. OIHOBPEMEHHO C 3alpOCOM
VY0oJIHOMOYEHHBIN [IpencraButens Knnenrta IOJIKEH
MIPEIOCTaBUTh JOKYMEHTHI, yIOCTOBEPSIONIAE €r0 JNIHOCTh U
MTOATBEPKIAIOIINE €TO TIOJTHOMOYHSI.

7.4.2 Tlomawa 3ampoca Ha OMOKHPOBKY AocTyma Kk Cucreme
ABbO VYnonnomouennoro Ilpeacrasutens Kiuenta BozMoxxkHa
TOJIbKO B TeueHue OrnepanroHHoro BpeMeHu baHka.

7.5 Brokuposka JlocTyTa OCYILECTBIISETCS
HE3aMEJIUTEIBHO TMOCJHE TIOMYyYEHUS COOTBETCTBYIOIIETO
3anpoca baHkoM, mpu yCJIOBHU €ro moiydeHus bankom B
Omneparionroe BpeMs. B citydae, ecnm 3ampoc ObLT TOTyYeH
bankowm 3a npeneramu OnepammoHHOTO BpEMEHH, TaKOH 3a1mpoc
Oyznet obpabotan, a moctyn k Cucreme J1bO 3a0mokupoBaH, B
OnepanmoHHOEe BpeMs ONMXKaWImIero 3a JaTOd IONydeHUs
Takoro 3anpoca bankom PaGouero mus.

7.6 [opsinok BoccTanornenus nocryna k Cucreme JJbO:
7.7 B canyuae, ecniu ocHOBaHMEM 1151 OJIOKUPOBKH JAOCTYIIA
Kk Cucreme [IBO mocmykmim oOCTOSATENbCTBA, yKa3aHHBIC B
1.7.1.2-7.1.6 pa3010KupOBKa BO3MOKHA MOCTIE:
a) moylyueHuss baHkoM  mHCBMEHHOTO
(3asBrieHMST O CMEHE JIOTMHA W/WJIM  CTATHYECKOTrO
napoisi/pa3oNoKupoBky  goctyna B cucreme  JBO)
YnonnomoueHnoro IlpencraButenss Kiumenta npu JMYHOM
mocemennn  oduca banka. dopMa TaKoro 3asBICHHI
ompenenseTrcas baHkomM WM pasMemeHa Ha  pecypce
https://131.ru/contracts u B oduce Banka. OqHOBpEMEHHO C
oOpamenuem YnonHomoueHHbsl [IpencraButens Kimenta
JOJDKEH TIPEAOCTaBUTh JIOKYMEHTHI, YAOCTOBEPSIOIINE €ro
JUYHOCTH U TIOJITBEPKAAIOIINE €TO MTOJTHOMOYHS.

b) IMpu ucnionb3zoBanun YHOII npoBeAeHHO# POy pbI
BHEIUIAHOBOM  CMEHBI  cepTH(UKaTra KIoYa IPOBEPKH
ONEeKTPOHHOW TIOATMMCH B COOTBETCTBHHM C pasieioM 9
HacTosero Pernamenta;

c) [Ipu rcnonb30BaHNU NPOCTON DIEKTPOHHOM MOIHCH:
CMEHBI CraTnyeckoro aposs Y10THOMOYEHHOT O
[IpencraButens Knuenta B cooTBeTcTBUU € 11.5.6. PermamenTa;
CMEHBI AOOHEHTCKOTO HOMeEpa YH0oIHOMOYEHHOT O
IpencraButens Knnenra B ciydyae yTepy W/WiH MPEeKpaIleHUs
JOCTyTIa K HEMY.

7.8 B cirygae, ecnin ocHOBaHHEM 1T OJIOKUPOBKHU JTOCTYTIA
k Cucreme /JIbO mocmyxuiam 0OCTOATENBCTBA, YKAa3aHHBIE B
1.7.1.8 pa30mokrpoBKa BO3MOXKHA ITOCIIe ToTydeHus bankom ot
Knuenrta moaTBepkIeHHs  BO30OHOBICHHUS — COBEPILCHUS
ofeparyy, COOTBETCTBYIOIIEH IpU3HAKaM OCYIIECTBICHUS
nepeBojila JCHEXKHBIX CpeAcTB 0Oe3 coracusa Kiuenra,
ycTaHOBNIeHHBIM bankom Poccum, mubo mo ucTedeHUH IBYX
pabounx aHEeH mocie JHS MPHOCTAHOBICHUS TP HEMOIYISHUN
TaKorO ITOATBEPKICHHUSL.

oOpareHus

7.9 B cnyuae, ecinu ocHOBaHMEM JJisi OJIOKMPOBKH JIOCTYTIA
k Cucreme JIBO mocmyxuiau 0OCTOATENBCTBA, YKa3aHHBIC B

Simultaneously with the request, the Client's
Authorized Person provides documents proving his/her
identity and authority.

7.4.2.  Submission of a request to block access to the
RBS System of the Client's Authorized Person is
possible only during the Bank's Operating Time.

7.5. Access blocking is carried out immediately
after receipt of the relevant request by the Bank,
provided that the request is received by the Bank
during the Operating Time. If a request has been
received by the Bank outside of the Operating Time,
such request shall be processed and

access to the RBS System blocked during the
Operating Time of the Business Day closest to the date
of receipt of such request by the Bank.

7.6. Procedure for restoring access to the RBS
System:
7.7. If the reason for blocking access to the RBS

System is due to the circumstances specified in clauses
7.1.2-7.1.6, unlocking is possible after:

a) The receipt of a written application
(Application for Change of Login and/or Static
Password/Unlocking Access in the RBS System) from
the Authorized Person of the Client by the Bank when
the Authorized Person of the Client personally visits
the Bank's office. The form of such application is
determined by the Bank and is available at
https://131.ru/contracts and in the Bank's office. The
Client's Authorized Person submits the documents
proving his/her identity and confirming his/her
authority simultaneously with the application.

b) In the case of an unscheduled change of the
electronic signature verification key certificate in
accordance with Section 9 of these Rules;

C) When using a simple Electronic Signature:
change of the static password of the Client's
Authorized Person in accordance with Clause 5.6 of
the Rules; change of the Client's Authorized Person
Subscriber Number in case of loss and/or termination
of access to the Client.

7.8. If the reason for blocking access to the RBS
System is due to circumstances specified in clause
7.1.8, unblocking may be possible after the Bank has
received confirmation from the Client that a transaction
has been resumed that corresponds to the signs of
money transfer without the Client's consent, as
established by the Bank of Russia, or two business
days after the day of suspension when such
confirmation is not received.

7.9. In the event that the reason for blocking access
to the RBS System is due to the circumstances
specified in 7.1.7 after the circumstances preceding
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m.7.1.7 mocne ycTpaHeHus: 00CTOSTEIbCTB, MPEIIISCTBYIONUX
Takol OJOKUPOBKE.

8 TOPSJAOK JEMCTBHUI B CJYYAE
KOMITPOMETAIIAY WJIHN MOJO3PEHUMA HA
KOMITPOMETAIIUIO SJIEKTPOHHOM
MOJNMUCH

8.1 [Ipu BeIssBNeHME oxnoil w3 Ctopon Kommpomertarnu
ONEeKTPOHHOW TIOANMCH WM €€ MPHU3HAKOB (ITOJ03pEHUIN),
BbisiBUBIIAst CTopoHa yBenomisieT 00 3ToM apyryto CTopoHy.
8.2 bank yBenomnser Knuenra o HacTymiieHHH yKa3aHHbBIX
B . 8.1 PernmamenTta oOcTosiTenbcTBax JOOBIM JOCTYHHBIM
0aHKy crocoOOM, HUCIOJIB3Ysl MMEIOIIMECS B PaclOpsLKEHUH
Banka xonTakTHBIC JanHble KineHTa, panee nperocTaBiIeHHEBIC
Kinenrom.

8.3 Kiment yBemomisier bank 0 HacTyIUIGHHH YKa3aHHBIX
B 1. 8.1 Permamenta o00CTOSTEIbCTBAX JIIOOBIM U3
HIKETIePEUYMCIICHHBIX CIIOCO00B!

. IMuceMenHoe VYBemoOMIIEHHE O KOMITPOMETAIlMHM Ha
OymaxHOM HocuTelle (mepenaetcs B opuce banka);

° CkaHMpOBaHHAS KOMHSI MUCBMEHHOI'O Y BEIOMJICHHS O

KOMITPOMETAIMHU, MIEPEIaHHOE Ha 3JIEKTPOHHBIA aapec baHka:
dbo@131.ru. Kinmenr o0si3aH IpeacTaBUTh B BaHK OpHIHHAI
Takoro YBEIOMIIEHHS O KOMIPOMETAallMd Ha OyMaKHOM
Hocutene B TeueHue 2 (JByx) Pabounx mueit.

@dopma VYBeIOMIIEHHS O KOMIIPOMETAIlMM ONpeIenseTcs
Bankom u pasmeena Ha pecypee https://131.ru/contracts u s
oduce banka.

8.4 C momenTa noryderust bankom yBemomirenns Kinnenra
WJIM BBISBIEHUS BaHKOM OOCTOSATENbCTB, YKa3aHHBIX B 1. 8.1
PernamenTta, poctynm Kimenta (ero YOJHOMOYEHHBIX
[IpencraButeneii) k Cucteme JJBO OnokupyeTcss 10 MOMEHTa
pa30JIOKUPOBKM TaKoro jocrtyma. KIHeHT yBeaoMIIeH U
coriaceH, uro baHk He HeceT OTBETCTBEHHOCTH, BKIIIOYast
¢uHaHCOBYIO, 32 IMO00H (akT OiokrpoBKH jMoctyna Knnenra
w/mmn ero YmomHoMmoueHHBIX llpencraButeneit k Cucreme
JBO, B cBs3u ¢ Tem, uro nedcTBHS baHKa MO OJOKHPOBKH
nocrtynma k Cucreme J[bO HampaBieHbl Ha oOecrieueHne
COXpaHHOCTH cpencTB Ha Cyere, 3amuTy nHTepecoB Kimenrta n
HEJIOMYIIEHUI0 MOIIEHHUYECKUX OTIEpallui U MPaKTHK.

8.5 C w™omenra HampaBneHuss Kimmentom banky wnmm
nosrydenus: Kimuentom ot baHka yBeZoMIIeHUS! 0 HACTYIUIEHUU
yKka3zaHHBIX B 1. 8.1 Permamenra obcrositenscTBax, KimeHT He
BIPaBE UCIOJIb30BATh CKOMIIPOMETUPOBAHHYIO DJIEKTPOHHYIO
MOANUCH (€€ KIIIY W/WIK cpejcTBa)/AyTeHTH()HUKAIIMOHHBIC

NaHHbIe/AOOHEHTCKHMII  HOMEP. B caywae  mro0oro
HCIIOJIb30BaHUS Kimnentom TaKou DNeKTPOHHOMH
roAmrcH/ Ay TeHTH(PUKAITMOHHBIX TaHHBIX/AOOHEHTCKOTO

HOMCEpaA I10CJIC HACTYINNICHUA YKAa3aHHBIX B HACTOAMIEM ITYHKTC
COOBITHI KJIHUEHT CAMOCTOSITCJILHO HECET PUCK HACTYIUICHHUSA

such blocking have been eliminated.

8 THE PROCEDURE IN THE EVENT OF
COMPROMISE OR SUSPICION OF
COMPROMISE OF AN ELECTRONIC
SIGNATURE

8.1.  The identified Party notifies the other Party if
one of the Parties identifies the Electronic Signature
Compromise, or its signs (suspicions).

8.2.  The Bank notifies the Client of the occurrence
of the circumstances specified in clause 8.1 of these
Rules by any means available to the Bank, using the
contact details of the Client previously provided by the
Client.

8.3. The Client notifies the Bank of the occurrence
of the circumstances specified in clause 8.1 of the
Rules by any of the following means:

. Written Notice of Disclosure in hard copy (to
be sent to the Bank's office);
. A scanned copy of the written Disclosure

Notice sent to the Bank's e-mail address: dbo@131.ru.
The Client submits the original of such Paper
Disclosure Notice to the Bank within 2 (two) Business
Days.

The form of the Disclosure Notice is
determined by the Bank and is available at
https://131.ru/contracts and in the Bank's office.

8.4.  The Client's (their Authorized Persons') access
to the RBS System is blocked until such access is
unblocked from the moment the Bank receives the
Client's notification or the Bank finds out the
circumstances specified in clause 8.1 of these Rules.
The Client shall be notified and agree that the Bank
shall not be responsible, including financially, for any
fact of blocking the Client and/or its Authorized
Persons' access to the RBS System due to the fact that
the Bank's actions aimed at blocking the access to the
RBS System are aimed at ensuring safety of funds in
the Account, protection of the Client's interests and
prevention of fraudulent transactions and practices.

8.5. The Client may not use the compromised
Electronic Signature (its key and/or
means)/Authentication Data/Subscriber Number as
soon as the Client has sent or received a notice from
the Bank of the occurrence of the circumstances
specified in clause 8.1 of the Rules. In the event that
the Client uses such Electronic
Signature/Authentication Data/Subscriber Number
after the events specified in this clause, the Client shall
bear the risk of adverse consequences, including legal
and financial ones, for the Client.

8.6. RBS System access unblocking is performed

40



https://131.ru/contracts
https://131.ru/contracts

HEOJIArONMPHUATHBIX MOCIEACTBUN JUIS HETO0, B TOM YHCIIE
MPaBOBBIX U (PUHAHCOBBIX.

8.6 PasonoxupoBka  goctyma  k  Cucreme 1O
OCYILIECTBJISIETCSI B COOTBETCTBUM C M. 7.7 HACTOSALIETO
Pernamenta mnpu nonyuenun bankoM VYBemomieHus o
KOMIIpOMeTanuy Ha OyMa)>KHOM HOCHTEIE.

9 MOPSJIOK MPOBEJEHUSI BHEILJIAHOBOM
CMEHBI CEPTU®UKATA KJIIOUA ITPOBEPKHU
3JJEKTPOHHOM MOJNMUCH

9.1 VYKazaHHbBI  pa3fie’  OpUMEHAETCs B cilydae
ncroiap3oBanus  Kimmentom  (ero  YIOJHOMOUYCHHBIMH
[IpencraBuTenssMu)  YCHUJICHHBIX  HEKBaIM(HIIMPOBAHHBIX
OnexTpoHHBIX mnoanuceil. BoemnanoBas cmena Kimoueit
OnexTpoHHON mnoanucH YmoiaHoMmodeHHoro IlpenctaBurens
Kiuenta u cootBerctByronmx uM CepTUPHUKATOB KIIOUYa
MPOBEPKU OJEKTPOHHOM IOAINKCH BBIIOJNHAETCS B Cllydae
ycraHoBlieHHOro  Qakra Kommnpomeranuu — DNeKTpOHHOM
NOANUCH WM NOJO3PEHUN Ha 3TO, B CIydac W3MEHEHHS
PErUCTPallHOHHBIX JTAHHBIX YIIOITHOMOYEHHOT O
[IpencraButens Knuenra, a Taxke B ciydae BbIXOAA U3 CTPOA
OKH.

9.2 [Tocne momyuenuss bankom  YBemomieHuss o
KOMITPOMETAIUH Bank OT3BIBACT Ceprudukar
CKOMIIPOMETHPOBAHHOTO  KJIF0Ya IPOBEPKU  3JIEKTPOHHOM

HNOJMNKCH, IyTeM IOMEINEHHs €ro B CIIHCOK OTO3BaHHBIX
ceptudukaroB Cucrems! J[BO.

9.3 st BeIMyCKa HOBOTO KJIH04a DJIEKTPOHHON MOAIUCU U
coorBercTBytomero emy Ceprudukara Kimo4ya MPOBEPKH
OnexTpoHHON moANMUCH YmonHoMoueHHbIH I[lpenctaBurens
Knuenra nmmuno obpamaercs B opuc banka c 3asBieHHeM Ha
Boimyck Ceprudukara KI0Ya NTPOBEPKH  INEKTPOHHOM
MOANIMCH B CBOOOIHOW ¢opMe W B yKazaHHOM B paszzene 4
HacTosmero PermameHta mopsake € @ IPeAOCTaBICHUEM
JOKyMEHTOB,  yIOCTOBEPSIIOIIMX  €ro  JINYHOCTh |
MOJTBEP K JAIOIIUE €TI0 ITOJTHOMOYHSI.

10 MOPSAOK PACCMOTPEHUA KOH®JIUKTHBIX
CUTYAIIUM

10.1 TIlIpomemypa NpOBEPKH IIOUIMHHOCTH OJIEKTPOHHOM
TTOAIMCH BBITIONHSETCS 10 MHUNMaTHBe banka mmm Kimenra.
[Tog mnpoueaypoll NPOBEpKH MOMJIMHHOCTH OJIEKTPOHHOU
MOANIMCH, Tpu oOMeHe Mexay bankom wu Kiuentom
ONEeKTPOHHBIMUA JTOKyMEHTaMHU C HUCHoJb30BaHHEeM CHCTEMBI
JABbO, moanucaHHBIMU DJIEKTPOHHOM MOAMHUCHIO MOHUMAETCS
BO3HUKHOBeHUE Y banka nmu KimeHnTa COMHEHMH, CBSI3aHHBIX C
HEeIMpHU3HAHWEM aBTOPCTBA U (MJTH) EIOCTHOCTH DJIEKTPOHHOTO
JNOKyMEHTa,  TMOAMHUCAHHOTO  OJEKTPOHHOW  TOJIHCHIO
Ynonuomouennoro Ilpeacrasutens Kinuenra.

10.2  CropoHbl npu3HAIOT WHGOPMAIIHIO, COAEPIKAIYIOCS B
MPOrpaMMHO-aNMapaTHBIX CPEJICTBAX M CUCTEMHBIX JKypHalax
banka, moctaTouHOM JUIsi TPOBEPKH MOMJIMHHOCTH IPOCTOM
ONEeKTPOHHOW MOANMCH B  DIEKTPOHHOM  JIOKYMEHTE.
[MoaTBepkaeHne  MOMIMHHOCTH  TPOCTOM  DIEKTPOHHOM
MOANKCH B DJIEKTPOHHOM JIOKYMEHTE OCYIIECTBISETCS MyTeM

in accordance with cl. 7.7 of these Rules upon receipt
by the Bank of a Notice of Compromising on Paper.

9 PROCEDURE FOR UNPLANNED
CHANGE OF THE ELECTRONIC SIGNATURE
VERIFICATION KEY CERTIFICATE

9.1.  This section applies when the Client (its
Authorized Persons) uses enhanced non-certified
Electronic Signatures. Unscheduled change of the
Electronic Signature Keys of the Client's Authorized
Person and the corresponding Electronic Signature
Verification Key Certificates is performed in case of
the established fact of Compromising the Electronic
Signature or suspicion thereof, in case of change of the
registration data of the Client's Authorized Person and
in case of failure of the FKM.

9.2. The Bank revokes the Certificate of the
compromised electronic signature verification key by
publishing it on the list of revoked RBS certificates
upon receipt by the Bank of a Disclosure Notice.

9.3.  The Client's Authorized Person personally
applies to the Bank's office for the issue of a free form
Electronic Signature Verification Key Certificate
according to the procedure specified in Section 4 of
these Rules, with the provision of documents proving
his/her identity and confirming his/her authority in
order to issue a new Electronic Signature Key and a
corresponding Electronic Signature Verification Key
Certificate.

10 THE PROCEDURE FOR DEALING
WITH CONFLICT SITUATIONS

10.1. The procedure for authenticating the Electronic
Signature is performed on the initiative of the Bank or
the Client. The Electronic Signature Authentication
Procedure means the occurrence of doubts by the Bank
or the Client related to non-recognition of authorship
and/or integrity of the Electronic Document signed
with the Electronic Signature of the Authorized Person
of the Client, when electronic documents signed with
the Electronic Signature are exchanged between the
Bank and the Client using the RBS System.

10.2.  The Parties acknowledge the information
contained in the Bank's hardware and software tools
and system logs sufficient to verify the authenticity of
a simple Electronic Signature in an Electronic
Document. The simple Electronic Signature in the
Electronic Document is authenticated by comparing
the data specified by the Client's Authorized Person in
the settings for the use of the simple Electronic
Signature in the RBS System with the data assigned to
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COIOCTAaBICHHUS]  JAaHHBIX, YKa3aHHBIX YTIOJIHOMOYEHHBIM
[IpencraButenem KimenTa B HacTpoWKax HCIHONIb30BAaHUA
npoctoit DnekrporHor moamucu B Cucreme [IBO, n maHHBIX,
MIPUCBOEHHBIX OCIApUBAEMOMY OJIEKTPOHHOMY JOKYMEHTY B
Cucteme JIBO, nonyyenHoMmy bankom, a Taxke HHGOpMAIIKH B
CHUCTEMHBIX )XypHallax baHka, B COOTBETCTBHUHU C MPOLEAYPOH,
npuBeaeHHo# B 11.10.11 HacTosiero Pernamenra.

10.3  TloareepxueHue MHOIMHHOCTH YCUIJICHHOMN
HeKBaJIM(HUIUPOBAHHON ONeKTPOHHOMN MOAIUCH B
ONEKTPOHHBIX  JOKYMEHTax OCYIIECTBISICTCS  MyTeM
TIPOBEPKH  COOTBETCTBYIOIMM  CPEJACTBOM  DJIEKTPOHHOM
TIOAMHCH ¢ HcHoib3oBaHueM CepTrdukata Kiroda MPOBEPKH
3JIEKTPOHHOW TOAMMUCH MPUHAJICKHOCTH TaKOM DJIEKTPOHHOU
MOANIMCH B OIEKTPOHHOM JIOKYMEHTE YTOIHOMOYEHHOMY
[IpencraButemo Kimenta (Bnanmenplly cepTUdUKaTa) U
OTCYTCTBHUSI UCKa)KCHUU B MOJIUCAHHOM JTAHHOUN DJIEKTPOHHOM
MNOAMUCHI0 DJIEKTPOHHOM JOKYMEHTE, B COOTBETCTBUHU C
npoueaypoi, npuseaeHHoH B 11.10.10 HacTosmero PernamenTa.

10.4 TIlpomeaypa NpPOBEPKH IIOUIMHHOCTH OJIEKTPOHHOM
MOJIIKCH, IIpU 0OMeHe DJIeKTPOHHBIM JOKyMeHTamu Kimenrom
u bankom c wucnonp3oBanuem Cucrembl JIBO, B ciyuae
npuMeHeHus: KIIMeHTOM YCHIIEHHOM HeKBanu(pUIUPOBAaHHOHU
ONEeKTPOHHON MOJANNCH OCHOBBIBAETCA HA MAaTEMaTHYECKUX
CBOMCTBAaX aJlrOPUTMa NIEKTPOHHOU IIOIINACH, PEATM30BaHHOTO
B COOTBETCTBUHU C aKTyaJdbHbIM cTaHIgapToM Poccuiickoit
®enepannu I'OCT P 34.10-2012, rapaHTHPYIOIIMMHU
HEBO3MOKHOCTD MOIETKA 3HAYCHUS YCHIJICHHOMN
HEKBaIM(HUITIPOBAHHONH  DJEKTPOHHONW TOANHUCH  JIFOOBIM
JUATIOM, HE OOJamaromuM KIIOYOM TaKOW DJIEKTPOHHOMH
noxnucud. Mtorom paspermieHuss KOH(IMKTHOH CHTYyallUuH
ABIISIETCS TMOO AOKa3aTEeIbCTBO MOUIMHHOCTH, LEJIOCTHOCTH U
aBTOPCTBA OCTIAPUBAEMOT0 DJIEKTPOHHOTO ToKyMeHTa KnueHty
(ero YIOJIHOMOYEHHOMY [IpencraButemno), 6o
ycTaHoBlieHHe  (akTta mnpueMa bBaHKOM  HCKaKEHHOTO
DNEeKTPOHHOTO JOKYMEHTA.

10.5 Ha ciryqaii Bo3HUKHOBEHMS cTIOpoB baHk oOecrieunBaeT
XpaHeHHE B TEUCHHE YCTAHOBJCHHBIX 3aKOHOAATEIBCTBOM
Poccuiickoii deneparnuu CpOKOB B CHCIMAILHON 0a3e JaHHBIX
ONEeKTPOHHBIX JOKYMEHTOB B BUJE €MHUI] XpaHEHUs, Kaxaas
M3 KOTOPHIX BKJIIOYAaeT AaHHble DJIEKTPOHHOIO JIOKYMEHTa,
CTPOKM ODJEKTPOHHOW MONMHUCH C TapaMeTpaMHu YCHUJICHHOU
HeKBaIM(UIMPOBAHHON JneKTpoHHOH moanucu, CepTudukar
KJIF0Ya TPOBEPKH DJIEKTPOHHOW MOAMUCH YTIOJIHOMOUYEHHOIO
IIpencraButens KimeHnrta, HCIONB30BaHHBIA NpPHU CO3AAHUH
YCHJICHHOH HEKBaTM(PUUUPOBAaHHOW OJEKTPOHHOU IOIMMCH,
ucroputo Hactpoek Cuctemsl JBO nans wucnonb3oBaHus
MpoCTOW ODJEKTPOHHOW TOAMMCH B CUCTEMHBIX KypHajax

banka, a Tak ke gaHHbie CpeAcCTB MOATBEPKACHUS
3JI€KTpOHHI)IX JOKYMCHTOB, HMCIIOJIL30BAHHBLIC IIpU CO3JaHHU
MpOCTOH  DJNEKTPOHHOM  TMOANMHUCA B OCHApPHUBACMOM

ONEeKTPOHHOM TOKyMEHTE. baHK o0ecreunBacT 3anTuTy TaHHBIX
OT BO3MOXHBIX HCKXEHWH B TIpomecce xpaHeHHs. baHk
o0ecrieunBaeT XpaHEHWE TMOIy4YeHHOro baHkoM 3ampoca

the contested Electronic Signature in the RBS System
received by the Bank and the information in the Bank's
system logs in accordance with the procedure set out in
clause 10.11 of these Rules.

10.3.  Authentication of the enhanced non-certified
Electronic Signature in Electronic Documents is
performed by means of verification by the appropriate
electronic signature means using the Key Certificate of
verification of the electronic signature belonging to
such Electronic Signature in the Electronic Document
to the Client's Authorized Person (certificate holder)
and no distortion in the Electronic Document signed by
such Electronic Signature in accordance with the
procedure set out in clause 10.10 hereof.

10.4.  The procedure for verification of the
Electronic Signature authenticity is based on the
mathematical properties of the electronic signature
algorithm implemented in accordance with the current
standard of the Russian Federation GOST R 34.10-
2012, which guarantees the impossibility of forging the
value of the enhanced non-certified Electronic
Signature by any person who does not possess the key
of such electronic signature, when the Client and the
Bank exchange Electronic Documents using the RBS
System, in case the Client applies the enhanced non-
certified Electronic Signature. The result of the conflict
resolution is either proof of authenticity, integrity and
authorship of the disputed Electronic Document to the
Client (its Authorized Person) or establishment of the
fact of acceptance of the distorted Electronic
Document by the Bank.

10.5. In the event of a dispute, the Bank ensures the
Electronic Documents are stored in a special database
in the form of storage units, each of which includes
data from the Electronic Document, lines of the
Electronic Signature with the parameters of the
enhanced non-certified Electronic Signature, within the
time limits established by Russian legislation,
Certificate of the electronic signature verification key
of the Client's Authorized Person used in creating the
enhanced non-certified Electronic Signature, history of
settings of the RBS System for using the simple
Electronic Signature in the Bank's system logs, as well
as data of the Electronic Document Validation Tools
used in creating the simple Electronic Signature in the
disputed Electronic Document. The Bank ensures the
protection of data against possible distortions in the
storage process. The Bank ensures that the Client's
request received by the Bank to produce the first
Electronic Signature Verification Key Certificate is
stored in paper form.

10.6.  The Bank ensures the request for the electronic
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Knuenta nHa wmsroroBneHue mnepBoro CepTudukara KiIo4a
MPOBEPKHU AIIEKTPOHHOHN MOAMIUCH B OyMaKHOH (opme.

106 B ciydae JUCTaHIIMOHHOTO oOpareHust
YnonuomouenHoro IIpeacrasurens KnuenTa s nepesblrycka
CeprudukaTta KI0O9a MPOBEPKU ICKTPOHHOW momanucu bank
obecrieunBaeT XpaHeHHe MOJyYeHHOro bankoMm moanucanHoro
VnonnomouenusiM IlpencraButens Kimenrta 3ampoca Ha
nsrotosieHne Cepru(rkara KIOYa MPOBEPKH 3JICKTPOHHOH
MOJIIKCH B 3JIEKTPOHHOI hopme.

10.7 Ilpouenypa NpOBEPKH NOMIMHHOCTA ODIEKTPOHHOU
MOAINUCH, TpH OOMeHe OJEeKTPOHHBIMH JOKyMEHTaMU C
HCTI0JIb30BaHUEM CucreMsl AbO BBINOJTHACTCS
CormacuTenbHOM KOMHCCHEH, B COCTaB KOTOpPOH BXOHAT
HaJJeXaluM 00pa3oM YIOJHOMOYEHHBIE IPEACTaBUTEINH
00enx CTOPOH (He MEHee JIBYX YeNIOBEK OT Ka’KAOH CTOPOHHBI).
Ilo cormameHuio CTOpPOH B COCTaB KOMHCCHHM MOXET OBITH
BBEJICH HE3aBUCHUMBII 3KCIIEPT.

108 B caywae, ecmum ocnapuBaeMblii  DIEKTPOHHBIA
JOKYMEHT SIBJSIETCS 4YacThl0 TMaKeTa OJIEKTPOHHBIX
JOKYMEHTOB, TO IpoLexypa IPOBEPKH  IOAINUCHU

OCYIIECTBIISIETCS MO TAKETOM DJIEKTPOHHBIX JOKYMEHTOB,
B COCTaB, KOTOPOTO BXOJHUT OCITAPHBAEMBIN DIICKTPOHHBIN
JOKYMEHT.

10.9 Iopsaok pa3peuieHusi KOHQJIUKTHOH CUTYaLMH.

109.1 B cayyac BO3HUKHOBCHHMS HEOOXOAMMOCTH B
MIPOBEICHUN MPOLIE Ty PHI MIPOBEPKHU MOJUTMHHOCTH
ONeKTpOHHONW  TMOANUCH, TIpu OOMeHe DJIeKTPOHHBIMH
TOKyMeHTaMu ¢  wucrnois3oBanumeM  Cucrtemsl  J[BO,

VYnonnomoueHHslit IlpeactaButens KiueHTa mnpenactaBiseT
banky mnmceMeHHOe 3asBIEHHE, COJAEpXKallee CYIIECTBO
MIPETEH3HUH C YKa3aHHEeM Ha DJIEKTPOHHBIN JOKYMEHT, KOTOPHIH
OH OCIIapUBaET.

10.9.2 bBauk u KinmeHT JOJDKHBI B TedeHHE He Oojiee ISTH
paboumx nmHEH OT nmaThl mpuema bankom 3asBiieHus Kiuenta
chopmupoBath  COrjacUTEIbHYH) KOMHCCHIO JIJISL  €ro
pPacCMOTpPCHUS.

10.9.3 CormacurenpHass KOMUCCHSI JOJDKHA 3aKOHYHUTH CBOIO
paboty B Teuenue 14 pabounx qHEH ¢ MOMEHTa €€ CO3/IaHusl.

10.9.4 Pemenne CoriacuTenbHOH KOMHCCHM NPHHUMAETCS
OOJILIIMHCTBOM I'OJIOCOB €€ YYACTHUKOB, 0(OPMIISIETCS aKTOM U
MO/ CHIBACTCS] BCEMH WIEHAMU KOMHUCCHHU.

10.9.5 B cnyvae, eciiv CTOPOHBI HE NPHUILIH K B3aUMHOMY
COTJIALIEHMI0O MJIM B CiIydae oOTKa3a OT J0OpOBOJIBHOTIO
ucronHeHust penreHust CornacuTeNTbHOH KOMHCCHH, CTOPOHBI
penaT KOH(GIMKTHYIO CUTYaluIo B CyAeOHOM ITOPSIIKE.

10.10 Ipouenypa NPOBEPKH YCHJICHHOMH
HEeKBATH(UIMPOBAHHONH JJIeKTPOHHOM IOAMUCH .

10.10.1 In1  mpoBepKH  TPUHAIIC)KHOCTH  YCHUJICHHOH
HEKBATUDUIIMPOBAHHOMN ONEeKTPOHHOH MIOAIIUCHU
YnonnomoueHHomy IlpencraButento KiveHTa U OTCYTCTBHUS
HCKa)XEHUH B DJIEKTPOHHOM JOKyMEHTe U3 0a3bl JaHHBIX baHka
YIOJTHOMOYEHHbIM paboTHUKOM baHka wu3Biekaetca Qain
Ceprudukata KIIOYa TMPOBEPKH DIIEKTPOHHOW IOIIHMCH
YnonnomouenHoro IlpenctaBurenss Knumenta - Bragensla

signature verification key certificate received by the
Bank and signed by the Client's Authorized Person is
stored in electronic form in the event of remote access
of the Client's Authorized Person for the reissue of the
electronic signature verification key certificate.

10.7.  The procedure of verification of the
authenticity of the Electronic Signature is performed
by the Conciliation Commission consisting of duly
Authorized Persons of both parties (at least two
persons from each party), when exchanging the
Electronic Documents using the RBS System. An
independent expert may be introduced to the
Commission upon agreement of the Parties.

10.8. In the event that the disputed Electronic
Document is part of the Electronic Document Package,
the signature verification procedure is performed under
the Electronic Document Package, which is part of the
disputed Electronic Document.

10.9. Procedure for resolving a conflict situation.
10.9.1. The Client's Authorized Person submits a
written application containing the substance of the
claim to the Bank, indicating the Electronic Document
that the Client is contesting, in the event that it is
necessary to carry out the procedure of authenticity
verification of the Electronic Signature, when
exchanging the Electronic Documents using the RBS
System.

10.9.2. The Bank and the Client shall form a
Conciliation Commission for its consideration, within
no more than five working days from the date of
receipt of the Client's application by the Bank.

10.9.3. The Conciliation Commission must complete
its work within 14 working days of its establishment.
10.9.4. The decision of the Conciliation Commission
is taken by a majority vote of its members, is drawn up
in an act and signed by all members of the
Commission.

10.9.5. The parties resolve the situation in court if they
fail to reach a mutual agreement or if they refuse to
comply with the Conciliation Commission's decision
voluntarily.

10.10. Enhanced Non-Certified Electronic
Signature verification procedure.

10.10.1.The Bank's authorised employee retrieves from
the Bank's database the file of the Key Signature
Validation Key Certificate of the Authorized Person of
the Client, the holder of the Key Signature Validation
Key Certificate, used in creating the enhanced non-
certified Electronic Signature under the contested
Electronic Document in order to verify that the
enhanced non-certified Electronic Signature belongs to
the Authorized Person of the Client and that the
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Ceprtudukata KiI0Ya TMPOBEPKH BIEKTPOHHOW TOAMMUCH,
HCIIOIb30BaHHBIN npu CO3JaHUU YCUJIEHHOI
HEKBAIM(UIMPOBAaHHOH  DIJIEKTPOHHOW  MOJNNHCH  TIOA
OCTIapUBAEMbBIM DJIEKTPOHHBIM JOKYMEHTOM.

10.10.2 YcranaBnuBaeTCs MPUHAIIEKHOCTh KITFOYa TTPOBEPKH
ONEeKTpOHHOM NOIIHCH, COAEPKAIIEToCsi B H3BJICUYCHHOM

¢daiie, Bnagensuy — Ceprudukara  KIO4a  [POBEPKU
3JIEKTPOHHOM MOATHNCH TI0 ClEAYIoNel mpoueaype:
] n3 0a3pl  JMAaHHBIX  YJIOCTOBEPSIONIETO  IIEHTpa

M3BJICKaeTCs TepBUYHBIH CepTHhHUKAT KII0Ya IPOBEPKH
ANIEKTPOHHON Toanmucu YmonHoMoueHHoro [lpencraBurens
Kmuenta - Bnagenmsna Ceprudukara KIH0O4a MPOBEPKU
AJICKTPOHHON TOJIMKCU. YCTAHABIMBACTCS IPHUHAJICKHOCTH
KII0Ya TPOBEPKU  OJCKTPOHHOW  TMOMIMUCH  BIAACTBILY
CepTudukaTa KJIrOUa TPOBEPKH JICKTPOHHON MOMAMUCH, TyTEM
CpPaBHEHHS C KJIIOYOM IMPOBEPKH OINEKTPOHHOW TOIIHCH,
yKa3zaHHOMY B 3ampoce Ha wm3rotoBienne Ceprudukara
MIPOBEPKH KJIF0Ya 3JIEKTPOHHOW IMOANMCH B OyMaKHOM BHJIE,
MMeroImMcs B pacriopsokernn banka. Ecnmu cooTBeTcTBHE He
YCTaHOBJIICHO, TO TPUHAIICIKHOCTh KIHOYa ODIEKTPOHHOU
MOATIMCH TaHHOMY Bianenbily CepTudukara Kiroda MpOBEPKU

ANEeKTpOHHON moamucd —  KineHTy/YTOJHOMOYEHHOMY
[IpencraButento KnuenTa He moATBepKAACTCS;
o n3 0a3pl  JaHHBIX  YJAOCTOBEPSIOIIETO  IICHTpa

W3BJIEKAETCSl MOCIEAYIOMUN 3arnpoc (MpU HaJWYUHd TaKOBOIO)
Ha Ceprudukar KiI0Ya NPOBEPKH DSIEKTPOHHON MOAIUCH
VYnonnomouenHoro IlpencraBurens Knuenra - Brazensma
Ceprtudukata KI04a TPOBEPKH DJICKTPOHHOW MOANMUCH U
yCTaHaBJIMBAaeTCsl (akT €ro MOJANMCAHHUS MEPBUYHBIM KIIOYOM
DnexTpoHHOI noanucu no coxepxkanuio Ceprudukara Kioda
MIPOBEPKU AJIEKTPOHHOM MoanucH. B mpoTuBHOM ciydae -

MPUHA/UIC)KHOCTh  KIIf0Ya  JAaHHOMY  YIOJHOMOYEHHOMY
npencraButeato Kimenta He moATBEpKaaeTCs;
° BBIIICYKa3aHHBIE JEHCTBUS MOCJeI0BATEIBHO

MTOBTOPSIIOTCS BIUIOTH JIO NMPOBEPKHU 3arpoca Ha U3TOTOBJIECHHE
Ceprudukara KIIOYa TMPOBEPKH DIIEKTPOHHOW IMOIIHCH
rnazensiia CepTudukaTa KIOYa MPOBEPKU DIEKTPOHHOMH
MOJIMCH, HCIOJIB30BAHHOIO JUIS CO3JAaHUS JIEKTPOHHOH
MOANUCH TOJA OCHAapHBAEMBbIM OIEKTPOHHBIM JTOKYMEHTOM.
Ecnu u3 conepxanus 3anpoca Ha u3rorosineHue Ceprudukarta
KJII04Ya IPOBEPKH 3JICKTPOHHON MoANMCH B 0a3e AaHHBIX
Y A0CTOBEPSIONIETO LIEHTPA HE CIEXYET, YTO 3alPOC MPOBEPEH
npeasiaymuM CepTudHUKaToM KItoYa MPOBEPKH 3JIEKTPOHHOM
MTOATINCH COOTBETCTBYIOIIETO YTOTHOMOYEHHOTO
Ipencrasutens Knuenra - Bmagensiia Ceprudukara Kiroua
MIPOBEPKU DIICKTPOHHOW MOMMHUCH, NMPHHAUIEKHOCTh KIIFOUYa
ONeKTpOHHOW  TOANHCH  TakoMy  YTIOJTHOMOYEHHOMY
[IpencraButento Kinuenrta He nmoarsepxnaercs. B npotuBHOM
ciyqae - Kmrou OJIeKTpOHHOW TNOANUCH — TPU3HAETCS
NpHUHAAICKAIIIM yKazaHHoMy B ero CepTudukarte Kio4a
NPOBEPKU  DJIEKTPOHHOM  MOJANUCH  YTIOJHOMOYEHHOMY
[IpencraButento Knuenra.

10.10.3 YcranaBnuBaetcsi JieiictBuTenbHOCTE  CepTudukara
KJIF0Ya TPOBEPKH AJIEKTPOHHOW MOANMUCH YTOJIHOMOUYEHHOTO

Electronic Signature Validation Key Certificate file of
the Authorized Person of the Client is not distorted in
the Electronic Document.

10.10.2.The electronic signature verification key
contained in the extracted file shall belong to the owner
of the Electronic Signature Verification Key Certificate
according to the following procedure:

° the primary Key Certificate of Electronic
Signature Verification of the Authorized Person of the
Client, the owner of the Key Certificate of Electronic
Signature Verification, is extracted from the
Certification Centre database. The ownership of the
electronic signature verification key to the owner of the
electronic signature verification key certificate is
established by comparing it with the electronic
signature verification key specified in the request for
the production of the electronic signature key
verification certificate in paper form available to the
Bank. The ownership of the Electronic Signature Key
by this owner of the Electronic Signature Verification
Key Certificate, the Client/Accredited Representative
of the Client, shall not be confirmed if no match has
been established;

° a subsequent request (if any) for the Key
Certificate of Electronic Signature Verification of the
Authorized Person of the Client, the owner of the Key
Certificate of Electronic Signature Verification, is
extracted from the Certification Authority database and
the fact of its signing by the primary key of the
Electronic Signature according to the content of the
Key Certificate of Electronic Signature Verification is
established. Otherwise, the ownership of the key by
this Authorized Person of the Client shall not be
confirmed;

° The above actions are repeated sequentially
until the request for the production of the Key
Certificate of Electronic Signature Verification of the
owner of the Key Certificate of Electronic Signature
Verification used for the production of the Electronic
Signature under the contested Electronic Document is
verified. If the contents of the request for the
production of the electronic signature verification key
certificate in the Certification Centre's database do not
indicate that the request has been verified by the
previous electronic signature verification key
certificate of the respective Authorized Person of the
Client, the owner of the electronic signature
verification key certificate, the ownership of the
electronic signature key by such Authorized Person of
the Client shall not be confirmed. Otherwise, the
Electronic Signature Key shall be deemed to belong to
the Client's Authorized Person indicated in his
Electronic Signature Verification Key Certificate.
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[IpencraButenss Knuenra - Bnagensua CepTudukara Kioya
MIPOBEPKU JJIEKTPOHHOW MOANMCH, HAa MOMEHT IOJIyYEHHUs
bankom  ocnmapuBaeMoro  OIEKTPOHHOIO  JIOKYMEHTA.
Ceprudukat KItoya MPOBEPKH IEKTPOHHOHN OAMUCH SBISIETCS
HEJCHCTBUTENbHBIM HAa  MOMEHT IMOJlydeHHs baHkom
OCIIapUBaEMOro DJIEKTPOHHOTO JOKYMEHTA, €CIIN:
(] cpok gedictBus Ceprudurara Kiroda
3JIEKTPOHHOT'O IOKYMEHTA HCTEK;

MIPOBEPKHU

° nauHb CepTuUKaT KII049a MPOBEPKH 3JIEKTPOHHOM
moanucu OBLT IIOMCIICH B CITHCOK OTO3BAHHBIX CepTI/I(bI/IKaTOB.
B nmpormBHOM ciydae, Ceptudukar KiIoda IPOBEPKH
SJIEKTPOHHOW TOAMMCH YToJHOMo4YeHHoro IlpeactaBurens
Kmuenta - Bnagensna Ceprudukara KIr04a MPOBEPKU
3JIEKTPOHHOM MOJANKCH MPU3HAETCS JEHCTBUTEIbHBIM.

10.10.4 YcranaBnuBaercss ¢GakT ONOKMpOBaHWS JOCTYyINa
nanenblly Ceprudurkara Kiroda MPOBEPKH 3JICKTPOHHOM
moamucu kK Cucreme JIBO ma MomeHT monydenus bankom
ocIlapuBaeMoro OJEKTPOHHOIO AOKyMeHTa. B ciydae, ecnu
Jata nomydeHus baHkoM YBemomsieHHMsT 0 KOMIpPOMETallUU
KIo4a OJEKTPOHHOH MOANKMCH W/WIM  3asiBICHUS Ha
omokupoBanue aoctyna B Cucremy [AbO YnomHoMoueHHOMY
[IpencraButento Kinumenra — Bnagensuy CepTtudukara Kioya
MIPOBEPKU 3JIEKTPOHHOM IOANKCH pPAHbLIE AATHl MOJy4YEHUS
BbankoM ocnapuBaeMoro DJIeKTPOHHOTO JOKyMEHTa — TaKOW
ONEKTPOHHBIA NTOKYMEHT IMPHU3HAETCS HEACHCTBUTEIHLHBIM. B
IIPOTUBHOM Clly4ae JIN0O IIPY YCTaHOBJIEHUH OTCYTCTBUS (haKTa
Noiay4yeHUus: DBaHKOM COOTBETCTBYIOLIETO YBEIOMIIEHUS O
KOMIIPOMETAaLUK  KiIoya OJIEKTPOHHOW MONNHCH  W/HIIH
3agBlIeHUA Ha OnokupoBanue poctyna B Cucremy JHBO
YnonHomoueHHoMy IlpencraBurento KiMeHTa — BIAJEIBILY
Ceprudukara KiI0o4a TPOBEPKH DICKTPOHHOW MOIMHCH —
OCTIapuBaeMbIii  ONEKTPOHHBIH  JOKYMEHT  IpPU3HAETCS
e CTBUTEIHHBIM H KOPPEKTHBIM.

10.10.5 Jlns pa3bopa KOH(IUKTHOW CHUTYaIlM UCIIOIB3YIOTCS
STaJIOHHBIE  MPOTpaMMHO-amnapaTHele cpeAcTBa  baHka.
Ucnons3yetcs CrieuaibHOe CepTHPHULIMPOBAHHOE
nporpaMMHoe oOecriedeHue, MpeJHa3HauYeHHOe ISl POBEPKH
YCHJICHHOW HEKBAJIM(UIIUPOBAHHONH OJIEKTPOHHOW TOAMUCH
1oJ1 DIIEKTPOHHBIM JJOKYMEHTOM.

10.10.6 ITpoBepka DJIEKTPOHHON MOIIKCH OCHAPHBAEMOIO
OJNEeKTpOHHOTO  JOKYMEHTa  IMPOU3BOIUTCA  MPOrPaMMOin
ARBITER-PKI (pa3pabotunk 3AO «Curnan-KOMy»). Ilo
pe3yiabTaTaM  OPOBEPKHM  DJEKTPOHHAs  MOANUCH  TOJ
OCIIApUBAaEMbIM  DJEKTPOHHBIM  JIOKYMEHTOM  TPHU3HAETCS
NpUHAJIEKAILEH YOIHOMOYEHHOMY [IpencraBurento
Knuenra - Brnagensny Ceprudukara KIOYa TPOBEPKH

10.10.3.The validity of the Key Certificate of
Electronic Signature Verification of the Authorized
Person of the Client, the holder of the Key Certificate
of Electronic Signature Verification, is established as
of the date of receipt of the contested Electronic
Document by the Bank. The Electronic Signature
Verification Key Certificate shall be invalid as at the
time of receipt of the contested Electronic Document
by the Bank, if:

° the electronic document verification key
certificate has expired;
° this Electronic Signature Verification Key

Certificate has been published on the list of revoked
certificates.

Otherwise, the Key Certificate of Electronic Signature
Verification of the Authorized Person of the Client, the
owner of the Key Certificate of Electronic Signature
Verification, shall be deemed valid.

10.10.4.The fact of blocking the access of the owner of
the Key Certificate of verification of the electronic
signature to the RBS System at the time of receipt of
the contested Electronic Document by the Bank shall
be established. Such Electronic Document shall be
deemed invalid, if the date of receipt by the Bank of a
Notice of Electronic Signature Key Imprinting and/or
application for blocking access to the RBS System by
the Client's Authorized Person, the holder of the
Electronic Signature Verification Key Certificate, is
earlier than the date of receipt of the contested
Electronic Document by the Bank. Otherwise, or if it is
established that the Bank has not received the relevant
Electronic Signature Key Disclosure Notice and/or
application to block access to the VSS System by the
Client's Authorized Person, the holder of the Electronic
Signature Verification Key Certificate, the contested
Electronic Document shall be deemed valid and
correct.

10.10.5.The Bank's reference hardware and software
tools are used to analyse conflict situations. Special
certified software is used to verify an enhanced non-
certified Electronic Signature under an Electronic
Document.

10.10.6.The Electronic Signature of the contested
Electronic Document is verified by the ARBITER-PKI
program (implemented by ZAO Signal-COM). Based
on the results of the verification, the Electronic
Signature under the contested Electronic Document
shall be deemed to belong to the Client's Authorized
Person, the owner of the Electronic Signature
Verification Key Certificate, if the issued by the
mentioned program inspection report has been
generated Document's signature status: Valid or
Signature confirmed (signature is correct), and
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SJEKTPOHHOM TMOJMUCH, €CIM B TMPOTOKOJE TPOBEPKH,
BBIJAaBAEMOM YKa3aHHOW B HACTOSILEM MYHKTE MPOrpaMMoi,
chopMupoBana 3amuch O TOM, 4r0 «CTaTryc mOANUCH
JOKyMeEHTA: JeiicTBUTENBbHAY» 580078 «Hoanuck
NMOATBeP:KIeHa» (signature correct), U He NPHUHAUIEKAIIEH
YnonnomoueHHomy IlpencraBurento Kinenrta - Biagenbily
Ceprudukata KII0Ya MPOBEPKH DIICKTPOHHOW ITOAMHCH, B

OPOTUBHOM  ciydae. IIpOTOKOaI  MpOBEpKH  YCHIICHHOH
HeKBaJIM()UIMPOBAHHON ONeKTpOHHOHI MIOAIKCH
pacneuyaTelBaeTCs M IMOJNHUCHIBAETCS  BCEMM  YJIEHAMHU

Cormacute1bHOM KOMUCCUH.

10.11 TIIpoueaypa
NOAIHUCH.

Jran 1.

Jns mpoBepKH MPUHAUIEKHOCTH MPOCTOW DIEKTPOHHOU
noanucu YnomHoMmoueHHoMy [lpencrasutenmo Kimenrta u
MIPOBEPKHU MTPAaBOMEPHOCTH HCIIOJIHEHUS! baHkoM DeKTpOHHOTO
JOKyMEHTa, M3 CHCTEMHOro >ypHana baHka wu3Biekaercs
nHpopMamus 00 ocmapuBaeMOM OJJIEKTPOHHOM JIOKYMEHTE,
KOTOpasi COAEPKUT:

NMpPOBEPKH MPOCTOH  IIeKTPOHHOM

o COIEPKUMOE OCIIapUBaEMOr0 ONEKTPOHHOTO
JOKyMEHTa, oJTlydeHHOro bankoMm;
° WHpOpPMALIUS O JHIE, MOANKCABIIEM OCMapUBacMBbIN

OnexTpoHHBIN NOKyMeHT (moiHoe ®UO, yHuKaIbHBI HOMEp
3asBJICHUS HAa PETUCTPALUIO Y IOJJHOMOYEHHOI'O JIUIIA);

° JaTa ¥ BpeMs CeaHca;

L] Jata u BpEMsL oAU CaHuA ocnnapuBacMoro
ONEeKTPOHHOTO JOKyMEHTA;

° AOOHEHTCKUIT HOMEp, Ha KOTOpBIH OBUT OTIpaBiicH

OmHOPa30BEIN TApONb IS MOATBEPKACHHS OCIApPUBAEMOTO
DNEeKTPOHHOTO JOKYMEHTa;

] OnHopa3oBbIit napoJIb, BBEJICHHBIH JUTSE
MOJTBEPIKJICHHS OCIIAPUBAEMOT0 DIJIEKTPOHHOTO JIOKYMEHTa M
oTIepanuy, AaTa U BpeMs (OpPMHUPOBAHHUS COOOIICHHS.

Jram 2.

YcranaBnmuBaeTcsi COOTBETCTBHE AOOHEHTCKOTO HOMepa,
ykazanHoro KmmeHTtoMm (ero YMOIHOMOYEHHBIM JIMIIOM) B
NONy4eHHBIX baHkOM AOoKyMeHTax, AOOHEHTCKOMY HOMEpY
XpaHALleMycsl B 3JEKTPOHHBIX XypHanax Cucremsl J1BO, Ha
KOTOpBIA OBl HampaBieH OAHOPA30BBIM Mapoib HA MOMEHT
MOJITICAaHMs OCMIApUBAEMOT0 DIIEKTPOHHOTO JNOKyMeHTa. [Ipu
copmagcHnn  wHpopManun  CorracurensHas  KOMHCCHSA
nepexomuT K ortamy 3. llpm HecoBmameHmun WHGOPMAINH
OCIIapUBAEMBIH TOKYMEHT MPHU3HAETCS HEKOPPEKTHBIM.

Jran 3.

VYcranaBnuBaeTcss  coorBeTcTBUE  OAHOPA30BOrO  Mapods,
HaIpaBIeHHOTO Ha AOOHEHTCKHH HOMEp YMOJIHOMOYEHHOTO
[IpenctaBuTens Knuenra, OmHopa3oBoMy 1apoJIio
XpaHAImEeMycsli B AJIEKTPOHHBIX >KypHaiax Cucrtemsr J1BO
BMECTE C OCIapHBaeMbIM JJIEKTPOHHBIM JIOKYMEHTOM U
BBEJCHHBIM YTNOJHOMOYEHHbIM IIpencraBurenem Kiuenta
TIPH MOATMCAHUN DJIEKTPOHHOTO NoKyMeHTa. [Ipu coBnanennu
nHpopmaruu CornacutenbHasi KOMHCCHUS ITEPEXOTUT K dTamy 4.
[Ipu HecoBnaseHuu WHPOPMAIMKA OCIIAPHUBACMBIN JOKYMEHT
MPU3HACTCS HEKOPPEKTHBIM.

Jran 4.

otherwise, shall not be deemed to belong to the Client's
Authorized Person, the owner of the Electronic
Signature Verification Key Certificate. The Enhanced
Non-Certified Electronic Signature Verification
Protocol is printed out and signed by all members of
the Conciliation Commission.

10.11. Procedure for checking a simple Electronic
Signature.

Stage 1.

In order to verify a simple Electronic Signature
belongs to the Authorized Person of the Client and to
verify the legality of the Bank's execution of the
Electronic Document, information on the contested
Electronic Document is extracted from the Bank's
system log and contained therein:

° the contents of the contested Electronic
Document received by the Bank;
° information on the person who signed the

contested Electronic Document (full name, unique
application number for registration of the Authorised
person);

o date and time of the session;

° date and time of signing of the contested
Electronic Document;

° The subscriber number to which the one-time
password was sent to confirm the disputed Electronic
Document;

° One-time password entered to confirm the
disputed Electronic Document and transaction, date
and time of message generation.

Stage 2.

The Subscriber Number specified by the Client (his
Authorised person) in the documents received by the
Bank is established to be in compliance with the
Subscriber Number stored in the electronic logs of the
RBS System, to which the One-time password was
sent at the time of signing the contested Electronic
Document. The Conciliation Commission shall
proceed to stage 3 if the information matches. The
contested document shall be deemed incorrect in the
event of a discrepancy of information.

Stage 3.

Compliance of the One-time password sent to the
Subscriber number of the Client's Authorized
Representative with the One-time password stored in
the electronic logs of the RBS System together with
the contested Electronic Document and entered by the
Client's Authorized Representative upon signing the
Electronic Document shall be established. The
Conciliation Commission shall proceed to stage 4 if the
information coincides. The contested document shall
be deemed incorrect in the event of a discrepancy of
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YcranaBnuBaeTcs ¢daxT OJIOKUPOBAHUS JlocTyna
YnonaomouenHoro IlpeacraButens KnuenTa, mojamucaBuiero
ocriapuBaeMbIii DJIeKTPOHHBIN ToKyMeHT, k Cucteme /IbO Ha
MOMEHT moiydeHuss baHkoMm ocmapuBaeMoro DJIE€KTPOHHOTO
JokyMmeHTa. Ecin nara nonyuyeHuss baHkoM YBenomileHHs O
KOMITIPOMETAMHN  Kfoda  JJICKTPOHHON IOANKCH  W/HIH
3asBIIeHUsT Ha OnokupoBanue noctyna B Cucremy JbO
YnonaomoueHHoMy IIpencrasutento KimenTa, nognucasmemy
OCMApUBAEMBINl  DJEKTPOHHBIM JOKYMEHT, paHbIlIe JaTbl
noyiydyeHus: bankom ocrapuBaeMoro DIEKTPOHHOTO TOKyMEHTa
— Takoi DJIEKTPOHHBIA TOKYMEHT IIPU3HAETCA HEKOPPEKTHBIM.
B nportuBHOM ciyyae MO0 TpPH YCTAaHOBJICHWH OTCYTCTBHS
(haxTa morydeHuss baHkOM COOTBETCTBYIOIIETO Y BEIOMIICHHUS O
KOMITIPOMETAIMK  KIfouya DJIEKTPOHHOH IOAMUCH  W/HITH
3asBIIeHHsT Ha OnokupoBanue noctyna B Cucremy JbO
YnonaomoueHHoMy Ipencrasutento KimenTa, nognucasmemy
OCIIApUBAEMBIN ODJIEKTPOHHBIA JTOKYMEHT, - OCIHAapHUBacMbIN
ONEeKTpOHHBI JOKYMEHT IIpU3HAETCAd JEHCTBUTEIBHBIM H
KOPPEKTHBIM.

10.12 OTBeTCTBEHHOCTH CTOPOH MNpPH
DJIeKTPOHHBIX JAOKYMEHTOB, o0MeH KOTOPBIMU
ocymiecTBJsieTcsi ¢ ucnoJb3oBanuemM Cucremsl JIBO,
MOANMCAHHBIX YCHJICHHOM HeKBAJIUPUUMPOBAHHOM
JJ1eKTPOHHOM MOANMCHIO.

10.12.1 bank He HeceT OTBETCTBEHHOCTH mepea KiueHToMm B
ciydasix, ykazaHHblX B [IpaBuiax (Bimtoyasi MpUIIOKEHHUS K
HUM), a TaKXke IpU ycTaHoBiIeHnH CornacuTebHOW KoMHUCccHel
COBOKYITHOCTH CJIEIYIOMNX (PaKTOB MPH MPOBEPKE YCHICHHON
HEKBaIM (UM POBAHHON ONEeKTPOHHOH HOIIINCH oJI
OCIIapHBAEMBIM DJIEKTPOHHBIM JIOKYMEHTOM:

° KIIOY ~ TPOBEpPKHM  OJEKTPOHHOM  MHOANUCH B
OCTIapUBaeMOM  ODJEKTPOHHOM  JIOKYMEHTE TpPHHAJUICKUT
Ynonnomouennomy Ilpencrasurento KimeHnra - Biajenbily
CeprudukaTa KIr0Ua MPOBEPKH IEKTPOHHOM TOIHCH;

] CepTudukaT KIItoYa MPOBEPKU DIICSKTPOHHON MOIITUCH
Ynomaomouennoro IlpencraBurenss Knmenrta — Biamenbia
CepTudukaTta KIr04a TPOBEPKH 3JICKTPOHHOH IOAIMCH OBLI
JefCTBUTEIEH Ha MOMEHT NoJydeHHst baHkoMm ocnapuBaeMoro
ONEeKTPOHHOTO JOKYMEHTA;

° He ycTaHOBJICH (akT moxyderus bankom ot Kimenra
VBenomiieHUsT O KOMIIpOMETAIMM KJtoya JIEKTPOHHOM
MOANIMCH W/WIKM 3asBJICHUS O OJIOKMPOBAaHWU JOCTyNa B
Cucremy JIbO Ynonaomouennoro I[Ipencrasurens Knuenra, ¢
ucrnonb3oBanreM CpencTBa MOATBEPKIACHUS OJIEKTPOHHOTO
JOKyMEHTa, KOTOphIM OBUI ~ TOJNMHCAaH  OCTAPHBACMBbIH
ONeKTPOHHBIN JOKyMEHT, TUOO MOMEHT MojdydeHus bankom
YBemomiieHHsT O KOMIIPOMETAlMKA KITF0da  DJIEKTPOHHOM
MTOAIMCH ¥I/VITN 3asBJICHHS Ha OJOKMpPOBAHHME MO3KE MOMEHTA

ocrapuBaHUHU

information.

Stage 4.

The fact of blocking the access of the Authorized
Person of the Client who has signed the contested
Electronic Document to the RBS System at the
moment when the Bank receives the contested
Electronic Document shall be established. If the receipt
date by the Bank of a Notice of Electronic Signature
Key Imprinting and/or application for blocking access
to the RBS System by the Client's Authorized Person
who signed the contested Electronic Document is
earlier than the date of receipt of the contested
Electronic Document by the Bank, such Electronic
Document shall be deemed to be incorrect. Otherwise,
the contested Electronic Document shall be deemed
valid and correct, if it is established that the Bank has
not received the relevant Notice on compromising the
Electronic Signature key and/or application for
blocking the access to the RBS system to the Client's
Authorized Person who signed the contested Electronic
Document, the contested Electronic Document.

10.12. Responsibility of the parties in contesting
Electronic Documents exchanged with the use of the
RBS System and signed by an enhanced non-
certified Electronic Signature.

10.12.1.The Bank shall not be liable to the Client in the
cases specified in the Rules (including their annexes),
as well as when the Conciliation Commission
establishes the following facts when verifying an
enhanced non-certified Electronic Signature under the
contested Electronic Document:

° the key to the Electronic Signature verification
in the disputed Electronic Document belongs to the
Client's Authorized Person, who is the holder of the
Electronic Signature verification key certificate;

° the electronic signature verification key
certificate of the Authorized Person of the Client, the
holder of the Electronic Signature Verification Key
Certificate, was valid as of the date of receipt by the
Bank of the contested Electronic Document;

° it has not been established that the Bank has
received a Notice of Electronic Signature Key
Compromised and/or Application for Blocking of the
Client's Authorized Person's access to the RBS System
from the Client using the Electronic Document
Validation Tool by which the contested Electronic
Document was signed, or the time when the Bank
received a Notice of Electronic Signature Key
Compromised and/or Application for Blocking after
the time when the Bank received the contested
Electronic Document.

10.12.2.The Bank shall not be liable to the Client and
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MOJTyYCHUS BankoMm
JOKYMEHTA.

10.12.2 Bank He HEeceT OTBETCTBEHHOCTH Tepe KitneHToM u He
Bo3Meniaer KIMEHTy YIYIICHHYIO BBITOAY IOCJCIHETO.
OTBETCTBEHHOCTh baHka HacCTymaeT MCKIIIOUUTEIILHO IIPH
HaJMYUHU JTOKa3aHHOW BHHBI MTOCJICAHETO W HAIMYMEM IPSIMOI
MPUYUHHO-CJICJICTBEHHON  CBSI3M  MEXAy  HACTYMUBIIAMH
COOBITHSIMH, IOKa3aHHOW BHMHOM baHKa M HETaTHMBHBIMH IS
Kinenra mociae iCTBASMH.

10.12.3 Knuent/Ynonnomouennsiii IIpencraBurens Kiuenra
HECYT OTBETCTBEHHOCTh Iepe] baHKOM BO BCeX U JIFOOBIX
CIIy4asiX HEBBITIOJHCHUS W/WIIM HEHAJUICIKAIIETO BBIITOJHCHUS

ocCrapuBacmMoro BHGKTPOHHOFO

[IpaBun (Bxirodas TPWIOKEHUS K HHUM), HACTOSIIETO
PermamenTa, TOJIOKEHWM 3aKOHOMATEIILCTBA POCCHUICKOM
Qenepannn u TpeboBaHW baHka, a TakKe HECYT PHCK
HACTYIUICHHA  JIIOOBIX  TNPaBOBBIX W/WIM  (PUHAHCOBBIX
MOCTIEICTBUH, B TOM 4HCIe HeOnaronpuatHeix aias Kimenra,
banka, HHBIX v, CBSA3aHHBIC c TaKUM
HapylIeHHEeM/HeHAIJIEKAIIUM HCTIOJTHEHUEM.

10.13 OTBeTCTBEHHOCTH CTOPOH TMPH OCNAPUBAHHH
DJIeKTPOHHBIX JAOKYMEHTOB, o0MeH KOTOPBIMU

OCYLIeCTBJIfAETCA ¢ Hcnoab3oBanueM CucreMsl
MOAMUCAHHBIX MPOCTOH IIEKTPOHHOI MOANICHIO.
10.13.1 bank He HeceT OTBETCTBEHHOCTH mepen KimeHToM B
CITy4asix, yka3aHHbIX B [lpaBumax (BKITIOYas MPHIIOKEHUS K
HUM), a TaKXe IpU ycTaHoBIeHHH COrnacuTeIbHOW KOMUCCHEH
COBOKYITHOCTH CIISAYIOIUX (DaKTOB MpU MPOBEPKE MPOCTOMH
ONEeKTPOHHONW MOJANKCH IO/ OCTapHUBaeMbIM JIEKTPOHHBIM
JIOKYMEHTOM:

AbO,

° HEe yCTaHOBJIEH (akT momydeHus: bankom ot Knmenta
VYBenomneHuss O KOMIIPOMETAlUMU KJIO4Ya OJIEKTPOHHOM
MOANIMCH W/WIK 3asBICHUS O OJIOKUPOBAaHWUU JOCTyHa B
Cucremy JIbO Ynonaomouennoro [IpencraButens Knuenra, ¢
ucnois3oBanueM CpencTBa MOATBEPKACHHUS DJIEKTPOHHOTO
JOKyMEHTa, KOTOPBIM OBUI  TOJANHCAH  OCIAPUBACMBIIA
ONEKTPOHHBIA NTOKyMEHT, MO0 MOMEHT TOJy4YeHUS baHKOM
YBemomiieHHSI O KOMIIPOMETAllMHd KITF04a  DJICKTPOHHOM
TOANIMCH W/WNIH 3asBIEHUS Ha OJNOKHMpPOBaHHE JOCTyNa B
Cuctemy JIbO no3xe unu paBHa MOMEHTY noiy4yeHus: bankom
0CTIIapUBaEMOT0 DJIEKTPOHHOTO TOKyMEHTA.

° OnHopasoBeIit apoib JUTSI IO CAHMS
OCTIapUBaEMOTO DJIEKTPOHHOTO  JIOKyMEHTa  IPOCTOM
ONEeKTPOHHOW TIOMNMUCHI0 OBLI OTHpaBiieH Ha AOOHEHTCKHMA
HOMEp, MpeAocTaBlieHHbIM  banky  YHoJHOMOYEHHBIM
[IpencraButennem  Kimenta, Ha  MOMEHT  TIOJIMCaHUS
OCITapHBAEMOT0 DJIEKTPOHHOTO TIOKYMEHTA.

10.13.2 bank He HeceT OTBETCTBEHHOCTH niepe, KitueHToM 1 He
Bo3MmemaeT KiMeHTy yhOyIIeHHYI0 BBITOAY IOCIEIHETO.
OTBETCTBEHHOCTh, baHka HACTYMaeT WCKIIOUYUTEIFHO IIPH
HaJIMIAW JTOKA3aHHOW BHHBI TOCIICTHETO ¥ HAIMYUEM IPSIMOU
MIPUINHHO-CJICJACTBEHHON CBS3M  MEXKIY  HACTYITHBITHMHE
COOBITUSIMH, JOKa3aHHOH BHMHOM baHka M HEraTMBHBIMH IS
KnuenTa mociaeqCTBUSIMH.

10.13.3 Kninent/Ynonnomouennsii IlpencraBurens Kinenra

shall not compensate the Client for the lost profits of
the latter. The Bank's liability shall arise only if there is
a proven guilt of the latter and there is a direct causal
link between the events that have occurred, the Bank's
guilt proven and the consequences for the Client that
are negative.

10.12.3.The Client/Accredited Representative of the
Client shall be responsible to the Bank in all and any
cases of non-fulfillment and/or improper fulfillment of
the Rules (including their annexes), these Rules,
provisions of the legislation of the Russian Federation
and the Bank's requirements, as well as bear the risk of
occurrence of any legal and/or financial consequences,
including those unfavourable for the Client, the Bank
and other persons, related to such violation/ improper
fulfillment.

10.13. Responsibility of the parties in contesting
Electronic Documents exchanged using the RBS
System and signed with a simple electronic signature.
10.13.1.The Bank shall not be liable to the Client in the
cases specified in the Rules (including their annexes),
as well as when the Conciliation Commission
establishes the following facts when checking a simple
Electronic Signature under the contested Electronic
Document:

° it has not been established that the Bank has
received a Notice of Electronic Signature Key
Imprinting and/or Application for blocking access to
the RBS System from the Client using the Electronic
Document Validation Tool by which the disputed
Electronic Document was signed, or the time of receipt
by the Bank of a Notice of Electronic Signature Key
Imprinting and/or Application for blocking access to
the RBS System later or equal to the time of receipt by
the Bank of the disputed Electronic Document.

° The one-time password for signing the
contested Electronic Document by a simple electronic
signature has been sent to the Subscriber number
provided to the Bank by the Client's Authorized Person
at the time of signing the contested Electronic
Document.

10.13.2.The Bank shall not be liable to the Client and
shall not compensate the Client for the lost profits of
the latter. The Bank's liability shall arise only if there is
a proven guilt of the latter and there is a direct causal
link between the events that have occurred, the Bank's
guilt proven and the consequences for the Client that
are negative.

10.13.3.The Client/Accredited Representative of the
Client shall be responsible to the Bank in all and any
cases of non-fulfillment and/or improper fulfillment of
the Rules (including their annexes), these Rules,
provisions of the legislation of the Russian Federation
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HECYT OTBETCTBEHHOCTh mepea baHkoM Bo Bcex M JIIOOBIX
Cllydasix HEBBIMONHEHHUS H/MIM HEHAJIE)KAIIErO BBIIOIHEHHS
[lpaBun (Bkiro4as TMPUIOXKEHUS K HHUM), HACTOSIIETO
PernamenTa, TmMoOJIO)KEHUH 3akoHOJATENILCTBA Poccuiickoit
Qenepannn u TpeboBaHM baHka, a TakXKe HECYT pPHCK

HAaCTYIUICHHWsI  JIFOOBIX  TPaBOBBIX W/ (PMHAHCOBBIX
TTOCJICICTBHM, B TOM YHCJIE HeOMaronmpusATHBIX s KimeHra,
Bbanka, HHBIX JIHII, CBSI3aHHbBIE c TaKUM

Hapy].HeHI/IeM/HCHaI[J'IC)KaH_II/IM HUCIIOJTHCHHUECM.

11 3AKIIOYUTEJIBHBIE MOJOKEHUS

11.1  Hactosmmuit PermameHT cocTaBlieH Ha pPYCCKOM U
AHIJIMKACKOM sI3bIKaxX. B ciiydae BO3HMKHOBEHHUSI IPOTUBOPEYHIA
MIPUOPUTETHBIM CUMTAETCS TEKCT HacTosiero PerimamenTta Ha
PYCCKOM SI3BIKE.

11.2  IIpaBooTHOIICHHS CropoH,
HacTosimuM  PermameHTOM, a  Takke JIOObIE  WHBIC
MPaBOOTHOLICHU A CTOpOH, CBsI3aHHBIE C BBITIOJTHECHHUEM
HacTosIIero PermameHTta, TMOJIeKaT PETYIHPOBAHHIO |
TOJIKOBAaHHWIO B  COOTBETCTBHHM C  3aKOHOJATEIECTBOM
Poccutickoit ®deneparuu. B ciywae eciom mrobast M3 CTOPOH
OTKaXeTCsl OT HCHoNHeHus peueHus CoriacutenbHou
KOMUCCHHY BCE CIIOPBI M PA3HOTIIACHSI TTOUIEKAT Pa3peIleHUI0 B
COOTBETCTBHMHM C HACTOSIIMM TYHKTOM. Bce cmopsl,
BO3HUKawmue Mexay Kimentom u bankom B pamkax
BBIITOJIHEHUA HACTOALLICTO PernmamenTa miam B CBS3H C HHM,
MOJJIC)KAT PEIICHHI0O B COOTBETCTBUU C 3aKOHOIATEIHCTBOM
Poccuiickoii denepannn, nyreM MEpPeroBOpPOB, a B Cilyyae
HEBO3MOKHOCTH TAaKOTO peHIcHUS B ApOUTpakHOM Cyue
Pectyomuku Tatapctan. KimmenT BnpaBe oOpaTtuthes B bank ¢
NHUCbMEHHON MpEeTeH3UeH, NOANUCAHHON YIOJIHOMOYEHHBIM
[IpencraButenem  KimeHTa ©  CKpeIUIEHHOW — TIeYaThiO
nocyieHero (MpU HAJIUMYUH) MyTeM oOpaineHus B oduc banka,
[0 ero mwpuaudeckomy aapecy. IIMcbMEeHHBINH HOCYHEOHBIM
MIOPSIIOK  yPETyJUPOBaHUs CIoOpoB ¢ badkom, B pamkax
HacTosmero Permamenta, sBnsieTcst oOs3aTenbHBIM. Cpox
oTBeTa Ha mocynecOHyro mpeten3uto — 30 (Tpumnarte) mHel C
JIaTHI ee MoTydeHus: baHkoM.

yperyiarpoBaHHbIE

11.3 B ciyvae uM3MEHEHHUs] MOJOXEHUH 3aKOHOJATENHCTBA
Poccuiickoit  dexpepauuu, NOpu  KOTOPHIX  IOJOKEHUS
HacTosmero  PerslaMeHTa  mpOTHBOpEYaT — MOJIOKEHHAM
3aKOHOJATENbCTBA, K TaKUM IPaBOOTHOIIEHHAM CTOpOH
MOAJEeKaT TPUMEHEHHMIO TIOJO0XKEHHS  3aKOHOMAATENIbCTBA
Poccuiickoli ®enepanmu. B ciyyae mpusHaHHS Kakoro-imoo
yCIOBHs HacTosiero PernamenTra HeleCTBUTENBHBIM, 3TO HE
BJICUET HEJCHCTBHTENBHOCTH Periamenra B II€TIOM W/HIH
JII0OBIX MHBIX IOJI0KEHHHM HacTtosmero Permamenra. B3amen
HEeAEHCTBUTEIILHOTO MIOJIOXKEHNUS K NpaBooTHoUEeHUsIM CTOpoH
MOAJIEKAT MIPUMEHEHUIO HOPMBI 3aKOHO/IATENILCTBA
Poccuiickoit ®eaepanuu.

114  bank BpaBe B OAHOCTOPOHHEM, BHECYJeOHOM MOPSIIKE
BHOCUTh W3MEHEHHUS B Hacrosummii PermameHT w/umm
MPIJIOKEHUST K HeMy. V3meHenns B PermameHnTt BcTymaoT B
CHIIy M IOJUIe’KaT NMPUMEHEHHUIO K MpaBOOTHOWEHUAM CTOPOH

and the Bank's requirements, as well as bear the risk of
occurrence of any legal and/or financial consequences,
including those unfavourable for the Client, the Bank
and other persons, related to such violation/ improper
fulfillment.

11 FINAL PROVISIONS

11.1. The Rules have been prepared in Russian and
English. In the event of any discrepancies, the Russian
language version of these Rules shall take precedence.
11.2. Legal relations of the Parties settled by these
Rules, as well as any other legal relations of the Parties
related to the implementation of these Rules, shall be
settled and interpreted in accordance with the
legislation of the Russian Federation. In case any of the
Parties refuses to execute the decision of the
Conciliation Commission, all disputes and
disagreements shall be settled in accordance with this
paragraph. All disputes arising between the Client and
the Bank within the framework of execution of these
Rules or in connection therewith are settled in
accordance with the legislation of the Russian
Federation, by negotiations, and in case of
impossibility of such decision in the Arbitration Court
of the Republic of Tatarstan. The Client may apply to
the Bank with a written claim signed by the Client's
Authorized Person and sealed by the latter (if any) by
applying to the Bank's office at its legal address.
Written pre-trial settlement procedure of disputes with
the Bank under these Rules is mandatory. The deadline
for replying to a pre-trial claim is 30 (thirty) days from
the date of its receipt by the Bank.

11.3.  Inthe event of changes in the provisions of the
legislation of the Russian Federation in which the
provisions of these Rules contradict the provisions of
the legislation, the provisions of the legislation of the
Russian Federation shall apply to such legal relations
of the Parties. This shall not entail the invalidity of the
Rules as a whole and/or any other provisions of the
Rules in the event of invalidity of any provision of
these Rules. The provisions of the Russian Federation
legislation shall be applied to the legal relations of the
Parties in lieu of the invalid provision.

11.4. The Bank may unilaterally and extrajudicially
amend these Rules and/or their annexes. Amendments
to these Rules goes into effect and are applicable to the
legal relations of the Parties after 10 (ten) calendar
days from the date of publishing such amendments or a
new version of these Rules on the website:
https://131.ru/contracts or informing the Client of such
amendments in any other way available to the Bank.
Prior to each interaction with the Bank, using the RBS
System, including sending any Electronic Document to
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https://131.ru/contracts

mo ucreuennn 10 (decsatu) xaneHIapHBIX IHEH C MOMEHTa
pa3sMEIleHUs] TaKUX HW3MEHEHUW WM HOBOM peJakiuu
Pernmamenta Ha pecypce:  https://131.ru/contracts wmm
JoBeZieHusl 10 cBeaeHust KimeHTa TakuxX M3MEHEHHH JII0ObIM
WHBIM JOCTYMHBIM baHky crocoboM. Jlo Hawama Kamoro
B3anmMoeicTBus ¢ bankam, ¢ ucnons3zoBanrem Crucremsl 150,
B TOM 4HCJE HampaBieHUss B anpec banka mroboro
ONEeKTPOHHOI0 JJOKYMEHTa, a TaKXKe He pexe oAHoro pasza B 10
(lecsTh) kameHmapHBIX qHEH, KeHT 1 ero YIoaHOMOYeHHEIE
[IpencraButenn 00s3aHBI 3HAKOMHUTBCS C  HACTOSIIMMH
PernamenToM, a Taxke usmMmeHeHusAMHU B HeM. He o3HakomiieHne
WIH HECBOEBPEMEHHOE O3HakoMieHue KimeHTa W/MimM ero
VYnonnoMmoueHHsix  IlpencraButenet ¢ U3MEHEHUSIMH,
BHECEHHBIMU B Hactosiumil PermameHT, He sBiseTcs
OCHOBaHMEM Ui UX HENPUMEHEHHS K MPaBOOTHOIIEHUSIM
Cropon. B cnydae necormacusi KnmeHTa ¢ W3MEHEHUSIMH B
PernamenT, mocnexnHuii BOpaBe pacTOprHyTh JloroBop
«nTepuet-Knuent», B mopsake U Ha YCIOBUSX, YKa3aHHBIX B
[IpaBunax, ecnu WHOE HE YKa3aHO B OTAEIHHOM COTJIAIIEHUH
CropoH, TUCHMEHHO YBEZIOMHUB 00 3TOM baHK He mo3Hee AaThl
BCTYIUIEHUS TAKHX U3MEHEHUH B CHIIy, COTJIACHO HACTOAIIEMY
Pernamenty. B cnydae Henonyuenus: bankom, 10 BCTYIUIEHUS B
CHIIy W3MEHEHWH B PernamMeHT NHChMEHHOTO YBEIOMIICHUS
Knuenta o pactopxxkenun JoroBopa «UHTepHEeT-KineHT,
W3MEHEHUS CYUTAIOTCS O€30rOBOPOYHO MPUHATHIMU KimeHTOM,
3aKJIIOYEHUE JOIMOJNHUTENbHBIX cornamenuii CTopoHamMu He
TpedyeTcs.

the Bank, and at least once every 10 (ten) calendar
days, the Client and its Authorized Persons are obliged
to familiarize themselves with these Rules, as well as
with any amendments thereto. Failure to familiarize or
untimely familiarization of the Client and/or his
Authorized Persons with the amendments made to
these Rules shall not be the basis for their non-
application to the legal relations of the Parties. In case
the Client does not agree with the amendments to these
Rules, the latter has the right to terminate the Internet-
Client Agreement in the manner and on the terms
specified in the Rules, unless otherwise specified in a
separate agreement of the Parties, by notifying the
Bank in writing not later than the effective date of such
amendments according to these Rules. If the Bank does
not receive a written notice from the Client on
termination of the Internet-Client Agreement prior to
entry into force of amendments to these Rules, the
amendments shall be deemed to have been
unequivocally accepted by the Client and no additional
agreements shall be entered into by the Parties.
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https://131.ru/contracts

[punoxenne Nel k PerimamMeHTy AHCTaHIIMOHHOTO OaHKOBCKOTO
obcmyxuBanus opuandeckux aun B OO0 «bauk 131» ¢
ncrnoib30BanreM cuctemsl JJbO

00O «bank 131»
420012, P®, Pecny6niuka TaTapcran,

r. Kazanp, yi. Hekpacosa, 1. 38
MHH/OI'PH 1655415696/1191690025746

BasBnenue * Ne
0 IPUCOEANHEHUHM K PeriaMeHTy qucTaHimOHHOTr0 OAHKOBCKOTO 0OCTYKUBAHUS FOPHIMYECKUX JIUIL B
00O «bank 131» ¢ ucnonp3zoBanrem cuctemsl 15O

« » 20 T
H?
(pamunust, nmsi, 0OTUECTBO)
(cepust 1 HOMep TacropTa)
(KeM M KOr/ia BbIIaH)
JeiicTByromnii Ha OCHOBaHUU
Or wumenn Kinenra , PerucTpaluOHHBIN

No/OT'PH

HactosmuM coobmaro OOO «bark 131» d9ro MOTHOCTRIO W 0E3yCIOBHO COIJAIIalOCh ¢ PerimameHTOM
IUCTAaHIIMOHHOTO 0aHKOBCKOTO oOcyxuBanus opuandeckux yimi B OO0 «bank 131» ¢ ucnonp3oBanueM cuctemsr JJ6O
(manee — PerimaMeHT), 03HAKOMIICH M COTJIaCEH ¢ PerimaMeHTOM, BKIIOYAast €T0 MPUIOKEHUS, M 005S3yIOCh COOMIONIATh BCE
nonoxeHns: PermamenTa npu ucnionszoBanmu Cuctemst J150O.

IIpomy 3apeructpupoBatb MeHs B Cucreme IBO OO0 «baunk 131» u:

O soiath ®KH Pyroken u swinycmume Cepmughuxam xaoua npogepku 31eKMpPOHHOU NOONUCU CO2NACHO
pazoeny 4 Pecramenma;

O  evldame npocmyio DNeKmponHy0 NOONUCH U YyCTAaHOBUTh AOOHEHTCKUI HOMEp, Ha KOTOPBIH HE0OOXO0IMMO
HanpasisaTh Jlornn u Bpemennsiit [lapons g nocryna B Cucremy IBO, a Taxke Cpencrsa moarsepkaenus - + 7

)

IIpouy ycTaHOBUTH CJIeyIOLIYI0 KOAOBYIO HH(pOpMaLuIO:
BOIIPOC: OTBET:

YBeaoMIIeHHs 0 COBEPLIEHHBIX ONEPALUAX NPOLLY HANIPABJIATH:

O 0 a7pecy JIEKTPOHHOMN MOYTHI:

O Ha AGoHeHTcKuit HoMmep: + 7 ( )

HacrosimyM moATBepk/Iat0, 4TO YKa3aHHbIC B HACTOSIIEM 3asBIeHHH AOOHEHTCKUI HOMEp M ajpec 3JICKTPOHHOU
HOYTHI MPUHAUICHKAT UCKITIOYUATEIBHO U TOJIBKO MHE, MHBIC JIMLA He HMEIOT IOCTYIA K HUM.

C Ipunoxennsmu Ne6,7 k PermameHTy AMCTaHIMOHHOTO OaHKOBCKOTO OOCITy)XHMBaHUS ropunmieckux juil B OO0
«bank 131» ¢ ucnonezoBanuem Cucremsr JIbO 03HAKOMIICH B COTIIACEH, 00S3YIOCh BHITIOIHATH TPEOOBaHUSA, yKa3aHHBIC B HUAX.

Ynoanomouennoe jmno Kimenra: « » 20 2.
(moamnuce) (pacunpoBKa MOAINCH)

MII

3anoansercsa bankom

Upentudukanus YmnoaHomodeHHoro nuna Kirenra nposesieHa, MOTHOMOYHS U IOKYMEHTBI IPOBEPEHBI, 3as1BICHHE IPUHSITO:
« » 20 .

(JI0JKHOCTD) (moanuce) (pacmudpoBka nomnucy.)
OtMeTKa 00 UCTIOTHEHUH:
3asBicHue BbIIIOJIHEHO, IPUCBOCH Ne
« _» 20 1.

(IOIDKHOCTB) MII. (oamuce) (pacudpoBKa MOJIHCH. )

Annex 1 to the Rules of Remote Banking Service in

4 Homep 3asiBieHus NpUCcBauBaeTCs I0C/e perucTpanuy Ynonaomouennoro Ipeacrasurens Knuenra B peectpax CucreMsl

JIBO.
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the ‘Banking App’ system for Bank 131 LLC
Corporate Clients / I[Tpunoxxenue Nel k Pernamenty
JUCTAaHIIMOHHOTO OaHKOBCKOT'O OOCTYKHBaHUS
topuanueckux juil B OO0 «bank 131» ¢
HCIoab30BaHueM cuctemsl JJbO

Bank 131 LLC (Bank)
Nekrasova 38, Kazan, Republic of Tatarstan, 420012
INN/OGRN 1655415696/1191690025746

Application* No.
on joining the Rules on Remote Banking service in the ‘Banking App’ system for Bank 131 LLC
corporate clients /
3asBieHue Ne
0 NMpUCOeIMHEHNN K PernaMeHTy qucTaHIMOHHOTO OaHKOBCKOTO 0OCITYKMBAaHHS FOPHINUESCKHX JIHII B
00O «bank 131» ¢ ucnonb3oBanuem cuctemsl 1O

20__

/4,

(full name)

(passport series and number)

(authority issued the passport and date of the issue)

Acting on the basis of / [leficTBytomuii Ha OCHOBaHHH
On behalf of the Client / Ot umenn Kinenra,
registration No. / peructparmoHHbIi Ne
I hereby inform Bank 131 LLC that I fully and unconditionally agree with the Rules on Remote Banking Service in
the ‘Banking App’ system for Bank 131 LLC corporate clients (hereinafter referred to as the Rules), have read and agree
with the Rules, including their annexes, and will comply with all the provisions of the Rules when using the RBS system.
I hereby request to register me in the RBS System of Bank 131 LLC and:
[Hacrosim coobiraro OO0 «bauk 131» 4TO MOTHOCTHIO U OE3YCIOBHO COTIIAIIAIOCH ¢ PernaMeHTOM AUCTAHIIMOHHOTO
6aHKOBCKOTO 00CITy>)kuBaHuA fopunnieckux i B OO0 «bank 131» ¢ ucrons3oannem cuctemsl 15O (manee —
PernamenT), 03HAKOMIIEH 1 COTJIaceH ¢ PerimaMeHToM, BKITIOUas €T0 MPHUI0KEHHS, U 00513yI0Ch COOMIOAATH BCE MOTI0KEHHS
PermamenTa npu ucnomns3zoBanuu Cuctemsl J15O.
Ipomry 3apeructpupoBath MeHsi B Cucreme IO 00O «bank 131» u:

1 issue Rutoken FKM and issue an electronic signature verification key certificate in accordance with Section 4 of the
Rules; / sermate ®KH PyToken u BoimycTuTh CepTHOHUKAT KIFOYa TPOBEPKH AICKTPOHHOM TOAMMCH COTIIACHO Pa3Ieiy
4 PermamenTa;

1 issue a simple Electronic Signature and set a Subscriber Number to which the Login and Temporary Password to access

the RBS System as well as Confirmation Means - +7 ( ) ./ BBILIATH MPOCTYI0 DIEKTPOHHYIO TIOIITHCH
1 YCTaHOBUTH AOGOHEHTCKHUII HOMEp, Ha KOTOpHIN HeoOxoaumo HanpasiaTs Jlornn u Bpemennsiit [Tapomis mis goctyna
B Cucremy JIBO, a taoke CpejcrBa oarBepskaenus - + 7 ( )

I hereby request to set the following code information / TIpouny ycTaHOBUTEH CJIEAYIOIIYI0 KOTIOBYIO
HHPOPMALNIO:
Question / Bonpoc: answer / oTBeT:

I hereby request to send notifications of transactions / YBenomiieHusi 0 COBepIIEHHBIX ONEPAIUAX MPOIILY
HaNpPaBJISITh!:
[ at e-mail address: / mo aapecy 37€KTPOHHON MOYTHI:

1 to the Subscriber number: / Ha AGorentckuii Homep: + 7 ( )

I hereby confirm that the Subscriber number and e-mail address specified in this application belong excluswely and only to

me, other persons have no access to them.

I will comply with the requirements specified in Appendices No. 6, 7 to the Rules on Remote Banking Service in the

‘Banking App’ system for Bank 131 LLC corporate clients have been read and agreed. / Hactosium moarsepskaato, 94to

yKa3aHHBIC B HACTOSILEM 3asBJICHMUN AOOHEHTCKHII HOMEp M aIpec IEKTPOHHOM MOYTHI IPHHAUICIKAT UCKIFOYHTEIBHO U

TOJIBKO MHE, HHBIC JIUIIa HE UMEIOT JIOCTYIa K HUM.

C Ipunoxennssmu Ne6,7 x PermameHTy AMCTaHIMOHHOTO OaHKOBCKOTO OOCTyXHBaHHA Iopuamdeckux jmi B OO0

«bank 131» ¢ ucnonszoBanuem Cucremsr JIbO 03HAKOMIICH B COTTIACEH, 00S3YIOCH BHITIOTIHATH TPEOOBAHUSA, yKa3aHHBIC B HUAX.
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Authorised Represenr of the Client:

[ Ynosmomouennoe juo Kinenra: 20
(signature) (printed)

Seal (if any)

To be filled in by the Bank / 3anoansiercs Bankom

Wnentudukanus YmomrHoMo4eHHOTo Juna KitmeHra nposeieHa, MOJTHOMOYHS W JOKYMEHTHI TPOBEPEHBL, 3asBICHIE TIPHHSTO:
« » 20 .

(IOIDKHOCTB) (moanuce) (pacmmdpoBKa MOIIHCH. )
OtMeTKa 00 UCTIOTHEHUH:
3asBiICHUE BHINOIHEHO, IPUCBOCH No
«_ _» 20 1

(JI0JKHOCTD) MII. (noamuce) (pacuinpoBKa MOJIINCH.)

4 The Application number is assigned after the Client's Authorized Person has been registered in the registers of the RBS System. /
Howmep 3asBnenus npucBamBaeTcs mocie peructpanuu Y noaaomodeHHoro [Ipeacrasurens Kiuenra B peectpax Cucremsr BO.
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IIpunoxenne Ne2 k.~ PernaMeHTy IUCTaHIIMOHHOTO
0aHKOBCKOTO 00CITy)XHBaHUs opunndeckux jaui B OO0 «baHk
131» ¢ ucnoas3oBanuem cucteMsl JJbO

AKT Ne
npuema-nepenauun ®KH Cucremsr IO

r. Kazanp «_» 20 T
000 «bank 131w, HMEHYEMOE B JIaJbHEHUIIEeM bauk B JIULE
JIEHCTBYIOIIETO Ha OCHOBaHHH c OJTHOH CTOPOHBI, n

, AMCHYEMOC B najbHeHIeM «KJ’II/IGHT», B

Ju1e ,
JICUCTBYIOLIEI0O HAa OCHOBAaHWH , C JIpyrod CTOpOHBHI,
COBMECTHO UMeHyeMble — «CTOpOHBI», a 0 oTaenbHOCTH — «CTOpoHa», B pamkax «Periamenra
JMCTAaHIIMOHHOTO OaHKOBCKOro obOciyxuBaHusa topuandeckux nun B OO0 «bank 131» ¢
ucnoip3oBanueM cucremsl J{bO» (3asBnenue o npucoeuHeHUH Ne oT 20
T.), COCTaBUJIM HACTOSIIUNA AKT O HHXKECIIETYIOIIEM:

bankom mnepenan, a Kimentom npussat KoHBepT ¢ mepcOHaNbHBIM (-H) OTUYXKAaeMbIM (-H)
HOCUTENeM (-MH), TpeIHa3HAYeHHBIM (-MH) [UISi XPaHEHHS] M UCIHOJIb30BAHUS YCUJIICHHOU
HEeKBATH(UIIUPOBAHHON DiekTpoHHON moamucu (manee- ®KH), memoctHocTs KOTOpOro He
HapyllIeHa, ¢ Lebto ucnonb3oBanus Cucremsl [IbO B coorBercTBHH ¢ [IpaBunamMu KOMILIEKCHOTO
OaHkoBckoro obOcmyxkuBanusi topuaudeckux Jsuin B OOO «bauk 131» u Permamentom
JTUCTAHIIMOHHOTO OaHKOBCKOTO oOcimyxuBanus topuaudeckux jui, B OO0 «bank 131» ¢
ucnojb3oBanreM cucremsl JIbO:

n/m OHUO (Y10JIHOMOYECHHOTO JIUIIA
OKH
KIIUEHTA)
1. 3JIEKTPOHHBIN KIIt04 PyTOKEH
«Pytoken DLII 2.0»
Ne
2. 3JIEKTPOHHBIN KIIt04 PyTOKEH
«Pytoken DLII 2.0»
Ne
Ilepenan Mpunsa
000 «bank 131» HaunmenoBanue

420012, Pecnyosiuxa TaTtapcramn,
r. Kazaunb, yia. Hekpacosa, 1. 38
MHH/OI'PH 1655415696/1191690025746

ot banka:

(AOJKHOCTB)

Anpec
HNHH/OI'PH(per. Ne)

ot Kunenra:

(momxHocTh)  MLIL

(moxmuck) (pacurudpoBKa MOMUCH)

(moxmuck) (pacuudpoBKa MOIMUCH)
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Annex 2 to the Rules on Remote Banking Service in the ‘Banking
App’ system for Bank 131 LLC corporate clients / TIpunoskenue
Ne2 x  PermameHTy OUCTaHIIMOHHOTO OAHKOBCKOTO
obcyxuBanus opuandeckux jun B 000 «bank 131» ¢
ucnoab3oBanueM cuctemsl JJbO

Acceptance and Delivery Certificate No.
of FKM of the RBS Systems /
AKT Ne
npuema-nepegayn ®KH Cucremsr IO

Kazan 20

Bank 131 LLC, hereinafter referred to as the Bank represented by / OOO «bankx 131»,
HMCHYEMOC B ,Z[aJ'H:HefIH.[eM bank B JINLIC

acting under / neHCTBYIOLIErO HA
OCHOBaHHH on the one part, / ¢ ogHO# CTOPOHEI,
hereinafter referred to as the Client represented by / umenyemoe B mamsreiitneMm «KineHT», B JIHIE
, acting
under / IEHCTBYIOLIETO HA OCHOBAHUU on the other part, referred
together herein as Parties and individually as a Party, within the scope of the Rules on Remote Banking Service
in the ‘Banking App’ system for Bank 131 LLC corporate clients (Application on joining No. dated
20 ), have drawn up this Act as follows: / ¢ apyroii cTOpPOHBI, COBMECTHO
HUMCHYEMBIC — <<CTOpOHBI>), a II0 OTACIBbHOCTH — «CTOpOHa», B paMKax «PermamenTa JUCTAaHIITMOHHOI'O
OanKoBCcKOro oOcmykuBauus opuandecknx jun B OO0 «baak 131» ¢ ucnons3zoBanneM cuctemsl 1BO»
(3asBneHne o mpucoenuHeHHH No oT 20 T.), COCTaBWIM HACTOSIIUH AKT O
HUIKCCIICAYIOLICM:

The Bank has transferred, and the Client has accepted an Envelope with the personal alienated carrier(s)
intended for storage and use of the enhanced non-certified Electronic Signature (hereinafter referred to as the
FKM), the integrity of which has not been violated, for the purpose of using the RBS system in accordance
with the Rules of Integrated Banking Service for Bank 131 LLC corporate clients and the Rules of remote
banking service for Bank 131 LLC corporate clients: / bankom nepenan, a Knuentom npunst Konsept ¢
MEPCOHANBHBIM (-M) OTYYyXJIaeMbiM (-M) HOCUTeleM (-MHu), TpeJHAa3HAUYCHHBIM (-MH) JUIS XpPaHEHUS U
HCIOJIb30BAaHMS YCHIICHHOW HekBanuduuupoBaHnHOH DnektpoHHOH nmonmucH (mamee- ®KH), nemoctHOCTH
KOTOpOTO HE HapylleHa, ¢ Ienbio ucmonb3oBanus Cuctemsr [IBO B cooTtBetcTBUM ¢ [lpaBmmamu
KOMITJIEKCHOTO OaHKOBCKOTO oOciykuBanus topuamdeckux iuil B OO0 «bauk 131» u Permamentom
JMUCTAHITMOHHOTO OaHKOBCKOTo obcmyxkuBanus opunndeckux Juil B OO0 «bank 131» ¢ ucnonb3oBanmemM
cuctemsl JIBO:
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n/a Full name (Client Authorized
person) / @O (YmoIHOMOYEHHOTO JIAIA FKM/ OKH
KJIMCHTA)
1. Rutoken ES 2.0 electronic key
No.
2. Rutoken ES 2.0 electronic key
No.
Transferred to Accepted
Bank 131 LLC (Bank) Name
Nekrasova 38, Kazan, Republic of Address

Tatarstan, 420012
INN/OGRN 1655415696/1191690025746

from the Bank:

(title)

(signature)
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INN/OGRN (reg. No.)

from the Client:

(title)_ Seal (if any)

(signature)




[Tpunoxenue Ne3 k PernmameHTy AMCTaHIIMOHHOTO
0aHKOBCKOT0 00CITy>)KUBaHUs ropuarnueckux jui B OO0
«bank 131» ¢ ucnons3oBanuem cuctemsl 16O

3asgBjeHne
0 CMeHe JIOTMHA U/WJIH CTATHYECKOT0 MapoJisi /pa3djaoKupoBKy aoctyna B cucteme IO

r. Kazans «_» 20 1.

HanmenoBanue Knuenra:
(nosHoe gupmenHoe HauMeHo8aHUe IOPUOULECKO20 TUYa)

B JIUIIC

(Oomxncrnocmov, QHUO nonnocmeio)

JICHCTBYIOIIETO HA OCHOBAaHUH
(yemasa, 008epeHHOCmU Uil UHO20 OOKYMEHMA C YKA3AHUEeM PEeKEU3UMO8)

NHH: \ OI'PH/perucrpanvioHHBIH Ne

B cootBercTBUM ¢ PernmameHTOM NUCTaHIIMOHHOTO OaHKOBCKOTO OOCTYXMBaHUS IOPUAWYECKUX JIMIL B
00O «bank 131» ¢ ucnonszoBanuem Cuctemsl JIbO npomry:

0 — paz6nokuposats noctyn B Cucremy 1O, ¢ HCIIONB30BaHUEM paHee MPEOCTaBICHHBIX JAHHBIX
JUTs JocTyna (C yCIOBHSIMHU U IPUYMHAMU OJIOKMPOBKH corjiaceH, mpeteH3uil K OO0 «bank 131» He
UMEI0);
L0 — mpousBectu cmeny [normna [ craTtmueckoro maposist U HaIpaBUTh JaHHbBIE IS BXOJa B
cucremy JIBO Ha Mol AGOHEHTCKUI HOMep

JUIsl yKa3aHHBIX YToaHoMoueHHbIX [IpencraBurenent Knuenra:

®.1N.0. JlaHHBIE TOKYMEHTA, YIOCTOBEPSIOLIETO JIUYHOCTh
VOITHOMOYEHHOTO JTUIA

HaCTOfIIIII/IM MOATBCPIKAAI0, YTO yKaBaHHHﬁ B HACTOAIICM 3as1BJIICHUHA AOouHeHTCKui HOMCP NPpHUHAMJICIKUT UCKITIOUUTCIBHO
1 TOJIbKO MHC, UHBIC JIMlla HC UMCIOT JO0CTYyIla K HEMY.

/ [« » 20 r/

(ITonrmucs) ((%(0)} (Hata)

M.IL

3anoansiercsa bankom

Wnentnduxanus YnomHomodeHHbIX Uil KnneHTa nposeaeHa, OJIHOMOYHS U IOKYMEHTHI IIPOBEPEHBI, 3asBICHUE
3aperucTpUpoOBaHo B baHke « » 20 r. Ne
PaGotHuk banka, mpuHSBIIMIA 3asiBICHUE:

(ZOMKHOCTB) (TmoammKMch) (pacugpoBKa NOAIUCH. )
OtMeTKa 00 UCTIOIHEHHU:
OtBercTBeHHBIN paboTHUK baHKa:

(ZOMKHOCTB) (moxmuce) (pacugpoBKa MOAIHICH. )

MLIL
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Appendix 3 to the Rules on Remote Banking Service in the
‘Banking App’ system for Bank 131 LLC corporate clients /
IMpusnoxenue Ne3 k PeriaMeHTy JUCTaHIIMOHHOTO
0aHKOBCKOTO 00CTYKHBaHUS FOPUINYCSCKUX JIHII B
00O «bank 131» ¢ ucnonszoBanueM cucteMsr JJ6O

Application
on login and/or static password change / unlocking RBS system access
/ BasiBJ1IeHUe
0 CMEHe JIOTHHA W/WIH CTATUYeCKOro mapoJisi /pa3ojiokupoBKy aocryna B cucreme b0

Kazan 20

Name of the Client: / HaumenoBanue Kinuenra:
(full corporate name of the legal entity)

presented by / B nuie

(title, full name)

acting under / neficTByIOIIIET0 HA OCHOBAHHH
(articles of association, power of attorney or other document with reference details)

registration No. / peructpannosHbrii No

In accordance with the Rules on Remote Banking Service in the ‘Banking App’ system for Bank 131 LLC corporate clients,
| hereby request to: / B cootrBercTBUM c PermameHTOM IMCTaHIIMOHHOTO OAaHKOBCKOTO OOCTY>KHWBaHUS
topuanueckux muil B OO0 «bank 131» ¢ ucnonp3oBarrem Cucremsl JJBO mporry:

L1 -unblock access to the RBS System using previously provided access data (agree with the
terms and ground for the blocking, no claims against Bank 131 LLC); / — pa30i10kupoBath
noctyn B Cucremy J1BO, ¢ uCoIp30BaHuEM paHee MPEJOCTaBICHHBIX JaHHBIX s 1ocTymna (¢
YCIOBHMSIMU U TIPUYKMHAMHE OJIOKHPOBKH coriaceH, nperensuii K OO0 «bank 131» He umero);
] -switch Clogin [ static password and send the RBS system login data to my Subscriber

number / MMPONU3BCCTU CMCHY Ulnoruna [ crarnueckoro apoJist 1 HAITPABUTHL JAHHBIC UL BXO/Za B

cucremy JIbO Ha Moi1 AGOHEHTCKHIT HOMEp
for these Authorized Persons of the Client:

Full name of the Identity document data / JlanHble JOKyMeHTa,
Authorized Person / ©.11.0. YJIOCTOBEPSIONIETO JIMYHOCTD

VYTIOTHOMOYEHHOT O JINIIA

I hereby confirm that the Subscriber number specified in this application belongs exclusively and only to me, other
persons have no access to it. / Hactosmum moaTBep K Aak0, YTO yKa3aHHbIM B HACTOSIIEM 3asBICHHN AOOHEHTCKHI
HOMEPp NPUHAMJICIKUT UCKITFOUUTEIIBHO U TOJIBKO MHE, MHBIC JIMI]a HE UMCIOT JOCTYIIa K HEMY.

/ / 20/
(Signature) (Full name) (Date)

Seal (if any)

To be filled in by the Bank / 3anonusiercst Bankom
Unentuduxarnms YnomsHoMoueHHBIX Jul] KilneHTa MpoBeicHa, OJTHOMOYHS U IOKYMEHTBI TPOBEPEHBI, 3asiBICHUS
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3aperucTpUpOBaHO B baHke « » 20 1. Ne

PaboTtHuk banka, mpuHSABIIN 3asBIICHHE:

(TOMKHOCTB) (TOIHCh)
OTMeTKa 00 UCTIOIHEHHU:
OtBercTBeHHBIN pabOTHUK baHKa:

(pacmugpoBKa MOAIHICH. )

(OIKHOCTB) (moamuce)

ML.IIL
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[Ipunoxxenne Ne4 k PersiiaMeHTy JUCTaHIIMOHHOTO
0aHKOBCKOT'O O0CITY>KUBAHUS IOPUIUIECKUX JIUII B
00O «bank 131» ¢ ucnons3oBanueM cucremsl JJbO

3ASIBJIEHUE

Ha U3MEeHeHHue a00HEHTCKOIr0 HoMepa MOOMJILHOI CBSI3H

HaunmenoBaunue Knuenra:
(noroe QupmenHoe HaUMEeHOBaHUe IPUOULECKO20 TUYa)

B JINILIE

(0onxrcnocms, DUO noanocmowio)

ﬂeﬁCTByIOHleF O Ha OCHOBAaHHUH
(vemasa, 006epeHHOCMU Ul UHO20 OOKYMEHMA C YKA3AHUEM PEKGUUMOB)

MHH: \ OI'PH/perucrpaiivosHbIH No

B cootBercTBUM ¢ PeriiaMeHTOM OUCTaHIIMOHHOI'O OAHKOBCKOT'O OOCITY>KHBAaHUS IOPHIUYECKUX
m B OO0 «bank 131» ¢ ucnonb3oBanuem Cucrembl JIBO mnpomly ycTaHOBUTH HOBBIM
AOOHEHTCKHI HOMED, Ha KOTOPBIN MpoITy HarpasisaTh JlornH u BpeMeHHbIH aposs s JocTyma B
Cucremy JIBO, mpoxokaeHUs TPOUEAypbl ayTeHTU(UKAIMH W TMOATBEPKACHUS DIIEKTPOHHBIX
JIOKYMEHTOB IIpU €€ UCII0JIb30BaHUM, JUI YKA3aHHBIX Y IOJTHOMOYEHHBIX JIUII:

®.11.0. Y0JITHOMOYEHHOT 0 JINLa JlaHHBIE TOKyMEHTa, AOGOHEHTCKUI HOMED
YI0CTOBEPSIOLIETO JUYHOCTh | MOOMIIBHOTO YCTPOMCTBa
7 ()

Hacrosinum nmoarBepikaato, YTO yKa3aHHBIN B HACTOSIIEM 3asBIeHUN AOOHEHTCKHI HOMEP NPUHAJICIKUT
UCKJIIOYUTEJIBHO U TOJBKO MHE, UHBIC JIUIIA HE UMEIOT JOCTYIA K HEMY.

/ < » 20 r/

(IToxmmuce) (®HO) (Mlara)

M.IL

3anoanserca bankom

Unentuduxanus YnomHoMOYeHHBIX Tul KiineHTa npoBeeHa, OTHOMOYHS U TOKYMEHTBI TPOBEPEHBI
3asBIIeHHE 3aperucTpUpoBaHO B baHke « » 20 1. Ne
Pabotunuk banka, npuHABIIMIA 3asiBIICHHE:

(OIKHOCTB) (mmoamuce) (pacmmdpoBKa MOAIHCH. )
Ot™meTka 00 UCTIOTHEHHN:
OTtBeTcTBeHHBINH paboTHHK baHka:

(1OKHOCTB) (noamuce) (pacimdpoBka MOAIKCH. )

MLIIL
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Annex 4 to the Rules on Remote Banking

Service in the ‘Banking App’ system for Bank 131 LLC
corporate clients / [Tpunoxxenue Ne4 x Pernmamenty
JMICTAHIIMOHHOTO OAHKOBCKOTO 00CTYKUBAHUS
topugudeckux auil B OO0 «bank 131» ¢
HCTIOIB30BaHuEM cucTeMbl [|BO

NOTICE
on subscriber number of mobile communication change /
3ASIBJIEHUE

HA U3MeHEeHHe A00HEHTCKOro HoMepa MOOMJILHOM CBSI3H

Name of the Client: / HaumenoBauue Kimenra:

(full corporate name of the legal entity)
presented by / B nume

(title, full name)
acting under / neficTByIOI1II€T0 HA OCHOBAHHH

(articles of association, power of attorney or other document with reference details)
registration No. / perucrpaunonnsiii No

In accordance with the Rules on Remote Banking Service in the ‘Banking App’ system for Bank 131 LLC corporate clients, |
hereby request to establish a new Subscriber number with its Login and Temporary password for access to the RBS
System, for passing the procedure of authentication and confirmation of Electronic documents when using it, for the
specified Authorized persons: / B coorBeTcTBHU ¢ PermamMeHTOM AHUCTAHIIMOHHOTO OAHKOBCKOTO OOCTYKHBaHUSI
topuarueckux ui B OO0 «bank 131» ¢ ucnionszoBannem Cucremsl JIbO mpoiry ycTaHOBUTH HOBBIHT AOOHEHTCKHI
HOMED, Ha KOTOPBIN MpoIry HanpasisiTh Jlorun u BpemeHHsii mapois 11 goctyna B Cuctemy JbO, npoxoxneHus
MPOLEAYPhl ayTCHTU(UKAIIUH U TOATBEPIKICHUS DJICKTPOHHBIX JOKYMEHTOB MPH €€ UCIIOJIb30BaHUH, ISl YKa3aHHBIX
YHOoIHOMOYEHHBIX JIUII.

Full name of the Authorized Person /| Identity document data / Mobile device subscriber
@®.1.0. YnonnomoueHHoro nuna | JlaHHble JOKyMeHTa, Number / AGoseHTCKHiT HOMEp
YAOCTOBEPAIOLICTO JUIHOCTD MOOMJIBHOTO YCTPOMCTBA
+7 ()

I hereby confirm that the Subscriber number specified in this application belongs exclusively and only to me, other persons have
no access to it. / Hacrosum moATBEPXK a0, YTO yKa3aHHBIH B HACTOSIIEM 3asiBICHHH AOOHEHTCKUIT HOMEp MPHHAUICKHT
HCKIIIOUYUTEIBbHO U TOJIBKO MHE, MHBIC JIMIIa HE UMCIOT JOCTYIIa K HeMy._

/ / 20

(Signature) (Full name) (Date)

Seal (if any)

To be filled in by the Bank / 3anoansercsa Bankom

Wnentunduramms Y momHoMO4YeHHBIX T KiTMeHTa mpoBeieHa, MOTHOMOYHS ¥ IOKYMEHTHI TPOBEPEHBI 3asBIICHIE
3aperucTpupoBaHo B baHke « » 20 1. Ne
PaGorHuk baHka, mpuHSBIIMIA 3asiBICHUE:

(IOKHOCTB) (moamwucek) (pacuudpoBKa MOAIICH.)
OTMeTka 00 NCIIOTHEHHUH:
OtBeTcTBeHHBIH padoTHHUK banka:

(TOMKHOCTB) (moamuce) (pacurugpoBka MOAITUCH. )

ML.II.
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IIpunoxxenue Ne5 k PernmameHTy JUCTaHIIMOHHOTO
0aHKOBCKOT'O O0CITY>KUBAHUS IOPUIUIECKUX JIUII B
00O «bank 131» ¢ ucnons3oBanueM cucremsl JJbO

YBEJAOMJIEHUE
0 KOMIIPOMETAIUH K042 JJIeKTPOHHOM! NMOANUCH
(npexpaleHun el CTBUS CPeACTBA MOATBep:KAeHUs U(1JH) 00 yTrpare
cpeacTBa nmoATBepxaeHns U (Win) 00 ucnoab3oBanun Cucremsbl JIbO 6e3
corjacust Kiiuenra)
r. Kazanb «_» 20 1.

HaumenoBanue Knuenra:
(noanoe ghupmenHoe HauMeHo8aHUe PUOULECKO20 TUYa)

B JIMIIC

(Oonorcnocmov, DHUO nonnocmoio)

JIEMCTBYIOLIETO HA OCHOBAHUH
(yemasa, 008epeHHOCMU UlU UHO20 OOKYMEHMA C YKA3AHUeM PeKeU3Umos)

MNHH: \ OI'PH/perucrpaiiioHHbIH Ne

B COOTBETCTBUU ¢ PeriiaMeHToM AUCTaHIIMOHHOTO OaHKOBCKOTO O0CITYKUBAaHUS IOPUANYECKUX
mun B OO0 «bank 131» ¢ ucnons3oBanneM Cucrtemsl JIbO, Hactosmum yenomirsier OOO «baHk
131» o Komnpomeranuu D1eKTpOHHON MOANNCH B CBSI3H €

(()ama Komnpomemayuu II1/ympamvr ICII u (unu) e2o ucnonvzosanus 6e3 coenacus Knuenma, obcmosmenscmea maxoi
Komnpomemayuu/ympamsl u (uiu) maxo2o UChoIb308anUsl, NOOMEEPIHCOEHUs (NPU HATUYUL) MAKOU KOMAPpOMemayuu/ympamsl u (Uiu) maxkozo

ucno.rlwoeanuﬂ)

[Ipomry ¢ « » 20 r. 3a0nokupoBaTh  ykazaHHble  Huxke  Cpezacrsa
HNOJTBEPKJICHHSI, HUCIOJNb30BaBIIMeCs B pamkax «PersiameHra AMCTaHIMOHHOTO OaHKOBCKOIO
obcnyxxkuBanus ropuaundeckux jmi B OOO «bank 131» ¢ ucnonb3oBanueM Cucremsl [BO»
COTJIACHO 3as1BJICHUIO O NIPUCOEAUHEHUH Ne OT «__ » 20 r., u

OCTaHOBUTDH 06pa60T1<y :‘)J'ICKTpOHHBIX JOKYMCHTOB, HO,Z[HI/ICEIHHBIX/ MMOATBCPIKACHHBIX YKa3aHHBIMHA

CpelCcTBaMHu:
CepTudukaTsl KIH04YeH DIEKTPOHHON MOIIMUCH, COACPIKALIUE CIEAYIONMNE KITFOUH
DJIEKTPOHHOM MOIHUCH :

@®.1.0. Bnagenpia — WNnentudukarop kioya Homep Pytokena
Y0JIHOMOYEHHOTO JTUIA MPOBEPKU DIEKTPOHHOM
TIOJTITHCH
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AOGOHEHTCKUI HOMEP MOOMIIBHOM CBSI3U:

®.1.0. Bragenpa- Y IOJIHOMOYEHHOTO JIUIIA AOGOHEHTCKUI HOMEpP MOOHIBHOTO
YCTpOMCTBA
( )
(TOMKHOCTB) (monmnuce) (®.1.0.)
M.IL

3anmoanserca bankom

Unentudukanus YnorHOMOYeHHBIX Tl KireHTa mpoBeeHa, TIOJIHOMOYMS U JIOKYMEHTHI TPOBEPEHBI
3asBIIeHHE 3apErUCTPUPOBAHO B baHke « » 20 1. Ne
PaGotauk banka, npuHSABIIMIA 3asiBICHHE:

(ROIKHOCTB) (moxmuce) (pacmmdpoBka MOAIKCH. )
OtmeTKa 00 NCTIOTHEHNH

OTBeTcTBeHHBIN paboTHUK banka:

(TOJKHOCTB) (moamuck) (pacindpoBka MOAIKCH. )

ML.IL.
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Annex No. 5 to the Rules on Remote Banking
Service in the ‘Banking App’ system for Bank 131
LLC corporate clients / ITpunoxxenne Ne5 k
PernameHTy AMCTaHIMOHHOTO OAHKOBCKOTO
oOciyxuBanus opugrndeckux aum B 000
«bank 131» ¢ ucronszoBanuem cuctemsl JJ6O

NOTICE
on compromising the key of the Electronic Signature

(termination of the means of confirmation and/or loss of the means of
confirmation and/or use of the RBS System without the consent of the
Client) / YBEAOMJIEHUE
0 KOMIIPOMETAIUM KIH0YA DJIEKTPOHHON MOANUCH
(mpexkpaneHun AeficTBUA CPEACTBA MOATBEP KIAeHUsT H(UIU) 00 yTpaTe
cpeacTBa nmoATBep:KaAeHus U (Win) 00 ucnoab3opanuu Cucremsl 16O 6e3
corjacusi Kimenra)

Kazan 20

Name of the Client; / HaumenoBauue Kinenra;

(full corporate name of the legal entity)
presented by / B nuie

(title, full name)
acting under / neficTByIOI1II€T0 HAa OCHOBAHHH

(articles of association, power of attorney or other document with reference details)
registration No. / perucrpaunonnsiii No

In accordance with the Rules on Remote Banking Service in the ‘Banking App’ system for Bank 131 LLC corporate
clients hereby notifies Bank 131 LLC on the Electronic Signature Compromise in connection with /8
COOTBETCTBUU C PernaMeHTOM AUCTaHIIMOHHOTO OAHKOBCKOTO OOCIYKHBAaHUS FOPUIAMYECKHX JIUIl B
00O «bank 131» ¢ ucnons3oBanuem Cucremsl [1bO, Hactosumm yBenomisier OO0 «bank 131» o
Komnpomeranuu S1eKTpOHHOM MOAMKUCH B CBA3M C

(date of ES Compromising/Loss of ES and/or its use without the Client's consent, circumstances of such Compromising/Loss and/or such use,

confirmation (if any) of such Compromising/Loss and/or such use) / (0ama Komnpomemayuu I11/ympamer ICII u (unu) ezo ucnonvzosanus 6e3
coenacust Knuenma, obcmosmenscmea maxoti KOMRPOMemMayuu/ympamyl u (uu) makozo ucnorb306anus, NOOMEepucoeHus. (npu Haauyuu)
MAKotl KOMAPOMEMAYUU/Ympamsl u (Uu) maxko2o ucnoib306anus)

I hereby request to block Means of Confirmation noted below that were used within the scope of Rules on Remote Banking
Service in the ‘Banking App’ system for Bank 131 LLC corporate clients since 20__ and stop the
Electronic Documents processing that were signed/confirmed by the mentioned means:

Electronic Signature Key Certificates containing the following Electronic Signature Keys:

/ HpOIHy C « » 20_F 3a6J'IOKI/IpOBaTB YKa3aHHbBIC HUKE CpeI[CTBa MOATBEPIKACHMS, UCIIOJIb30BABIINCCS B
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pamkax «PermamMenTa IMCTaHIIMOHHOTO OaHKOBCKOTO oOcTykuBanus opuanaeckux i B OO0 «bauk 131» ¢

ucnosb3oanueM Cuctemsl IbO» cornacHo 3asiBIECHUIO O MPUCOEIUHEHUH Ne OT «__» 20 T,
¥ OCTAaHOBUTH 00pabOTKY DIIEKTPOHHBIX JIOKYMEHTOB, TIOANACAHHBIX/TIOITBEPKACHHBIX YKa3aHHBIMU CPEACTBAMU:
CeprudukaTsl KIH0OUeH DIESKTPOHHON MOITUCH, COACPKAIINE CICAYIONINE KITFOUH DICKTPOHHON MO IITUCH :

Full name of the owner - Identifier of the electronic Rutoken No. / Homep PyTtokena

Authorized person / ®.1.0. signature verification key /

BJIAJENIbLA — Y IOJTHOMOYEHHOTO Wnentudukarop Kiroda

una MIPOBEPKU DJIEKTPOHHOMN

TIOJIMTUCH
Subscriber mobile phone number: / AGonenTtckuii HOMep MOOHITBLHOM CBS3M:
Full name of the owner, the authorized person / Subscriber number of the mobile device / AGonentckmuii
®.1.0. Bragenpna-YnoJIHOMOYEHHOTO JINIIA HOMEp MOOWIJIBHOTO YCTPOUCTBA
(title) (signature) (printed)
Seal (if any)

To be filled in by the Bank / 3anosnsiercss Bankom

I/IZ[CHTI/I(bI/IKaLII/IH YTOIHOMOYEHHBIX JINI] Knuenra IpOBEACHA, IIOJJHOMOYHUA U NOKYMEHTHI IIPOBEPEHLI 3asBieHUE 3aperucTpupoBaHo B

banke « » 20 1. Ne
PabotHuk banka, npuHSABIINI 3asiBICHHE:

(OTKHOCTB) (moamnuce) (paciugpoBKa MOIMUCH. )
OtMeTKa 00 UCTIOTHCHUH:
OtBeTcTBeHHBIN paboTHHK banka:

(OIKHOCTB) (mmoamuce) (pacmmdpoBKa MOIITICH. )
M.IL

65



ITpunoxxenue Neb k Pernamenty
NUCTAHIIMOHHOTO OAHKOBCKOI'O
00CITyKHUBaHUS IOPUANYECKIX
i B OO0 «bauk 131» ¢
UCIonb30BanueM cuctemsl J[bO

HNucTpykuus nmo odecnevyeHn1o nHGOpMAMOHHOI
o0e3onmacHocTu npu padore B Cucreme IO
B  memax  obGecriedeHuss  MH(POPMAIMOHHOM

6ezonacHoctu npu padore B Cucreme AUCTAHLIIMOHHOTO
6ankoBckoro oociyxuBanus OO0 «bank 131», Kinuent
00s13aH:
1. IIpu ocymectBnennn pocryna k Cucreme J1BO,
HEOOXOJUMO  y/JOCTOBEPUTHCS B IPaBUIBHOCTH
YKa3aHHOTO ajJpeca B aJpecHOil cTpoke Opaysepa
(https://online.131.ru/) u HanMuMK 3HAYKA 3AITUIICHHOTO
COEIUHEHMs (3aMOK), HCKIIIOYash BBIXOJ Ha CaMTHI,
BHenIHe Mackupyromuecs noa Cucremy /IbO.
2. Kittoun DnekTpoHHON MOAMHCH (J1aee o TEKCTY
— OII) xpanute Tosnbko Ha OKH (DyHKIIMOHATHHBIM
KITIOYEBOM HOCHUTEIb) B HEAOCTYITHOM JJIsi TOCTOPOHHUX
U HEYNOJIHOMOYEHHBIX JIMIl MecTe (3amuparouuecs
NIEPCOHANBHBIN ceiid, MeTaundecKuii mKad).
3. He nomyckaercs:
- caumath konnu ¢ ®KH;
- nepenasarb @KH nunam, K HUM HE JONYIIEHHBIM;
- 3anucbiBaTh Ha @PKH nocToponHioro nndopmanuio.
4. He wucnons3oBate B kauectBe CTaTHueCKOTo
aposst:
- MOCJIEZI0BATEIbHOCTH CHUMBOJIOB, COCTOSIIIME U3
omHux 1udp (B TOM uymcie AaThl, HOMEpa Teae(OHOB,
HOMEpa aBTOMOOMIIEH U T.11.);
- NOCJIEI0BATEIBHOCTH MOBTOPSIIOIIMXCA OYKB HIIN
uudp;
- UAyIINe TMOAPS B PacKiIa ke KIaBUATYphl UM B
anQaBUTEe CUMBOJIBI,
- MMeHa U (haMuIInu;

- NMHH wumm  npyrue  peKBU3UTHI
Knuenrta/Ymonaomouennoro IlpeacraBurens Knuenra.
5. CraTuyeckuii napoJib JT0JKEH:

- OBITh HE MEHEE 8 CUMBOJIOB;

- coaepkath HUQPHI, CTPOUHBIC U 3arjlaBHbIC OYKBBI;
- cojepkaTh X0Ts Obl 1 CHMBOJ, HE SBIISIFOUTUICS
OyKBOI niM U poi.

6. Ha mnepconanpHOM KOMIIBIOTEpE (HOYTOYKE)
JOJbKHA ObITh YCTaHOBJIEHA MapoJibHAsl 3al[UTa Ha BXOJ
B ONepaloHHYIO CUCTEMY.

7. PexoMenayeTcss MEHSTH NapoJjb M0JIb30BATENS B
omepanMoHHON cucteme, a takke B Cucreme JIbO He
pexe 0HOro pasza B 3 Mecsiia.

8. [Tapons nocryna k katouy 11 XpaHUTh OTAENBHO
or ®KH .

Annex 6 to the Rules on
Remote Banking Service in
the ‘Banking App’ system
for Bank 131 LLC corporate
clients

Instruction to ensure
information security when
working in the RBS System
In order to ensure information security when
working in the Remote Banking System of Bank
131 LLC, the Client shall:
When accessing the RBS System, it is necessary to
make sure that the address specified in the browser
address bar (https://online.131.ru/) is correct and
that the secure connection icon (lock) is present,
excluding access to sites externally masquerading
as RBS.
The Electronic Signature Keys (hereinafter referred
to as ESK) shall only be stored on the FKM
(Functional Keystock Medium) in a place that is
inaccessible to unauthorized and unauthorized
persons (lockable personal safe, metal cabinet).
Not allowed:
- take copies from the FKM;
- to hand over the FKM to persons who are not
allowed to access them;
- to write down relevant information to the FKM.
Do not use as a Static Password:
- character sequences consisting of the same digits
(including dates, phone numbers, car numbers,
etc.);
- sequences of repetitive letters or numbers;
- consecutive keyboard layouts or alphabetical
characters;
- names and surnames;
- INN or other details of the Client/Authorized
Representative of the Client.
Static password must:
- be at least 8 symbols;
- contain numbers, lowercase and uppercase letters;
- contain at least 1 symbol, which is not a letter or
number.
A password protection for accessing the Operating
System must be installed on the personal computer
(laptop).
It is recommended to change the user password in
the operating system as well as in the RBS System
at least once every 3 months.
The password for accessing the ES key should be
stored separately from the FCN .
It is strictly prohibited to write down passwords on
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9. Crporo 3ampeuniaercs 3aluCbIBaTh Iapojad Ha
OyMa)XKHBIX HOCUTENIX WJIM B TEKCTOBBIX (ailnax Ha
pabouem MecTe, OCTaBJIATh UX B JOCTYHHBIX TPETbUM
JIMIIaM MECTax, Iepe1aBaTh HEYTOJIHOMOYEHHBIM JIHIIAM.
10. [Moaxmrouate ®KH, coxmepxkamuit xmou Ol
TOJIBKO B MOMEHT ucnoib3oBanus Cucremsl [IbO u
NOJIMCAaHUsl DIEKTPOHHBIX JOKYMEHTOB. He ocTaBisTh
O®OKH, comepxammii  wmou  OIl,  mocrosiHHO
HOJIKITFOUYEHHBIM K KOMIIBIOTEDY.

11. He ucnonszoBate ®KH, coneprxammii kirou OlI,
TSl KAKUX-TTHOO0 APYTHUX IIeJIei, B YaCTHOCTHU, HE XPaHUTh
Ha HEM MH(OPMALMIO IPOU3BOJIBHOIO COJIEPKAHUS, HE
oTHocsuierocs K padote ¢ Cucremoii /1b0O.

12. He KOIIMPOBAaTh COJEPKUMOE OKH,
coaepxkaiero ko4 Jll, u He nmepenaBaTh €ro HUKOMY
Jja’ke Ha KOPOTKOE BpeEMSI.

13.  3akonuuB pabory B Cucreme /IbO unm npepsan
e€¢ (maxe Ha HECKOJbKO MHHYT), wu3Biedbr ©OKH,
cogepxxaumii kiarod DI, u yOparh ero B HelOCTYNHOE
JIPYTUM JTUIAM MECTO.

14. [IpumenaTy Ha paboueM MecTe JULEH3UOHHbBIE
CpeAcTBAa  3allUTBl  OT  BPEJOHOCHOTO KOJa C
BO3MOYKHOCTBIO aBTOMATHYECKOro OOHOBIEHHsS 0a3
JAHHBIX CUTHATYpP BPEJOHOCHOIO KOJA.

15. Ecnm B kadectBe KommbioTepa i pabOTHI B
Cucreme JIBO wucnonb3yercs NEPEHOCHON KOMIIBIOTED
(HOYTOYK), TOJKHO OBITH HCKITIOYEHO €T0 MOIKITI0UEeHUE
K CeTsIM OOIIero TOCTyma B MECTaX CBOOOIHOTO JOCTyIIa
B MHTepHer (opucHble LEeHTPHL, Kade U mp.)

16. Ocy1ecTBiATh ITOCTOSTHHBIN KOHTPOJIb
OTIPABISEMbIX IJIATEXKHBIX (PACUETHBIX) HAOKYMEHTOB
npu pabote ¢ Cuctemoii /IbO, a Taxxke 3a COCTOSHUEM
pacueTHBIX (OaHKOBCKHMX) CYETOB, ONEPALUSIM 110 HUM H
OCTaTKaM.

17. B cilydae BBISIBJICHUSI IIPU3HAKOB
Komnpomeranuu OIl wnu BbISBIEHUS BPEIOHOCHOTO
KO/Jla B KOMIIBIOTEPE, HUCIOIb3yeMOM i paldoThl B
Cucteme JIBO, Heo0X0aMMO HEMENJIEHHO YBEAOMHTb
bank mo Ttenedonam: 8 (843) 5983131c 9 wacor 00
MUHYT 10 18 wacoB 00 muHyT (B paboune maHM), 1100
JUYHO sBUThC B baHKk ¢ nenplo OJI0KUpPOBaHUSA
CKOMIIpOMETHpOBaHHbIX Kitoueill OII ¢ mocnenyromeit
UX  3aMEHOM. K  coObiTsM, CBSI3aHHBIM ~ C
Komnpomeranueit 11, B ToM unciie, OTHOCATCS:

— yTpara (yHKIMOHAIBHBIX KIIIOUEBBIX HOCHUTENEH, C
MOCJIe Ty IONUM 0OHAPYKEHHEM HIIH 0€3 TaKOBOTO;

— HapyLIeHHE MPaBUJI XpaHEHUs, UCIIOJIb30BaHUS U
YHUUYTOXXEHHUS (B TOM YMCIIE TIOCIE OKOHYaHUS CpPOKa

TEHCTBUS ) KJIF0Ya DJIEKTPOHHOU HOIIHUCHA
(ycuiieHHON HeKBaJIM(UIMPOBAHHOMN);
— yTeps, Tiepeiada W/WIM  NPEIOCTaBICHUEM

A0CTyIla HCYIIOJIHOMOYCHHBIM TpPECTbUM JIMIAM K
arnmnapaTHbiM CpCACTBAM (B TOM YHCII€ MOOMIBHBIM

10.

11.

12.

13.

14.

15.

16.

17.

paper or in text files at the workplace, to leave them
available to third parties or to pass them on to
unauthorised persons.

Connect the FCN containing the ES key only at the
moment when the RBS System is used and the
Electronic Documents are signed. Do not leave the
FKM containing the ES key permanently
connected to the computer.

Do not use the FKM containing the ES key for any
other purposes, in particular, do not store any
arbitrary information on it that does not relate to the
operation of the RBS system.

Do not copy the contents of the FKM containing
the ES key or pass it on to anyone, even for a short
time.

After completing or interrupting work in the RBS
system (even for a few minutes), extract the FKM
containing the ES key and remove it to an area
inaccessible to others.

Apply licensed anti-malware at the workplace with
the possibility of automatically updating malware
signature databases.

If a portable computer (laptop) is used as a
computer for work in the RBS System, its
connection to public networks in places with free
Internet access (office centres, cafes, etc.) must be
excluded.

Constantly monitor the payment (settlement)
documents sent out when working with the RBS
System, as well as the status of settlement (bank)
accounts, transactions and balances.

In the event of signs of ES Compromisation or
detection of malicious code in the computer used to
operate the RBS System, the Bank must be notified
immediately by telephone: 8 (843) 5983131 from
9:00 AM to 6:00 PM (on business days), or to come
to the Bank in person to block compromised ES
keys with their subsequent replacement. Among
other things, events related to ES Compromised
include:

- loss of functional keystock media, with or without
subsequent detection;

- violation of the rules for storage, use and
destruction (including after the expiry date) of the
Electronic Signature key (enhanced non-certified);
- loss, transfer and/or granting access to hardware
(including mobile phones or other) and/or a SIM
card with a Subscriber number to unauthorised
third parties, including that used to send the
Temporary and/or One-time password;

- there are suspicions that the Electronic Document
Validation Tools have become known to
unauthorised third parties;
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teneponam win  uHBIM) w/miu  SIM-kapte ¢
AOGOHEHTCKMM HOMEpPOM, B TOM 4YHCII€ KOTOPBIH
UCMOJb3YyeTCsl [l HanpaBjieHus BpemenHoro n/mmm
OnHopa3oBoOro naposis;

— Hajguyue MTOI03PEHNH, 4TO
MOATBEPXKIEHUS  DJIEKTPOHHOTO  TOKYMEHTa
M3BECTHBI HEYIIOJIHOMOYEHHBIM TPETHUM JINLIAM;

CpencrtBa
craau

— BO3HHMKHOBEHHE  TMOJO3pEHUH  Ha  YTEUKy
uH(pOpMALIUU WU €€ UCKaKEHHE;

— HECaHKIMOHMPOBAHHOE  KOMHPOBAHWE WU
MoJO3peHre  Ha  KomupoBaHue  Bpemennoro,
Cratnuyeckoro  w/mim  OAHOPa30BOrO  MapoJIs,
(GYHKIIMOHAITEHOTO KITIOYEBOTO HOCHUTEITS,
anmaparHoro cpexnctsa w/wm  SIM-kaptel  C

AOGOHEHTCKMM HOMEPOM;

— TMpeKpalleHue MOJHOMOYHMM WM YBOJIbHEHHE
YHOMTHOMOYEHHBIX JIMIl, MMEIOIUX JOCTYN K
CpencTBy NOATBEPKACHUS;

— Cciy4au, KOT/la Hejb3s JOCTOBEPHO YCTaHOBUTH,
YTO TPOU30LLIO C HOCHUTEISIMH, COAEP KAIUMU
KJIII04YeBYI0 HMH(popManuio (B TOM 4YHCIE CIyda,
KOTI'JIa HOCUTEJb BBILLIEN U3 CTPOS U JOKa3aTeIbHO He
OTMPOBEPTHYTa BO3MOXKHOCTh TOT'O, YTO AAHHBIN (akKT
IIPpOM30LIeNl B PpEe3yjibTaTe€ HECAHKIIMOHUPOBAHHBIX
NEUCTBUM TPEThUX JIML, JPYTHE BHUJbI pasriamieHus
KJIFOYE€BOM MH(POPMAIIHH ).

18. Ilpm oOHapyXeHMH HECAaHKIMOHHUPOBAHHBIX
noctynoB B Cucremy JIbO, miIaTeXHbIX W HWHBIX
onepanmii B Cucreme JIbO, Kommnpomeranuu wuiu
nonozpennn Ha Komnpomeranuto Ol HemennaeHHO
yBeIOMUTh baHk ¥ HampaBuTh «YBEIOMIIEHHE O
KOMIpOMETalluk» B MOpPSAKe,  YCTAaHOBJIECHHOM
«Pernamentrom JUCTAHIIMOHHOTO 0aHKOBCKOTO
obciyxuBanus pugnaeckux muil B OO0 «bank 131» ¢
ucrnonb3zoBanneM Cuctemsl JIbO», a Takke oOpaTUThCA

C COOTBETCTBYIOLIUM 3asBIICHHEM B
MMPaBOOXPAHUTCIIBHBIC OPraHbI.
19.  3anpemnieHo BOCCTAHAaBJINBATh

paboTOCIIOCOOHOCTh MOBPEXJIEHHOTO KOMIIbIOTEpA 0
MPOBEACHUSI TEXHMYECKOM dKcrepTusbl. Paboty ¢
Cucremoii /IBO pasperieHo mpoBOAUTH TOJNBKO IMOCIE
HOBOM  YCTaHOBKHM  OIIEPAllMOHHONW  CHCTEMBI  C
(opMaTHPOBAHHEM JKECTKUX JIUCKOB M TIOCIIC CMEHBI
Bcex Kirouen D11 knuenra.

20. Hcnonws3oBars komOuHanuu knasum «Ctrl + Alt

+ Del» ans wupeHTHQUKAME  TOJB30BATENS B
ONEPAalMOHHOM CUCTEME.

21.  OTKIIOYUTH  BO3MOXHOCTb  YJAJIEHHOIO U
TCPMHUHAJILHOT' O COCAUHCHUA K KOMIIBIOTCpaMm,

ucronb3yeMbiM  Juisi  pabotel mo  Cucreme JIBO,
3abmokupoBath 3389 (RDP Remote desktop).
22.  BxIoYHTh B OINEPALMOHHON CHCTEME >KypHAal

- suspicion of information
misrepresentation;

- unauthorised copying or suspicion of copying a
Temporary, Static and/or One-time password,
functional key media, hardware and/or SIM card
with a Subscriber number;

- termination of powers or dismissal of the
Authorised Persons who have access to the
Confirmation Tool;

- cases where it is impossible to establish reliably
what happened to the media containing key
information (including cases where the media
failed and the possibility that this fact occurred as a
result of unauthorised actions of third parties and
other types of disclosure of key information was
not proved).

leakage or

18. In case of detection of unauthorized access to the
RBS System, payment and other transactions in the
RBS System, compromise or suspicion of ES
Compromise, immediately notify the Bank and
send the Notice of Compromise in accordance with
the procedure established by the Regulation on
remote banking service of legal entities in Bank
131 LLC using the RBS system, as well as to apply
to law enforcement agencies.

19. It is forbidden to restore the functionality of a
damaged computer before a technical examination
is carried out. Work with the RBS System may only
be performed after a new installation of the
operating system with hard disk formatting and
after all the client's ES keys have been changed.

20. Use the key Ctrl + Alt + Del combination to
identify the user in the operating system.

21. Disable the possibility of remote and terminal
connection to computers used for RBS System,
block 3389 (RDP Remote desktop).

22. Enable the Windows security log in the operating
system.
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oezonacuoctu Windows.

23. Hcnonp3oBarh TOJIBKO JIMLIEH3UOHHOE
MporpaMMHOe 00ecrieueHrne — ONepaMOHHbIE CUCTEMBI,
CpeICTBa 3alUTHl OT BPEIOHOCHOTO KOJa, O(QHUCHBIC
nmakeTsl U T.1. (1anee o texcty — [10).

24.  OOecrieyuTh BO3MOXKHOCTH CBOEBPEMEHHOTO
OOHOBJICHUS CUCTEMHOT0 U TipukiiagHoro [10.

25. Jloctym B TIOMCIIEHWE, TJ€ pa3MellcH
komnbroTep ¢ Cucremoit JIbO, npenocTaBisiTh TOJIBKO
YTOTHOMOYEHHBIM JIUIIAM.

26. KowmmpioTep, C€ KOTOPOTO  OCYIIECTBISETCS
MOATOTOBKA U OTIpPaBKa DJIEKTPOHHBIX JOKYMEHTOB B
bank, pekoMeHIyeTcs BBIIETUTh B OTACTBHBIA CETMEHT
CeTH C O00s3aTeNbHBIM HCKIIOUYCHHUEM €ro W3 oOIel
JIOKaJIbHOM CETH KIIMEHTA.

27.  HckmouuTh JOCTYT K KOMITBIOTEpaM,
ucrnoibp3dyeMbiM s paborel mo Cucreme /1O,
MIOCTOPOHHUX JIUII U MIEPCOHANIA, HEYTIOJTHOMOUYEHHBIX Ha

pabory B Cucreme JIBO w/unu oOciayxuBaHue
KOMITBIOTEPOB.

28. Ilpm  oOcmyxuBanuum  Kommbtorepa  UT-
COTPYIHUKAMHU obecrieunBaTh KOHTPOJIb HaJl

BBITIOJTHSEMBIMU UMU JICHCTBUSMHU.

29. 00O «bank 131» HEe OCYIIECTBISET PACCBHUIKY
AJICKTPOHHBIX TTHUCEM C MPOCKOOH mpuciaTh Kioun D1
w/mnin mnaponb kK Cucreme JIBO u Hukorma He
3aIpanIuBaeT y Bac 3Ty WH(OPMAIIHIO.

30. bamk He OCYIIECTBISET 3BOHKOB, PAaCCBHUIKY
cooOieHuit mno snekTpoHHo moute, CMC cooOrieHwui,
WIM MHBIMH crnocobaMu, C Mpocb0oil cooOImMTH
KOH(pUACHINAIBHYIO HHGOpMAIHIO (Tapoyif, KOJIOBBIC
cioBa, u 1p.). [Ipu momyueHun Takoro 3ampoca HU MPH
KaKuX OOCTOSATENbCTBAX HE COOOMmAiiTe JaHHYIO
WH(pOpPMAITHIO U HEMEICHHO COO0IMTe 00 3TOM B baHk.

23

24,

25.

26.

27.

28.

29.

30.

Use only licensed such software as operating
systems, anti-malware, office packages, etc.
(hereinafter referred to as software).

Ensure that system and application software can be
updated in a timely manner.

Access to the premises where the computer with the
RBS System is located shall be granted only to the
Authorised Persons.

It is recommended the computer from which
electronic documents are prepared and sent to the
Bank be singled out as a separate network segment
with obligatory exclusion of the computer from the
customer's common local network.

Exclude access to computers used to operate the
RBS system, unauthorised persons and personnel
not authorized to work in the RBS system and/or
maintain computers.

IT staff must ensure that they have control over the
actions they take when servicing the computer.

Bank 131 LLC does not send e-mails requesting to
send ES keys and/or password to the RBS System
and never asks you for this information.

The Bank does not make calls, send e-mails, SMS
messages or any other means requesting
confidential information (passwords, code words,
etc.). If you receive such a request, do not provide
this information under no circumstances and report
it to the Bank immediately.
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Ilpunoxenue Ne7 k Permamenrty
JUCTAaHIMOHHOTO 0aHKOBCKOI'O
00CITy>KUBaHHSA IOPUINYECKHX JIUI] B
000 «banx 131» c

UCIONb30BaHueM cuctemsl 1O

TpeO6oBanusi K NPOrpaMMHO-TEXHHUYECKHUM
cpeACcTBAM JJIsl TNPOBeJeHHs] PACYETHBIX
onepanui B 3JIeKTPOHHOM (opme

1. TpeboBaHHs K NPOrPaMMHO-TEXHHYECKHM
cpeactBam  (mpuoOperatorcss  Kimentom  3a
COOCTBEHHBIH CUET Y TPETHHX JIUII):

1.1. IIpu ucnons3oBanuu I1911:

- [TepconanbHbIi KOMIIBIOTED C
MPEyCTaHOBJIECHHON OINEPAallMOHHOM CHCTEMOU
(OC): Windows 7 wu Berme, MacOS, Linux;

- MuTepHeT-0pay3ep akryansHoit Bepcuu: Chrome
47 n Benue / Firefox 44.0 u Benme / Internet
Explorer 10 u Boire / Opera 36 u Boimre / Safari 9
U BBIIIIE;

- 1ocTyn B ceTb MIHTEpHET;
1.2. IIpu ucnonb3oBanun YHOII:

- IlepconanbHelii KoMIbloTep ¢ moptoM USB n
MPEIyCTAaHOBJIEHHON OMNEpPalMOHHON CHCTEMOU
(OC) Windows 7 u Bbie, MacOS?;

- UntepueT-Opay3ep akryaibpHol Bepcun: Chrome
47 u Beime / Firefox 44.0 u Bemme / Internet
Explorer 10 u Boire / Opera 36 u Boimre / Safari 9
¥ BBIIIE;

- 10CTyI B ceTh MIHTEpHET;
- IIPUHTED.

2. Hna wucnons3oBanus Cuctemsl JbBO ¢
npumeHeHueM YHOJII HeoOXoauM BBIIEICHHBIN
KOMIIBIOTED c Mpe1y CTaHOBJICHHOMH
OIIepalMoOHHON cHcTeMOi cemeticTBa Microsoft
Windows. Ecau, mno okenanutro KimeHra,
yctanoBka Cucremsl JIBO mnpousBoguTcs Ha
KoMIblOTEp ¢  npeaycraHoBieHHbIME  OC
CTOPOHHUX TMpOW3BOAMTENCH, baHk He HeceT
OTBETCTBEHHOCTHU 3a paboTococoOHOCTh
Cucrewmsr /IBO.

IIpu sxcnmyaranuu Cucremsl J1bO 3anperiaercs:

° YcTaHOBKa MPOrpaMMHOrO oOecreueHus
CTOPOHHUX (UPM, a TaKKE CO3HATEIbHOE
BHECCHUE M3MEHEHUH B (paiiibl MporpaMMHOTO H
uHpopMmarmonHoro odecnedyenus Cucremsl JIBO;

° Hoctyn K Cucteme ABO
HCYTIOJITHOMOYCHHBIX JIHUIL;

Annex 7 to the Rules on Remote
Banking Service in the ‘Banking App’
system for Bank 131 LLC corporate clients

Requirements for software and hardware tools
to perform settlement operations electronically

1. Requirements for software and hardware
(purchased by the Client at its own expense

from third parties):
1.1.  When using Simple Electronic Signature:

- Personal computer with pre-installed
operating system (OS): Windows 7 and newer,
MacOS, Linux;

- Internet browser current version: Chrome 47
and newer / Firefox 44.0 and newer / Internet
Explorer 10 and newer / Opera 36 and newer / Safari
9 and newer;

- Internet access;
1.2.  When using ENCES:

- Personal computer with USB port and pre-
installed operating system (OS) Windows 7 and
newer, MacOS®;

- Internet browser current version: Chrome 47
and newer / Firefox 44.0 and newer / Internet
Explorer 10 and newer / Opera 36 and newer / Safari
9 and newer;

- Internet access;
- printer.

2. In order to use the RBS System with the use
of ENCES, a dedicated computer with a pre-
installed operating system of the Microsoft
Windows family is required. If, at the Client's
request, the RBS System is installed on a computer
with pre-installed third-party operating systems, the
Bank shall not be liable for the performance of the
RBS System.

When operating the RBS System the following is
prohibited:

° Installation of third-party software as well as
conscious changes to the RBS system software and
information files;

° Access to the RBS System by unauthorised
persons;
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Ilpu oskcruryaraimu  Cuctemsr  JIBO  Kiment When operating the RBS System, the Client shall:

obs3an: . Use the RBS system only on a personal
. Ucnone3oBath cuctemy JIBO Tonbko Ha computer (laptop) that is in good order and has been
y
UCIIPaBHOM W TPOBEPCHHOM Ha OTCYTCTBHE checked for absence of computer viruses;
KOMITHFOTEPHBIX BHpYCOB HEPCOHATEHOM ° Eliminate the possibility of infecting a
KommbioTepe (HoyTOyKe); computer with software viruses or other malicious
° HckmounTh  BO3MOXHOCTh — 3apayKEHUS programs installed in the RBS System;
KoMIIbIoTEpa ¢ ycTaHoBieHHoW Cuctemoit J1BO ° Use only legal and licensed software;

IpPOrpaMMHBIMH ~ BUPYyCaMU  WIM  JPYTUMU

BPETOHOCHBIMH TIPOrPAMMAME; . Ensure the technical serviceability of the

equipment included in the RBS system workstation;
® HUcnonab3oBaTth TOJIBKO JICTAJIBHOEC u

JHIICHIHOHHOE IPOrPAMMHOE OBECTIeUeHTe; . Use anti-virus protection tools and ensure

that the anti-virus databases are regularly updated.

] ObecrneunTh TEXHUYECKYI0 HCIPABHOCTH
000opyIoBaHUs, BXOISIIETO B COCTaB paboyero
mecta Cucremsr JIBO; The need to back up the user workplace of the RBS
o IIpUMeHSTh  CpEACTBA  AHTHBHPYCHOI System shall be determined by the Client and, if

SAIUTHL H 0OECTICYHTH PEryJApHOE OOHOBIIEHHE necessary, performed by the Client himself.

aHTUBHPYCHBIX 0a3.

HeobGxommmocTh  pe3epBHOTO  KOIMUPOBAHUS
pabouero mecra mons3zoBatenst Cucremsr JIBO
ompenenser KimmeHT u mpum HEOOXOIUMOCTH
OCYIIIECTBIISIET €r0 COOCTBEHHBIMH CHJIAMH.

Sductpykuus no pabore ¢ MacOS pasmemena Ha >Instructions on working with MacOS are available
oduuanbHOM caiite Banka. on the Bank's official website.
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