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B HaCTOALIEM Pernamente JUCTaHIMOHHOTO
0aHKOBCKOTO 00cmyxuBanus opuandeckux aun B OO0 «bank
131» ¢ ucnonszoBanuem Cucremsl JJBO (manee - Permament)
WCIONB3YIOTCS TEPMUHBI U  ONpEAENCHUs, YKa3aHHBIE B
[IpaBunax  KOMIUIEKCHOTO  OaHKOBCKOTO  OOCITYKMBaHUS
topuanueckux Jmi B OO0 «bank 131» (M mpUIIOKEHUAX K
HUM), nanee — [IpaBuia, eciu WHOE HE yKa3aHO B HACTOSILEM
Pernamenre.

Bpemennsii napojb —  Iapoilb, KOTOpBIN
npucBauBaerca bankoMm YmomHomoueHHoMy [IpeacraButento
Knuenra npu ero peructpauuu B Cucteme b0, neficTByromuit
JI0 MOMEHTa YCTaHOBKM CTaTMUeCKOro Mapojisi IpHU MEPBOM
Bxoxe B Cuctemy [IBO.

3asiBjileHMe — 3asBJICHHE O MPUCOCAUHECHUU K
PernamenTy mucTaHIIMOHHOTO OaHKOBCKOTO OOCITYKUBaHUS
opuguueckux aui, B OO0 «bank 131» ¢ ucnonb3oBaHuEeM
Cucremnl J15O.

KommpoMeranust  DJIeKTpPOHHOH MOANMCH  —
HaJIM4ue OCHOBAaHWH MoJsaraTh, 4TO JIOBEpUE K TOMY, YTO
UCTIONB3YyeMble KITIOUW/CpeCTBa DNEKTPOHHON MOJIHCH,
AyTteHTH(UKAaIUOHHBIE OaHHBIE, AOOHEHTCKHH HOMEp
u/um caMd OIIEKTPOHHBIE TOANUCH WIM WX HOCHUTEIH
yTPaueHbI/IOCTYIHBl HEYMOJTHOMOYCHHBIM  JIMLAM/MOTYT
OBITH UCTIONB30BaHbI 0€3 COTJIACHSI YIIOJHOMOYCHHBIX JIHII.
K COOBITHSIM, CBSI3aHHBIM c Komnpowmeranueit
ONEeKTpOHHOM TOANMCH OTHOCSATCA, BKJIOYas, HO HE
OTPAaHUYMBASCh, CIIETYIOIINE:

- yTpara ()yHKUHOHAIBHBIX KJIIOUEBBIX HOCHTENEH, C
MOCIEeAYIOUIMM O0OHApYKEHHUEM WK 0€3 TaKOBOTO;

- HapylIeHHE NpaBUJ XpaHEHUs, UCTIONIB30BAHUS U
YHAYTOXKEHHA (B TOM YHCIE TIIOCIEe OKOHYAaHUS CPOKa
JCWCTBUSI) KIIOYa OJIEKTPOHHOW TMOANUCH (yCHJICHHOU
HEKBATU(UIIMPOBAHHOM );

- yTeps, TmepeAada W/WIM  TNPEJOCTaBICHHEM
JOCTyNa  HEYNOJHOMOYEHHBIM  TPETbUM  JIMLIAM K
anmapaTHbIM = cpeAcTBaM (B TOM 4YHCIE MOOHIBHBIM
Tenedonam Wi uHbIM) W/ SIM-kapte ¢ AOOHEHTCKUM
HOMEpPOM, B TOM 4YHCIE KOTOPBIH HCIOJIB3YeTCs s
HanpasyieHuss BpemenHoro n/nnn OnHOPa30BOro napods;

- HaJu4ue nojao3peHu, uro CpencTaa MoATBEPKICHUS

3HeKTpOHHOFO JAOKYMCHTAa cTajik HN3BCCTHBI
HCYIMMOJIHOMOUYCHHBIM TPETHUM JIUIAM;

- BO3HUKHOBCHHUC HOI{O3peHI/Iﬁ Ha YTCUKY
I/IH(l)OpMaL[I/II/I NN €€ NCKaXXCHUC,

- HCCAaHKIIMOHUPOBAHHOC KOIMUPOBAHUC N
MOA03PCHUEC HAa KOIIMPOBAHUC BpeMeHHOFO, CTaTH4ecKoro
W/ WIH OI[HOpaBOBOFO napoiJii, (byHKLlI/IOHaIILHOFO

KIIIOUEBOT0 HOCHTEIIS, alnapaTHOro cpeactsa w/mmu SIM-
KapTbl ¢ AOOHEHTCKUM HOMEPOM;

Rules on Remote Banking Service in the ‘Banking
App’ system for Bank 131 LLC Corporate Clients
(hereinafter referred to as Rules) conform the terms
and definitions specified in the Rules on Integrated
Banking Service for Bank 131 LLC Corporate Cleints
(and their annexes), hereinafter referred to as the
Rules, unless otherwise stated in these Rules.

Temporary password is a password which is assigned
by the Bank to the Client's Authorized Person when the
Client registers in the RBS System and which is valid
until the Static Password is set at the first log in to the
RBS System.

Application denotes application on joining the Rules
on Remote Banking Service in the ‘Banking App’
system for Bank 131 LLC Corporate Clients.
Compromising of the Electronic Signature there is
reason to believe that the keys/tools of the Electronic
Signature, Authentication Data, Subscriber Number
and/or the Electronic Signatures themselves or their
carriers have been lost/accessible to unauthorised
persons/can be used without the consent of authorised
persons. Events related to the Electronic Signature
Compromise include, but are not limited to, the
following:

- loss of functional key media, with or without
subsequent detection;

- violation of the rules for storage, use and
destruction (including after the expiry date) of the
Electronic Signature key (enhanced non-certified);

- loss, transfer and/or granting access to
hardware (including mobile phones or other) and/or a
SIM card with a Subscriber number to unauthorised
third parties, including that used to send the Temporary
and/or One-time password,

- suspicions of the E-Document Validation
Tools have become known to unauthorised third
parties;

- suspicion of information leakage or
misrepresentation;

- unauthorised copying or suspicion of copying
a Temporary, Static and/or One-time password,
functional key media, hardware and/or SIM card with a
Subscriber number;

- termination of powers or dismissal of the
Authorised Persons who have access to the
Confirmation Tool,

- cases where it is impossible to establish
reliably what happened to the media containing key
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- IpeKpalieHHe IIOJHOMOYMM WJIH YBOJIBHEHUE
YIOTHOMOYEHHBIX JUIL, HMeroumx AocTynl kK CpenctBy
MIOATBEPKICHHUS;

- ClIy4ad, KOTJa HENb3sl JOCTOBEPHO YCTaHOBUTb,
YTO MPOMU3O0LUIO C HOCUTEISIMH, COIEPKAIMMH KITIOYEBYIO
WHPOPMAIHIO (B TOM YHKCIIE CITyYaH, KOTJa HOCHTEINb BBIIIEI
U3 CTPOSA M JTOKA3aTENIbHO HE OMPOBEPrHYTa BO3MOXKHOCTH
TOTO, 4YTO JAaHHBIH (akT TpoM30IIeN B pe3yjbTaTe
HECAaHKLIMOHUPOBAHHBIX ACUCTBHHA TPETbUX JIUL, APYTHE
BUBI pa3riameHns KIIoueBor HHpopMaun).

Kmou DiekTpoHHOl moamucH -  yHUKaJbHas
MOCIIEAOBATENIBHOCTh ~ CUMBOJIOB,  IIp€Ha3HauY€HHas  AJs
CO3JJaHMsl YCHJICHHOW HEKBaJU(QHLUMUPOBAHHOW OJIEKTPOHHOU
MTOZITTUCH.

Kmou npoBepkm  DJJIeKTPOHHOW  moamucH -
VHUKaJbHAsl TOCJIEI0BATEIBHOCTh CHMBOJIOB, OJHO3HAYHO
cBsazaHHass ¢ Kiroyom — DIEKTpOHHOM — MOAMHCH U

MpeIHa3HaYeHHas JUIsl MPOBEPKH IOJUIMHHOCTH YCHJIEHHOU
HEKBANN(UIMPOBAHHON DIEKTPOHHOW HOATMHUCH.

JloruH — yHHKanbHas MOCIEN0BATEIbHOCTh CHMBOJIOB,
COCTOSIIIAsl M3 JATMHCKUX OyKB M 1U(p, KOTOpas MO3BOJSET
Banky omHo3HauHO — maeHTHPUUUPOBAaTH  (YCTaHOBHTBH)
ynoiaHomoueHHoro IIpeacraBurtena Knmenrta mpu moctymne u
pabdore B Cucreme ABO (mpumeHsieTcsi Ipu UCTOIB30BaHUU
MPOCTOH DJAEKTPOHHOHN MOAIIUCH).

OxHopa3oBbIi napoJjb YHUKaJIbHAS
MOCJIEIOBATENBHOCTh YMCIOBBIX CUMBOJIOB, MPEIOCTaBIIEMAas
bankom mo 3ampocy ymomHoMoueHHoro IIpencraBuTens
Kmuenra nocpenctBom SMS-yBenomienuss Ha AOOHEHTCKUN
Homep Kimenta  (Ymomnomouennoro — [IpencraButens
KiuenTa), BBeieHHE KOTOPOTO TPEOYETCS IS JOMOTHUTEILHOM
ayreHtu¢ukanuu npu gocryne B Cucremy /IbO mo Jloruny u

Cratnueckomy MapoJIio, u/unm JIOTIOJIHUTENIEHOTO
MOATBEPKIAEHUST ~ OJIEKTPOHHBIX  JOKYMEHTOB npu
WCIIOJIb30BaHUH YCHJIEHHOU HEKBaAIN(UIIMPOBAHHON
DONEeKTpOHHOH  MOANWCH, W/HWIUM OISl TOATBEPKICHHS

ONEKTPOHHBIX JOKYMEHTOB IIPOCTON DIEKTPOHHOM MOANHUCEHIO.

Omnepatop YaocToBepsilOIIEro IeHTpa — pPabOTHUK
Banka, yrmomHOMOYEHHBIH Ha BBIAaYy U OT3BIB CEPTU(PHUKATOB
KITIOUel OneKTpOHHON MIOATIUCHU (ycuneHnoit
HEKBAIU(UIIMPOBAHHOM).

Omnepartop llenTpa perucrpanum — paborauk banka,

YIOJTHOMOYEHHBIN Ha perucTpanuo
Knuenra/ynonnomouennoro IlpeacraButens Kimenta B
Cucteme J1bO.

OTBeTCTBEHHBI PadOTHHK pabotnuk banka,
YIIOJIHOMOYCHHBIH Ha MpoBeieHue naeHTHguKkanuu Knuenra u
ero ynojHoMoudeHHoro IlpencraBuTesns, a Takke Ha IPUEM OT

information (including cases where the media failed
and the possibility that this fact occurred as a result of
unauthorised actions of third parties and other types of
disclosure of key information was not proved).

The Electronic Signature key is a unique sequence of
symbols designed to create an enhanced non-certified
Electronic Signature.

The Electronic Signature Verification Key is a
unique sequence of characters clearly associated with
the Electronic Signature Key and intended to verify the
authenticity of an enhanced non-certified Electronic
Signature.

Login is a unique sequence of symbols consisting of
Latin letters and numbers, which enables the Bank to
unambiguously identify the Client's Authorized Person
when accessing and working in the RBS System
(applied when using a simple Electronic Signature).

One-time password is a unique sequence of numerical
symbols provided by the Bank at the request of the
Client's Authorized Representative by means of SMS-
notification to the Client's Subscriber number (Client's
Authorized Representative), the introduction of which
is required for additional authentication when
accessing the RBS System using the Login and Static
Password, and/or for additional confirmation of
Electronic Documents when using an enhanced non-
certified Electronic Signature, and/or for confirmation
of Electronic Documents using a simple electronic
signature.

Certification Centre Operator is an employee of the
Bank authorized to issue and recall

Electronic Signature (Enhanced Non-Certified) Key
Certificates.

Registration Centre Operator is an employee of the
Bank authorized to register the Client/Authorized
Person of the Client in the RBS System.

Responsible employee is an employee of the Bank
authorized to perform identification of the Client and
its authorized representative, as well as to receive
documents from the Client, including Applications
from the Client's Authorized Persons, for the purpose
of registration, access and use of the RBS System by
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Knuenta pokyMeHTOB, B TOM 4ucie 3asBiICHUH OT
Ynonnomouennsix IlpencraButeneit Knmenta, B memsix
perucTpauuy, MOpPeAOCTaBICHUS JOCTyNa W HCIOJb30BaHUS

Cucremsr JIBO KineHToM #  €ro ymHoOJIHOMOYEHHBIMHU
[IpencraButensamu.
CraTudeckui 1napoJib - CeKpeTHas

MOCJIEAOBATENIEHOCTh CHUMBOJIOB, KOTOpas H3BECTHA TOJIBKO
YnonaomoueHHoMy [IpencraButento Knmenrta. CraTtudeckuid
[Tapons ucnonssyerca ans Bxoaa B Cucremy JIbO u no3possier
yOenuTbCst B TOM, 4TO OOpaTHBLICECS JIMLO SBISETCS
BIIAJIETbIIEM NPEACTAaBIEHHOrO JlormHa — YIOJIHOMOYEHHBIM
[IpencraButenem Knuenra. [Ipn perucrtpanuu
ynoiHomoueHHoro Ilpencrasurens Knuenra B Cucreme [1bO
Ha AGOHEHTCKHI1 HOMEp TaKOT'o JIMIIA BEICHUIaeTCS BpeMeHHbIH
napons B Buae SMS-cooOuieHusi, KOTOPBIA JOJKEH OBITH
u3MeHeH npu nepBoMm Bxoge B Cucremy JIBO. Cratuueckuit
maponb MNpUMEHseTcs Tpu  Hcnonb3oBaHuu  IIpoctoit
DNEeKTPOHHON MOJIHUCH.

pocras 3ekTponnast noanuck (Ilpocras 11, I1I11)
- aHamor  coOcTBeHHOpy4YyHOHM  moamucu  KimeHra,
mpelacTaBieHHBId B Bujge  OpgHOpa3oBoro  mapois
(onpeneneHHON MOCIENOBATEILHOCTH CHMBOJIOB, HM3BECTHBIX
TOJNIBKO  ymonHoMmodeHHOMY  llpencrasurento  Kimenra,
no3Boysomie  baHKy — OZHO3HAYHO — MACHTU(HUIHUPOBATH
(ycranoButs) ynonHomouenHoro IIpencrasurens Kimenrta npu
MOAMUCAaHUH UM DJIEKTPOHHBIX TOKYMEHTOB C UCIIOIb30BAaHUEM
Cuctemsr /IbO). OgHopazoBblii napois Hampasisercs bankom
B BuAe SMS-cooOmeHuss Ha  AOOHEHTCKHH  HOMEp
ynoinHomoueHHoro [lpencraButens KimenTa, yka3aHHbIM B
0aze nmaHHbIX baHka, B COOTBETCTBMH C NpPEACTaBICHHBIMH
Knuentom 3asBienuem Ha npuoOperenue/msmenenue BII u
3asBnenneM / 3asBICHHEM Ha W3MEHEHHE aOOHEHTCKOTO
HOMepa MOOMJIBHOM CBSI3H.

YnocroBepsomuii  meHTP -  OpraHU3alOHHAas
CTpyKkTypa baHka, npenHa3HadeHHas Ui yIpaBieHUsS €AUHON
uHdppacTpykrypoii Kimouei nmpoBepku DIeKTPOHHON MOANUCH
c menpl0  obecrieyeHHMs — IOPHOMYECKOW  3HAYUMOCTH
ONEKTPOHHBIX JOKYMEHTOB M  KOHTPOJNS  LIEJIOCTHOCTH
WHpOpMAIHH, 3alUIIEHHON YCHJIEHHOU
HEKBATU(UIIMPOBAHHON DIEKTPOHHON HOAMHUCHIO.

CepTudukar KJI0OYAa TPOBEPKH  3JIEKTPOHHOMH
NOANMCH — JOKYMEHT Ha OyMa)KHOM HOCHTENIE W/HIH B
3JIEKTPOHHOM BH/JIE, C YKa3aHHBIM B ILIECTHAATEPUIHOM BHUJIE
Kmrouom npoBepku  OnekrpoHHoi moxamucu — Kiuenra,
MOATBEPKIAOINNA  MpUHamIexkHOocTh  Kiroua  mpoBepku
YCUJICHHOH HEKBAIN(UIMPOBAHHON ONEKTPOHHON MOANUCH
Bragensy CepTudurkata KiI04a MNPOBEPKU AIIEKTPOHHOM

nognucu. CepTudukaT KiIoya TNPOBEPKH AJIEKTPOHHOU
NOANHMCH  JOJDKEH OBITh MOAMHMCAH €ro  BiaJesblaMm
(ynonmnomouenHsM [IpencraButenem Knuenra).

CpexnctBo TIOATBeEPKICHUS — YHHKaJIbHAs

OCJICA0BATCIIbHOCTG CHMBOJIOB, IIO3BOJIAIOIMIAA CO34aBaTh

the Client and its Authorized Persons.

Static password is a secret sequence of symbols,
which is known only to the Client's Authorized Person.
Static Password is used to login to the RBS System to
ensure that the applicant is the owner of the submitted
Login, a Client Authorized Person. Upon registration
of the Client's Authorized Person in the RBS System, a
Temporary Password shall be sent to the Subscriber
number of such person in the form of an SMS message
to be changed upon the first login to the RBS

System. Static password shall be applied when using
Simple Electronic Signature.

Simple electronic signature (Simple ES, SES) is an
analogue of the Client's handwritten signature
presented in the form of a One-time password (a
certain sequence of symbols known only to the Client's
Authorized Person, enabling the Bank to
unambiguously identify the Client's Authorized Person
when signing Electronic Documents using the RBS
System). The One-time password shall be sent by the
Bank in the form of an SMS message to the Subscriber
number of the Client's Authorized Person indicated in
the Bank's database in accordance with the Application
for purchase/modification of the BP and Application /
Application for change of the mobile number
submitted by the Client.

Certification Centre is the Bank's organisational
structure designed to manage the unified infrastructure
of the Electronic Signature Verification Keys in order
to ensure the legal significance of the Electronic
Documents and control the integrity of information
protected by the enhanced non-certified Electronic
Signature.

Electronic Signature Verification Key Certificate is
a document in paper and/or electronic form with the
Client's Electronic Signature Verification Key
specified in hexadecimal form, confirming that the
Enhanced Non-Certified Electronic Signature
Verification Key belongs to the owner of the
Electronic Signature Verification Key Certificate. The
Electronic Signature Verification Key Certificate shall
be signed by the Client's owners (Authorized Person of
the Client).

Confirmation Tool is a unique sequence of symbols
that enables to create an Electronic Signature to
confirm the Electronic Document. The following are
used as Confirmation Tool in the RBS System: Login,
Static Password, One-time Password are needed for
creating a simple Electronic Signature; Enhanced Non-
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ONEKTPOHHYIO TOANHUCH I MOATBEPKACHUS DIEKTPOHHOTO
nokyMeHTa. B kauectBe CpencrBa noarsepkaeHus B Cucreme
ABbO wucnons3yrorcs: Juisi CO3AaHUS MPOCTON DIEKTPOHHOM
noanucu — JloruH, Cratnueckuil maponb, OgHOpa30BBIN
napoiib; Uil CO3JaHHsl YCWJICHHOH HEeKBaJIU(HUIUPOBAHHOM

DNeKTPOHHOU HOJIIUCH — Kirou YCUJICHHOU
HEKBAMN(UIIMPOBAHHON DIEKTPOHHOW HOATHUCH.

Yo HOMO4YeHHbII IIpencraBurtensn
Kanenta/Ynonnomouennoe Jsmno —  IlpencraButens

Knuenra, sBusrommiics (QU3MYECKUM JIMLOM, YKa3aHHBIH B
3asBieHnn Ha npuoOpereHue/m3mMeHenue bII, 3asprenun, a
taxxe B CepTudukare KIto4a MpoBEPKH 3JICKTPOHHON MOIIHCH
(mIpy  UCTIONB30BaHMM YCHJICHHOW HEKBaJU(PHULUPOBAHHON
DNEeKTpOHHOH TOAMHUCH), B TOM YHCJIE HMEIOMWH TpaBo
pacrmopspKaThCsl AeHSKHBIMU cpeacTBamu Kinenta Ha Cuete(-
ax).

YH3OII (Ycunnennas HeKBAJIH(PUIHPOBAHHAS
JJ1eKTPOHHAS MOANMCH) - DICKTPOHHAS MOJAMUCH, KOTOpasi:

- MONy4YeHa B  pe3ylbTaTe  Kpumnrorpaduyeckoro
npeoOpazoBaHus HH(POPMALMKM C KCIOJB30BAHUEM KITFOYa
AIEKTPOHHOM MOMHUCH;

- TIO3BOJIIET  OMPEACIUTH
ONEeKTPOHHBIN TOKYMEHT;

- TIO3BOJISIET OOHAPYXKUTh (PAKT BHECCHHS M3MCHCHUU B
DNEeKTPOHHBIA JOKYMEHT IOCIIE MOMEHTA €ro MOIMUCAHUS;

- CO3A€TCsl C HKCIOJIBb30BAaHUEM CPEICTB AIEKTPOHHOM
TIOJIITHCH.

JIM1o, oA CaBIICE

®OKH (PyHKUMOHAJIBHBINA KJIOYEBOH HOCHUTENIb) -
MEPCOHAILHOE CPECTBO CTPOTOM ay TEHTH(UKAIIMH 1 XPAaHCHUS
JAHHBIX, ammapaTHO MojajepxkuBatoniee padory c¢ Kirouom
ONEKTPOHHOM  TOAMHUCH,  TO3BOJISIONICE  OCYIIECTBISITH
MEXaHU3M DJICKTPOHHOM MOMHUCH TaK, uTo Kitou DaexkTpoHHOM
MOAMKUCH HE MMOKUJACT NPECIbl HOCUTETIS.

2. OBIIME NMOJIOKEHU A

2.1 Hactoaumii  PerslameHT — perynupyeT  OTHOLICHHSA
BO3HUKIIME B IpoOlEcce OKa3aHWs baHKoM yciayr o
Horoeopy «UnHTepHeT-Knuent», npH NOAKIIOYEHUH U

ucnonb3oBannu  KiuweHToM © YIOJIHOMOYEHHBIMU
[Ipeacrasutensmu Knuenta Cucremsl JIbO u saBusiercs
COIJIallIEHUEM MEXKITY Bankom u KiauenTom,

OIMpCACTAOIINM TOPAAOK U YCIIOBUA B3aI/IMO,Z[€I>’ICTBH$I npu
BBIITYCKC U UCIIOJIb30BAHUH BHCKTPOHHOﬁ IIOAIIMCH.

2.2 Hacrosamuii PermameHT sBIsSe€TCI HEOThEMIEMOM U
COCTaBHOM 4dacThlo YcioBuil baHkoBckoro mnpoaykra
«JlucTaH1MoOHHOE OaHKOBCKOE o0cCITyXKHBaHUE c
ucnonb3oBanueMm Cuctemsl JJBO».

2.3 Hnsa moaxmodenuss Knuenta U YHOJIHOMOYEHHOTO

[Ipeacrasutens Knuenrta k Cucteme JJbO u ee ucnonb3zoBaHus

VYnonnomouennnit  IlpencraBurens  Kimenta — momxeH

Certified Electronic Signature Key is needed for
creating an enhanced non-certified Electronic
Signature.

Client Authorized Person/Authorised person is the
Client's representative who is a natural person
specified in the Application for purchase/modification
of BP, Application, as well as in the electronic
signature verification key certificate (when using an
enhanced non-certified electronic signature), including
the right to dispose of the Client's funds in the
Account(s).

ENCES (Enhanced Non-Certified Electronic
Signature) is an electronic signature that:

-was obtained as a result of cryptographic
transformation of information using the electronic
signature key;

-enables the person who has signed the Electronic
Document to be identified;

-enables to detect changes have been made to the
Electronic Document after it has been signed;

-is created using electronic signature tools.

FKM (Functional Keystock Medium) is a personal
means of strict authentication and data storage,
hardware-supported work with the Electronic Signature
Key, allowing the electronic signature mechanism to
be performed so that the Electronic Signature Key is
not out of the medium.

2. GENERAL PROVISIONS

2.1. This Regulation controls relations arising in
the process of providing services by the Bank under the
Banking App Agreement, at connection and use by the
Client and Authorized Persons of the Client of RBS
System and is an agreement between the Bank and the
Client, defining the order and conditions of interaction
at issue and use of Electronic Signature.

2.2. This Regulation is an integral part of the
Terms and Conditions of the Remote Banking Services
with RBS System Banking Product.

2.3. In order to connect the Client and the Client's
Authorized Representative to the RBS System, the
Client's Authorized Representative must accede to the
Terms and Conditions of the Remote Banking Services
with RBS System Banking Product and to the
Regulation by signing an Application which form is
determined by the Bank and can be found at
https://131.ru/contracts and in the Bank's office.
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npucoenuuutbes K IlpaBunam u YcmoBusiM baHkoBcKoOro
npoaykra «JluctaHimoHHOe OaHKOBCKOE OOCITYy)KHBaHUE C
ucnonb3oBanueM Cucrtemsl JIBO», a Takke K HacTosAlEeMy
Pernamenty mytem monnucanus 3asBieHus, (opMa KOTOPOTO
ompenensiercss baHkoM W pa3MelleHa Ha  pecypce
https://131.ru/contracts u B oduce banka.

2.4 [Ipu perucrpanuu Ynonnomouennoro Ilpencrapurens
Kmuenta B peecrpax Cucremsl /IbO VYnonHomodeHHOMY
[IpeacraButento Knuenra mpucBauBaeTcs perucTparioOHHBIN
HOMEpP, KOTOPBIA YyKa3bIBaeTCsl B 3asBICHUU TAaKOIo JHIIA,
noxyyeHHoM bankom.

2.5 OOMeH DJeKTpOHHBIMH JOKYMEHTaMU MeXIy baHkom
n Kmmenrom ¢ wucnomp3oBanmem — Cuctemsr  JIBO
OCyIIECTBIsIETCS B paMkax [IpaBun (BKJIFOYAs MPUIIOKEHUS K
HUM), a Takke mnpuoOpereHHbIXx Kimentom baHKOBCKHX
MPOJYKTOB U WX YCJIOBUH, OOCITyKHBaHUE KOTOPBIX MOXET
OBITH OCYIIIECTBIICHO C Hcmob3oBanueM Cucremsl JIBO.

2.6 Knuent cornamaercs ¢ TeM, 4YTO OJIEKTPOHHBIE
nokyMeHTsl CtopoH B pamkax Cucrtems! JIBO mnpusHarorcs
ONEKTPOHHBIMHU TOKyMEHTaMH, MOANMCAHHBIMU DJIEKTPOHHOMN
MOJNHCHIO (IPOCTON HMJIM YCHJIEHHON HEKBaJIM(HUIUPOBAHHOM
(8 3aBucmMocTH 0T BbeIOpanHOTO CTOpOHOW cmocoba
MOJNHUCAHUS TOKYMEHTa M ()yHKIHMOHANBHBIX BO3MOXKHOCTEH
Cuctemsr IBO)), 1 SBIsAIOTCS paBHO3HAYHBIMH JOKYMEHTaM Ha
OyMa)KHBIX HOCHTENSX, MOAINMUCAHHBIMH COOCTBEHHOPYYHOM
MOANUCBI0  YNOJHOMOYeHHOro  juna  CTOpOHBI u
CKPETUICHHBIMHU TIe4aThio Takoi CTOPOHBI (IIpHU HAJTMYHUH).

2.7 OpHOW  BIIEKTPOHHOM  MOJANKMCHI0O  MOTYT  OBITH
MOANHMCAHBl  HECKOJNBKO  CBSI3aHHBIX ~ MEXAYy  coOOM
ONEKTPOHHBIX JIOKYMEHTOB (maket ONEeKTPOHHBIX
nokymeHnTtoB). Ilpum mnoanucannu DIIEKTPOHHOW IMOAIMCHIO
MaKeTa 3JEKTPOHHBIX JOKYMEHTOB KaKIbIi M3 DIEKTPOHHBIX
JOKYMEHTOB, BXOIAIIMX B  3TOT IAaKeT, CYUTAETCA
MOJAMUCAaHHBIM JJIEKTPOHHOM MOANHUCHI0 TOrO BUIA, KOTOpPOH
MOJIUCAH NMakeT DJIEKTPOHHBIX JOKYMEHTOB.

2.8 CTopoHBI TNpPHU3HAIOT B KayecTBE EIUHOW IIKaJbl
BpeMeHH nipu padore B Cucreme JIBO mecTHOE Bpemst 1o MecTy
pacmonoxkeHusi monpasfencHus banka, oOciyxuBaromero
Knuenta. KoHTpodIbHBIM SIBISETCS BpeMs CHCTEMHBIX 4acoB
anmapaTHBIX cpelcTB baHka.

2.9 Knunent obs3yercss obecneynTh AOMYCK K padoTe H
padory B Cucreme JIBO TOIBKO  YMOITHOMOYCHHBIX
[Ipencrasuteneii Knuenra.

2.10  Hcnons3ys Cucremy HABO Kument mnpuobperaet
BO3MOKHOCTb:

° ®opMUPOBaTh, MOANMKUCHIBATE DIEKTPOHHOU MOAMUCHIO
Y HanpawisITh B baHK IatexHble (pacueTHBIC) TOKYMEHTHI, B
COOTBETCTBHHU C 3aKOHOHaTeabcTBOM Poccuiickoit denepanumy,

24. A registration number is assigned to the
Client's Authorized Person, which is indicated in the
Application of such person received by the Bank when
the Client's Authorized Person is registered in the
registers of the RBS System.

2.5. The exchange of Electronic Documents
between the Bank and the Client using the RBS system
is carried out within the framework of the Rules
(including their annexes), as well as the Bank's
products purchased by the Client and their terms and
conditions, which can be serviced using the RBS
system.

2.6. The Client agrees that the Electronic
Documents of the Parties within the framework of the
RBS System shall be deemed to be the Electronic
Documents signed by the Electronic Signature (simple
or enhanced non-certified (depending on the method of
signing the document chosen by the Party and the
functionality of the RBS System)) and shall be
equivalent to the paper documents signed by the
handwritten signature of the authorized person of the
Party and sealed of such Party (if any).

2.7. A single electronic signature can be used to
sign several linked electronic documents (eDocs
package). Each of the Electronic Documents in that
Package is considered to be the Electronic Signature of
the type to which the Electronic Document Package is
signed when the Electronic Signature of an Electronic
Document Package is signed.

2.8. The Parties shall recognise the local time at the
location of the Bank's customer service unit as a
uniform time scale when operating the RBS System.
The reference time is the system clock of the Bank's
hardware.

2.9. The Client shall ensure that only the
Authorized Persons of the Client are allowed to work
in the RBS System.

2.10. By using the RBS System, the Client gains an
opportunity:
. To form, sign and send to the Bank payment

(settlement) documents in accordance with the
legislation of the Russian Federation, including
payment orders, for the purpose of performing
transactions in the Client's Accounts opened with the
Bank;

. To form, sign and send to the Bank requests
for withdrawal of payment (settlement) documents,
including payment orders previously submitted to the
Bank;
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B TOM YHUCJE IUIATEKHBIC MOPYUYCHUS, B ILEJAX COBEPIICHUS
onepanuii mo oTkpeIThiM B banke Cuetam Knnenra;

° ®opMUpOBaTh, MOAMKUCHIBATE DIEKTPOHHOU MOAMNUCHIO
W HampaBnATb B baHK 3ampockl Ha OT3BIB  IIATEKHBIX
(pac4eTHBIX) JOKYMEHTOB, B TOM YHCJIC ILIATCIKHBIX
MOpy4YEeHU, paHee nepeJaHHbIX B baHk;

° [onywats or banka Beimucku mo Cuery(-am) B BUAE
ONEKTPOHHBIX JOKYMEHTOB, CoJiepKaliue WHopMaIumo o0
olepanusx, COBEPIICHHBIX IO OTKpHITOMY(-bIM) B banke
Cuety(-am) Knnenra;

° dopmupoBaTh, HaMpaBiIATh W MONTydaTh B/OT BaHka
nHpopMaIo cBoOOMHOTO Qopmara B BHUIAE DJIEKTPOHHBIX
JOKYMEHTOB (B TOM 4YHCJE CIy)eOHO-MH()OPMAIMOHHBIX

cooOmieHui), COTJIaCHO (YHKIMOHANBHO-TEXHUYECKUM
Bo3MOxkHOCTsIM Cucremsl J1BO;
° ®dopmupoBars, MOANKCHIBATH ONEeKTPOHHOI

MNOANUCHIO, HAIIPABJIATH U IMOJTYYaTh B/ot banka 3J'I€KTpOHHLIC
HAOKYMCHTBI, B COOTBCTCTBUM C YCIOBUAMU OTACIBHBIX
3aKJIFOYCHHBIX CTOpOHaMI/I HOFOBOpOB 0 MIpCaoCTaBJICHUN
0aHKOBCKOIO mpoayKTa, COrjiaCHO HpaBI/IJ'IaM.

2.11 Ilpun nomydeHnn OIEKTPOHHOTO JOKyMeHTa baHk
MIPOU3BOAUT MIPOBEPKY:
1. mpaBa pacHopsDKEHHS JIE€HEKHBIMH CpPEICTBAMH
(mpoBepka OIl, 3ampoc MO OTACTBHBIM ILIATEKAM
KJIMEHTA JOMOJHUTEILHOTO TIOATBEPKACHUS);
2. KOHTPOJb LEIOCTHOCTH (HEM3MEHHOCTH) PEKBU3UTOB
IJIaTEXHOTO OPYUYEHMUS;
3. CTPYKTYpHBI KOHTPOJIb (IIPOBEpKa yCTAHOBJIEHHBIX
PEKBHU3UTOB M MAKCHUMAJIBHOI'O KOJIMYECTBA CHMBOJIOB B
pexBusurax [1I1);
4. KOHTPOJIb 3HAYEHUI PEKBU3UTOB;
5. KoHTponb 10CTaTOYHOCTH JI€HEXKHBIX CPEICTB.
[Ipu BBISIBIEHUN OTPULATENBLHOTO PE3ybTaTa MPOBEPKU
m10060r0 u3 BBIIIICYKa3aHHBIX 00CTOSITEIBCTB
nonryueHHbI D] cepBepHOil yacTteio CucteMsl /IbO He
MpUHUMAaeTCsl M JaHHBIM pe3ynpTaT (dJIEKTpPOHHAs
KBUTAHLMS) aBTOMAaTHUYeCKH HampasiseTcs Kiwnenty, a
[IOpyYeHHUe, cojepxkalmieecs B HeM, baHKOM He
HCIIOJTHSETCS.
2.12  ®opmar ONEKTPOHHBIX JOKYMEHTOB OIpENEIsIeTCs
(YHKIMOHANBHO-TEXHUYECKUMU BO3MOXKHOCTSIMH ~ CHCTEMBI
JBO, skpannoii gopmbl knueHTckoil yactu Cucremsl [BO.
Kaxxapiit DnekTpoHHBIN TOKyMEHT, HanpaBisieMblil Kimnentom
B bank ¢ ucnonszoBanueM Cuctemsl JIbO, nomken coaepxarh
ONEKTPOHHYIO MOANUCH YTMonHoMouyeHHoro IlpencraBurens
Knuenta. Onextponnas noanuck Knuenra, conepkamascs B
OnexTpoHHOM JTokyMeHTe KimeHTa, moATBEpkKIaeT aBTOPCTBO
VYnonaoMmoueHnHoro IlpencraBurens Kimenta wu  sBusercs

CpeaAcTBOM IPOBCPKU HCHU3MCHHOCTH COACPpIKaAaHUA
BHCKTpOHHOFO AOKYMCHTA, TaK KakK m000e U3MCHEHHE
3HeKTpOHHOFO JAOKYMCHTA, II0CJIC €ro oA CaHUs
BHCKTpOHHOﬁ IOAIHCHIO, HapymacT OCJIIOCTHOCTD

. To receive from the Bank statements of the
Client's account(s) in the form of electronic documents
containing information on transactions carried out on
the Client's account(s) opened with the Bank;

. To form, send and receive free format
information from/to the Bank in the form of electronic
documents (including service and information
messages) in accordance with the functional and
technical capabilities of the RBS System;

. To form, sign with Electronic Signature, send
and receive electronic documents to/from the Bank in
accordance with the terms and conditions of individual
Agreements concluded by the Parties on provision of a
banking product in accordance with the Rules.

2.11.  Upon receipt of an Electronic Document, the
Bank performs an inspection:

L. the right to cash dispose (ES verification,
request for individual client's payments of additional
confirmation);

2. integrity control (invariability) of payment
order details;

3. structural control (checking the established
details and the maximum number of symbols in the
BGCO);

4, control of references details;

5. control of cash adequacy. Upon detection of an

adverse effect of any of the above circumstances, the
received data by the server part of the RBS System
shall not be accepted and this result (electronic receipt)
shall be automatically sent to the Client, while the
Bank shall not execute the order contained therein.
2.12.  The format of Electronic Documents is
determined by the functional and technical capabilities
of the RBS System, the screen form of the RBS Client
Part. Each Electronic Document sent by the Client to
the Bank using RBS System must contain the
Electronic Signature of the Client's Authorized Person.
The Client's Electronic Signature contained in the
Electronic Document of the Client confirms the
authorship of the Client's Authorized Person and is a
means of verifying the immutability of the Electronic
Document content, as any modification of the
Electronic Document after its signature with the
Electronic Signature violates the integrity of the
Electronic Signature.

2.13.  The Electronic document must be certified by
the Electronic Signature only of the Client's
Authorized Persons who have the right to dispose of
funds in the Account (for payment (settlement)
Electronic Documents), the details of which are
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DNEeKTPOHHON MOIHUCH.

2.13  DneKTpOHHBIH JOKYMEHT JOJDKEH OBITh 3aBepeH
ONEKTPOHHOM  MOANMMUCHI0  TOJBKO  YTIOJIHOMOYEHHBIX
[Ipencrasuteneit Knnenrta, nMeronx NpaBo pacHopsHKEHUS
JNCHOKHBIMUA  cpencTBamMu  Ha Cuere (Ui TUIATEXKHBIX
(pacueTHBIX) DJIEKTPOHHBIX JOKYMEHTOB), JaHHBIE O KOTOPBIX
yKa3aHbl B 3asBieHMM Ha mnpuooOpereHue/nm3meHenune BII u
3asenennu. Eciam DneKTpOHHBIH JOKYMEHT, IOJDKEH OBITH
MOJANUCAaH HECKOJIBKUMHU TMOANUCSIMH Y IIOJHOMOYEHHBIX
[IpencraButeneit Knuenra, B cOOTBETCTBUM C 3asBICHUEM Ha
npuoOperenne/usmenenue  BII/Kaptoukoii ¢ oOpaszmamu
moAnucel M oTTUCKOM nedatd U COoryalieHneM O COYETaHHWU
noanucet k KOII, DneKkTpoHHBIA NTOKYMEHT 3aBepsieTCs
KaXJbIM U3 YnorHoModeHHbIX [IpencraBureneit Kinuenra - mo
OJTHOW DJIEKTPOHHOW MOJANHUCH M3 NMEPBOW M BTOPOW TPYMIIBI
MOJIHUCEH.

2.14 Cucrema JIBO aBTOMaTH4ecku 0TOOpaXKaeT CBEACHUS O
TekymieMm Jrtarne o0pabotkn Kimentom w/wimm Bankom
ONEKTPOHHOTO  JOKYMEHTa, TIOCPEICTBOM  IPHCBOCHUS

BJ'IeKTpOHHOMy AOKYMCHTY OHNPCACICHHOIO CTaTyCa M €ro
U3MCHCHHU.

2.15 Cucrema mnpucBaMBaeT OJEKTPOHHBIM JOKyMEHTaM
CJIEYIOIUE CTATyChI:

° «Co31an» - mpucBaWBacTCs MNpU
COXpaHEHUHU HOBOIo JokymMeHTa KineHtom.

° «O:KugaeT moaANUCH) - MPUCBAUBACTCS JOKYMEHTY
MOCJIE€ €ro CO3JaHuid U COXPaHEHUs, [0 MOANUCAHUSI
YnonnomouennsiM [Ipencrapurenem Knuenra.

° «Ilognucan» - TmpuUCBaUBAECTCS JOKYMEHTY IIOCIE
MPOCTABJICHUST HEOOXOAUMOTO YHCIa DJIEKTPOHHBIX TOIIMHCEH
YnomaomoueHubM(-1) [Ipencrasurenem(-smu) Kinenra.

° «OTtnpaBieH B 0aHK» - MPUCBAUBACTCS JOKYMEHTY
NP TMPOXOXKACHUH KOHTPOJS COOTBETCTBHUSI KOJIUYECTBA
MOJIMTUCEH 3asIBIICHHOTO B OaHKE..

CO3MAaHUA U

o «HpI/IHHT» - HOPHUCBAUBACTCA OOKYMCHTY IIOCJIC €ro
MPUHATUA bankoMm k ncnonHeHwuro.
L4 «Ommavuen» - IMPUCBAMUBACTCA JOKYMCHTY IIOCJIC €TO

ucnonHeHns bankom (B TOM YHCJIC IIOCJIC CIITMCaHHUA NCHECKHBIX

cpeactB co Cuera KimeHTa Ha OCHOBaHMU JAHHOIO
JOKYMEHTA).
° «OTKa3an» - IpUCBaUBACTCA TOKYMEHTY €CIU IUIaTexK

Obu1 oTkioHeH bankoMm nuOO MpH MOMBITKE CO34aTh IJIATEX
MPOM301LIa OIIUOKA.

° «AHHYJMPOBaH» - TPUCBAaMBaeTCs JOKYMEHTY, HE
MpOLIEIIEMY IPOBEPKY MO TPUYMHE €r0 HECOOTBETCTBUSA
TpeOOBaHUSIM, YCTaHOBJIEHHBIM JIEHCTBYIOIIUM
3akoHozatenbeTBOM  Poccuiickoit  ®epeparnum, IlpaBumam,
YCIOBUSIM  3aKIIOYEHHBIX  CHOEGJOK O  NPHOOpPETCHUH

specified in the Application for purchase/modification
of BGC and the Application. If the Electronic
Document must be signed by several signatures of the
Client's Authorized Persons, in accordance with the
Application for purchase/modification of the
BGC/Banking Sample Signatures and seal card and the
Agreement on combination of signatures to the BSS,
the Electronic Document shall be certified by each of
the Client's Authorized Persons, one of the Electronic
Signatures from the first and second groups of
signatures.

2.14.  The RBS system automatically displays
information about the current stage of processing the
Electronic Document by the Client and/or the Bank by
assigning a certain status to the Electronic Document
and changing it.

2.15.  The system assigns the following statuses to
Electronic Documents:

. Created is assigned when a new document is
created and saved by the Client.
. Waiting for signature is assigned to the

document after its creation and preservation, until it is
signed by the Client's Authorized Person.

. Signed is the status assigned to a document
after the Client's Authorized Person(s) has submitted
the required number of Electronic Signatures.

. Sent to the bank is assigned to a document
when passing the control of compliance of the number
of signatures declared in the bank.

. Accepted is assigned to a document after it
has been accepted by the Bank for execution.
. Paid is assigned to a document after its

execution by the Bank (including after debiting the
Client's Account based on this document).

. Refused is assigned to a document if a
payment has been rejected by the Bank or an

error has occurred when attempting to create a
payment.

. Cancelled is assigned to a document that has
not been audited because it does not meet the
requirements established by the current legislation of
the Russian Federation, the Rules, the terms and
conditions of transactions for the purchase of the
Bank's Product, Rules or other cases (e.g., if the
account balance is insufficient to make a payment,
etc.).

. Requested withdrawal is assigned to the
Electronic document on which the Client has created a
withdrawal request for payment.

. Withdrawn is assigned to a document after a
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BankoBckoro mpoaykra, Permamenta WM HMHBIX CIydasx
(Hanpumep, MpU HEAOCTATOYHOM OCTaTKe CPEACTB Ha cUeTe IS
OCYILECTBJICHUS IJIaTeXa U JIp.).

° «3anpouieH 0T3bIB» - IPUCBAUBAETCA DIEKTPOHHOMY
JTOKYMEHTY, 1o KoTopoMy KiMeHT co3fan 3ampoc Ha OT3BIB
TIaTexa.

° «OTO03BaH» - TIPUCBAMBAETCS JOKYMEHTy IIOCIIE
WCIIOJTHEHMS 3aIIpoca Ha OT3bIB IOKYMEHTA.

2.16  CoznaHHBIN U OANUCAHHBIA DNEKTPOHHOUN MOAMNKUCHIO
OnexTpoHHBI MOoKyMeHT KimeHT otmpasinser B baHk ¢
ucnonb3oBanreM Cucremsl J1BO.

2.17 bBaHK OCYyWIECTBISET TPOBEPKY IOIYYEHHOIO OT
Knuenta OneKTpoHHOro MOKyMEHTa W MNPUHHMAET €ro K
WCIOJTHEHUIO MPH YCIOBHM MOJOKUTEIBHOTO pe3yibTara
MIPOBEPKH.

2.18  Pe3ynprar mpoBepkHM OJIEKTPOHHOTO JOKyMEHTa
CUUTACTCS MOJOXKUTEIBHBIM, €CJIH OH:

° OdopMIEHB  COOTBETCTBUM  C  JICHCTBYIOIUM
3aKoHoJaTenbcTBOM Poccuiickoit denepanuu;

° OdopMIEHB  COOTBETCTBUM C  HOPMATHBHBIMHU
nokyMmeHnTamu banka Poccun u TpeGoBanusimu banka;

° OdopMIICHB  COOTBETCTBUU C  TpeOOBaHUSAMH,

YCTaHOBJICHHBIMH 3aKIIOUeHHBIMH CTOpOHaMH CIeNKaMH, B
cootBercTBUM ¢ [IpaBunamu, u HacTosiuM Pernamentom;

o 3aBepeH HaJIexKalen (HaameKaIMu )
ONEeKTpOHHOH(-BIMH) TOAMUCHIO(-IMH) Y TOTHOMOYEHHOTO(-
bix) [IpencraBurens(-eit) Knuenra, nmeromero(-1x) npaBo Ha
pacmopspbkeHue JeHEeKHBIMH cpeacTBamu Ha Cuere (mms
IUIATEXHBIX  (pacdeTHBIX)  OJEKTPOHHBIX  JOKYMEHTOB),
DNeKTpOHHBIE TMOAMMCH NpPOLUIM TpoBepky B banke Ha
KOPPEKTHOCTb.

2.19  DOnexTpoHHBIE  JOKYMEHTHI, ojopmieHHble €
HapyleHneM TpeOOBaHMid, NpHeMy He MOJJIeKaT, TaKUM
ONEeKTPOHHBIM JOKYMEHTaM MpUCBauBaeTcs cratyc B Cucreme
JABbO «AHHYIUpPOBaHY.

220 KmameHT MoOXeT O0TO3BaThb MHepeAaHHbli B baHk
DNEeKTPOHHBIM TOKYMEHT, B COOTBETCTBHM C TpeOOBaHUSIMH
3akoHozarenbeTBa Poccuiickoit deneparnuu, 3aKIIOYEHHBIX
CropoHaMH CHAENOK, MpaBWJIaMU COBEPIICHHUS OIEparuid, ¢
ucnonb3oBanueM Cucrtemsr JBO. Oto3BaHBI MOTYT OBITH
TOJIBKO HEWCIIOJIHEHHBIE DJIEKTPOHHBIE JOKYMEHTHI, KOTOpBIE
He gpomM 1o cratyca «Ormmauen». Ecnu 3ampoc Ha OT3BIB
WCIIOJTHEH, DJIEKTPOHHOMY JOKYMEHTY IPHCBAMBAETCS CTaTyC
"Oro3Ban." B ciryuae HEBO3MOKHOCTH UCIIOJIHEHHUS 3aIlpoca Ha
OT3bIB, DIIEKTPOHHOMY JOKYMEHTY BEPHETCS CTAaTyC, B KOTOPOM
DNEeKTPOHHBIM AOKyMEHT Haxomwics o o0paboTku bankom
3arpoca Ha OT3bIB.

request to withdraw a document has been made.

2.16.  The Client shall send the Electronic Document
created and signed by the Electronic Signature to the
Bank using the RBS System.

2.17.  The Bank shall verify the Electronic Document
received from the Client and accept it for execution
provided that the verification result is positive.

2.18.  The result of an inspection of an Electronic
Document is considered positive if it is:

. Registered in accordance with the current
legislation of the Russian Federation;

. It was executed in accordance with the
regulatory documents of the Bank of Russia and the
Bank's requirements;

. Registered in accordance with the
requirements established by the transactions concluded
by the Parties in accordance with the Rules and these
Rules;

. Certified by the appropriate Electronic
Signature(s) of the Authorized Person(s) of the Client
who has the right to dispose of funds in the Account
(for payment (settlement) Electronic Documents), the
Electronic Signatures have been verified by the Bank
for correctness.

2.19.  Electronic documents executed in violation of
requirements shall not be accepted, such Electronic
documents shall be assigned a Cancelled status in the
RBS System.

2.20. The Client may revoke the Electronic
Document submitted to the Bank in accordance with
the requirements of the legislation of the Russian
Federation, the transactions concluded by the Parties,
the rules of transactions using the RBS System. Only
non-executed Electronic Documents that have not
reached the Paid status may be withdrawn. The
Electronic Document is assigned the Withdrawn status
if the request for withdrawal is executed. If a
revocation request cannot be executed, the Electronic
Document is returned to the previous status of the
Electronic Document when the Bank processed the
revocation request.

2.21.  The Client shall independently control
(monitor) the stages and results of processing the
Electronic Documents sent to the Bank in the relevant
sections of the RBS System.

2.22.  The Bank and the Client shall exchange the
following Electronic Documents on the RBS System:
- payment orders;
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2.21  Kuuent CaMOCTOATEIBHO KOHTPOJIUPYET
(oTcnexxuBaeT) ATAIBI ¥ PE3yNbTaThl 00paOOTKH OTHPABICHHBIX
B baHKk ONeKTpOHHBIX IOKYMEHTOB B COOTBETCTBYIOLIMX
pasnenax Cucremsl J1BO.

2.22  bawk m Kmoment obmenuBarorca mno Cucreme JBO
CIIEAYIOIIUMHE DJICKTPOHHBIMH JOKYMEHTaMH:

- IUTATEKHBIE TIOPYUCHHUS;

- 3aIlpOCHI Ha OT3bIB JJOKYMEHTA,

- TMIPOU3BOJILHBIC JTOKYMEHTHI (MHBIE JOKYMEHTHI WU MHChMa,
COCTaBIICHHBIE B IIPOU3BOJILHON (opme);

- BBIIHCKH, coJepKaliie HHPOPMAIHIO O JBIKEHUN CPEICTB
10 CYETAM.

2.23 VYnonnomoueHnHomy Ilpencrasutemto Kimenta moxer
ObITh IpenocTaBieH foctyn k Cucteme JIbO, ¢ BO3MOXKHOCTBIO
noiy4eHus ceeneHuid o Kimenre, ero omnepauusix, OTKPBITHIX B
Banke GankoBckux cuerax Kimenra, ¢ mpaBoM mpocMoTpa H
MOJYYEHHUs] DJIEKTPOHHBIX TOKYMEHTOB, B TOM YHCJIE BBIHCOK
o cuertam, 6e3 Beigauu Takomy [IpencraButento DNeKTpOHHOM
MTOZITTUCH.

3 HOPAAOK NOAKIIOYEHUA KJIMEHTA K
CUCTEME JUCTAHIIMOHHOI'O
BAHKOBCKOI'O OBCJIYKNBAHUSA

3.1 [Topsnok perucrpauuu YOJIHOMOYEHHOTO
[Ipencrasutens Knuenra B Cucreme 1bO:
3.1.1 Tlon perucTpanuen YnonHOMOUeHHOTO(-bIX)

[pencraButens(-eit) Knnenta moHMMaeTcs BHECCHHE B
peectpbl Cuctemsl [1bO peructpanuioHHoil MHpOpMamuu o
TakoM  June(-ax), Ha ~ OCHOBAaHMM  3asiBICHHA O
npuobperennn/uzmenenun bI1, 3asBnenus.

3.1.2 Tlonmaua YnomHomoueHHBIM [IpencraButenem Knuenra
3asgBJIEHUS OCYLIECTBISAETCS Ka)XIbIM TaKUM JIMLOM JIMYHO,
nyreM oOpameHuss K OTBETCTBEHHOMY pPaOOTHHKY IO
opuanyeckoMy aapecy banka B Teuenwe OmnepanoHHOTO
BpemeHnu baHka.

3.1.3 Ilpu npueme 3asBrneHus OTBETCTBEHHBIH pPaOOTHUK
UACHTUQUIUPYET YIOIHOMOYEHHOTO [IpencraButens
KiuenTa, ¢ ucmons30BaHUEM JOKYMEHTA, YIOCTOBEPSIIOIICTO
JUMYHOCTh HocHenHero'. OTBETCTBEHHBIH paGOTHUK BIpaBe
3anpocuTth, a YmnonHoMoueHHb IIpencraButens Kiuenra
JIOJDKEH MPEJICTaBUTh UHBIC TOKYMEHTBI, HEOOXOIUMBIC ISl €r0
Wnentudukanmu, B TOM 9HCIie TOKYMEHTHI, TOATBEPKIAIOIINC
MpeJICTaBICHHbIC B baHk cBeneHMS.

- requests for withdrawal of the document;

- arbitrary documents (other documents or
letters drawn up in any form);

- statements containing information about the
movement of funds in the accounts.

2.23 Access to the RBS System can be provided to The
Client's Authorized Person, with access to the Client's
information, information of it's transactions, and
information of the Client's bank accounts opened in the
Bank, with access to reading and receiving electronic
documents, including account statements, without
issuing an Electronic signature to the Client's
Authorized Person.

3. PROCEDURE FOR CONNECTING THE
CLIENT TO THE REMOTE BANKING
SERVICE SYSTEM

3.1. Registration procedure Authorized Person of
the Client in the RBS System:

3.1.1. Registration of the Client's Authorized
Person(s) means entry of registration information about
such person(s) into the registers of the RBS System on
the basis of the Application for purchase/modification
of the BP, Application.

3.1.2. Application submitted by the Authorized
Person of the Client is made by each such person
individually by applying to the responsible employee
at the legal address of the Bank within the Bank's
Operational Time.

3.1.3. The responsible employee identifies the
Client's Authorized Person using the Client's identity
document] when accepting an Application. The
responsible employee has the right to request and the
Client's Authorized Person has the right to submit other
documents required for the Client's Identification,
including documents that confirm the information
submitted to the Bank.

3.1.4. The application of the Client's Authorized
Person shall be accepted by the responsible officer
after the Identification of such Client's Representative
has been carried out and a corresponding mark shall be
made on the Application. The Bank may refuse to
accept an Application without explaining the reasons
for such refusal. The refusal to accept an Application
results in the refusal to register the Client's Authorized
Representative in the RBS System.

! Passport or other identification document in accordance with the laws of the Russian Federation. / TTacropT mimx HHOi
JIOKYMEHT, YIOCTOBEPSIIOIIMH JINYHOCTH B COOTBETCTBHH € 3aKOHOATENLCTBOM Poccuiickoit deneparun.
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3.1.4 3agBnenue YTOTHOMOYEHHOTO [IpencraButens
Knunenta nmpunumaercss OTBETCTBEHHBIM PAaOOTHHKOM TOCTE
npoBeneHns  Mpentudukaumm — Takoro  IlpeacraBurens

KnuenTa, 0 yem mpocTaBisieTcs COOTBETCTBYIOIAS OTMETKA Ha
3asBnennu. baHk BOpaBe OTKa3aTh B mpHeMe 3asBieHus 0e3
OOBSACHEHHs MpPUYMH Takoro oTkasa. OTka3 B TmpueMe
3asBNeHNs] BIEUET OTKa3 B PETUCTpAalMU YTIOJIHOMOUYEHHOTO
[Ipencrasutens Knuenra B Cucreme J150.

3.1.5 B npouecce o00paboTku 3agBiIeHHs, IOCIE €TO0
npunstus bankom, Onepatop LlenTpa perucrpanuu:

° BBITIOIHSET PETUCTPALMOHHBIE NEUCTBUS IO BHECEHUIO
peructpaunonHoi naopmanuu B peectpbl Cuctemst 1BO;

. ¢dopmynupyer u 3aHocuT B peectpsl Cuctemsl JBO
CTeUHATBHYIO NapoJIbHYIO ¢bpazy (Bompoc/oTBeT),
UCTIONB3YeMYI0 Uil JOTIOJIHUTENbHOH  MAeHTH(UKaIuH
(ayrentudukanun)  YnonHnomoueHHoro  IlpeacraBurens
Knuenra;

) npu BeiOOpe Knmentom metoma pabotsl B Cucteme
JBO ¢ ucrnons30BaHUEM MPOCTOM DJIEKTPOHHOW MOATMCH/
npaBoM TpocMoTpa (0e3 HCHONb30BaHHUA ~ DJIEKTPOHHOM
MOJMNKMCH) HampaBlseT Ha YyKa3aHHbIM B 3asgBICHUH Ha
npuoOperenne/usmenenue bl u 3asBieHun AOGOHEHTCKHIM
HoMep YmonmHoMoueHHoro llpencrasurenss Knmenra naHHble
g nepBoro Bxoaa B Cucremy /IbO — Jlorun u Bpemennsiit
napob.

ITpu BeIOOpe Knmentom meronma pabotsl B Cucteme BO c
HCIOJIb30BaHUEM YCHJICHHOU HEKBAIN(UIIMPOBAHHON
DNEeKTPOHHOU MOANUCHU:

Omnepatop Y IOCTOBEPSIIOIETO IIEHTPA:

° MOCJIE€ BBIMOJHEHHWS yKa3aHHBIX B paznene 4
PernamenTa nelictBuif, noxaroraBnuBaeT OyHKIUOHAIbHBIN
KITFOYCBOW HOCUTENb, (DOPMUPYET KapTOUKY MEPBOHAYATBHBIX
PIN-kogoB jyist DYHKIUMOHAIBHOTO KIIOYEBOTO HOCHUTES,
«MHCTpYKLIHIO o YIIPaBICHUIO PIN-xomamu
OYHKIIMOHAILHOTO KJITFOYEBOTO HOCUTEISD» (pa3MeleHa TaKKe
Ha https://131.bank/contracts ) ¥ momemaer UX B YIaKOBKY
YCTaHOBJIEHHOTO baHKOM 00pasiia, OKIIEUBAET CIEIUATLHON

HaKJICHKOH JJIA oOecreueHUsT BO3MOKHOCTH KOHTPOJIA
[CJIOCTHOCTHU YIIAKOBKHU;
® nepenact JOJDKHBIM 06pa30M yr[aKOBaHHbeI

OYHKIMOHANBHBIN  KII04eBOW HocuTelb (OTBETCTBEHHOMY
pabOTHHKY JUIS TIepeau yIoTHOMOYeHHOMY [IpencraBuTento
Kinuenra.

3.2 @akt mnepemaun  DyHKIMOHAIBHOTO  KIIFOUYEBOTO
HOCHUTEIA, a TaKXKe LIETOCTHOCTh YMAKOBKH IMOATBEPKIACTCS
COOCTBEHHOPYYHOM MOAIUCHIO YOJIHOMOYEHHOTO
[IpencraButens Knuenta B akte 0 ero noiayuenuu. @opma Axra
ompenensiercss baHkoM W pa3MelleHa Ha  pecypce
https://131.ru/contracts u B odpuce banka. B ciayuae HapymeHus
LETOCTHOCTH  yHNakoBKM ~ (DYHKIUMOHAIBHOIO  KJIIOYEBOTO
HocuTens YnoaHomoueHHbH [pencrasurens KnuenTa qomxen

3.1.5. During the Application processing, after its
acceptance by the Bank, the Registration Centre
Operator:

° performs registration actions to enter
registration information into the RBS system registers;
° formulates and enters into the registers of the
RBS System a special password phrase
(question/answer) used for additional identification
(authentication) of the Client's Authorized Person;

° sends Login and Temporary Password for the
first log in to the RBS System to the Client's
Subscriber number of the Client's Authorized
Representative Subscriber specified in the Application
for Purchase/Change of BP and Application when the
Client chooses a method of working in the RBS
System using a simple Electronic Signature/reading
and receiving electronic documents without the right to
administer funds / make transactions.

When the Client chooses a method of work in the RBS
System using an enhanced non-certified Electronic
Signature:

Operator of the Certification Centre:

° prepares the Functional Key Carrier, generates
a card of the initial PIN-codes, «Instructions for
managing the PIN-codes of the Functional key carrier»
and places it in the packaging of the sample set by the
Bank, sticks a special sticker to ensure that the
integrity of the packaging can be monitored after
performing the actions specified in section 4 of the
Rules;

° hands over a properly packaged Functional
Key Carrier to the Responsible Officer for handing it
over to the Client's Authorized Person.

3.2. The fact of transfer of the Functional Key
Carrier as well as the integrity of the packaging is
confirmed by the handwritten signature of the Client's
Authorized Person in the act of receipt. The form of the
Act is determined by the Bank and is available at
https://131.ru/contracts and in the Bank's office. The
Client's Authorized Person must indicate this in the Act
if the integrity of the Functional Key Carrier packaging
has been compromised. The Parties have determined
that the integrity of the Functional Key Carrier
packaging has not been breached and that the
Functional Key Carrier packaging has been duly
received by the Client's Authorized Person if there is
no corresponding mark in the Act.

3.3.  The Client's Authorized Representative when
using the RBS System and exchanging Electronic
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yka3aTb 00 3ToM B Akte. [Ipu oTCYyTCTBHHM COOTBETCTBYIOIIEH
OTMETKU B AKTe, CTOPOHBI ONPEAEINUIN CUUTATh LETOCTHOCTh
ynakoBkd ~@DyHKIHMOHAIBHOIO KIIOYEBOTO HOCHUTENS HE
HapymeHnHoi, a cam ®KH nagnexammm o6pa3zoM MorydeHHbIM
YnonaoMmoueHHbsIM [Ipencrasurenem Kinenra.

33 VYnonnomouenHsli Ilpencrasurens Kimenta mpu
ucnonb3oBanun Cucremsl IBO u oOMmeHe JJIEKTPOHHBIMH
JOKYMEHTaMH 4epe3 Hee BIIPaBe MCIOIb30BaTh YKa3aHHBIA B
3asBnennn Ha npuoOpereHue/m3menenne bIl n 3asBneHun
MeTox  paboTel  (cmoco0 — moamucaHus — DIEKTPOHHBIX
JOKYMEHTOB, C Yy4YeTOM (YHKIHOHAJILHBIX BO3MOXKHOCTEH
Cucremsr /IBO): ¢ ucnonbp3oBaHUEM NPOCTOH DIIEKTPOHHOM
MIOMTUCH oo YCUJICHHON HEeKBaNU(UIIMPOBAHHON
ONEeKTPOHHOM MOAINCH, C YIETOM YCTaHOBJIEHHBIX B CHcteme
JABO orpannuyeHUH IS OTAENBHBIX KaTErOpui DJIEKTPOHHBIX
JIOKYMEHTOB.

34 Kmuent (ero ymomnomouennblii [IpeacraButens)
cuntaercs  noakmtodeHHeiM K Cucreme  JIBO, a
YonHOMOYEHHBIN IIpencraBuTens Knuenra HAMEET
BO3MO>KHOCTH NoJIb30BaThea Cuctemoit [IbO npu HacTyIieHnn
CIIEAYIOIIUX COOBITHIA:

- ¢ MOMEHTa peructpauuu YnoiHomoueHHoro [Ipeacrasutens
Knuenrta B Cucreme JIBO, u HampaBineHnn Ha AOOHEHTCKUI
HOMep Takoro YmnomHomoueHHoro IIpeacraButens Knuenta
SMS-coo0mieHust ¢ JaHHBIMH IJIs IEPBOHAYAIEHOTO BXOJa B
Cucremy JABO (JIoTMH ¥ BpEeMEHHBIH Maposb). YKa3zaHHOE
YCJIOBHE TIPUMEHSICTCSI B OTHOILUEHUU YIOJIHOMOYEHHBIX
[IpencraButeneii Knuenra, HAaJIEJICHHBIX MpaBoOM
pacopsKaThCS IEHSKHBIME CPEJICTBAME/COBEPIIICHUS CIIEIOK
(Ipu  HCIIONIE30BaHUM TPOCTONW OJICKTPOHHON IOAINHKCH), a
TaKkke B OTHOUICHUM YIOJHOMOUYEHHBIX IlpencraBurencit
KinenTa, HaneneHHbIX noaHOMOounsMU (poib B Cucteme JIBO)
Ha IPOCMOTP U MOJyYeHUE DICKTPOHHBIX TOKYMEHTOB, B TOM
gucne BeIMUCOK 1o Cuery (0e3 mpaBa pacnopspKaThes
JICHS)KHBIMUA ~ CPEJICTBAMU/COBEPIICHUST CACIOK OT WMEHU
Kiuenra);

- TIpU UCHOJB30BAHHU YCHICHHOW HEKBATU(DUIIMPOBAHHON
DONEKTPOHHOM TMOJIUCH IOCJE TMOIYYEHUS YBEIOMIICHHS O
Beimycke CepTudukata KIHOYa TMPOBEPKUA DIESKTPOHHOU
MOAMMCH W 3aBEpIICHUS  TpoIenypbl  (HopMHUpOBaHUS
OnexkTpoHHod  monmucu  cpeactBamu  Cucremsl IO
YnonnomouennsiM [pencrapurenem Knuenra.

35 [To ucreyennu cpoxa MOJTHOMOUYUN YTIOJTHOMOUYEHHOTO
[pencraButens Knnenta baHk OIoKupyeT JOCTYN TakKoro
YnonaomouenHoro I[pencrasurens Knuenra k Cucteme J150.

Documents through it may use the method of work
specified in the Application for Purchase/Change in BP
and the Application (method of signing Electronic
Documents, taking into account the functionality of the
RBS System): with the use of a simple Electronic
Signature or an enhanced non-certified Electronic
Signature, taking into account the limitations set in the
RBS System for certain categories of Electronic
Documents.

34. The Client (The Client's Authorized
Representative ) shall be deemed to be connected to the
RBS System and the Client's Authorized Person shall
be able to use the RBS System upon the occurrence of
the following events:

- from the moment of registration of the Client's
Authorized Representative in the RBS System and
sending an SMS message with data for initial login to
the Client's Subscriber number of such Authorized
Representative (login and temporary password). This
condition applies to the Client's Authorized Person
who have the right to dispose of funds/make
transactions (when using a simple Electronic
signature), as well as to the Client's Authorized
Representative who have the right (role in the RBS
System) to view and receive Electronic Documents,
including account statements (without the right to
dispose of funds/make transactions on behalf of the
Client);

- when using an enhanced non-certified Electronic
Signature after receiving notification of the issue of the
Electronic Signature Verification Key Certificate and
when the Client's Authorized Person has completed the
procedure for generation of the Electronic Signature by
means of the RBS System.

3.5 Upon the expiration of the term of office of the
Client's Authorized Representative, the Bank blocks
the access of such the Client's Authorized
Representative to the RBO System.

4. PROCEDURE FOR ISSUING
ELECTRONIC SIGNATURE KEY
CERTIFICATES

4.1. In order to obtain the Key Certificate of
Electronic Signature Verification for operation in the
RBS System and to perform exchange of Electronic
Documents confirmed by an enhanced non-certified
Electronic Signature, each Authorized Person of the
Client whose details are specified in the Application
for Purchase/Change of BP and Application2 shall
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4 TIOPSIIOK BBINYCKA CEPTU®UKATOB
KJIOYEM SJEKTPOHHOU NOANMUCH

4.1 Hns  monyuenuss Ceprudukara KiIoda OPOBEPKU
ANEKTPOHHON monmucu mius pabotel B Cucreme [BO u
OCYIIECTBICHUSI OOMeHa OJIEKTPOHHBIMH JIOKYMEHTaMH,
MIOATBEPKIACHHOMN YCHIJIEHHOU HEKBAIN(UIMPOBAHHON
ONEKTPOHHOH  MOAMMUCHIO,  KAKIABIM  YTIOJTHOMOYEHHBIN
[IpencraButens KnueHTta, naHHBIE O KOTOPOM YKa3aHbl B
3asBieHMH Ha TpuoOpeTeHue/usmenenue BII u 3asBnenun?,
JOJDKEH JIMYHO:

- co3gath ¢ momombio cpeactB Cucrembl JIBO 3ampoc Ha
Boimyck Cepruukata KiIo4a TIPOBEPKH  DIEKTPOHHOM
MOJIKCH, B JJIEKTPOHHOM BUZE U Ha OyMa)XKHOM HOCHUTEIIE;

- HampaBWUTh B baHK MaHHBIA 3allpoc B 3JEKTPOHHOM BHJE C
ncnoas3oBanueM cpeacts Cucremst /1bO;

- mpexoctaBuTh B baHk naHHBIA 3ampoc Ha OyMa)kKHOM
HOCHUTEJIE, 3aBEPEHHBIN COOCTBEHHOPYYHOH MOAIMMUCHIO TAKOTO
YnonaomouenHoro I[pencrasurens Knuenra;

- TOANMCATh CEPTHU(PHKAT KII0Ya MPOBEPKU OIJIEKTPOHHOM
MTOZITTUCH.

HNuctpykuus mo noakimtoueHuto k cucteme JbO u renepanuu
KIIIOUYeH YCHJICHHOW HEKBaJU(QULUUPOBAHHONW DJIEKTPOHHOU
MOMIUCH pa3MeleHa Ha pecypce https://131.ru/contracts u B
opuce banka. 3ampoc Ha Bbmmyck CepTudukaTa KiIO4a
MPOBEPKU DJICKTPOHHOW TOIMHCH B 00s3aTEIBHOM IOPSAKE
NOJDKEeH cofepxkaTh: mnonHele PHUO  YnonHoMo4yeHHOTO
IIpencraButens Knmenra (Bmagensna Ceprudukara Kiroua
MPOBEPKU  JNEKTPOHHOM  TOAMUCH), HOMEp  3asBICHUS
(mpucBamBaetcsi bankom), HammenoBanue KimeHta, aapec
MECTOHaxXOXJeHua. He nomyckaeTcs BHECEHHE KaKHX-THOO
u3MeHeHuii B 3ampoc Ha Bbimyck CepTudukara Kioya
MPOBEPKU  DJICKTPOHHOW TOAINMUCH, CQOPMUPOBAHHBIA C
ncnoas3zoBaHueM cpeacts Cuctemst JBO.

4.2 IIpu mnocrymnennn B baHk 3ampoca Ha BBIMYCK
Ceprudukara KiIO4a MOPOBEPKHU HIIEKTPOHHOW TOAMUCH B
3NEeKTpOHHOM BHJe, Oneparop LleHTpa peructpanuu cBepsier
JaHHBIE, COAEPIKAILINECS B YKa3aHHOM 3alpoce B DJIEKTPOHHOM
BHUJE C JAHHBIMH, YKa3aHHBIMH B 3alpoce, MpPEACTaBIECHHOM
Knurentom Ha OymMasKHOM HOCHTEIE.

43 [Ipu nonoxxurenbHOM pe3ynbTare npoBepku Oneparop
Lentpa peructpauuu oOpadaTbiBaeT NOCTYNHUBILHUI 3ampoc, a
Omnepatop YI0CTOBEPSIOLIETO LIEHTPA OCYIIECTBISIET BBITYCK
Ceprudukara KiIroua MPOBEPKH AIEKTPOHHOHN moanucu. [Ipu
OTPHUILIATEIBHOM pPE3yJIbTaTe MPOBEAEHHON MPOBEPKH BBITYCK
Ceprudukara Kiroda MPOBEPKU DIEKTPOHHOW MOINHCH HE
ocymectBisiercs. bank BmpaBe He cooOmats Knumenty/ero
YnonHoMoueHHOoMy IlpeacraBuTento o MpUYMHAX OTKa3a B
Boimycke CepTudukara Kioya MOPOBEPKH  SIEKTPOHHOM
MTOZIITUCH.

personally:

- create a request to issue an electronic signature
verification key certificate, electronically and on paper
using the RBS System tools;

- send this request to the Bank electronically
using RBS funds;

- submit this request to the Bank in hard copy,
certified by the handwritten signature of such
Authorized Person of the Client;

- sign the electronic signature verification key
certificate.

Instructions on connecting to the RBS system and
generating the keys of an enhanced non-certified
electronic signature are available at
https://131.ru/contracts and in the Bank's office. A
request to issue an Electronic Signature Verification
Key Certificate must necessarily contain the full names
of the Client's Authorized Person (owner of the
Electronic Signature Verification Key Certificate), the
Application number (assigned by the Bank), the
Client's name and location address. It is not permitted
to make any changes to the request for a Key
Certificate of Electronic Signature Verification formed
using the RBS system facilities.

4.2. The Operator of the Registration Centre shall
verify the data contained in the said request
electronically with the data specified in the request
submitted by the Client in hard copy when the Bank
receives a request to issue an Electronic Signature
Verification Key Certificate.

4.3. The Registration Centre Operator processes the
incoming request and the Certification Centre Operator
issues the Key Certificate of the electronic signature
verification if the result of the inspection is positive.
The Key Certificate of Electronic Signature
Verification shall not be issued if the result of the
inspection is negative. The Bank may not to inform the
Client/ its Authorized Person of the reasons for refusal
to issue an electronic signature verification key
certificate.

4.4, In order to receive a generated electronic
signature verification key certificate for the Authorized
Person of the Client, the latter must come to the Bank
and present identity documents3. Signed verification
certificates shall only be issued on the basis of a
request for a Key Certificate of Electronic Signature
Verification and if the result of the submitted
documents and information contained therein is
positive. The Client's Authorized Person must sign the
issued certificate at the time of its receipt.
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4.4 Jna momyuyenuss YnonHoMmodeHHbIM IIpencraButenem
Knuenrta crenepupoBanHoro Ceptudukara Kio4da NPOBEPKH
9JIEKTPOHHOH MOJIUCH, TIOCIEIHUIN JODKEH SIBUTHCS B baHk M
NpeACTAaBUTh  JIOKYMEHTBI, YIOCTOBEPSIONINE JIHYHOCTD.
Brimaua  creHepupoBanHoro — Ceprudukara  IpOBEPKH
3JIEKTPOHHOH MOANNCH OCYIIECTBISETCS TOJIBKO HA OCHOBaHUH
MPEIOCTaBICHHOTO 3ampoca Ha BblIady cepTH(dUKaTa Kioya
MPOBEPKU ODJIEKTPOHHOW TOANHMCH M TPHU TMOJO0KHUTEIHHOM
pe3ynpTaTeé TNpPOBEPKH TPEACTABICHHBIX JOKYMEHTOB H
CBECHHH B HHUX coOAepXaluxcd.  YTOJIHOMOYEHHBIN
[IpencraButens KimenTta momkeH MOANMUCATH BBIMYIIEHHBIH
cepTu(UKAT B MOMEHT €0 IOTy4eHHS.

4.5 Bommymenssiii  CepTudukar  KI04a  MPOBEPKH
9JIEKTPOHHON MOJMUCH TOJMUCHIBAETCS Y OJTHOMOYEHHBIM
[IpencraButenem KimeHta u mocie 3TOro pasMemiaercs B
Cucteme J1bO.

4.6 Usrotosnenne CepTudukaTtoB KIIO4ed NPOBEPKH
SIIEKTPOHHOM MOJNHMCH OCYIIECTBIISICTCS MCKIIOYUTEIBHO Ha
OCHOBaHUH TONy4YeHHOTO baHkoM 3ampoca YToIHOMOYEHHOTO
IIpencraButens KrnueHnta, KOTOpPBIH CONEPKHUT CBEICHHS,
HeoOxomumele A uaeHTH(uKanuu Bragensua Ceprudukarta
KIII04Ya TIPOBEPKH JJIEKTPOHHOM MOAMNHCH, MpPHU YCIOBUH
BBITIOJTHEHUA NoJIokeHuit 4.1. — 4.3. Pernamenra.

4.7 Ilo oxonHwanum mnpouenypsl Beilycka CepTugukara
KJIF0Ya TPOBEPKH JJIEKTPOHHOW MOAMHCH, YTIOJTHOMOUYEHHBIN
[Ipencrasutens KnnenTa noiaydaeT BO3MOXKHOCTh, UCIIONB3YS
nporpammubie  cpeactBa  Cuctemsr  JIBO,  3aBepmuTh
MIpoLERypY (hopmupoBaHUs YCHJIEHHOU
HEKBAIU(HUIIMPOBAHHOHN 3JIEKTPOHHOW HMOAMKCH U MPHUCTYIUTD
K €€ 3KCIUTyaTaluu.

4.8 Bank ¢opmupyer CepTudukar KiI04Ya MPOBEPKU
3NEKTPOHHOMN MIOZNTUCH B OTHOIIIEHUHU Ka)KI0ro
YnonaomouenHoro [Ipencrasurens KnuenTa myTéM 3aBepeHus
ANIEKTPOHHOM MOAMUCBI0 COOCTBEHHOTO Y I0CTOBEPSIOIIETO

LeHTpa Habopa [aHHBIX, BKJIIOYAIOMIMX  CIEAYIOIIYIO
UHPOPMALHIO:

° cepuitnplii HOMep CepTudukata KiI0Ya MPOBEPKU
3NEKTPOHHOH MOATHNCH;

° HOMep 3asBICHUS;

° WACHTH(QHUKATOP AITOPUTMa, HCHOIB3YEMOro  JUIs
MOJMUCH DJIEKTPOHHBIX T0KyMEHTOB;

° napameTpsl cepTuuKaTa U3AaTels;

4.5.  The issued Electronic Signature Verification
Key Certificate shall be signed by the Client's
Authorized Person and then placed on the RBS
System.

4.6.  Key Certificates of electronic signature
verification shall be produced only on the basis of a
request of the Client's Authorized Person received by
the Bank, which contains the information required to
identify the owner of the Key Certificate of electronic
signature verification, subject to compliance with
provisions 4.1. - 4.3 of the Regulation.

4.7. The Client's Authorized Person shall be able to
use the software tools of the RBS System to complete
the procedure for generation of an enhanced non-
certified electronic signature and start its operation
upon completion of the procedure for issuing the
Electronic Signature Verification Key Certificate.

4.8. The Bank forms an electronic signature
verification key certificate in respect of each
Authorized Person of the Client by certifying with an
electronic signature its own Data Collection
Certification Centre, which includes the following
information:

° serial number of the electronic signature
verification key certificate;

° Application number;

) the identifier of the algorithm used to sign
Electronic Documents;

) parameters of the publisher's certificate;

° period of validity of the electronic signature

verification key certificate, consisting of two dates:
beginning and end of the period (inclusive);

) full name of the owner of the Electronic
Signature Verification Key Certificate (Client's
Authorized Person);

. information about the electronic signature
verification key: the algorithm identifier and the
electronic signature verification key itself.

The cryptographic algorithm of GOST R 34.10-2012 is

2 The Client's Authorized Persons entitled to dispose of the funds must also be indicated in such Card accepted by the
Bank when executing the Card with specimen signatures according to the Rules. / ITpu ohopmnennn Kaprouxu ¢
oOpasuamu noamnuceit B coorBercTBiH ¢ [IpaBunamu, Ynonnomouennsie [Ipeacrasurenn Kinmenra, nMeromnie npaBo
pacropspKaThes IEHSKHBIME CPEACTBAMH, OJDKHBI OBITh TAKXKE YKa3aHbl B TAKOH KapTOUKe, IPUHATOW baHKoM.

3 Passport or other identification document in accordance with the laws of the Russian Federation. / Tlacriopt uim uHoi
JIOKYMEHT, YZOCTOBEPSIIOIINH JINYHOCTH B COOTBETCTBHH € 3aKOHOATENLCTBOM Poccuiickoii dexneparun.
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° nepuon aevictBus CepTudukara Kiroda MOPOBEPKU
9JIEKTPOHHOM MOAINNCH, COCTOSIIMK M3 JABYX JaT: Hadajga U
KOHIIa TIepHoAa (BKIIOYUTEIBHO);

° nonnoe OHO Bnamenbiia
MPOBEPKH  DJIEKTPOHHOM  MOJNHUCH
[IpencraButens Knuenra);

° WHPOPMAIIMIO O KIIOYE MPOBEPKUA DICKTPOHHOU
noanucu: uaeHTH(uKaTop anroputma u coOctBeHHO Kitou
MIPOBEPKHU DJIEKTPOHHOM MOAHNCH.

IIpu ¢dopmupoBanun CepTu(UKAaTOB KIIOUYEH MPOBEPKU
SIIEKTPOHHOM TOANUCH TPHMEHSETCS KpUNTorpaduieckuit
anroput™ ['OCT P 34.10-2012. Cepruduxar kiroua npoBEpKH
ONEKTPOHHOM MOANUCH UMEET OTPAaHUYEHHBIN CPOK AEHCTBUS,
PaBHBII CPOKY ITOTHOMOYHA, HO He OoJiee 1 rofa c MOMEHTa ero
BBIITYCKa.

Ceptudukara KiIroua
(YmomHOMOYEHHOTO

4.8.1 Bomymennsiii  Ceprudukar  Kimoya  IPOBEPKH
3JIEKTPOHHOM NMOANNCH NOJIEKUT OT3bIBY baHKOM B citydae:

- KOMIIPOMETAMN DJIEKTPOHHOW MOJAMUCH BIaJeNbla
Ceprudukara K042 TPOBEPKH DIEKTPOHHOW IOAIUCH
COOTBETCTBYIOILIETO  JaHHOMY CepTU(HKATY; TONTyUEHHS
BhangensiemM CepTudukara KIo4a MPOBEPKH 3JIEKTPOHHOM
MOJIHICH HOBOT'O CepTU(UKATA;

- KOMIIPOMETALINU OneKTpOHHON MIOZITUCH
VYaocToBepsitonero IieHTpa baHka HCIONB30BaHHOTO TIpU
¢dopmupoBannu CeprudukaTa KIO4Ya MPOBEPKU SIIEKTPOHHOU
MTOZITTUCH.

5 MOPSAJOK UCIOJb30BAHUSA IPOCTOM
SJEKTPOHHOM MOIMACH

5.1 B kxadectBe cpencTBa MOATBEPKACHUS DIEKTPOHHOTO
JOKYMEHTa IPOCTOM OJEKTPOHHOW MOANMCHIO UCIOIb3yeTCs
Jlorun, Cratudeckuii naposib, a Takke OIHOpa30BBIN ApOJIb.

5.2 B Henax HaIpaBJICHUS VIOJIHOMOYEHHBIM
[Ipencrasutenem Knunenrta baHky DIeKTpOHHOrO AOKYMEHTA,
VYnonHoMmoueHnHsld  IlpencraBurens  Knumenra — crnemys
WHCTPYKLUSIM B DKpaHHBIX (opMax BeO-nHTepdeiica CUCTEMBI
JABO, wucnonb3ys ¢GyHKIMOHATBHBIE KHOMKH, WHUIMUAPYET
MOJMUCaHNE COOTBETCTBYIOLIETO DJIEKTPOHHOIO JOKYMEHTA!

a) Ynonnomouennnit [IpeacraButens Kinuenta BBOAUT
HEoO0XOIUMEBIE JaHHbIEe, KOTOPHIE 3anpaluBacT BeO-uaTepdeiic
cucremsl JIBO, ncnonb3ys QyHKIMOHAIBHBIE KHONKH M OIS
111 BBOJA WH(POPMALIUH.

b) Ilepen mnoamucanueM OJIEKTPOHHOTO JOKYMEHTa
Vnonnomouennstii  IlpencraBurens — Knmenta — o0s3an
03HAKOMHTHCS C HUM U OBITH COTJIACHBIM C €T0 COJICPKaHUEM B
MOJTHOM 00BEME.

c) Hns moxmucanusi cHOPMHUPOBAHHOTO DIEKTPOHHOTO
JOKYMEHTa TOoCpencTBoM BeO-uHTEpdeiica cucrembr JIBO,
VYnonHoMmoueHnHsld I[lpeacraButens KnmeHta uWHUIMHMpYET
MpolecC TNOANUCAHHUA OIJEKTPOHHOIO JOKYMEHTa I0CIe
MIPOBEPKH €r0 COAEP KaHUs, M HallpaBigeT baHKy MOCPEICTBOM

used for the formation of electronic signature
verification key certificates. The Key Certificate of
Electronic Signature Verification has a limited validity
period equal to the term of office, but not more than 1
year from the date of its issue.

4.8.1. The Electronic Signature Verification Key
Certificate issued by the Bank shall be subject to
revocation by the Bank in the event of:

O compromise of the Electronic Signature of the
owner of the Key Verification Certificate of the
electronic signature corresponding to this certificate;
receipt by the owner of the Key Verification Certificate
of the electronic signature of the new certificate;

O compromise of the Electronic Signature of the
Bank's Certification Centre used in the formation of the
Electronic Signature Verification Key Certificate.

5. THE PROCEDURE FOR USING A
SIMPLE ELECTRONIC

SIGNATURE

5.1 The Login, Static Password and One-time
Password are used as a means of confirming the
Electronic Document with a simple Electronic
signature.

5.2. The Client's Authorized Person shall follow
the instructions in the screen forms of the web-
interface RBS system using functional buttons and
initiate signing of the respective Electronic Document
in order to send an Electronic Document to the Bank
by the Client's Authorized Person:

a) The Client's Authorized Person enters the
necessary data that is requested by the web interface of
the RBS system with the use of function keys and
fields for entering information.

b) The Client's Authorized Person must read it
and agree with its content in full before signing the
Electronic Document.

c) The Client's Authorized Person initiates the
process of signing the Electronic Document after
verification of its contents and sends the Bank a
request for the One-time password via the web
interface of the RBS system in order to sign the
generated Electronic Document via the web interface
of the RBS system.

d) A request received by the Bank from the web
interface of the RBS system is regarded as a
one-time password request to create a simple
electronic signature. After that the One-time password
is generated and sent by the Bank to the Client's
Authorized Person Subscriber Number in an SMS
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BeO-uHTepdetica cucremsl JJbO 3ampoc OgHOpa3z0BOTo Mapos.
d) IMony4yennsiii bankom 3ampoc u3 BeO-uHTEepdeiica
cuctembl JIBO pacuenuBaercsa kak 3ampoc OIHOPa30BOTO
MaposIst A7l CO3/1aHus MPOCTON DneKTpoHHOHM nmonamnucH. Ilocne
storo OAHOPa30BBIM Mapoib IEHEPUPYETCS W HampaBisdeTcs
Bankom Ha  AOOHeHTCkMH HOMEp  YINOJIHOMOYEHHOTO
[IpencraButens Knuenta B SMS-cooOmmenun ¢ unpopmanmei
00 DOnexkTpoHHOM nokyMeHTe. HampaBnennsili OmHOpa30BbIHA
Maposib UMEET OTpaHUUEHHOE BpeMs JENCTBHUS.

e) VYnonnomouennsiii Ilpeacrasurens Knuenra o6s3an
o0ecreunTh  OTCYTCTBHE  JOCTyHa  TpPETbHX  JHI K
AOOHEHTCKOMY HOMEpPY U YCTPOMCTBY, Ha KOTOpBI baHkom
HaIpaBseTCs] OJHOPA30BBIM Maposib MOcpenacTBoM SMS-
COOOLIEHUS.

f) Ilepen mnoamucanueM OJIEKTPOHHOTO JOKyMEHTa
Vnonnomouennsiii  IlpencraBurens — Knmenta — o0s3an
O3HAaKOMHUTHCS C UHpOpManuen, nocTynusmedr B SMS-
cooOIIeHNH, U B CIy4yae COrjacusi C ONKCAaHWEM MOIIHCATh
MPOCTON DIEKTPOHHON NOANUCHI0 DIEKTPOHHBIN T0OKyMEHT. B
cllydae Hecorjacusd C  OINHCAaHUEM Y TIOJTHOMOYEHHBIN
IIpencraButens  Knumenta He  JOMKEH  MOJAINMUCHIBATH
copMUpOBaHHBIE DJIEKTPOHHBIE JOKYMEHTHI.

g) Hns moxmucanusi cHOPMHUPOBAHHOTO DIEKTPOHHOTO
JNOKYMEHTa TOCPEACTBOM MPOCTOW OIJIEKTPOHHOW IOATMMNCH,
V1I0ITHOMOYEHHBIA [IpeacraButens Kinenra BBOJIUT
noiy4eHHbld B SMS-cooOmennn OnHOPa3oBbI Mapoib B
¢yHKuMoHanbHOE Tmojie B BeO-mHTepdeiice cuctemsr [1BO,
MpelHa3HAaueHHOe U1 MOANHCAaHUS, W  HaXUMaeT
COOTBETCTBYIOIIYIO 3JIEKTPOHHYIO KHOIIKY, HEOOXOIUMYIO JUIS
MOMTUCAHMS.

h) C MOMEHTa Ha)kaTus Y1nomHOMOUYEHHBIM
IIpencraButenem Krnmenrta crenuaibHOi (QyHKIMOHAIBHOM
kHOTKH B BeO-uHTepdeiice cucrembr [IbO DneKTpOHHBIH
JOKYMEHT CUMTAETCs HalpaBleHHbIM baHKy.

1) [Tomyuns ONEeKTpOHHBIN JIOKYMEHT, Bank
OCYULIECTBIISIET MTPOBEPKY NPOCTOM DIEKTPOHHOM moanucu. s
9TOro MpocTas DIEKTPOHHAs MOAINNCH, KOTOpasi COJIEPKUTCS B
ONEKTpOHHOM  JTOKYMEHTe, cBepsercs ¢ OmHOpa3oBBIM
napoiieM, HampaBieHHbIM B SMS-cooOmenun. B ciyuae, ecnu
OHHM HE COBMAJAIOT, AOKYMEHT HE INpHHMMaeTcs baHkoM u
ocraercsi B craryce «Coznan» VYKa3aHHBIM JTOKyMEHT
CUMTAETCS HE OJNMCAHHBIM U HE UMEET I0PUINYECKOIN CHUIIBI.

i) ONEKTPOHHBI JOKYMEHT CYMTAeTCsl MOJIMUCAHHBIM
MPOCTO DIEKTPOHHON MOAMHUCHIO U TOATUHHBIM (MCXOISIINIM
or VYnomnomoueHHoro llpeacraBurens Kmuenra) mpu

OJHOBPEMEHHOM COONIONEHUH crlenyomux ycuosuid: (1)
DNEeKTPOHHBIN JOKYMEHT moiy4deH baHkoM, (2) DIeKTpOHHBIH
JOKYMEHT COAEPXKHUT TMPOCTYI0 OJIEKTPOHHYIO TOAIMHUCH
Knuenra, pesynpTar mpoBEpKHM KOTOPOM COBMAJAeT C
OnHOPa30BBIM MapOJIEM.

message with information about the Electronic
Document. The sent one-time password has a limited
validity period.

e) The Client's Authorized Person ensures third
parties do not have access to the Subscriber Number
and device to which the Bank sends a one-time
password via SMS.

f) The Client's Authorized Person must read the
information received in the SMS message and, in case
of agreement with the description, sign the Electronic
Document with a simple Electronic signature before
signing the Electronic Document. The Client's
Authorized Person shall not sign the generated
Electronic Documents in case of disagreement with the
description.

g) The Client's Authorized Person enters the one-
time password received in the SMS message into the
functional field in the web interface of the RBS system
intended for signing and press the relevant electronic
button required for signing to sign the generated
Electronic Document by means of a simple Electronic
Signature.

h) The Electronic Document shall be deemed sent
to the Bank as soon as the Client's Authorized Person
presses a special functional button in the web interface
of the RBS system.

1) The Bank checks a simple Electronic Signature
upon receipt of an Electronic Document. For this
purpose, the simple Electronic Signature, which is
contained in the Electronic Document, is checked
against the one-time password sent in an SMS
message. If they do not match, the document is not
accepted by the Bank and remains in the Created
status. This document is considered not to be signed
and has no legal force.

1) An electronic document shall be deemed to be
signed by a simple electronic signature and authentic
(emanating from the Client's Authorized Person),
provided that the following conditions are met: (1) The
Electronic document has been received by the Bank,
(2) The Electronic document contains the Client's
simple Electronic signature, the verification result of
which coincides with the One-time password.

5.3.  Electronic Documents signed with a simple
Electronic Signature contain information indicating the
Client's Authorized Person (name, application number
assigned when registering such person in the RBS
system), on whose behalf the Electronic Document was
created and sent.

54. The Client's Authorized Person shall go
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53 B DnexTpoHHBIX HJOKYMEHTax, MOAMUCAHHBIX MPOCTOU
ONEKTPOHHON  MOAINKMCHIO,  COACPXKHUTCA  HWH(popMarus,
yKa3piBaromas Ha YnoanomoueHHoro [IpencraButens Knuenra
(®UO, HOMEp 3asBICHUS, NPUCBOCHHBIA NPH PETHCTPALIH
takoro yimna B cucreme JIBO), oT uMeHn KOTOpOro ObLIT CO3/1aH
Y OTHpaBJiieH DJICKTPOHHBIN JOKYMEHT.

54 Hns MOJIyYEHUS Cpencts MOATBEPKIACHUSA
ONEKTPOHHOTO  JOKYMEHTa Il  CO3JlaHus  HOPOCTOU
DONeKTpoHHOM moAnucu YmonHoMoueHHbll [IpeacraButens
Knuenra pomxeH mpoHTH MpoLENypy pPETUCTpaluu B
COOTBETCTBMM C paznenoM 3 Hacrosimiero Pernmamenrta u
MPOBECTH CMEHY TEPBOHAYAIBHBIX AYyTEHTU(UKAIMOHHBIX
nanubix B Cucreme /1O (Bpemennoro maposns). Ilocne Bxona
B Cucremy [IBO nis ee HMCHONB30BaHUSA U OCYLICCTBICHUS
oOMeHa DOIJIEKTPOHHBIMU JOKYMEHTaMHU, Y IIOJTHOMOYCHHBIN
[IpeacraButens Kiuenta npomkeH u3MEeHUTh BpeMeHHBIH
napois Ha CTaTMueckuil mapoyb, TOCIE YEro MOXKET
MPUCTYNHUTh K OOMEHY OJCKTPOHHBIMH JIOKYMCHTaMH C
ucnonb3oBanueM Cucrtemsl JIBO. B ciydae HEBBINOTHEHUS
YKa3aHHOTO YCJOBHUSL JOCTYH M HCHOIb30BaHUEM CHCTEMBbI
B0 He nomyckaercs.

5.5 Pexomennyetcst ocymiectBiiaTh cMeHy (CTaTHYecKOTO
napodst Juist noctymna Kk Cucteme JIBO He pexke omHoro pasa B 3
(Tpu) mecsia. baHk He HeceT OTBETCTBEHHOCTU B Ciydae He
BBINIOJTHEHUS YmonmHOMO4YeHHBIM [IpencraBurenem Kiuenra
YKa3aHHOW PEKOMEHJIAIUN, B TOM YHWCJIC NPH HACTYIUICHUH
HETaTUBHBIX COOBITUH.

5.6 YnonHoMmoueHnHsld [lpencraButens Kinmenta Mmoxer
caMoCTOATeNbHO M3MeHUTh JlormH u Cratudeckuil maponib B
Cucreme IO, 3a uckitoueHneM cirydas yrpatbl CTaTHIeCKOTo
naponsi. B cinydae yrparsl Ctatnyeckoro napois win/u Jlornna
VYnonnomouennoe siuno Knuenta o0si3aH He3aMEATUTEIHHO
obpatutbcsi B bank ang  OJokupoBaHHMs —JOCTyna, B
COOTBETCTBHM C paszaenoMm 7 Hacrosimiero Permamenra. s
BOCCTaHOBIEHHUA JocTyna B Cuctemy JAbO YnomHoMoueHHOE
muuno Kmuenra pomkHo nmyHO oOpatuthesi B baHk C
3asBNeHNEM O CMEHE JIOTMHA W/WIHM Hapois /pa3dIoKUpOBKY
noctyna B Cucreme /JIbO, dopma KOTOpOro ompenensercs
Bankom u pasmeniena Ha pecypce https://131.ru/contracts u B
o¢uce baHka, 1 TOKYMEHTOM, yIOCTOBEPSIFOIINM €TO IMYHOCTD.

5.7 OnHOpa3oBbIM MApOJIb ABTOMATHYECKU TEHEPUPYETCS
Cuctemort JIBO, B TOM uyunciae B IHeNSIX JOMOJHHUTEIBHOM
ayTeHTHU(UKAIMK YoinHoMoueHHOro [IpencraBurens Knnenra
npu mpenocraBieHnn emy goctyna B Cucremy JBO w/mnm
MOATBEPKICHUS DIEeKTPOHHOTO JIOKyMEHTA.
Ynonnomouennsit [IpeacraBurens KinueHTa HOMKEH BBECTH

through the registration procedure in accordance with
Section 3 of these Rules and change the initial
Authentication Data in the RBS System (Temporary
password) in order to obtain the Means of
Confirmation of the Electronic Document to create a
simple Electronic Signature. After logging in to the
RBS System for its use and performing exchange of
Electronic Documents, the Client's Authorized
Representative shall change the Temporary password
to a static password, after which it may start exchange
of Electronic Documents using the RBS System.
Access and use of the RBS System is not allowed in
case of failure to comply with this condition.

5.5. Itis recommended to change the Static
Password to access the RBS System at least once every
3 (three) months. The Bank shall not be liable if the
Client's Authorized Person fails to comply with this
recommendation, including in case of negative events.
5.6.  The Client's Authorized Person may
independently change the Login and Static Password in
the RBS System, except in case of loss of the Static
Password. In case of loss of Static Password and/or
Login, the Client's Authorized Person shall
immediately contact the Bank to block access in
accordance with Section 7 of these Rules. In order to
restore access to the RBS System, the Client's
Authorized Person shall personally apply to the Bank
with an Application for Change of Login and/or
Password / Unlock of Access to the RBS System, the
form of which is determined by the Bank and is
available at https://131.ru/contracts and in the Bank's
office, and with an identity document.

5.7.  The one-time password is automatically
generated by the RBS System, including for the
purpose of additional authentication of the Client's
Authorized Representative when granting access to the
RBS System and/or confirmation of the Electronic
Document. The Client's Authorized Representative
shall enter the received One-Time Password in order to
pass the procedure of authentication and/or
confirmation of the Electronic Document.

5.8.  The one-time password is sent by the Bank to
the Subscriber number of the Client's Authorized
Representative specified in the Bank's software and
hardware complex on the basis of information
contained in the Application for Purchase/Modification
of BP, Application and/or Application for Change of
the Mobile Subscriber Number.

5.9. The change of the Subscriber number of the
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HOHy‘leHHLIﬁ O):[HOp a30BEIN napoJjib I HOPOXOKACHUA
nmpoucayphl aYTCHTI/I(bI/IKaL[I/II/I H/UIH MOATBCPIKACHUA
BHGKTpOHHOFO JOKYMCHTA.

5.8 OpHopa3oBelii mapons Hampasisercda baHkoM Ha
AOoHeHTCKHHT HOMep YmonHoMo4YeHHOTo [IpeacraBurens
KinenTa, yka3aHHBII B IpOTrpaMMHO-AIapaTHOM KOMILIEKCE
Banka Ha OCHOBaHWM CBEICHUH, COACPKANUXCSA B 3asBICHUN
Ha TnpuoOpereHue/usmenenue bl 3asBIICHUN  W/WIU
3asBJIeHHE O CMEHE a0OHEHTCKOT'0 HOMepa MOOUIHLHOM CBSI3H.

5.9 Hns M3MEHEHUs AOGOHEHTCKOTO HOMeEpa
Ynonnomouennoro I[Ipeacrasurens Knuenra, ucnoiab3yeMoro
JUTSt MOy YCHUS OnHopazoBoro napoJs TaKou
VYnonnomouennsii  IlpencraBurens  Kimenta — momxeH
oOpatuThcs B baHk 1 peocTaBuTh 3asiBIICHUE HA U3MECHEHUC
0aHKOBCKOTO  TpoaykTa  «JlucraHnmoHHOe  OaHKOBCKOE
oOciyxuBanue ¢ wucnonb3oBanueM Cucremsr J[BO», u
3asBiicHUE HA W3MEHEHHE a0OHEHTCKOTO HOMEpa MOOWIHLHOU
CBA3M, C IMPEAOCTAaBICHUEM YIOCTOBEPSIOIIUX JIMYHOCTD
JIOKYMEHTOB. Cmena AOOHEHTCKOTO HOMEpPA
Ynonnomouennoro Ilpencrasurens Knuenra ocyuiecTBisieTcs
TOJBKO TIOCJHE IMOJIOKHUTEIBHOIO 3aBEpUICHUS MPOBEPKU
MPEACTABICHHBIX CBEICHUH M JOKyMEHTOB. baHk Bmpase
otkazath Kimenty B cMeHe AOOHEHTCKOTO HOMEpa
YnomaomouenHoro [IpencraButens Kinuenra 6e3 oObsICHEHUs
MIPUYMH TaKOr'0 OTKas3a.

6 MOPAIOK IIPOBEJIEHMSI INIAHOBOI
CMEHBI CEPTU®UKATA KJIIOYA ITPOBEPKU
SJEKTPOHHOM MOIMACH

6.1 [Ipu xaxnom Bxone B Cucremy JBO 3a 30 nueit no
OKOHYaHMS Ccpoka nedcTBus CepTUdHKaTa KIOYa MPOBEPKU
Onekrponnoit nognucu Cucrema JIBO coobmiaeT o ckopoM ero
OKOHYAHHH.

6.2 Jo ncteuenns cpoka neiictBust CepTuukaToB KItoden
NPOBEPKH  DIEKTPOHHOM  MOANUCH Y TIOJIHOMOYEHHBIN
[IpencraButens KnmeHnTa wnMeeT BO3MOXKHOCTh IIPOBECTH
IJTAHOBYIO MpoLeaypy cMeHbl Kimroueld DneKkTpoHHOU MOANHCH
¢ ucnonpzoBanueMm Cuctemsl 1O u ee cpeacTs.

6.3 YoTHOMOYEHHBIN [IpencraButens Knuenra
(dhopmupyeT HOBBIN Kittou DIeKTPpOHHOH MOMIMUCH U 3allpoC Ha
nsrotosiaeHne HoBoro CepTudukara KIO4Ya MPOBEPKH
3JIEKTPOHHOM NOANHUCH. 3alpOC OAIUCHIBAETCS AEUCTBYIOIINM
KJIIOYOM OJEKTPOHHOM MOANHMCH W HampaBisercsi B baHk ¢
ncnoas3zoBaHueM cpeacts Cuctemst JBO.

6.4 IIpu mnocrymnennn B baHk 3ampoca Ha BBIMYCK
Ceprudukara KiIO4a MOPOBEPKH HIIEKTPOHHOH IOAMUCH B
anekTpoHHoM  Buae Omeparop lleHTpa  peructpauuu
oOpabareiBaeT 3ampoc W Hampasisier ero Omeparopy
VYnoctoBepstoniero  1eHtpa. llpm  ncTedeHMM  cpoka
MOJIHOMOYMH  YTIOJIHOMOYEHHBIN npencraBurens KimeHnra

Client's Authorized Representative used for obtaining
the One-time password requires applying and
submitting an Application for Change of the Mobile
Subscriber Number and Application for Change of the
Remote Banking Service with the use of RBS System
to the Bank by such Authorized Person of the Client
with submission of identity documents. The Subscriber
number of the Client's Authorized Person shall be
changed only after positive completion of verification
of submitted information and documents. The Bank
shall have the right to refuse the Client to change the
Client's Authorized Person Subscriber Number without
explaining the reasons for such refusal.

6 THE PROCEDURE FOR THE
SCHEDULED CHANGE OF THE ELECTRONIC
SIGNATURE VERIFICATION KEY
CERTIFICATE

6.1. The RBS System notifies of its imminent
expiry upon each login to the RBS System, 30 days
prior to the expiry date of the Electronic Signature
Verification Key Certificate.

6.2. The Client's Authorized Person shall be able to
carry out a scheduled procedure for changing the
Electronic Signature Keys using the RBS System and
its facilities prior to the expiry of the Electronic
Signature Key Certificates.

6.3.  The Client's Authorized Person shall form a
new Electronic Signature Key and request for a new
Electronic Signature Verification Key Certificate. The
request shall be signed with a valid Electronic
Signature Key and sent to the Bank using RBS System
facilities.

6.4. The Registration Centre Operator will process
the request and send it to the Certification Centre
Operator when the Bank receives a request to issue an
electronic signature verification key certificate. At the
end of the term of office, the Client's Authorized
Person must provide documents confirming his / her
authority at the same time as the request.

6.5.  The Certification Centre operator issues the
Key Certificate of Electronic Signature Verification.
The Bank may refuse to issue an electronic signature
verification key certificate, the request for which has
been received using the RBS System, without giving a
reason. The Client's Authorized Person may personally
apply to the Bank to issue such Certificate according to
the procedure set out in Section 4 of these Rules in the
event that the Bank refuses to issue an Electronic
Signature Verification Key Certificate. The Certificate
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OJTHOBPEMEHHO C 3aIIPOCOM JIOJIKEH IPEOCTaBUTh JOKYMEHTHI,
MOATBEPKIAIOIINE €TI0 TTOJTHOMOYHSL.

6.5 Omnepatop YIOCTOBEPSIOIIETO LEHTPA OCYIIECCTBISET
Boimyck Cepruukata KiIo4a TPOBEPKH  BIEKTPOHHOM
noanucu. baHk BmpaBe oTka3ath B Beiycke CepTudukara
KJIf0Ya MPOBEPKU ANIEKTPOHHOM MOAMMCH, 3aIIPOC HA KOTOPBIH
nmosryueH ¢ ucnonb3oBanueM Cucrembl [|bO, 6e3 00bsICHEHUS
npuunHbel. B cnyyae orkaza banka B Beimycke Ceprtudukara
KJII0Ya TPOBEPKH DJIEKTPOHHOW MOAMHCH, YTIOJTHOMOUYEHHBIN
[IpencraButens Knuenra Bnpase nuuHO 00paTtuThes B bank mist
BBIyCKa TAakKOro cepTuduKara, B IMOPAIKE, YKa3aHHOM B
pasmene 4  Hacrosmero  Permamenra.  Ceptudukar
Hampasisietcss mno Cucreme JBO  YnomHomodeHHOMY
[Ipencrasutento KineHnra, 0T KOTOpOro MOCTYNHJI 3alpoC IS
ero noanucanus. YnoaHomodeHHbd [Ipencrasurens Knuenra
mocjie  MOANUCAaHMWS  OJNEKTPOHHOM  MOJANHMCHIO  HOBOTO
Ceprudukara KiI0Ya TPOBEPKH JICKTPOHHOH IOAIUCH
HampaBisieT ero B baHk B Qopme cooOmieHus cBOOOAHOTO
¢opmara. Ilocne monyyenuss baHkoM  moAmHMCaHHOTO
Ceprudukara Kito4a IpOBEPKH AIIEKTPOHHON IMOAIUCH, TAKOH
ceprudukar pasmemniaercs B Cucreme /15O.

6.6 YOoTHOMOYEHHBIN [IpencraButens Knuenra
3aBepiIaeT npoueaypy cMmensl Kimoua OneKTpoHHON HOAMUCH,
ncnons3ys cpeactsa Cucremsl J[BO.

6.7 Ilocne 3aBepmieHuss mnpouenypsl cmeHsl Kiroua
DONeKTpOHHOM mnoanucu YmnomnHoMoueHHbIH [IpeactaBuTenb
KnuenTa MOXKET HCIIOJIB30BaTh MCKIIOYUTEIBHO HOBBIM Kirrou
DNEeKTPOHHON MOJIHUCH.

7 TOPSIAOK BJIOKUPOBKH 1
BOCCTAHOBJIEHUSI JOCTYIA K CHCTEME
bi | No)

7.1 OcHoBanueM 1151 OIOKUPOBKH Aoctyna Kimenrta n/nnn
ero YmnomHomoueHHoro Ilpencrasurens k Cucreme JBO
SIBIISIIOTCAL

7.1.1 mnomyueHue bankom oT YOIHOMOYEHHOTO
[IpencraButens Knuenra 3asBnaeHUs Ha
npuoOperenne/usmenenue bBII (comepikamiero cBeneHust o
CMEHE Y0IHOMOYEHHOTO [IpencraButens

Knuenrta/m3smMeHeHn: ero JaHHBIX/TPEKPAIeHUH TTOJTHOMOYNH
WIM WHBIE CBENEHUs, NOpOXKIArolMe CcOMHEHWs baHka B
BO3MOXHOCTH OCYILIECTBIICHUSI AOCTyNa W/WIK TOJIH30BAHUSI
Cucremoit  IBO  VYmomnomoueHHeiM  [IpencraButenem
Knuenra), 3anmpoca o mpuocTaHoBieHHH Aoctymna kK Cucreme
JbO, ¢ ykazaHuEM NPUYMH TAKOT'O TPUOCTAHOBIICHUS;

7.1.2 Kommpomeranusi DIEKTPOHHOW TMOAMUCH  W/WIH
WCTIONB30BaHUE  JJEKTPOHHOM moamuch 0e3  coriacus
YnonaomouenHoro Ipencrasurens Knuenra;

7.1.3 cmeHa AOOHEHTCKOTO HOMepa YTOJTHOMOYEHHOTO
[IpencraButens Knuenra;

shall be sent via the RBS System to the Client's
Authorized Person from whom a request for signing
has been received. After the Client's Authorized Person
has signed a new Electronic Signature Verification Key
Certificate, the Client's Authorized Person sends it to
the Bank in the form of a free format message. The
Bank publishes such certificate in the RBS System
upon receipt of the signed Electronic Signature
Verification Key Certificate.

6.6.  The Client's Authorized Person completes the
procedure of changing the Electronic Signature Key
using the means of the RBS System.

6.7. The Client's Authorized Person may only use
the new Electronic Signature Key after the completion
of the Electronic Signature Key change procedure.

7 PROCEDURE FOR BLOCKING AND
RESTORING ACCESS TO THE

RBS SYSTEM

7.1.  The ground for blocking the access of the
Client and/or his Authorized Person to the RBS System
are:

7.1.1.  Application to purchase/modify the BP
(containing information on the change of the Client's
Authorized Person / change of his/her data /
termination of powers or other information that causes
the Bank's doubts about the possibility of the
Authorized Person of the Client to access and/or use
the VBS System) receipt by the Bank from the Client's
Authorized Person, and RBS System suspend access
request, indicating the reasons for such suspension;
7.1.2.  Compromising the Electronic Signature and/or
using the Electronic Signature without the consent of
the Client's Authorized Person,;

7.1.3. change of the Subscriber number of the
Client's Authorized Person;

7.1.4. replacement of the Card of specimen
signatures and seal impression and/or the Agreement
on the Combination of Electronic Signatures, when
executed in accordance with the Rules;

7.1.5. termination or change of powers or data of the
Client's Authorized Person;

7.1.6. loss of Authentication Data, Temporary, One-
time and Static passwords;

7.1.7. Failure to submit or submission of unreliable
information and documents requested by the Bank,
including for the purpose of complying with the
requirements of the legislation of the Russian
Federation and regulatory acts of the Bank of Russia;
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7.1.4 3amena Kaprouku ¢ oOpasmamu moammcell U OTTHUCKA
meyatn w/win CorjamieHuss O COYETAaHWHM AJICKTPOHHBIX
moAmnucei, mpu ux oopMIICHUU B COOTBeTCTBHH C [IpaBunamuy;

7.1.5 mnpekpalleHue WIM U3MEHEHHE TMOJHOMOYHMM wWin
NaHHBIX YnoiaHoMoueHHoro Ilpencrasurens Knuenra;

7.1.6  ytparbl AyTeHTH()UKAMOHHBIX JaHHBIX, BpeMeHHOTO,
OpnopasoBoro, CTaTudeckoro naposiei;

7.1.7 HempezacTaBIEHHE WU NIPENCTABICHNE HEJJOCTOBEPHBIX
CBEJICHUI M NOKYMEHTOB, 3allpallUBacMbIX baHKOM, B TOM
YHcie B LENAX BBHINOJHEHHS TpeOOBaHWI 3aKOHOAATEIHCTBA
Poccuiickoit ®enepanyu 1 HopMaTUBHBIX akToB banka Poccuy;

7.1.8 BbIABIEHHE baHkoM omnepanuy, COOTBETCTBYIOIIEH
MPU3HAKAM OCYIIECTBIICHHS IEepeBOAa ACHEKHBIX CPEACTB 0e3
cormacuss Knmenra, ycraHoBneHHbIM bankom Poccum wumm
MOJIO3pPEHNI Ha UX COBEPILICHHUE;

7.2 [lpn HacTymneHuu coOBITHH yKa3aHHBIX B mm. 7.1.4,
7.1.7, 7.1.8 pmoctyn B Cucremy [ABO Omokupyercss BceMm
YnonaoMmoueHHbIM [IpencraBurensm Knuenra.

7.3 [opsinok OnokupoBku jgocryna k Cucreme JIBO
JTMCTAaHIMOHHBIM CTIOCOOOM:

7.3.1  Jlns qUCTaHIIMOHHOW OJOKMPOBKHU NocTyma k Crucreme
JAbO  VnonnomouenHoMmy  IlpencraBuremtro  Knmenra
HeoOxomuMo oOpatuTbess B bBaHK € COOTBETCTBYIOLINM
3aIlPOCOM TI0 CIIEAYIOIIUM KOHTaKTHBIM JaHnHbIM: dbo@131.1u.
[Ipu »toM, VYmonnomouennwit IlpencraBurens Kiuenra
JOJDKEH COOOLIUTH YIOJHOMOYEHHOMY paboTHHKY banka
CJISYIOIY 0 HH()OPMAITHUIO:

° CBOU HJICHTU(UKAIIMOHHbIEC JaHHBIE;

° CHeUMaNbHYIO apoJbHYIO0 (pasy.

7.3.2  AyrteHtudukanys 3asBUTENS NpU MoJade 3ampoca Ha
O6nokupoBky apoctyma k Cucreme JBO - YmomHoMoueHHOTo
[IpencraButens KimenTta ocymiecTBisercd MO CHEUATIBHON
naponsHO# (pase, cogeprkarueiics B peectpax Cuctemsr JBO.

7.3.3 Tlonmaua 3ampoca Ha ONOKMPOBKY noctyna k Cucreme
JAbO YnomromouenHoro Ilpencrasurenst Kinenra Bo3Mo)kHa
TONBKO B TeueHne OnepauuoHHoro BpeMenu banka.

7.3.4 VYnonanomoueHHslii IlpencraBurens Kimenra moxer
HanpaBUTh 3asBJieHHE Ha OJOKMPOBKY noctyma B Cucremy
JBO, c ucnons3oBaHreM cooOuieHnii cBoOogHOTO (popMmaTa
Cucremnl J15O.

7.4 [opsimox GnokupoBku goctyna k Cucreme JbO mpu
JUYHOM oOOpameHnn YmomHoMmoueHHOro [IpencraButens
Knuenra B bank:

7.4.1 VYHOoaHOMOYEHHOMY [Ipencrasutemnto Knuenra
HE00X0aUMO 00paTUThCs HemocpeaCTBeHHO B oduc banka, mo
€ro IPUANIECKOMY aJpecy, C COOTBETCTBYIOIINM MHCEMEHHBIM
3asgBlIeHHEM O OjokupoBanun paoctyma k Cucreme JIBO,
MOANUCAHHBIM TakuM JHLIOM. OIJHOBPEMEHHO C 3alpOCOM

7.1.8. identification by the Bank of a transaction
corresponding to the signs of money transfer without
the Client's consent or suspicion of such transaction by
the Bank of Russia;

7.2.  Access to the RBS System is blocked to all
Authorized Persons of the Client upon occurrence of
the events specified in subclauses 7.1.4, 7.1.7, 7.1.8.
7.3. Procedure for blocking access to the RBS
System by remote means:

7.3.1.  The Client's Authorized Person must contact
the Bank with a request to remotely block access to the
RBS System, using the following contact details:
dbo@131.ru. Herewith, the Client's Authorized Person
notifies the following to the Bank's Authorised
employee information:

. their identification data;

) a special passphrase.

7.3.2. Authentication of the Applicant is carried out
using a special password phrase contained in the
registers of the RBS System, when submitting a
request to block access to the RBS System, the Client's
Authorized Person.

7.3.3.  Submission of a request to block access to the
RBS System of the Client's Authorized Person is
possible only during the Bank's Operating Time.

7.3.4. The Client's Authorized Person may send an
application to block access to the RBS System using
free format RBS messages.

7.4. Procedure for blocking access to the RBS
System when the Client's Authorized Person addresses
the Bank in person:

7.4.1. The Client's Authorized Person applies directly
to the Bank's office, at the Client's legal address with a
corresponding written application for blocking access
to the RBS System signed by this person.
Simultaneously with the request, the Client's
Authorized Person provides documents proving his/her
identity and authority.

7.4.2. Submission of a request to block access to the
RBS System of the Client's Authorized Person is
possible only during the Bank's Operating Time.

7.5.  Access blocking is carried out immediately
after receipt of the relevant request by the Bank,
provided that the request is received by the Bank
during the Operating Time. If a request has been
received by the Bank outside of the Operating Time,
such request shall be processed and

access to the RBS System blocked during the
Operating Time of the Business Day closest to the date
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VYnonnomouennnit  IlpencraBurens  Kimenta — momxeH
MIPEIOCTaBUTh JOKYMEHTHI, yIOCTOBEPSIOIINE €Er0 JUYHOCTh U
MTOATBEPKAAIOIINE €TI0 TTOJTHOMOYHSL.

7.4.2 Tlonmaua 3ampoca Ha OIOKMpPOBKY noctymna k Cucreme
JAbO YnomaomouenHoro Ilpencrasurenst Kinenra Bo3Mo)kHa
TOJIBKO B TeueHne OrnepanioHHOro BpeMeHu banka.

7.5 brokuposka JloCcTyma OCYILECTBIISIETCS
HE3aMEJINTENIBHO TOCJIE  MOJYYEHHs COOTBETCTBYIOIIETO
3anpoca baHkoM, IpH yCJIOBHM €ro moiiydeHus bankom B
OmnepaunonHoe Bpems. B ciyuae, ecnu 3ampoc Obul Mony4YeH
Bbankom 3a npepenamu OnepanioHHOT0 BpeMEHH, TAKOH 3aIlIpoc
Oyznet obpaboran, a qoctyn k Cucreme /IbO 3abnokupoBaH, B
OmnepauroHHOoe BpeMs OMipKaimero 3a AaTOW TONMyYeHHS
Takoro 3anpoca bankom PaGouero qus.

7.6 [Topsimok BoccranoBienus noctyna k Cucteme JbO:
7.7 B ciydae, ecniu ocHoBaHMEM 11 OJIOKUPOBKU AOCTYIa
k Cucreme IBO mocmykuimu 0OCTOSITENBCTBA, yKa3aHHBIC B
m.7.1.2-7.1.6 pa3010KUpOBKa BO3MOXKHA MOCIIE:

a) nonydeHus: baHkoM  mHCBMEHHOTO — oOpareHus
(BasBieHMsT 0 cMeHe JIOTMHAa W/WIM  CTaTHYeCKOTo
naponsi/pa3ookupoBky — goctynma B cucreme  JIBO)

VYnonaoMmoueHnHoro IlpeacraButena Kimenta npu nuyHOM
nocemeHnn oduca banka. Dopma Takoro 3asBICHUS
ompenensierca  baHkoM W pasMemieHa Ha  pecypce
https://131.ru/contracts u B o¢puce banka. OZHOBpEMEHHO C
oOpamenrem YnonHomoueHHbIH [IpencraBurtens Kimenra
JOJDKEH TPENOCTaBUTh JOKYMEHTHI, YIOCTOBEPSIOIIUE €ro
JIMYHOCTH U TIOATBEPHKAAIONIUE ETO TOJTHOMOYHMS.

b) IIpu ncnonszoBanun YHOII nmpoBeneHHo npoueaypsl
BHEIJIAHOBOW  CMEHBI  cepTH(uKaTa KiIoya MPOBEPKH
ONEeKTPOHHOM TOANKCH B COOTBETCTBUM C pasfeaoMm 9
HacTosuiero PernamenTa;

c) [Ipu ucnonp30BaHUM NPOCTON DIEKTPOHHOM MOANHCH:!
CMEHBI Cratudeckoro apoJs YTIOTHOMOYEHHOTO
[Ipencrasutens Knuenra B coorBeTcTBHH C 11.5.6. Pernamenra;
CMEHBI AOGOHEHTCKOTO HOMepa YTOTHOMOYEHHOTO
[IpencraButens Knuenra B ciyyae yTepu W/HiaM NpeKpaIieHus
JOCTyTIa K HEMY.

7.8 B ciydae, ecniu ocHoBaHMEM 11 OJIOKUPOBKU AOCTYIa
Kk Cucreme IBO mocmyumu oOCTOSTENHCTBA, yKa3aHHBIC B
1.7.1.8 pa301okrpoBKa BO3MOKHA ITOCIIE MOTydeHus: baHkom ot

Kimuenta moarBepkneHUss BO30OHOBJICHUS — COBEPIICHHS
omepaluy, COOTBETCTBYIOUICH TMpU3HAKAM OCYIIECTBICHUA
mepeBofia  JCHEXKHBIX cpencTB 0Oe3 cormacust  Kimenra,

ycraHoBleHHBIM bankom Poccum, nmmbo mo ucredeHuu ABYX
pabouux AHEH mocie AHA NPUOCTAHOBIICHHS NIPY HETIOTYYCHUH
TaKOTO MOATBEPKICHHS.

7.9 B ciydae, ecniu ocHoBaHMEM 11 OJIOKMPOBKU AOCTYIa
k Cucreme IBO mocmykunmu 0OCTOSITENBCTBA, yKa3aHHBIC B
m.7.1.7, mocryn k Cucreme JIBO BO300HOBIsETCS TMOCIE
MPEICTABICHUS CBEIECHUH M JOKYMEHTOB, 3alpalliBaeMBIX

of receipt of such request by the Bank.

7.6.  Procedure for restoring access to the RBS
System:
7.7.  If the reason for blocking access to the RBS

System is due to the circumstances specified in clauses
7.1.2-7.1.6, unlocking is possible after:

a) The receipt of a written application
(Application for Change of Login and/or Static
Password/Unlocking Access in the RBS System) from
the Authorized Person of the Client by the Bank when
the Authorized Person of the Client personally visits
the Bank's office. The form of such application is
determined by the Bank and is available at
https://131.ru/contracts and in the Bank's office. The
Client's Authorized Person submits the documents
proving his/her identity and confirming his/her
authority simultaneously with the application.

b) In the case of an unscheduled change of the
electronic signature verification key certificate in
accordance with Section 9 of these Rules;

c) When using a simple Electronic Signature:
change of the static password of the Client's
Authorized Person in accordance with Clause 5.6 of
the Rules; change of the Client's Authorized Person
Subscriber Number in case of loss and/or termination
of access to the Client.

7.8. If the reason for blocking access to the RBS
System is due to circumstances specified in clause
7.1.8, unblocking may be possible after the Bank has
received confirmation from the Client that a transaction
has been resumed that corresponds to the signs of
money transfer without the Client's consent, as
established by the Bank of Russia, or two business
days after the day of suspension when such
confirmation is not received.

7.9. In the event that the reason for blocking access
to the RBS System is due to the circumstances
specified in 7.1.7 access to the RBS System is resumed
after the submission of the information and documents
requested by the Bank. The documents are provided by
the Client to the Responsible Employee at the Bank's
legal address during the Bank's Operating Time.

8 THE PROCEDURE IN THE EVENT OF
COMPROMISE OR SUSPICION OF
COMPROMISE OF AN ELECTRONIC
SIGNATURE

8.1. The identified Party notifies the other Party if
one of the Parties identifies the Electronic Signature
Compromise, or its signs (suspicions).
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Bankowm. JloKkyMeHTBI NIPEAO0CTaBIAIOTCA Knuentom
OtBeTcTBEeHHOMY pabOTHHUKY MO IOpHANYECKOMY aapecy banka
B TeueHue OneparrioHHoro BpeMeHu banka.

8 MOPAJOK JEVCTBUM B CJIYYAE
KOMITPOMETAIIAY WU ITOJO3PEHUMA HA
KOMITPOMETAIIAIO SJIEKTPOHHOM
HNOJMUCH

8.1 IIpu BeissBneHMM oxHoil 3 Cropon Kommpomeranuu
ONCKTPOHHON TMOANKUCH WU €€ TPU3HAKOB (IOJ03PCHHIA),
BeIsiBUBIIAst CTOpOHA yBeOMIISET 00 3TOM Apyryro CTOpoHy.
8.2 bank yBenommsier Kinenra o HacTyIIeHUH yYKa3aHHBIX
B m. 8.1 Permamentra oOCTOSITEIHCTBAX JEOOBIM JIOCTYITHBIM
0aHKy CrocoOOM, WCIIONIb3Ys WUMEIOIIHECS B PaCIOPSHKEHUR
banka xonTakTHbIe nanHble KineHTa, panee npeaocTaBlieHHbBIC
KauenTom.

83 Knuent yBegomisier bank 0 HacTymjeHWH yKa3aHHBIX
B 1. 8.1 Permamenra o0croATenbcTBax JIIOOBIM W3
HUDKENEPEUNCIIEHHBIX CIIOCO00B:

. [MucemeHnHOe YBemomiieHHE O KOMIIPOMETAalud Ha
OymakHOM HocuTene (mepeaaercs B oduce banka);

. CkaHupOBaHHAs! KONHSI MUCBMEHHOTO YBEAOMIICHHS O

KOMIIPOMETAIINH, NIEPEJaHHOE Ha AJIEKTPOHHBIN anpec banka:
dbo@131.ru. Knuent ob6sa3an npencraButs B bank opurunan
TAakoro YBEIOMJIEHHSI O KOMIpPOMETalud Ha OyMaKHOM
HocuTene B TeueHue 2 (/[IByx) Pabouux nneil.

®opma VYBenOMIEHMS O KOMIPOMETAIMM OMpEAeseTCs
Bankowm u pasmeniena Ha pecypce https://131.ru/contracts u B
oduce banka.

8.4 C momenTa nomyuenus bankom yBenomnenns Knnenra
WM BBISIBICHUST baHKOM 00CTOATENBCTB, YKa3aHHBIX B II. 8.1
Pernamenta, noctyn Kimenta (ero YHoJIHOMOYEHHBIX
[pencraButeneii) k Cucreme JIBO OGnokupyercs 10 MOMEHTa
pa3OIOKUPOBKU Takoro Joctyna. KiHeHT yBemomJieH U
coryaceH, uyto baHK He HeceT OTBETCTBEHHOCTH, BKIIIOUas
¢uHaHCOBYIO, 3a MO00H (akT OMOKUpOBKH nocTyna KimeHTa
u/mim ero YmnomHoMmoueHHbIX IlpenctaBureneii xk Cucreme
JBO, B cBs3u ¢ Tem, uTo jaelicTBus baHka 1o OJOKMPOBKH
noctyna k Cucreme [IBO HampaBieHsl Ha oOecreueHue
COXpaHHOCTH cpeAcTB Ha CueTe, 3amuTy nHTepecoB Kinuenra u
HEAOMYIEHUIO MOIIIEHHNYECKUX ONIepalliii ¥ MPaKTHUK.

8.5 C w™omenta HampasneHuss Knuwenrom banky win
nonyuenus: Knuentom ot banka yBeoMieHUs! 0 HACTYIUICHUH
yKa3aHHBIX B 1. 8.1 Permamenra obcrositenscrBax, KiueHt He
BIIPaBE HCIOJIB30BaTh CKOMIIPOMETHPOBAHHYIO DIIEKTPOHHYIO
noanuck (ee KIOY W/HIM cpeacTBa)/AyTeHTH(UKAIMOHHbIE
naHHble/AOOHEHTCKMH  HoMmep. B caywae  mioboro

8.2.  The Bank notifies the Client of the occurrence
of the circumstances specified in clause 8.1 of these
Rules by any means available to the Bank, using the
contact details of the Client previously provided by the
Client.

8.3. The Client notifies the Bank of the occurrence
of the circumstances specified in clause 8.1 of the
Rules by any of the following means:

. Written Notice of Disclosure in hard copy (to
be sent to the Bank's office);
. A scanned copy of the written Disclosure

Notice sent to the Bank's e-mail address: dbo@131.ru.
The Client submits the original of such Paper
Disclosure Notice to the Bank within 2 (two) Business
Days.

The form of the Disclosure Notice is
determined by the Bank and is available at
https://131.ru/contracts and in the Bank's office.

8.4. The Client's (their Authorized Persons') access
to the RBS System is blocked until such access is
unblocked from the moment the Bank receives the
Client's notification or the Bank finds out the
circumstances specified in clause 8.1 of these Rules.
The Client shall be notified and agree that the Bank
shall not be responsible, including financially, for any
fact of blocking the Client and/or its Authorized
Persons' access to the RBS System due to the fact that
the Bank's actions aimed at blocking the access to the
RBS System are aimed at ensuring safety of funds in
the Account, protection of the Client's interests and
prevention of fraudulent transactions and practices.

8.5. The Client may not use the compromised
Electronic Signature (its key and/or
means)/Authentication Data/Subscriber Number as
soon as the Client has sent or received a notice from
the Bank of the occurrence of the circumstances
specified in clause 8.1 of the Rules. In the event that
the Client uses such Electronic
Signature/Authentication Data/Subscriber Number
after the events specified in this clause, the Client shall
bear the risk of adverse consequences, including legal
and financial ones, for the Client.

8.6.  RBS System access unblocking is performed
in accordance with cl. 7.7 of these Rules upon receipt
by the Bank of a Notice of Compromising on Paper.

9 PROCEDURE FOR UNPLANNED
CHANGE OF THE ELECTRONIC SIGNATURE
VERIFICATION KEY CERTIFICATE
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HMCIOJIb30BaHUS Kanentom TaKoH DNEKTPOHHOU
noanucu/AyTeHTU(PUKAITMOHHBIX JTaHHBIX/AOOHEHTCKOTO
HOMEpa IMOCJIe HACTYIUICHUS YKa3aHHBIX B HACTOSIIEM ITYHKTE
COOBITUH KIIMEHT CaMOCTOSTEIHLHO HECET PUCK HACTYIUICHUS
HEOJIAaTONPUATHBIX TOCIEACTBUN IS HEr0, B TOM YHUCIIC
MPaBOBEIX U (PMHAHCOBBIX.

8.6 Paz0nokupoBka  moctryma k= Cucreme  J1bO
OCYLIECTBJISIETCSI B COOTBETCTBHM C 1. 7.7 HACTOSIIETO
Pernamenta mnpu mnonyueHuu bankom VYBemomieHus o
KOMITPOMETAIUY Ha OyMa)KHOM HOCHUTEIIC.

9 TMOPSIJIOK NPOBEJEHUS BHEILIAHOBOI
CMEHBI CEPTU®UKATA KJIIOYA ITPOBEPKU
JEKTPOHHOM MOJANNUCHU

9.1 Vka3aHHbIi
HCIIOJIL30BaHUS

paszmen  TpUMEHseTcs B clydae
Kmnentom  (ero  YIOTHOMOYEHHBIMH
[IpencraButensiMu)  YCHJICHHBIX  HEKBaJH(QHULIUPOBAHHBIX
OnexTpoHHBIX moxanucedl. BremnanoBas cmena Kiroueit
ONeKTpoHHOM moAanucu YmnogHoMmodeHHoro IlpencraBurens
Kmenta u coorBercTByrommux uM CepTUPHKATOB KiIr0uYa
MPOBEPKU OJIEKTPOHHOM MOJIMMUCH BBINOJHIETCS B Cilydae

ycraHoBieHHoro  (akra Kommpomeramun — DneKTpOHHOM
MOJANUCH WM MOJO3PEHMH Ha 3TO, B CIydyae M3MEHEHUS
PETUCTPALIMOHHBIX JTAaHHBIX YT0THOMOYEHHOTO

[Ipencrasutens Knuenra, a Takke B Ciy4ae BbIX0Ja U3 CTPOA
OKH.

9.2 Ilocne momydenus bankom  YBegomneHus o
KOMIIPOMETALINU bank OT3BIBACT Cepruduxar
CKOMIIPOMETHPOBAHHOTO  KJI0Ya TPOBEPKU  3JIEKTPOHHOH

MOJAINUCH, IyTEM TIOMEIIEHHS €ro B CIHCOK OTO3BAHHBIX
ceprudukaros Cucremsr JIB50O.

9.3 JlJ14 BBIITyCKa HOBOTO KJIt0Ya DJIEKTPOHHOM MOANNCH U
cooTBeTcTByIomero emy CepTudukara Kio4a MPOBEPKH
DONEeKTpOHHOM mnoanucu YmnonHoMoueHHbIH [IpeactaBuTenb
Knuenra nmuuno obpamaercst B opuc banka c 3asBieHneM Ha
Boimyck CepTudukara KI04a MPOBEPKHM  IIEKTPOHHOM
MOANHMCH B CBOOOAHON (opMe M B yKa3aHHOM B paziene 4
HacTosAmlero PermameHta TmopsAake ¢  IPEIOCTaBICHHEM
JOKYMEHTOB,  YJOCTOBEpAIOUIMX  €ro  JHWYHOCTh U
MOATBEPKIAAIOIINE €TI0 TTOJTHOMOYMSL.

10 TMMOPSITOK PACCMOTPEHMS KOH®JIMKTHBIX
CUTYAIIUN

10.1  TIlpoueaypa HpOBEPKH MOMIUHHOCTH DIEKTPOHHOU
IIOJNKMCH BBINOJHACTCS M0 mHMIMatnBe banka mimm KioueHra.
[Tog mnpomeaypoll MHPOBEPKH TMOUIMHHOCTH OJICKTPOHHOMH
MOANUCH, Tpu oOMeHe Mexay bankom wu  Kimentom
DONEKTPOHHBIMU JOKYMEHTAMH C HCHOJb30BaHUEeM CHUCTEMBbI
JABO, noanucaHHBIMH DIEKTPOHHOU MOJMUCHI0 TMOHUMACTCS
BO3HUKHOBeHUE Y banka unu Kirienta coMmHeHU, CBSI3aHHBIX C
HENPU3HAHNUEM aBTOPCTBA U (WITH) HEIOCTHOCTH DICKTPOHHOTO

9.1.  This section applies when the Client (its
Authorized Persons) uses enhanced non-certified
Electronic Signatures. Unscheduled change of the
Electronic Signature Keys of the Client's Authorized
Person and the corresponding Electronic Signature
Verification Key Certificates is performed in case of
the established fact of Compromising the Electronic
Signature or suspicion thereof, in case of change of the
registration data of the Client's Authorized Person and
in case of failure of the FKM.

9.2. The Bank revokes the Certificate of the
compromised electronic signature verification key by
publishing it on the list of revoked RBS certificates
upon receipt by the Bank of a Disclosure Notice.

9.3.  The Client's Authorized Person personally
applies to the Bank's office for the issue of a free form
Electronic Signature Verification Key Certificate
according to the procedure specified in Section 4 of
these Rules, with the provision of documents proving
his/her identity and confirming his/her authority in
order to issue a new Electronic Signature Key and a
corresponding Electronic Signature Verification Key
Certificate.

10 THE PROCEDURE FOR DEALING
WITH CONFLICT SITUATIONS

10.1.  The procedure for authenticating the Electronic
Signature is performed on the initiative of the Bank or
the Client. The Electronic Signature Authentication
Procedure means the occurrence of doubts by the Bank
or the Client related to non-recognition of authorship
and/or integrity of the Electronic Document signed
with the Electronic Signature of the Authorized Person
of the Client, when electronic documents signed with
the Electronic Signature are exchanged between the
Bank and the Client using the RBS System.

10.2.  The Parties acknowledge the information
contained in the Bank's hardware and software tools
and system logs sufficient to verify the authenticity of
a simple Electronic Signature in an Electronic
Document. The simple Electronic Signature in the
Electronic Document is authenticated by comparing
the data specified by the Client's Authorized Person in
the settings for the use of the simple Electronic
Signature in the RBS System with the data assigned to
the contested Electronic Signature in the RBS System
received by the Bank and the information in the Bank's
system logs in accordance with the procedure set out in
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JOKYMEHTa,  HOJANHCAHHOTO  OJIEKTPOHHOM
YnonaomouenHoro Ipencrasurens Knuenra.
10.2  CropoHBI NpHU3HAIOT MH(POPMAIIHIO, COACPIKAIILYIOCS B
MPOTrpaMMHO-aINAPaTHBIX CPECTBAX M CUCTEMHBIX JKypHalax
banka, nmoctatoyHOU AJi1 TPOBEPKH MOAJUHHOCTH MPOCTOM
ONEKTPOHHOM  MOANUCH B  DIEKTPOHHOM  JIOKYMEHTE.
[ToaTBepkaeHUE  MOAIMHHOCTH  TPOCTOM  DJIEKTPOHHOMH
MOJAMUCH B DJIEKTPOHHOM JOKYMEHTE OCYIIECTBIIAETCS MyTEM
COMOCTABJICHUSl JAHHBIX, YKA3aHHBIX YTOJIHOMOYEHHBIM
[IpeacraButenem Kiuenta B HacTpoilkax HCIOJIb30BaHUS
npoctoit Dnexrponnoit moanucu B Cucreme J1bO, u qaHHBIX,
MIPUCBOEHHBIX OCIAPUBAEMOMY OJIEKTPOHHOMY ITOKYMEHTY B
Cucteme /1bO, nonyuenHomy bankom, a Taxke nHGoOpManuy B
CHCTEMHBIX )KypHajax baHka, B COOTBETCTBUU C NPOLEAYPOH,
npuBeneHHoi B 1m.10.11 Hacrosimero Pernamenta.

OO CBHIO

10.3  IlonrBepxkaeHue MIOATTMHHOCTH YCHIJIEHHOU
HEeKBaNU(UIMPOBAHHON OneKTpOHHON MOATIUCHU B
DNEKTPOHHBIX  JOKYMEHTaX OCYILECTBJISIETCS  IIyTeM
MPOBEPKH  COOTBETCTBYIOIIMM  CPEACTBOM  BJICKTPOHHOM
MOAIUCHU C HCIoNib3oBaHueM CepTuukara KiIro4a MPOBEPKU
3JIEKTPOHHOM MOJMUCH MPUHAICKHOCTH TaKOH DJIECKTPOHHOH
NOANMUCH B DIJEKTPOHHOM JOKyMEHTE YIOJIHOMOYEHHOMY
[pencraButenmto Kiuenrta (Bhaameneily ceprtudukara)
OTCYTCTBUS UCKXKEHUN B MOAMUCAHHOM JAHHOU DIIEKTPOHHOU
MNOAMKUCHI0 DIEKTPOHHOM JOKYMEHTE, B COOTBETCTBUHU C
npouenypoi, npuBeaeHHoi B mm.10.10 HacTosmero Pernamenra.

104  TIlpouenypa NOpOBEPKH MOMIUHHOCTH OJIEKTPOHHOMU
MOJMHCH, TPU 0OMeHe DJIEKTPOHHBIM JoKyMeHTamMu Kimentom
n bankom c wucnons3oBanuem Cucremsl /JIbO, B ciydae
npuMeHeHus: KinmeHToM yCHIeHHOW HeKBalU(pHUUPOBAHHOM
ONEKTPOHHOM TMOAMNMCH OCHOBBIBAETCS HA MAaTEMaTHYECKHX
CBOMCTBax aJIrOPUTMA 3JIEKTPOHHOM MTOAINCH, PEaTM30BAHHOTO
B COOTBETCTBMM C aKTyaJIbHBIM CcTaHzapToM Poccuiickoi

®enepaunn I'OCT P 34.10-2012, rapaHTHpYIOIIUMHU
HEBO3MOKHOCTh MIOJIENIKH 3HAYECHMS YCHIJIEHHOH
HEKBATU(UIIMPOBAHHONH  DJIGKTPOHHOW  IMOMAIMUCH  JTIOOBIM

JUIIOM, HE OO0JIAJaroIUM KIFOYOM TaKOW IJIEKTPOHHOM
moamucu. Mrtorom paspenicHus KOH(DIUKTHOW CHUTYyaluu
SIBJISIETCS MO0 T0KA3aTeIbCTBO MOJIMHHOCTH, LIEIIOCTHOCTHA U
aBTOPCTBA OCIIAPUBAEMOI0 DJIEKTPOHHOTO NoKyMeHTa Kiuenty
(ero YOIHOMOYEHHOMY [IpencraButento), 100
ycTaHoBiIeHHe (pakra TpueMa baHKOM  HCKaXEHHOTO
DIEKTPOHHOIO JOKYMEHTA.

10.5  Ha ciyuaii Bo3HMKHOBeHU criopoB bank oOecrieunBaet
XpaHEeHHE B TEUYEHHE YCTaHOBJEHHBIX 3aKOHOAATEIHCTBOM
Poccwiickoii Deaeparuy CPOKOB B CIEIUATBLHON 0a3e JaHHBIX
ONEKTPOHHBIX JOKYMEHTOB B BHJE €AVHUILl XpaHEHUs, KaxKaas
M3 KOTOPBIX BKJIIOYAET JaHHbIE OJEKTPOHHOIO JOKYMEHTA,
CTPOKM OJIEKTPOHHOM MOJIMHUCH C TapaMeTpaMu YCHIIEHHOH
HeKBATM(UIMPOBAaHHON DnekTpoHHO# moanucu, Ceprudukar

clause 10.11 of these Rules.

10.3.  Authentication of the enhanced non-certified
Electronic Signature in Electronic Documents is
performed by means of verification by the appropriate
electronic signature means using the Key Certificate of
verification of the electronic signature belonging to
such Electronic Signature in the Electronic Document
to the Client's Authorized Person (certificate holder)
and no distortion in the Electronic Document signed by
such Electronic Signature in accordance with the
procedure set out in clause 10.10 hereof.

10.4.  The procedure for verification of the
Electronic Signature authenticity is based on the
mathematical properties of the electronic signature
algorithm implemented in accordance with the current
standard of the Russian Federation GOST R 34.10-
2012, which guarantees the impossibility of forging the
value of the enhanced non-certified Electronic
Signature by any person who does not possess the key
of such electronic signature, when the Client and the
Bank exchange Electronic Documents using the RBS
System, in case the Client applies the enhanced non-
certified Electronic Signature. The result of the conflict
resolution is either proof of authenticity, integrity and
authorship of the disputed Electronic Document to the
Client (its Authorized Person) or establishment of the
fact of acceptance of the distorted Electronic
Document by the Bank.

10.5. In the event of a dispute, the Bank ensures the
Electronic Documents are stored in a special database
in the form of storage units, each of which includes
data from the Electronic Document, lines of the
Electronic Signature with the parameters of the
enhanced non-certified Electronic Signature, within the
time limits established by Russian legislation,
Certificate of the electronic signature verification key
of the Client's Authorized Person used in creating the
enhanced non-certified Electronic Signature, history of
settings of the RBS System for using the simple
Electronic Signature in the Bank's system logs, as well
as data of the Electronic Document Validation Tools
used in creating the simple Electronic Signature in the
disputed Electronic Document. The Bank ensures the
protection of data against possible distortions in the
storage process. The Bank ensures that the Client's
request received by the Bank to produce the first
Electronic Signature Verification Key Certificate is
stored in paper form.

10.6. The Bank ensures the request for the electronic
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KJIF0Ya MPOBEPKH UIEKTPOHHOM MOANMCH YTIOITHOMOYEHHOIO
[IpencraButens KnmeHTta, KCHoONb30BaHHBIA INpPU CO3JaHHUH
YCHJICHHONH HEKBaTH()UIUPOBAaHHONH ODJEKTPOHHOW MOJIHCH,
ucropuro Hactpoek Cucrembl JBO nans ucnonab3oBaHUs
MpOCTOH ODIEKTPOHHOM TOAMNMCH B CHUCTEMHBIX XKypHajax

banka, a Tak xe gaHHeie CpeAcTB MOATBEPKACHUS
DNEKTPOHHBIX JOKYMEHTOB, HCIOJB30BAHHBIC NMPU CO3JaHUU
MPOCTOM ONEeKTPOHHOU HOIIIHUCH B OCIIapUBAEMOM

DNeKTpOHHOM J0KyMeHTe. baHk o0ecrieunBaeT 3aIuTy JaHHBIX
OT BO3MOXXHBIX HCKaXEHMH B Tpolecce XxpaHeHus. bank
obecrieunBaeT XpaHeHHe TNoiydeHHoro bankom 3ampoca
Knmnenta Ha wmsroroBneHue nepBoro Ceprudukara Kirouya
MPOBEPKH JICKTPOHHOH MOANUCH B OymMaxHOH (opme.

106 B ciayvae JMCTaHIIMOHHOTO oOparteHus
YnomaomouenHoro [IpeacraBurens KinenTa s nepeBbImycka
CepTtudukara Kitoya MPOBEPKU AICKTPOHHOU moarvcu baHk
o0ecrieunBaeT XpaHeHHE MOJTYYCHHOTO baHKOM MOITUCaHHOTO
YnomaomouenusiM [pencraButenss Kimenra 3ampoca Ha
niroroBienne Ceprudukara Kiro4a MPOBEPKU SIECKTPOHHOU
MTOJIITUCH B AJICKTPOHHOU (opme.

10.7  Tlpouenypa NpOBEPKH MOMIUHHOCTH OIEKTPOHHOU
MONAMUCH, TpH OOMEHe OJIEKTPOHHBIMH JOKYMEHTaMH C
HMCIOJIb30BaHUEM CucreMsbl JAbO BBITIOJIHSCTCS
CornacuteabHOM KOMHUCCHUEH, B COCTaB KOTOPOH BXOHST
HaJJIe)KANUM  00pa3oM  YIOJTHOMOYEHHBIE —MPEACTABUTEIN
00eux CTOpPOH (HE MEHEEe JIBYX YCIIOBEK OT KaXKIIOW CTOPOHBI).
[To cornmameHuto CTOPOH B COCTaB KOMHUCCHH MOXET OBITh
BBEJICH HE3aBUCHMBIH JKCIIEPT.

10.8 B cinydae, ecnm ocmnapuBaeMblii  ODIEKTpPOHHBIN
JOKYMEHT SIBIAETCSI YacTbl0 MakeTa OJIEKTPOHHBIX
JOKYMEHTOB, TO MpoUeAypa MpOBEpKH  MOIMHCH

OCYIICCTBJIACTCA IOA IMMaKCTOM BHCKTPOHHBIX JAOKYMCHTOB,
B COCTaB, KOTOPOTO BXOAUT OCHapPIBaeMI:Iﬁ BHCKTpOHHblf/i
HAOKYMCHT.

10.9 Ilopsnok paspemieHHsi KOH(PJIMKTHON CUTyalMu.

109.1 B cmydyae BO3HUKHOBEHHS HEOOXOJAMMOCTH B
MIPOBEICHUU MPOLIE Ty PhI MIPOBEPKHU MOAJIMHHOCTH
DNEeKTpOHHOH TOANMWCH, TpH OOMeHe JIEeKTPOHHBIMH
JOKyMeHTaMu ¢  ucnonb3oBanueM  Cucrembl  JIBO,

Ynonnomouennsit IlpencraButens Kiuenra mnpencraBiser
banky mnHcbMEHHOE 3asdBIICHHE, COJEpXKallee CYLIECCTBO
MPETEH3UHU C YKa3aHUEM Ha DJIEKTPOHHBINA JOKYMEHT, KOTOPBIi
OH OCIIapHUBAacT.

10.9.2 Bauk u KimeHT DO/DKHBEI B TeueHHE He Ooliee IATH
paboumx mqHEH oT marel mpueMa bankom 3asenenust Kinuenra
chopmupoBaTh  COriacUTENBHYI0 KOMHUCCHIO JJISL  €T0
pPaccMOTpEHHUSL.

10.9.3 CornacureibHasi KOMHCCHSA JOJDKHA 3aKOHYHUTEH CBOIO
paboty B TeueHue 14 pabouux JHEH ¢ MOMEHTA €€ CO3/IaHusl.

10.9.4 Pemenne CornacuteiabHOM KOMHCCHH IPUHHUMAETCS
OOJIBIIIMHCTBOM T'OJIOCOB €€ YYaCTHHUKOB, 0(OPMIISIETCSL aKTOM H

signature verification key certificate received by the
Bank and signed by the Client's Authorized Person is
stored in electronic form in the event of remote access
of the Client's Authorized Person for the reissue of the
electronic signature verification key certificate.

10.7.  The procedure of verification of the
authenticity of the Electronic Signature is performed
by the Conciliation Commission consisting of duly
Authorized Persons of both parties (at least two
persons from each party), when exchanging the
Electronic Documents using the RBS System. An
independent expert may be introduced to the
Commission upon agreement of the Parties.

10.8.  In the event that the disputed Electronic
Document is part of the Electronic Document Package,
the signature verification procedure is performed under
the Electronic Document Package, which is part of the
disputed Electronic Document.

10.9. Procedure for resolving a conflict situation.
10.9.1. The Client's Authorized Person submits a
written application containing the substance of the
claim to the Bank, indicating the Electronic Document
that the Client is contesting, in the event that it is
necessary to carry out the procedure of authenticity
verification of the Electronic Signature, when
exchanging the Electronic Documents using the RBS
System.

10.9.2. The Bank and the Client shall form a
Conciliation Commission for its consideration, within
no more than five working days from the date of
receipt of the Client's application by the Bank.

10.9.3. The Conciliation Commission must complete
its work within 14 working days of its establishment.
10.9.4. The decision of the Conciliation Commission
is taken by a majority vote of its members, is drawn up
in an act and signed by all members of the
Commission.

10.9.5. The parties resolve the situation in court if they
fail to reach a mutual agreement or if they refuse to
comply with the Conciliation Commission's decision
voluntarily.

10.10. Enhanced Non-Certified Electronic
Signature verification procedure.

10.10.1.The Bank's authorised employee retrieves from
the Bank's database the file of the Key Signature
Validation Key Certificate of the Authorized Person of
the Client, the holder of the Key Signature Validation
Key Certificate, used in creating the enhanced non-
certified Electronic Signature under the contested
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MOJMHUCHIBACTCS] BCEMH WICHAMU KOMUCCHHU.
10.9.5 B cmyuae, ecnu CTOpOHBI HE NPUIIIN K B3aHMHOMY
COTJIAIICHUIO MM B Ccly4ae OTKasa OT JOOpPOBOJBHOTO
ucrnonHeHus pemennss CoriaacuTeNTbHOH KOMHCCHH, CTOPOHBI
pelaT KOHQIUKTHYIO CUTYaIUIO B Cy1eOHOM TOpPSIKE.

10.10 IlIpoumenypa NMPOBEPKH YCHJICHHOM
HEeKBATH(UIPOBAHHOM JJIeKTPOHHOM MOANCH .

10.10.1 lns  mpoBepkH  NPUHAIIEKHOCTH  YCHUJIIEHHOHN
HEeKBaNU(UIIMPOBAHHON OneKTpOHHON MIOATIUCHU
YnonaomoueHHoMy IlpencraButento KimeHta m oTcyTCTBHSA
HCKaXEHHUH B DIEKTPOHHOM JOKyMEHTe 13 0a3bl JaHHBIX baHka
YIIOJIHOMOYEHHBIM paboTHHKOM banka wu3Bnekaercs Qaiin
Ceprudukara KIO4Ya TPOBEPKH DIEKTPOHHOW TOAIUCH
VYnonaoMmoueHnHoro IlpencraBurens Knumenrta - Bnajgensna
Ceprudukara KiI04a TMPOBEPKH DIEKTPOHHOW TMOAMKUCH,
WCIIOJIb30BaHHBIN pH CO3/1aHUU YCHJIEHHOU
HEKBATM(UIMPOBAHHONH  DJEKTPOHHOW  MOANHMCH  TIOX
OCIIapuBaeMbIM DJIEKTPOHHBIM JOKYMEHTOM.

10.10.2 YcranaBnuBaeTcd NPUHAMJIEKHOCTh KIII0Ya MPOBEPKU
ONEKTPOHHOM IOAINMUCH, COJEP)KAIIErocs B H3BICYEHHOM

¢aitne, Bragensuy — Ceprudukara  KIO4a  MPOBEPKH
3JIEKTPOHHOM MOJIHKCH TI0 CIEeAYIOUIeH IpoLeaype:
° n3 0a3pl JAaHHBIX  Y/IOCTOBEPSIOIIEr0  IEHTpa

u3Biekaercss nepBuuHb CepTH(UKAT KIOYa MPOBEPKH
9JIEKTPOHHON moAanucu YmnonHoMoueHHoro IlpeacraButens
Knmuenta - Bmagensuma CepTudukara KiI04a MPOBEPKH
9JIEKTPOHHON TNOANMCH. YCTaHABIMBAETCS TNPUHAIIEKHOCTD
KJIIoYa TpPOBEpPKHM  OJEKTPOHHOM  TOANKCH  BIAAETBILY
Ceprudukara Kiio4a MpOBEPKU AIIEKTPOHHOH MOIMHICH, ITyTEM
CPaBHEHHUS C KIIOYOM IIPOBEPKH OJIEKTPOHHOM MOAINCH,
yKa3aHHOMY B 3ampoce Ha wusrotosieHue Ceptudukara
MPOBEPKU KII0Ya 3JICKTPOHHON MOANMUCH B OyMa)kHOM BHIE,
UMeEIoUIMcs B pacropsbkeHnH banka. Ecnu cooTBeTcTBHE HE
YCTaHOBJIEHO, TO IPHHAUIEKHOCTh KIHOYa OJIEKTPOHHOU
MOJNHUCH JaHHOMY Bianenblly CepTudukara Kio4a MpOBEPKH

SNIEKTPOHHOM  moamucu —  KimeHty/YnomrHOMOYeHHOMY
[Ipencrasutento Kirenra He moaTBepKaaeTcs;
° n3 0a3pl JaHHBIX  Y/IOCTOBEPSIOIIEr0  LEHTpa

W3BJIEKAETCS] MOCIEAYIOMMH 3ampoc (MPH HaJMYHUH TaKOBOTO)
Ha Ceprudukar KI0Ya TPOBEPKH 3JICKTPOHHOH MOAIUCH
VYnonaoMmouenHoro IlpencraBurens Knumenrta - Bnajgensna
Ceprudukara KiIro4a HPOBEPKH DJICKTPOHHOW MOANMUCH H
ycTaHaBIUBaeTCs GakT ero MOANKCAHHS MEPBUYHBIM KIIOUOM
DNeKTpOHHOH nmoAmucH 1o copepkanuio CepTudukara Kiova
MIPOBEPKU DJEKTPOHHOW moamucu. B mpoTuBHOM ciydae -

MPUHAIJIC)KHOCTD KIr4da JaHHOMY YIIOJIHOMOYCHHOMY
MNpEaACTABUTCIIIO Knuenra ne NMOATBCPIKAACTCA,
[ ] BBIIIICYKA3aHHBIC Z[CI;'ICTBHSI IIOCJICA0BATCIBHO

MOBTOPAIOTCA BIUIOTH OO0 MPOBCPKHU 3allpOCa HAa U3rOTOBJICHUC

Electronic Document in order to verify that the
enhanced non-certified Electronic Signature belongs to
the Authorized Person of the Client and that the
Electronic Signature Validation Key Certificate file of
the Authorized Person of the Client is not distorted in
the Electronic Document.

10.10.2.The electronic signature verification key
contained in the extracted file shall belong to the owner
of the Electronic Signature Verification Key Certificate
according to the following procedure:

) the primary Key Certificate of Electronic
Signature Verification of the Authorized Person of the
Client, the owner of the Key Certificate of Electronic
Signature Verification, is extracted from the
Certification Centre database. The ownership of the
electronic signature verification key to the owner of the
electronic signature verification key certificate is
established by comparing it with the electronic
signature verification key specified in the request for
the production of the electronic signature key
verification certificate in paper form available to the
Bank. The ownership of the Electronic Signature Key
by this owner of the Electronic Signature Verification
Key Certificate, the Client/Accredited Representative
of the Client, shall not be confirmed if no match has
been established;

° a subsequent request (if any) for the Key
Certificate of Electronic Signature Verification of the
Authorized Person of the Client, the owner of the Key
Certificate of Electronic Signature Verification, is
extracted from the Certification Authority database and
the fact of its signing by the primary key of the
Electronic Signature according to the content of the
Key Certificate of Electronic Signature Verification is
established. Otherwise, the ownership of the key by
this Authorized Person of the Client shall not be
confirmed;

° The above actions are repeated sequentially
until the request for the production of the Key
Certificate of Electronic Signature Verification of the
owner of the Key Certificate of Electronic Signature
Verification used for the production of the Electronic
Signature under the contested Electronic Document is
verified. If the contents of the request for the
production of the electronic signature verification key
certificate in the Certification Centre's database do not
indicate that the request has been verified by the
previous electronic signature verification key
certificate of the respective Authorized Person of the
Client, the owner of the electronic signature
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Ceptudukara K042 TPOBEPKU IJICKTPOHHON  IMOANMKCH
Brnagenbila CepTUduKaTa KIOYa TMPOBEPKUA IIESKTPOHHOU
MOAMKUCH, HCIOJB30BAHHOIO JUIS CO3JaHUSl JIEKTPOHHOM
NOAMKUCH TOJA OCHAPUBACMBIM OJIEKTPOHHBIM JOKYMEHTOM.
Ecnu w3 conepkanus 3amnpoca Ha usrotosneHue Ceprudukara
KIIF0Ya TIPOBEPKH DJICKTPOHHOH moAmucH B 0a3e JaHHBIX
Y nocToBepsIoIero eHTpa He CIeAyeT, YTO 3alpoc MPOBEPEH
npensinymuM CepTuHUKaTOM KITFo4Ya MPOBEPKH JISKTPOHHON
MOJIITUCH COOTBETCTBYIOILIECTO VYH0oIHOMOYEHHOT O
[pencraButens Knuenra - Bnagensia Ceprudukara Kiroda
MPOBEPKHU DIICKTPOHHOM TMOAMUCH, MPUHAIJICKHOCTh KIIIOYa
DNEeKTPOHHOU MOAIUCH TaKOMy YH0oIHOMOYEHHOMY
[Ipeacrasutento Knuenrta He moaTrBepxkaaercs. B mpoTuBHOM
ciyyae - Kimrou DnekTpoHHOM TOAMUCH  TMPU3HAETCS
MPUHAJUICKAINMM yKa3aHHOMY B ero CepTudukare Kiroda
NPOBEPKH  DJCKTPOHHOM  MOANUCH  YTOJTHOMOYEHHOMY
[Ipeacrasutento Knuenra.

10.10.3 YcranaBnuBaercs aedcTBUTENbHOCTh CepTudukara
KJII0Ya TPOBEPKU JJICKTPOHHOM MOMANUCH YTOJTHOMOYEHHOTO
[pencraButens Knuenra - Bnagensia Ceprudukara Kiroda
MPOBEPKHU DJIEKTPOHHOM TMOAMUCH, HA MOMEHT IOIYyYCHUS
bankoMm OCHapuBaeMOro DIEKTPOHHOTO JIOKyMEHTA.
CepTudukar Kiro4a MpoBEPKHU AIEKTPOHHOHN TOITICH SIBJISCTCS
HEJCHCTBUTEIBHBIM HAa  MOMEHT TonydeHus bankom
OCHAapUBAEMOr0 DIEKTPOHHOTO TOKYMEHTA, €CIIU:

° cpok gerictBus CepTudukata KIOYa MTPOBEPKU
AJIEKTPOHHOTO JOKYMEHTA UCTEK;

° nanHbeld CepTHQHKAT KiIoYa MPOBEPKU IIEKTPOHHOU
MOMUCH OBLT TOMEIICH B CIICOK OTO3BaHHBIX CEPTU(PHUKATOB.
B mporuBHOM ciydae, CepTudukaT KIHOYa MPOBEPKH
SJIEKTPOHHOM moAmnucu YmomHoMoueHHoro IlpencraBurens
Kmuenta - Bnamensma Ceprudukara KIH0Ya MPOBEPKU
AIEKTPOHHOM MOJANUCH IPU3HACTCS ACHCTBUTEIbHBIM.

10.10.4 YcranaBnmuBaercss ¢akT OJOKMpOBaHMSA JOCTYyINa
Brnagenblly Ceprudukara KIOYa MPOBEPKH IIESKTPOHHOU
noanucu kK Cucreme JIBO Ha MomeHT mnomydyeHus bankxom
OCHApUBAEMOro DJEKTPOHHOTO JOKyMeHTa. B cmyuae, ecnu
Jata moiydeHuss baHkoM VYBeooMIleHHS O KOMIPOMETAIUHU
KItoYa ODJEKTPOHHOM TONNWCH W/WAM  3asABJICHHUA Ha
onokupoBanue nocryna B Cuctemy JBO YnoanomoueHHOMY
[pencraButento Knuenra — Baanensiy Ceprudukara xiroda
MPOBEPKHU DICKTPOHHOM MOJIMUCH paHbIIC AATHl IMOIYYCHUS
bankom ocnapuBaeMoro DIEKTPOHHOTO JOKYMEHTa — TaKoi
DONEKTPOHHBIA TOKYMEHT MPHU3HACTCS HEACUCTBUTEIbHBIM. B

verification key certificate, the ownership of the
electronic signature key by such Authorized Person of
the Client shall not be confirmed. Otherwise, the
Electronic Signature Key shall be deemed to belong to
the Client's Authorized Person indicated in his
Electronic Signature Verification Key Certificate.
10.10.3.The validity of the Key Certificate of
Electronic Signature Verification of the Authorized
Person of the Client, the holder of the Key Certificate
of Electronic Signature Verification, is established as
of the date of receipt of the contested Electronic
Document by the Bank. The Electronic Signature
Verification Key Certificate shall be invalid as at the
time of receipt of the contested Electronic Document
by the Bank, if:

° the electronic document verification key
certificate has expired;
) this Electronic Signature Verification Key

Certificate has been published on the list of revoked
certificates.

Otherwise, the Key Certificate of Electronic Signature
Verification of the Authorized Person of the Client, the
owner of the Key Certificate of Electronic Signature
Verification, shall be deemed valid.

10.10.4.The fact of blocking the access of the owner of
the Key Certificate of verification of the electronic
signature to the RBS System at the time of receipt of
the contested Electronic Document by the Bank shall
be established. Such Electronic Document shall be
deemed invalid, if the date of receipt by the Bank of a
Notice of Electronic Signature Key Imprinting and/or
application for blocking access to the RBS System by
the Client's Authorized Person, the holder of the
Electronic Signature Verification Key Certificate, is
earlier than the date of receipt of the contested
Electronic Document by the Bank. Otherwise, or if it is
established that the Bank has not received the relevant
Electronic Signature Key Disclosure Notice and/or
application to block access to the VSS System by the
Client's Authorized Person, the holder of the Electronic
Signature Verification Key Certificate, the contested
Electronic Document shall be deemed valid and
correct.

10.10.5.The Bank's reference hardware and software
tools are used to analyse conflict situations. Special
certified software is used to verify an enhanced non-
certified Electronic Signature under an Electronic
Document.

10.10.6.The Electronic Signature of the contested
Electronic Document is verified by the ARBITER-PKI
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MPOTUBHOM clly4ae JIn0O0 MPU YCTaHOBJICHUU OTCYTCTBUS (akTa
MOJTly4eHUs] bBaHKOM COOTBETCTBYIOLIETO YBEIOMJIEHHS O
KOMIIPOMETALUN  KJIto4a OJEKTPOHHOW MOAMHUCH /MM
3asBleHUs Ha OJokupoBanue npoctyna B Cucremy JbO
YnonHoMoueHHoMy llpencraBurento KiWeHTa — BIAAETbILY
Ceprudukara Kio4a OPOBEPKH DICKTPOHHOW MOIANHCH —
OCTapuBaeMbIii  DJEKTPOHHBIM  JOKYMEHT  IpU3HAETCS
NEHCTBUTENBHBIM U KOPPEKTHBIM.

10.10.5 dns pa3bopa KOHPIUKTHON CHUTyallMd UCIIOJIB3YIOTCS
STaJIOHHBIE  MpPOrpaMMHO-ammapaTHele  cpeacTBa  baHka.
HUcnonesyercs crienuanbHoe CepTUPHULIUPOBAHHOE
nporpaMMHoe oOecrieueHue, MpeaHa3HaueHHOe ATl POBEPKH
YCUJICHHOH HEKBATH(HUIMPOBAHHON ONEKTPOHHON MOANUCH
noJ DIEKTPOHHBIM JOKYMEHTOM.

10.10.6 ITpoBepka ONEKTPOHHOM MOAMUCH OCIAPUBAEMOTO
DNEeKTPOHHOTO  JOKYMEHTa  TPOU3BOIUTCA  MPOrPaMMOM
ARBITER-PKI (pa3pabotunk 3A0 «Curnan-KOMy). Ilo
pesyibpTaTaM  TPOBEPKH  OJJEKTPOHHAs  MOANUCH  TOJ
OCMIapUBAEMbIM  DJIEKTPOHHBIM  JOKYMEHTOM IIPH3HAETCS
MpUHAIeKAIIeH YnonHoMOuEeHHOMY [IpencraButemnto
Kmnenta - Brnagensuy CeprudgukaTa KI04a MPOBEPKH
SJIEKTPOHHOM TOAINMCH, €CIM B TMPOTOKOJIE MPOBEPKH,
BBIJIJaBACMOM YKa3aHHOH B HACTOSAILIEM ITyHKTE MPOTrPaMMOH,
chopMmupoBana 3amuch O TOM, uTto «CTaTyc MNOANHCH
JOKyMEHTa: HelicTBUTEJIBHA) WA «Iognucoy
MOATBEP:KAEHA» (Signature correct), U HE TpPHHAJJICKAIICH
VYnonnomouennomy llpeacraBuremto Knmenrta - Biaaenbiry

Ceprudukara Kimoya MPOBEPKU 3JICKTPOHHON MOMAMHUCH, B
MpPOTUBHOM  ciydae. IIpoTokon mpoBepkH — yCHIEHHOU
HEeKBaNU(UIIMPOBAHHON OneKTpOHHON MOATIUCHU
pacrmeyaTslBaeTCsl U TOANHCHIBAETCA  BCEMHM  YJICHAMH

CormacuTenbHOM KOMUCCHH.

10.11 TIlpouenypa npoBepKH NPOCTOH DJIEKTPOHHOM
MOANMCH.

Jran 1.

JUid  TIpOBEpKM TNPUHAAJEKHOCTH MPOCTONH DIEKTPOHHOMN
noanuck YnomHoMoueHHoMy [lpencrasutenmto Knmenta u
MIPOBEPKH ITPABOMEPHOCTH HCIIOJIHEHUS baHKOM DJIEKTpOHHOTO
JOKYMEHTa, M3 CHCTEMHOro >XypHana baHka wu3Biekaercs
uHpopMaus 00 ocmapuBaeMOM OJEKTPOHHOM JIOKYMEHTE,
KOTOpasi COAEPIKUT:

° COJIEPIKUMOE OCIIapUBaEMOr0
JOKYMEHTa, NoJy4yeHHOro bankowm;

° uHpOpMaIs O JHIE, MOANKMCABIIEM OCHapHUBAEMBIN
OnexkTpoHHBIH HoKyMeHT (monHoe @MO, yHUKaNbHBIA HOMED
3asBJICHUS Ha PETHCTPALMIO Y TIOJTHOMOYEHHOTO JINIIA);

° JlaTa U BpeMs CeaHca;
° JaTa U BpeMs
ONEKTPOHHOTO TOKYMEHTA;

ONEKTPOHHOTO

IOATIMCaHUs ocnmapuBacMoro

program (implemented by ZAO Signal-COM). Based
on the results of the verification, the Electronic
Signature under the contested Electronic Document
shall be deemed to belong to the Client's Authorized
Person, the owner of the Electronic Signature
Verification Key Certificate, if the issued by the
mentioned program inspection report has been
generated Document's signature status: Valid or
Signature confirmed (signature is correct), and
otherwise, shall not be deemed to belong to the Client's
Authorized Person, the owner of the Electronic
Signature Verification Key Certificate. The Enhanced
Non-Certified Electronic Signature Verification
Protocol is printed out and signed by all members of
the Conciliation Commission.

10.11. Procedure for checking a simple Electronic
Signature.

Stage 1.

In order to verify a simple Electronic Signature
belongs to the Authorized Person of the Client and to
verify the legality of the Bank's execution of the
Electronic Document, information on the contested
Electronic Document is extracted from the Bank's
system log and contained therein:

) the contents of the contested Electronic
Document received by the Bank;
) information on the person who signed the

contested Electronic Document (full name, unique
application number for registration of the Authorised
person);

° date and time of the session;

) date and time of signing of the contested
Electronic Document;

° The subscriber number to which the one-time
password was sent to confirm the disputed Electronic
Document;

° One-time password entered to confirm the
disputed Electronic Document and transaction, date
and time of message generation.

Stage 2.

The Subscriber Number specified by the Client (his
Authorised person) in the documents received by the
Bank is established to be in compliance with the
Subscriber Number stored in the electronic logs of the
RBS System, to which the One-time password was
sent at the time of signing the contested Electronic
Document. The Conciliation Commission shall
proceed to stage 3 if the information matches. The
contested document shall be deemed incorrect in the
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° AOOHEHTCKUI HOMEp, Ha KOTOPBI OBUI OTHpaBlieH
OpnHOpa30BbIM Maposb A MOATBEPKIACHHS OCIApUBAEMOTO
ONEKTPOHHOTO TOKYMEHTA;

° OnHOpa30BEIi apoib, BBEJICHHBII JUIS
MOATBEPKIAEHHS OCIIapUBAaEMOro DJIEKTPOHHOIO JAOKYMEHTa U
oIepalyd, Aata u BpeMsi pOpMUPOBAHHUS COOOIECHHS.

dram 2.

VYcranaBnmmBaeTcss COOTBETCTBHE AOOHEHTCKOIO  HOMEDa,
ykazaHHoro KimeHToM (ero YNOJIHOMOYEHHBIM JIMILIOM) B
nony4eHHbIX baHkoM mokymeHTax, AOOHEHTCKOMY HOMeEpY
XpaHAIIeMycsl B 3JEKTPOHHBIX kypHanax Cucremsl J1bO, Ha
KOTOpBI ObUT HampaBieH OAHOPA30BBI Mapoib HA MOMEHT
MOJIUCAHNS OCIIapUBAEMOT0 DJIEKTPOHHOIO JoKyMmeHTa. llpn
coBnageHnn  uHQpopmammu  CornacurenbHass — KOMHUCCHS
nepexoauT k srtamy 3. Ilpm HecoBmaaeHMH WHPOPMALTUH
OCTIapuBaeMBbIil TOKyMEHT IPU3HAETCS] HEKOPPEKTHBIM.

Jramn 3.

VYcranaBnuBaercs cootrBercTBUe  OAHOPA30BOTO  Mapods,
HaInpaBJICHHOTO Ha AOOHEHTCKHI HOMEp YIIOJHOMOYEHHOTO
[IpencraButens Kinuenra, OnnopazoBoMy apoIIk0

XpaHAIleMycsl B DJEKTPOHHBIX KypHamax Cucremsl [IBO
BMECTE C OCHapuUBaeMbIM OJEKTPOHHBIM JOKYMEHTOM H
BBEJICHHBIM YTIOJTHOMOUYeHHBIM IIpeacraBurenem Kiuenra
MIpY NMOANMCAHUH DJIEKTPOHHOTO TOKyMeHTa. [Ipu coBnaaeHnn
nHpopmaruu CornacurenbHas KOMUCCHS IEPEXOJNT K dTamy 4.
[Ipn HecoBmageHnn MH(OPMALMK OCHAPHUBAEMBIH JOKYMEHT
MIpU3HAETCA HEKOPPEKTHBIM.

Jran 4.

VYcranaBnuBaeTcs ¢axT OIOKUPOBAHUS JocTyna
VYnonaoMmoueHnHoro IlpencraButens Knuenrta, moamucasiiero
ocIiapuBaeMbIil DNEeKTPOHHBIN TokyMeHT, k Cucteme /IbO Ha
MOMEHT IOJIydeHus1 baHKOM ocmapuBaeMoro OJIEKTPOHHOTO
nokyMeHTa. Eciau nmara momyuenus bankom VYBegomneHus o
KOMIIPOMETALUN  KJIto4a ODJIEKTPOHHOW TOJMHUCH  H/MIH
3asBlcHUs Ha OjokupoBanue noctyna B Cucremy JHBO
YnonaomouenHoMy [Ipencrasutento Kinenra, nognucasuemy
OCTIapUBaeMbIil DJEKTPOHHBIM JOKYMEHT, paHbIIE JaThbl
nosryueHus: bankoM ocriapuBaeMoro DJIeKTpOHHOTO JOKYMEHTa
— TaKoW DJIEKTPOHHBIA TOKYMEHT NIPU3HAETCA HEKOPPEKTHBIM.
B nporuBHOM ciyyae MO0 MPH YCTAaHOBICHWH OTCYTCTBUS
¢axTa noydeHust BaHKOM COOTBETCTBYIOIIETO YBEIOMIICHHUS O
KOMIIPOMETALUHN  KJIto4a ODJIEKTPOHHOW TOAMNHMCH  H/MIH
3asBJcHUS Ha OjokupoBanue nocryna B Cucremy JHBO
YnonaoMmouenHoMy [Ipencrasutento Kinenra, nognucasuemy
OCTIapUBaeMbIil OJEKTPOHHBIA JOKYMEHT, - OCMapHBaeMbIi
ONEKTPOHHBI JOKYMEHT MpHU3HAETCAd JCHCTBUTENBHBIM U
KOPPEKTHBIM.

event of a discrepancy of information.

Stage 3.

Compliance of the One-time password sent to the
Subscriber number of the Client's Authorized
Representative with the One-time password stored in
the electronic logs of the RBS System together with
the contested Electronic Document and entered by the
Client's Authorized Representative upon signing the
Electronic Document shall be established. The
Conciliation Commission shall proceed to stage 4 if the
information coincides. The contested document shall
be deemed incorrect in the event of a discrepancy of
information.

Stage 4.

The fact of blocking the access of the Authorized
Person of the Client who has signed the contested
Electronic Document to the RBS System at the
moment when the Bank receives the contested
Electronic Document shall be established. If the receipt
date by the Bank of a Notice of Electronic Signature
Key Imprinting and/or application for blocking access
to the RBS System by the Client's Authorized Person
who signed the contested Electronic Document is
earlier than the date of receipt of the contested
Electronic Document by the Bank, such Electronic
Document shall be deemed to be incorrect. Otherwise,
the contested Electronic Document shall be deemed
valid and correct, if it is established that the Bank has
not received the relevant Notice on compromising the
Electronic Signature key and/or application for
blocking the access to the RBS system to the Client's
Authorized Person who signed the contested Electronic
Document, the contested Electronic Document.

10.12. Responsibility of the parties in contesting
Electronic Documents exchanged with the use of the
RBS System and signed by an enhanced non-
certified Electronic Signature.

10.12.1.The Bank shall not be liable to the Client in the
cases specified in the Rules (including their annexes),
as well as when the Conciliation Commission
establishes the following facts when verifying an
enhanced non-certified Electronic Signature under the
contested Electronic Document:

) the key to the Electronic Signature verification
in the disputed Electronic Document belongs to the
Client's Authorized Person, who is the holder of the
Electronic Signature verification key certificate;

) the electronic signature verification key
certificate of the Authorized Person of the Client, the
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10.12 OTBeTCTBEHHOCTH CTOPOH NpH
JIEeKTPOHHBIX AOKYMEHTOB, o0MeH
OCYILIECTBJISIETCSI € HMCHOoJb30BaHMeM CHcTeMbl
MO CAHHBIX YCHJICHHOM
DJIeKTPOHHOM MOANHUCHIO.
10.12.1 bank He HeceT oTBEeTCTBEHHOCTH mepen KimmeHtoMm B
cilyyasx, yka3zaHHbIX B [IpaBumax (BKioyas HNpPUIIOKEHHS K
HHUM), a TaK)Ke MPpH ycTaHoBJIeHHH COrlacCUTEIbHOH KOMHUCCHEH
COBOKYITHOCTH CJICAYIOIINX (PaKTOB MPH MPOBEPKE YCHICHHOM
HEKBATM(UIMPOBAHHONH  DJEKTPOHHOW  MOANHMCH  TIOX
OCIIapuBaeMbIM DJIEKTPOHHBIM JJOKYMEHTOM:

° KJIIOY  TPOBEpPKHM  ODJEKTPOHHOM  MOANUCH B
OCIIapyBacMOM  OJIEKTPOHHOM  JTOKYMEHTE TpPUHAIIEKUT
VYnonaoMmouenHoMmy IlpencraBurento Knmenrta - Brnagensily
Ceprudukara KIr04a MPOBEPKH SIIEKTPOHHOH MOIHCH;

° Ceprudukar Kiroda NpOBEPKH INEKTPOHHOHN MOIIHCH
VYnonaoMmouenHoro IlpencraBurens Knmenta — Bnajgensna
Ceprudukara KiIo4Ya OPOBEPKH SJIEKTPOHHOH MOIAMHCH OBLI
NEHCTBUTENEH HA MOMEHT NOJIy4YeHHsI baHkoM ocriaprBaeMoro
ONEKTPOHHOTO TOKYMEHTA;

° He ycTaHoBiieH (akT nmoiyueHus bankom ot Knuenra
VYBenOMJIEHHd O KOMIIPOMETAllMM Kio4ya OJIEKTPOHHOU
MNOANHMCH W/WIM 3asBICHUS O OJOKMPOBAaHWUU JOCTYNA B
Cucremy J1bO VnoanomouenHoro [Ipencrasutens Knuenra, ¢
ucnons3oBanreM CpencTBa MOATBEPXKIACHUS OIEKTPOHHOTO
JOKYMEHTa, KOTOphIM ObUT  TIOANMCAH  OCHAapUBAEMBbIH
DNEeKTPOHHBIN JOKYMEHT, 100 MOMEHT moiydeHusi bankom
VYBeqOMJIEHHd O KOMIIPOMETAIlMM KIo4ya OJIEKTPOHHOU
MOJNKCH W/WJIH 3asBJICHUS Ha OJIOKMPOBAHHE MO3KE MOMEHTa
nmomyuyeHuss  baHkom — ocmapmBaemMoro ONEeKTPOHHOTO
JOKYMEHTA.

10.12.2 baHK He HeceT OTBETCTBEHHOCTH Iepe] KimneHToM u He
Bo3Memaer KimeHTy yOyHIeHHYI0 BBITOAY MOCIEAHETO.
OTBeTcTBEHHOCTh baHka HacTymaeT MCKIIOUUTENBHO TpHU
HaJIMYUM TOKA3aHHOW BHHBI MOCIEAHETO U HAIWYHEM MPSIMON
MPUYUHHO-CIICICTBEHHON  CBA3M MEXJIy HACTYNUBIIHMHU
COOBITHAMH, JOKa3aHHOM BHHOW baHka W HEraTUBHBIMH LIS
Knuenta nocneactBuaMu.

10.12.3 Knuent/Ynonnomouennslii Ilpeacrasurens Kimenta
HECYT OTBETCTBEHHOCTHh Iepen baHkoM BO Bcex M JIOOBIX
Clly4yasiX HEBBINOJIHEHHS H/MIM HEHAIJICKAIIECTO BBITIOTHEHUS
[lpaBun (BKkmioyass NOPWIOKEHUs] K HHUM), HACTOSILETO
PernamenTa, mnonoxeHui 3akoHomaTenbcTBa Poccuiickoit
Odenepaunn u TpeboBanuii baHka, a Takke HECYT PHCK
HACTYIJICHHs  JIOOBIX  TNPaBOBBIX W/WIM  (PUHAHCOBBIX
MOCJIEACTBUH, B TOM 4HCIie HeOnarompuaTHeIX Ans Kimenra,

ocnapuBaHMHU

KOTOPBIMHA
ABO,
HEeKBaJM(PUIIUPOBAHHOI

Banxa, WHBIX JINIL, CBSI3aHHBIC c TaKuM
HapyLIeHHEeM/HeHAAJISKAIUM HCIIOJTHEHUEM.

10.13 OTBeTCTBEHHOCTH CTOPOH TNPH OCHAPHBAHUH
JIEeKTPOHHBIX AOKYMEHTOB, o0MeH KOTOPbLIMHU

holder of the Electronic Signature Verification Key
Certificate, was valid as of the date of receipt by the
Bank of the contested Electronic Document;

) it has not been established that the Bank has
received a Notice of Electronic Signature Key
Compromised and/or Application for Blocking of the
Client's Authorized Person's access to the RBS System
from the Client using the Electronic Document
Validation Tool by which the contested Electronic
Document was signed, or the time when the Bank
received a Notice of Electronic Signature Key
Compromised and/or Application for Blocking after
the time when the Bank received the contested
Electronic Document.

10.12.2.The Bank shall not be liable to the Client and
shall not compensate the Client for the lost profits of
the latter. The Bank's liability shall arise only if there is
a proven guilt of the latter and there is a direct causal
link between the events that have occurred, the Bank's
guilt proven and the consequences for the Client that
are negative.

10.12.3.The Client/Accredited Representative of the
Client shall be responsible to the Bank in all and any
cases of non-fulfillment and/or improper fulfillment of
the Rules (including their annexes), these Rules,
provisions of the legislation of the Russian Federation
and the Bank's requirements, as well as bear the risk of
occurrence of any legal and/or financial consequences,
including those unfavourable for the Client, the Bank
and other persons, related to such violation/ improper
fulfillment.

10.13. Responsibility of the parties in contesting
Electronic Documents exchanged using the RBS
System and signed with a simple electronic signature.
10.13.1.The Bank shall not be liable to the Client in the
cases specified in the Rules (including their annexes),
as well as when the Conciliation Commission
establishes the following facts when checking a simple
Electronic Signature under the contested Electronic
Document:

) it has not been established that the Bank has
received a Notice of Electronic Signature Key
Imprinting and/or Application for blocking access to
the RBS System from the Client using the Electronic
Document Validation Tool by which the disputed
Electronic Document was signed, or the time of receipt
by the Bank of a Notice of Electronic Signature Key
Imprinting and/or Application for blocking access to
the RBS System later or equal to the time of receipt by
the Bank of the disputed Electronic Document.
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ocymiecTBjisiercss ¢ wucnoJb3oBanueM Cucremsl b0,
MO CAHHBIX MPOCTOI DJIEKTPOHHOH MOANMCHIO.

10.13.1 bank He HeceT OoTBEeTCTBEHHOCTH nepen Kmmentom B
cilyyasx, yka3zaHHbIX B [IpaBuimax (BKitoyas NpPUIIOKEHHS K
HHUM), a TaK)Ke MpH ycTaHoBJIeHHH COrlacCUTEIbHOH KOMUCCHEH
COBOKYITHOCTH CJEOYIOUIMX (AKTOB NPH TMPOBEPKE IMPOCTOH
ONEKTPOHHOM MOAMNHMCH MOJ OCMAapUBAEMBIM OJIEKTPOHHBIM
JOKYMEHTOM:

° He ycTaHoBiieH (akT nmoiyueHnus bankom ot Knuenra
VYBenOMJIEHHd O KOMIIPOMETAIlMM KJo4ya OJIEKTPOHHOU
MNOANHMCH W/WIM 3asBICHUS O OJOKUPOBAHWMU JOCTyNa B
Cucremy J1bO VnoanomouenHoro [Ipencrasutens Knuenra, ¢
ucnons3oBanreM CpencTBa MOATBEPKIACHUS OJIEKTPOHHOTO
JOKYMEHTa, KOTOphIM OBUT  TIOATMCAH  OCHApUBAEMBbIH
DNEeKTPOHHBIN JOKYMEHT, 100 MOMEHT moiydeHusi bankom
VYBegoMJIEHHd O KOMIIPOMETAllMM KJo4ya OJIEKTPOHHOU
MNOANHMCH W/WIM 3asBlIeHUS Ha OJOKHpOBaHHE IOCTyHa B
Cucremy J1bO no3xe nian paBHa MOMEHTY NoslydeHus: bankom
OCIIapUBAEMOr0 DJIEKTPOHHOTO IOKYMEHTA.

° OnHOpa30BEIi apoib JUTST MOMTUCAHUS
OCIIapUBaEMOro  OJEKTPOHHOTO  JOKyMEHTa  IPOCTOH
DNEeKTPOHHOH NOAMUCHIO ObUT OTIpaBieH HAa AOOHEHTCKHMA
HOMEp, IpenocTaBleHHbIH  banky  YHoaHOMOuYeHHBIM
IIpencraButenem  Knmenta, Ha  MOMEHT NOJANHCAHHA
OCIIapUBAEMOT0 DJIEKTPOHHOTO IOKYMEHTA.

10.13.2 baHk He HeceT OTBETCTBEHHOCTH nepe KimenToM u He
Bo3Memaer KimeHTy yOyHIeHHYIO BBITOAY IOCIEAHETO.
OTtBeTcTBEHHOCTh baHKka HacTymaeT HCKIIOUUTENBHO TIpU
HaJIMYUM TOKA3aHHOW BHHBI MOCIEAHETO U HAIWYHEM MPsIMON
MPUYUHHO-CIICICTBEHHON  CBA3M MEXJIy HAaCTYNUBIIMMHU
COOBITHAMH, JOKa3aHHOM BHHOW baHka W HEraTUBHBIMH JUIS
Knuenta nocneactBuaMu.

10.13.3 Knuent/Ynonnomouennslii IlpeacraBurens Kimenta
HECYT OTBETCTBEHHOCTHh Iepen baHkoM BO Bcex M JIOOBIX
Clly4yasiX HEBBINOJIHEHMS W/MIM HEHAIJISKAIIECTO BBITIOTHEHUS
[lpaBun (BKkmroyass NOPWIOKEHUS] K HHUM), HACTOSILIETO
PernamenTa, mnonoxeHui 3akoHomaTenbcTBa Poccuiickoit
Oenepaunn u TpeboBanuii baHka, a Takke HECYT PHCK
HACTYIJICHHs  JIOOBIX  TNPaBOBBIX W/WIM  (PUHAHCOBBIX
MOCJIEACTBUH, B TOM 4HClie HeOnmarompuaTHbeIX Ans Kimenra,
Banxa, WHBIX JINIL, CBSI3aHHBIC c TaKUM
HapyLIeHUEM/HeHAJIEKAIUM HCIIOJTHEHUEM.

11 3AKIIOYUTEJIBHBIE ITOJOKEHUA

11.1  Hactosmuit PermameHT coCTaBlI€H Ha PYCCKOM U
AHTJIMHACKOM s3bIKaxX. B ciiydae BO3HUKHOBEHUS MIPOTUBOPEUUIA
NIPUOPUTETHBIM CUUTAETCSI TEKCT HacTosiero Permamenra Ha
PYCCKOM SI3BIKE.

11.2  IIpaBooTHOIIEHUS

Cropos, yperyiIupOBaHHbIE

° The one-time password for signing the
contested Electronic Document by a simple electronic
signature has been sent to the Subscriber number
provided to the Bank by the Client's Authorized Person
at the time of signing the contested Electronic
Document.

10.13.2.The Bank shall not be liable to the Client and
shall not compensate the Client for the lost profits of
the latter. The Bank's liability shall arise only if there is
a proven guilt of the latter and there is a direct causal
link between the events that have occurred, the Bank's
guilt proven and the consequences for the Client that
are negative.

10.13.3.The Client/Accredited Representative of the
Client shall be responsible to the Bank in all and any
cases of non-fulfillment and/or improper fulfillment of
the Rules (including their annexes), these Rules,
provisions of the legislation of the Russian Federation
and the Bank's requirements, as well as bear the risk of
occurrence of any legal and/or financial consequences,
including those unfavourable for the Client, the Bank
and other persons, related to such violation/ improper
fulfillment.

11 FINAL PROVISIONS

11.1.  The Rules have been prepared in Russian and
English. In the event of any discrepancies, the Russian
language version of these Rules shall take precedence.
11.2.  Legal relations of the Parties settled by these
Rules, as well as any other legal relations of the Parties
related to the implementation of these Rules, shall be
settled and interpreted in accordance with the
legislation of the Russian Federation. In case any of the
Parties refuses to execute the decision of the
Conciliation Commission, all disputes and
disagreements shall be settled in accordance with this
paragraph. All disputes arising between the Client and
the Bank within the framework of execution of these
Rules or in connection therewith are settled in
accordance with the legislation of the Russian
Federation, by negotiations, and in case of
impossibility of such decision in the Arbitration Court
of the Republic of Tatarstan. The Client may apply to
the Bank with a written claim signed by the Client's
Authorized Person and sealed by the latter (if any) by
applying to the Bank's office at its legal address.
Written pre-trial settlement procedure of disputes with
the Bank under these Rules is mandatory. The deadline
for replying to a pre-trial claim is 30 (thirty) days from
the date of its receipt by the Bank.
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HacTOSAIIMM  PermamMeHTOM, a Takke JIOObIE  WHBIC
npaBooTHomIeHus CTOpPOH, CBSI3aHHBIE C  BBIMOJIHCHUEM
Hacrosimiero PermameHTa, TMOUIeKaT pEryJMpPOBaHUIO U
TOJIKOBAaHUIO B  COOTBETCTBHMM C  3aKOHOAATEIbCTBOM
Poccwiickoii deneparun. B ciydae ecnmu mo0ast U3 CTOPOH
OTKaXeTcsl OT HcHoidHeHusi peueHuss CornacuTeabHOU
KOMHCCHUHU BCE CIIOPHI U Pa3HOTJIACHS TTOJICKAT PA3PELICHUIO B
COOTBETCTBMM C HACTOSALIMM NOyHKTOM. Bce  crmopsl,
Bo3HUKaromue Mexay Kmmentom u bankom B pamkax
BBIMIOJIHEHUS HACTOsIero PeriaMeHTa WM B CBS3U C HUM,
MOJAJICKAT PEIICHUI0O B COOTBETCTBUU C 3aKOHOJATEIHCTBOM
Poccuiickoit deneparuu, myreM NEpEroBOpoB, a B Ciydae
HEBO3MOXKHOCTH TAaKOTO pEIICHUS B ApOUTpPaKHOM CyJne
PecniyOnuku Tarapcran. Knuent BnpaBe oOpatutscst B bank ¢
MHUCbMEHHON TMpeTeH3UeH, MOANUCAHHON YIOJIHOMOYEHHBIM
[IpeacraButenem KnmweHTa ©  CKpEIJICHHON  IEYaThio
MocIieHero (MPY HAIMYKMK) TyTeM oOpareHus B oduc banka,
Mo ero mwpuandeckoMmy anapecy. [luceMeHHBIH M0CyaeOHBIN
MOPSIIOK  yperyinupoBaHusi crnopoB ¢ bankom, B pamkax
HacTosmiero Pernmamenra, sBhsieTcss o0s3aTenbHBIM.  Cpok
oTBeTa Ha aocyneOnyro nperen3uio — 30 (Tpuanates) qHEH C
JIaThI ee noyryueHust bankom.

11.3 B ciy4yae u3MEHEHHs MOJIOKCHUN 3aKOHOJATEIbCTBA
Poccuiickoit  ®epepanuy, NOpuU  KOTOPBIX  IOJIOKEHUS
Hacrosmiero  PermamMeHTa — mpOTHUBOpEYaT — MOJOXKCHUSIM
3aKOHOJATENbCTBA, K TaKUM MpaBooTHOIIeHUSIM CTOpoH
NOAJIeKAT MPUMEHEHHUIO IOJIOXKEHUS  3aKOHOJATENIbCTBA
Poccuiickoit ®enepaunn. B cinydyae mpusHaHHS Kakoro-imoo
yCJIOBHS HacTosiero PernamenTta HenelCTBUTENBHBIM, 3TO HE
BJICYET HEACWCTBUTEILHOCTH PeriamMeHTa B 1ENOM W/WIH
MOOBIX WHBIX TOJOXEHUN HacTtosmero Permamenta. B3amen
HEJICHCTBUTEIBHOTO TIOJIOXKEHUSI K MpaBOOTHOILIEHUSIM CTOpOH
MoAJIexkaT MIPUMEHEHUIO HOPMBI 3aKOHOJIATENbCTBA
Poccuiickoit ®eneparun.

11.4  baHk BnpaBe B OJJHOCTOPOHHEM, BHECY/ICOHOM MOPSIAKE
BHOCUTh W3MEHCHHMsSI B Hacrosmuii Permament w/wim
NpUIOKEHUST K HeMy. M3menenust B PermameHT BCTymaioT B
CIIy U MOJJIeKaT MPUMEHEHHUIO K IPaBoOTHOIIEHUAM CTOPOH
no ucreuenun 10 (HecsaTH) xaneHAapHBIX IHEH C MOMEHTa
pa3MellleHUs TakKuX M3MEHEHMH WIM HOBOM pejakuuu
Pernamenta Ha pecypce:  https://131.ru/contracts wm
JOBeJieHUs 110 cBeleHuss KimeHTa TakuX W3MEHEHUH II00BIM
WHBIM JIOCTyNHBIM banky cmnocobom. [lo Hayama Kaxmoro
B3auMoJIeicTBUA ¢ bankaM, ¢ ucnonb3zoBanrueM Cucremsl 15O,
B TOM 4YHCJIC HampaBieHHs B aapec banHka mo0oro
ONEeKTPOHHOTO JOKYMEHTA, a TaKXkKe HE peke 0HOro pasa B 10
(MecsTh) kaneHnapHbeIx AHeH, KiueHT u ero YmoJHOMOYCHHBIS
[IpencraButenu 00s3aHBI 3HAKOMUTBHCS C  HACTOSIIMMH
PernamenToM, a Takke n3MeHeHusAMH B HeM. He o3HakomiieHue
WM HECBOEBPEMEHHOE oO3HakomyeHue KnmeHtra w/wim ero

11.3.  In the event of changes in the provisions of the
legislation of the Russian Federation in which the
provisions of these Rules contradict the provisions of
the legislation, the provisions of the legislation of the
Russian Federation shall apply to such legal relations
of the Parties. This shall not entail the invalidity of the
Rules as a whole and/or any other provisions of the
Rules in the event of invalidity of any provision of
these Rules. The provisions of the Russian Federation
legislation shall be applied to the legal relations of the
Parties in lieu of the invalid provision.

11.4. The Bank may unilaterally and extrajudicially
amend these Rules and/or their annexes. Amendments
to these Rules goes into effect and are applicable to the
legal relations of the Parties after 10 (ten) calendar
days from the date of publishing such amendments or a
new version of these Rules on the website:
https://131.ru/contracts or informing the Client of such
amendments in any other way available to the Bank.
Prior to each interaction with the Bank, using the RBS
System, including sending any Electronic Document to
the Bank, and at least once every 10 (ten) calendar
days, the Client and its Authorized Persons are obliged
to familiarize themselves with these Rules, as well as
with any amendments thereto. Failure to familiarize or
untimely familiarization of the Client and/or his
Authorized Persons with the amendments made to
these Rules shall not be the basis for their non-
application to the legal relations of the Parties. In case
the Client does not agree with the amendments to these
Rules, the latter has the right to terminate the Internet-
Client Agreement in the manner and on the terms
specified in the Rules, unless otherwise specified in a
separate agreement of the Parties, by notifying the
Bank in writing not later than the effective date of such
amendments according to these Rules. If the Bank does
not receive a written notice from the Client on
termination of the Internet-Client Agreement prior to
entry into force of amendments to these Rules, the
amendments shall be deemed to have been
unequivocally accepted by the Client and no additional
agreements shall be entered into by the Parties.
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Ynonnomouennsix  IlpencraBureneii. ¢ HM3MEHEHUSMU,
BHECCHHBIMU B Hacrosmwmil PermameHT, He sBiseTcs
OCHOBAaHMEM [UJIsI MX HENPUMEHEHHUS K MPABOOTHOLICHUSAM
Cropon. B cnyuae Hecornmacusi KinueHta ¢ U3MEHEHUSMU B
PernamenT, mocienHuii BOpaBe pacTOprHyTh Jlorosop
«HaTepHeT-KnueHT», B MOpsIKE U HAa YCIOBUSAX, YKa3aHHBIX B
[IpaBunax, eciu MHOE HE yKa3aHO B OTACIBHOM COIJIAILICHUU
CTopoH, MUCBMEHHO YBEIOMHB 00 3TOM baHK He mo3aHee qaThl
BCTYIUICHUS TAKUX U3MEHEHUH B CHJIy, COTJIAaCHO HACTOSILEMY
Pernamenty. B cnydae Henonyuenus baHkoM, 10 BCTYIUICHUS B
CHWJIy W3MEHEHUU B PeriaMeHT NUCBMEHHOTO YBEIOMIICHUS
Knuenta o pacropxkenun Jlorosopa «UuTepHeT-KnueHnty,
W3MEHEHUS CYUTAIOTCS 0€30rOBOPOYHO NPUHATHIMU KiteHTOM,
3aKJII0YCHUE JTOMOJHUTENBHBIX cornameHuit CTopoHaMu He
TpeOyeTcs..
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[punoxenne Nel k PernamenTy quCTaHIIMOHHOTO OaHKOBCKOTO
oOcyxuBanus ropuandeckux nun B OO0 «bank 131» ¢
rcnoiib3oBanueM cucremsl JJbO

00O «bank 131»

420012, P®, Pecniy6muka Tarapcras,

r. Kazans, yn. Hekpacosa, 1. 38
MHH/OI'PH 1655415696/1191690025746

BasBnenne ¢ Ne
O MPUCOECAUHEHNUH K PEriaMeHTy quCTaHIIMOHHOTO OaHKOBCKOTO 0OCTY)KUBAHUS IOPUIMICSCKUX JIUIL B
00O «bank 131» ¢ ucnonszoBanueM cucteMsl 6O

« » 20 r.
A,
(bammnus, UMs1, OTIECTBO)
(cepust 1 HOMEp [ACIOPTa)
(KeM M KOrjia BblaH)
JeicTByomuii Ha OCHOBaHUH
Or umenn Kiuenra , PETHUCTpaLlOHHBIN

Ne/OI'PH

HactosumM coobmaio OOO «bank 131» uro momHOCTBIO M OE3yCIOBHO corjamarmck ¢ PermameHrom
JMICTAaHIIMOHHOTO OaHKOBCKOTO 00ciy>kuBanust topuandeckux aui B OO0 «bank 131» ¢ ncnonszoBanuem cuctems 16O
(manee — PernamenT), 03HaKOMIICH U corjiaceH ¢ PeriiameHTOM, BKIIIOYAst €ro MPHUIOKEHHS, U 00513y10Ch COOMoIaTh Bce
nosioxkeHus PernamenTa npu ncnons3osanuu Cucremst JJBO.

IIpomy 3aperucrpuposath MmeHs B Cucreme IBO OO0 «bank 131» u:

O Bemate ®KH Pyroken u guinycmume Cepmughuxam Kioua npogepKu 31eKMpOHHOU NOONUCU CO2TIACHO
pazoeny 4 Pecnamenma,

O  ebldamsb npocmyio DIeKmpOHHYI0 NOONUCH, N YCTaHOBUTH AOOHEHTCKII HOMEP, Ha KOTOPHI HEOOXOTUMO
HanpasyaTe Jlorun u Bpemennsiit Iapons ans nocryna B Cuctemy JIBO, a taxxke Cpexncrsa noarsepxkaeHus - + 7

(G

O (ucmoab3yercss st YnonHomodeHHbIX IIpencraBureneii Kiamenra ¢ mpaBoMm mpocmorpa)
yCTaHOBUTH AOOHEHTCKHII HOMEp, Ha KOTOPBIH Heo0XoauMo HanpasisiTh Jlorun n Bpemennstii [Tapons mist gocryna B
Cucremy J1bO, a taxxe OHOpa30BbIA KON ISl ayTEHTH(HUKAINT

- +H7(C ) ;

)

IIpomy ycTaHOBUTB CJICAYIOIIYIO KOXOBYIO HH(OpManHIO:
BOIIPOC: OTBET:

YBe1oMJIeHHsI 0 COBEPIIEHHBIX ONePaNUsiX MPOLIY HANPABJIATH:
O 10 aJIpecy IEKTPOHHOM MOYTHI:
O Ha AGoHeHTCKmiA HOMep: + 7 ( )

HacTosmuM moATBepkaar0, 9TO yKa3aHHBIC B HACTOAIICM 3asBICHHA AOOHEHTCKUI HOMEp W aApec AIEKTPOHHOU
[IOYTHI MPUHAAJIEKAT UCKIIOUYUTENIHO U TOJIbKO MHE, MHBIE JIMLA HE UMEIOT JOCTYNa K HUM.

C Ilpunoxenusamu Ne6,7 x PermameHTy AMCTaHIIMOHHOTO OaHKOBCKOTO OOCHyXHMBaHMA ropuandeckux i B OO0
«bank 131» ¢ ucnonp3oBanuem Cucremsr JIBO 03HaKOMIICH M COTIIACEH, 00S3YIOCH BEITIONHATE TPEOOBaHUS, YKa3aHHBIC B HUX.

YnoanomouenHnoe uno Kianenra: « » 20 2.

(moxmnuce) (pacmudpoBka MOAIHCH)

MII

3anoanserca bankom

4 Homep 3asiBIIeHHs IPUCBAMBAETCSA TIOCIE perucTpanuu Y nonnomouennoro Ipencrasurens Kinenra B peectpax CucteMsl
HABO.
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Wnentndukanus YmomaoMmodeHHoro mia KineHTa nmposeeHa, MOTHOMOYHS U IOKYMEHTHI IPOBEPCHBL, 3asBICHIE TIPUHSTO:
« » 20 .

(TOIKHOCTB) (moanuce) (pacmmudpoBKa MOAIUCH. )
OT™MeTka 00 HCIOTHEHHH:

3asBIICHUE BBITIOIHEHO, IPUCBOCH Ne

(TOIKHOCTB) MII. (moxnuce) (pacumdpoBKa MOANUCH.)

Bank 131 LLC (Bank)
Nekrasova 38, Kazan, Republic of Tatarstan, 420012
INN/OGRN 1655415696/1191690025746

Application* No.
on joining the Rules on Remote Banking service in the ‘Banking App’ system for Bank 131 LLC
corporate clients /
3asBuenue Ne
0 NPUCOEIMHEHNH K PeriiaMeHTy IucTaHIMOHHOTO0 GaHKOBCKOTO 00CITY KMBaHHUS IOPUINUECKHX JIUI] B
00O «bank 131» ¢ ucnonszoBanuem cucreMsl 6O

20__

1/4,

(full name)

(passport series and number)

(authority issued the passport and date of the issue)

Acting on the basis of / JIeficTByrommii Ha OCHOBaHUA
On behalf of the Client / Ot umenn Kimenra
registration No. / peructparioHHbIi Ne
I hereby inform Bank 131 LLC that I fully and unconditionally agree with the Rules on Remote Banking Service in
the ‘Banking App’ system for Bank 131 LLC corporate clients (hereinafter referred to as the Rules), have read and agree
with the Rules, including their annexes, and will comply with all the provisions of the Rules when using the RBS system.
I hereby request to register me in the RBS System of Bank 131 LLC and:
/ractosimM cooburatro OO0 «bank 131» 4T0 MOIHOCTHIO M O€3yCIIOBHO COTJIAIIAIOCH C PeriaaMeHToM IMCTaHIIMOHHOTO
6ankoBckoro oocimyxuBanus ropuandeckux aun B OO0 «bank 131» ¢ ncnons3zoBanuem cucrems JJbO (nanee —
Pernamenr), o3HakoMIIEH M coriiaceH ¢ PermamMeHToM, BKITIOYast €ro IpHIIOKEHU, M 00513yI0Ch COOJIOIATh BCE ITOJIOKECHUS
Pernamenra npu ucnons3zoBanuu Cucremsl J1BO.
IIpomy 3aperucrpuposars MeHs B Cucreme 1O OOO «bank 131» u:

]

O issue Rutoken FKM and issue an electronic signature verification key certificate in accordance with Section 4 of the
Rules; / Bermate ®KH PyToken u BoimyctuTs CepTU(HKAT KIIIOYA TIPOBEPKH 3JIEKTPOHHOM MONMCH COTJIACHO Pa3Jeity
4 PernamenTa;

[ issue a simple Electronic Signature and set a Subscriber Number to which the Login and Temporary Password to access
the RBS System as well as Confirmation Means - +7 ( ) ./ BBIIATh MPOCTYIO DJIEKTPOHHYIO HOAIUCH
1 yCcTaHOBUTH AOOHEHTCKHUI HOMEp, Ha KOTOPBIH HeoOX0quMo HarpasisiTe Jlornn u Bpemennstit [1apons muist noctyna
B Cucremy /1bO, a tarxoke Cpencrsa noarsepxxaeHus - + 7 ( )

Ul(ucnonvzyemcesa ona Ynoanomouennsix Ipedcmasumeneii Knuenma c npasom npocmompa) set a Subscriber
Number to which the Login and Temporary Password to access the RBS System as well as to which One-Time
Password in order to pass the procedure of authentication / ycraHoBUTh AGOHEHTCKHI HOMEp, Ha KOTOPBIi
HeoOxoauMo HarpaiaTs Jlornn n Bpemennstii [lapons ans nocryna B Cucremy JIBO, a Takske OnHOPa3oBbIi KOA
it ayteHTnduKanun - + 7 ( ) ;

>

I hereby request to set the following code information / [Ipory ycTaHOBUTB CJI€IyIOIIYI0 KOTOBYIO
uHopManmio:
Question / Bompoc: answer / OTBET:

I hereby request to send notifications of transactions / YBegom/ieHust 0 coBepiieHHBIX ONlepanMsix MPoLry
HAINPaBJATH:

[] at e-mail address: / o agpecy 371€KTPOHHON ITOYTHI:
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[ to the Subscriber number: / Ha AGoHenTCKHit HOMEp: + 7 ( )

I hereby confirm that the Subscriber number and e-mail address specified in this application belong excluswely and only to

me, other persons have no access to them.

I will comply with the requirements specified in Appendices No. 6, 7 to the Rules on Remote Banking Service in the

‘Banking App’ system for Bank 131 LLC corporate clients have been read and agreed. / Hacrosiuim moarsepskaato, 9to

yKa3aHHBIC B HACTOSIIIIEM 3asiBIICHUH AOOHEHTCKHUI HOMEP M aJpec IEKTPOHHOH IOUYTHI IPHHAIIEKAT UCKIIOUYUTEIBHO U

TOJILKO MHE, HHBIE JIUIa HE UMEIOT JI0CTYIIa K HUM.

C Ilpunoxenusamu Ne6,7 k PernmameHTy AMCTaHIIMOHHOTO OaHKOBCKOTO OOCIyXHMBaHHA ropuauueckux jui B OO0

«bank 131» c ucrionn3oBannem Cucremsl JJBO 03HaKOMIICH 1 corlaceH, 00s3YI0Ch BBIIOJIHATE TPEOOBaHNUS, YKa3aHHBIC B HUX.

Authorised Represenr of the Client:
/ YnosHomouenHoe juio Kauenra: 20
(signature) (printed)

Seal (if any)

To be filled in by the Bank / 3anonsercs bankom

Wnentndukanus YmomaoMmodeHHoro uia KirmeHTa npoBezieHa, MOJTHOMOYMS U TIOKYMEHTHI IPOBEPCHBL, 3asBIICHIE TIPUHSTO:
« » 20 .

(TOIKHOCTB) (moanuce) (pacmmudpoBKa MOAMUCH. )
OT™MeTka 00 HCIOTHEHHH:
3asBIICHUE BBITIOIHEHO, IPUCBOCH Ne

« __» 20 T

(TOIKHOCTB) MII. (moxnuce) (pacmmdpoBka MOIMICH. )

4 The Application number is assigned after the Client's Authorized Person has been registered in the registers of the RBS System. /
Homep 3asBiieHns mpucBanBaeTcst Mocie perucTpanun Y noirHomouenHoro Ipencrasurens Kinuenra B peectpax Cucremsr JIBO.
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o0cIyKuBaHUS I0puadecKuX i B cucteme «ureprer-Kiment» 8 000
«bank 131»

Pemakums Ne 2 ot «16» despamns 2021r.

IMpunoxenne Ne2 k. PernaMeHTy AMCTaHLIMOHHOTO
6aHKOBCKOTO 00CTyXnBauus ropunndeckux aun B OO0 «bank
131» ¢ ucnons3oBanuem cucremsl J[bO

AKT Ne
npuema-nepeaayn ®KH Cucremsl 1O
r. Kazanp «_» 20 1.

000 «baHk 131w, HMEHYEMOE B IaJIbHEUIIIEM bank B Jne

o
JEACTBYIOLLETO Ha OCHOBaHUH C OJIHOM CTOPOHHI, Hu
, UMeHyemoe B panbHeumeMm «KnueHt», B

JIHIIE )
JEUCTBYIOLEr0O HAa OCHOBAaHUU , C Jpyrom CTOpOHBI,

COBMECTHO MMeHyeMble — « CTOpPOHBI», a M0 OTAENbHOCTH — «CTOpoHay, B paMkax «Periamenra
JTMCTAaHIIMOHHOTO OaHKOBCKOTo oOcimyxuBaHusa ropuandeckux jui B OO0 «bank 131» ¢
ucnosb3oBanueM cucteMsl [IbO» (3asiBieHne o npucoenuHeHnn Ne oT 20
I.), COCTaBUJIM HACTOSIIIUN AKT O HUXKECTIEAYIOIIEM:

bankom nepenan, a Knmnenrtom npusst KoHBepT ¢ nepcoHanbHBIM (-M) OTUYXIAeMbIM (-H)
HOCHUTENEM (-MH), IpEIHAa3HAUYEHHBIM (-MM) Ul XPAaHEHUS U UCHOJIb30BAaHUS YCUJIECHHON
HeKkBaM(puuupoBaHHON OnekrponHoi mnoxmucu (manee- OKH), 1en0CTHOCTH KOTOpPOro He
HapylleHa, ¢ 1enpto ucnonb3oBanus Cucremsl JJBO B coorBeTcTBHE ¢ [IpaBunamMu KOMIUIEKCHOTO
06aHKkoBcKOoro oOcmyxuBanusi opuandeckux nu B OO0O «bank 131» u Permamentom
JTMCTAHIIMOHHOTO OaHKOBCKOTo oOcimyxuBaHusa topuandeckux jui B OO0 «bank 131» ¢
Hcnonan30BanueM cucteMel JJbO:

n/m ®OUO (YoIHOMOYEHHOTO JIMIA
OKH
KIJIUEHTA)
1. 3JIEKTPOHHBIN KIIt04 PyTOKEH
«Pyroxen JLII 2.0»
Ne
2. 3JIEKTPOHHBIN KIIt04 PyTOKEH
«Pyroxen JLII 2.0»
Ne
Ilepenan Mpunsa
000 «bank 131» HaumenoBanne
420012, Pecmybsiuka Tarapcran, Anpec
r. Kazansb, yia. Hekpacosa, 1. 38 HNHH/OI'PH(per. Ne)
MHH/OI'PH 1655415696/1191690025746
ot banka: ot Knnenra:

(OIMKHOCTB)
(momxnocts)  MLIL
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[Mpunoxenne Ne A k YcnoBusSIM AUCTAaHIIMOHHOTO OAaHKOBCKOTO
o0cIyKuBaHUS I0puadecKuX i B cucteme «ureprer-Kiment» 8 000
«bank 131»

Pemaxmms Ne 2 ot «16» despans 2021r.

(roamuch) (pacmmdpoBKa MOIHCH) (roamuch) (pacmmdpoBKa MONCH)
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[Mpunoxenne Ne A k YcnoBusSIM AUCTAaHIIMOHHOTO OAaHKOBCKOTO
o0cIyKuBaHUS I0puadecKuX i B cucteme «ureprer-Kiment» 8 000
«bank 131»

Pemakums Ne 2 ot «16» despamns 2021r.

Annex 2 to the Rules on Remote Banking Service in the ‘Banking
App’ system for Bank 131 LLC corporate clients / [Ipunoxxenue
Ne2 x  PerylaMeHTy TMCTaHIIMOHHOTO OAaHKOBCKOT'O
oOcyxuBanus opuandeckux i B OO0 «bank 131» ¢
rcmoiib3oBanueM cuctemsl JJbO

Acceptance and Delivery Certificate No.
of FKM of the RBS Systems /
AKT Ne
npuema-nepeaayn ®KH Cucremsl 1O

Kazan 20

Bank 131 LLC, hereinafter referred to as the Bank represented by / OOO «bank 131»,
UMeHyeMoe B AajbHeieM bank B nue

acting under / I€ACTBYIOLIErO Ha
OCHOBAaHWUU on the one part, / ¢ 0oHO# CTOPOHBI, U
hereinafter referred to as the Client represented by / umenyemoe B nanpHeiieM «KimeHT», B nuie
, acting
under / JEMCTBYIOLIETO HA OCHOBAHUU on the other part, referred
together herein as Parties and individually as a Party, within the scope of the Rules on Remote Banking Service
in the ‘Banking App’ system for Bank 131 LLC corporate clients (Application on joining No. dated
20 ), have drawn up this Act as follows: / ¢ Apyroit CTOpPOHBI, COBMECTHO
nmenyemble — «CTOpOHBI», a MO OTAEIbHOCTH — «CTOpoHa», B paMkax «PeriameHTa QUCTaHIMOHHOTO
0aHKOBCKOTrO oOcmykuBanus opugudeckux il B OO0 «bank 131» ¢ ucnons3oBannem cucrembl 1bO»
(3asiBIEHHE O TpuUcOoeAMHEHHH Ne oT 20 T.), COCTaBWJIM HACTOSIIUH AKT O
HUXKECTIEAYIOIIEM:

The Bank has transferred, and the Client has accepted an Envelope with the personal alienated carrier(s)
intended for storage and use of the enhanced non-certified Electronic Signature (hereinafter referred to as the
FKM), the integrity of which has not been violated, for the purpose of using the RBS system in accordance
with the Rules of Integrated Banking Service for Bank 131 LLC corporate clients and the Rules of remote
banking service for Bank 131 LLC corporate clients: / bankom nepenan, a Knuenrom npunst Konsepr c
MEPCOHANBHBIM (-H) OTYYKIAAaeMBbIM (-H) HOCHTENEeM (-MH), NpeAHA3HAUYEHHBIM (-MH) IJIsi XpaHEeHUs H
WCTIONIb30BaHMsl YCUJICHHOHW HeKBaiu(uimpoBanHOH DnekTpoHHOH moanucu (manee- ®KH), nemoctHOCTh
KOTOpOTO HE HapylleHa, Cc Lenbio Hcnonb3oBaHuss Cucremsl [IbO B coorsBerctBuu c¢ IlpaBunmamu
KOMITJIEKCHOTO OaHKOBCKOTo oOciyxkuBaHus ropuandeckux nun B OOO «bank 131» u Permamentom
JMCTAaHIMOHHOTO OaHKOBCKOTO 0o0cmykuBanus ropuandeckux jul B OO0 «bank 131» ¢ ucnonp3oBaHrEeM
cuctemsl J[bO:
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[Mpunoxenne Ne A k YcnoBusSIM AUCTAaHIIMOHHOTO OAaHKOBCKOTO

o0cIyKuBaHUS I0puadecKuX i B cucteme «ureprer-Kiment» 8 000

«bank 131»
Pemaxmms Ne 2 ot «16» despans 2021r.

n/a Full name (Client Authorized
person) / ®UO (YIOTHOMOYEHHOTO JTUTA FKM / OKH
KJIUEHTA)
1. Rutoken ES 2.0 electronic key
No.
2. Rutoken ES 2.0 electronic key
No.
Transferred to Accepted
Bank 131 LLC (Bank) Name
Nekrasova 38, Kazan, Republic of Address
Tatarstan, 420012 INN/OGRN (reg. No.)

INN/OGRN 1655415696/1191690025746

from the Bank:

(title)

(signature)
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from the Client:

(title)  Seal (if any)

(signature)




[Mpunoxenne Ne A k YcnoBusSM ANCTAaHIIMOHHOTO OAaHKOBCKOTO 0OCITY KUBAHUS
1opuandeckux i B cucteMme «MuTteprer-Kimmenm» B OO0 «bank 131»
Pemaxmmst Ne 2 ot «16» despans 2021r.

[Tpunoxxenne Ne3 x PersiaMeHTy TUCTaHIIMOHHOTO
0aHKOBCKOT0 00cIyXuBaHus ropuarnueckux jaun B OO0
«bank 131» ¢ ucnonp3oBanuem cucteMsl JJbO

3angBjeHNe

0 CMeHe JIOTMHA U/WIN CTaTHYeCKOro napoJs /pa3djaoKupoBKy aocryna B cucreme 16O

r. Kazans

HaumenoBanue Kiuenra:

B IHUIC

«_» 20 1.

(nonnoe upmenHoe HaUMEeHOBaH e IPUOULECKO20 TUYQ)

JIEHCTBYIOILLETO HA OCHOBAaHUM

(Oonxcrocms, @HUO noanocmuio)

(yemaea, 008epeHHOCMU UIU UHO20 OOKYMEHMA C YKA3AHUeM PEeKGU3UMO8)

NHH:

\ OI'PH/perucrpaidoOHHbIN

B cootBercTBHM ¢ PernmaMeHTOM JMCTaHIMOHHOTO OAHKOBCKOTO OOCITY;KWBAaHUS IOPHINYECKUX JIMIL B
00O «basnk 131» ¢ ucnionb3oBanueM Cucrems! IO mpomry:

[0 — pas6aokuposats noctyn B Cuctemy /1bO, ¢ UCTONb30BaHIEM paHEe NMPETOCTABICHHBIX TaHHBIX
JUI TOCTyTa (C YCIOBUSIMH M IPHYMHAMHU OJIOKUPOBKHU cornaceH, npereH3uit kK OO0 «bank 131» He

HUMEI0);

0 — mpousBectu cmeny Llmormna [ cratmdeckoro mapois W HallpaBUTh JaHHBIE JUIS BXOJa B
cucremy J1bO Ha Mot AGOHEHTCKUI HOMEp
JUIS yKa3aHHbIX YnonHoMmouyeHHbIX [IpeacraBureneit Knuenra:

®.1.0.
VY0JIHOMOYEHHOTO JINIA

I[aHHI:IG AOKYMCHTA, YAOCTOBCPAIOIICTO JINYHOCTDH

HaCTOS[IHI/IM NOATBCPIKAAIO, UTO yKa?)aHHI)II\/’I B HACTOAIICM 3as1BJICHHHU AOOHEHTCKUI HOMCD IMPHUHAJICIKUT UCKITIOUUTCIIBHO
1 TOJIbKO MHE, UHBIC JIMlld HC UMCIOT JOCTYIIa K HCMY.

/ [« » 20 r/

(IToxnmcs)

3anoanserca bankom

M.IL

(®HUO) ([ara)

I/I)_'[CHTI/Iq)I/IKaI_II/ISI V10o1HOMOYEHHBIX JINI] Knuenrta MMpOBCCHA, TOJTHOMOYUA U JOKYMCHTEI IPOBCPCHBI, 3asBicHHC

3aperucTpUpOBaHO B baHke « » 20 1. Ne
PaboTtark banka, mpuHSABIINK 3asiBICHHE:
(MOMKHOCTB) (moxmmce) (pacumugpoBKa MOAKUCH. )
OtMeTKa 00 UCTIOTHEHHH:
OtBercTBeHHBIN paboTHHK banka:
(TOMKHOCTB) (moarmce) (pacmugpoBKa TOATKMCH. )

MLII.
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[Mpunoxenne Ne A k YcnoBusSM ANCTAaHIIMOHHOTO OAaHKOBCKOTO 0OCITY KUBAHUS
1opuandeckux i B cucteMme «MuTteprer-Kimmenm» B OO0 «bank 131»
Pemaxmmst Ne 2 ot «16» despans 2021r.

Appendix 3 to the Rules on Remote Banking Service in the
‘Banking App’ system for Bank 131 LLC corporate clients /
[Ipunosxxenue Ne3 k PernaMeHTy AMCTaHIIMOHHOTO
0aHKOBCKOI'O OOCITYKHBaHUS IOPUINIECKUX JIUI] B
00O «bank 131» ¢ ucnonszoBanuem cucteMsl JJbO

Application
on login and/or static password change / unlocking RBS system access
/ 3asiBIeHuHe
0 CMeHe JIOTHHA /MU CTATHYeCKOro napoJisi /pa3dj0KHpOBKY Aoctyna B cucreme IO

Kazan 20

Name of the Client: / HaumenoBanue Kinenra:
(full corporate name of the legal entity)

presented by / B nuie

(title, full name)

acting under / 1efiCTByIOIIETO HA OCHOBAHUHU
(articles of association, power of attorney or other document with reference details)
registration No. / perucTpainoHHbIH Ne

In accordance with the Rules on Remote Banking Service in the ‘Banking App’ system for Bank 131 LLC corporate clients,
I hereby request to: / B cooTrBercTBUM ¢ PermamMeHTOM IUCTaHIIMOHHOTO OAHKOBCKOTO OOCTY)KUBaHUS
ropuanyeckux jui B OO0 «bank 131» ¢ ucnonb3zoBanueM Cuctemsl JJbO npomry:
(] -unblock access to the RBS System using previously provided access data (agree with the
terms and ground for the blocking, no claims against Bank 131 LLC); / — pa36mokupoBath
noctyn B Cucremy JIBO, ¢ ncmonb30BaHUEM paHee MPEIOCTaBICHHBIX JAHHBIX I JOCTyna (C
YCIIOBUSIMU ¥ IPUYMHAMH OJIOKHUPOBKH coryaceH, npereH3uit kK OO0 «bank 131» He nmero);
[J -switch [login [ static password and send the RBS system login data to my Subscriber

number / npousBectu cMeHy [lnornHa [J craTmdeckoro mapoJjist i HalpaBUTh JaHHBIC I BXOJA B
cucremy JIbO Ha moit AGOHEHTCKUI1 HOMep
for these Authorized Persons of the Client:

Full name of the Identity document data / JlanHble JOKyMEHTa,
Authorized Person / ®.1.0. YAOCTOBEPSIOIIETO JIMYHOCTh

YH0oJIHOMOYEHHOIO JINIA

I hereby confirm that the Subscriber number specified in this application belongs exclusively and only to me, other
persons have no access to it. / Hacrosimmm nmoarsepxaaro, 4To yKa3aHHBIH B HACTOSIIEM 3asiBICHUN AOOHEHTCKUI
HOMeEp NPHHAUIEKHUT UCKITIOUUTEIIFHO U TOIBKO MHE, MHBIC JIUIIA He UMEIOT JJOCTYIIa K HEMY.

/ / 20/
(Signature) (Full name) (Date)

Seal (if any)
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[Mpunoxenne Ne A k YcnoBusSM ANCTAaHIIMOHHOTO OAaHKOBCKOTO 0OCITY KUBAHUS
1opuandeckux i B cucteMme «MuTteprer-Kimmenm» B OO0 «bank 131»
Pemaxmmst Ne 2 ot «16» despans 2021r.

To be filled in by the Bank / 3anoansierca bankom

Wnentndukanus YnoaHoMo4YeHHBIX Juil KineHTa npoBeeHa, IOJIHOMOYMS M JOKYMEHTBI IIPOBEPEHBI, 3asBICHUE
3aperucTpUpOBaHO B baHke « » 20 1. Ne
PaboTtark banka, mpuHSABIINK 3asiBICHHE:

(MOMKHOCTB) (moxmmce) (pacumdpoBKa MOAIMCH. )
OtMmeTKa 00 UCIIOIHEHUH:

OtBercTBeHHBIN paboTHHK banka:

(TOMKHOCTB) (moaruce) (pacmudpoBKa MOATKMCH. )

MLII.
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[Mpunoxenne Ne A k YcnoBusSIM AUCTAaHIIMOHHOTO OAaHKOBCKOTO
o0cIyKuBaHUS I0puadecKuX i B cucteme «ureprer-Kiment» 8 000
«bank 131»

Pemakums Ne 2 ot «16» despamns 2021r.

[Ipunoxxenue Ne4 k PernameHTy JUCTaHIIMOHHOTO
0aHKOBCKOTO 00CITYKUBaHUS IOPUINUECKUX JIUIL B
00O «bank 131» ¢ ucnons3oBanuem cucrems! J[bO

3ASIBJIEHUE

HA U3MeHeHHe Aa00HEHTCKOro HoMepa MOOMJIbLHOM CBSI3H

HaumenoBanue Knuenra:
(nonHoe upmeHHoe HaumMeHosaHue PUOULECKO20 TUYa)

B IHUIIC

(0onxcnocms, ®HO noanocmoio)
JIEACTBYIOILETO HA OCHOBAaHUH
(yemasa, 008epeHHOCMU UIU UHO20 OOKYMEHMA C YKA3AHUEM PEeKEUZUMO8)

NHH: , OI'PH/perucrpaiiioHHbIM Ne

B cootBercTBUEM ¢ PernmamMeHTOM OUCTaHIIMOHHOTO OAHKOBCKOTO OOCITYKMBAHHUS IOPUIMUECKUX
mg B OO0 «basuk 131» ¢ wucnonb3oBanuem Cuctemsl JIBO mpomry ycTaHOBUTH HOBBII
AOGOHEHTCKHII HOMEp, Ha KOTOPBIH MpoIry HanpasisaTh JlornH 1 BpeMeHHsblIi napois Uit JOCTyIa B
Cuctemy 1BO, nmpoxoxxaeHus MpoLeaypbl ayTeHTU(UKANH W/ UK TOATBEPKIACHUS DICKTPOHHBIX
JOKYMEHTOB IIpU €€ UCII0JIb30BaHUM, U1 YKA3aHHBIX Y IOJHOMOYEHHBIX JIULI:

®.1.0. YI0JITHOMOYEHHOT O JIMLA JlaHHBIE TOKYMEHTA, AOGOHEHTCKUI HOMED
yIIOCTOBEPSIOLIETO JUYHOCTh | MOOHMIJIBHOT'O YCTPOICTBA
+7 ( )

HaCTOFIHII/IM MOATBCPKAAL0, UTO yKa3aHHl>H\/'I B HACTOAIIEM 3asBJICHUHA AOoHeHTCKui HOMCD IMPUHAAJICIKUT
HCKIIIOYUTEIIBHO U TOJIBKO MHE, MHBIC JIMIIAa HEC UMCIOT JOCTYyIIa K HEMY.

/ < » 20 r/

(ITomarwce) (®HNO) (Jata)

M.IL

3anoansaerca bankom

Wnentudukanus YnoaHoMOYeHHBIX JuLl KineHTa npoBeeHa, ITOJIHOMOYHS U JOKYMEHTBI IPOBEPEHBI
3asBJIEHUE 3apETUCTPUPOBAHO B baHke « » 20 1. Ne
PaboTtark banka, mpuHSABIINK 3asiBICHHE:

(MOMKHOCTB) (oxmuce) (pacmugpoBKa MOAIKUCH. )
OtMeTKa 00 UCTIOTHEHHH:
OtBercTBeHHBIN paboTHHK banka:

(TOMKHOCTB) (moarmce) (pacmugpoBKa MOAIKMCH. )

MLII.
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[Mpunoxenne Ne A k YcnoBusSIM AUCTAaHIIMOHHOTO OAaHKOBCKOTO
o0cIyKuBaHUS I0puadecKuX i B cucteme «ureprer-Kiment» 8 000
«bank 131»

Pemakums Ne 2 ot «16» despamns 2021r.

Annex 4 to the Rules on Remote Banking

Service in the ‘Banking App’ system for Bank 131 LLC
corporate clients / [Ipunoxenne Ned k Pernmamenty
JIUCTAHIIMOHHOTO 0AHKOBCKOTO OOCITYKUBAHUS
opugudeckux nui B OO0 «bank 131» ¢
ucrnosb3oBaHueM cuctemsl 1O

NOTICE
on subscriber number of mobile communication change /
3ASIBJIEHUE
HA U3MeHEeHUe A00HEHTCKOr0o HOMepa MOOMJILHOM CBSA3HU

Name of the Client: / Haumenosaune Kimenra:

(full corporate name of the legal entity)
presented by / B nuue

(title, full name)
acting under / geiiCTBYIOIIETO HA OCHOBAHUU

(articles of association, power of attorney or other document with reference details)
registration No. / perucTpaunoHHbIH Ne

In accordance with the Rules on Remote Banking Service in the ‘Banking App’ system for Bank 131 LLC corporate clients, I
hereby request to establish a new Subscriber number with its Login and Temporary password for access to the RBS
System, for passing the procedure of authentication and confirmation of Electronic documents when using it, for the
specified Authorized persons: / B cooTBercTBUM ¢ PerimaMeHTOM TUCTaHIIMOHHOTO OaHKOBCKOTO OOCITY>KWBaHUS
topunuaeckux iun B OO0 «bank 131» ¢ ucnonszoBannem Cucremsl 15O mpoiry ycTaHOBUTH HOBBI AOOHEHTCKHMA
HOMeEp, Ha KOTOPBIN Npolry HanpasiaThk JlornH u Bpemennslil mapons ans goctyna B Cucremy /IbO, npoxoxxaeHus
MpOLEeaYPHI ayTeHTU(UKALIMH U TIOATBEPKICHHUS DIEKTPOHHBIX JOKYMEHTOB IPH €€ UCIIOIb30BaHUH, IS YKa3aHHBIX
Y0IHOMOYEHHBIX JIUIL:

Full name of the Authorized Person /| Identity document data / Mobile device subscriber
@®.1.0. YnonnomoueHHoro auna | JlaHHele TOKyMeHTa, Number / AGoHeHTCKuit HoMep
YAOCTOBEPAIOLIETO TUYHOCTD MOOUIIBHOTO YCTPOMCTBA
+7(__ )

I hereby confirm that the Subscriber number specified in this application belongs exclusively and only to me, other persons have
no access to it. / HacrosimumM noareep:kaaro, 9To yKa3aHHBIH B HACTOSIIIIEM 3asiBICHUH AOOHEHTCKUH HOMEp IPHUHAIICKHUT
UCKJIIOYHTENILHO U TOJILKO MHE, HHBIE JIMIA HE UMEIOT J0CTYIIa K HEMY.

/ / 20

(Signature) (Full name) (Date) T

Seal (if any)

To be filled in by the Bank / 3anoansierca bankom

Unentndukanus YnoaHoModeHHBIX Jui KineHTa npoBeieHa, TOJMHOMOYHS  JOKYMEHTBI IIPOBEPEHBI 3asiBJICHNE
3aperucTpupoBaHo B baHke « » 20 1. Ne
PaboTtauk banka, mpuHsABIIN 3asBICHHE:

(MOMKHOCTB) (moarmce) (pacmugpoBKa MOIIKUCH. )
OTMeTKa 00 UCTIONHEHHH:
OtBercTBeHHBIN paboTHUK banka:
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[Mpunoxenne Ne A k YcnoBusSIM AUCTAaHIIMOHHOTO OAaHKOBCKOTO
o0cIyKuBaHUS I0puadecKuX i B cucteme «ureprer-Kiment» 8 000
«bank 131»

Pemakums Ne 2 ot «16» despamns 2021r.

(MOMKHOCTB) (moxmmce) (pacmugpoBKa MOIHCH. )

MLII.

[Tpunoxenne Ne5 k PernameHTy quCTaHIIMOHHOTO
0OaHKOBCKOTO 00CITYKUBaHUS IOPUINYECKUX JIUIL B
00O «bank 131» ¢ ucnons3oBanuem cucremsl J[bO

YBEJOMJIEHUE
0 KOMIIPOMETAIMH KJIKYa DJIEKTPOHHOH MOANMUCH
(mpexkpaleHuN JeHCTBUS CPeACTBA NOATBep:KIeHus H(Wan) 00 yrpare
cpeacTBa MoATBepxAeHUs U (M1H) 00 ucnojb3oBanuu Cucremsl B0 0e3
corsaacusi Kiiuenra)
r. Kazans «_» 20 T

HaumenoBanue Knuenra:
(nonHoe upmeHHoe HauMeHo8aHUe PUOULECKO20 TUYA)

B IHUIC

(0onxcnocms, ®HO noanocmoio)
JIEACTBYIOILLETO HA OCHOBAaHUH
(yemasa, 008epeHHOCMU UL UHO20 OOKYMEHMA C YKA3AHUEM PEeKEU3UMO8)

NHH: , OI'PH/perucrpaiiioHHbIM Ne

B COOTBETCTBHH C PerinaMeHToM AUCTaHITMOHHOTO 0AHKOBCKOTO 00CITY>KUBAHUS FOPUINIECKUX
mun B OO0 «bank 131» ¢ ucnonb3oBanueM Cuctemsl JIbO, Hacrosiuum yBegomiisier OO0 «bank
131» o Komnpomeranun D1€KTpOHHOM MTOANNUCH B CBSA3H C

(()ama Komnpomemayuu II1/ympamor ICII u (unu) e2o ucnonvsosanus bes coenacus Knuenma, obcmosmenvcmea maxoul
KOMRpOMEemayuu/ympamol u (Uu) maxKozo ucnoib3068anus, noOMeepIcoenus: (npu Hanudu) makou KOMnpomemayuu/ympamol u (Uiu) makozo

ucn(wbsoeanuﬂ)

IIpomy c«  » 20 1. 3a070KMpOBAaTh  yKa3aHHBIC  HIDKE Cpenctaa
MOJATBEPKICHUS, HCIOJIb30BaBIINECS B pamkax «PerimaMeHTa IUCTAHIIMOHHOTO OaHKOBCKOTO
obciyxuBanus opuandeckux mui; B OO0 «bank 131» ¢ ucnonp3oBannem Cucremsr J[BO»
COIJIaCHO 3as1BJICHHUIO O IIpUcOoeIrHEHUH Ne OT «__ » 20 r., u

OCTaHOBUTH 00PaOOTKY DIIEKTPOHHBIX JJOKYMEHTOB, ITOANMCAHHBIX/TIOITBEPKACHHBIX YKa3aHHBIMU
CpeACTBaMU:

Ceprudukats! KIroueil DNeKTPOHHON HOMNCH, COAEPIKAIINE CIEAYIONINE KII0Un
DNEKTPOHHOM MOAIHNCH :

@®.1.0. Bnanensua — Wnentudukatop Kioya Homep Pytokena
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[Mpunoxenne Ne A k YcnoBusSIM AUCTAaHIIMOHHOTO OAaHKOBCKOTO
o0cIyKuBaHUS I0puadecKuX i B cucteme «ureprer-Kiment» 8 000
«bank 131»

Pemakums Ne 2 ot «16» despamns 2021r.

YIIOJIHOMOYEHHOT 0 JIMLA IIPOBEPKU DIIEKTPOHHOMN
MIOATIMCHU

AOGOHEHTCKHUI HOMEP MOOMIIBHOM CBS3U:

@®.1.0. Bnaznenbua- Y noJIHOMOYEHHOTO LA AOGOHEHTCKHIT HOMEp MOOUIIBHOTO
yCTpOMCTBA

(1OMKHOCTD) (monmucsk) (®.1.0.)

M.IL

3anoansaerca bankom

Unentudukanus YnoaHoMoueHHBIX Jull KineHTa npoBeaeHa, moJIHOMOYHS U JOKYMEHTHI TPOBEPEHBI
3asBJIEHUE 3apETUCTPUPOBAHO B baHke « » 20 1. Ne
PaboTtark banka, mpuHSABIINK 3asiBICHHE:

(TOMKHOCTB) (oxmuce) (pacudpoBKa MOAIMCH. )
OtMeTKa 00 UCTIOTHEHHH:
OtBercTBeHHBIN paboTHHK banka:

(TOMKHOCTB) (moarmce) (pacmudpoBKa MOATKMCH. )

MLII.
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Annex No. 5 to the Rules on Remote Banking
Service in the ‘Banking App’ system for Bank 131
LLC corporate clients / [Ipunoxenune Ne5 x
PernaMenTy AMCTaHIIMOHHOTO OAHKOBCKOTO
oOciy>kuBanus ropuandeckux aun B 000
«bank 131» ¢ ucnons3oBanueM cucteMsl JJbO

NOTICE
on compromising the key of the Electronic Signature

(termination of the means of confirmation and/or loss of the means of
confirmation and/or use of the RBS System without the consent of the
Client) / YBEJOMJIEHHUE
0 KOMIIPOMETAIUM KJII0YA DJIEKTPOHHON MOANNCH
(MpexpanIeHnN JeiiCTBUS CPeCTBA MOATBepP:KIeHus H(MIn) 00 yrpaTe
cpeacTBa NOATBepP:KAeHus U (Mi1u) 00 ucnoab3zoBanun Cucremst 16O 6e3
cornacust Kinenra)

Kazan 20

Name of the Client: / HaumenoBauue Kimenra:

(full corporate name of the legal entity)
presented by / B nuie

(title, full name)
acting under / AeiiCTBYIOIIETO HA OCHOBAHUH

(articles of association, power of attorney or other document with reference details)
registration No. / perucTpannoHHbIH Ne

In accordance with the Rules on Remote Banking Service in the ‘Banking App’ system for Bank 131 LLC corporate
clients hereby notifies Bank 131 LLC on the Electronic Signature Compromise in connection with /B
COOTBETCTBUM C PeriaMeHTOM IUCTaHIMOHHOTO OaHKOBCKOTO OOCTYXHBAaHUS IOPUIMYECKUX JIMIl B
00O «bank 131» ¢ ucnonszoBanuem Cucrtemsl J1bO, Hactosmum yBegomisier OOO «bank 131» o
Komnpomeranuu D1eKTpOHHON NOJIUCH B CBSI3U C

(date of ES Compromising/Loss of ES and/or its use without the Client's consent, circumstances of such Compromising/Loss and/or such use,
confirmation (if any) of such Compromising/Loss and/or such use) / (0ama Komnpomemayuu II1/ympamuvr ICII u (unu) e2o ucnonvsosanus des
coenacusa Knuenma, o6cmosmenscmea maxoii KoMnpomemayuu/ympamel u (uiu) maxozo UCnonb308anus, NOOMEEPIUCOeHUs (Npu HATUYUL)
MaKoli KOMRPOMemayuu/ympamasl u (UlL) Mako2o UCNOIb306aHUL)

I hereby request to block Means of Confirmation noted below that were used within the scope of Rules on Remote Banking
Service in the ‘Banking App’ system for Bank 131 LLC corporate clients since 20 and stop the
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Electronic Documents processing that were signed/confirmed by the mentioned means:
Electronic Signature Key Certificates containing the following Electronic Signature Keys:

/ Tpomry ¢ « » 20 r.3a010KMpOBaTh yKa3zaHHbIE HIKe CpescTBa NOATBEPKICHNS, NCTIOJIF30BABIINECS B
pamkax «PernmaMeHTa IMCTaHIMOHHOTO OaHKOBCKOTO oOcy>kuBanust opuandeckux jmi B OO0 «bank 131» ¢
ucnoisb3oBanueM CucreMsl JIBO» coriacHo 3asBiIeHHIO O TPUCOEAUHEHNU Ne OT «__» 20 r.,

¥ OCTAaHOBUTH 00pabOTKy DIIEKTPOHHBIX JOKYMEHTOB, TIOIIIICAHHBIX/ITIOATBEPKACHHBIX YKa3aHHBIMHU CPEIICTBAMU:
CeptudukaTs! KIFOUCH DIIEKTPOHHOH ITOIMTUCH, COACPIKAIIIE CICAYIONINE KITFOUN DIICKTPOHHOHN ITOITUCH :

Full name of the owner - Identifier of the electronic Rutoken No. / Homep PyTokena
Authorized person / @.11.0. signature verification key /
BIIAJICITBIIA — YTIOJTHOMOYECHHOTO Wnentudukatop KIrrova
Jmua MIPOBEPKH DIEKTPOHHOU
TTOIITUCH

Subscriber mobile phone number: / AGoHeHTCKMIT HOMEp MOOHMIIBHON CBSI3H:

Full name of the owner, the authorized person / Subscriber number of the mobile device / AGoHeHTCKHI
@®.1.0. Bnasensua- Y noJHOMOYEHHOT'O JIULA HOMEp MOOWIIBHOTO yCTPOHUCTBA
(title) (signature) (printed)
Seal (if any)

To be filled in by the Bank / 3anonnsierca bankom

Wnentudrkanns YnomrHoMoueHHBIX aull KimenTta mpoBeaeHa, MOTHOMOYHS U JOKYMEHTHI IIPOBEPEHBI 3asBICHHUE 3apPETUCTPUPOBAHO B
banke « » 20 1. Ne
Paborank banka, mpuHSABIINI 3asBICHHE:

(OMKHOCTB) (moxmuce) (pacmudpoBKa TOAIKMCH. )
OtMmeTka 00 UCTIOTHCHUH:
OtBeTcTBeHHbIH paboTHHK banka:

(TOMKHOCTB) (moaruce) (pacmugpoBKa TOAIKMCH. )
M.IL
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IIpunoxxenne Neb x Pernamenty
NUCTAHIIMOHHOTI0 OAHKOBCKOT'O
00CITyKUBAHUS IOPUIAICCKUX
mun B OO0 «bank 131» ¢

HCTIOJIb30BaHueM cructemsbl JIbO

HNHcTpykuus nmo odecnevyeHn10o HHGOPMALMOHHOI
0e3onacHoctu npu padore B Cucreme 16O
B  memix  oOecneuenuss — MH()OPMAIMOHHON

6e3onacHocTu npu padore B Cucreme AMCTAHIIMOHHOTO
6ankoBckoro obciyxusanusi OOO «bank 131», Knuent
00s13aH:
1. [Ipu ocymectBnenun gocrymna k Cucreme 1bO,
HEOOXOIUMO  YJIOCTOBEPUTHCS B  NPaBUWIBHOCTH
yKa3aHHOTO ajpeca B aJpecHOM CcTpoke Opaysepa
(https://online.131.ru/) u HanU4YMK 3HAYKA 3AMIUIEHHOTO
COCIMHEHMS (3aMOK), MCKJIIOYasi BBIXOJ Ha CaMThl,
BHelIHe Mackupytomuecs noa Cucremy J1bO.
2. Ilpun ncnonb3oBanuu [Ipoctoit DneKTpOHHON NOAIMCH
BHUMATEJIBHO NPOBEpsATh MHPOpManuio o0 Oneparuu,
nonydeHHyto B CMC-coobmenuun ¢ OgHOpPa30BBIM
MIapOoJIEM.
3. Ucnonp30Bath npoueaypy ayTeHTU(UKAUU JOCTyna
K MoOunbHOMY YCTpO#CTBY (BBOX mMapois JAis
pa30IOKUPOBKH MOOHIBHOTO YCTPOMCTBa), BXOJ IO
orneyarky nansua, Face-ID.
4.  CBOEBpPEMEHHO  YCTaHaBIMBaTb  JIOCTYIIHBIE
OOHOBJICHHS OTIEPALIMOHHON CUCTEMBI U NIPHIIOKEHHUIA Ha
BaIl TenedoH.
5. MoOwibHOE YCTpOMCTBO HE JOHKHO OBITH
MOJBEPTHYTO ONEpaIysM TOBBIIICHUS MPUBHICTUN /
B3JIOMa OTIEPALMOHHON CUCTEeMBI ycTpoiicTBa (jail-break,
rooting).
6. MHcrnonp3oBaTh aHTUBHPYC [uii  MOOUIBHOTO
YCTPOMCTBA, CBOEBPEMEHHO YCTAHABIMBATh Ha HEro
OOHOBJICHUS BUPYCHBIX 0a3.

7. Huxorma H©He mnepenaBaiite cBoe MoOwmibHOE
YCTPOMCTBO M SIM-KapTy TPETbUM JIUIAM.
8. Kmoun VYcuneHHoil  HekBanupHUIIMPOBAHHON

OnekTpoHHOW moanucu (maiee mo Tekery — YHOII)
xpaHuTh To1bK0 Ha OKH (DyHKIMOHATBHBINA KIIIOUEBOU
HOCUTEJIb) B HEIOCTYMHOM JJii TOCTOPOHHHX H
HEYIOJHOMOYEHHBIX  JIUI[ MecTe (3amuparomuecs
NEPCOHAJBHBIN ceii(, MeTaTUecKuil mKkag).

9. He nonyckaercs:

- cHuMath konuu ¢ ®KH;

- nepeaaBate @PKH nunam, kK HUIM He TONYIIEHHBIM;
- 3amuceiBaTh Ha DKH nmocToponH00 nHGOpMALIHIO.
10. He wucnonb3oBath B KadectBe (CTaTHUYECKOrO

10.

Annex 6 to the Rules on
Remote Banking Service in
the ‘Banking App’ system
for Bank 131 LLC corporate
clients

Instruction to ensure

information security when

working in the RBS System

In order to ensure information security when
working in the Remote Banking System of Bank
131 LLC, the Client shall:
When accessing the RBS System, it is necessary to
make sure that the address specified in the browser
address bar (https://online.131.ru/) is correct and
that the secure connection icon (lock) is present,
excluding access to sites externally masquerading
as RBS.
When using a Simple Electronic Signature,
carefully check the information about the
Operation received in an SMS message with a One-
time password.
Use the procedure for authenticating access to the
Mobile Device (entering a password to unlock the
Mobile device), entering by fingerprint, Face-ID.
Install available operating system and app updates
on your phone in a timely manner.
The mobile device must not be subjected to
operations of privilege escalation / hacking of the
device's operating system (jail-break, rooting).
Use an antivirus for a mobile device, install virus
database updates on it in a timely manner.
Never transfer your Mobile Device and SIM Card
to third parties.
The Enhanced Non-Certified Electronic Signature
(ENCES) shall only be stored on the FKM
(Functional Keystock Medium) in a place that is
inaccessible to unauthorized and unauthorized
persons (lockable personal safe, metal cabinet).
Not allowed:
- take copies from the FKM;
- to hand over the FKM to persons who are not
allowed to access them;

- to write down relevant information to the FKM.
Do not use as a Static Password:
- character sequences consisting of the same digits
(including dates, phone numbers, car numbers,
etc.);
- sequences of repetitive letters or numbers;
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napoJs:

- MIOCJIEZIOBATEILHOCTH CUMBOJIOB, COCTOSIIUE W3
omHuX 1Mdp (B TOM YMCIe JaThl, HOMEpa Tele(OHOB,
HOMEpa aBTOMOOUJICH U T.11.);

- MOCTIeIOBATEIBHOCTH MOBTOPSIOLINXCS OYyKB MU
wnbp;

- UAyIIMEe TOAPSA B PACKIa/Ke KIaBHATYphl WIN B
as(haBUTE CUMBOJIBL;

- UMEHa U (paMUIHNH;

- NHH wmm  gpyrue  pexKBU3HUTHI
Knuenra/Ynonnomouennoro IpencraBurens Knuenra.
11.  Cratuyeckuii naposb JOJKEH:

- OBITH HE MEHEE 8 CHMBOJIOB;

- coziepxatb IU(PBI, CTPOUHBIE U 3arIaBHbIC OYKBBI,
- cozepxarb XoTs Obl | CUMBOJI, HE SIBIISIOLIHIACS
OykBOi1 niH nudpoii.

12. Ha mnepcoHaibHOM KOMIIbIOTEpe (HOYTOYKE)
JOJDKHA OBITh YCTAHOBJICHA MApOJIbHAS 3aIIUTa HA BXOJ
B OnepanuoHHyI0 CUCTEMY.

13. PexomeHayeTcs MEHAThH MapoJib MOJb30BaTENS B
omnepalnoHHON cucteme, a Takxke B Cucreme JIBO He
pexe OJIHOTO pa3a B 3 Mecsla.

14. ITapons noctynma k xmouy YHOII xpanuts
otnensbHo or PKH .

15. Crporo 3ampeniaercst 3amuchlBaTh I1apoJu Ha
OyMa)XHBIX HOCHTENSIX WJIM B TEKCTOBBIX (paiimax Ha
pabouem MecTe, OCTaBJIATH UX B JOCTYIHBIX TPETHUM
JMIIaM MeCTax, IepeaBaTh HEYIOJTHOMOYCHHBIM JIUIAM.
16. [Mogxmouate ®KH, copepxxamuit kmou I,
TOJBKO B MOMEHT ucnojib3oBanus Cuctembl JIbO u
MOJANHMCAHUST DIEKTPOHHBIX JJOKYMEHTOB. He ocTaBisTh
®KH, coAepKaIun KJII0Y OIl, IIOCTOSIHHO
MOJKIIIOYEHHBIM K KOMITBIOTEPY.

17. He ucnons3oBate ®KH, conepxamuit kitou 11,
ISl KAKUX-JTMOO0 APYTUX LIeel, B YaCTHOCTH, HE XPAHUTh
Ha HEM MH(OpPMAIMIO TPOU3BOJIBHOTO COJIEPKAHUS, HE
oTHocsmerocs k padore ¢ Cucremoit JIBO.

18.  He KOIIUPOBAaTh COJIEPIKUMOE OKH,
conepskamiero kirod Oll, u He nepenaBaTh €ro HUKOMY
Jla’)ke Ha KOPOTKOE BpeMs.

19.  3akonuuB paboty B Cucreme JIbO unu npepsas
e€¢ (maxe Ha HECKOJIbKO MHHYT), wu3Bieub OKH,
conepxxanuii kirou YHOIII, u yopats ero B He1oCTyIHOE
JPYTUM JIUIIaM MECTO.

20. [TpumensaTh Ha pabodyeM MeCTe JIMLEH3MOHHBIC
CpPEICTBAa  3alMTBl OT BPEJOHOCHOIO KoJa C
BO3MOYKHOCTBIO aBTOMAaTHYECKOTO OOHOBIIEHUS 0a3
JAHHBIX CUTHATYp BPEIOHOCHOTO KOJa.

21. Ecmu B kadecTBe KoMIbIOTEepa sl pabOTHl B
Cucreme JIBO mcnonb3yeTcsi NEPEHOCHONM KOMIBIOTED

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

- consecutive keyboard layouts or alphabetical
characters;

- names and surnames;

- INN or other details of the Client/Authorized

Representative of the Client.

Static password must:

- be at least 8 symbols;

- contain numbers, lowercase and uppercase letters;

- contain at least 1 symbol, which is not a letter or
number.

A password protection for accessing the Operating

System must be installed on the personal computer

(laptop).

It is recommended to change the user password in

the operating system as well as in the RBS System

at least once every 3 months.

The password for accessing the ENCES key should

be stored separately from the FCN .

It is strictly prohibited to write down passwords on

paper or in text files at the workplace, to leave them

available to third parties or to pass them on to

unauthorised persons.

Connect the FCN containing the ES key only at the

moment when the RBS System is used and the

Electronic Documents are signed. Do not leave the

FKM containing the ES key permanently

connected to the computer.

Do not use the FKM containing the ES key for any

other purposes, in particular, do not store any

arbitrary information on it that does not relate to the

operation of the RBS system.

Do not copy the contents of the FKM containing

the ES key or pass it on to anyone, even for a short

time.

After completing or interrupting work in the RBS

system (even for a few minutes), extract the FKM

containing the ENCES key and remove it to an area

inaccessible to others.

Apply licensed anti-malware at the workplace with

the possibility of automatically updating malware

signature databases.

If a portable computer (laptop) is used as a

computer for work in the RBS System, its

connection to public networks in places with free

Internet access (office centres, cafes, etc.) must be

excluded.

Constantly monitor the payment (settlement)

documents sent out when working with the RBS

System, as well as the status of settlement (bank)

accounts, transactions and balances.

71




[Mpunoxenne Ne A k YcnoBrsSIM AUCTAaHIIMOHHOTO OAaHKOBCKOTO OOCITY KUBAHUS

1opuandeckux i B cucteMme «MuTteprer-Kimmenm» B OO0 «bank 131»
Pemaxmms Ne 2 ot «16» despans 2021r.

(HOYTOYK), TOJIDKHO OBITH UCKJIFOUEHO €T0 MOJIKII0YECHUE
K CeTsIM OOIIIero JOCTyIa B MECTax CBOOOIHOTO JJOCTYIIA
B UHTepHeT (oucHBIE HEHTPHI, Kade U 1p.)

22. Ocy1ecTBisITh ITOCTOSIHHBIN KOHTpPOJIb
OTIPABISEMBIX IUIATEKHBIX (PacCUeTHBIX) JOKYMEHTOB
npu paborte ¢ Cucremoit /IO, a Takxke 3a cCOCTOSIHUEM
pacdeTHbIX (OAaHKOBCKHX) CUETOB, OMEPAIIHSIM IO HUM U
OCTaTKaM.

23. B ciy4ae BBISIBJICHUS NIPU3HAKOB
Komnpomeranuu DI unu BbISBIEHUS BPEIOHOCHOTO
KO/JIa B KOMIIBIOTEpPE, HCIOJB3yeMOM JUIs paboThl B
Cucteme J1BO, HeoOXOAMMO HEMEIJICHHO YBEIOMHUTh
bank mo Ttenedonam: 8 (843) 5983131c 9 wyacor 00
MUHYT 70 18 wacoB 00 muuyT (B paboume nHH), TUOO
JUYHO SBUThCS B baHK C wHenblo  OIOKMpOBAHHUS
CKOMIIpOMETHpOBaHHBIX Kitoued Oll ¢ mocnenyromieit
UX  3aMEHOM. K  coObiTusM, CBs3aHHBIM ¢
Kommnpowmeranueit D11, B Tom uncie, OTHOCATCS:

— yTpara (YHKUIMOHAJIBHBIX KJIIOUEBBIX HOCHTEJEH, C
MOCTIeIyIOIUM OOHapYXEeHUEM Hu 0e3 TaKOBOTO;

— HapyLIeHHE MPaBWJI XpaHEHHS, UCIIOJIb30BAHUS U
YHUUTOXXEHUS (B TOM YHCJIE IOCJIe OKOHYAHUS CPOKa

NEeUCTBUS) KJIro4a DNeKTPOHHOU HOIIHUCHU
(ycuiieHHOM HEeKBaU(UIIMPOBAHHOMN);
— yTeps, Tepenaya W/WIM  [PEeIOCTaBICHHUEM

JOCTyIla HEYMOJHOMOYEHHBIM TPEThUM JIMLAM K
anmapaTHbIM CpeACTBaM (B TOM 4HMCIIE€ MOOHIBHBIM
tenepoHaMm wiau  wHBIM) wwiu  SIM-kapre ¢
AOOHEHTCKMM HOMEpPOM, B TOM YHCJIE KOTOPBIH
UCTIONB3YeTCs JUIsl HanpaBiieHus BpemeHHoro u/minu
OpnHopa3oBoro naposis;

— Haluyue IIOJI03PEHMUI, 4TO CpenctBa
MOJATBEPXKACHUST  DJIEKTPOHHOIO JOKYMEHTa  CTalld
M3BECTHBI HEYIOJTHOMOYEHHBIM TPETHUM JIUIIAM;

— BO3HMKHOBEHHE  TOJO3PEHMH  Ha  yTEUKY
MH(POPMALINU WU €€ UCKaKEHUE;

— HECAaHKIMOHMPOBAHHOE  KOMHMPOBAHUE  HIIHU
MOJ03peHHe  Ha  KOomupoBaHue  BpemenHoro,
Cratnueckoro  w/wnu  OAHOPA30BOrO  MapoJI,
(bYHKIIMOHATIBHOTO KJIFOYEBOTO HOCHUTEJI,
anmapatHoro cpeactBa  uw/win - SIM-kapTel ¢
AOGOHEHTCKHM HOMEPOM;

— TpeKpalieHHe TIOJHOMOYMNA WIM YBOJBHEHHE
YTHOTHOMOYEHHBIX JIMI, HWMEIOMHUX JOCTyl K
CpencTBy NOATBEPKACHUS;

— Ccllydau, KOrJia Hellb3s JOCTOBEPHO YCTaHOBUTH,
YTO TMPOU3OIIJIO C HOCHUTENSAMH, COJACPKAIIUMU
KIIOUeByI0 HHQOpMAIMio (B TOM 4YHUCIE CIIy4aH,
KOTJ1a HOCUTEJb BBILIEN U3 CTPOS M I0Ka3aTeNbHO HE

23. In the event of signs of ES Compromisation or
detection of malicious code in the computer used to
operate the RBS System, the Bank must be notified
immediately by telephone: 8 (843) 5983131 from
9:00 AM to 6:00 PM (on business days), or to come
to the Bank in person to block compromised ES
keys with their subsequent replacement. Among
other things, events related to ES Compromised
include:

- loss of functional keystock media, with or without
subsequent detection;

- violation of the rules for storage, use and
destruction (including after the expiry date) of the
Electronic Signature key (enhanced non-certified);
- loss, transfer and/or granting access to hardware
(including mobile phones or other) and/or a SIM
card with a Subscriber number to unauthorised
third parties, including that used to send the
Temporary and/or One-time password,;

- there are suspicions that the Electronic Document

Validation Tools have become known to
unauthorised third parties;
- suspicion of information leakage or

misrepresentation;

- unauthorised copying or suspicion of copying a
Temporary, Static and/or One-time password,
functional key media, hardware and/or SIM card
with a Subscriber number;

- termination of powers or dismissal of the
Authorised Persons who have access to the
Confirmation Tool;

- cases where it is impossible to establish reliably
what happened to the media containing key
information (including cases where the media
failed and the possibility that this fact occurred as a
result of unauthorised actions of third parties and
other types of disclosure of key information was
not proved).

24. In case of detection of unauthorized access to the
RBS System, payment and other transactions in the
RBS System, compromise or suspicion of ES
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OIPOBEPrHYTa BO3MOKHOCTH TOTO, YTO TaHHBIN (paKT
IIPOU30LIENl B pe3y/lbTaTe€ HECAHKI[MOHUPOBAHHBIX
JNEUCTBUM TPEThUX JIML, APYTHE BUIbI Pa3rialleHus
KIII04eBOI MH(pOpMAIHHN).

24.  Ilpu oOHapyKEHHU HECAHKIMOHUPOBAHHBIX
noctynoB B Cucremy JIBO, mimaTeXHbBIX M HMHBIX
onepaimii B Cucreme JIbO, Kommnpomeranuu wnnu
noao3pennn Ha Kommpomeraruio Il HeMeniaeHHO
yBeIOMUTh baHK ¥ HamnpaBuThb «YBEIOMIIEHHE O
KOMIIpOMETalMm» B MOPSAKE,  YCTAaHOBJIEHHOM
«Pernamenrom JUCTAaHLIMOHHOTO 0aHKOBCKOTO
obciryxuBanus opuandeckux aui B OO0 «bank 131» ¢
ucnonb3oBanueM Cuctemsl JIbO», a Takke oOpaTUThCS

C COOTBCTCTBYHOIIIUM 3asABJICHUEM B
[IPaBOOXPAHUTEIbHBIE OPTaHbL.
25.  3ampeuieHo BOCCTaHABIIMBATh

paboTOCIOCOOHOCTh MOBPEXKICHHOTO KOMIIbIOTEpa [0
NPOBEICHUS TEXHMYECKOH dKcrepTusbl. Paboty ¢
Cucremoii JIbO paspemnieHO IpOBOAUTH TOJNBKO MOCIE
HOBOM  yCTaHOBKHM  OIIEPAllMOHHOM  CHUCTEMBI  C
¢dbopmMaTUpOBaHUEM KECTKUX ITUCKOB M TOCIE CMEHBI
Beex kimouei OII knuenTa.

26.  Ucnonw3oBarh koMOuHanuu knaBui «Ctrl + Alt
+ Dely» s wuneHTudUKanmMM MONH30OBATENS B
OIEPAaLIMOHHOMN CUCTEME.

27.  OTKIIOYUTH  BO3MOXXHOCTh  YIAQJIEHHOTO U
TEPMUHAJIBHOTO  COEAMHEHHA K  KOMIIBIOTEpaM,
ucnonab3yeMplM ans  paborel mo Cucreme J1BO,
3abnokupoBaTh 3389 (RDP Remote desktop).

28.  BxiouuTh B ONEPALMOHHON CUCTEME XKypHal
6e3onacaoctn Windows.

29.  Hcnonw3oBaTh TOJIBKO JIMLEH3UOHHOE
MpOrpaMMHOE O0OECIIEYeHHE — OTIEPAIIMOHHBIE CUCTEMBI,
CpeAcTBa 3aIIUTHl OT BPEJOHOCHOTO KOAa, O(UCHBIE
nakeTsl U T.4. (ganee no tekcry — [10).

30.  Ob6ecrneunTh BO3MOXKHOCTH CBOEBPEMEHHOIO
OOHOBJICHUS CUCTEMHOTO U npukiagHoro I10.
31.  Joctym B TOMENIEHHE, TA€ pa3MeIleH

komibtotrep ¢ Cucremoit /IbO, npenoctaBiasiTe TONBKO
YTOIHOMOYEHHBIM JIHLIAM.

32. KommbroTep, ¢ KOTOPOrO OCYIIECTBISAETCS
MOJATOTOBKA U OTNpaBKa DJEKTPOHHBIX IOKYMEHTOB B
bank, pekoMeHyeTcsl BBIACTUTD B OTACIbHBINA CEIMEHT
ceTh C 00s3aTeNbHBIM HCKIIOUYEHHEM ero u3 oOIei
JIOKaJIbHOM CETH KJIMEHTA.

33. HckmouuTh  J0CTyI K  KOMIIBIOTEpAM,
ucrnonb3dyeMbiM s paborsr mo Cucreme JIBO,
MIOCTOPOHHUX JIUI] U TIEPCOHAA, HEYTIOJTHOMOYECHHBIX Ha
pabory B Cucreme JIBO wwmm oOcayXKuBaHue
KOMIIBIOTEPOB.

25.

26.

27.

28.

29.

30.

31

32.

33.

34.

35.

Compromise, immediately notify the Bank and
send the Notice of Compromise in accordance with
the procedure established by the Regulation on
remote banking service of legal entities in Bank
131 LLC using the RBS system, as well as to apply
to law enforcement agencies.

It is forbidden to restore the functionality of a
damaged computer before a technical examination
is carried out. Work with the RBS System may only
be performed after a new installation of the
operating system with hard disk formatting and
after all the client's ES keys have been changed.

Use the key Ctrl + Alt + Del combination to
identify the user in the operating system.

Disable the possibility of remote and terminal
connection to computers used for RBS System,
block 3389 (RDP Remote desktop).

Enable the Windows security log in the operating
system.

Use only licensed such software as operating
systems, anti-malware, office packages, etc.
(hereinafter referred to as software).

Ensure that system and application software can be
updated in a timely manner.

Access to the premises where the computer with the
RBS System is located shall be granted only to the
Authorised Persons.

It is recommended the computer from which
electronic documents are prepared and sent to the
Bank be singled out as a separate network segment
with obligatory exclusion of the computer from the
customer's common local network.

Exclude access to computers used to operate the
RBS system, unauthorised persons and personnel
not authorized to work in the RBS system and/or
maintain computers.

IT staff must ensure that they have control over the
actions they take when servicing the computer.

Bank 131 LLC does not send e-mails requesting to
send ES keys and/or password to the RBS System
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nT-
Hajg

34. Ilpu  oOciyXuBaHUU
COTPYAHUKAMU o0ecrieunBaTh
BBINOJIHAEMBIMU MU JACHCTBUSIMH.
35. OOO «bank 131» He OCYyIIECTBISET PaCCHUIKY
3JIEKTPOHHBIX MHCEM C MPOckOO# mpucnath Kimoun 11
w/mwmn  maponb k Cucreme JIbO wu HuKorma He
3alpaliBaeT y Bac 3Ty UH(OPMAIIHIO.

36. baHKk He OCYLIECTBIISIET 3BOHKOB, PacChUIKY
coobmieHu#t mo 3nekTpoHHoi moure, CMC coobiieHui,
WIA WHBIMH croco0amMu, ¢ TMpochkOOH  COOOIINUTH
KOH(pHIEHIMAIbHYI0 HH(OpMaIuio (mapoiu, KOIOBBIE
clloBa, U 1p.). [Ipu mosyuyeHUn Takoro 3arpoca HU MpU
KaKuX OOCTOATEIhCTBAX HE COOOIIANWTe JaHHYIO
nH(pOpPMAIIHIO U HEMEUIEHHO cool1uTe 00 3ToM B baHK.
. 37. 3ampeleHo nepenaBarh JOIMHBI U IAPOJIN TPETHUM
JUIaM B TOM YHUCIE UHBIM  YTIOJIHOMOYEHHBIM
[IpencraBurensm Knuenra.

KOMIIBIOTEpA
KOHTPOJIb

36.

37.

and never asks you for this information.

The Bank does not make calls, send e-mails, SMS
messages or any other means requesting
confidential information (passwords, code words,
etc.). If you receive such a request, do not provide
this information under no circumstances and report
it to the Bank immediately.

It is prohibited to transfer usernames and
passwords to third parties, including other the
Client's Authorized Person.
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[Ipunoxenne Ne7 k PermameHnty
0aHKOBCKOTO
00CITy>KUBaHUS I0PUAMYECKHX JIUI] B

JUCTAaHIITMOHHOI'O

000 «bank 131»
ucrosib3oBaHueM cuctemsl 1O

TpeOoBaHusi K NPOrpaMMHO-TEXHHYECKHM
cpeacTBaM  JAJIs  NPOBEeJEeHHMSI  PACYETHBIX
onepanui B 3JIeKTPOHHOM (opme

1. TpeboBaHus K MNPOrpaMMHO-TEXHHYECKHM
cpeactBam  (nmpuoOpetarorcsi  Kimentom  3a
COOCTBEHHBIH CUET Y TPETHUX JIHII):

1.1. IIpu ncnonszoBanuu [1911:

- IIepconanbHeIi KOMIIBIOTED c
MIPEeyCTaHOBJICHHOW ONEpalMOHHOW CHUCTEMOM
(OC): Windows 7 u Beimie, MacOS, Linux;

- ntepuer-Opaysep akryanbHoit Bepcun: Chrome
47 u Boime / Firefox 44.0 u Beime / Internet
Explorer 10 u Brimie / Opera 36 u Boime / Safari 9
U BBILIE;

- TocTym B ceTh VIHTEpHET;
1.2. IIpu ucnons3oBanuu YHOII:

- Ilepconanbublil koMmmnberoTep ¢ noprom USB u
MIPEeyCTaHOBJICHHOW ONEpalMOHHOW CHUCTEMOM
(OC) Windows 7 u Bbime, MacOS?;

- ntepuer-Opaysep akryanbHoi Bepcun: Chrome
47 u Boime / Firefox 44.0 u Beime / Internet
Explorer 10 u Brime / Opera 36 u Boime / Safari 9
U BBILIE;

- TocTym B ceTh VIHTEpHET;
- IPUHTEP.

2. Hns wucnons3oBanuss Cuctemsr JBO ¢
npumenenueM YHOII HeoOXomuMm BBIIEICHHBIN
KOMITBIOTED c MpeayCTaHOBICHHON
orepariioHHON cucTteMol cemelicTBa Microsoft
Windows. Ecau, mo skemanmio Kiumenrta,
yctaHoBka Cucrtemsl JIbO mpousBoauTcs Ha
KOMIIBIOTEp ¢  mOpeaycraHoBieHHBIMH  OC
CTOpPOHHUX mpou3BoAuTened, baHk He Hecer
OTBETCTBEHHOCTH 3a PpaboTOCIIOCOOHOCTh
Cuctemsl JIBO.

[Ipu skcmnyaranuu Cucremsl J1BO 3anpermiaercs:

o VYcTraHOBKa MPOrpaMMHOTO 00ecreueHHUs
CTOPOHHUX (UpPM, a TakKe CO3HATENbHOE
BHECCHHE M3MEHEHHH B (paliibl MporpaMMHOIO H

C

Annex 7 to the Rules on Remote
Banking Service in the ‘Banking App’
system for Bank 131 LLC corporate clients

Requirements for software and hardware tools
to perform settlement operations electronically

1. Requirements for software and hardware
(purchased by the Client at its own expense

from third parties):
1.1.  When using Simple Electronic Signature:

- Personal computer with pre-installed
operating system (OS): Windows 7 and newer,
MacOS, Linux;

- Internet browser current version: Chrome 47
and newer / Firefox 44.0 and newer / Internet
Explorer 10 and newer / Opera 36 and newer / Safari
9 and newer;

- Internet access;
1.2.  When using ENCES:

- Personal computer with USB port and pre-
installed operating system (OS) Windows 7 and
newer, MacOS>;

- Internet browser current version: Chrome 47
and newer / Firefox 44.0 and newer / Internet
Explorer 10 and newer / Opera 36 and newer / Safari
9 and newer;

- Internet access;
- printer.

2. In order to use the RBS System with the use
of ENCES, a dedicated computer with a pre-
installed operating system of the Microsoft
Windows family is required. If, at the Client's
request, the RBS System is installed on a computer
with pre-installed third-party operating systems, the
Bank shall not be liable for the performance of the
RBS System.

When operating the RBS System the following is
prohibited:

) Installation of third-party software as well as
conscious changes to the RBS system software and
information files;

° Access to the RBS System by unauthorised
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nHpopmanuonHoro obecneuenus Cucremsl 1bO;

° Hoctyn K Cucreme JbO
HEYMOTHOMOYCHHBIX JIHII;

[Ipu osxcmnyaramun  Cuctemsr  JIBO  Knment
00s13aH:

. Ucnone3oBats cucremy [AbO TOIBKO Ha
HUCIPaBHOM M TPOBEPEHHOM Ha OTCYTCTBHE
KOMITBIOTEPHBIX BUPYCOB MEPCOHAIEHOM
KoMITbloTepe (HOyTOYyKe);

o Hckmounts  BO3MOXKHOCTh — 3apakKeHUS
KOMIIpIOTEpa ¢ ycTaHoBieHHOM Cuctemoit J1BO
NpOrpaMMHBIMU ~ BUpyCaMH WM  APYTUMHU
BPEAOHOCHBIMH ITPOrpaMMaMH;

[ ] Hcnons3oBath TOJBKO JICTAJIBHOC n
JIMIICH3UOHHOC MPOTrpaMMHOC 06€CH€‘ICHI/IC;

° OO0ecrieunTh TEXHUYECKYI0 HCIPABHOCTD
000pyIOBaHMsI, BXOMAIIETO B COCTaB pabOYero
mecra Cucremsl J1bO;

) [IpumeHaTs  cpeAacTBa  aHTUBUPYCHOM
3alIUTHl U 00ECIIEYUTh PEryJIsipHOC OOHOBJIEHHUE
AHTHUBUPYCHBIX 0a3.

HeoOxomuMocTh  pe3epBHOTO  KOIMPOBaHUS
pabodero mecta momb3oBatens Cuctemsl [JIBO
ompenenser KiuMeHT W mpu  HEOOXOAMMOCTH
OCYIIECTBIISIET €r0 COOCTBEHHBIMH CHITAMU.

persons;

When operating the RBS System, the Client shall:

° Use the RBS system only on a personal
computer (laptop) that is in good order and has been
checked for absence of computer viruses;

) Eliminate the possibility of infecting a
computer with software viruses or other malicious
programs installed in the RBS System;

° Use only legal and licensed software;

° Ensure the technical serviceability of the
equipment included in the RBS system workstation;

° Use anti-virus protection tools and ensure
that the anti-virus databases are regularly updated.

The need to back up the user workplace of the RBS
System shall be determined by the Client and, if
necessary, performed by the Client himself.

*Uuctpykuust mo paGote ¢ MacOS pasmemiena Ha | SInstructions on working with MacOS are available

odunmaipHOM caiite banka.

on the Bank's official website.
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