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1. TERMS AND DEFINITIONS

Regulations on Remote Banking Service in the
‘Banking App’ system for Bank 131 JSC Corporate

1




ucrionp3oBanueM Cuctemsl JIBO (mamee - Permamenrt)
WCTIONB3YIOTCS TEPMUHBI M ONpEJACICHUS, YKa3aHHBIC B
[IpaBumax  KOMIUIGKCHOTO  OaHKOBCKOT'O  OOCITY>KWBaHUS

IOPUANYECKUX JIUI ¥ MHIUBUAYAIBHBIX MpeaIpUHAMaTeNel B
AO «bank 131» (n mpuiokeHUIX K HAUM), ganee — [IpaBwuia,
€CJIM MHOE HE YKa3aHO B HacTosAlIeM PerimamenTe.

AxTHBamua Kkiao4yYa MoOWJIbHOW NOANKACH —
MpolleAypa YCTAaHOBIEHHS TOBEPHUS MOOMIBHOTO YCTPOKCTBA,
HCIIONIL3YEMOT0 IS TIOCTyIHa K IOATBEPXKICHHUIO ONEepaluid B
Cucteme /1BO.

Bpemennbiii mapoJib - I1apoib, KOTOPBII
npucBanBaercs bankoMm YmnonHomodeHHoMy IlpeacraButento
Kinuenra npu ero peructpauuun B Cucteme JIbO unu cmeHe
ayTCHTU(UKAIMOHHBIX JaHHBIX, JCUCTBYIOIIUNA 10 MOMEHTa
ycTaHoBKM CTaTHYeCKOTro Mapojisi Npu IMEepBOM BXOJE B
Cucremy IBO.

3asiBjieHWe — 3ajgBI€HHE O TPHUCOEAMHEHUH K
PermamenTy nucTaHIIMOHHOTO OaHKOBCKOTO OOCITY:KHBaHUS
opuaudyeckux g B AO «bank 131» ¢ ucnonb3zoBaHuEM
Cuctemsl JIBO.

KomnpoMerauuss JJeKTPOHHOH  moanmucu —
HaJIMYUe OCHOBAaHWH TOJNaraTh, 4TO JIOBEpHUE K TOMY, YTO
WCIIOJIb3YEeMbIE KITIOUHW/CPEACTBa DJICKTPOHHON IMOJIUCH,
AyTeHTH(UKAMOHHBIE JaHHBIE, AOOHEHTCKUH HOMEp
u/mnu caMu ODJEKTPOHHBIE TOANWCHA WIH WX HOCUTEIH
YTpa4deHbl/AOCTYITHBl HEYNOJIHOMOYEHHBIM  JTUIIAM/MOTYT
OBITh MCIIOJIb30BaHbl 0€3 COTJIACUS YIIOJHOMOYEHHBIX JIHUII.

K COOBITHSM, CBSI3aHHBIM c Komnpomeranueit
DONEeKTPOHHOW TIOAINCH OTHOCATCS, BKIIIOYas, HO He
OTPAaHUYHBASICh, CIICTYIOIIHE:

- yTpara (QYHKIMOHAJBHBIX KJIFOUEBBIX HOCHUTEJCH, C
MOCIIEAYIONIIM OOHAPYKEHHEM WA 0e3 TAKOBOTO;

- HapyIICHHE MPABWI XPAaHEHUS, UCTIOIH30BAHUS U
YHUYTOXXEHHUS (B TOM 4YHCIIE TIOCIE€ OKOHYaHHS CpOKa
NEeHCTBHS) KIF0Ya OJEKTPOHHOW TOMMUCH (YCHIIEHHOH
HEKBATU(UITMPOBAHHOM );

- yTeps, TIepemada W/WIM  NPEAOCTaBICHUEM
JOCTyla  HEYNMOJHOMOYEHHBIM  TPEThUM  JIMIIAM K
ammapaTHeIM cpeactBaM (B TOM YHCJIE MOOWIBHBIM
TeaedoHaM win uHbIM) W/ SIM-kapre ¢ AOOHEHTCKHM
HOMEPOM, B TOM YHUCJE KOTOPBIM HCHOJB3YyETCS MJIA
HanpasiieHus: Bpemennoro u/unu OQHOPa30BOro HapoJis;

- HaM4He moAo3peHuid, uto CpeacTBa MOATBEPKIACHIS

DJIEKTPOHHOTO JIOKyMEHTa CTaju H3BECTHBI
HEYMOIHOMOYEHHBIM TPETHUM JIUIIAM;

- BO3HMKHOBEHHE TOJO3PCHUH HAa  YTEUKY
UHGPOPMALIMH WIH €€ NCKAKEHHE;

- HECAaHKIMOHUPOBAHHOE  KOMHPOBAaHHE WU
MoJI03peHHUE Ha KomupoBanue BpemeHnoro, CtaTuyeckoro
w/wm  OgHOpa3oBOro  mapoisd,  (QYHKIHOHAIBLHOTO

KJIFOUEBOIO0 HOCHUTENIA, alapaTHOro cpeactsa u/umu SIM-
KapThl ¢ AOOHEHTCKUM HOMEPOM;
- TpEKpalieHHe TOJTHOMOYMN WM YBOJBHEHHE

Clients and individual entrepreneurs (hereinafter
referred to as Regulations) conform the terms and
definitions specified in the Rules on Integrated
Banking Service for Bank 131 JSC Corporate Clients
(and their annexes), hereinafter referred to as the
Rules, unless otherwise stated in these Regulations.
Activation of the Mobile Signature Key is a
procedure for establishing the trust of a mobile device
used to access confirmation of operations in the RBS
System.

Temporary password is a password which is assigned
by the Bank to the Client's Authorized Person when the
Client registers in the RBS System or for
authentication data changing and which is valid until
the Static Password is set at the first log in to the RBS
System.

Application denotes application on joining the
Regulations on Remote Banking Service in the
‘Banking App’ system for Bank 131 JSC Corporate
Clients.

Compromising of the Electronic Signature there is
reason to believe that the keys/tools of the Electronic
Signature, Authentication Data, Subscriber Number
and/or the Electronic Signatures themselves or their
carriers have been lost/accessible to unauthorised
persons/can be used without the consent of authorised
persons. Events related to the Electronic Signature
Compromise include, but are not limited to, the
following:

- loss of functional key media, with or without
subsequent detection;

- violation of the Regulations for storage, use
and destruction (including after the expiry date) of the
Electronic Signature key (enhanced non-certified);

- loss, transfer and/or granting access to
hardware (including mobile phones or other) and/or a
SIM card with a Subscriber number to unauthorised
third parties, including that used to send the Temporary
and/or One-time password;

- suspicions of the E-Document Validation
Tools have become known to unauthorised third
parties;

- suspicion of information leakage or
misrepresentation;

- unauthorised copying or suspicion of copying
a Temporary, Static and/or One-time password,
functional key media, hardware and/or SIM card with a
Subscriber number;

- termination of powers or dismissal of the
Authorised Persons who have access to the
Confirmation Tool;




VYHonHOMOYEHHBIX Jul, uMewunmx noctyn k CpenctBy
MIOATBEPKIACHYS,

- ClIy4aW, KOTJa Hellb3sl JOCTOBEPHO YCTaHOBUTb,
YTO NPOMU3O0LUIO C HOCUTEISIMH, CONEPKAIMMH KITIOYEBYIO
nHGOPMALHUIO (B TOM YUCIIE CITy4aH, KOIrla HOCUTENb BBIIIEI
U3 CTPOS U JIOKA3aTEeJIbHO HE OMpPOBEPrHyTa BO3MOXKHOCTH
TOro, 4YTO JaHHBIM (akT npousoIIen B pe3yjbTaTe
HECaHKIIMOHMPOBAaHHBIX NEHCTBUM TPETBUX JHI, APYTHE
BUBI pa3riameHus KIFUeBor HHHOpMAIIHN).

Kament - ropuanueckoe JHMIO, 32 HCKIIOUYEHUEM
KpPEIOUTHBIX OpTraHM3alWiH, 3apETHCTPUPOBAHHOE B
COOTBETCTBHMHM C 3aKOHOAaTeNnbCcTBOM Pocculickoit Denepannn
WIM  3aKOHOJATENbCTBOM  MHOCTPAHHOIO  TOCYJapcTBa,
VHAVBHUIYAIbHBIM  IpEAIpUHUMATENb, 3aHHMAIONMiicd B
YCTaHOBJICHHOM 3aKOHOAATENbCTBOM P® mopsiike 4acTHOU
NPaKTUKOW, MPUHUMAaEMBIH Ha  OOCITY)XMBaHUE  W/HIH
oOcimyxuBaromuiicis B baHke B paMKax JOTOBOPOB,
MPeoyCMaTPUBAIOLINX OOMEH 3IEKTPOHHBIMU JOKYMEHTAMHU.

Karou DaekTpoHHOl moamucH - yHHUKaJbHas
MOCJIE0BATEIbHOCTh ~ CUMBOJIOB, INpeIHA3HAYeHHAs UL
CO3/IaHUSl YCWJICHHOW HEKBATH(DHUIIMPOBAHHON ODIEKTPOHHON
MIO/ITIHCH.

Kiarwou npoBepku  DJIEKTPOHHOM
YHUKaJIbHAsl IIOCJIEN0BAaTENbHOCTh CHMBOJIOB, OJHO3HAa4yHO
cBi3aHHas ¢ Kimrogom — DneKTpoHHOM — moamucu U
MpeJHa3HaYeHHas JUIsl NPOBEPKH MOJUIMHHOCTH YCHJIEHHOU
HEKBaATU(UIIMPOBAHHON DIEKTPOHHOM HOATHUCH.

noaNmucCH -

Kawouy MoOwibHON moamucu — K04 IJIEKTPOHHOU
MOMITMCH, WCIIONB3YEeMbI TMPU TOJMUCAHUHA JOKYyMEHTOB B
MoOWJILHOU NTOAIUCH.

JloruH — yHUKanbHas MOCJIEI0BATEIbHOCTh CHMBOJIOB,
COCTOSIIIAsT U3 JIATHHCKUX OYKB W 1H(pP, KOTOpas MO3BOJISET
Banky  onHO3HauHO — WAEHTHQHUIUpPOBATH  (YCTaHOBHTH)
ynonHomoueHHoro Ilpeacrasurens Kimenra mpu noctyne u
pabore B Cucreme [1bO (mpuMmeHsieTCS MPU WCIOIB30BAHUH
MPOCTON DIEKTPOHHOH MOAIHCH).

MoOuabHas moanuch — MOOMIBHOE TIpriiokeHne banka,
JOCTYIIHOE JUIA YCTAaHOBKM Ha MOOWJIBHOM YCTpPOWCTBE
(cMapT¢oH, IIIaHIIET) C ONepaIloHHO# crucTemoit Android wmm
i0S, nosBosstoniee KiveHTy mpocMaTpuBaTh DICKTPOHHBIE
JIOKYMEHTBI, TTOJITUCAHHBIC YCUJICHHOW HEKBATN(DUITUPOBAHHON
OnexktporHod moamuckio B Cucreme JIbO, a Takxke
moaTBepkaaTh cosepiieHHble Kimumentom B Cucreme [IbO
nevctBus u onepauuu. Co3ngaHue, xpaHeHue kirodeit Ol
MobunpHON — momnucn  u - GopmupoBanme Ol mox
ONEeKTPOHHBIMU JOKYMEHTAMH BBINIOJHSAETCS Ha YAAJICHHOM
cepsepe banka.

- cases where it is impossible to establish
reliably what happened to the media containing key
information (including cases where the media failed
and the possibility that this fact occurred as a result of
unauthorised actions of third parties and other types of
disclosure of key information was not proved).

Client is a legal entity, with the exception of credit
institutions, registered in accordance with the
legislation of the Russian Federation or the legislation
of a foreign state, an individual entrepreneur engaged
in private practice in accordance with the procedure
established by the legislation of the Russian
Federation, accepted for service and/or serviced by a
Bank under agreements providing for the exchange of
electronic documents.

The Electronic Signature key is a unique sequence of
symbols designed to create an enhanced non-certified
Electronic Signature.

The Electronic Signature Verification Key is a
unique sequence of characters clearly associated with
the Electronic Signature Key and intended to verify the
authenticity of an enhanced non-certified Electronic
Signature.

Mobile Signature Key - the Electronic Signature key
used when signing documents in the Mobile Signature.

Login is a unique sequence of symbols consisting of
Latin letters and numbers, which enables the Bank to
unambiguously identify the Client's Authorized Person
when accessing and working in the RBS System
(applied when using a simple Electronic Signature).

Mobile Signature is a mobile application of the Bank,
available for installation on a mobile device
(smartphone, tablet) with Android or iOS operating
system, which allows the Client to view Electronic
Documents signed by an enhanced unqualified
Electronic Signature in the RBS System, as well as to
confirm the actions and operations performed by the
Client in the RBS System. The creation and storage of
the Electronic signature keys of the Mobile Signature
and the formation of the Electronic signature under the
Electronic Documents is performed on a remote server
of the Bank.




OnHopa3oBbliid napoJib - YHUKaJIbHas
MOCIIEZI0BATEIFHOCTh YHCIOBBIX CHMBOJIOB, TPEIOCTaBIIsIEMAast
bankomM mo 3ampocy ynomHoMoueHHoro IlpencraButens
Knuenrta nocpeacrsom SMS-yBenomiteHnss Ha AOOHEHTCKUI
Homep Kmmenra  (Ymommomouennoro  IlpemcraButens
Knuenra), BBegeHue KOTOPOro TpedyeTcst Al AOMOIHUTEIBHOM
ayrentu¢ukanuu npu gocryne B Cucremy JbO mo Jloruny u

Cratngeckomy 1apoJIIo, A/nim JIOTIOJTHATENEHOTO
TTOITBEPIKICHYSI ONEKTPOHHBIX  JIOKYMCHTOB npu
HCIIOJIL30BAHUNA YCHJICHHOHN HEKBATU(UITUIPOBAHHON

ONEeKTPOHHOU TTOATIHCH, W/WITH JIS TIOAITHUCAHUS DIECKTPOHHBIX
JOKYMEHTOB ITPOCTON DJIEKTPOHHOH MOAIHCHIO.

Omneparop YaocToBepsilOlero meHTpa — pabOTHUK
Banka, yrmomHOMOYEHHBIH Ha BBIAAYY U OT3BIB CEpTH(PHUKATOB
KJIFOUEH DNeKTPOHHOMN MOAIIUCHU (ycunenHoi
HEKBATU(UITPOBAHHO ).

Omnepatop Lentpa perucrpanuu — padotHuk banka,

YIIOJTHOMOYEHHBIN Ha PETHCTPaINIO
Knuenra/ynonnomoyennoro IlpencraButens Kimenta B
Cucreme [1BO.

Omneparop IO - poccuiickas  opraHusanus,
COOTBETCTBYIOLIAs TpeOOBaHUSM, YTBEPKICHHBIX

[Mpukazom ®HC Poccun ot 08.06.2021 N E/I-7-26/546@
"O6  yTBepxkieHun  TpeboBaHuii Kk  omepaTopy
ANEKTPOHHOTO JOKYMEHT00OO0poTa", U OCYIIECTBISIONIAS
JIESITEIbHOCTD o 00ecreyeHnIo 3JIEKTPOHHOTO
IoKyMeHTooOopoTa Mexay bankom u Knnenrom.
OTBeTcTBEHHBIIT padoTHUK — paboTHuk banka,
YIIOTHOMOYEHHBII Ha TIpOBe/ieHne uaeHTuuKkanun Kimmenra u
ero ynojHoMoueHHOro [IpencraBuTens, a Takke Ha IPUEM OT
Kinuenta gokymMeHTOB, B TOM dYHClIe 3asBICHUA OT
Ynonnomouennbix IlpencraBureneit Kimenrta, B memax
perucTpanuu, NPEAOCTaBICHUS JOCTyNMa W HWCIOJIb30BAHHS

Cucremsr JIBO KimeHToM # €ro yHOJIHOMOYEHHBIMHU
[IpencraButensmu.
CraTuyeckui napoJjb - CeKpeTHas

MOCIIEZI0BATEIbHOCTh CHMBOJIOB, KOTOpasi W3BECTHA TOJBKO
Ynomaomouennomy Ilpeacrasutenmto Kimenra. Cratudaeckuit
[Tapons ncnons3yeted ans Bxoaa B Cucremy JIbO u no3sosnsier
yOenuThCsT B TOM, 4YTO OOpaTHBIIEeCS JIUIO SIBISIETCS
BJIAJIENBIIEM IPEACTABICHHOIO JlormHa — YIIOJIHOMOYEHHBIM
[IpencraButenem Kinuenra. [Ipu perucrpanuu
ynonHomoueHHoro IlpeacraBurens Knuenra B Cucreme JBO
Ha AGOHEHTCKHUIT HOMEp TaKOTo JIMIIA BhIChUTaeTCS BpeMeHHbIH
napoib B Bujae SMS-cooOmieHus, KOTOPBIM JODKEH OBITh
u3MeHeH npu nepBoMm Bxoge B Cucrtemy JBO. Cratuueckuit
apojib  IPUMEHsETCsT Opu  ucnosb3oBanuu  IIpocroit
DNEeKTPOHHOU TToATTHCH 1 MOOUITEHOM MTOAIHCH.

IIpocras 3nexkTponnas nognucek (Ilpocras II, I131I)
- aHaJor COOCTBECHHOPYYHOM MOJUCH Knuenra,
MIpeICTaBIECHHBIN B Buae  OpnHopa3oBoro  maposs

One-time password is a unique sequence of numerical
symbols provided by the Bank at the request of the
Client's Authorized Representative by means of SMS-
notification to the Client's Subscriber number (Client's
Authorized Representative), the introduction of which
is required for additional authentication when
accessing the RBS System using the Login and Static
Password, and/or for additional confirmation of
Electronic Documents when using an enhanced non-
certified Electronic Signature, and/or for signings of
Electronic Documents using a simple electronic
signature.

Certification Centre Operator is an employee of the
Bank authorized to issue and recall

Electronic Signature (Enhanced Non-Certified) Key
Certificates.

Registration Centre Operator is an employee of the
Bank authorized to register the Client/Authorized
Person of the Client in the RBS System.

EDM operator is a Russian organization that meets
the requirements established by the Order of the
Federal Tax Service of Russia dated June 8, 2021, No.
ED-7-26/546@ "On Approval of Requirements for the
Electronic Document Management Operator" and is
engaged in activities to ensure electronic document
management between the Bank and the Client
Responsible employee is an employee of the Bank
authorized to perform identification of the Client and
its authorized representative, as well as to receive
documents from the Client, including Applications
from the Client's Authorized Persons, for the purpose
of registration, access and use of the RBS System by
the Client and its Authorized Persons.

Static password is a secret sequence of symbols,
which is known only to the Client's Authorized Person.
Static Password is used to login to the RBS System to
ensure that the applicant is the owner of the submitted
Login, a Client Authorized Person. Upon registration
of the Client's Authorized Person in the RBS System, a
Temporary Password shall be sent to the Subscriber
number of such person in the form of an SMS message
to be changed upon the first login to the RBS System.
Static password shall be applied when using Simple
Electronic Signature and Mobile Signature.

Simple electronic signature (Simple ES, SES) is an
analogue of the Client's handwritten signature
presented in the form of a One-time password (a




(onpezneneHHON IOCIEIOBATEIILHOCTH CHUMBOJIOB, H3BECTHBIX
TOJNBKO  ynosHoModeHHOMY  IIpencraButenmo  Kimenra,
no3BoysOmed  baHKy  OZHO3HAYHO — HMIACHTU(GHUIHUPOBATDH
(ycranoButh) ynonHomoueHHoro Ilpencrasurens Knuenra npu
HNOANMCAHUH UM DJIEKTPOHHBIX TOKYMEHTOB C UCIIOJIb30BAHUEM
Cuctemsr [IbO). OgHopazoBbiii napois Hampasisiercss bankom
B Buae SMS-cooOmenuss Ha  AOOHEHTCKUI  HOMEp
ynonHoMoueHHoro IlpencraButenss KineHTta, ykasaHHBIA B
0a3e maHHbIX baHka, B COOTBETCTBMHM C MpPEACTaBICHHBIMU
Knunentom 3asBiennem Ha npuoOperenue/msmenenue bIT u
3asBneHneM / 3adBICHHMEM HAa H3MEHEHHE aOOHEHTCKOro
HOMEpa MOOMIIBHOM CBSI3H.

YaocroBepsiromyii  WEeHTP -  OpraHU3alMOHHAas
CTpyKTypa baHka, npenHa3HadeHHas U yIpPaBICHAA €OUHON
nH(ppacTpykTypoit Kirroueit mpoepku DIeKTPOHHOHN IMOATHCH
C uenpl0  obecrieueHHWs — IOPHIUYECKOW  3HAUUMOCTH
3HCKTpOHHBIX JOKYMCHTOB )41 KOHTPOJIA OEJIOCTHOCTHU
nH(pOpMAaIUH, 3aIUIIEHHOU YCUJICHHOH
HEKBATN(UIIMPOBAHHON DINEKTPOHHOH MOAIHUCHIO.

CepTudukar KJIOYA TPOBEPKHM  3JIEKTPOHHOM
NOANMCH — JOKYMEHT Ha OyMa)XHOM HOCHTENE H/MIH B
3NIEKTPOHHOM BHJIE, C YKa3aHHBIM B IIECTHAAATEPUIHOM BH]IE
Kimrouom mpoBepku  OnektpoHHOWM moxamnucu — Kiuenra,
MOATBEPXKIAOMMKA  MpuHaIIexxHocTh  Kiroua  mpoBepku
YCWICHHOW HeKBaMH(UIMPOBAHHOW OJIEKTPOHHON MOIIUCH
Branenblly CepTudukara KiIr0o4a MPOBEPKU AIEKTPOHHOM

nognucu. CepTudukaT KiIoYa TMPOBEPKH  AJIEKTPOHHOM
NOANMCH  JIOJDKEH OBITh  MOANMCAH €ro  BiaJesblam
(ymomanomouenHsiM [IpencraBurenem Kimenra).

CpencrBo NMOATBEPKICHHSA - YHHKaJIbHAs

MOCJIEI0BAaTEIbHOCTh CHUMBOJIOB, MO3BOJISIIONIAsl  CO3/1aBaTh
ONEeKTPOHHYIO TOANHUCH I TOATBEPKACHUS DJIEKTPOHHOTO
nokymeHTa. B kagectBe CpencTBa noareepkaeHus B Cucteme
JAbO ncnone3yroTcs: UId CO3JaHUs IPOCTONH OIEKTPOHHOU
moanucu — Jlorun, Cratuueckuit maponb, OIHOpPa30OBBIN
napoiib; JUIsi CO3/IaHUsl YCWJIEHHOH HEKBAIM(HUIIMPOBAHHOM
ONEeKTPOHHON MIOAINUCH Kirou YCUJIIEHHOU
HEKBaNU(UIMPOBAHHON DNEKTPOHHON HOATHCH.

YonHoMo4eHHBI IIpeacraBureinn
Kaunenra/YnoanomouenHoe Jgumo —  IlpencraBurens
Knuenta, B ToM wuyucine KimeHtr - HHIUBHUIyallbHBIN
MPEeANPUHUMATEb,  SBISIONIUACS  (U3WYECKUM  JIUIIOM,

yKa3zaHHBIM B 3asBiieHMH Ha TpuoOpeTeHue/m3menenue bIl,
3asBnennn, a Takke B Ceprudukate KIO4Ya NPOBEPKH
3JIEKTPOHHOM monanucu (IpH HCIOJB30BAHUM  YCHIJICHHOM
HEKBATU(UIIMPOBAHHON DJIEKTPOHHOH MOAIKUCH), B TOM YHCIIE
UMEIOIIUI MpaBO PacHOPsDKATbCS JCHEKHBIMUA CPEACTBAMH
Kinmenra Ha Cuere(-ax), WM UMEIOLIMI IPaBO Ha MPOCMOTP U
MoJTydeHue DIEKTPOHHBIX TOKYMEHTOB, B TOM YHCJIE BHIITHCOK
mo Cuery (0e3 TpaBa pacmopsDKaThCS — JICHEIKHBIMH
CpeAcTBaMH/COBEPILECHUSI CAETIOK OT MMeHHU Kiuenra).

YH3BII (Ycnnennas HeKBaJIH(UIHPOBAHHAS
DJIeKTPOHHASI MOANMHUCH) - DICKTPOHHAS ITOJIIHCH, KOTOPAS:

certain sequence of symbols known only to the Client's
Authorized Person, enabling the Bank to
unambiguously identify the Client's Authorized Person
when signing Electronic Documents using the RBS
System). The One-time password shall be sent by the
Bank in the form of an SMS message to the Subscriber
number of the Client's Authorized Person indicated in
the Bank's database in accordance with the Application
for purchase/modification of the BP and Application /
Application for change of the mobile number
submitted by the Client.

Certification Centre is the Bank's organisational
structure designed to manage the unified infrastructure
of the Electronic Signature Verification Keys in order
to ensure the legal significance of the Electronic
Documents and control the integrity of information
protected by the enhanced non-certified Electronic
Signature.

Electronic Signature Verification Key Certificate is
a document in paper and/or electronic form with the
Client's Electronic Signature Verification Key
specified in hexadecimal form, confirming that the
Enhanced Non-Certified Electronic Signature
Verification Key belongs to the owner of the
Electronic Signature Verification Key Certificate. The
Electronic Signature Verification Key Certificate shall
be signed by the Client's owners (Authorized Person of
the Client).

Confirmation Tool is a unique sequence of symbols
that enables to create an Electronic Signature to
confirm the Electronic Document. The following are
used as Confirmation Tool in the RBS System: Login,
Static Password, One-time Password are needed for
creating a simple Electronic Signature; Enhanced Non-
Certified Electronic Signature Key is needed for
creating an enhanced non-certified Electronic
Signature.

Client Authorized Person/Authorised person is the
Client's representative including individual
entrepreneurs who is a natural person specified in the
Application for purchase/modification of BP,
Application, as well as in the electronic signature
verification key certificate (when using an enhanced
non-certified electronic signature), including the right
to dispose of the Client's funds in the Account(s) or or
having the right to view and receive Electronic
documents, including Account statements (without the
right to dispose of funds/make transactions on behalf
of the Client).

ENCES (Enhanced Non-Certified Electronic
Signature) is an electronic signature that:




- IOJy4eHa B pe3yiabTaTe  KpUNTOrpadudeckoro
npeoOpa3oBaHus HMHPOpPMAMK C HUCIOJIb30BAaHHEM KIIIOYaA
3JIEKTPOHHOM MOANNCH;

- MO3BOJSIET  ONPEAEITIHUTH
OJEeKTPOHHBII JOKYMEHT;

- TMO3BOJISIET OOHAPYKUTHh (PAKT BHECCHUSI U3MEHEHUI B
ONEeKTPOHHBIN TOKYMEHT IOCIe MOMEHTA €0 MOANNCaHUS;

- CO34aeTCsl C WCIHOJIBb30BAHHEM CPEICTB 3JIEKTPOHHOM
MIO/ITIHCH.

YKJII — ycuneHHas KBaJUIMPOBAHHAsA JJIEKTPOHHAs
MOAIMCH, KOTOpasi COOTBETCTBYeT BceM mpusHakam YHDOII u
CJICAYIOIINM JIOTIOJHUTEIBHBIM IPU3HAKAM:

1) KIIOY TPOBEPKH SIIEKTPOHHOW TMOAMHUCH yKa3aH B
KBATH(HUITIPOBAHHOM CEPTH(PUKATE;

2) Ui CO3MaHWsI W TMPOBEPKH JIIEKTPOHHOW IMOMIUCH
WCIIOJNIB3YIOTCS CPEJICTBA AIEKTPOHHOM MOJMUCH, TIOTYIHUBILNE
MOATBECPIKACHHUEC COOTBCTCTBUSA Tpe6OBaHI/I$IM, YCTaHOBJICHHBIM
@enepanpsabiM  3ak0HOM  OT  06.04.2011  Ne63-03  «O6
3JIEKTPOHHOM MOIIHCHY.

Hacrosmuit PernameHT npenycMaTpuBaeT HaIpaBICHUE
3a8BJICHUH, COOOLICHWH, HEOOXOAUMBIX Uil IOIYy4EHHS
(BoccTaHOBIIEHWS) JIOCTYyTIA, W3MEHEHUS YCIIOBUS
ucnionb3oBanuss Cuctemsl JIbO ¢ ucmonp3oBanmem YKOII
BHEIIHETO AaKKPEJAUTOBAHHOTO YIOCTOBEPSIOIIEro LEHTpa.
VYKO3II BHEWHEro akKpeAUTOBAHHOTIO YIOCTOBEPSIOIIETO
LEHTpa HCHOJb3yeTcs B paMKax OOMEHa 3JIEKTPOHHBIMH
nokymeHTamu uepe3 Omneparopa 3/10.

JIAIIO, MMOIIACABIIIEE

OKH (PyHKUMOHAJBHBIA KJKWYEBOH HOCUTENIb) -
MEPCOHAILHOE CPEACTBO CTPOT0i ay TEHTU(UKAIIMK 1 XPAHCHUS
JMaHHBIX, alMapaTHO Mojaepx)uBatoniee padbory ¢ Kirodom
ONEKTPOHHOM  MOANMCH, TO3BOJIAIOIIEE  OCYIIECTBIATH
MEXaHU3M DJICKTPOHHOM MOMUCH TaK, 9To Kitrod D1eKTpoHHOI
TIOATIMICH HE TTOKUIAET TPEEITbl HOCUTEIIS.

Yruaura MobileSignVerify — nporpamMmmuoe obecrieueHme
i npoBepkd MoOuinpHOH moamnucH, paspabotunk 00O
«MHpOopMaLIMOHHBIE CUCTEMBD».

PIN-kox — deThipex3HauHBIA KOJ, HWCHOJIB3yEeMBIH IS
noctyna Kk Mobuibnoi mognucu. PIN-xon ycranaBimBaeTcs
YnonHoMmoueHnHsiM [IpeacraButenem Kinenrta npu akTuBanun
KJ1r04a MOOUIBHON HOAMKUCH.

2. OBIME ITOJIOKEHUA

2.1 Hacrosmmii ~ PermameHT  perynumpyer  OTHOIICHHS
BO3ZHUKIIME B IMIpolEecce OKa3aHMd baHkoMm ycmyr mno
Horosopy «UHTepHeT-Knuent», mpu NOAKIIOYEHUH U

ucmoyib3oBaHnun  KioueHTOM ¥ YIIOJIHOMOYEHHBIMU
[Ipeacrasurensimu Kiuenta Cucrembr JIBO u sBisercs
corJIallleHUuEM MEXKTY bankom u Knuenrowm,

OTIPEIICIISIONTUM TTOPSIOK U YCIOBHS B3aMMOJICHCTBUS ITPH
BBIITYCKE W UCTIOJIb30BAHUH DJICKTPOHHOM TTOATIHICH.

2.2 Hacrosammuii PernameHT sBisieTcss HEOTHEMIIEMON U
coctaBHOM 4vacTeto IIpaBum u OOmmMx  ycrnoBui
OCYIIECTBJICHHS HMH(MOPMAIMOHHOTO B3aUMOJICHCTBHUS C

-was obtained as a result of cryptographic
transformation of information using the electronic
signature key;

-enables the person who has signed the Electronic

Document to be identified;

-enables to detect changes have been made to the

Electronic Document after it has been signed,;

-is created using electronic signature tools.

EQES is enhanced qualified electronic signature that
meets all the features of ENCES and the following
additional features:

1) the electronic signature verification key is specified
in the qualified certificate;

2) to create and verify an electronic signature,
electronic signature tools are used that have received
confirmation of compliance with the requirements
established by Federal Law No. 63-FZ of 06.04.2011
"On Electronic Signature™.

This Regulation provides for the sending of
applications, messages necessary for registration,
access, changes to the terms of use of the RBS System
with using of the EQES of an external accredited
certification center. The EQES of an external
accredited certification center is used as part of the
exchange of electronic documents through the EDM
operator.

FKM (Functional Keystock Medium) is a personal
means of strict authentication and data storage,
hardware-supported work with the Electronic Signature
Key, allowing the electronic signature mechanism to
be performed so that the Electronic Signature Key is
not out of the medium.

The MobileSignVerify utility is software for
verifying a Mobile signature, developed by

Information Systems LLC.

PIN is a four-digit code used to access the Mobile
Signature. The PIN is set by the Authorized
Representative of the Client when activating the
Moabile Signature key.

2. GENERAL PROVISIONS

2.1.  This Regulation controls relations arising in
the process of providing services by the Bank under the
Banking App Agreement, at connection and use by the
Client and Authorized Persons of the Client of RBS
System and is an agreement between the Bank and the
Client, defining the order and conditions of interaction
at issue and use of Electronic Signature.

2.2.  This Regulation is an integral and essential
part of the Rules and General Conditions for the
implementation of information interaction using the

6




ucnojp3oBanueM CucreMbl HH()OPMAIMOHHOTO OOMEHa

(ITpunmoskerne Ne2 k Ilpapmmam).
2.3 Jns nonkmoueHuss KimeHTa M YTOIHOMOYEHHOTO
[Ipencrasurens Kimmenra k Cucteme JIBO u ee ncmonb3oBanms
VYnonnomouenuslit  IlpeacraButrens  KnueHta — moimkeH
npucoeuHUThC K [lpaBuiam u OO0muM  yCIIOBUSIM
OCYIICCTBICHUS  HMH()OPMAIMOHHOTO  B3aUMOJCHCTBHS  C
ncrionb3oBanueM CHcreMbl HHQOPMAIMOHHOTO OOMEHa, a
TaKKE€ K HaCcTosIeMy PermamMeHty mmyTeM MOJIITUCAHHS
3asBieHus, ¢opmMa KOTOpOrO ompenensercs baHkoMm u
pa3mMerieHa Ha pecypce https://131.ru/contracts u B oduce
Bbanka.

24 [Ipu peructpanuu YnonaomoueHHoro [IpencraBurens
Kimuenta B peectpax Cucremsl JbO VYmnomHoMoueHHOMY
IIpencraButento Knuenta npucBamBaeTcsi perucTpaliOHHBIHN
HOMEp, KOTOpBIA yKa3blBaeTcs B 3asBICHUM TaKOro JIMLA,
nonxyyeHHoM bankom.

2.5 OOMeH DIeKTpPOHHBIMH JOKYMEHTaMH MeXTy baHkom
nu Kmmenrom ¢ wucnomp3oBanmem  Cumcremsr  JBO
ocymiecTBisieTcs B pamkax [IpaBun (BKITIOYas MPUIIOKEHUS K
HUM), a Takke mnpuoOpereHHbIX KimeHTom bBaHKOBCKHX
IPOAYKTOB M HMX YCJIOBHH, OOCITyXHBaHHE KOTOPBIX MOKET
OBITh OCYIIECTBIICHO ¢ Ucnoyb3oBanueM Cuctemsl J{BO.

2.6 Knmnent cormamaercss ¢ TeMm, 4YTO OJEKTPOHHBIE
nokyMmeHTsl CtopoH B pamkax Cucremsl JIBO mpusHaioTcs
OJEeKTPOHHBIMH JOKYMEHTaMH, IMOAINMCAHHBIMU DJIEKTPOHHOU
MNOJNKUCHI0 (IIPOCTOM MJIM YCHJIEHHOH HEeKBaJIU(HUUPOBAHHOM
(8 3aBucumoctu OT BblOpanHOoro CTOpOHO# cmocoba
MOJIMUCaHUs JIOKYMeHTa U (D)yHKIIMOHAIBHBIX BO3MOXKHOCTEH
Cuctemsl 1BO)), u sBIISIOTCS paBHO3HAYHBIMH JOKYMEHTaM Ha
OYMaKHBIX HOCHTENSX, TOANUCAHHBIMUA COOCTBEHHOPYYHOM
MOANHUCHI0  yNMoNHOMO4YeHHOro  Jymna  CTOpoHBl U
CKPEIUIEHHBIMH I1€4aThi0 Takoi CTOPOHBI (TIPH HAJTUYHUH).

2.7 OpmHOW  DIIGKTPOHHOW  TMOANMKCHID  MOTYT  OBITH
MOANMCAaHBl  HECKONBKO  CBS3aHHBIX  MEXIy  coOoH
ONEeKTPOHHBIX JIOKYMEHTOB (maker ONEKTPOHHBIX
nokymenrtoB). Ilpu mnoanucanum DIIEKTPOHHOM MOAIMMUCHIO
MakKkeTa 3JeKTPOHHBIX JOKYMEHTOB KaXKIbI M3 DNEKTPOHHBIX
JOKYMEHTOB, BXONAINIMX B OJTOT TIAKeT, CUYUTAeTcd
MOJNMCAaHHBIM DJIEKTPOHHOM MOANHKCHI0 TOrO BUIA, KOTOPOU
MOJNMCAH MaKeT DJIEKTPOHHBIX JOKYMEHTOB.

2.8 CTOpOHBI TPHU3HAIOT B KA4YeCTBE EAMHOW IIKAJTBI
BpeMeHH npu padore B Cucreme JIBO mecTHOE Bpemst 1o MecTy
pacmionokeHuss monpasneneHuss banka, o0ciyKuBaromero
Knuenta. KOHTpOJIBHBIM SIBIISIETCS BpeMsi CHCTEMHBIX YacOB
annapaTHbIX cpeAcTB baHka.

2.9 Kiuent o0s3yercs obecriedynTh JOMYyCK K paboTe u
pabory B Cucreme JIbO Tombko  YTIOJTHOMOYEHHBIX
[IpencraButeneii Knuenra.

210 Hcnonws3zys Cucremy JBO Kiuent mnpuoOperaer

Information Exchange System (Appendix No. 2 to the
Rules)

2.3. In order for the Client and the Authorized
Representative of the Client to connect to the Remote
Banking System (RBS) and use it, the Authorized
Representative of the Client must agree to the Rules
and General Conditions for the implementation of
information interaction using the Information
Exchange System, as well as to this Regulation, by
signing the Application, the form of which is
determined by the Bank and is available on the website
https://131.ru/contracts and at the Bank's office.

2.4.  Arregistration number is assigned to the
Client's Authorized Person, which is indicated in the
Application of such person received by the Bank when
the Client's Authorized Person is registered in the
registers of the RBS System.

2.5.  The exchange of Electronic Documents
between the Bank and the Client using the RBS system
is carried out within the framework of the Regulations
(including their annexes), as well as the Bank's
products purchased by the Client and their terms and
conditions, which can be serviced using the RBS
system.

2.6.  The Client agrees that the Electronic
Documents of the Parties within the framework of the
RBS System shall be deemed to be the Electronic
Documents signed by the Electronic Signature (simple
or enhanced non-certified (depending on the method of
signing the document chosen by the Party and the
functionality of the RBS System)) and shall be
equivalent to the paper documents signed by the
handwritten signature of the authorized person of the
Party and sealed of such Party (if any).

2.7.  Asingle electronic signature can be used to
sign several linked electronic documents (eDocs
package). Each of the Electronic Documents in that
Package is considered to be the Electronic Signature of
the type to which the Electronic Document Package is
signed when the Electronic Signature of an Electronic
Document Package is signed.

2.8.  The Parties shall recognize the local time at the
location of the Bank's customer service unit as a
uniform time scale when operating the RBS System.
The reference time is the system clock of the Bank's
hardware.

2.9.  The Client shall ensure that only the
Authorized Persons of the Client are allowed to work
in the RBS System.

2.10. By using the RBS System, the Client gains an



https://131.ru/contracts

BO3MOXKHOCTb:

° ®opMHpOBaTh, HOANUCHIBATH DJIEKTPOHHOM MOMTUCHIO
U HalpaBJITh B baHK miarexHele (pacyeTHble) JOKYMEHTHI, B
COOTBETCTBHMHU C 3aKOHOAATENbCTBOM Pocculickoit denepanuy,
B TOM YHCIIE IUIATEKHbIE MOPYUYEHUs, B IIENAX COBEPIICHUS
oriepanuii mo oTKpeITEIM B barke Cuetam Kinenra;

e ®opMHpOBaTh, NOANUCHIBATH DJIEKTPOHHOM MOMTUCHIO
W HampaBisiThb B baHK 3ampochl Ha OT3BIB  IUIATEKHBIX
(pacueTHBIX) JOKYMEHTOB, B TOM UYHCIE IUIATEKHBIX
Mopy4YeHuil, paHee nepeaaHHbIX B baHk;

. IMony4ats oT banka Beimucku mo Cyery(-am) B BHC
ONEKTPOHHBIX JIOKYMEHTOB, COJEpKaIiue WHGOpMAIMI 00
OTIepaIusiX, COBEPIICHHBIX IO OTKPBITOMY(-bIM) B banke
Cuery(-am) Knuenra;

° dopmHupoBaTh, HAMPABIATH W TMONTydYaTh B/OT baHka
WHpOpPMaLUIO cBOOOIHOTO ¢opmara B BHAC DICKTPOHHBIX
JOKYMEHTOB (B TOM HYHCIIE CIyXeOHO-MH()OPMAIMOHHBIX
COOOIIEHMI), COTJIaCHO (hyHKITMOHATPHO-TEXHIYECKUM
Bo3MOkHOCTsIM Cucremsl J1BO;

° ®opMUpOBAaTEH, MOJANUCHIBATH OIEKTPOHHOU
MOJIKCHIO, HATIPABIISATh U MOYyYaTh B/OT baHka DneKkTpoHHbIE
OOKYMCHTBI, B COOTBCTCTBUHM C YCJIOBUAMU OTACIbHBIX
3aKatoyeHHbIX CTopoHamu [[oroBopoB 0O MpemocTaBiICHUU
0aHKOBCKOT'O NIPO/yKTa, coraacHo IIpaBunam.

211 Ilpu nomydeHun OIEKTPOHHOrO JOKyMmMeHTa baHk

MPOU3BOJUT MIPOBEPKY:

1. mpaBa pacnopsDKeHHsI I€HEKHBIMH CPEICTBaMH (TIpOBepKa
OIl, 3ampoc 1O OTAENBHBIM IUIaTEXaM KIHEHTa
JOTIOJTHUTENILHOTO  TIOATBEPX/ICHUSI, TIONy4YeHHE OT
KIIMCHTa TOJTBEPXKICHUSI COBEPIIAEMON Olepanuu B
Ccllydae UCHoJib30BaHusi MOOHIIbHOI NOAMKCH);

2. KOHTpOJIb LEJOCTHOCTH (HEM3MEHHOCTH) PEKBHU3HUTOB
TUIATEKHOTO IOPYYCHUS;

3. CTPYKTYpHBIH KOHTpPOJb (IpOBEpPKa YCTaHOBJIECHHBIX
PEKBU3UTOB 1 MAaKCUMAaJIbHOIO KOJIMYECTBA CUMBOJIOB B
pexBusurax I1I1);

4. KOHTPOJIb 3HAYCHUI PEKBU3HTOB;

5. KoHTpoiap  JOCTaTOYHOCTH  JEHEKHBIX  CPENCTB.
IIpu BBIABIEHWH OTPULATENIBHOIO pe3yJibTaTa IIPOBEPKHU
mo60ro u3 BBIIIEYKAa3aHHBIX 00CTOSITENHCTB

nosrydyeHHbId O] cepBepHoil yacthio Cucremsl [IbO He
NpPUHUMAETCSI W JaHHBIH pe3yibTaT (dJEKTPOHHAsS
KBUTAHIIMS) aBTOMaTHYeCKH Hampasisercs Kiwmenty, a
[IOpy4YeHHue, cojepxamieecss B HeM, baHKoOM He
HCIIOJTHAETCSL.

2.12  dopmar DeKTPOHHBIX JOKYMEHTOB OIIPEICIIICTCS
(hYHKITUOHATBHO-TEXHUYECKUMHU  BO3MOXKHOCTAMU  CHUCTEMBI
JBO, skpannoit ¢opmbl knueHTckod wactu Cucremsl [1BO.
Kaxxnmprit D1eKTpOHHBIN TOKYMEHT, HampaBisieMblid KitneHTom
B bank ¢ ucnonszoBanueM Cuctemsl b0, nomxken conepxaTh
DNEKTPOHHYI0 TOANUCh YmomHoMoueHHoro IIpeacraButens
Kimenra. DnekrponHas nomanuck Kimenra, comepkamascs B
DNeKTpOHHOM JOKyMeHTe KimeHTa, moaTBepKaaeT aBTOPCTBO

opportunity:

. To form, sign and send to the Bank payment
(settlement) documents in accordance with the
legislation of the Russian Federation, including
payment orders, for the purpose of performing
transactions in the Client's Accounts opened with the
Bank;

. To form, sign and send to the Bank requests
for withdrawal of payment (settlement) documents,
including payment orders previously submitted to the
Bank;

. To receive from the Bank statements of the
Client's account(s) in the form of electronic documents
containing information on transactions carried out on
the Client's account(s) opened with the Bank;

. To form, send and receive free format
information from/to the Bank in the form of electronic
documents (including service and information
messages) in accordance with the functional and
technical capabilities of the RBS System;

. To form, sign with Electronic Signature, send
and receive electronic documents to/from the Bank in
accordance with the terms and conditions of individual
Agreements concluded by the Parties on provision of a
banking product in accordance with the Rules.

2.11.  Upon receipt of an Electronic Document, the
Bank performs an inspection:

1. the right to cash dispose (ES verification,
request for individual client's payments of additional
confirmation, receipt of confirmation from the client of
the operation being performed in case of using the
Mobile signature);

2. integrity control (invariability) of payment
order details;

3. structural control (checking the established
details and the maximum number of symbols in the
BGC);

4, control of references details;

5. control of cash adequacy. Upon detection of an

adverse effect of any of the above circumstances, the
received data by the server part of the RBS System
shall not be accepted and this result (electronic receipt)
shall be automatically sent to the Client, while the
Bank shall not execute the order contained therein.
2.12. The format of Electronic Documents is
determined by the functional and technical capabilities
of the RBS System, the screen form of the RBS Client
Part. Each Electronic Document sent by the Client to
the Bank using RBS System must contain the
Electronic Signature of the Client's Authorized Person.
The Client's Electronic Signature contained in the
Electronic Document of the Client confirms the




Ynonnomouennoro IlpencraButens Kiuenta u  siBhsercs

CpPEeICTBOM MIPOBEPKH HEH3MEHHOCTH colep KaHmsI
ONEKTPOHHOTO JIOKYMEHTa, TaK Kak J00e W3MCHEHUE
ONEeKTPOHHOTO  JOKYMEHTa, TOoCiIe €ero  IOANHCAHUS
ONEeKTPOHHOU ITOITHCHIO, HapymIaer LIEITOCTHOCTh

DNEeKTPOHHOU MOAMHKCH.

2.13  DneKTpOHHBIA JOKYMEHT JOJDKEH OBITh 3aBepeH
DJEeKTPOHHOH  TOANMCBI0  TOJABKO  YTOJTHOMOYEHHBIX
[IpencraButeneii KnnenTta, MMEIOMMX MPaBO PaclOpsLKEHUS
NeHeKHBIMH ~ cpeacTBamMu  Ha Cuere (I TUIATEXKHBIX
(pac4eTHbIX) DIEKTPOHHBIX TOKYMEHTOB), JaHHBIE O KOTOPBIX
yKa3aHbl B 3asBieHMH Ha mpuoOpereHue/m3menenune BII u
3asBnennn. Ecmu DneKTpOHHBIA TOKYMEHT, IOJDKEH OBITh
MOANMCAaH HECKOJNbKUMH  TOJIUCSIMH Y ITOJIHOMOYEHHBIX
[IpencraButeneit Knuenra, B COOTBETCTBUM ¢ 3asBICHHEM Ha
npuobperenne/nzmenenne  bIl/Kaproukoldk ¢  oOpasuamu
moanvceil U oTTuckoM medaTd W CornalieHneM O COYeTaHHU
noanucet k KOIIL, DnekTpoHHBIA [OKYMEHT 3aBEpSIETCS
KaXIbIM U3 YroiaHoMmodeHHBIX [Ipencrapureneit Kiuenra - mo
OHOM DJIEKTPOHHOU MOANKCH W3 HEPBOUM W BTOPOM IPYIIIBI
noAnucei.

2.14  Cucrema JIBO aBTOMaTu4ecku 0TOOpaXKaeT CBEACHUS O
TekymieM Jrtarne o0pabotku Kimentom w/wim Bankom
DJEKTPOHHOTO  JOKYMEHTa, TOCPEJCTBOM  NPUCBOCHHUS
DJEKTPOHHOMY JOKYMEHTY OIPEJICICHHOrO CTaTyca W ero
U3MCHCHUU.

215 Cucrema mnpucBauBaeT OJICKTPOHHBIM JOKYMEHTaM
CJICAYIOIINE CTATYChI:

. «2-f1 KaApTOTEeKAa» - MPHUCBAUBACTCS JCKTPOHHOMY
JOKYMEHTY, eciii Tipu o0paboTke muiaTexa Ha cyere Kiuenra
0Ka3aJioCh HEJIOCTATOYHO CPEJICTB JUIsl COBEPIICHUS OTIepaIlry.
° «Co3nan» - TpHUCBAaMBaeTCs TMPU CO3JaHUU U
COXpaHEHHH HOBOTO DJIEKTPOHHOTO jokyMeHTa KitneHToMm.

° «3anaaHupoBaH» - DIEKTPOHHBIN JOKYMEHT CO3/IaH U
MOJIMKCAH KJIMEHTOM, HO He oTmpaBieH B bank. OtmpaBka
DJEKTPOHHOTO JIOKyMeHTa B baHk OyJeT BBINIONHEHA B
Ha3HaquHy}0 KIINCHTOM )IaTy.

° «Ha moamucu» - TPHUCBAWBAETCA DJIEKTPOHHOMY
HOKyMeHTy I10CJIC YCTaHOBKI/I IIoAIMMCU " HerOXO)K}IeHI/H/I
KOHTPOJISI COOTBETCTBHS KOJUUECTBA MOAMUCEH, 3asBICHHOTO B
OaHke.

° «OTnpasiaen» - DIEKTPOHHBIH TOKYMEHT OTIPABJICH B
EaHK, HO €1I¢C HE HpI/IHSIT K UCITIOJITHCHUIO.

° «OTtnpaBiaen B 0aHK» - IIpUCBauBaercs
DONEKTPOHHOMY JOKYMEHTY MpU MPOXOXKACHUU MPOLEAYPHI
MpreMa K MCIIONHEHUIO, B TOM YHCJe MpH 3arpoce bankom ot
Knuenrta moarBepKaeHUs] COBEpIIAEMOM oOlepallud B cliydyae
WCTONB30BaHus MOOMIHHON MOAHCH.

° «IIpuHAT» - TIpHCBaMBaeTCs IOKYMEHTY IIOCIIE €ro
MpUHATHS BaHKOM K UCIIOTHEHUIO.

authorship of the Client's Authorized Person and is a
means of verifying the immutability of the Electronic
Document content, as any modification of the
Electronic Document after its signature with the
Electronic Signature violates the integrity of the
Electronic Signature.

2.13. The Electronic document must be certified by
the Electronic Signature only of the Client's
Authorized Persons who have the right to dispose of
funds in the Account (for payment (settlement)
Electronic Documents), the details of which are
specified in the Application for purchase/modification
of BGC and the Application. If the Electronic
Document must be signed by several signatures of the
Client's Authorized Persons, in accordance with the
Application for purchase/modification of the
BGC/Banking Sample Signatures and seal card and the
Agreement on combination of signatures to the BSS,
the Electronic Document shall be certified by each of
the Client's Authorized Persons, one of the Electronic
Signatures from the first and second groups of
signatures.

2.14. The RBS system automatically displays
information about the current stage of processing the
Electronic Document by the Client and/or the Bank by
assigning a certain status to the Electronic Document
and changing it.

2.15. The system assigns the following statuses to
Electronic Documents:

» List 2 is assigned to the Electronic Document,
if during the processing of the payment on the
Client's account there were not enough funds to
complete the transaction.

. Created is assigned when a new Electronic
document is created and saved by the Client.

. Planned - the Electronic document was
created and signed by the client, but not sent to the
Bank. The Electronic Document will be sent to the
Bank on the date specified by the client.

. Under Signature is assigned to the Electronic
Document after setting the signature and not passing
the control of compliance with the number of
signatures declared in the bank.

e Sent - the Electronic Document has been sent to
the Bank, but has not yet been accepted for
execution.

. Sent to the Bank is assigned to the Electronic
Document when passing the procedure of acceptance
for execution, including when the Bank requests from
the Client confirmation of the transaction in case of
using the Mobile signature.




L4 «AcnoaHeHO» - MNPpUCBAUBACTCA JOKYMCHTY ITOCJIC €TO
HCIIOJIHCHUS bankoM (B TOM YHCJIC ITOCJIC CIIMCAaHUA NCHCKHBIX

cpenctB co Cuera KimeHta Ha OCHOBAaHMH JAHHOTO
JIOKYMCHTA).
o «OTKAa3» - NPUCBaNBAETCS DIICKTPOHHOMY JOKYMEHTY,

€CIIM OH HE MOXKET OBbITh MPHUHAT K MCIONHEeHuIo B banke. J{ns
YTOUHEHHS IPUYMHBI HEOOX0AMMO 00paTuThes B baHk.

° «AHHYJHPOBAaH» - TPHUCBAMBAeTCs JOKYMEHTY, HE
pouleieMy IMPOBEPKY IO IPUYMHE €Tr0 HECOOTBETCTBHUSA
TpeOOBaHUM, YCTaHOBJICHHBIM JIEHCTBYIOIINM
3akoHonarensCcTBOM  Pocculickoit  ®enepauuu, IIpaBunawm,
YCIOBUSM  3aKIIOYEHHBIX  CHOCNOK O  NPHOOpPETeHUH
bankoBckoro mponaykra, PeriaMeHTa WM HHBIX CIy4asx
(Hampumep, pH HEAOCTATOUHOM OCTATKE CPEZCTB Ha cUeTe IS
OCYILECTBJICHUS IJIaTeXa U 1p.).

° «3anpoiieH 0T3bIB» - IPUCBAUBAETCA DIEKTPOHHOMY
JOKyMeHTy, 10 koTtopoMy KimeHT co3zman 3ampoc Ha OT3bIB
maTexa.

. «OTo03BaH» - TMpPHUCBAaUMBAeTCi JOKYMEHTY IIOCIE
ncrnojHeHus 3anpoca KinueHra Ha OT3bIB TOKYMEHTA.

. «Tpebyercss  moaTBepkAeHHe» -  o0OpaboTka
ONEeKTPOHHOTO JOKYMEHTa IPHOCTAaHOBIEHA 0 YTOYHEHHUS
JeTaneu miaTexa coTpyJHUKoM baHka.

2.16  Co3naHHBIN U MOJMUCAHHBIN DJICKTPOHHOHN MOITUCHIO
OnexTpoHHBI NOKyMeHT KimeHT otmpasinser B baHk c
ucnosbzoBanuem Cuctemsl J1bO.

2.17 baHK OCYIIECTBISET TMPOBEPKY IOJIYYCHHOTO OT
Kimuenta DneKTpOHHOTO MOKyMEHTa W TPUHUMAET €ro K
WCTIOTHEHUIO TIPH  YCIIOBHH TMOJIOKUTEIILHOTO pe3yJbTara
TIPOBEPKH.

2.18 Pesynmprar npoBepKkHM ODIEKTPOHHOIO JOKYMEHTa
CUMTAETCS TOJIOKUTEIBHBIM, €CITH OH:

° OdopmMieH B COOTBETCTBUM  C  JCHCTBYIOLIMM
3aKOHOJaTeNbCTBOM Poccuiickoit Penepannu;

° OdopmieH B COOTBETCTBUM C  HOPMAaTHBHBIMHU
nokymentamu banka Poccun u TpebGoBanusimu banka;

° OdopMiICHB  COOTBETCTBHHM C  TpeOOBaHUIMH,

YCTaHOBJICHHBIMU 3aKIfOYeHHBIMH CTOpOHAMH CJIETKaMH, B
cootBeTcTBHH ¢ [IpaBuinamu, u HacTosimuMm PermamenToMm;

. 3aBepeH Ha/IeKaIen (Hamexxammmn)
ONEeKTPOHHON(-BIMH) TIOJIHUCHIO(-IMH) Y TOITHOMOYEHHOTO(-
bix) Ilpencrasurens(-eit) Knuenra, nmeromero(-ux) nmpaBo Ha
pacropsbkeHHe JCHEKHBIMH cpeAcTBamMu Ha Cuere (mis
IUIATeXKHBIX  (PAacUETHBIX)  DJNEKTPOHHBIX  JIOKYMEHTOB),
DJNeKTpOHHBIE TMONNMCH NPOLUTM TpoBepKy B banke Ha
KOPPEKTHOCTb.

. Accepted is assigned to a document after it
has been accepted by the Bank for execution.

. Executed is assigned to a document after its
execution by the Bank (including after debiting the
Client's Account based on this document).

. Rejection is assigned to the Electronic
Document if it cannot be accepted for execution in the
Bank. To clarify the reason, you need to contact the
Bank.

. Cancelled is assigned to a document that has
not been audited because it does not meet the
requirements established by the current legislation of
the Russian Federation, the Rules, the terms and
conditions of transactions for the purchase of the
Bank's Product, Regulations or other cases (e.g., if the
account balance is insufficient to make a payment,
etc.).

. Requested withdrawal is assigned to the
Electronic document on which the Client has created a
withdrawal request for payment.

. Withdrawn is assigned to a document after
the Client’s request to withdraw a document has been
made.

» Confirmation required - the processing of the
Electronic Document is suspended until the
details of the payment are clarified by the
Bank's employee

2.16. The Client shall send the Electronic Document
created and signed by the Electronic Signature to the
Bank using the RBS System.

2.17. The Bank shall verify the Electronic Document
received from the Client and accept it for execution
provided that the verification result is positive.

2.18. The result of an inspection of an Electronic
Document is considered positive if it is:

. Registered in accordance with the current
legislation of the Russian Federation;
. It was executed in accordance with the

regulatory documents of the Bank of Russia and the
Bank's requirements;

. Registered in accordance with the
requirements established by the transactions concluded
by the Parties in accordance with the Rules and these
Regulations;

. Certified by the appropriate Electronic
Signature(s) of the Authorized Person(s) of the Client
who has the right to dispose of funds in the Account
(for payment (settlement) Electronic Documents), the
Electronic Signatures have been verified by the Bank
for correctness.

2.19.  Electronic documents executed in violation of
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2.19  DnexkTpoHHBIE  JOKYMEHTHI,  O(OpPMIIEHHBIE  C
HapylIeHHEeM TpeOOBaHHMW, NpPUEMYy HE IOJUICKAT, TaKUM
DJEKTPOHHBIM JIOKyMEHTaM MpHCcBauBaeTcs cratyc B Cucreme
JAbO «AHHYTUPOBaHY.

220 Kiment MokeT oOTo3BaTh nepenaHHelii B baHk
OJEeKTPOHHBIN TOKYMEHT, B COOTBETCTBHU C TPEeOOBAHUSIMU
3aKkoHojaTenscTBa Poccuiickoit denepanuu, 3aKIFOUYEHHBIX
CropoHamMH CHEJIOK, MpaBUJIaM{ COBEPLICHUS OMNepaluid, c
ucnonszoBanneM Cuctembl JIBO. Oto3BaHBI MOTYT OBITH
TOJIKO HEHCIIOJHEHHbIE DJICKTPOHHBIE TOKYMEHTBI, KOTOPBIE
He jgouutn no craryca «Omnmauen». Ecnu 3ampoc Ha OT3bIB
WCTIONHEH, DIEKTPOHHOMY JOKYMEHTY HPUCBAMBAETCS CTaTyC
"Oro3Ban." B cirydae HEBO3MOKHOCTH HCIIOTHEHHS 3a1poca Ha
OT3bIB, DJIEKTPOHHOMY JOKYMEHTY BEPHETCSI CTAaTyC, B KOTOPOM
ONEKTPOHHBIH JTIOKYMEHT HaxOoJWics J0 00paboTku baHkom
3aIpoca Ha OT3bIB.

2.21  Kument CaMOCTOSATEIHHO KOHTPOJHPYET
(OTCEe)UBAET) ITAIBI M PE3YIBTATH 00PaOOTKH OTIIPABICHHBIX
B baHk ONeKTpOHHBIX JOKYMEHTOB B COOTBETCTBYIOLIMX
pasnenax Cuctemsl J1bO.
2.22 bask um Knuent oOmenmBarorcs mo Cucreme ABO
CJICAYIOIINMH DJIEKTPOHHBIMHU JOKYMEHTaMH:
- IUIATEXKHBIE IOPYUECHUS;
- 3aIIPOCHI Ha OT3bIB JOKYMEHTA,
- TIPOU3BOJIbHBIC JTOKYMEHTHI (MHBIE JOKYMEHTHI WM HChMa,
COCTaBIICHHBIE B TIPOU3BOJILHOU Qopme);
- BBIIIUCKH, CcojepKaliiue HHPOPMAIUIO O JBMKEHUH CPEJICTB
0 CYeTaM;
- JOKYMCHTBLI  JJId COBCPUICHUA BaJIFOTHBIX OHepaHI/Iﬁ
(3asBIIEHUS HA TIEPEBOJ] MHOCTPAHHOW BaJIFOTHI, PACTIOPSIKEHHS
Ha TIOKYTIKY/TIPO/IaXKy BaJrOTHI U T.I1.)
- JOKYMEHTBI BJIFOTHOI'O KOHTPOJIS,
- 3asBJICHUS O CMEHE AOOHEHTCKOTO HOMEpA,;

- 3asiBJIeHUs1 Ha u3MeHenue bII.

2.23  YnonaomoueHnHomy [lIpencraBuremo Kimenra moxer
ObiTb mpenmoctaBineH goctyn kK Cucreme [JBO, c
BO3MOKHOCTBIK IIOJydeHHs cBelaeHud o Kiumente, ero
orepamusiX, OTKPBITHIX B baHke OaHKOBCKHX CUeTax
Knuenra, ¢ mpaBoM npocMoTpa U NOTy4eHHUs DINEeKTPOHHBIX
JOKYMEHTOB, B TOM YHCJI€ BBIIICOK I10 cUeTaM, Oe3 BbIIauu
takomy I[IpencraButento DIeKTPOHHON HOAHCH.

2.24 B DieKTpOHHBIX TOKYMEHTaX, IMOANUCAHHBIX MIPOCTOM
ONEeKTPOHHON TOANHUCHIO, COAEPXKHUTCA HH(popManus,
yKasplBarollass Ha YronHoMmoueHHoro IlpencraBuress
Kmuenta (®UO, HOMep 3asBieHHs, NPUCBOCHHBIA NpHU
peructpauuu Takoro jauua B cucreme JJbO), moanucasmiero
U HaIlpaBUBLIETO DJIEKTPOHHBIN JOKYMEHT.

requirements shall not be accepted, such Electronic
documents shall be assigned a Cancelled status in the
RBS System.

2.20.  The Client may revoke the Electronic
Document submitted to the Bank in accordance with
the requirements of the legislation of the Russian
Federation, the transactions concluded by the Parties,
the Regulations of transactions using the RBS System.
Only non-executed Electronic Documents that have not
reached the Paid status may be withdrawn. The
Electronic Document is assigned the Withdrawn status
if the request for withdrawal is executed. If a
revocation request cannot be executed, the Electronic
Document is returned to the previous status of the
Electronic Document when the Bank processed the
revocation request.

2.21.  The Client shall independently control
(monitor) the stages and results of processing the
Electronic Documents sent to the Bank in the relevant
sections of the RBS System.

2.22. The Bank and the Client shall exchange the
following Electronic Documents on the RBS System:
- payment orders;

- requests for withdrawal of the document;

- arbitrary documents (other documents or
letters drawn up in any form);

- statements containing information about the
movement of funds in the accounts;

- documents for performing currency transactions
(applications for the transfer of foreign currency,
orders for the purchase/sale of currency, etc.)

- currency control documents;

- applications for changing the subscriber number;
applications for changing the BP.

2.23 Access to the RBS System can be provided to The
Client's Authorized Person, with access to the Client’s
information, information of it’s transactions, and
information of the Client's bank accounts opened in the
Bank, with access to reading and receiving electronic
documents, including account statements, without
issuing an Electronic signature to the Client's
Authorized Person.

2.24 Electronic Documents signed with a simple
Electronic Signature contain information indicating the
Authorized Representative of the Client (full name,
application number assigned upon registration of such
person in the RBS System), who signed and sent the
Electronic Document.
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3 MNMOPAJOK NOAKJIIOYEHUSA KIUEHTA K
CUCTEME JUCTAHIIMOHHOI'O
BAHKOBCKOI'O OBCJIY’KUBAHUSA

3.1 [Mopsimox perucTpanuu Y0IHOMOYEHHOTO
[IpencraButens Knuenra B Cucreme 1bO:
3.1.1. TIlom perucrpanueii YIIOJIHOMOYEHHOTO(-bIX)
[Ipencrasurensi(-eit) KimenTra moHMMAaeTCsl BHECEHUE B
peectpbl Cuctems /IO peructpanoHHoi nHGopManmn
0 TakoMm Jmne(-ax), Ha OCHOBAaHWHM 3asBICHUSI O
npuobpereHun/u3meneann bl  w  3asBmeHus o
MPUCOSAMHCHUY K HacTOsIeMy PermamenTy.
3.1.2. Tlomawa VYmnomnomoueHHbiM [IpencraBurenem
Kinenra 3asiBneHuss 0 NpUCOCAUHEHUH K HACTOSILIEMY
PermamenTy ocymecTBiIseTcs KaXABIM TaKUM JIHIIOM,
nyteM oOpaieHuss K OTBETCTBEHHOMY Pa0OTHHUKY ITO
IOPUANIECKOMY aapecy banka B TEYCHHE
OnepanmoHHoro BpeMeHu baHka.
3.1.3 Ilpu npueme 3aspieHus OTBETCTBEHHBIH pPaOOTHUK
HUACHTUQHUIUPYET Y IIOJIHOMOYEHHOT O IIpencraBurens
KrnuenTa, ¢ ucmonp30BaHueM JOKYMEHTa, yIOCTOBEPSIOIIETO
JMYHOCTE mnociendero’. OTBETCTBEHHBIM pPabOTHHK BIIPaBe
3anpocuTh, a YmomHoMmoueHHbIH IIpencraButens Kiuenta
JOJDKEH TIPEICTaBUTh HHBIE IOKYMEHTHI, HEOOXOIUMBIE /TSl €70
Wnentndukanmm, B TOM 9rcIe TOKyMEHTHI, TOATBEPKIAIOIINES
MIpEeACTaBJICHHEBIC B baHK CBEICHMUS.
3.1.4. 3asBnenne YmnomHomoueHHOro llpencraBurens
Kmuenta npunumaercss OTBETCTBEHHBIM PaOOTHHUKOM
rocie MIPOBEACHUSA Wnentudukanmu TaKoro
[IpencraButens Knmenta, o dYeM mpPOCTaBIsAETCS
COOTBETCTBYIOIIAsl OTMETKA Ha 3asBJIeHUN. baHK BIpaBe
0TKa3aTh B TipueMe 3asBiieHus 0e3 00bICHEHHS PUYUH
Takoro otkaza. OTka3 B mpueme 3asBICHUA BI€UET O0TKa3
B peructpanuu YmomHoMmoudeHHoro [IpencraBurens
Knuenta B Cucreme /1bO.

3.1.5 B mpouecce obpabotku 3asBieHHS, MOCIE €ro
npuHaTusa bankom, Oneparop LlenTpa perucrpanuu:

) BBITIOJTHSIET PETUCTPAIIMOHHBIE ACHCTBHS 110 BHECECHHIO
peructpaunonHoi nadopmarmu B peectpbl Cucremsl 1BO;

° ¢dhopmynupyer u 3aHocuT B peectpsl Cucremsr JbO
CHELUAIEHYIO NapoJILHYIO ¢bpazy (Bompoc/oTBeT),
UCTIONB3YEMYIO  JUIA  JOTOJHUTEIbHOH  WAEHTH(UKALUH
(ayTeHTH(DUKAITIN) YH0JIHOMOYEHHOTO [IpencraBuresns
Knnenra;

3.2 Ilpu Boibope Knmenrom meroga pabotsl B Cucreme
JAbO ¢ wucmonp30BaHHEM NPOCTON OJIEKTPOHHOH moammcu/
mpaBoM mpocMmorpa (0e3 HCHOIB30BaHMS — DJSKTPOHHOU
nognucu) Omeparop LleHTpa perucrpanuu HanpasiseT Ha
yKa3aHHbIH B 3asBlieHMM Ha HpuoOpeTeHue/m3meneHue bl
AOoHEeHTCKHH HOMEp YmonHoModeHHoro IIpemcraButens
Knuenta nansslie 11 nepsoro Bxoaa B Cucremy J1bO — Jlorun
u BpeMmeHHbII maposb.

3.3 Tlopsaok akTUBAIUH Kitodya MOOHIBHON TOITHUCH:

3. PROCEDURE FOR CONNECTING THE
CLIENT TO THE REMOTE BANKING
SERVICE SYSTEM

3.1. Registration procedure Authorized Person of
the Client in the RBS System:

3.1.1. Registration of the Client's Authorized
Person(s) means entry of registration information about
such person(s) into the registers of the RBS System on
the basis of the Application for purchase/modification
of the BP and Application on joining these Regulations.

3.1.2.  Application submitted by the Authorized
Person of the Client is made by each such person
individually by applying to the responsible employee
at the legal address of the Bank within the Bank's
Operational Time.

3.1.3. The responsible employee identifies the
Client's Authorized Person using the Client's identity
documentl when accepting an Application. The
responsible employee has the right to request and the
Client's Authorized Person has the right to submit other
documents required for the Client's Identification,
including documents that confirm the information
submitted to the Bank.

3.1.4. The application of the Client's Authorized
Person shall be accepted by the responsible officer
after the Identification of such Client's Representative
has been carried out and a corresponding mark shall be
made on the Application. The Bank may refuse to
accept an Application without explaining the reasons
for such refusal. The refusal to accept an Application
results in the refusal to register the Client's Authorized
Representative in the RBS System.

3.1.5. During the Application processing, after its
acceptance by the Bank, the Registration Centre
Operator:

° performs registration actions to enter
registration information into the RBS system registers;
° formulates and enters into the registers of the
RBS System a special password phrase
(question/answer) used for additional identification
(authentication) of the Client's Authorized Person;

3.2 When the Client chooses a method of working in
the RBS System using a simple Electronic
Signature/view right (without using an Electronic
Signature), the Registration Center Operator sends to
the Subscriber Number of the Client's Authorized
Representative specified in the Application for
Purchase/Change of BP data for the first log on the
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331 Iocne MIPOBEACHUS PETUCTPALIIN
ynostHoMoueHHoro Ilpencrasurens Kimenta OTBETCTBEHHBIN
pabotHuk banka:

a) moxrorasmuBaer cpercrBamu Cucremsr JIBO kimrou
MpoBepKH MOOWIFHONW TOANUCH U Tepefadyd M aKTHBAIUU
ynoiaHoMoueHHoMY [IpencraButento Knuenra;

b) wampaBnser Ha AOGoHEHTCKUI HOMEp
ynonHoMoueHHoro IlpencraButenss KineHTta, ykasaHHBIA B
3asBIEHNH O MPHUCOEANHHU K HACTOAIIEMY PErJIaMEHTY, JaHHbIE
JUIS aKTHBAIlMM KJIO4Ya TpOBepkrn MOOWIBHON TOANUCH —
Jlorun u BpemeHnHbI# aposib

C) HampaBJIseT HA AJIPEC AIECKTPOHHOI MOYTHI, YKa3aHHbIH
B 3asBICHUU O NMPHUCOECIUHU K HACTOSIIEMY PEriIaMeHTy, AKT
MpU3HAHMA KITF0Ya MPOoBepKd MOOMIIEHOM TTOITHCH.

3.3.2 Jliis monydenus kitoya MOOWIIBHOM MOAMKMCH
ynoiaHomoueHHbIH [peacraBurens KnuenTa qomkeH JIMYHO:

d) aKTHBHUPOBaTh K04 MOOWJIBHOW  TOMIKMCH B
MPWIOKEHUU  baHka, HCHONB3ys  MPEIOCTaBICHHBIE B
SMS/email - coobrernu Jlorud u BpeMeHHBII Tapoib.

b) mnonmnucath W HampaBuTh B baHK CKaHHMPOBaHHYIO
KOMUI0 AKTa TpPU3HAHUS KIHOYa TPOBEpPKH MoOUIbHOU
moamucy, ¢opMa KOTOpOro ompexaensieTcss baHkoM w
pasmernena Ha pecypcee https://131.ru/contracts.

C) mpemoctaBuTh B bank B TeueHnn 40 KaJeHIAPHBIX THEH
¢ MomeHTa aktuBanud Kiroua MOOWIBHON MOAIHUCH AKXKT
MpU3HAHUS K042 TPOBepKH MOOWIBHON TMOANMCH Ha

OyMa)XKHOM  HOCHTENle, 3aBEpPEeHHBIH  COOCTBEHHOPYYHOM
MOANUCBI0  Takoro  YmosHomodeHHoro IlpencraButens
Knuenra.

3.3.3 WHCcTpyKIus MO aKTHBALMK KIIOYa MPOBEPKH
MoOunbHOR TIOJIITUCH pasMenieHa Ha pecypce

https://131.ru/contracts u B oduce banka.

3.4 Ilpu Be1OOpe KinenTom Metona pabotsl B Cucreme JIBO ¢
HCTIONIb30BaHUEM YCHIICHHOH HEKBATU(UIIPOBAHHON
OnexTpoHHON noanucH, Xpansmercs Ha @PKH:

3.4.1 Onepatop Y 10CTOBEPSIOIIETO IEHTPA:

° [ocjie  BBIOJIHEHUS YKa3aHHBIX B  pasgene 4
PernamenTta nelictBuif, moxaroraBnuBaer DOyHKIHOHATbHBIN
KITIOUEBOI HOCUTENb, (POPMHUPYET KAPTOUKY NEPBOHAYATBHBIX
PIN-kogoB i DyHKIMOHATBHOTO KJIIOUEBOIO HOCHTEII,
«MHCTpYKIHIO 1o YIIPaBJICHUIO PIN-komamu
OYHKIMOHAIFHOTO KITFOYEBOTO HOCUTEIN» (pa3MelleHa TakxKe
Ha https://131.bank/contracts) ¥ ToMemaeT X B YIaKOBKY
ycTaHOBJIeHHOro baHkoM o00pasna, OKIenBaeT CrenuaabHON

HaKJICUKOW JJI1  OOECIIEYeHHS BO3MOXKXHOCTH  KOHTPOJISI
IIEJIOCTHOCTH YTIaKOBKH;
° nepenaeT JOKHBIM obpazom YIaKOBaHHBIHI

OYHKITMOHABHBIN  KITIOYeBOW HOCHTENs OTBETCTBEHHOMY
paboOTHHUKY [UTs Iepeaayu yrnoiHomodeHHomy IlpencraButento

RBS System - Login and temporary password.

3.3 How to activate the Mobile Signature key:

3.3.1 After the registration of the authorized
Representative of the Client, the Responsible employee
of the Bank:

a) prepares the Mobile signature verification key by
means of the RBS System for transfer and activation to
an authorized Representative of the Client;

b) sends to the Subscriber number of the authorized
Representative of the Client, specified in the
Application for accession to this regulation, the data
for activating the Mobile signature verification key -
Login and Temporary password.

¢) sends to the e-mail address specified in the
Application for accession to this regulation, the act of
recognition of the Mobile signature verification key.
3.3.2 To obtain the Mobile Signature key, the
authorized Representative of the Client must
personally:

a) activate the Mobile Signature key in the Bank's
application using the Login and Temporary password
provided in the SMS/email message.

b) sign and send to the Bank a scanned copy of the
Mobile Signature Verification Key Recognition Act,
the form of which is determined by the Bank and
posted at https://131.ru/contracts.

c) submit to the Bank, within 40 calendar days from
the date of activation of the Mobile Signature Key, the
Certificate of Recognition of the Mobile Signature
Verification Key on paper, certified by the handwritten
signature of such Authorized Representative of the
Client.

3.3.3 Instructions for activating the Mobile signature
verification key are available at https://131.ru/contracts
and at the Bank's office.

3.4 When the Client chooses a method of working in
the RB System using an enhanced unqualified
Electronic Signature stored on the FKM:

3.4.1 Operator of the Certification Centre:

° prepares the Functional Key Carrier, generates
a card of the initial PIN-codes, «Instructions for
managing the PIN-codes of the Functional key carrier»
and places it in the packaging of the sample set by the
Bank, sticks a special sticker to ensure that the
integrity of the packaging can be monitored after
performing the actions specified in section 4 of the
Regulations;

° hands over a properly packaged Functional

! passport or other identification document in accordance with the laws of the Russian Federation. / TTacriopt i uHO#
JIOKYMEHT, yI0CTOBEPSIOIINNA TUYHOCTh B COOTBETCTBUH C 3aKOHOAATENHCTBOM Poccuiickoit deneparuu.
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Kinenra.

° YnonnomouenHsiit [IpencraBurens Knuenra B mpase
OTKa3aTbCsl OT TmoyyuyeHus: DyHKIMOHANIBHOIO KIIOUYEBOTO
HOCHWTEIS TPH  HaJIMYdd y  HEro  COOCTBEHHOTO
@OYHKIHOHAJILHOTO KIIIOYEBOI'O0 HOCUTENS, TO/IEP>KUBAIOILETO
anmapatHbsle Kpunrorpadpuueckue ¢ynkuun -Pyroxen OLII
2.0. baHk He HECET OTBETCTBEHHOCTH 38 BO3MOKHBIE IPOOJIEMbI
ncronp30BaHusl  DyHKIIMOHATBHOTO KIIFOYEBOTO HOCHTEI,
MoJTly4yeHHoro He B banke.

34.2 ®akr mnepenaun DYHKIMOHAIBFHOTO  KIIIOYEBOTO
HOCHTENS, a TaKKe IIEJIOCTHOCTh YIaKOBKHU TOJTBEPKIAACTCS
COOCTBEHHOPYYHOMH MOJIUCHIO YNOITHOMOYEHHOTO
[IpencraButens KnuenTa B akte o ero nomyuenun. opma Akra
ompenenseTcs bankoM u pasMeriena Ha https://131.ru/contracts
u B opuce banka. B ciyuae HapymieHUS EIIOCTHOCTH YITAKOBKH
@OYHKIIMOHAIBHOIO KJIIOYEBOTO HOCHUTENS Y TOJTHOMOYEHHBIN
[IpencraButens KimenTa momkeH yka3aTh 00 3Tom B Akre. [1pn
OTCYTCTBUU COOTBETCTBYIOLIEH OTMETKM B AkTe, CTOpOHBI

OIIpeeIuIN CUUTATh L[EJIOCTHOCTb YIaKOBKHU
OYHKIMOHAIBHOTO KJIFOUEBOTO HOCHUTENS He HapyIIeHHOH, a
cam OKH HaJJIeKaI UM oOpazom MOJIyYE€HHBIM

YnonaomouenHsM [Ipencrasurenem Knuenra.

3.5. Ynomaomouennsrii Ilpencrasurens Kimenrta mpu
ucnons3oBannn Cucrembl [IBO m oOMeHe DIEKTPOHHBIMHU
JOKYMEHTaMH 4Yepe3 Hee BIpaBe HCIOJIb30BaTh YKa3aHHBIN B
3asBneHnnn Ha npuoOpereHue/msmenenue bII meron paboTel
(cmoco6 moamucaHus DJIEKTPOHHBIX JOKYMEHTOB, C YYETOM
¢GyHKIMOHANBHBIX ~ Bo3MoxkHocTed  Cucremsr  JIBO): ¢
WCTIONBb30BaHUEM TPOCTON DJEKTPOHHOW MOANMHUCH, JHOO
YCUJICHHOM HEKBAJM(PHULUPOBAHHOW DJIEKTPOHHOM MOAMHUCH, B
TOM YHCJIE C HCIONIb30BaHuEM MOOHMITBHOH MOIITUCH, C YYETOM
ycraHoBieHHbIX B Cucteme JIbO orpaHnueHuit 1uist OTAEIbHBIX
KaTeropuil ONEKTPOHHBIX JOKYMEHTOB. B pamkax oOmeHa
3JIEKTPOHHBIMH JOKYMEHTaMHU C HCIoJb30BaHMEM CHCTeMBbI
JbO uHbopMaIMoHHOE B3auUMOJIeiicTBHEe Mexay baHkoM u
KnmrenToM ocyiiecTBiseTcs ¢ UCIONb30BaHUEM DJIEKTPOHHBIX
MOJIIKMCEN, BHIMYIIEHHBIX baHKkoM.

3.6. Kmuent (ero ynonnomouenHslii IlpencraButens)
cuutaercs  nojgkmodeHHeiIM  k  Cucreme  JIBO, a
YOTHOMOYEHHBIN IIpencraButens Knuenra  umeer
BO3MO>KHOCTB 1T0N1b30BaThcs Cucremoit [1bO nmpu HacTynneHnu
CJIEIYIOIIUX COOBITHA:

- ¢ MOMEHTa perucTpanuu YnojiHoMoueHHoro [IpeacraBurens
Kmuenrta B Cucreme JBO, n HanmpaBieHnd Ha AOOHEHTCKHUIM
HOMEp/aZipec AJIEKTPOHHOM MOYTHI TAaKOTO YTOJIHOMOYEHHOTO
Ipencrasutens Kimunenta SMS/email-coobmienns ¢ maHHBIMH
i nepBoHavansHOro Bxoga B Cucremy [BO (JlormH u
BPEMEHHBIH Tapojb). YKa3zaHHOE YCIOBHE NPUMEHSETCS B
OTHOIIIEHWU ynoJiHoMO4YeHHbIX IIpencraButeneit KineHra,
HaJEJIEHHBIX IIpaBoM pacrnopsbKaTbes JIEHEKHBIMU
CPeACTBAMH/COBEPIICHUS]  CAENOK (IPU  HCIOJIB30BAHUH
MPOCTON DJNEKTPOHHOW TMOANMCH), a TaKXKE B OTHOIICHUH

Key Carrier to the Responsible Officer for handing it
over to the Client's Authorized Person.

¢ The Client's Authorized Person has the right to refuse
to receive a Functional Key Carrier if he has his own
Functional Key Carrier that supports hardware
cryptographic functions-Rutoken EDS 2.0. The Bank
is not responsible for possible problems with the use
of a Functional Key Carrier that is not received from
the Bank.
3.4.2. The fact of transfer of the Functional Key
Carrier as well as the integrity of the packaging is
confirmed by the handwritten signature of the Client's
Authorized Person in the act of receipt. The form of the
Act is determined by the Bank and is available at
https://131.ru/contracts and in the Bank's office. The
Client's Authorized Person must indicate this in the Act
if the integrity of the Functional Key Carrier packaging
has been compromised. The Parties have determined
that the integrity of the Functional Key Carrier
packaging has not been breached and that the
Functional Key Carrier packaging has been duly
received by the Client's Authorized Person if there is
no corresponding mark in the Act.
3.5.  The Client's Authorized Representative when
using the RBS System and exchanging Electronic
Documents through it may use the method of work
specified in the Application for Purchase/Change in BP
and the Application (method of signing Electronic
Documents, taking into account the functionality of the
RBS System): with the use of a simple Electronic
Signature or an enhanced non-certified Electronic
Signature, including using Mobile Signature, taking
into account the limitations set in the RBS System for
certain categories of Electronic Documents. As part of
the exchange of electronic documents using the RBS
System, information interaction between the Bank and
the Client is carried out using Electronic Signatures
issued by the Bank.

3.6.  The Client (The Client's Authorized
Representative) shall be deemed to be connected to the
RBS System and the Client's Authorized Person shall
be able to use the RBS System upon the occurrence of
the following events:

- from the moment of registration of the Client's
Authorized Representative in the RBS System and
sending an SMS/E-mail message with data for initial
login to the Client's Subscriber number/E-mail address
of such Authorized Representative (login and
temporary password). This condition applies to the
Client's Authorized Person who have the right to
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ynoiaHoMoueHHbIX [IpencraBurenet KiuenTta, HaaeleHHBIX
notHOMOoumsiME  (poiie B Cucreme JIbO) Ha mpocMmoTp u
MOJTy4YeHUE DJICKTPOHHBIX JIOKYMEHTOB, B TOM YHCJIE BHIMUCOK
mo Cuery (6e3 TmpaBa pacmoOpsDKaThCS — JCHEKHBIMU
CpeICTBaMI/COBEPIICHUS CACIIOK OT MMeHH KinenTa);

- TIPY UCTIOJIb30BaHUM MOOWILHOM MOAMKMCHU TTOCIIE aKTUBAIIUU
kimoua DIl B MOOWJIIBHOM NPWIOKEHUU W TOANUCAHUS AKTa
npusHaHus Kirova 11 MoOMIbHON TOATHCH;

- NpPU HCMOJNB30BAaHUM YCHUJIEHHOW HEKBaTU(PHUIUPOBAHHOM
OnextponHoit moamucu ©Ha @OKH mocme momydenus
yBenomiieHus O Bbimycke Ceprudukata KIO4a IPOBEPKU
ONEeKTpOHHONM  TMOANKWCH W 3aBEpLICHUS  MPOLEAYpPHI
dhopmupoBaHUS DIESKTPOHHOH MOAIHUCH cpeAcTBaMH CHCTEMBI
ABbO YnonuomouenusiM [Ipencrasurenem Knuenra.

3.7. [To ucreyennu cpoka MOJTHOMOYHN Y TIOTHOMOUYEHHOTO
[IpencraButenss Kmmenta baHk OMOKMpyeT AOCTYI TaKOTo
YnonuomouenHoro Ilpeacrasurens Kinuenra k Cucreme J1bO.

3.8. Kmuent BmpaBe yCTaHOBUTH OTpaHUYEHHS  TIO
napaMeTpaM OIepaluid, KOTOpPbIE MOTYT OCYLIECTBIIATHCS
Knuentom ¢ ucnons3oBanueMm cuctemsl [IbO B 3asBicHUW,
¢opma koToporo ompenensercs baHkoM M pa3MmelleHa Ha
pecypce https://131.ru/contracts u B oduce banka. [lpuem
3asBJICHUS OCYIIECTBISICTCSl IIyTeM Iepedadyd OpHrhHaja
3asBieHust OTBeTCTBEHHOMY paboTHHKY banka. Ilpu mpueme
3asBnennss OTBETCTBEHHBI pPaOOTHUK  WACHTUDUIMPYET
Y0JIHOMOYEHHOTO IIpencraBurens Knuenra, c
WCTIONIH30BAHUEM JTOKYMEHTA, YJIOCTOBEPSIONIETO JIMYHOCTH
nocneanero?. OTBETCTBEHHBI pa0OTHUK BIPABE 3alPOCHTh, a
VYHOITHOMOYEHHBIA IIpencraButens Knuenra  pgommkeH
MPEACTAaBUTh WHBIC JTOKyMEHTBI, HEOOXOAMMEBIEC IS €ro
Wnentuduxanmu, B TOM 4HCIIE TOKYMEHTBI, ITOITBEPKIAIOIINE
MpeACTaBICHHbBIE B baHK cBeneHMUS.

3.9. dna MOJTyYeHUS Cpencts MOJATBEPKACHUS
ONEeKTPOHHOTO  JOKYMEHTa  JUIsl  CO3JaHUSl  TPOCTOM
ONEeKTPOHHOW TMOANKUCH WM Kitoya MOOWIBHON MOAIMCH
YnonaomoueHHsli Ilpencrasurens Kimenrta nomkeH mpoiitu
MPOLIEAYPY PETHCTPAlMd B COOTBETCTBHHM C pa3iesioM 3
HacToAmero PermaMenTa v mpoBecTH CMeHY MepBOHAYAIBHBIX
AytentudukannonHsix gaHHbX B Cucteme JJBO (Bpemennoro
naposi). [Tocne Bxoxa B Cucremy JABO 11 ee nucnoiabp30BaHus
M OCYLIECTBIEHUS] OOMeHa OJEKTPOHHBIMH JIOKYMEHTAMH,
YnonaomoueHHsIH [IpencraButens KnueHTa 1omkeH U3MEHUTh
Bpemennsiii nmapons Ha Cratudeckuil mapons. B ciydae
HEBBINIOTHEHNS YKAa3aHHOTO YCIIOBUS AOCTYIT M UCTIOJIh30BAHNE
Cucremst IbO He gomyckaercs.

3.10. Pexomennyercs OCYUIECTBIISTh CMEHY
Cratnueckoro napoys g gocrymna k Cucreme JIBO He pexe

dispose of funds/make transactions (when using a
simple Electronic signature), as well as to the Client's
Authorized Representative who have the right (role in
the RBS System) to view and receive Electronic
Documents, including account statements (without the
right to dispose of funds/make transactions on behalf
of the Client);

- when using the Mobile Signature after activating the
ES key in the mobile application and signing the
Certificate of Recognition of the ES Key of the Mobile
Signature;

- when using an enhanced non-certified Electronic
Signature on the FKM after receiving notification of
the issue of the Electronic Signature Verification Key
Certificate and when the Client's Authorized Person
has completed the procedure for generation of the
Electronic Signature by means of the RBS System.
3.7 Upon the expiration of the term of office of the
Client's Authorized Representative, the Bank blocks
the access of such the Client's Authorized
Representative to the RBO System.

3.8 The Client has the right to set restrictions on the
parameters of operations that can be carried out by the
Client using the RBO system in the application, the
form of which is determined by the Bank and posted
on the resource https://131.ru/contracts and in the
Bank's office. Acceptance of the application is carried
out by transferring the original application to the
Responsible employee of the Bank. When accepting
the Application, the Responsible Employee identifies
the Authorized Representative of the Client, using the
identity document of the latter. The Responsible
Employee has the right to request, and the Authorized
Representative of the Client must submit, other
documents necessary for his Identification, including
documents confirming the information submitted to the
Bank.

3.9 In order to receive the Electronic Document
Confirmation Tools for creating a simple Electronic
Signature or a Mobile Signature key, the Authorized
Representative of the Client must complete the
registration procedure in accordance with Section 3 of
these Regulations and change the initial Authentication
Data in the RBS System (Temporary Password). After
entering the RBS System in order to use it and
exchange Electronic Documents, the Authorized
Representative of the Client must change the
Temporary Password to a Static Password. In case of
failure to fulfill the specified condition, access and use
of the RBS System is not allowed.

2 passport or other identification document in accordance with the laws of the Russian Federation. / TTacriopt i uHO#
JIOKYMEHT, yI0CTOBEPSIOIINNA TUYHOCTh B COOTBETCTBUH C 3aKOHOAATENHCTBOM Poccuiickoit deneparuu.
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omHoro pasa B 3 (Tpu) Mecsiita. bank He HeCET OTBETCTBEHHOCTH
B ClIydyae He BBITIOJHEHUS Y IOJTHOMOYEHHBIM [IpencraBuTenem
Kiuenra yka3zaHHOW pEKOMEHIAIMM, B TOM YHCIE TpU
HACTYIUICHHN HETATUBHBIX COOBITHIA.

3.11. OnHopasoBeIit 1apoiib aBTOMAaTHICCKU
renepupyetrcsi Cuctemoit JIBO, B TOM uucie B LEIAX
JOTIOTHUTEIBHON ayTCHTU(QUKAIUH Y0IHOMOYEHHOTO

IIpencraButens Knuenra npu npeaocTaBieHuu eMy AOCTYIA B
Cuctemy J1bO w/mnu nonnucanust DISKTPOHHOTO JOKYMEHTA.
VYnonnomouennslii IlpencraBurens Knuenra momkeH BBeCTH
nonydeHHeld  OOHOPa30BBIA MAposib  UISI  HPOXOXKACHUS
HPOLEyPbI ayTeHTU(HUKAIUN u/nnn MOJIHUCAHUS
ONEeKTPOHHOTO TOKYMEHTA.

3.12. OnHOpPa30BbIil Mapojs Hamparisgercs baHkom
Ha AOoHEHTCKuHl HOMep YmomHoMmo4deHHOTo llpencraBurens
KnuenTta, yka3aHHbIl B NporpaMMHO-annapaTHOM KOMILIEKCE
banka Ha ocHOBaHUM CBEICHUH, COACPKAUTUXCS B 3asBICHUN
Ha npuoOpereHne/m3menenne bll, 3aspnenun win 3asBieHun
0 cMeHe a0OHEHTCKOTO HOMepa MOOMIIEHOM CBS3H.

3.13. [Hopsnox cmensl Jloruna u CraTtudeckoro
napois B Cucreme [JBO.

3.13.1. YnomaomoueHnsrid IlpencraBurens Knuenra
MOXKET CaMOCTOSTeIbHO W3MeHUTh JlormH n CraTudeckuii
napoib B Cucreme JIBO, 3a uckiItoueHHEeM cilydast UX yTpaThl.
B cnyuae yrparer Cratmueckoro mapons wnn/u JlormHa
ynojsHoMoueHHbI1  IIpencraBurens Knuenta  o0s3an
HE3aMe/UIUTEIIbHO 00paTuthcsi B baHK st OJIOKMpOBaHMS
JOCTyna, B COOTBETCTBUM C pa3leioM 8 HaCTOAIIEro
Pernamenta. [l BoccraHoBieHus gocryna B Cucremy JIbO
ynonmHoMoueHHbI [lpeacraButens KimeHTa MOXET JHYHO
obpatutbcss B baHk ¢ 3asBiIeHHEM O CMEHE JIOTMHA W/WIU
naponsi /pas0nokupoBke nocryna B Cucreme [ABO, dopma
KOTOpOro ompezensercs bankom M pasmenieHa Ha pecypce
https://131.ru/contracts u B oduce baHka, U ITOKYMEHTOM,
YAOCTOBEPSIOIIMM €r0 JIMYHOCTb, JHOO TPOBECTH CMEHY
JUCTAHIIMOHHBIM CIIOCOOOM.

3.13.2. Hns  mucranmuonHoit cMensl JlormHa u
Cratudeckoro mapoiisi ymnoilHOMO4YeHHBIH [lpencraBurens
KiueHra moipkeH HampaBuTh C ajapeca 3JSKTPOHHOW IMOYTHI,
yKa3aHHOTO B 3asBlIeHUM Ha npuoOpereHue/msmeHeHue bII,
3asgBieHnn B baHK CKaHMPOBAHHYIO KOIHIO ITOIMHUCAHHOTO
3asBICHHsT O CMEHE JIOTMHA M CTaTMYECKOro Mapojs 110
CIIEAYIOMNUM KOHTakTHBIM maHHbeiM:  dbo@131.ru. Jost
00paboTKH 3asBICHUS O CMEHE JIOTHHA U CTATUIECKOTO IMapos

yIIOJIHOMOUYEHHbIH ~ pabotHuk  baHka  cBsi3pIBaeTCsl  C
Y II0JIHOMOYEHHBIM IIpencraBurenem Kimmenra c
HCIIOJIb30BaHUEM KOHTaKTHBIX JIaHHBIX, YKa3aHHbIX

YnonnomouennsiM [IpencraBurenem Knuenra B 3asiBneHuu Ha
npuobpereHue/mamenenne bBIl u  3asenenun. Ilpu sToMm,
VY 0JIHOMOYEHHBIN IIpencraBurens Knunenra IOJIKEH
COOOIIUTH YIOTHOMOYEHHOMY pabOTHHUKY baHka cienyromryro
nH(pOpMAITHIO:

®  CBOHW WUACHTU()UKAIIMOHHBIC JAHHBIC;

e  CHCHHATBHYIO MAapOJIBHYIO (Ppazy.

3.10 It is recommended to change the Static password
for access to the RBS System at least once every 3
(Three) months. The Bank shall not be liable if the
Authorized Representative of the Client fails to comply
with the said recommendation, including in the event
of negative events.

3.11 A one-time password is automatically generated
by the RBS System, including for the purpose of
additional authentication of the Authorized
Representative of the Client when granting him access
to the RBS System and/or signing the Electronic
Document. The Authorized Representative of the
Client must enter the received One-Time Password in
order to pass the authentication procedure and/or sign
the Electronic Document.

3.12 The one-time password is sent by the Bank to the
Subscriber Number of the Authorized Representative
of the Client, specified in the Bank's software and
hardware complex based on the information contained
in the Application for the purchase / change of the BP,
the Application or the Application for changing the
mobile subscriber number.

3.13 Procedure for changing the Login and Static
password in the RBS System.

3.13.1 The Authorized Representative of the Client
may independently change the Login and Static
Password in the RBS System, except for the case of
their loss. In case of loss of the Static password and/or
Login, the authorized Representative of the Client is
obliged to immediately apply to the Bank to block
access, in accordance with Section 8 of these
Regulations. To restore access to the RBS System, the
authorized Representative of the Client may personally
apply to the Bank with an Application to change the
login and/or password / unlock access to the RBS
System, the form of which is determined by the Bank
and posted on the resource https://131.ru/contracts and
in the office Bank, and a document proving his
identity, or carry out the change remotely.

3.13.2 In order to remotely change the Login and Static
Password, the authorized Representative of the Client
must send a scanned copy of the signed Application for
changing the login and static password from the email
address specified in the Application for the
purchase/change of the BP, the Application to the Bank
to the following contact details: dbo@131.ru. To
process the Application for changing the login and
static password, an authorized employee of the Bank
contacts the Authorized Representative of the Client
using the contact details specified by the Authorized
Representative of the Client in the Application for the
purchase/change of the BP and the Application. In this
case, the Authorized Representative of the Client must
provide the authorized employee of the Bank with the
following information:
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AyTteHTH(UKAIMS 3aBUTEIS IIPH TT0Aa4e 3a1poca Ha CMEHY
Jlormma wu Craruueckoro maponst Cucreme JIBO -
YnonaomouenHoro Ilpencrasurens Knuenra ocymectsusercs
TI0 CTICTIMANTEHOM IMapoJIbHOM (hpaze, comepKaIieics B peecTpax
Cucremsr  1bO. llocme ycmemHoW — ayTeHTU(UKAIIUU
yIIOJIHOMOYEHHBIH  paboTHuk  banka  HampaBnsier  Ha
KOHTaKkTHbIE JaHHble YToJHOMoueHHoro usuna Kimnenra
CCBUIKY-TIPHUTIIANIEHIE Ha BUICO3BOHOK, B LEJSIX MPOBEICHUS
JOTIOJTHUTENILHON ayTeHTH(UKanuu. B cioydae mpoBeneHUs
YCIICHIHBIX MPOLENyp HACHTU(PHUKAINU U ayTeHTU(UKALMA Ha
AOOHEHTCKUH HOMEp W/WIM aapec DIESKTPOHHOW IOYTHI
VYnonromouenroro nmia Kimenra nampasisercs SMS/email-
cooOmienue ¢ HoBbIMU JlornHoM U BpemeHHBIM [laponem. bank
BIIpaBE OTKa3aTb YIMOJIHOMOYEHHOMY Jnny Kiuenrta B
muctannnonHoil cmene Jlormna um Ilapons 6e3 oOBsicHEHHUS
MIPUYUH TAaKOro OTKaza. B cmyuae oTka3a B cmeHe Jloruna u
[laponst  MUCTaHIMOHHBIM  CIIOCOOOM  YTIOJHOMOYEHHBIN
npencraBuTens KimeHTa MpOBOJUT CMEHY B COOTBETCTBHH C
1.5.6.1 Hacrosmero Pernamenra.

3.14. [lopsimox  cMeHbl AOOHEHTCKOTO HOMeEpa
WCTIONB3yeMoro st moiyderus OgHOpa3oBOro  mapoirst/
HCII0JIb30BaHMs MOOMIIBHOM ITOIITHUCH.

3.14.1. Hduns  w3meHeHnwst AOOHEHTCKOTO  HOMeEpa
Ynonaomouennoro Ilpencrasurens Knuenrta, ucnonb3yemoro
i noiaydenus OpHopaszoBoro naposis/MoOUIBHON HoaIUCH
Tako YnonHomoueHHbI [IpeacrtaButens KimeHTa nomkeH
oOparuthcs B bank u npenoctaBuTh 3asBlieHHe Ha N3MEHEHHE
Ycenosuit OCYLECTBIICHUS UHPOPMAITIOHHOTO
B3aMMOJICHCTBUS c WCTIONIb30BaHHEM Cucremsl
nH(GOPMAITMOHHOTO OOMEHa U 3asBlieHHe Ha W3MEHEHHE
abOHEHTCKOr0 HOMepa MOOMIIBHOM CBSI3HU, C TIPEJOCTABICHUEM
YIOCTOBEPSIONINX INIYHOCTD TOKyMeHTOB. Eciin AGoHEHTCKMIA
HOMEp MEHSET YTOJHOMOUYEHHBIH TPEJICTABUTENh KIIMEHTA,
YIIOJJHOMOYCHHBIM ITOJANUCHIBATH JIOTOBOPBI/3asBICHUS, OH
MOJKET MOAIMCATh TOJIBKO 3asABiIeHUE HAa U3MEHEHHE Y CIIOBUI
OCYIIECTBICHHS WH(POPMAIIMOHHOTO  B3aUMOJIEHCTBHS  C
ucnonp3oBaneM Cuctempl HMH(OPMAIMOHHOTO OOMEHa,
yKa3aB B HEM, YTO TOATBEPXKAAET NPUHAMICKHOCTh EMY
a0OHEHTCKOT0 HOMeEpa.

3.14.2. Jns AUCTaHIIMOHHON cMeHbl AOOHEHTCKOTO
HoMepa  YmnosnHoMoueHHb  IIpencraBurens — Kimenra
HampasisieT 3asBIeHHE Ha M3MEHEHHEe a0OHEHTCKOTO HOMepa
MoOuinbHOU cBs3u mocpenactBom Cuctembl J[BO, BbIOpaB
He00XO0IUMBIH abJIOH TOKYMEHTA U 3asBICHIE Ha U3MECHEHHUE
VYcnosuit OCYLECTBIICHUS UHPOPMAITIOHHOTO
B3aUMOJICUCTBHUS c KCIIOJIb30BaHUEM Cucrembl
MH(OPMAITMOHHOTO OOMEHa. 3asBIEHUS JIOJDKHBI OBITh
MOJIMTMCAaHBl MPOCTON 3JEKTPOHHON TOJIHCHI0/ yCUICHHOU
HEKBATU(UIIMPOBAHHON DJIEKTPOHHOW TMOAMUCHIO / KIIIOUOM
MoOunpHON moanucu 0o0paTUBILErocst Y MOJIHOMOYEHHOTO
IIpencraButenss  Knuenra. JucraHiimonHas  cMmeHa
AOGOHEHTCKOTO HOMEpa BO3MOKHA TPH HAITHYNN TTOJTHOMOYHH
Ynonnomouennoro Ilpeacrasutenss Knuenta noanuceiBaTh U
monath B bBaHK  JIOKYMEHTHI, 3asBJICHUs, COOOIICHUS,

* his identification data;
* a special passphrase.

Authentication of the applicant when submitting a
request to change the Login and Static password to the
RBS System - the Authorized Representative of the
Client is carried out using a special password phrase
contained in the RBS System registers. After
successful authentication, an authorized employee of
the Bank sends a video call invitation link to the
contact details of the Client's Authorized Person in
order to conduct additional authentication. In case of
successful identification and authentication procedures,
an SMS/email message with a new Login and
temporary Password is sent to the Subscriber number
and/or e-mail address of the Client's Authorized
Person. The Bank has the right to refuse the Client's
Authorized Person to remotely change the Login and
Password without explaining the reasons for such
refusal. In case of refusal to change the Login and
Password remotely, the authorized representative of the
Client shall carry out the change in accordance with
clause 5.6.1 of these Regulations.

3.14 The procedure for changing the Subscriber
number used to obtain the One-Time Password / use
enhanced unqualified Electronic Signature / use
Mobile Signature key.

3.14.1 In order to change the Subscriber Number of the
Authorized Representative of the Client used to obtain
the One-Time Password/Mobile Signature, such
Authorized Representative of the Client must apply to
the Bank and submit an Application for changing the
banking product "Remote banking service using the
RBS System™ and an Application for changing the
subscriber number of the mobile connection with the
provision of identity documents. If the Subscriber
Number is changed by the Authorized Representative
of the Client, authorized to sign
agreements/applications, he can only sign the
Application for changing the banking product "Remote
Banking Services Using the RBS System", indicating
in it that confirms that the subscriber number belongs
to him.

3.14.2 In order to remotely change the Subscriber
Number, the Client's Authorized Representative sends
an Application for changing the mobile subscriber
number via the RBS System, selecting the required
document template and the Application for changing
the banking product "Remote Banking Service Using
the RBS System". Applications must be signed with a
simple electronic signature/Mobile signature of the
Client's Authorized Representative. Remote change of
the Subscriber Number is possible if the Authorized
Representative of the Client has the authority to sign
and submit to the Bank documents, applications,
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HEOOXOQUMBIE IS  PETHCTpalMH, MOJY4YeHHs JIOCTyIa,
M3MEHEHHUS  ycloBUs  ucmonb3oBanuss Cucremsr  J[BO.
JucranunonHas cMmeHa AOOHEHTCKOro HOMepa HEBO3MOKHA B
ciyqae  Kommpomeranmnn  DNeKTpOHHOW  TMOANKCH WK
rogo3peHnii Ha KoMrmpomeranuro 37IeKTPOHHOM TOITHCH.

3.14.3. Cmena AOGOHEHTCKOTO HOMEpa
VYnonnomouennoro [IpencraBurens Knuenra ocymectsisiercs
TOJIBKO TIOCTIE TIOJOXHUTEIHHOTO 3aBEpIICHHS MPOBEPKHU
MPEJICTABICHHBIX CBEJACHUNM W JIOKYMCHTOB. baHK BIpaBe
otkazate Knmenty B cmeHe AOOHEHTCKOro HoOMepa
Ynomaomouennoro IlpencraBurens Knuenra 6e3 o0bscCHEHUS
MPUYUH TaKOTO OTKa3a.

3.15. [Ipn HaTMYUM TEXHUYECKOW BO3MOXKHOCTH
banka u KnueHta nomyckaercs HampaBiieHHE 3asiBICHHS O
CMEHE JIOTMHA W/WIIM CTaTUYECKOTo IapoJsi, 3asBiICHHS Ha
n3MeHeHne aOOHEHTCKOro HOMepa MOOWIBHOW  CBSI3H,
3asBnenus Ha npuobperenue/u3menenne bII uepes Omeparopa
910, cornacoBanHoro bankom. 3asBiIeHHE O CMEHE JIOTHHA U
CTaTMYeCKoro mapoyii M  3asdBleHHe Ha  H3MEHEHHue
a0OHEHTCKOTO HOMepa MOOWIBHON CBSI3M [IOJDKHBI OBITh
noanucansl  YKOII  Ynonnomouennoro IlpencraBurens
KnuenTa, ykazaHHOro B 3THUX 3asBICHUAX. 3asBICHHE Ha
npuobperenne/nzmenenne bBIl  gomkHO OBITH TOANIMCAHO
VYKO3II  VnonnomouenHoro  IlpeacraButens — Kiuenra,
yKa3aHHOTO B 3asiBieHUM Ha mpuobpereHue/n3meHenue bII u
WMEIOIETO TIOJIHOMOYMS TOANUCHIBATH M IMOJaBaTh B baHk
JOKYMEHTBI, 3asBJICHHUS, COOOIICHHSA, HEOOXOOUMBbIE IS
perucrtpauvy, MOJXYy4EHHs J[AOCTyIa, HW3MEHEHHS YCIOBHUS
ucnons3oBanust Cucremsl JIbO. B cioyuae mpepocTaBieHus
KmuenTtom uepe3 Onepatopa 31O 3asBiaeHHs O CMEHE JIOTMHA
W/WIN CTaTHYECKOTO Mapoiisi Win 3asBieHHUS Ha HU3MEHEHHE
aOOHEHTCKOTO HOMepa MOOWIBHOW CBSI3U  TPOBOJAUTCS
ayreHTuuKanms YnomrHoMmouenHoro [peacrasurenst Kinuenra
B COOTBETCTBUH C 11.5.6.2.

3.16 [na wu3MEeHEHWs CHENUAILHOW TapoNbHOW (passl
YHonHOMOYEHHBIN TpeacTaBuTenb KiMeHTa MOMDKEH JIMYHO
obparutcs B baHk ¢ 3asBiieHneM, opMa KOTOPOTo pa3MeleHa
Ha pecypce https://131.ru/contracts u B oduce banka ¢
NPEIOCTaBICHUEM YIOCTOBEPSIOMINX JINYHOCTD JJOKYMEHTOB.

4. TIOPSIJIOK BBIITIYCKA CEPTU®UKATOB
KJIOYEM JEKTPOHHOM NOANMUCH

4.1, JIns mnomyuenuss CepTudukara KI04Ya MPOBEPKH
ANEKTPOHHOU monmucu s pabotsl B Cucreme JIBO wu
OCYIIECTBICHHS OOMEHa OJICKTPOHHBIMH JIOKYMEHTaMH,
MOJITBEPKICHHON YCUJIEHHOM HEKBaJTU(HUIIMPOBAHHOK
ONEKTPOHHOM  MOANHUCHIO,  KAXKIbIM  YTIOJIHOMOYEHHBIH
[IpeacraButens KnueHnrta, maHHble O KOTOPOM YKa3aHBI B
3asBieHnn Ha npuobpereHue/msmenenne BI1 u 3aspiaeHnus,
JIOIDKEH JIMYHO:

messages necessary for registration, gaining access,
changing the conditions for using the RBS System.
Remote change of the Subscriber number is not
possible in case of Compromise of the Electronic
Signature or suspicions of Compromise of the
Electronic Signature.

3.14.3 The change of the Subscriber number of the
Authorized Representative of the Client is carried out
only after the positive completion of the verification of
the submitted information and documents. The Bank
has the right to refuse the Client to change the
Subscriber Number of the Authorized Representative
of the Client without explaining the reasons for such
refusal.

3.15 If there is a technical capability of the Bank and
the Client, it is allowed to send an Application for
changing the login and / or static password, an
Application for changing the mobile phone subscriber
number, an Application for purchasing / changing a BP
through the EDM operator agreed by the Bank. The
application for changing the login and static password
and the Application for changing the mobile subscriber
number must be signed by the EQES of the Authorized
Representative of the Client specified in these
applications. The Application for the
acquisition/change of BP must be signed by the EQES
of the Authorized Representative of the Client
specified in the Application for the purchase/change of
BP and having the authority to sign and submit to the
Bank documents, applications, messages necessary for
registration, access, change of the terms of use of the
RBS System. If the Client, through the EDM operator,
submits the Application for changing the login and / or
static password or an Application for changing the
mobile phone number, the Authorized Representative
of the Client is authenticated in accordance with clause
5.6.2.

3.16 To change the special password phrase, the
Client's authorized representative must personally
apply to the Bank with an application, the form of
which is posted on the https://131.ru/contracts resource
and at the Bank's office, providing identification
documents.

4. PROCEDURE FOR ISSUING
ELECTRONIC SIGNATURE KEY
CERTIFICATES

4.1. In order to obtain the Key Certificate of
Electronic Signature Verification for operation in the
RBS System and to perform exchange of Electronic

3 The Client's Authorized Persons entitled to dispose of the funds must also be indicated in such Card accepted by the
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- co3mate ¢ momomblo cpencts Cucremsl JIBO 3ampoc Ha
Bemmyck Ceprudmkata KII04a TPOBEPKH  DIEKTPOHHOU
MOJIIIKCH, B SJICKTPOHHOM BHUJIC U Ha OYMa)KHOM HOCHTEIIE;

- TOJNKCAaTh U HANpPaBUTh B BaHK CKAHMPOBAHHYIO KOIIHIO
JJAHHOTO  3ampoca Ha AJIEKTPOHHBIA  IMOYTOBBIM  SAILIKUK
dbo@131.ru;

- mpemoctaButh B baHK JaHHBIN 3ampoc Ha OyMakHOM
HOCHTEJe, 3aBepEeHHBI COOCTBEHHOPYYHOH MOJIHICHIO TaKOTO
Ynonnomouennoro Ilpencrasurens Knuenra;

- IoANMcaTh AKT NMPHU3HAHUS KIIOYa IPOBEPKU INNEKTPOHHOM
MOJIHMCH UCTIONB3YEMOT0 AJIsl 0OMEHa COOOLICHUSIMH B CUCTEME
JBO AO «bank 131», hopma koToporo onpenensiercst bankom
Y pa3MeleHa Ha pecypce https://131.ru/contracts.
NHuctpykuus no noakimroueHuto k cucteme JbO u renepaumn
KIIFOUed yCHIIEHHOW HeKBANH(PHUIIMPOBAHHOW OIEKTPOHHON
MOJIMCH pa3MellieHa Ha pecypce https://131.ru/contracts u B
odpuce banka. 3ampoc Ha BemTycK CepTHduKara Kitoda
MPOBEPKU AJICKTPOHHOM MOAMHMCH B 00S3aTEIBHOM IOPSAKE
JTOIDKEH —coaepkarh: TmomHele DOUO  YmomHOMOYEeHHOTO
[pencraButens Knwmenra (Bmagensia CepTudukata Kiroya
MPOBEPKH  DJIEKTPOHHOW  IOANHCH), HOMEp 3asBICHUS
(nmpucBauBaetcst bankom), HammeHoBaHue KimeHta, azapec
MecCTOHaxoxaAeHus. He nomyckaeTcsi BHECEHHE KaKHX-JIHOO
U3MEHeHui B 3ampoc Ha Bbimyck Ceprudukarta Kioya
NPOBEPKM  BJIEKTPOHHOW TMOAMUCH, C(HOPMHUPOBAHHBIA C
ucrnonb3oBanueM cpencts Cucremsl J1BO.

4.2. IIpu mnocrymiennn B bank 3ampoca Ha  BBIIYCK
Ceprudukara Kio4a MOPOBEPKH DIIEKTPOHHOH TOMMUCH B
3JIEKTPOHHOM Buze, Oneparop LleHTpa peructpaunu cBepseT
JIaHHbIE, COAEPIKAIINECS B YKa3aHHOM 3allpoce B JIEKTPOHHOM
BUJIC C JAHHBIMHU, YKa3aHHBIMH B 3alpoce, MpeICTaBICHHOM
KimenToM Ha 31eKTpOoHHBIHN mouToBBIN smmK dbo@131.ru.

4.3. [Ipu nonoxxurensHOM pe3ysbTaTe npoBepku Oneparop
Lentpa peructpaunu oOpadaTbiBaeT NOCTYNHMBIIUH 3ampoc, a
Omnepatop YI0CTOBEPSIONIETO IEHTPA OCYIIECTBISAET BBITYCK
Ceprudukara KiIroda MPOBEPKH AJIEKTPOHHOH mojmnucu. [Ipu
OTPHULIATEILHOM pPE3yJIbTaTe MPOBEACHHON MPOBEPKH BBITYCK
Ceprudukara Kiroda HPOBEPKH DJIEKTPOHHOW MOINHCH HE
ocyuiectBisiercs. bank BopaBe He coobmats Kiuenry/ero
YnonHoMmoueHHoMy IlpeacraBuTento o MpUUMHAX OTKa3a B
Boimycke CepTudukara KiIoYa OPOBEPKH  IIEKTPOHHOM
MTO/ITTHCH.

4.4 . Jlna momydeHuss YTNOJHOMOYECHHBIM [IpencraButeneMm
Kimmenra  cremepupoBanHoro Ceprudukara  KI09a

Documents confirmed by an enhanced non-certified
Electronic Signature, each Authorized Person of the
Client whose details are specified in the Application
for Purchase/Change of BP and Application shall
personally to:

- create a request to issue an electronic signature
verification key certificate, electronically and on paper
using the RBS System tools;

- sign and send a scanned copy of this request to
the Bank by e-mail dbo@131.ru ;

- submit this request to the Bank in hard copy,
certified by the handwritten signature of such
Authorized Person of the Client;

- sign the Certificate of recognition of the
electronic signature verification key used for message
exchange in the DBO system of Bank 131 JSC, the
form of which is determined by the Bank and posted
on the resource https://131.ru/contracts.

Instructions on connecting to the RBS system and
generating the keys of an enhanced non-certified
electronic signature are available at
https://131.ru/contracts and in the Bank's office. A
request to issue an Electronic Signature Verification
Key Certificate must necessarily contain the full names
of the Client's Authorized Person (owner of the
Electronic Signature Verification Key Certificate), the
Application number (assigned by the Bank), the
Client's name and location address. It is not permitted
to make any changes to the request for a Key
Certificate of Electronic Signature Verification formed
using the RBS system facilities.

4.2.  When the Bank receives a request to issue an
electronic signature verification key Certificate in
electronic form, the Registration Center Operator
checks the data contained in the specified request in
electronic form with the data specified in the request
submitted by the Client to the electronic mailbox
dbo@131.ru.

4.3.  The Registration Centre Operator processes the
incoming request and the Certification Centre Operator
issues the Key Certificate of the electronic signature
verification if the result of the inspection is positive.
The Key Certificate of Electronic Signature
Verification shall not be issued if the result of the
inspection is negative. The Bank may not to inform the
Client/ its Authorized Person of the reasons for refusal
to issue an electronic signature verification key

Bank when executing the Card with specimen signatures according to the Rules. / IIpu odopmnenun Kaprouku ¢
06pa3uaMn HOILHHCCﬁ B COOTBCTCTBHUU C HpaBI/IHaMH, VHolHOMOYEeHHBIE HpCI[CTaBI/ITCJ'II/I KJ'II/IGHTa, HUMCIOILINUE TPaBO
pacnopsiKaTbcs JEHES)KHBIMU CPEACTBAMH, JODKHBI OBITh TaK)KE YKa3aHbl B TAKOH KapTOUKe, MPUHATON baHKOM.
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https://131.ru/contracts
https://131.ru/contracts

MPOBEPKU HJIEKTPOHHON TMOJINUCH, MOCIECIHUA JOJKEH
obpaturcss k OTBeTCTBEHHOMY paOOTHHKY banka u
HPEICTABUTh JOKYMEHTHI, YAOCTOBEPSIOIIME JIMYHOCTD.*
Brimaga crenepupoBanHoro Ceprtudukara IIPOBEPKH
JJIEKTPOHHON  TONIMHUCH  OCYIIECTBISIeTcT TI0  AKTY
NpPU3HAHUA KJI0Ya TMPOBEPKU JJICKTPOHHON MOAMHCH
WCTIONB3YyeMOro AJisl oOMeHa coobuieHusMu B cucreme JJ50
AO «bask 131», ® TONBKO Ha OCHOBAaHWH OpHWTHHAIA
MPEIOCTAaBICHHOTO 3ampoca Ha BbIIady ceprudukara
KJII0Ya TPOBEPKU ODJIEKTPOHHOW TMOAMUCH U  TIpH
MTOJIOKATEIEHOM PE3yNIbTaTe MPOBEPKHU IPEICTABICHHBIX
JOKYMEHTOB W CBEJCHMH B HHX COAEPIKAIIUXCA.
Ynonnomouennniit I[lpencraButens Kimenra pomkeH
MoAmMcaTh  «AKT  TpH3HAHWSA  KIIOYa  MPOBEPKHU
JNIEKTPOHHON TMOANKCH UCIOJB3yeMOTOo JJsi OOMeHa
coobmienusimu B cucteme JBO AO «bamk 131» wu
cepTu(UKaT B MOMEHT €ro MOJyUeHUs.

45. Bemymennsiit  CepTudukar  Kimoda  MPOBEPKH
SHCKTpOHHOﬁ IOAIINCH ITOAIIMCHIBACTCA YnoaHOMOYEHHBIM
[IpeacraButenem Kimenta u mocie 3TOro pasmeliaercs B
Cucreme [JbO.

4.6. Uszrotoenenne CepTudukaTtoB KI0UeH MPOBEPKH
9NIEKTPOHHON TOANHCH OCYIIECTBIISIETCS HCKIIOYNUTENBHO Ha
OCHOBAHMHM IIOJIy4EHHOI0 baHKOM 3ampoca YIOITHOMOYEHHOIO
[IpencraButens KimeHnta, KOTOpBIH COAEPKUT CBEACHUS,
HeoOxonumble Al uaeHTH(uKanuu Brageisua Ceprudukarta
KJI0Ya TPOBEPKH JJIEKTPOHHOM TMOANHCH, TNPH YCIOBHH
BBITIOJTHEHUA TToNiokeHuit 4.1. — 4.4, PernamenTa.

4.7. Ilo oxonHwanum mnpouexnypsl Beillycka Ceprudukara
KJIFOYa MPOBEPKHU 3JIEKTPOHHOM MOMANUCH, YTIOJTHOMOYECHHBIN
[IpencraButens KnuenTa momy4aer BO3MOKHOCTb, MCIONB3YS
nporpamMmHele  cpeactBa  Cucremsl  JIBO,  3aBepmmth
MpOLEAYPY (hopmupoBaHUsI YCHIJIEHHOM
HEKBATU(UIIMPOBAHHOHN AIEKTPOHHOH MOJIHUCH U TPUCTYIUTh
K €€ dKCIUTyaTalHH.

4.8. Bank ¢dopmupyer Ceprudurar Kimoya TNPOBEPKH
3EKTPOHHOHI MTOAIINCH B OTHOILIEHUU KaKA0T0
YnonaomouenHoro IIpencrasurens Kinenra mytém 3aBepeHus
JJIEKTPOHHON TOAMKCHI0 COOCTBEHHOTO Y IOCTOBEPSIONIETO

IeHTpa Habopa [aHHBIX, BKIOYAIOMIUX  CJEXYIOMIYIO
nHPOPMALIHIO:

] cepuitablii Homep CepTudukaTa KI04a POBEPKU
3JIEKTPOHHOM MOJINCH;

] HOMep 3asBIICHUS;

] WJCHTU(QHUKATOP aANTOPUTMA, HCIOJIB3YEMOro IS
MOJANUCH DJIEKTPOHHBIX TOKyMEHTOB;

° napameTpsl cepTu(duKaTa U3AaTes;

certificate.

4.4. In order for the Client's Authorized Person to
receive the generated Certificate of the electronic
signature verification key, the latter must contact the
Responsible Employee of the Bank and submit identity
documents. The issue of the generated Electronic
Signature Verification Certificate is carried out
according to the Act of Recognition of the electronic
signature verification key used for messaging in the
RBS system of Bank 131 JSC, and only on the basis of
the original request for the issuance of the Electronic
Signature verification key certificate and with a
positive result of verification of the submitted
documents and the information contained therein. The
Client's Authorized Person must sign the "Certificate
of recognition of the electronic signature verification
key used for the exchange of messages in the RBS
system of Bank 131 JSC " and the certificate at the
time of its receipt .

4,5.  Theissued Electronic Signature Verification
Key Certificate shall be signed by the Client's
Authorized Person and then placed on the RBS
System.

4.6.  Key Certificates of electronic signature
verification shall be produced only on the basis of a
request of the Client's Authorized Person received by
the Bank, which contains the information required to
identify the owner of the Key Certificate of electronic
signature verification, subject to compliance with
provisions 4.1. - 4.4 of the Regulation.

4.7.  The Client's Authorized Person shall be able to
use the software tools of the RBS System to complete
the procedure for generation of an enhanced non-
certified electronic signature and start its operation
upon completion of the procedure for issuing the
Electronic Signature Verification Key Certificate.

4.8.  The Bank forms an electronic signature
verification key certificate in respect of each
Authorized Person of the Client by certifying with an
electronic signature its own Data Collection
Certification Centre, which includes the following
information:

° serial number of the electronic signature
verification key certificate;

° Application number;

° the identifier of the algorithm used to sign

Electronic Documents;

4 Passport or other identification document in accordance with the laws of the Russian Federation. / TTacniopt niun unoit
JIOKYMEHT, yI0CTOBEPSIOIINNA TUYHOCTh B COOTBETCTBUH C 3aKOHOAATENHCTBOM Poccuiickoit deneparuu.
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° nepuon neiicteus Ceprudukata Kiroda NPOBEPKU
AJIEKTPOHHON TOJMMCH, COCTOSIIMH W3 JABYX JaT: Hadana |
KOHIIa IeproAa (BKIIOYUTEIBHO);

° nmomaoe DUO mmamenmsiia Ceprudukara Kiroda
NPOBEPKH  3JEKTPOHHOH  moanucd  (YTOJIHOMOYEHHOTO
[Ipencrasurens Knmenra);

° nHGOPMALMI0 O KIIOYE IPOBEPKHU BIEKTPOHHOU
noanucu: uaeHTudukatop anroputma u coOctBeHHO Kimtou
MIPOBEPKU DIIEKTPOHHOM MOAIHCH.

I[Ipu dopmupoBanmm CepTUHUKATOB KIIOUYEH IPOBEPKHU
ANEKTPOHHON TOAMUCH TPHMEHSETCS KpUNTOrpaduiecKuit
anroput™ 'OCT P 34.10-2012. Ceprudukat Kitoya npoBEpKH
DNEeKTPOHHOU TOIMNACH UMEET OTPaHUICHHBIA CPOK NEHCTBHS,
PaBHEII CPOKY IMOTHOMOYHA, HO He OoJiee 1 rojja c MOMEHTa ero
BBIITyCKa.

4.9. Bemymennsiit  CepTudukar  Kimoda — MPOBEPKH
3JIEKTPOHHOM MOAIKCH MOAJTICKUT OT3bIBY baHKOM B ciy4ae:

- KOMIIPOMETAUU DJIEKTPOHHON MOANUCH BJaJAelblia
Ceprtudukara KiIo4Ya TPOBEPKH DIIEKTPOHHOW IOAIUCH
COOTBETCTBYIOIIETO JaHHOMY CepTU(HUKATY; TOIyUEHHs
BranensueM CeprudukaTa KI04a MPOBEPKH 3IIEKTPOHHOM
MOJIKICH HOBOTO CepTU(UKATa;

- KOMIIPOMETAIIUHI ONEKTPOHHOU MOAIUCH
YiocroBepsAwmero ueHTpa baHka UCIONIb30BaHHOTO TIPU
¢opmupoBanuu Ceptudukara Kiroya HMPOBEPKH 3JICKTPOHHON
MOIHCH.

5. MMOPSJOK MCITIOJIb30BAHUSA ITPOCTOM
SJIEKTPOHHOM MOJANUCH

5.1. B kadecTBe cpencTBa MOATBEPXKIEHUS DIEKTPOHHOIO
JOKYMEHTa MPOCTONH DIJIEKTPOHHOW MOMHCHIO UCTOIb3yeTCs
Jlorun, Ctatuyeckuii mapois, a Takke OTHOPA30BBINA AP0,

5.2. B LENSIX HaIpaBICHUS Y1oTHOMOYEHHBIM
[IpencraButenem Kimenta banky DneKTpOHHOrO JHOKyMEHTa,
VYnonHomoueHnHsld  Ilpeacrasurens  Knmenta — cnenys
WHCTPYKLMSIM B 3KpaHHBIX (opMax BeO-uHTepdeiica cucTeMbl
JABO, wucronb3yst (GYHKIUOHAIBHBIE KHOTKH, HWHUIMHPYET
HOJIIMCAaHUE COOTBETCTBYIOIIEr0 DJIEKTPOHHOI'O JOKYMEHTA:

a) YnonnomoueHuslii Ilpencrasurens KiueHnta BBOIUT
HEeoOXoAMMBIC JaHHBIC, KOTOPKIC 3alpamrBaeT BeO-unTepdeiic
cucremsl J1BO, ncnonp3ys QyHKIMOHATIbHBIE KHONKH M TIOJA
JU1s BBOJA MH(POPMALIUH.

b) IMepen moamucaHueM DISKTPOHHOTO JIOKYMEHTA
VYnonnomouennslii  Ilpencrasurens  Knmenra — o0si3aH
03HAKOMHTBCSI C HUM U OBITH COTJIACHBIM C €T0 COJICPKAHUEM B
[IOJITHOM O0BEME.

C) Jnst moanucaHus cOpMHPOBAHHOTO DJIEKTPOHHOTO
JOKyMEHTa TocpeAcTBoM BebO-uHTepdeiica cucremsl JIBO,
YnonnomoueHHslit IlpencraBurens KimeHnta wuwHULIUHPYET
Ipolecc MOANUCAaHUA DJEKTPOHHOTO JOKYMEHTa IIocie
MIPOBEPKU €T0 COAEP KAHUs, M HAIIpaBisgeT baHKy MOCPEICTBOM

° parameters of the publisher's certificate;

° period of validity of the electronic signature
verification key certificate, consisting of two dates:
beginning and end of the period (inclusive);

° full name of the owner of the Electronic
Signature Verification Key Certificate (Client's
Authorized Person);

° information about the electronic signature
verification key: the algorithm identifier and the
electronic signature verification key itself.

The cryptographic algorithm of GOST R 34.10-2012 is
used for the formation of electronic signature
verification key certificates. The Key Certificate of
Electronic Signature Verification has a limited validity
period equal to the term of office, but not more than 1
year from the date of its issue.

4.9.  The Electronic Signature Verification Key
Certificate issued by the Bank shall be subject to
revocation by the Bank in the event of:

- compromise of the Electronic Signature of the
owner of the Key Verification Certificate of the
electronic signature corresponding to this certificate;
receipt by the owner of the Key Verification Certificate
of the electronic signature of the new certificate;

- compromise of the Electronic Signature of the
Bank's Certification Centre used in the formation of the
Electronic Signature Verification Key Certificate.

5. THE PROCEDURE FOR USING A SIMPLE
ELECTRONIC SIGNATURE

5.1.  The Login, Static Password and One-time
Password are used as a means of confirming the
Electronic Document with a simple Electronic
signature.

5.2.  The Client's Authorized Person shall follow
the instructions in the screen forms of the web-
interface RBS system using functional buttons and
initiate signing of the respective Electronic Document
in order to send an Electronic Document to the Bank
by the Client's Authorized Person:

a) The Client's Authorized Person enters the
necessary data that is requested by the web interface of
the RBS system with the use of function keys and
fields for entering information.

b) The Client's Authorized Person must read it
and agree with its content in full before signing the
Electronic Document.

C) The Client's Authorized Person initiates the
process of signing the Electronic Document after
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BeO-uHTepdeiica cucremsl JIBO 3anpoc OxHOPa30BOro MapoJIs.

d) [lony4yennwiii bBankom 3ampoc u3 BeO-uHTEepdeiica
cuctemMbl JIBO pacniennBaercs kak 3ampoc OmXHOPa3OBOTO
TIapoJIst IS CO3TaHMs MPOCTOi DekTpoHHOU moamucH. [locie
storo OAHOPA30BbIM Maponb TE€HEPUPYETCS W HAINpaBiIAeTCS
bankom Ha  AOOHEHTCKMH HOMEp  YTOJIHOMOYEHHOTO
[pencraButens Kiuenra B8 SMS-coobieHnu ¢ nHbopmalyei
00 DOnekTpoHHOM nokyMeHTe. HampaBnenHsiii OmHOpa30BBIi
Maposib UMEET OrpaHUUEHHOE BpeMs JeHCTBHUS.

e) VYnonnomouennslii IlpeacraBurens Knmenrta o0s3an
obecrieunTs  OTCYTCTBHME  JOCTyHa  TPETbUX  JHI K
AOOHEHTCKOMY HOMEpY W YCTPOMCTBY, Ha KOTOpbIi bankom
HaTpaBIseTCs] OJHOPA30BBIA Maposib mocpeactBoM SMS-
cooOIIeHUs.

f) IMepen moamucaHueM DICKTPOHHOTO JIOKYMEHTA
YnomaomoueHnsrii  llpencrasurens — Knmenta — o0s3an
03HAaKOMHTHCSL C HHpOpMalue, noctynuBmer B SMS-
COOOIIEHNH, U B CiIydae coriacusi ¢ TekctoM SMS coolbmeHus
NOANKUCATh IPOCTOM DIEKTPOHHOU MOIMUCHI0 DJIEKTPOHHBII
nokyMeHT. B cinyuae Hecornacus ¢ TekctoM SMS cooOrieHus
Ynonnomouennsiit [lpencraButens Kimenta He mgomxeH
MOJIHUCHIBATE CPOPMUPOBAHHBIE DNEKTPOHHBIE JOKYMEHTHI.

9) Jis monmucanus C(HOPMUPOBAHHOTO DJIESKTPOHHOIO
JOKYMEHTa TIOCPEJICTBOM MPOCTOH OJEKTPOHHON MOIMHCH,
VY HOITHOMOYEHHBIA IIpencraButens Kinuenra BBOJIUT
noimy4eHHeld B SMS-cooOmenun OnHOPa30BBIA Maposib B
¢yHKIMOHANBEHOE Tone B BeO-mHTepdeiice cuctemsr /15O,
NpeqHa3HadYeHHoe A TOANHUCAHMSA, M HaXKHMaET
COOTBETCTBYIOIIYIO 3JIEKTPOHHYIO KHOIKY, HEOOXOIUMYIO IS
MOJITHCAHUSL.

h) C MOMEHTa Ha)KaTus Y10JTHOMOYEHHBIM
[IpencraButenem Kimenra crenuanbHOW (QYHKIMOHATHEHON
KHONIKK B BeO-unTepdetice cuctembl JIbO DieKTpOHHBIN

JOKYMEHT  CuUMTaeTcss  moamucaHHeiM  Kinmentom  u
HanpasieHHbIM baHky.
i) [Tomyuns ONEeKTPOHHBIN JIOKYMEHT, Bbanx

OCYIIECTBIISIET MTPOBEPKY MPOCTOM DIEKTPOHHOH MO AITHCH. J1JIst
ATOTO MPOCTast DIEKTPOHHAS ITOMAIUCH, KOTOPasi COJEPIKUTCS B
ONEeKTPOHHOM JIOKyMEHTe, cBepsiercs ¢  OIHOPa30BBEIM
napoJiieM, HarpaBJieHHbIM B SMS-coo0miennn. B ciydae, ecnu
OHM HE COBIANAIOT, JAOKYMEHT HE INpPHUHMMaeTcsi baHkoM u
ocraercsi B cTaryce «Co3man». YKa3aHHbIM JOKYMEHT
CUMTAETCS HE MOJITUCAHHBIM U HE NMEET IOPHINIECKON CHITBL.

), ONEeKTPOHHBIA JOKYMEHT CUMTAETCsl MOANUCAaHHBIM
MPOCTOH DIEKTPOHHON MOANHUCHIO U NOATUHHBIM (MCXOSIIUM
or YmnomHomouenHoro IlpencraButens Kimenta) mnpu
OJTHOBPEMEHHOM COONIOIEHUHN cheayrommx yciosui: (1)
DNeKTpOHHBIN JOKyMEHT monydeH bankom, (2) DneKTpoHHBIH
JOKYMEHT COJEpPXKHUT IPOCTYIO OJEKTPOHHYIO IOAIUCH
Knuenrta, pe3yabraT TpPOBEPKH KOTOPOM COBIAJAET C
OnHOPa30BBIM MAapOJIEM.

L]

verification of its contents and sends the Bank a
request for the One-time password via the web
interface of the RBS system in order to sign the
generated Electronic Document via the web interface
of the RBS system.

d) A request received by the Bank from the web
interface of the RBS system is regarded as a
one-time password request to create a simple
electronic signature. After that the One-time password
is generated and sent by the Bank to the Client's
Authorized Person Subscriber Number in an SMS
message with information about the Electronic
Document. The sent one-time password has a limited
validity period.

e) The Client's Authorized Person ensures third
parties do not have access to the Subscriber Number
and device to which the Bank sends a one-time
password via SMS.

f) The Client's Authorized Person must read the
information received in the SMS message and, in case
of agreement with the text of the SMS message, sign
the Electronic Document with a simple Electronic
signature before signing the Electronic Document. The
Client's Authorized Person shall not sign the generated
Electronic Documents in case of disagreement with the
text of the SMS message.

)] The Client's Authorized Person enters the one-
time password received in the SMS message into the
functional field in the web interface of the RBS system
intended for signing and press the relevant electronic
button required for signing to sign the generated
Electronic Document by means of a simple Electronic
Signature.

h) The Electronic Document shall be deemed
signed by the Client and sent to the Bank as soon as the
Client's Authorized Person presses a special functional
button in the web interface of the RBS system.

i) The Bank checks a simple Electronic Signature
upon receipt of an Electronic Document. For this
purpose, the simple Electronic Signature, which is
contained in the Electronic Document, is checked
against the one-time password sent in an SMS
message. If they do not match, the document is not
accepted by the Bank and remains in the Created
status. This document is considered not to be signed
and has no legal force.

)] An electronic document shall be deemed to be
signed by a simple electronic signature and authentic
(emanating from the Client's Authorized Person),
provided that the following conditions are met: (1) The
Electronic document has been received by the Bank,
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6. TOPSIJIOK HCITIOJIb30BAHMS KJIIOYA
MOBWJIBHOM MOANNUCH

6.1. B xauyecTBe cpeacTBa MOATBEPIKIACHUSI DIEKTPOHHOTO
JOKYMEHTa, TOJIMUCAHHOTO KIIF04oM MOOUIEHOH MOAIHUCH,
ncnonb3yetcs Jlorun, CTaTHuecKkuid mapoiib, a TAKKE
MTOATBEPIKSHIE OTepaIiii B MOOMIPHOM IPHIIOKeHNH baHka.

6.2. B LeTSIX HaIpaBICHUS YI0THOMOYEHHBIM
[IpencraButenem Knnenta banky DneKTpOHHOrO AOKYMEHTA,
VYnonnomouenubli  IlpencraBurens  KinueHta — cienys
WHCTPYKIMSAM B 9KpaHHBIX (popmax BeO-mHTepdelica cucTeMbl
JABO, wucmons3yst (GYHKUMOHAIBHBIE KHOMKH, HHULHUHPYET
MONTMCaHNE COOTBETCTBYIOMIETO DIIEKTPOHHOTO TOKYMEHTA:

a) VYnoanomouennsiii IlpencraBurens KimeHta BBOAWUT
HEOOXOIMMBIE TaHHbIEe, KOTOPBIE 3ampaiiuBacT BeO-unrepdeiic
cucrembl J1BO, ncnonb3ys (GyHKIMOHANBHBIE KHONKH M TIOJIS
JUTS BBOAAa WH(OPMAITHH.

b) Tlepen moamucanueM DJIEKTPOHHOTO JOKYMEHTa
Ynomaomouenusrii  llpencraBurenr  Knuenta — o0s3aH
O3HAKOMHTHCS C HUM U OBITh COTJIACHBIM C €TO COIECPIKaHUEM B
MTOJTHOM OOBEME.

c) Mus moamucaHus CHOPMHUPOBAHHOTO DIEKTPOHHOTO
JOKyMEHTa TocpeAcTBOM Beb-uHtepdeiica cucremsl JIBO,
VYnonHomouenuslii IlpeacraButens Knmenra wHUIMHpYET
MpolecC TMOANUCAaHUA OIJIEKTPOHHOTO JOKyMEHTa I0ciie
MIPOBEPKH €T0 CO/IePIKaHUS.

d) Ha MoOuipHOe YCTPOHCTBO — YIOJHOMOYEHHOIO
[IpencraButens Knuenra nampasnsercs PUSH coobmienne o
HEOOXOJUMOCTH TOATBEPIUTh TOJINMCAHUE OIEKTPOHHOTO
JIOKYMEHTA.

e) VYIoJHOMOYCHHBIN IIpencraBurens Knuenra
ucrnons3yeT PIN-koa npunoxeHus, Win BCTPOCHHYIO CUCTEMY
OMOMETPUYECKON aBTOpW3AllMU I BXoJa B MOOMIIBHOE
npwiokeHne baHka W TOATBEPXKICHHUS  TIOIIMCAHUS
DNEeKTPOHHOTO JTOKYMEHTA.

f) Tlepen moaTBepsKaE€HHEM IMOMUCAHUS DJIEKTPOHHOTO
JokyMeHTa YmonHoMmoueHHbl IIpencraBurens Kiuenta
0053aH 03HAKOMHUTBbCA C HWH(pOpMaNuel, NOCTYNHUBIIEH B
MOOWJIPHOM TPHJIOKEHWH baHka, W B ciydae coryiacusi ¢
TEKCTOM COOOIIEHHS IOTBEPANTD MOIMHUCAHNE DICKTPOHHOTO
JNOKyMeHTa. B ciydae Hecormacust ¢ TEKCTOM COOOIIEHHS
VYnonnomouennnlt  IlpencraBurens  Kimenta — gomxeH
OTKa3aThCsl OT MOJTBEPKACHHUA NOANUCAHUSA DJIEKTPOHHOTO
JOKYMEHTA.

g) Jus moaTBepiKACHHS MOANMKMCAHHS C(HOPMUPOBAHHOTO
DIEeKTPOHHOTO JOKYMEHTA ITOCPENCTBOM MOOMIHLHOM TTOATHICH
YnonnomoueHHslii  IIpencraBurtens Kinenta Haxumaer
COOTBETCTBYIOIIYIO 3JEKTPOHHYIO KHOMKY B MOOMJIBHOM
npunoxxeHuu banka.

hy C MOMEHTa Ha)kaTus YTOITHOMOYEHHBIM
IIpencraButenem Knmenra crnenuaibHOl (QyHKIMOHAIBHOM
KHOIIKA B MOOWJILHOM MpmiokeHUH baHka DIeKTpOHHBINA

(2) The Electronic document contains the Client's
simple Electronic signature, the verification result of
which coincides with the One-time password.

6 PROCEDURE FOR USING THE MOBILE
SIGNATURE KEY

6.1 As a means of confirming the Electronic Document
signed with a Mobile Signature key, the Login, Static
Password, as well as confirmation of the operation in
the Bank's mobile application are used.

6.2 In order to send the Electronic Document by the
Authorized Representative of the Client to the Bank,
the Authorized Representative of the Client, following
the instructions in the screen forms of the web interface
of the RBS System, using the function buttons, initiates
the signing of the corresponding Electronic Document:
a) The Authorized Representative of the Client enters
the necessary data requested by the web interface of
the RBS system using the functional buttons and fields
for entering information.

b) Before signing the Electronic Document, the Client's
Authorized Representative must review it and agree
with its content in full.

¢) To sign the generated Electronic Document via the
web interface of the RBS system, the Authorized
Representative of the Client initiates the process of
signing the Electronic Document after checking its
content.

d) A PUSH message is sent to the Mobile Device of
the Authorized Representative of the Client to confirm
the signing of the Electronic Document.

e) The Authorized Representative of the Client uses the
Application PIN or the built-in biometric authorization
system to enter the Bank's mobile application and
confirm the signing of the Electronic Document.

) Before confirming the signing of the Electronic
Document, the Authorized Representative of the Client
is obliged to familiarize himself with the information
received in the Bank's mobile application and, if he
agrees with the text of the message, confirm the
signing of the Electronic Document. In case of
disagreement with the text of the message, the
Authorized Representative of the Client must refuse to
confirm the signing of the Electronic Document.

g) To confirm the signing of the generated Electronic
Document using the Mobile Signature, the Authorized
Representative of the Client presses the appropriate
electronic button in the Bank's mobile application.

h) From the moment the Authorized Representative of

23




JOKYMEHT  CUHMTaeTcs  NoAmucaHHbiM  KiHeHTOM |
HarpaBJIeHHBIM B baHK.
6.3. Ins  cmensl  kmodya ~ MOOWIBHOM  IOIIHCH

VYnonnomouennomy IlIpencraButemo Knmenta HeoOxoammo
MPOBECTH aKTHUBAIIMIO Kioua MOOWIBHON TOANKMCH B
coorsercTBuu ¢ 11.3.3.2 n n.3.3.3.

6.4. Cmena xiroua MoOMIBHOM MOAMUCH MPOU3BOJUTCS B
ClTyvasx:
e Komnpomeranmnyu MoOuIbHON TOANHUCH;
ytpatsl Jloruna u/uinn Bpemennoro/CtaTHuecKoro napoJs;
ytpatbl PIN-koga MoOUIBHOTO IPUITOKEHUS;
yTpaThl WX CMEHBl MOOMIIBHOTO YCTPOMCTBA;
nepeycTaHoBKM MOOMIIBHOTO IPUIIOKEHHS.

7. MOPSJIOK ITPOBEJIEHUS IIJTAHOBOM
CMEHDBI CEPTU®PUKATA KJIIOYA ITPOBEPKHA
3JEKTPOHHOM MOJANNACH

7.1. IIpu xaxmom Bxonme B Cucremy JBO 3a 30 mgueit mo
OKOHYaHMs cpoka aedctBua CepTHduKaTa KIOYa MPOBEPKH
OnextponHo# moanucu Cuctema JIbO coobmraer o ckopoM ero
OKOHYaHMH.

7.2. Jo ucreuennst cpoka neicteust CepTHPUKATOB KIFOUeH
MPOBEPKU  DIEKTPOHHOW  MOANMUCH Y IIOJHOMOYEHHBIHN
[IpencraButens KimeHnta wuMeeT BO3MOXKHOCTH IPOBECTH
IUIAHOBYIO Tpoletypy cMeHsl Kirroueil DnekTpoHHON NoAnHCcH
¢ ucnionb3oBanueM Cucrems! /16O u ee cpencTs.

7.3. YII0IHOMOYEHHBIN IIpencraBurens Knuenra
¢dopmupyeT HOBBIH Kitou DneKTpoHHON MOANNCH U 3alIpoc Ha
n3rotopieHne HoBoro Ceprudukara KIOYa MPOBEPKH
AJIEKTPOHHOH MOAMKCH. 3alIPOC TOAMHUCHIBACTCS IEHCTBYIOITIM
KIII0YOM OJIEKTPOHHOW IMOANMCH M Hampasisiercss B baHk c
ucnonb3zoBaHueM cpencts Cucremst J1BO.

7.4. IIpu mnocrymiennn B bank 3ampoca Ha  BBIIYCK
Ceptudukara KIHOYa IPOBEPKH AIIEKTPOHHOH TOJINKNCH B
anektpoHHoM  Buae Omeparop Llentpa perucrpanuu
oOpabareiBaeT 3ampoc U Hampaeiser ero Omeparopy
VYnocroBepsitoniero  1eHrpa. llpm  uctedeHmm  cpoka
MOJIHOMOYMM  YTIOJIHOMOUYEHHBIN mpeacTtaBuTens KiueHra
OJTHOBPEMEHHO C 3aIIPOCOM JIOJKEH MIPEJOCTaBUTh JOKYMEHTHI,
MTOATBEPIKIAIOIINE €T0 TIOJTHOMOYHSL.

7.5. Onepatop YI0CTOBEPSAIOLIETO LIEHTPA OCYLIECTBISAET
Boimyck Ceprudmkata KiI04a TPOBEPKH  DIEKTPOHHOU
nojnucu. baHk BrpaBe oTkazark B BhIycke Ceprudukara
KJIF0Ua MPOBEPKH AJIEKTPOHHOM MOAINHNCH, 3alpOC Ha KOTOPBIN
nosrydeH ¢ ucnoib3oBanueM Cucremsr /IO, 6e3 o0bsICHEHUs
npuirHbel. B cnyyae orkaza banka B Beimycke Ceprudukara
KJIF0Ya MPOBEPKH AJIEKTPOHHOW MOAMHCH, Y IOJTHOMOYEHHBIN
[IpencraButens Knuenra Bnpase nuuHo 00patuThes B bank amst
BBIIIyCKa TaKoro ceprudukara, B TOPSAKE, YKa3aHHOM B
pasmene 4 Hacrosmero Permamenra. baHk HampaBiser
nocpeactsoM CucreMsl /IbO AKT npu3HaHMs KItoYa MPOBEPKU
a7eKkTpoHHOH momnucu u Ceprudukar YMOTHOMOYCHHOMY

the Client presses a special functional button in the
Bank's mobile application, the Electronic Document is
considered signed by the Client and sent to the Bank.

6.3 To change the Mobile Signature key, the
Authorized Representative of the Client must activate
the Mobile Signature key in accordance with clauses
3.3.2and 3.3.3.

6.4 The Mobile Signature key is changed in the
following cases:

» Compromises of the Mobile signature;

* loss of Login and/or Temporary/Static password,

* loss of the PIN-code of the Mobile application;

* loss or change of a mobile device;

» reinstallation of the Mobile application.

7 THE PROCEDURE FOR THE
SCHEDULED CHANGE OF THE ELECTRONIC
SIGNATURE VERIFICATION KEY
CERTIFICATE

7.1.  The RBS System natifies of its imminent
expiry upon each login to the RBS System, 30 days
prior to the expiry date of the Electronic Signature
Verification Key Certificate.

7.2.  The Client's Authorized Person shall be able to
carry out a scheduled procedure for changing the
Electronic Signature Keys using the RBS System and
its facilities prior to the expiry of the Electronic
Signature Key Certificates.

7.3.  The Client's Authorized Person shall form a
new Electronic Signature Key and request for a new
Electronic Signature Verification Key Certificate. The
request shall be signed with a valid Electronic
Signature Key and sent to the Bank using RBS System
facilities.

7.4.  The Registration Centre Operator will process
the request and send it to the Certification Centre
Operator when the Bank receives a request to issue an
electronic signature verification key certificate. At the
end of the term of office, the Client's Authorized
Person must provide documents confirming his / her
authority at the same time as the request.

7.5.  The Certification Authority Operator issues a
Certificate of the electronic signature verification Key.
The Bank has the right to refuse to issue a Certificate
of the electronic signature verification key, the request
for which was received using the RBS System, without
explaining the reason. If the Bank refuses to issue an
Electronic Signature Verification Key Certificate, the
Client's Authorized Person has the right to personally
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IIpencraButento KnueHnra, oT KOTOpOro MOCTYMNHII 3aMpoc, JJIs
€ro nojmnucanus. YnoiHnoMoueHHbli [IpencraBurens Knuenra
JOJDKEH pacrevyaraTh, MOANUCaTh U nepenath B bank aBa
JK3eMIUTsIpa AKTa MPHU3HAHUS KITI0Ya MPOBEPKH DJIEKTPOHHON
monmmucu  u Ceprudwukarer. Ilocme mnomydenns bankom
MOJAIMCAHHBIX  DK3EMIUIAPOB AKTOB TIPU3HAHUS  KIFOYA
MPOBEPKU 2JIeKTpoHHOUW moanucu U Ceprudurartos, Takoi
ceprudukar pazmemniaercs B Cucreme J1bO.

7.6. YIIOITHOMOYEHHBIN IIpencraBurens Knuenra
3aBepIIaeT npoueaypy cMeHsl Kiroua DieKTpOHHOM TOIHCH,
ucnonb3ys cpeactsa Cucremsl J1BO.

7.7. ITocne 3aBepmenust mporeAypsl cMmeHnl Kiroua
ONEeKTPOHHOW TOANMUCH YTonMHOMOYeHHBIH [IpeacraButens
KineHta MOXET HCMOIb30BaTh UCKIFOUUTENBHO HOBBIM Kitrou
DJIEKTPOHHOU MOAMKCH.

8. TOPSIJOK BJIOKHMPOBKH U
BOCCTAHOBJIEHMS JOCTYIA K CHCTEME
B0

8.1. OcHoBaHueM 1t OJIOKUPOBKH toctyna Kiuenra w/mmm
ero YnomHomoueHHoro IlIpeacraButens k Cucreme JbO
SIBJISTFOTCSL.

8.1.1. monyuyenue bankom oT
[IpencraBurens Kinnenra 3asBIeHHS Ha
npuobpeTeHre/n3MeHeHNE BII (comepxarero
CBEJICHUS O CMEHE YmoiaHoMO4YeHHOTo [IpencraBurernst
Kimuenra/usmMeHeHnn  €ro  JAaHHBIX/TIPEKpaIeHUN
MOJITHOMOYHI WJIM WHBIE CBEJCHUs, IOPOKIAIOIINE
comHeHus: baHka B BO3MOXKHOCTH OCYIIECTBICHHS
noctyna w/wii  monb3oBaHus  Cuctemoit  JIBO
V1I0JTHOMOYEHHBIM [IpencraButenem Kiwuenra),
3ampoca o MpuocTaHoBiieHNH noctyma k Cucteme [1b0O,
C YKa3aHHeM MIPUIHH TaKOTO MPHOCTAHOBIICHUS;
KOMITpOMETaNus ~ DJEKTPOHHON  TONIMUCH  W/WIN
WCIONIb30BaHUE DJIEKTPOHHOHN MOIMUCH 0€3 coryiacus
YnonnomouenHoro Ilpencrasurens Kinenra;

3ameHa Kaprodku ¢ oOpasiamu MOJIUCEH U OTTHCKA
rieyaty u/wm CorjameHus 0 COYeTaHUH AJIEKTPOHHBIX
noanucei, npu ux O(QOPMIICHHH B COOTBETCTBUHU C
[IpaBunamu;

MpeKpalieHue WIA U3MEHEHUE I[OJHOMOYMA WU
JlaHHbIX YTioniHOMoueHHoro IIpencraButens Kinenra;
cmMeHa AOOHEHTCKOTO HOMepa YIIOJIHOMOYEHHOTO
[IpencraButens Knuenra;

yTpaThl AyTeHTU(DUKAITMOHHBIX JaHHBIX, BpeMeHHoro,
OnnopazoBoro, CTaTHYECKOTO MapoIei;
HETPEACTABICHUE WIH IIPEJICTABIICHUE HEIOCTOBEPHBIX
CBEJICHUN U JOKYMEHTOB, 3alpaiinBacMbeix bankom, B
TOM 9YHCJIE B TENAX BBITIOJHEHUS TpeOOBaHUH

VY 0JIHOMOYEHHOT'O

8.1.2.

8.1.3.

8.14.

8.15.

8.1.6.

8.1.7.

apply to the Bank for issuing such a certificate, in
accordance with the procedure specified in Section 4 of
these Regulations. The Bank sends the Certificate of
Recognition of the electronic signature verification
Key and the Certificate to the Client's Authorized
Person from whom the request was received, for its
signature, via the RBS System. The Client's
Authorized Person must print, sign and hand over to
the Bank two copies of the Certificate of Recognition
of the Electronic Signature Verification Key and
Certificates. After the Bank receives the signed copies
of the Acts of Recognition of the electronic Signature
Verification Key and Certificates, such a certificate is
placed in the RBS System.

7.6.  The Client's Authorized Person completes the
procedure of changing the Electronic Signature Key
using the means of the RBS System.

7.7.  The Client's Authorized Person may only use
the new Electronic Signature Key after the completion
of the Electronic Signature Key change procedure.

8 PROCEDURE FOR BLOCKING AND
RESTORING ACCESS TO THE
RBS SYSTEM

8.1.  The ground for blocking the access of the
Client and/or his Authorized Person to the RBS System
are:

8.1.1. Application to purchase/modify the BP
(containing information on the change of the Client's
Authorized Person / change of his/her data /
termination of powers or other information that causes
the Bank's doubts about the possibility of the
Authorized Person of the Client to access and/or use
the VBS System) receipt by the Bank from the Client's
Authorized Person, and RBS System suspend access
request, indicating the reasons for such suspension;
8.1.2. Compromising the Electronic Signature and/or
using the Electronic Signature without the consent of
the Client's Authorized Person;

8.1.3. replacement of the Card of specimen
signatures and seal impression and/or the Agreement
on the Combination of Electronic Signatures, when
executed in accordance with the Rules;

8.1.4. termination or change of powers or data of the
Client's Authorized Person;

8.1.5 change of the Subscriber number of the Client's
Authorized Person;

8.1.6. loss of Authentication Data, Temporary, One-
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3aKOHOJiaTeNhCcTBa  Poccuiickoit
HOpMaTUBHBIX akTOB banka Poccuu;

®denepanun U

8.1.8. BbuiBIeHWEe bBaHKOM omepanuu, COOTBETCTBYIOIIEH
NpH3HAKaM OCYIIECTBICHUS MEPEBOIA ICHEKHBIX CPEACTB Oe3
cornacust Knmenra, ycraHoBieHHbiM bankom Poccun wnm
MOJI03PEHHI Ha MX COBEPIICHHE;

8.1.9. mnanpaBnenue Kimenrtom 3asBneHuss Ha OJIOKHPOBKY
noctyna k Cucteme JJBO.

8.2.  Ilpm HactymieHun coObITHH, yKazaHHbIX B mm. 8.1.3,
8.1.7, 8.1.8 moctyn B Cucremy JIbO Onokupyercs Bcem
YnonnomoueHHbIM IIpeacraBurensam Knuenra.

8.3. KimenT BnpaBe ocyIiecTBUTh OJOKHPOBKY JOCTymHa K
Cucreme [IbO, B ciiydasix, HE CBSI3aHHBIX C KOMIIPOMETAIIUCH,
W TIOA03PEHUH Ha KOMIIPOMETAIIHIO AJIEKTPOHHOM HOATHCH.
8.3.1. Ilopsmox OmokupoBkm pmoctyma k Cucreme JBO
JTUCTAaHIMOHHBIM CIIOCOO0OM:

8.3.1.1. JInsa qucTaHIMOHHOM OJIOKMPOBKHU qocTyna Kk Cucreme
AbO  VnonnomouenHoMy  IlpencraBuremo  Kinenra
HeoOXoauMo o0paTuthcs B bBaHK C  COOTBETCTBYIOIINM
3aIPOCOM 10 CIICAYIOIINM KOHTaKTHEIM JaHHbM: dbo@131.ru
nim ¢ ucronas3oBanueM Cucremsl JIBO, ¢ ykazaHuem JaHHBIX
YnonmaomoueHnHoro IIpencraBurens KineHTa, MO3BONSIOMINAX
YCTaHOBUTH €ro JMU4YHOCTh. [l 00paOoTku 3ampoca Ha
JVICTAaHIIMOHHYI0 OJIOKMPOBKY YIOJIHOMOYEHHBIH pPabOTHUK
banka cssbiBaeTca ¢ YmnonHomodeHHBIM llpencraBurtenem
Knuenta ¢ WCmonp30BaHMEM KOHTAKTHBIX JAHHBIX TaKoOTro
JWIa, YKazaHHBIX  YmoilHoMoueHHbIM [IpeacraBurenem
Knuenta B 3asgBnenun Ha npuoOpereHue/msmenenue bII u
3asBNEeHMM O NPUCOEAMHEHMH K Permamenrty, mpu 3ToM,
Y 0oJIHOMOYEHHEBIN IIpencraButens Kiumenra  momxkeH
COOOIIUTH YIOTHOMOYEHHOMY paboTHHKY baHka cBeneHws,
HeoOXonuMble sl  ayTeHTU(GHUKAIMKM Y OJHOMOYEHHOIO
npeacrasutens Kimenra.

8.3.2. Ilopsmox GmoxupoBku gocryna k Cucreme JbO mpu
JUYHOM oOpamieHnu  YmonHoMoueHHOro lIpencraBurens
Kimmenra B bank:

8.3.2.1. YnonHoMO4YeHHOMY [IpencraButemnto Knuenra
HE00X0IMMO 00paTUTHCS HEOCpeACTBEHHO B ouc baHka, mo
€ro  IOpWAWYECKOMY  aJpecy, C  COOTBETCTBYIOIINM
MUCHMEHHBIM  3asIBIICHHEM O OJIOKMPOBaHUHM JOCTyNa K
Cucreme 1bO, nognucanHbIM TakuM JULIOM. OTHOBPEMEHHO C
3anpocoM  YmnonHomoueHHbI  IIpeacraBurens Kimenta
JIOJDKEH TPEJAOCTaBUTh JOKYMEHTBI, YJIOCTOBEPSIOIIUE €ro
JUYHOCTH U TOATBEPKAAIOLINE €r0 MOTHOMOYHSL.

8.3.2.2. [lonaua 3ampoca Ha ONOKMpPOBKY noctyna k Cucreme
JAbO Ynomaomouernoro [Ipeacrasurenst Kinmenra Bo3MokHa
TOJIEKO B TeueHne OrepannoHHoro BpeMenn banka.

8.4. BbroxupoBka JIocTyTa OCYIIIECTBISIETCA
HE3aMEJUINTEIbHO TIOCNIe TONYyYeHUS COOTBETCTBYIOIIETO
3ampoca u ayTeHTH(UKAIIH Y0IHOMOYEHHOTO

[Ipeacrasutens Knuenta bankom, npu yCcia0BUH €T0 MOTYYSHUS

time and Static passwords;

8.1.7. Failure to submit or submission of unreliable
information and documents requested by the Bank,
including for the purpose of complying with the
requirements of the legislation of the Russian
Federation and regulatory acts of the Bank of Russia;
8.1.8. identification by the Bank of a transaction
corresponding to the signs of money transfer without
the Client's consent or suspicion of such transaction by
the Bank of Russia;

8.1.9 sending an Application by the Client to block
access to the RBS System.

8.2.  Access to the RBS System is blocked to all
Authorized Persons of the Client upon occurrence of
the events specified in subclauses 8.1.3, 8.1.7, 8.1.8.
8.3. The Client has the right to block access to the RBS
System, in cases not related to compromise, or
suspected of compromising the electronic signature.
8.3.1 Procedure for blocking access to the RBS System
by remote means:

8.3.1.1 In order to remotely block access to the RBS
System, the Client's Authorized Person must contact
the Bank with a corresponding request using the
following contact details: dbo@131.ru or using the
RBS System, with the indication of the data of the
Client's Authorized Person, allowing to establish his
identity. To process the request for remote blocking,
the authorized employee of the Bank contacts the
Client's Authorized Person using the contact details of
such a person specified by the Client's Authorized
Person in the Application for the
purchase/Modification of the PS and the Application
for joining the Regulations, and the Client's Authorized
Person must inform the authorized employee of the
Bank of the information necessary for authentication of
the Client's Authorized Person.

8.3.2.  Procedure for blocking access to the RBS
System when the Client's Authorized Person addresses
the Bank in person:

8.3.2.1. The Client's Authorized Person applies directly
to the Bank's office, at the Client's legal address with a
corresponding written application for blocking access
to the RBS System signed by this person.
Simultaneously with the request, the Client's
Authorized Person provides documents proving his/her
identity and authority.

8.3.2.2. Submission of a request to block access to the
RBS System of the Client's Authorized Person is
possible only during the Bank's Operating Time.

8.4.  Access blocking is carried out immediately
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bankom B OnepannonHoe BpeMs. B cirydae, ecnu 3ampoc ObIT
nonydeH bankoMm 3a mpenemamu OmneparioHHOTO BPEMEHH,
Takoi 3ampoc Oyzaer oOpabotaH, a moctyn k Cucreme JIbO
3a0mokrpoBad, B OnepaninoHHOe BpeMs OTMKaMIIero 3a 1aToi
MOJTy4eHus Takoro 3arpoca bankom Pabouero nas.

8.5. [opsnok BoccTanoienus gocryna k Cucreme /IbO:
B cnyuae, ecnim ocHoBaHMEM AJisl OJIOKMPOBKHM JOCTyHa K
Cucreme [1bO mocmyXwianm 0OCTOSTENBCTBA, yKa3zaHHBIE B
n.8.1.2-8.1.6, 8.1.9 pa30mokupoBKa BO3MOXHa  IOCHE
nony4yeHus: bankoMm muceMeHHOTro oOparieHus (3asiBIeHHS O
CMEHE JIOTWHA W/MIU CTaTUYEeCKOTO Mapoiist/pa30iIOKuPOBKY
noctyna B cucteme J1bO) Ymomaomouennoro [lpencrasurens
Knuenra npu nuynom noceuiennu odurca banka. @opma Takoro
3asBIICHHs ompernersiercs baHkoM W pasmernieHa Ha pecypce
https://131.ru/contracts u B oduce banka. OgHOBpEMEHHO C
oOpamenuem YmonHomouyeHHbl [IpencraBurens Kimenta
OOJDKCH MNpCAOoCTaBUTh JOKYMCHTBI, YAOCTOBCPAIOLIUEC €TO
JMYHOCTH W TIOATBEPIKAAIOIINE €r0 MOJTHOMOYHS H:

a) [Ipu ucnonszoBanun YHOIII npoBeaenHoit npouenyps
BHETJIAHOBOM  CMEHBl  cepTH(dukaTa Kioya TMPOBEPKH
OJEKTPOHHOW TMOANKMCH B COOTBETCTBUM C pasfenoM 9
Hacros1ero Perimamenra;

b) [pu ucronp30BaHUK MPOCTON DINEKTPOHHOH MOAMTUCH:
CMEHBI Cratnueckoro apos YTOITHOMOYEHHOTO
[IpencraButens Knuenra B coorBercTBuH ¢ 11.3.13 Pernamenra;
CMEHBI AGOHEHTCKOI0 HOMeEpa YH0JIHOMOYEHHOTO
[IpencraButens Knuenta B ciydae yTepu W/WiH NPEeKpaIleHHUs
JOCTyTIa K HEMY.

C) IIpu HCIIOJIb30BaHUU MobwmibpHOU TOJITINCH
MpoBeIeHHON cMeHBI CTaTUYECKOTO MapoJii B COOTBETCTBUU C
n.3.13 u CMEHE KJIr0Ya MoOunbHOU OOIIIUCH

Ynonmaomouennoro IIpencraBurens KnuenaTa B COOTBETCTBUU C
1n.6.3 Pernmamenta.

8.6. B ciyuae, ecim ocHOBaHMEM ISl OJIOKHPOBKH JIOCTYIA
k Cuctreme JIBO mociyxunu 00CTOATENbCTBA, YKa3aHHBIE B 1I.
8.1.6 pa30IOKMpOBKAa BO3MOXXKHA B COOTBETCTBUHM C 1. 3.13
JlucrannyoHHas pa30JIOKMPOBKa B COOTBETCTBHM ¢ 1. 3.13
BO3MOXHA IIPH OTCYTCTBUM Y baHka OCHOBaHWH MoJarath, 4To
CpencrtBa NOATBEPXKACHUS DJIEKTPOHHOTO JOKYMEHTa CTalH
W3BECTHBI HEYTIOTHOMOYEHHBIM TPETHUM JIULIAM.

8.7. B cnyuae, eci ocHOBaHHEM 711 OJTOKUPOBKHU JOCTYTIA
k Cucreme JIBO mocmyxunu 0OCTOATENhCTBA, YKa3aHHBIE B
11.8.1.8 pa301okupoOBKa BO3MOXKHA MTOCTIe oTyueHus bankom ot
Knuenrta moxarBepkIeHWss  BO300OHOBJICHUS  COBEPIICHHUS
OTepalliy, COOTBETCTBYIONIECH TPHU3HAKAM OCYIIECTBICHUS
nepeBosla JCHEXKHBIX cpeAcTB 0Oe3 cormacusi Kimenra,
ycTaHoBJIeHHBIM bankom Poccum, mnbo mo ucTeueHWH IBYX
pabounx nHEH Tocie AHS MPHOCTAHOBJICHHUS IIPH HEMOTYYeHUH
TaKOTO MOATBEPKACHUS.

after receipt of the relevant request by the Bank,
provided that the request is received by the Bank
during the Operating Time. If a request has been
received by the Bank outside of the Operating Time,
such request shall be processed and

access to the RBS System blocked during the
Operating Time of the Business Day closest to the date
of receipt of such request by the Bank.

8.5. Procedure for restoring access to the RBS
System: If the reason for blocking access to the RBS
System is due to the circumstances specified in clauses
8.1.2-8.1.6, 8.1.9, unlocking is possible after the
receipt of a written application (Application for
Change of Login and/or Static Password/Unlocking
Access in the RBS System) from the Authorized
Person of the Client by the Bank when the Authorized
Person of the Client personally visits the Bank's office.
The form of such application is determined by the
Bank and is available at https://131.ru/contracts and in
the Bank's office. The Client's Authorized Person
submits the documents proving his/her identity and
confirming his/her authority simultaneously with the
application and:

a) In the case of an unscheduled change of the
electronic signature verification key certificate in
accordance with Section 9 of these Regulations;

b) When using a simple Electronic Signature:
change of the static password of the Client's
Authorized Person in accordance with Clause 3.13 of
the Regulations; change of the Client's Authorized
Person Subscriber Number in case of loss and/or
termination of access to the Client.

¢) When using the Mobile Signature of the carried out
change of the Static password in accordance with
clause 3.13 and the change of the Mobile Signature key
of the Authorized Representative of the Client in
accordance with clause 6.3 of the Regulations.

8.6 If the circumstances specified in clause 8.1.6 serve
as the basis for blocking access to the RBS System,
unlocking is possible in accordance with clause 3.13
Remote unlocking in accordance with clause 3.13 is
possible if the Bank has no reason to believe that the
Means of confirming the Electronic Document have
become known to unauthorized third parties.

8.7. If the reason for blocking access to the RBS
System is due to circumstances specified in clause
8.1.8, unblocking may be possible after the Bank has
received confirmation from the Client that a transaction
has been resumed that corresponds to the signs of
money transfer without the Client's consent, as
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8.8. B cayuae, eciau oCHOBaHUEM 1151 OJJOKUPOBKHU JOCTYIIA
k Cucreme JIBO mocmyxuinu oOCTOSITENBCTBA, YKa3aHHBIC B
n.8.1.7, mocryn k Cucreme JIBO Bo300HOBISETCS TMOCTE
MPEJCTABICHUS] CBEICHUH W JIOKYMEHTOB, 3aIlpalllMBacMbIX
bankowm. JlokyMeHTBl ~ mpefocTaBisitoTcs  KimeHTom
OTBeTCTBEHHOMY paOOTHHKY IO FOpHAHYecKOoMYy anpecy banka
B TeueHne OnepannoHHOro BpeMeHn baHka.

9. MOPSIIOK JEMCTBHUU B CJIYUAE
KOMITPOMETAILIAY WJIH TOJO3PEHUHA HA
KOMIIPOMETAILIMIO SJIEKTPOHHOM
NoAMnucCu

9.1. [Ipu BesiBnennn omnoit w3 Cropon Kommpomerammun
ONeKTPOHHON TMOANMHUCH WM €€ INPU3HAKOB (IOJ03pEHHI),
BhisiBEBIIast CTopoHa yBegomisieT 00 3ToM aApyryto CTopoHy.
9.2.  bank yBemomisger KimeHTta o HaCTYIUICHHH YKa3aHHBIX
B m. 8.1 PernmameHra oOcTOsITENbCTBAX JHOOBIM JOCTYIHBIM
0aHKy crocoOOM, HUCIIONB3YsI MMEIOIIMECS] B PaclOpsHKEHUH
banka koHTakTHBIC NanHbIe KineHnTa, paHee nmpeqocTaBieHHbIe
Knuentom.

9.3. Knuent yBenomisier bank o HaCTYIUIEHHH YKa3aHHBIX
B 1. 8.1 Permamenta o0OCTOSATEIBbCTBAX JIIOOBIM U3
HUKETEPEUNCIICHHBIX CIIOCO0OB:

° [luckmenHoe VYBemomiieHHE O KOMIPOMETAllMU Ha

OyMaxHoM HocuTele (repenaetcs B opuce banka);

. CkaHMpoBaHHas KOMHS MMCBbMEHHOTO Y BEJIOMIIEHUS O
KOMIIPOMETALUH, [IEpEJaHHOE HA dJIEKTPOHHBIN aapec baHka:
dbo@131.ru. KitneHt 00si3aH MpeaCTaBuTh B BaHK OpUTHHAI
Takoro YBEJIOMJIEHHS O KOMIPOMETAlMd Ha OyMakKHOM
Hocutene B Teuenue 2 ([IByx) Pabounx nueit.

. ®opma YBenomieHus o KOMIIPOMETALMH
ompenensercas bamkomM M pa3smemieHa Ha  pecypce
https://131.ru/contracts u B odpuce banka.

9.4. C momenTa nonmyuenus: bankom ysegomienns Knnenra
WK BBIsIBIEHUs] baHKOM 00cTOATENbCTB, YKa3aHHBIX B 1. 9.1
Pernamenta, moctym Kimenta (ero YMOJTHOMOYEHHBIX
[Ipencrasuteneit) k Cucreme JIBO Onokmpyercss 10 MOMEHTa
pa3OIOKUPOBKM Takoro jocrtyma. KiueHT yBemomiieH u
cornaceH, 4yro baHk He HeceT OTBETCTBEHHOCTH, BKIIIOYas
(uHaHCOBYIO, 3a J1H000H (akT OoKMpoBKM noctyna Kinenra
u/wim ero YnomHomoueHHbIX IlpencraBureneii xk Cucreme
JbO, B cBsi3u ¢ Tem, uTo aelicTBus baHka 1o OJOKMPOBKH
noctyna k Cucreme JIBO wnHampaBnensl Ha obecriedeHne
COXpaHHOCTHU cpeAcTB Ha Cuere, 3amuty naTepecoB Kiuenra u
HEOMYIEHNIO MOIIEHHUYECKUX ONepalui U MPaKTHUK.

9.5. C wmowmeHta HamnpasieHus Kimentom banky wmm
nonrydeHust Kimuenrom ot banka yBeoMiIeHHS O HACTYIUICHUA
ykaszaHHBIX B 1. 9.1 Pernamenra o0crositenscTBax, KimmeHT He

established by the Bank of Russia, or two business
days after the day of suspension when such
confirmation is not received.

8.8. In the event that the reason for blocking access
to the RBS System is due to the circumstances
specified in 8.1.7 access to the RBS System is resumed
after the submission of the information and documents
requested by the Bank. The documents are provided by
the Client to the Responsible Employee at the Bank's
legal address during the Bank's Operating Time.

9. THE PROCEDURE IN THE EVENT OF
COMPROMISE OR SUSPICION OF
COMPROMISE OF AN ELECTRONIC
SIGNATURE

9.1.  The identified Party notifies the other Party if

one of the Parties identifies the Electronic Signature

Compromise, or its signs (suspicions).

9.2.  The Bank notifies the Client of the occurrence

of the circumstances specified in clause 8.1 of these

Regulations by any means available to the Bank, using

the contact details of the Client previously provided by

the Client.

9.3.  The Client notifies the Bank of the occurrence
of the circumstances specified in clause 8.1 of the
Regulations by any of the following means:

. Written Notice of Disclosure in hard copy (to
be sent to the Bank's office);
. A scanned copy of the written Disclosure

Notice sent to the Bank's e-mail address: dbo@131.ru.
The Client submits the original of such Paper
Disclosure Notice to the Bank within 2 (two) Business
Days.

The form of the Disclosure Notice is
determined by the Bank and is available at
https://131.ru/contracts and in the Bank's office.

9.4.  The Client's (their Authorized Persons') access
to the RBS System is blocked until such access is
unblocked from the moment the Bank receives the
Client's notification or the Bank finds out the
circumstances specified in clause 9.1 of these
Regulations. The Client shall be notified and agree that
the Bank shall not be responsible, including
financially, for any fact of blocking the Client and/or
its Authorized Persons' access to the RBS System due
to the fact that the Bank's actions aimed at blocking the
access to the RBS System are aimed at ensuring safety
of funds in the Account, protection of the Client's
interests and prevention of fraudulent transactions and
practices.
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BIIPaBE HCIOJIB30BATh CKOMIIPOMETHPOBAHHYIO DIIEKTPOHHYIO
MOANUCH (€€ KU HW/WIKN cpeacTBa)/AyTeHTH(DHUKAIIMOHHBIC

nanHele/ AOOHEHTCKME ~ HOMep. B ciaywae  mroboro
HCTIOJIb30BaAHUS Knuentom TaKkon DIIeKTPOHHOU
moAMCcH/ Ay TeHTHPUKAITHOHHBIX IaHHBIX/ AOOHEHTCKOTO

HOMepa MOCJIe HACTYIUICHHS YKa3aHHBIX B HACTOSIIEM IYHKTE
COOBITHII KIIMEHT CaMOCTOSITEJIBHO HECET PHUCK HACTYIUICHHS
HEeOJIArONPHUATHBIX TIOCHEACTBHHA JJIsI HEro, B TOM 4YHCIE
MPaBOBBIX U (PUHAHCOBBIX.

9.6. Pasz6mokmpoBka  moctyma k  Cucreme  JBO
OCYIIECTBISIETCSI B COOTBETCTBHMH ¢ 1. 8.6 HacTosmero
Pernamenta npu mnoaydyeHnn bankoM VYBemomieHus o
KOMITPOMETALMH Ha OyMa)KHOM HOCHUTEJIE.

10. MOPSIJIOK IMPOBEIEHUS BHEILVIAHOBOI
CMEHBI CEPTUOPUKATA KJIIOYA ITPOBEPKHA
JIEKTPOHHOM MOJANNUCH

10.1.
HCTIONb30BaHUS

VYKa3zaHHBII  paszfen  IOpUMEHSETCs B cllydae

Kimmenrom  (ero  YTIOITHOMOYCHHBIMH

[IpencraBuTensiMu)  YCHICHHBIX  HEKBaIM(DUIIMPOBAHHBIX

OnekTpoHHBIX Tonnucedd. BuemmanoBas cMena Kiroueit

ONeKTpoHHOM mnonnucu YnoiaHomouyeHHoro IIpeacraButens

Kmuenta u coorBerctBytommx uM CepTH(hUKATOB KIHOYa

MIPOBEPKU DIIEKTPOHHOI MOANKCH BBIITOJIHAETCS B CIIy4ae:

— ycraHoBieHHOro ¢akrta Kommpomeranuu DIEKTPOHHOM
MTOJITUCH WJTU MTOA03PEHUH Ha 3TO;

— W3MEHEHUS PerucTPalMOHHBIX JaHHBIX YIOJHOMOUYEHHOTO
[Ipencrasurens Knuenra;

— HCTEYEHUs CpOKa JIeicTBUS cepTU(UKATa KIIF0Ua IPOBEPKH
3JIEKTPOHHOM MOJIINCH;

— BbIxoja u3 crpost GKH.

10.2. llocne momyuenus bankom  YBemomiieHUs O
KOMITPOMETAIHH Bank OT3bIBAET Cepruduxar
CKOMIIPOMETHPOBAHHOIO0  KJIF0Ya TPOBEPKHU  DJICKTPOHHOU

MOJANUCH, MyTEM IIOMEUIEHHS €ro B CIHCOK OTO3BAHHBIX
ceprudukaroB Cuctemsl JIBO.

10.3.  Jlns BBITyCKa HOBOTO KITFO4a DJIEKTPOHHOMN MOAIUCH H
cootBercTBytomero emy Ceprudukara Kiouya MPOBEPKH
OneKTpoHHON moANuCH YTonHoMoueHHbIH IlpencraBurens
Knuenta nmuuno oOpamaetcst B opuc banka c 3asBneHneM Ha
Beimyck  CepTudukara KI0Ya TPOBEPKH  DIIEKTPOHHOM
MOJNKCH B CBOOOAHOM (opMe M B yKa3aHHOM B pazuene 4
HacToAwmiero PermameHra mopsake ¢  IPENOCTaBICHHUEM
JOKYMEHTOB,  YJOCTOBEpSIIONIMX  €ro  JIMYHOCTh U
MOATBEPKIAIOIINE €TI0 MTOJTHOMOYHSL.

9.5.  The Client may not use the compromised
Electronic Signature (its key and/or
means)/Authentication Data/Subscriber Number as
soon as the Client has sent or received a notice from
the Bank of the occurrence of the circumstances
specified in clause 9.1 of the Regulations. In the event
that the Client uses such Electronic
Signature/Authentication Data/Subscriber Number
after the events specified in this clause, the Client shall
bear the risk of adverse consequences, including legal
and financial ones, for the Client.

9.6. RBS System access unblocking is performed
in accordance with cl. 8.6 of these Regulations upon
receipt by the Bank of a Notice of Compromising on
Paper.

10. PROCEDURE FOR UNPLANNED CHANGE
OF THE ELECTRONIC SIGNATURE
VERIFICATION KEY CERTIFICATE

10.1.  This section applies when the Client (its
Authorized Persons) uses enhanced non-certified
Electronic Signatures. Unscheduled change of the
Electronic Signature Keys of the Client's Authorized
Person and the corresponding Electronic Signature
Verification Key Certificates is performed in case of
the established fact of Compromising the Electronic
Signature or suspicion thereof, in case of change of the
registration data of the Client's Authorized Person and
in case of:

- the established fact of Compromising the Electronic
Signature or suspicion of it;

- changes to the registration data of the Client's
Authorized Person;

- expiration of the electronic signature verification key
certificate;

- failure of the FKM.

10.2. The Bank revokes the Certificate of the
compromised electronic signature verification key by
publishing it on the list of revoked RBS certificates
upon receipt by the Bank of a Disclosure Notice.

10.3.  The Client's Authorized Person personally
applies to the Bank's office for the issue of a free form
Electronic Signature Verification Key Certificate
according to the procedure specified in Section 4 of
these Regulations, with the provision of documents
proving his/her identity and confirming his/her
authority in order to issue a new Electronic Signature
Key and a corresponding Electronic Signature
Verification Key Certificate.
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11. MOPAJOK PACCMOTPEHUS KOH®JIUKTHBIX
CUTYALIUN

11.1. Ilpomemypa mpOBEpKH NOIMHHOCTH OJIEKTPOHHOU
MOJNMCH BBINIONHsETCS o mHMnuatuBe banka niau Knuenra.
[lox mnpomemypoil TPOBEPKH MOMIUHHOCTH DIEKTPOHHOU
moAnvcy, npu obmeHe wMexnay bankom u  Kimentom
ONEeKTPOHHBIMU JTOKYMEHTAMHU C HCIIOJIb30BaHUEM CHCTEMBI
JbO, noanucaHHBIMU DJEKTPOHHOM MOANUCHIO, TIOHUMAaeTcs
BO3HMKHOBeHUE Y banka ninu Knrenra coMmHeHu, CBSI3aHHBIX C
HETIPU3HAHUEM aBTOPCTBA U (MJIH) METOCTHOCTH DIIEKTPOHHOTO
JOKYMEHTa,  MOJMUCAaHHOTO  OJIEKTPOHHOM  IMOAIMHUCHIO
Ynonnomouennoro IlpeacraBurens Knuenra.

11.2.  CropoHnsl npu3HaOT WHGOPMAIIIIO, COACPIKANTYIOCS B
MMporpaMMHO-alllapaTHBIX CPEACTBAX U CUCTEMHBIX XYypHaJIaxX
banka, mocTtaToyHOM Il OPOBEPKHM MOMJIMHHOCTH MPOCTOM
ONEKTPOHHOW  MOANHMCH B  DJIEKTPOHHOM  JTOKYMEHTE.
[ToaTBepkaeHUEe  MOAMUHHOCTH  MPOCTOM  DJIEKTPOHHOM
IIoAInMcCu B 9J’I€KTpOHHOM JOKYMCHTC OCYHICCTBJIACTCA IIYTEM
COTIOCTABIIEHUS] JaHHBIX, VYKa3aHHBIX YTIOJTHOMOYEHHBIM
[IpeacraButenem KiueHTa B HACTpOilKax HCIOJb30BAHUS
npoctoit DnexrporHor noamucu B Cucreme J1bO, u qaHHBIX,
MIPUCBOEHHBIX OCIIAPHUBAEMOMY OJIEKTPOHHOMY TOKYMEHTY B
Cucreme J1bO, monydennomy bankowm, a Takke nHpOpManuu B
CUCTEMHBIX XypHanax baHka, B COOTBETCTBHU C IIPOLELYPOH,
npuBeneHHoi B 11.11.11 HacTosmiero PerniamenTa.

11.3. TloareepxaeHue MOJIUHHOCTH YCHUJICHHOU
HEKBATU(UITUPOBAHHOK DNIeKTPOHHOU TIOJITUCH B
ONEKTPOHHBIX  JOKYMEHTax OCYLIECTBIISIETCSL  ITyTEM
MPOBEPKU  COOTBETCTBYIOIIMM  CPEACTBOM  3JIEKTPOHHOMN
MOAIKCH C Hcroyib3oBaHueM Ceprudukara Kio4a MPOBEPKU
3JIEKTPOHHOM MOJANUCH MPUHAIJIEKHOCTH TaKOU DJIEKTPOHHOU
NOANUCH B DIJIEKTPOHHOM JOKYMEHTE YIOJIHOMOYEHHOMY
IpencraButento Knuenra (Bnagenslly ceprudukara) wu
OTCYTCTBHUS MCKOKEHHI B MOAMUCAHHOM JAaHHOW DJIEKTPOHHOM
NOAMNUCHI0 DIEKTPOHHOM JOKYMEHTE, B COOTBETCTBUH C
mpoteAypoi, mpuBeneHHoH B 1m.11.10 HacTosmero Pernamenra.

11.4. Ilpouenypa npoBEpKH NOMJIUHHOCTU ODIEKTPOHHOU
MOJIKCH, TP 0OMeHe DJIEKTPOHHBIM JoKyMeHTamu Kinentom
n bankom c wucnoms3oBanmeMm Cucremsr JIbO, B ciyuae
npuMeHeHus: KIMeHTOM YCHIIEHHOH HeKBATM(HUIIMPOBAHHON
ONEeKTPOHHON MOANUCH OCHOBBIBA€TCA HA MaTEeMaTHYECKHX
CBOMCTBAaX alrOpUTMa JIEKTPOHHOM IOJINCH, PEATM30BAHHOTO
B COOTBETCTBUM C aKTyaJlbHbIM cTaHJgapToM Pocculickoit
®denepannn I'OCT P 34.10-2012, rapaHTHpYIOIUMHU
HEBO3MOYKHOCTb MOJIENTKH 3HAYEHUS YCHJIEHHOU
HEKBATU(UIIUPOBAHHONH  DJIGKTPOHHOM  IMOMANUCH  JIIOOBIM
JUIOM, HE OO0JIaJaroIUM KIFOYOM TaKOW DIIEKTPOHHOM
noanucu. Mrorom paspemieHuss KOHQJIMKTHOH CHUTYyalluH
SIBIIIETCS] TUOO TOKA3aTENbCTBO MOJIMHHOCTH, IIEIOCTHOCTH H
aBTOPCTBA OCTIAPHBAEMOT0 DJIEKTPOHHOTO ToOKyMeHTa Kiuenrty
(ero Y1omrHOMOYEHHOMY [IpencraBuTtento), 1100
ycraHopleHne (akra mnpueMa bBaHKOM — HCKaXEHHOTO
OJIEKTPOHHOTO TOKYMEHTA.

11. THE PROCEDURE FOR DEALING WITH
CONFLICT SITUATIONS

11.1. The procedure for authenticating the Electronic
Signature is performed on the initiative of the Bank or
the Client. The Electronic Signature Authentication
Procedure means the occurrence of doubts by the Bank
or the Client related to non-recognition of authorship
and/or integrity of the Electronic Document signed
with the Electronic Signature of the Authorized Person
of the Client, when electronic documents signed with
the Electronic Signature are exchanged between the
Bank and the Client using the RBS System.

11.2.  The Parties acknowledge the information
contained in the Bank's hardware and software tools
and system logs sufficient to verify the authenticity of
a simple Electronic Signature in an Electronic
Document. The simple Electronic Signature in the
Electronic Document is authenticated by comparing
the data specified by the Client's Authorized Person in
the settings for the use of the simple Electronic
Signature in the RBS System with the data assigned to
the contested Electronic Signature in the RBS System
received by the Bank and the information in the Bank's
system logs in accordance with the procedure set out in
clause 11.11 of these Regulations.

11.3.  Authentication of the enhanced non-certified
Electronic Signature in Electronic Documents is
performed by means of verification by the appropriate
electronic signature means using the Key Certificate of
verification of the electronic signature belonging to
such Electronic Signature in the Electronic Document
to the Client's Authorized Person (certificate holder)
and no distortion in the Electronic Document signed by
such Electronic Signature in accordance with the
procedure set out in clause 11.10 hereof.

11.4.  The procedure for verification of the
Electronic Signature authenticity is based on the
mathematical properties of the electronic signature
algorithm implemented in accordance with the current
standard of the Russian Federation GOST R 34.10-
2012, which guarantees the impossibility of forging the
value of the enhanced non-certified Electronic
Signature by any person who does not possess the key
of such electronic signature, when the Client and the
Bank exchange Electronic Documents using the RBS
System, in case the Client applies the enhanced non-
certified Electronic Signature. The result of the conflict
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11.5. Ha cnyyaii BO3HUKHOBEHUsI criopoB bank obecnieunBaet
XpaHEeHHe B TEUEHHE YCTAaHOBJICHHBIX 3aKOHOIATEIHCTBOM
Poccutickoit @enepartuu CpoOKOB B CIICIHATBLHON 0a3e JaHHBIX
DNEeKTPOHHBIX JOKYMEHTOB B BUJEC €IMHUIl XPAHCHUS, Kaxkaas
M3 KOTOPBIX BKJIIOYAET JaHHbIE OJEKTPOHHOIO JOKYMEHTA,
CTPOKM ODJNEKTPOHHOW MOMMUCH C TapaMeTpaMu yCHIICHHON
HEKBATU(UIIMPOBAHHON DJeKTpoHHOU moxanucyu, Ceprudukar
KJI0Ya MPOBEPKH 3NEKTPOHHOM MOANMUCH YTOJIHOMOYEHHOTO
IIpencraButenss KineHTa, HMCHOJNBb30BAaHHBIA MPH CO3JAHUU
YCWICHHOW HEKBaMH(PUIUPOBAHHOW OJIEKTPOHHOHN MOIHUCH,
uctoputo Hactpoek Cucremsl JBO nans wucnonb3oBaHus
MPOCTO ODJEKTPOHHOW TOANHCH B CHCTEMHBIX >KypHajax

banka, a Ttak xe gaHHble CpeAcTB MOATBEPKACHUS
ONEeKTPOHHBIX JAOKYMEHTOB, MCIOJIb30BaHHBIE INPH CO3/aHUU
MpoCcTOW  DJEKTpOHHOW  MOANMCH B OCIapUBaeMOM

DJIEeKTpOHHOM JA0KyMeHTe. baHk o0ecrieunBaeT 3aluTy JaHHBIX
OT BO3MOXHBIX HCKaKEHUH B Ipouecce XpaHeHHs. baHk
obecnieunBaeT XpaHEHHE MOJIy4eHHOro bankoMm 3ampoca
Kmuenta nHa wusroroBnenue mnepBoro Ceprudukara Kiroda
MIPOBEPKH EKTPOHHON MOMICH B OyMakHOH opme.

116. B ciryJae TUCTAaHITMOHHOTO obparmeHus
YnonaomouenHoro [IpeacraBurens KinuenTa ams nepeBblmycka
CepTtudukara Kiro4a MPOBEPKU 3JIEKTPOHHOU mojnucu baHk
o0ecrieunBaeT XpaHEeHHEe MMOJYyYeHHOro baHkoM NoAnMcaHHoro
VYnonnomouenusiM IlpencraButenss Knumenra 3ampoca Ha
nzrotosienne Ceprudurkara Kito4a TPOBEPKH AIEKTPOHHOM
MOJIKCH B 3JIEKTPOHHOH (opme.

11.7. Ilpouenypa NpOBEpPKH HOMJIUHHOCTU ODJIEKTPOHHOU
MOAINUCH, TpPH OOMeHe OJEeKTPOHHBIMH JOKYMEHTaMH C
HCMOJIb30BAHUEM Cucremsl ABO BBITIOJTHAETCS
CornacureabHOM KOMHUCCHEH, B COCTaB KOTOPOH BXOMST
HaJJIeKaluM  00pa3oM  yIOJHOMOYEHHBIE TPEACTaBUTENN
00enx CTOpOH (He MEHee JIBYX YelOBEK OT KaKJOH CTOPOHBI).
Ilo cormameHuio CTOPOH B COCTaB KOMHCCHU MOXET OBITbH
BBEJICH HE3aBUCUMBIH dKCIIEPT.

11.8. B caywae, ecnu ocnapuBaeMblii DJEKTPOHHBIN
JOKYMEHT  SIBIAETCSI  4YacTblo  MakeTa  DJIEKTPOHHBIX
JOKYMEHTOB, ~ TO  MpoIeaypa  NPOBEPKH  MOJIHCH

OCYLIECTBIACTCA MO IMaKETOM SHGKTpOHHI)IX JOKYMCHTOB, B

COCTaB, KOTOPOTO BXOJUT OCHApUBAaEMbIi OJIEKTPOHHBIN
JIOKYMEHT.

11.9. Tlopsaox paspeureHust KOHPIUKTHOMH CUTYALMH.
11.9.1. B cnyyae BO3HHKHOBEHHS HEOOXOJIUMOCTH B
MIPOBEACHUH MPOIE Iy PBI MIPOBEPKHU MTOATTMHHOCTH
DJEeKTPOHHOM TMOANMUCH, TIpH OOMeHe DIEKTPOHHBIMHU
TOKyMEHTaMH ¢  wmcmonb3oBanneM  Cucremer  J1bO,

YnonnomoueHHslit IlpencraBurens KiveHta mnpeactaBisier
banky mnuCbMEHHOE 3asiBICHHE, COJCpXKaIlee CYIIECTBO
MPETEH3UHU C YKa3aHUEM Ha DIECKTPOHHBIN TOKYMEHT, KOTOPBIN

resolution is either proof of authenticity, integrity and
authorship of the disputed Electronic Document to the
Client (its Authorized Person) or establishment of the
fact of acceptance of the distorted Electronic
Document by the Bank.

11.5. Inthe event of a dispute, the Bank ensures the
Electronic Documents are stored in a special database
in the form of storage units, each of which includes
data from the Electronic Document, lines of the
Electronic Signature with the parameters of the
enhanced non-certified Electronic Signature, within the
time limits established by Russian legislation,
Certificate of the electronic signature verification key
of the Client's Authorized Person used in creating the
enhanced non-certified Electronic Signature, history of
settings of the RBS System for using the simple
Electronic Signature in the Bank's system logs, as well
as data of the Electronic Document Validation Tools
used in creating the simple Electronic Signature in the
disputed Electronic Document. The Bank ensures the
protection of data against possible distortions in the
storage process. The Bank ensures that the Client's
request received by the Bank to produce the first
Electronic Signature Verification Key Certificate is
stored in paper form.

11.6.  The Bank ensures the request for the electronic
signature verification key certificate received by the
Bank and signed by the Client's Authorized Person is
stored in electronic form in the event of remote access
of the Client's Authorized Person for the reissue of the
electronic signature verification key certificate.

11.7.  The procedure of verification of the
authenticity of the Electronic Signature is performed
by the Conciliation Commission consisting of duly
Authorized Persons of both parties (at least two
persons from each party), when exchanging the
Electronic Documents using the RBS System. An
independent expert may be introduced to the
Commission upon agreement of the Parties.

11.8. Inthe event that the disputed Electronic
Document is part of the Electronic Document Package,
the signature verification procedure is performed under
the Electronic Document Package, which is part of the
disputed Electronic Document.

11.9. Procedure for resolving a conflict situation.
11.9.1 If there is a need to carry out the procedure for
verifying the authenticity of an Electronic Signature,
when exchanging Electronic Documents using the RBS
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OH OCIIapuBacT.
11.9.2 bank u KiueHT A0/DKHBI B TeUeHHE He 0OoJjiee IATH
paboumx nHe# oT natel mpueMa bankom 3asBienus Kimenta
chopmupoBath  COrIacUTENbHYI0 KOMHCCHIO UISL  €T0
paccMOTpeHusl.

11.9.3 CornacurenpHas KOMHCCHS AODKHA 3aKOHYUTH CBOIO
paboty B Teuenue 14 pabouux THEH ¢ MOMEHTA €€ CO3/IaHusl.
11.9.4 Pemenne CoOriacUTeIbHOW KOMHUCCHH NPHUHHMAETCS
OOJIBIIMHCTBOM TOJIOCOB €€ YYaCTHHUKOB, OOPMIIICTCS aKTOM
Y TIOJIITUCHIBAETCS] BCEMH WICHAMH KOMHUCCHH.

11.9.5 B cayuae, eciu CTOpOHBI HE NPHUILIH K B3aUMHOMY
COIVIAIIEHUI0O MM B CIydae OTKa3a OT J0OpOBOJIBHOIO
ucnonHeHus peueHus: CornacuTeNnbHON KOMHCCHH, CTOPOHBI
pelaoT KOHQIUKTHYIO CUTYaIUIO B CyIcOHOM MOPSIIKE.
11.9.6 [Ipu HCIIOJIb30BaHUH YOoTHOMOYEHHBIM
[IpeacraButenem Knuenrta AByX BUAOB HOIIMUCH, YCUICHHOU
HEKBATM(UIIMPOBAHHONH ODIIEKTPOHHOW TOJIMUCH W TPOCTOM
ONEeKTPOHHON TMOJAMUCH OJHOBPEMEHHO, WJIM B pa3Hble
NEPUOIBI, ONPENeNATCS BHI MNOANMCH IOJ OCIAapUBACMBbI
JOKYMEHTOM U3 CUCTEMHBIX KypHanoB Cucremsl JJBO.

11.10. Mpouenypa NPOBEPKH yCHUJICEHHOM
HeKBATU(PUIHPOBAHHOI JJIEKTPOHHOM NMOAMKUCH.

11.10.1 /[Ins TpoBepKHM MNPUHAMIEKHOCTH  YCHICHHOM
HEKBATU(UITUPOBAHHOK DNeKTpOHHOU TIOJIITUCH
YnonnomouennoMy IlpencraBurento Knuenrta u oTcyTcTBUS
WCKa)XEHUI B DIIEKTPOHHOM JIOKyMeHTe 13 0a3bl JaHHBIX baHka
YIOJHOMOYEHHBIM paboTHUKOM banka wu3Bnekaercs (haiin
Ceptudukara KiIOYa TMPOBEPKU DIIEKTPOHHOW ITOAIHCH
VYnonnomouennoro IlpeacraButens Kimenra - Buazenbua
Ceptudukara K042 TPOBEPKH DJIEKTPOHHOW TOJIKCH,
HCTOJIb30BaHHbBIN TpH CO3JaHUU YCUJICHHOU
HEKBATU(UITMPOBAHHOK DIIEKTPOHHOU HOJIINCH noJ
OCTIApUBAEMBIM DJIEKTPOHHBIM JJOKYMEHTOM.

11.10.2 YcranaBnuBaeTcsl MPUHAAJICKHOCTD KIIFOUa POBEPKH
DNeKTPOHHON MOJNHUCH, COJACPXKAILETOoCs B HW3BICYEHHOM

¢datine, Bunagensily CepTudukata  KIO4a  MPOBEPKHU
3JIEKTPOHHOM MOATHNCH 1O CIEAYIOLIEH poLeaype:
° n3 0a3pl JaHHBIX  YIOCTOBEPSIONIETO  IICHTpa

u3BjieKkaercss mnepBUuYHBIA CepTHdHKAT KII04a NPOBEPKU
9JIEKTPOHHON moanucu YnoiaHoModeHHoro IlpencraBuresns
Kmuenta - Brmagemsna Cepruduxara kimroda MPOBEPKH
AJIEKTPOHHON TOJIKCH. Y CTaHABIMBAETCS NPUHAIJICKHOCTD
KJI04a TPOBEPKM  OJEKTPOHHOM TOAMUCH  BJIAJEINbIy
CepTudukaTa KiIto4a IPOBEPKH ANEKTPOHHOH MOANNCH, TyTeM
CpaBHEHHS C KJIIOUYOM TMPOBEPKH OJIEKTPOHHOHN ITOJITUCH,
ykazaHHOMY B CepTuduKaTe MpOBEpKH KIOYa 3JIEKTPOHHOU
NOANHUCH B OyMa)KHOM BHUIE, UMCIOIIMMCS B PACTIOPSHKCHUU
banka. Ecimu  cooTBETCTBME  HE  YCTAHOBJIEHO, TO
NPUHAUIEKHOCTh KIII0Ya OJIEKTPOHHOW TOAMUCH JTAHHOMY
Biaagensy Ceprudukara KiIoda NPOBEPKH 3JICKTPOHHON

System, the Client's Authorized Person submits to the
Bank a written statement containing the substance of
the claim with an indication of the Electronic
Document that he (she) disputes.

11.9.2 The Bank and the Client must, within no more
than five working days from the date of the Bank's
acceptance of the Client's application, form a
Conciliation Commission for its consideration.

11.9.3 The Conciliation Commission must complete its
work within 14 working days of its establishment.
11.9.4 The decision of the Conciliation Commission is
adopted by a majority of the votes of its participants, is
drawn up by an act and signed by all members of the
commission.

11.9.5 If the parties have not reached a mutual
agreement or if they refuse to voluntarily execute the
decision of the Conciliation Commission, the parties
shall resolve the conflict situation in court.

11.9.6 If the Client's Authorized Person uses two types
of signature, an enhanced unqualified Electronic
signature and a simple Electronic signature at the same
time, or at different periods, the type of signature under
the disputed document will be determined from the
system logs of the RBS System.

11.10. Enhanced Non-Certified Electronic
Signature verification procedure.

11.10.1 The Bank's authorised employee retrieves from
the Bank's database the file of the Key Signature
Validation Key Certificate of the Authorized Person of
the Client, the holder of the Key Signature Validation
Key Certificate, used in creating the enhanced non-
certified Electronic Signature under the contested
Electronic Document in order to verify that the
enhanced non-certified Electronic Signature belongs to
the Authorized Person of the Client and that the
Electronic Signature Validation Key Certificate file of
the Authorized Person of the Client is not distorted in
the Electronic Document.

11.10.2 The electronic signature verification key
contained in the extracted file shall belong to the owner
of the Electronic Signature Verification Key Certificate
according to the following procedure:

° the primary Key Certificate of Electronic
Signature Verification of the Authorized Person of the
Client, the owner of the Key Certificate of Electronic
Signature Verification, is extracted from the
Certification Centre database. The ownership of the
electronic signature verification key to the owner of the
electronic signature verification key certificate is
established by comparing it with the electronic
signature verification key specified in the request for
the production of the electronic signature key
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noanucd — Kimenty/YnonHomouennomy [IpemcraButeinto
Knuenra He moaTBepKaaeTcs;

° n3 0a3pl JaHHBIX  YJOCTOBEPSIONIETO  IIEHTpa
W3BJIEKACTCS TOCICIYIOIIUE 3ampoc (TIpy HAJIMYUH TaKOBOTO)
Ha CeprudukaT KI04Ya TPOBEPKH JJICKTPOHHON TOMIHCH
Ynonnomouennoro IlpeacraBurens KinueHtra - Brajenbla
CepTudukara KiIoya NPOBEPKH JJICKTPOHHOW MOMAIUCU H
yCTaHaBIUBAaETCs (PAKT €ro MOANICAHNS EPBUYHBIM KIFOYOM
DIIeKTPOHHOM TOAIUCH 110 coaepkannio CepTudukara Kirroda
MPOBEPKU 3JICKTPOHHON mojanucu. B mpoTuBHOM citydae -
MPUHAUICKHOCTh  KJII0Ya  JaHHOMY  YIIOJHOMOUYCHHOMY
npencTaBuTento KimenTa He moATBepKaaeTCs;

[ BBIIICYKA3aHHBIC neicTBus MOCIIeI0BaTENbHO
MOBTOPSIFOTCS BIJIOTH 10 NMPOBEPKH 3aIpoca Ha M3TOTOBICHUE
Ceprtudukara KiIo4a MPOBEPKH DIEKTPOHHOW TOJIMHCH
Biaagensia CepTudukara Kioya TPOBEPKH SJICKTPOHHON
MOJINUCH, HCIIOJIB30BAHHOIO [UISl CO3JaHusl OJEKTPOHHOU
MOJMUCH TIOJ] OCHapHBAEMBIM OJIEKTPOHHBIM JTOKYMEHTOM.
Ecnu u3 comeprkanus 3anpoca Ha usrotosienue Ceprudukara
KJII04Ya TPOBEPKH D3JICKTPOHHOH mMoAamucH B 0a3e IOaHHBIX
Y 10CTOBEPSIOMETO LEHTPA HE CIEAYET, YTO 3alIPOC MPOBEPEH
npeapaymuM CepTuduKaToM KIIF04Ya MPOBEPKU JIEKTPOHHON
MIOJIITUCH COOTBETCTBYIOLIETO YOTHOMOYEHHOTO
[IpencraBurtenss Knuenrta - Bmagensua Ceprudukara Kioda
MIPOBEPKHU 3JIEKTPOHHOM MOMAIMUCH, MPHUHAIJIEKHOCTh KIIO4Ya
ONEeKTpOHHOW  TMOANMHMCH  TakoMy  YTIOJIHOMOYEHHOMY
IIpencraButenmo Knuenrta He noaTBepxkaaercs. B npotnBHOM
ciyqae - Kirou OneKTpOHHOM MOANKCH  NPU3HAETCS
NpUHAUIeXKAUM yKazaHHOMY B ero Ceprudukare Kiroda
MPOBEPKH  JIEKTPOHHOM  MOANHMCH  YTIOJTHOMOYEHHOMY
IIpencraButento Knuenra.

11.10.3 VYcranaBiauBaercs aedcTBuTesNbHOCTH CepTudukara
KJII04a MPOBEPKH 3JIEKTPOHHON HOANHUCH YTIOJIHOMOYEHHOTO
[Ipencrasutenss Knuenra - Bmagenpma Ceprudukara Kioua
MPOBEPKH DJIEKTPOHHON MOANMCH, Ha MOMEHT HOJIy4eHHs
bankom  ocmapuBaeMoro = DJEKTPOHHOTO  JIOKYMEHTa.
Ceprudukar KIto4a poBEPKH JIEKTPOHHON MOJTHUCH SBIISETCS
HEJICHCTBUTENILHBIM  Ha  MOMEHT  ToiydeHus  baHkom
OCIIapUBAEMOT0 DJIEKTPOHHOTO I0KYMEHTa, €CJIH:

(] cpok geiictBust CepTudurara Kiroda POBEPKU
3JIEKTPOHHOT'O TOKyMEHTA UCTEK;

° nanHbeiid CepTUHKAT KITFOYa MPOBEPKH DIIEKTPOHHOU
nonucy OB TOMENIEH B CIIMCOK OTO3BAaHHBIX CEPTU(HUKATOB.
B mporuBHom cnywae, Ceprudukar KiIo4Ya [IPOBEPKU
3JIEKTPOHHOW MOJANMUCH YToJHoMoueHHoro IIpeacraBurens
Kmmenra - Buagenmbma Ceprudukara KI0oda IIPOBEPKH
3JIEKTPOHHOM MOANMCH MPU3HAETCS IEHCTBUTEIbHBIM.

verification certificate in paper form available to the
Bank. The ownership of the Electronic Signature Key
by this owner of the Electronic Signature Verification
Key Certificate, the Client/Accredited Representative
of the Client, shall not be confirmed if no match has
been established;

° a subsequent request (if any) for the Key
Certificate of Electronic Signature Verification of the
Authorized Person of the Client, the owner of the Key
Certificate of Electronic Signature Verification, is
extracted from the Certification Authority database and
the fact of its signing by the primary key of the
Electronic Signature according to the content of the
Key Certificate of Electronic Signature Verification is
established. Otherwise, the ownership of the key by
this Authorized Person of the Client shall not be
confirmed;

° The above actions are repeated sequentially
until the request for the production of the Key
Certificate of Electronic Signature Verification of the
owner of the Key Certificate of Electronic Signature
Verification used for the production of the Electronic
Signature under the contested Electronic Document is
verified. If the contents of the request for the
production of the electronic signature verification key
certificate in the Certification Centre's database do not
indicate that the request has been verified by the
previous electronic signature verification key
certificate of the respective Authorized Person of the
Client, the owner of the electronic signature
verification key certificate, the ownership of the
electronic signature key by such Authorized Person of
the Client shall not be confirmed. Otherwise, the
Electronic Signature Key shall be deemed to belong to
the Client's Authorized Person indicated in his
Electronic Signature Verification Key Certificate.
11.10.3 The validity of the Key Certificate of
Electronic Signature Verification of the Authorized
Person of the Client, the holder of the Key Certificate
of Electronic Signature Verification, is established as
of the date of receipt of the contested Electronic
Document by the Bank. The Electronic Signature
Verification Key Certificate shall be invalid as at the
time of receipt of the contested Electronic Document
by the Bank, if:

° the electronic document verification key
certificate has expired,;
° this Electronic Signature Verification Key

Certificate has been published on the list of revoked
certificates.

Otherwise, the Key Certificate of Electronic Signature
Verification of the Authorized Person of the Client, the
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11.10.4 VYcranaBnuBaercsi (akT OJIOKHPOBAaHUS JOCTyIA
Brnanenplly CepTudukara KIOYa IIPOBEPKH DICKTPOHHOM
noanucu k Cucreme JIBO Ha MomeHT nomydeHust bankom
OCTIaprBaeMoro JJIEKTPOHHOTO JOKyMeHTa. B ciydae, ecnmu
nata momydeHuss baHkoM YBemomieHHS O KOMITPOMETAIUA
KItoya  ODJICKTPOHHOW TOMNHCH W/MIM  3asABJICHHUA Ha
omokupoBanue aoctyna B Cucremy JIBO YnomHOMOUeHHOMY
[IpencraButemo Knuenra — Binaxensily Ceprudukara xiroda
MPOBEPKHU AJIEKTPOHHON MOJMUCH paHBIIC AATHl MOIYYCHUS
bankoM ocnaprBaeMoro DJ€KTPOHHOTO JTOKYMEHTa — TaKOW
DONEeKTPOHHBIH JOKYMEHT NpPU3HAETCS HEeACWCTBUTENHHBIM. B
MIPOTUBHOM CITy4ae TNO0 MPH YCTAHOBJICHWH OTCYTCTBHS (pakTa
nonxy4yeHus: BaHKOM COOTBETCTBYIOIIETO YBEIOMIICHUS O
KOMITIPOMETAITMN  KIII04a DJICKTPOHHON TIMOATHCH  W/HWIH
3asBIieHUs] Ha OmokupoBanme nocryma B Cucremy [IbO
YnonHomouenHomy llpencraBurento KiMeHTa — BIAACIBIYY
CepTudukara KIHOYa MPOBEPKH JJICKTPOHHOW TMOINHCH —
oCHapuBaeMblii  OJEKTPOHHBIA  OKYMEHT  IPU3HAETCA
NEHCTBUTENHHBIM H KOPPEKTHBIM.

11.10.5 [Ins paz6opa KOH(DIUKTHOW CUTYAI[UH HCIOIB3YIOTCS
STaJlOHHBIE  NPOrpaMMHO-alIapaTHele cpeacTBa  baska.
Ucnonsayercs creluaIbHoe cepTUQHULIMPOBAHHOE
nporpaMMHoe obecrieueHue, MpeJHa3sHauYeHHOE sl TPOBEPKU
YCWICHHOW HEKBaTHU(UIIMPOBAHHON ODIIEKTPOHHOU IMOAINCH
1oJ1 DIEKTPOHHBIM TOKYMEHTOM.

11.10.6 TIIpoBepka DIEKTPOHHOH MOJIIMHCH OCHAPUBAEMOTO
DJEKTPOHHOTO  JOKYMEHTa IPOM3BOIUTCA  HPOrpaMMOM
ARBITER-PKI (paspabotunk 3A0 «Curnan-KOM»). Ilo
pe3ynbTaTaM  TpPOBEpPKH  DJEKTPOHHAs  MOAMHCH  TOJ
OCIIapUBAeMbIM ~ DJIEKTPOHHBIM JOKYMEHTOM IIPH3HAETCS
MpUHaJIeKAIIeH Y1onHOMOUYEHHOMY IIpeacraBurento
Kmenta - Bmagensiyy Ceprudukara Kioua TpPOBEPKU
JJIEKTPOHHOM TIOJNHMCH, €CIM B TPOTOKOJE TMPOBEPKH,
BBIJIaBAEMOM YKa3aHHOH B HACTOSIIEM IYHKTE NPOTrPaMMOM,
chopmupoBaHa 3amuch O TOM, uTo «CTaryc moanHucH
nokymeHTa: JleiictBurenbHay uin «lloanuch noarBepkieHa
(signature correct), 1 He MpUHAAIEKAIEH YTOTHOMOYEHHOMY
[IpencraButento Knuenra - Bnagensuy CeprudukaTta Kirouda
MPOBEPKH JJIEKTPOHHON IMOANWCH, B TIPOTHBHOM Ciydae.
[IpoTokon mMPOBEpPKH YCWIEHHOH HeKBaTH(UIMPOBAHHOMN
DJNEeKTPOHHON MOJNMCH PACHeyaThIBACTCS W MOIIHCHIBACTCS
BceMH uieHamMu COrjlacUTeIbHON KOMHICCHH.

11.11. Ipouenypa NpPoOBepKH MPOCTOH DJIEKTPOHHOI
MOJMHICH.
Jran 1.

JIist  TpOBEpKM TPHHAJICKHOCTH TIPOCTOM  DIEKTPOHHOU
nojanvcu YnonHoMmoueHHoMy lIpencraBurento Kimenra u
MIPOBEPKU MIPaBOMEPHOCTHU HICTIOJTHCHHUS bankom
DNEeKTPOHHOTO JOKYMEHTa, M3 CHCTEMHOro >XypHaia baHka
M3BIICKaeTCs WHpOpManmsi 00 ocrapuBacMoM JJIECKTPOHHOM
JIOKyMEHTE, KOTOPAasi COACPIKUT:

owner of the Key Certificate of Electronic Signature
Verification, shall be deemed valid.

11.10.4 The fact of blocking the access of the owner of
the Key Certificate of verification of the electronic
signature to the RBS System at the time of receipt of
the contested Electronic Document by the Bank shall
be established. Such Electronic Document shall be
deemed invalid, if the date of receipt by the Bank of a
Notice of Electronic Signature Key Imprinting and/or
application for blocking access to the RBS System by
the Client's Authorized Person, the holder of the
Electronic Signature Verification Key Certificate, is
earlier than the date of receipt of the contested
Electronic Document by the Bank. Otherwise, or if it is
established that the Bank has not received the relevant
Electronic Signature Key Disclosure Notice and/or
application to block access to the VSS System by the
Client's Authorized Person, the holder of the Electronic
Signature Verification Key Certificate, the contested
Electronic Document shall be deemed valid and
correct.

11.10.5 The Bank's reference hardware and software
tools are used to analyze conflict situations. Special
certified software is used to verify an enhanced non-
certified Electronic Signature under an Electronic
Document.

11.10.6.The Electronic Signature of the contested
Electronic Document is verified by the ARBITER-PKI
program (implemented by ZAO Signal-COM). Based
on the results of the verification, the Electronic
Signature under the contested Electronic Document
shall be deemed to belong to the Client's Authorized
Person, the owner of the Electronic Signature
Verification Key Certificate, if the issued by the
mentioned program inspection report has been
generated Document's signature status: Valid or
Signature confirmed (signature is correct), and
otherwise, shall not be deemed to belong to the Client's
Authorized Person, the owner of the Electronic
Signature Verification Key Certificate. The Enhanced
Non-Certified Electronic Signature Verification
Protocol is printed out and signed by all members of
the Conciliation Commission.

11.11. Procedure for checking a simple Electronic
Signature.

Stage 1.

In order to verify a simple Electronic Signature
belongs to the Authorized Person of the Client and to
verify the legality of the Bank's execution of the
Electronic Document, information on the contested
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° COJIep)KUMOE OCIIapUBaEMOTO DNEeKTPOHHOTO
JOKYMEHTa, OJIy4YeHHOTo bankowm;
° HHPOPMAITUS O JIMIIE, MOAMHCABIIEM OCIapHUBACMBIH

OnexTpoHHBIH HOoKyMeHT (momHoe PMO, yHUKaIbHBI HOMEp
3asIBIICHUS HA PETUCTPAIUIO Y TIOJTHOMOUYCHHOTO JIUIIA);

° JiaTa ¥ BpeMs CEaHca;

. Jata W BpeMs  TOANMUCAHUS  OCHAapUBACMOTrO
DNEKTPOHHOTO IOKYMEHTA;

° AOOHEHTCKUH HOMEp, Ha KOTOPHIH OBLT OTHpaBIICH

OnHopa3oBbI Mapoib UIA MOATBEPKACHUS OCHapUBAEMOTO
DNEeKTPOHHOTO JOKYMEHTA;

° OnHopasoBEIi apoJib, BBEJICHHBIN JINIE:
MOATBEPXKICHUST OCTIAPUBAEMOTO DIJIEKTPOHHOTO JOKYMEHTa H
ofieparya, Aata U BpeMs (OpMHUPOBAHUS COOOIICHNS.

Jran 2.

YcTanaBnmuBaeTcsi COOTBETCTBHE AOOHEHTCKOTO HOMEpa,
ykazagHoro Kimentom (ero YMNOJHOMOYEHHBIM JIHIIOM) B
MmoJydeHHBIX baHKOM JOKyMeHTax, AOOHEHTCKOMY HOMEpY,
XpaHsIIEMYyCsl B 3JEKTpOHHBIX X)ypHanax Cucremsl [JBO, Ha
KOTOpHBIN ObLT HampaBieH OJHOPA30BEIA Mapoiib HA MOMEHT
MOJMMCAHMs OCIIapuBaeMoro DIEeKTPOHHOro JokyMeHTta. [lpu
coBrnageHun  uHpopmauun  CorjacuTenpHas — KOMHCCHUS
nepexoaut kK odtamy 3. Ilpum HecoBmageHuu wuHpOpManuu
OCIIapUBAEMBII JOKYMEHT IIPU3HAETCS. HEKOPPEKTHBIM.

Jran 3.

VYcranaBnuBaeTca  coorBercTBue  OmHOpPA30BOrO  Mapois,
HanpaBJIEHHOTO Ha AOOHEHTCKH HOMEp YIOJIHOMOYEHHOI'O
IIpencraButens Kinenra, OnnopazoBoMy 1apoJIto,
XpaHAIIeMycsl B JJIGKTPOHHBIX KypHanmax Cucremsl JIbO
BMECTE€ C OCHapUBa€MbIM OJIEKTPOHHBIM JOKYMEHTOM U
BBEJICHHBIM YmoigHoMoueHHbIM IIpencraButenem Kimenra
MIpH NOJIMTUCAHUN DJIEKTPOHHOTO ToKyMeHTa. [Ipu coBmaneHnu
nHpopmarun CorjacurelbHasi KOMUCCHSI TIEPEXOJIUT K JTaIly
4. Ilpu HecoBnageHnN HHPOPMALIUHN OCTIAPUBAEMBIN JOKYMEHT
MpU3HAETCA HEKOPPEKTHBIM.

Jran 4.

YcraHaBnuBaeTcs baxr Oy0KMpOBaHNUS JI0CTyIIa
YnonaomouenHoro Ilpencrasurenss Knuenra, noanucasmiero
ocTiaprBaeMblil DIIeKTPOHHBIA JoKyMeHT, K Cucteme JIBO Ha
MOMEHT Toiy4yeHuss baHkoM ocmapuBaeMoro DIE€KTPOHHOTO
nokyMmeHTa. Ecnu nata momydeHus bankom YBenomiieHus o
KOMIIPOMETAllMK  KIIH04a OJIEKTPOHHOM TMOANKCH  W/WIN
3asBiieHUs Ha OnokupoBanme pgocryna B Cucremy JIbO
Y1oIHOMOYEHHOMY [Ipencrasutemnto Krnuenra,
MOJNUCABIIEMY OCHApHUBAEMBbIi ODJEKTPOHHBIA JOKYMEHT,
paHblle  fgaThl  HoMy4deHuss baHkoM — ocmapuBaeMoro
DJEKTPOHHOI'0 JOKYMEHTa — TakoH DJIEKTPOHHBIN JOKYMEHT
MPU3HACTCA HEKOPPEKTHBIM. B mpoTHBHOM ciydae nub0 mpu
YCTAQHOBJICHUH _ OTCYTCTBHS  (akTa moiydeHus baHkom

Electronic Document is extracted from the Bank's
system log and contained therein:

° the contents of the contested Electronic
Document received by the Bank;
° information on the person who signed the

contested Electronic Document (full name, unique
application number for registration of the Authorised
person);

° date and time of the session;

° date and time of signing of the contested
Electronic Document;

° The subscriber number to which the one-time
password was sent to confirm the disputed Electronic
Document;

° One-time password entered to confirm the
disputed Electronic Document and transaction, date
and time of message generation.

Stage 2.

The Subscriber Number specified by the Client (his
Authorised person) in the documents received by the
Bank is established to be in compliance with the
Subscriber Number stored in the electronic logs of the
RBS System, to which the One-time password was
sent at the time of signing the contested Electronic
Document. The Conciliation Commission shall
proceed to stage 3 if the information matches. The
contested document shall be deemed incorrect in the
event of a discrepancy of information.

Stage 3.

Compliance of the One-time password sent to the
Subscriber number of the Client's Authorized
Representative with the One-time password stored in
the electronic logs of the RBS System together with
the contested Electronic Document and entered by the
Client's Authorized Representative upon signing the
Electronic Document shall be established. The
Conciliation Commission shall proceed to stage 4 if the
information coincides. The contested document shall
be deemed incorrect in the event of a discrepancy of
information.

Stage 4.

The fact of blocking the access of the Authorized
Person of the Client who has signed the contested
Electronic Document to the RBS System at the
moment when the Bank receives the contested
Electronic Document shall be established. If the receipt
date by the Bank of a Notice of Electronic Signature
Key Imprinting and/or application for blocking access
to the RBS System by the Client's Authorized Person
who signed the contested Electronic Document is
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COOTBETCTBYIOLIETO YBEIOMIICHHS O KOMIIPOMETALMU KIHOYa
DNeKTPOHHOI TOANNCH W/WIM 3asBICHUS Ha OJIOKMPOBAHHUE
nocryna B Cucremy AbO YnonnomouenHomy [IpencraButento
Knuenra, mnomnmucaBmeMy OCIapuBaeMblii  DJIEKTPOHHBIN
JOKYMEHT, - OCIaphBaeMblii OIIEKTPOHHBIM  JOKYMEHT
MpU3HaeTCs JeMCTBUTENBHBIM U KOPPEKTHBIM.

11.12. IIpouenypa npoepku MoOHJIBHON MOANKMCH
11.12.1. J{ns npoBepKy MPUHAATICKHOCTH MOOMIIbHON MTOAHCH
YnonnomouenHoMy Ilpencrapurento Knuenta u oTcyTCTBUS
HCK)XEHUM B DJIEKTPOHHOM JJOKYMEHTE 13 0a3bl naHHbIX baHka
YIIOJIHOMOYEHHBIM ~ paboTHHKOM  baHka  u3BIeKaercs
ocriapuBaeMoe OIJIEKTPOHHOE cooOImeHne, (ai MOANMHCH K
ocliapuBaeMoOMy ODJEKTPOHHOMY cooOmeHuo u ¢dain ¢
HUACHTHU(PHUKATOPOM K04 MOOMIEHOW TOATINCH.

11.12.2. Ins pa3bopa KOH(PIMKTHON CHTyallMH UCIIONIB3YIOTCS
STaJIOHHBIE  NPOrpaMMHO-alIapaTHele cpeacTBa  banka.
Hcnonp3yercsa crenuaibHOE NPOrpaMMHOE oOOecredeHue,
MpeIHa3HAYCHHOE I MPOBEpKH MOOWIBLHOW TOAMKUCH IO
DJEKTPOHHBIM JOKYMEHTOM.

11.12.3.YcranaBiuBaeTcs MPUHAICKHOCTh KITI0Ya TMPOBEPKH
MoOuITBEHOM MOJIIKCH, COAEePIKAIIerocs B M3BJICYEHHOM (aiine,
Ynonanomouennomy Ilpencrasurento Knuenra no ciemyromeit
MpoLleAype: CpaBHUBAETCSI HOMep Kiroda MOoOHIBEHOM
MOJIIKCH, U3BJICUEHHBIN M3 0a3bl naHHBIX banka ¢ HOMepom
KIII0Ya YKa3aHHOTO B «AKTe TpHU3HAHUS KIIOYa TPOBEPKU
MOOWJIBHOH TOAMHUCH JUIi OOMEHa COOOLICHUSIMH B CHUCTEME
ABO AO «bank 131» xpansmerocst B gocbe Knuenra, uim B
0a3ze nanHeix banka. B cinydae, eciin mpuHAIEKHOCTD KIIOYa
ycraHoBiieHa Komuccusi mepexomuT K CIEAyIoIIeMy JTarry.
IIpn HecoBmazeHun MHPOPMAIMK OCHAPHBAEMBIH JOKYMEHT
MPU3HAETCS HEKOPPEKTHBIM.

11.12.4.TTpoBepka MoOOWILHOH TMOJNKCH  OCIAPHUBAEMOT0
OJEKTPOHHOTO  JOKYMEHTa IPOU3BOIUTCA  HIPOrpaMMOM
MobileSignVerify (paspabotunk OOO «UHpopMaImoHHbIC
cucreMb»). Ilo pesymbraraM MpPOBEpKH MOJMHCH O
OCIIApUBAEMbIM  DJEKTPOHHBIM JOKYMEHTOM IIPH3HAETCS
MpUHAJIeKAIIEeH YHonHOMOUYEHHOMY IIpeacraBurento
Knuenra, ecim B TPOTOKOJE TIPOBEPKH, BBIABAEMOM
yKa3aHHOM B HACTOALIEM IyHKTE MPOrpaMMoii, copmupoBaHa
3amucb O TOM, uTo «Pesympratr mnpoBepku: «lloamnuce
MOJTBEpXKIeHa» (signature correct), U HE NPHHAIEKAIIEH
YnonnomouenHoMy IIpencraBurento Knuenrta, B ciydae
Pesynprara mpoBepku: «llommuce He TOATBEP)KACHA.
[IpoTokon npoBepkn MoOMITBHOM OANTUCH paclieuyaTHIBACTCS U
MOJIHChIBaeTCs BceMu wieHaMu COTNIacCHTENbHOW KOMUCCHHU.

11.13. OTBeTCTBEHHOCTH CTOPOH MNpPH
DJIEKTPOHHBIX HOKYMEHTOB, o0MeH KOTOPbIMH
ocyllecTBisieTcsi ¢ mucnoab3oBanuemM Cucremsl JIBO,
NMOANMCAHHBIX YCHJICHHOM HeKBATH(UIIUPOBAHHOM
DJIEeKTPOHHOM NMOANHUCHIO.

oCapUBaHUH

earlier than the date of receipt of the contested
Electronic Document by the Bank, such Electronic
Document shall be deemed to be incorrect. Otherwise,
the contested Electronic Document shall be deemed
valid and correct, if it is established that the Bank has
not received the relevant Notice on compromising the
Electronic Signature key and/or application for
blocking the access to the RBS system to the Client's
Authorized Person who signed the contested Electronic
Document, the contested Electronic Document.

11.12 Mobile signature verification procedure
11.12.1 To verify that the Mobile signature belongs to
the Authorized Representative of the Client and that
there are no distortions in the Electronic Document, the
disputed Electronic Message, the signature file for the
disputed Electronic Message and the file with the
Mobile Signature key identifier are extracted from the
Bank's database by an authorized employee of the
Bank.

11.12.2 To resolve a conflict situation, the reference
software and hardware of the Bank is used. Special
software is used to verify the Mobile signature under
the Electronic Document.

11.12.3 The ownership of the Mobile signature
verification key contained in the extracted file to the
Client's Authorized Representative is established
according to the following procedure: the Mobile
signature key number extracted from the Bank's
database is compared with the key number specified in
the "Acknowledgement Act of the mobile signature
verification key for messaging in the RBS system Bank
131 JSC stored in the Client's file or in the Bank's
database. If the ownership of the key is established, the
Commission proceeds to the next stage. If the
information does not match, the disputed document is
recognized as incorrect.

11.12.4 Verification of the Mobile Signature of the
disputed Electronic Document is carried out by the
MobileSignVerify program (developer is Information
Systems LLC). Based on the results of the verification,
the signature under the disputed Electronic Document
is recognized as belonging to the Authorized
Representative of the Client, if the verification protocol
issued by the program specified in this clause contains
an entry stating that “Verification result: “Signature is
confirmed” (signature correct), and does not belong to
the Authorized Representative Client, in case of
Verification Result: "Signature not confirmed™. The
Mobile signature verification protocol is printed out
and signed by all members of the Conciliation
Commission.

11.13. Responsibility of the parties in contesting
Electronic Documents exchanged with the use of the
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. 11.13.1 bank He HeceT OTBETCTBCHHOCTH TMepe
Kmuentom B cnmywasix, ykazaHHeIXx B [lpaBmmax (BKiIro4as
MPWIOKEHUS K HHAM), a TaKkKe TNpH YCTAaHOBJICHHH
CornacuTenbHON KOMHCCHEH COBOKYNMHOCTH —CJIEIYIOLIHX
(hakTOB TIpH TPOBEpPKE YCHIIEHHOW HEKBAIH(UITMPOBAHHON
DONEeKTPOHHON TOANHCH IO/ OCIIAPHBAEMBIM DIEKTPOHHBIM
JOKYMEHTOM:

° KII0Y  MPOBEPKH  OJNEKTPOHHOH  MOANUCH B
OCIIapBaeMOM  OJJIEKTPOHHOM  JOKYMEHTE TPUHAIJIEKUT
VYnonnomouenHomy llpeacrasuremto Knmenrta - Bragenbiry
CeptudukaTa KI09a MPOBEPKH JICKTPOHHOM TTOATIHCH;

° CeprudukaT KIr09a MPOBEPKU AIICKTPOHHOM ITOIITHUCH
VYnonnomouenHoro Ilpencrasurenss Kimenta — Bnanmembla
Ceprudukarta KJIO4Ya MPOBEPKH DIJICKTPOHHOH MOIIUCH OBLT
NEefCTBUTEICH HA MOMEHT ToNTydeHHs baHkoM ocriapiuBaemMoro
ONEeKTPOHHOTO JOKYMEHTA;

° He ycTaHOBJIeH (hakT mosydeHus bankom ot Knuenra
VBenomneHuss O KOMIIPOMETalUU KJIO4Ya  DJIEKTPOHHOMN
nmoanucu I/I/I/IHI/I 3as4BJICHUA O 6J'IOKI/IpOBaHI/H/I A0CTyIla B
Cucremy 16O Ynonnomouensnoro IIpencraBurens Knuenra, c
ucrons3oBanreM CpencTBa TMOATBEPXKICHUS OIEKTPOHHOTO
JOKYMEHTa, KOTOphIM OBbLI  TOJIHMCAH  OCHapUBACMbIN
ONEKTPOHHBIA JOKYMEHT, JIMOO MOMEHT ToJjiyueHUs baHkom
VYBenomieHuss O KOMIIPOMETAalUMU KJIO4Ya  DJIEKTPOHHOMN
MOJIMCH ¥/WIIK 3asBJICHHS Ha OJIOKMPOBAHHE MO3KE MOMEHTA
nonydyenuss ~ baHkom ~ ocnmapuBaeMoro  DJEKTPOHHOTO
JIOKYMEHTA.

11.13.2 baHk He HeceT OTBETCTBEHHOCTH Tiepea KiimeHToM 1 He
Bo3Memiaer KIMeHTy yIymieHHYI0 BBITOMY IIOCIEIHETO.
OtBeTcTBeHHOCTh baHKa HACTYMaeT WCKIIOYUTENHFHO TIPH
HaJU4IAH JJOKA3aHHOW BUHBI MTOCJIETHET0 W HAIUYHUEM TPSIMON
NPUYMHHO-CJICICTBEHHON  CBSI3W  MEXIY HACTYIMUBIIUMHU
COOBITHSAMH, JAOKa3aHHON BWHOW baHKa W HEraTHBHBIMH IS
KimeHTa mmocieicTBUsIMH.

11.13.3 Knuent/YnonHomouennsii [Ipencrasurens Knuenra
HECYT OTBETCTBEHHOCTh TNiepes] baHKOM BO BceX W JIOOBIX
CIIy4asiX HEBBIOJIHEHUS W/WIH HEHAJJISKAIETO BHITIOJTHEHUS
[IpaBun (BKimroWass TPWIOKEHHWS K HHAM), HACTOSIIETO
PernamenTa, moONOXKEHUM 3aKOHOMATEILCTBA Poccuiickoit
@Denepanmn U TpeOoBaHuii baHka, a Takke HECYT PHCK
HACTYIUICHHsST  JIIOOBIX  IPAaBOBBIX  W/WIKM  (DMHAHCOBBIX
TIOCJIEICTBHM, B TOM 4HWCJIe HeOmarompusaTHBIX s Kimenra,
banka, HHBIX I, CBSI3aHHEIC c TaKUM
HapyIIeHHEeM/HEHAIJISKAIIMM UCTIOTHCHHEM.

11.14. OTBeTCTBEHHOCTH CTOPOH MpPH
J1eKTPOHHBIX JIOKYMEHTOB, o0MeH
OCylIeCcTBJIsIETCS € HCNoJb3oBaHueM Cucrembl
NMOANUCAHHBIX NPOCTON DJIEKTPOHHOM NMOANHUCHIO.

11.14.1 baHk HE HECeT OTBETCTBEHHOCTH mepen KimeHToM B
CiIy4asx, ykazaHHBIX B [lpaBumax (BKIIOYast TPUIIOKEHHS K
HUM), a TaK)Ke MIPH ycTaHOBIeHUH COTNIaCUTEILHOM KOMUCCHEH
COBOKYITHOCTH CIJICAYIOMMX (PaKTOB MPH MPOBEpPKE MPOCTOMH
ONEeKTPOHHON TOANHCH TOJ OCIAPHBAEMBIM DIEKTPOHHBIM

ocrapuBaHUH
KOTOpPbIMU
ABO,

RBS System and signed by an enhanced non-
certified Electronic Signature.

11.13.1. The Bank shall not be liable to the Client in
the cases specified in the Rules (including their
annexes), as well as when the Conciliation
Commission establishes the following facts when
verifying an enhanced non-certified Electronic
Signature under the contested Electronic Document:

) the key to the Electronic Signature verification
in the disputed Electronic Document belongs to the
Client's Authorized Person, who is the holder of the
Electronic Signature verification key certificate;

° the electronic signature verification key
certificate of the Authorized Person of the Client, the
holder of the Electronic Signature Verification Key
Certificate, was valid as of the date of receipt by the
Bank of the contested Electronic Document;

° it has not been established that the Bank has
received a Notice of Electronic Signature Key
Compromised and/or Application for Blocking of the
Client's Authorized Person's access to the RBS System
from the Client using the Electronic Document
Validation Tool by which the contested Electronic
Document was signed, or the time when the Bank
received a Notice of Electronic Signature Key
Compromised and/or Application for Blocking after
the time when the Bank received the contested
Electronic Document.

11.13.2.The Bank shall not be liable to the Client and
shall not compensate the Client for the lost profits of
the latter. The Bank's liability shall arise only if there is
a proven guilt of the latter and there is a direct causal
link between the events that have occurred, the Bank's
guilt proven and the consequences for the Client that
are negative.

11.13.3.The Client/Accredited Representative of the
Client shall be responsible to the Bank in all and any
cases of non-fulfillment and/or improper fulfillment of
the Regulations (including their annexes), these
Regulations, provisions of the legislation of the
Russian Federation and the Bank's requirements, as
well as bear the risk of occurrence of any legal and/or
financial consequences, including those unfavourable
for the Client, the Bank and other persons, related to
such violation/ improper fulfillment.

11.14. Responsibility of the parties in contesting
Electronic Documents exchanged using the RBS
System and signed with a simple electronic
signature.

11.14.1.The Bank shall not be liable to the Client in the

37




JOKYMEHTOM:
° HE YCTaHOBJICH (akT moydeHus bankom ot Kimenra
VYBemomiieHuss O KOMIIPOMETallMM KJIIO0Ya  DJIEKTPOHHOM

MOANIMCH W/WIW 3asBIeHUA O OJOKHPOBAaHWM JOCTyNa B
Cucremy 16O Ynonnomouennoro [IpencraButens Knuenra, c
ucnonb3oBanueM CpencTBa MOATBEPKACHUS DJIEKTPOHHOTO
NOKYMEHTa, KOTOPHIM OBLT TOMIHCAH  OCHAapUBAEMBIN
DONEeKTPOHHBIH JOKYMEHT, JIMO0O MOMEHT ToiyueHus baHkom
VYBemomiieHuss O KOMIIPOMETallMM KJII0Ya  DJIEKTPOHHOM
MOANIMCH W/WIK 3asBIIEHUS Ha OJNOKHUpOBaHHE [OOCTyHa B
Cucremy J1bO mo3xe i paBHAa MOMEHTY MOJTy9eHUsI baHkom
OCTHapUBAEMOro DIEKTPOHHOTO TIOKYMEHTA.

° OnHopasoBbIit apoib JUTST MOATUCAHUS
OCIapUBAEMOI0 ONEeKTPOHHOTO  JOKyMEHTa  TIPOCTON
ONEKTPOHHON MOMAIMKUCHI0 OBLI OTHpaBJicH HAa AOOHEHTCKUH
HOMEp, MpENOCTaBICHHbIW  baHKy  YNOJIHOMOYEHHBIM
[IpeacraButenem  Knuenta, Ha  MOMEHT MOANUCAHUS
OCTIApUBAEMOI0 DIIEKTPOHHOTO IOKYMEHTA.

11.14.2 bank He HEceT OTBETCTBEHHOCTH niepea KimmeHToM 1 He
Bo3Mewaer KiMeHTy yhnymeHHYH BBIFOAY IOCIETHETO.
OTBeTCTBEHHOCTh, baHka HacTymaeT UCKIIOUUTEIBHO MPH
HaJU4YUK JOKA3aHHOW BUHBI MOCJIEIHEr0 U HAIMYUEM OPSIMOU
NPUYMHHO-CIEICTBEHHOM CBSI3M  MEXIY HACTYNUBLIUMU
COOBITHSAMH, JOKa3aHHOW BHHOH banka ¥ HEraTUBHBIMH IS
Kinnenra mociecTBUSIMH.

11.14.3 Knuent/YnonHomouennsii [Ipencrasurens Knuenra
HECYT OTBETCTBCHHOCTh INiepeji baHKOM BO BceX W JIHOOBIX
CIIy4asiX HEBBIOJIHEHUS W/WIH HEHAJJISKAIETO BITIOJTHEHUS
[lpaBun (BKirOYass TPUIIOKEHUS K HHAM), HACTOSIIETO
PernamenTa, moJIO)KEHUM 3aKOHOJAATENbCTBA Poccuiickoit
Qenepanmn 1 TpeOoBanuii baHka, a Takke HECYT PHCK

HACTYyIUICHHS  JIOOBIX  TPaBOBBIX W/MIM  (PMHAHCOBBIX
MOCJIE/ICTBUN, B TOM 4HWCIie HeOnmaronpuaTHbX ajs KineHTa,
banka, WHBIX U, CBA3aHHbIE c TaKUM
HapyleHUEeM/HEHAAJIS)KAIIUM HCIIOJTHEHUEM.

11.15. OTBeTCTBEHHOCTH CTOpPOH npu
OCapMBAHMU  JJIEKTPOHHBIX  JOKYMEHTOB, OOMeH

KOTOPBIMHU OCYLIECTBJISIETCS ¢ UCMOJIb30BaHueM CHcTeMbl
JABO, nognucaHHbIX MoOHJILHOMH MOANHUCHIO.

11.15.1. bank He HeceT OTBETCTBEHHOCTH mepea KimeHtom B
CiIy4asix, yka3aHHbIX B [IpaBmiax (BKItOYas TPUIOKEHHS K
HUM), a TaK)Ke MU ycTaHOBIeHNH COTNIacUTeNIbHOM KOMUCCHEH
COBOKYITHOCTH CJIEIyIOINX (PaKTOB MpH MpoBepke MobumbHOU
MOAMHUCH OCMIAPUBAEMBIM DIIEKTPOHHBIM IOKYMEHTOM:

e  He yctaHoBJeH (akT noxyuenus bankom ot Kimenta
VYBenomieHusT O KOMIIPOMETallMU KJI04Ya JIEKTPOHHOM
MOANKCH W/WIK 3asABJCHUS O OJOKMPOBAaHMM JOCTYNa B
Cucremy J1bO VnonaomouenHoro Ipencrasurens Knuenra, c
ucnonb3oBanueM CpencTBa MOATBEPKACHUS DIEKTPOHHOTO
JMOKyMEHTa, KOTOPHIM OBII  TOANKMCAH  OCIIApUBAECMEIi
ONEeKTPOHHBIA NTOKYMEHT, JUOO MOMEHT MOJy4YeHHS baHKOM
VYBenomieHUsT O KOMIIPOMETAllMKM KJIO4Ya JICKTPOHHOM
MOJANMCH W/WIKM 3asBJICHHUS Ha OJIOKHpOBaHHE JOCTyHa B

cases specified in the Rules (including their annexes),
as well as when the Conciliation Commission
establishes the following facts when checking a simple
Electronic Signature under the contested Electronic
Document:

° it has not been established that the Bank has
received a Notice of Electronic Signature Key
Imprinting and/or Application for blocking access to
the RBS System from the Client using the Electronic
Document Validation Tool by which the disputed
Electronic Document was signed, or the time of receipt
by the Bank of a Notice of Electronic Signature Key
Imprinting and/or Application for blocking access to
the RBS System later or equal to the time of receipt by
the Bank of the disputed Electronic Document.

° The one-time password for signing the
contested Electronic Document by a simple electronic
signature has been sent to the Subscriber number
provided to the Bank by the Client's Authorized Person
at the time of signing the contested Electronic
Document.

11.14.2.The Bank shall not be liable to the Client and
shall not compensate the Client for the lost profits of
the latter. The Bank's liability shall arise only if there is
a proven guilt of the latter and there is a direct causal
link between the events that have occurred, the Bank's
guilt proven and the consequences for the Client that
are negative.

11.14.3.The Client/Accredited Representative of the
Client shall be responsible to the Bank in all and any
cases of non-fulfillment and/or improper fulfillment of
the Regulations (including their annexes), these
Regulations, provisions of the legislation of the
Russian Federation and the Bank's requirements, as
well as bear the risk of occurrence of any legal and/or
financial consequences, including those unfavorable
for the Client, the Bank and other persons, related to
such violation/ improper fulfillment.

11.15  Responsibility of the parties when
disputing Electronic Documents exchanged using
the RBS System, signed by the Mobile Signature.

11.15.1 The Bank shall not be liable to the Client in the
cases specified in the Rules (including annexes
thereto), as well as if the Conciliation Commission
establishes the totality of the following facts when
verifying the Mobile Signature by the disputed
Electronic Document:

« it has not been established that the Bank received
from the Client a Notification of the compromise of the
Electronic Signature key and/or an application to block
access to the RBS System of the Authorized
Representative of the Client using the Electronic
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Cucremy J1bO mo3ke uiay paBHA MOMEHTY ITOJTydeHHS baHKOM
OCTIapUBAEMOr0 DJIEKTPOHHOTO IOKYMEHTA.

e VYcraHoBneH (¢akT moaTBepkAeHHs — KimeHTOM
oreparyy B MOOMIFHOM TPHIIOKEHUU.
11.15.2. BaHk He HeceT OTBETCTBEHHOCTH epea KimneHrom u He
Bo3Memaer KIHMEHTy yHOyIIEeHHYI0 BBITOAY MOCIEIHETrO.
OTBeTCTBEHHOCTh baHKa HACTymaeT WCKIIOYUTEIBHO TMpH
HaJIMYUH TOKA3aHHOW BHUHBI MTOCIIEAHETO W HAIMYHEM MPSIMON
NPUYMHHO-CICACTBEHHOM CBS3M MEXIYy HACTYMUBIIUMH
COOBITHSIMHU, JIOKa3aHHOM BHHOW baHka M HEraTUBHBIMH JUIS
KnuenTa mocneacTBusaMu.
11.15.3. Kimment/YnonHomoueHusld  [IpeacTaBuTenns
Knuenrta HecyT OTBETCTBEHHOCTH Iepea baHkoM Bo Bcex U
MOOBIX CIyYasX HEBBINOIHEHHUS W/WIM HEHAIJIEKAIIETO
BemonHeHns [lpaBunm (BKIIOYash TPWIOKEHUS K HUM),
Hacrosumero PernameHra, IIOJOXKEHHH 3aKOHOAATEILCTBA
Poccuiickoit ®eneparuu u TpeboBanuii banka, a Taxke HeCyT
PUCK HACTYIUICHHS IJFOOBIX TPAaBOBHIX W/WIH (PUHAHCOBBIX
MOCJIE/ICTBUN, B TOM 4HWCIie HeOnmaronpuaTHbIX ajst KnneHra,
Banka, WHBIX JIVIL, CBSI3aHHBIC c TaKuM
HapyIIeHHeM/HEHaIJIeKAIINM UCTIOTHEHUEM.

12. 3BAKVIIOYUTEJIBHBIE NOJIOKEHU A

12.1. Hacrosmmii PeriiaMeHT COCTaBI€H Ha PYCCKOM M
AHITIMHACKOM s3bIKax. B ciyvae BO3HHKHOBEHUS IPOTUBOPEUUI
MPUOPUTETHBIM CUHUTAETCSl TEKCT HacTosuero PermameHnTta Ha
PYCCKOM SI3BIKE.

12.2. TIpaBooTHOUICHUS Cropos,
HactosimuM  PermamentomM, a  Takke J100ble  MHBIC
npaBooTHoIIeHHss CTOpPOH, CBSI3aHHBIE C  BBINIOJHEHHEM
HacTosamiero PermameHTa, moasexar peryjJMpoOBaHHUIO U
TOJIKOBAaHHWIO B  COOTBETCTBMM C  3aKOHOAATEILCTBOM
Poccuiickoii denepanuu. B ciiydae ecnu mobast U3 CTOPOH
OTKaXeTcs OT wucnoigHeHus pemenns CorjacurenbHON
KOMHCCHH BCE CIIOPBI ¥ pa3HOIiacus HOAJISKAT Pa3peLieHHIO B
COOTBETCTBMM C HACTOSAIIMM IyHKTOM. Bce  cmoopsl,
BO3HUKaromue wmexay Kinuentom u bankoM B pamkax
BBITIOJTHEHNUA HacTosAmlero PermaMeHTa WM B CBSI3M C HHM,
MOJJIEKAT PEUIEHUI0O B COOTBETCTBUM C 3aKOHOJATEIHCTBOM
Poccuiickoii ®Denepanuu, MmyreM MHEPErOBOPOB, a B clydae
HEBO3MOXKHOCTH TaKOTO peHIeHUS B ApOUTPaXHOM CyIe
PecniyOnmuxu Tarapcran. Knuent Bnpase oOpatuthcsi B bank ¢
MUCbMEHHON NpPETEeH3UeH, MOANHUCAHHOW YIOIHOMOUYEHHBIM
IIpencraButenem  KiumeHTa W CKpEIUIEHHOM — NE€YaThIO
nocjienHero (pyu HaJIUM4YMK) myTeM oOpamieHus B opuc banka,
Mo ero ropugudeckomy anpecy. [luceMeHHBIH M0CyneOHBIN
MOPSAZIOK YPEryJIUpOBaHUS CIOpoB C baHkom, B pamkax
HacTosamero Pernmamenrta, sBuseTcss o0s3aTenbHbIM. Cpok
oTBeTa Ha AocyaeOHyio mpereHsuto — 30 (TpuauaTs) nHeH c
JlaThl ee nosryyeHus: bankom.

yperyJInupoBaHHbIE

Document Confirmation Tool that signed the disputed
Electronic Document, or the moment the Bank
received the Notification of the compromise of the key
Electronic signature and/or application for blocking
access to the RBS System is later or equal to the
moment of receipt by the Bank of the disputed
Electronic Document.

* The fact of the Client's confirmation of the operation
in the mobile application has been established.
11.15.2 The Bank is not liable to the Client and does
not compensate the Client for the lost profit of the
latter. The Bank's liability arises only if the latter is
proven guilty and there is a direct causal relationship
between the events that have occurred, the Bank's
proven fault and negative consequences for the Client.

11.15.3 The Client/Authorized Representative of the
Client shall be liable to the Bank in all and any cases of
non-fulfillment and/or improper fulfillment of the
Rules (including annexes thereto), these Regulations,
the provisions of the legislation of the Russian
Federation and the requirements of the Bank, and also
bear the risk of any legal and /or financial
consequences, including those unfavorable for the
Client, the Bank, other persons, associated with such
violation/improper performance.

12 FINAL PROVISIONS

12.1. The Regulations have been prepared in
Russian and English. In the event of any discrepancies,
the Russian language version of these Regulations
shall take precedence.

12.2.  Legal relations of the Parties settled by these
Regulations, as well as any other legal relations of the
Parties related to the implementation of these
Regulations, shall be settled and interpreted in
accordance with the legislation of the Russian
Federation. In case any of the Parties refuses to execute
the decision of the Conciliation Commission, all
disputes and disagreements shall be settled in
accordance with this paragraph. All disputes arising
between the Client and the Bank within the framework
of execution of these Regulations or in connection
therewith are settled in accordance with the legislation
of the Russian Federation, by negotiations, and in case
of impossibility of such decision in the Arbitration
Court of the Republic of Tatarstan. The Client may
apply to the Bank with a written claim signed by the
Client's Authorized Person and sealed by the latter (if
any) by applying to the Bank's office at its legal
address. Written pre-trial settlement procedure of
disputes with the Bank under these Regulations is
mandatory. The deadline for replying to a pre-trial
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12.3. B cayuyae u3MeHEHHs IOJIOXCHHH 3aKOHOIATEIbCTBA
Poccuiickoii  ®enepanyiv, 0Opu  KOTOPBIX  IOJIOKEHUS
Hacrosimiero  PermaMeHta — mpOTHUBOpEYaT — MOJIOXKCHHSIM
3aKOHO/IATENbCTBA, K TakuM IMpaBoOTHOmEHUsM CTOpoH
NOAJIEKAT IMPUMEHEHUIO IIOJOXKEHUS  3aKOHOJATENbCTBA
Poccuiickoii ®denepanmu. B ciayyae mpusHaHUs Kakoro-imbo
ycioBUsl HacTosiiero PernamenTa HeeHCTBUTENBHBIM, 3TO HE
BIIEYET HEACWCTBUTENBHOCTH PermamMeHTa B I1ENOM W/WIH
JOOBIX WHBIX TIOJOXKECHHN HacToslero Pernamenra. B3amen
HEJICHCTBUTEIBHOTO MOJIOXKEHUSI K MpaBoOoTHOIIEHUSIM CTOpOH
HOAJIEXKAT MIPUMEHEHUIO HOPMBI 3aKOHOJATENbCTBA
Poccuiickoii ®enepanuu.

12.4. bank BrpaBe B OAHOCTOPOHHEM, BHECYJICOHOM MOPSIIKE
BHOCHUTDH U3MCHCHUA B HaCTOSIHII/Iﬁ Pernmamenr I/I/I/IJ]I/I
MMPUIOKCHHUA K HEMY. N3menenus B PermameHt BCTyHarOT B
CHUIIy U MOAJIC)KAT NPUMCHCHHUIO K IIPABOOTHOIICHUAM CTOpOH
mo ucreuennu 10 (ecstr) xameHZapHBIX JHEH C MOMEHTa
pa3MelleHusT TakuX MW3MEHEHHA WIM HOBOM pejakuuu
https://131.ru/contracts wmm
JoBeNleHusT 10 cBeneHust KimeHTa Taknx M3MEHEHWH I0O0BIM
WHBIM JOCTYHNHBIM banky cmocobom. [lo Hawama KaXmoro
B3aumMoOiecTBH ¢ bankam, ¢ ucroab3oBanueMm Cucremsl J1BO,
B TOM 4HCJIE HampaBieHHs B ajpec banka mo6oro
ONEeKTPOHHOTO JOKYMEHTa, a TaKXke He peke oJHoro pasza B 10
(decstp) kamengapHbIX qHEl, KiMeHT 1 ero YoaTHOMOYEHHBIE
[IpenacraButenu  00s3aHBI  3HAKOMHUTBCS C  HACTOSIIIUM
PermamenTom, a Taxke n3MeHeHHsIMHA B HeM. He o3HakoMIiieHme
WIN HECBOEBPEMEHHOE O3HakoMJeHne KimeHTa w/mim ero
YnonmHomoueHnHsix  llpeacraBureneid ¢ = M3MEHEHHSAMH,
BHECEHHBIMH B Hacrosimuii PermameHT, He sBisercs
OCHOBaHHWEM MJIA KX HCOPHUMCHCHHUA K IIPAaBOOTHOIICHUAM
Cropon. B cnmydae necornmacusi KimmeHnta ¢ M3MEHEHUSMH B
PernmamenT, mnocnenHuii BOpaBe pacToprHyTh Jloroeop
«MuTepuer-KinneHnT», B MopsAAKe U Ha YCIOBUAX, YKa3aHHBIX B
[IpaBunax, ecnmu WHOE HE YKa3aHO B OTIEIHHOM COTJIANICHUN
CTopoH, MUCBMEHHO YBeIOMHB 00 3ToM baHK He 1mo3Hee JaThl
BCTYIUIEHUS] TAKMX MU3MEHEHUH B CHIIy, COTJIACHO HACTOALIEMY
Pernamenty. B cnyuae nenony4enust bankom, 10 BCTymiieHus B
cuity n3MeHeHnii B PernmamMeHT NHHCBMEHHOTO YBECOAOMIICHUA
Knuenta o pacropkenun JloroBopa «UutepHeT-KiueHT»,
U3MCHCHUS CHUTAKOTCA 6e3or030p0qu IIPUHATBIMU K.HI/ICHTOM,
3aKJIIOUYEHNe JOTOJHUTENBHBIX cornamenuii CTopoHaMu He
Tpedyercs.

Pernamenta Ha pecypce:

claim is 30 (thirty) days from the date of its receipt by
the Bank.

12.3. Inthe event of changes in the provisions of the
legislation of the Russian Federation in which the
provisions of these Regulations contradict the
provisions of the legislation, the provisions of the
legislation of the Russian Federation shall apply to
such legal relations of the Parties. This shall not entail
the invalidity of the Regulations as a whole and/or any
other provisions of the Regulations in the event of
invalidity of any provision of these Regulations. The
provisions of the Russian Federation legislation shall
be applied to the legal relations of the Parties in lieu of
the invalid provision.

12.4.  The Bank may unilaterally and extrajudicially
amend these Regulations and/or their annexes.
Amendments to these Regulations goes into effect and
are applicable to the legal relations of the Parties after
10 (ten) calendar days from the date of publishing such
amendments or a new version of these Regulations on
the website: https://131.ru/contracts or informing the
Client of such amendments in any other way available
to the Bank. Prior to each interaction with the Bank,
using the RBS System, including sending any
Electronic Document to the Bank, and at least once
every 10 (ten) calendar days, the Client and its
Authorized Persons are obliged to familiarize
themselves with these Regulations, as well as with any
amendments thereto. Failure to familiarize or untimely
familiarization of the Client and/or his Authorized
Persons with the amendments made to these
Regulations shall not be the basis for their non-
application to the legal relations of the Parties. In case
the Client does not agree with the amendments to these
Regulations, the latter has the right to terminate the
Internet-Client Agreement in the manner and on the
terms specified in the Rules, unless otherwise specified
in a separate agreement of the Parties, by notifying the
Bank in writing not later than the effective date of such
amendments according to these Regulations. If the
Bank does not receive a written notice from the Client
on termination of the Internet-Client Agreement prior
to entry into force of amendments to these Regulations,
the amendments shall be deemed to have been
unequivocally accepted by the Client and no additional
agreements shall be entered into by the Parties.
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Ipunoxenue Nol k PernmamMeHTy qUCTAaHIIMOHHOTO OAHKOBCKOTO OOCIYKMBAHUS IOPUIIMYCCKUX JIUI K MHAUBUAYAIbHBIX
npeanpuaumareneit B AO «bank 131» ¢ ucrons3oBanneM Cucremsr 16O

AO «bank 131»
420012, PO, Pecriybnmka TaTapcran,

r. Kazans, yn. Hekpacosa, 1. 38
MHH/OI'PH 1655505780/1241600056390

202_

3agBaennel Ne
0 mMpucoeIMHEHNHU K PerjiaMeHTy TMCTAHUMOHHOI0 0AHKOBCKOI0 00C/Iy:KMBAHUS OPUANYECKUX JIML U
HHIMBUAYAJIbHBIX npeanpunumareseid B AO «bank 131» ¢ ucnonszoBanuem Cucremsl 16O

[4(e]

Cepus 1 HOMep macmnopTa
Opran ¥ f1aTa BBIIAYH Hacmopra
JeicTByOmuri Ha OCHOBAaHUM _
Ot umenn Knnenra

OI'PH

AJTpec AMeKTPOHHOM HOYTELE
AGoHeHTCKuii Homep®

Hacrosimuum coobmiato AO «bank 131» 49TO MOJHOCTHIO M OE3YCIOBHO COMIIAIIAIOCH C PeriiaMeHTOM JAHCTaHIIMOHHOTO
0aHKOBCKOT0 00CITy )KUBaHHUS FOPUIMUECKHX JIMI] 1 HHAMBUAYaJIbHBIX npeanpuHuMareieid B AO «bank 131» ¢ ucrosip3oBaHreM
Cuctembl JIBO (manee — PermameHT), O3HaKOMJICH W COIJIACCH C PerjiaMeHTOM, BKIIOYas €ro IPHIIOKCHHS, U 00S3yHOChH
coOroIaTh Bee moiokeHus Pernamenta npu ucnonb3oBanuu Cucremsr J[BO.

Ipoumy 3aperucrpupoBats MeHst B Cucreme IO AO «bank 131» u:

Ueeinats ®KH Pytoken u BeimyctuTh CepTU(HUKAT KITFOUa MPOBEPKH DIEKTPOHHOM TOIMHUCH COTJIACHO pasjeny 4
Permamenra;

LIBBIIaTh IPOCTYIO DIEKTPOHHYIO MOAKCH U YCTAHOBUTh AGOHEHTCKHI HOMEP, YKa3aHHBIN B HACTOSILIEM 3asIBIICHUH, IS
HanpasiyieHus Jlornna u Bpemennoro [aposs nns nocryna B Cucremy JIBO, a Taxke CpeIcTB NOATBEPKACHHUSL.

L] Bergate MOOMIIBHYIO HOAIUCH U YCTAHOBUTH AGOHCHTCKHI HOMED, YKa3aHHBIN B HACTOSIIIEM 3asIBICHHUH, JUIS
HanpasieHus Jlorura u Bpemennoro [lapons mis nocryna B Cuctemy JIbO u aktuBarmn kimroya MoOMIHHOH TOAITUCH.

U (ucnonvszyemes onsa Ynonnomouennoix Ilpeocmasumeneii Knuenma ¢ npagom npocmompa) yCTaHOBUTE
AOGOHEHTCKHI HOMEp, YKa3aHHBIN B HACTOSIIEM 3asBICHUM, I HanpasieHus Jlornna u Bpemennoro Ilapons aist noctyma
B Cuctemy /1O, a Tarxoke OTHOPa30BBIX KOJOB LIS Ay TEHTH()HUKALINH.

L] VBemoMIIeHHS O COBEPIICHHBIX OIEPALHSX IIPOLIY HAPABILITH:

| TI0 aJIpeCy JIEKTPOHHON ITOUTHI

| Ha AGOHEHTCKUH HOMeEp

Ipoiny ycTAHOBHTD CJAEAYIONIYIO KOXOBYIO HHPOPMALHUIO:
BOIIPOC: OTBET:

Hacrosium moTBep ka0, YTo yKa3aHHbIE B HACTOSIEM 3asBieHin AGOHeHTCKHIi(-1e) HoMep (-a) U aipec IeKTPOHHON
MOYTHI IPUHAIJIEKAT UCKITIOYUTEIFHO U TOJILKO MHE, WHBIC JIMIIA HE UMEIOT JIOCTYIIa K HUM.

C IMpunoxennsmu Ne6,7 k PermameHTy qUCTaHIIMOHHOTO 0AaHKOBCKOTO OOCITYXUBAHUS IOPUIMYECKHUX JIUI] U
MHAUBUAYaANbHBIX npeanpuHumareneil B AO «bank 131» ¢ ucnonszoBanueM Cucremsl IbO 03HaKOMIIEH U COTJIACEH,
00513yI0Ch BBHITIOJIHATH TPEOOBAHNUS, YKa3aHHbBIC B HUX.

YnoanomouenHoe jquno Kiunenra: « » 20 2.(moxnuce) (pacmmdpoBKa MOAMTUCH)
MII

! Howmep 3asBieHus nprucBauBaeTCs IOCHIe perucTparuy YnonHomodennoro Ipencrasurens Kimmenra B peectpax Cuctemsr J5O.
2 VKa3bIBaeTCs a/[pec SEKTPOHHOMN MOUTH! YIONTHOMOYEHHOTO JHua. [lose 0653aTebHO /s 3aTONTHEHHS.
% VkasbiBaeTcss AGOHEHTCKHI HOMED yTIOTHOMOYEHHOTO Juia. [Tofe 06513aTeBHO IS 3aMOTHEHHSL.
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To be filled in by the Bank / 3anosnsiercss Bankom

Unentudukanus YnomHomoueHHoro nuia KitieHra npoBeeHa, MOJTHOMOYHS U JOKYMEHTHI IIPOBEPEHbI, 3asBIeHHe 3aperucTpupoBaHo B banke
« » 20 T.

«__»_ 20 T

(1OJKHOCTB) (moxnuce) (pacudpoBKa MOIMHUCH. )
OTMeTKa 00 HCIOIHEHHN:
3asBIeHUE BHINOIHEHO, TPUCBOCH Ne

«__»_ 20 T

(1OJKHOCTB) (moxnucek) (pacumdpoBKa MOIIHUCH. )
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Bank 131 JSC (Bank)
Nekrasova 38, Kazan, Republic of Tatarstan, 420012
INN/OGRN 1655415696/1191690025746

202_

3asBiaenne Ne/ Application1 No.

0 mpHcoeIMHeHHMM K PeriamMeHTy aHMcTaHOHOHHOro On joining the Regulations on Remote Banking Service in
0aHKOBCKOro oO0cay:kuBaHusi wopuaudeckux Jjun u the ‘Banking App’ system for Bank 131 JSC Corporate
HHAMBUAYATbHBIX npeanpuHumareneii B AO «bank 131»  Clients and individual entrepreneurs

¢ ucnoin3oBanuem Cuctemsl J[bO

@®UO/ Full name

Cepus 1 HOMep macmopta / Passport series and number
Opran u aata Beigaun nacnopra / Authority issued the
passport and date of the issue

JetictByronuii Ha ocHoBanuu/ Acting on the basis of
Ot umenu Knuenta / On behalf of the Client
Peructparmonnsiii Ne / Registration No.

Anpec snexrponnoii moutwi? / e-mail address
A6ounenTckuii Homep® / Subscriber Number

Hacrosimum coobmaio AO «bank 131» 9T0 mosHOCTRIO U
6e3yCII0BHO COIvIalanch ¢ PeriiaMeHToM TUCTaHIIMOHHOTO
06aHKOBCKOTO 00CITY >KHBaHHUS IOPUINIECKHUX JIHIL 1
MHINBUAYAIBHBIX npennpuHuMareneii B AO «bank 131» ¢
ucnonszoBanneM Cuctemsl J1bO (nanee — Pernamenr),
O3HaKOMJIEH M corjaceH ¢ PermaMeHToM, BKIIIOYas €ro
MPUIIOKEHUS, U 0053yI0Ch COOTIONATh BCE TTOJIOKEHNUS
Pernamenta npu ucnons3oBannu Cuctemsr J15O.

I hereby inform Bank 131 JSC that | fully and unconditionally
agree with the Regulations on Remote Banking Service in the
‘Banking App’ system for Bank 131 JSC Corporate Clients
and individual entrepreneurs (hereinafter referred to as the
Regulations), have read and agree with the Regulations,
including their annexes, and will comply with all the provisions
of the Regulations when using the RBS system.

Ipoury 3aperncrpuposatsh Mensi B Cucreme JIBO AO «bank 131» u: / | hereby request to register me in the RBS

System of Bank 131 JSC and:

U Beimate ®KH Pyroken u Boimyctuth CepTH(HKAT KIHOYA MPOBEPKH DIEKTPOHHOM MONMHCH COTJacHO pasmeny 4
Pernamenra; / issue Rutoken FKM and issue an electronic signature verification key certificate in accordance with Section 4 of

the Rules;

U] BBIOaTh IPOCTYIO DIEKTPOHHYIO HOIIIUCH U YCTAHOBUTH AGOHEHTCKHI HOMEP, YKa3aHHBIM B HACTOSILEM 3asBICHUH, LIS
Hanpasnenus JlornHa u Bpemennoro Ilapons s nocryna B Cuctemy JBO, a Taxke Cpencts noarsepskaeHus / issue a simple
Electronic Signature and set the Subscriber Number specified in this application to send the Login and Temporary Password for

access to the RB System, as well as Confirmation Tools

D BbLJaThb MO6I/IJ'H>Hy}0 noANnurcCh U YCTAaHOBUTH AGOHEHTCKUI HOMCED, yKa3aHHI)II71 B HACTOALIECM 3asBJICHUH, TJIA
Harpasienus Jloruna u Bpemennoro ITapons s gocryna B Cucremy JJbO u akTuBanmu xioya MoOHIBHOM MOUCH.
/ issue a Mobile Signature and set the Subscriber Number specified in this application to send a Login and a Temporary
Password to access the RB System and activate the Mobile Signature key. /

Ol(ucnonwvsyemesn ona Ynonnomouennwix Ipedcmasumenein Knuenma ¢ npasom npocmompa) yCTaHOBHUTH
AOGOHEHTCKUI HOMCED, y1<a3aHHLIfI B HACTOAILEM 3asIBJICHUU, AJIS1 HAIIPABJICHUS Jlornna n BpeMeHHOl"O Haponﬂ 1A
nocryna B Cucremy IBO, a Takxke OJTHOpa30BBIX KOJOB /ISl Ay TEHTH(GUKAMN.

/ set the Subscriber number specified in this application for sending the Login and Temporary Password for access to the

RBS System, as well as One-Time Codes for authentication/

[] Veenomsienust 0 cOBEpIIEHHBIX Onepalusax mnpoiiy Harnpasists / | hereby request to send notifications of transactions:

! Homep 3asiBiieHust mpucBanBaetcs rociie peructpauun YnonsomouerHoro [pencrasurens Kiuenra B peectpax Cucremst 15O /
The Application number is assigned after the Client's Authorized Person has been registered in the registers of the RBS System.
2 Yka3biBaeTcs a[pec SJIEKTPOHHOM MOYTHI YIONTHOMOYEHHOro juiia. [lone o6s3atensho A 3anonuenus / The e-mail address of the authorized person is

indicated. Required field.

3 VkaswiBaeTcss AGOHEHTCKMI HOMEp ynonHoModeHHoro nuna. ITose obs3aTensno s 3anonnenus / The subscriber number of the authorized person is

indicated. Required field.



[J no aapecy anekTporHoi moursl / at e-mail address:
0] na A6onenrckuii Homep / to the Subscriber number:

Ipoury ycTanoBuThH Cieaywmyo koaoBywo undpopmanuio/ | hereby request to set the following code information:

Question / Bompoc: _answer / otBer:

Hacrosimm moATBepskato, 4To YKa3aHHBIC B HACTOSIIEM I hereby confirm that the Subscriber number and e-mail
3asBieHnr AGOHEHTCKUIT HOMep U ajapec diekTponHoi mourer  address specified in this application belong exclusively and
NpHMHAJIEKAT UCKITIOUMTENBHO U TOJIBLKO MHE, MHBIE tuiia He  only to me, other persons have no access to them.

HUMEIOT JIOCTYTIA K HHUM. I will comply with the requirements specified in Appendices
C Ilpunoxenusmu Ne6,7 k PernamMeHTy qUCTaHIMOHHOTO No. 6, 7 to the Regulations on Remote Banking Service in
0aHKOBCKOT0 00CITY)KMBaHUS FOPUIMYCCKUIX JTUI] U the ‘Banking App’ system for Bank 131 JSC Corporate
WHIMBUIYaTbHEIX Tpeanpuaumareincii B AO «bauk 131» ¢ Clients and individual entrepreneurs have been read and
ncnonb3oBanueM Cuctemsl JIbO 03HAKOMIICH U COTJIACEH, agreed.

06513}/}00]: BBITIOJIHATDH TpeGOBaHI/Iﬂ, YKa3aHHbIC B HUX.

Authorised Represent of the Client:

[ Ynonnomouennoe auuno Kiunenra: 20
(signature) (printed)

Seal (if any)

To be filled in by the Bank / 3anosnnsiercss Bankom

Nnentudukamms YnomHomouenHoro Jmia KireHra nposezieHa, NOJTHOMOYHUS W JOKYMEHTHI IPOBEPEHBI, 3asBICHIE 3apErHCTPUPOBaHO B baHke
« » 20 T.

/ / « » 20 T

(TOIKHOCTD) (moamuce) (pacimudpoBKa MOAMUCH) (mata)

Or1MeTKa 00 UCIIOJIHEHUH:
3asBIeHHE BBITIOJIHEHO, IPUCBOEH No

/ / «_» 20 T
(JTOJDKHOCTD) (moamuck) (pacmmdpoBKa MOAITHUCH) (mata)
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[Mpunoxxenne Ne2 k PernameHTy AMCTaHIIMOHHOTO OAHKOBCKOTO OOCITY>KHBAHUSI FOPUIMYECKUX JIMI] U MHANBUY aTbHBIX
npeanpunumMareneii B AO «bank 131» ¢ ucnonszoBanuem Cucremsr 16O

AKT Ne
npuema-nepenaun ®KH Cucrembr IO

r. Kazanp « _» 20 1.

AO «baHk 131», IMEHYEMOe B JanbHeueM bank B e
, JefcTByromero (-ei) Ha

OCHOBaHUU C OJHOW CTOPOHBI, U , UMEHYEeMBbIH B

nanpHenmeM «KiueHnT», B muue

, newcTyrorero (-eif) Ha OCHOBaHHMH
, C JIpyroll CTOpPOHBI, COBMECTHO HMMEHyeMble — «CTOpDOHBI», a IO OTAENBHOCTH —
«CropoHa», B paMKax PeriiaMeHTa IUCTaHIMOHHOTO OaHKOBCKOTO OOCIY)XMBaHMS IOPHAWYECKUX JHI ¥ HHIWBHAYaIbHBIX
npennpuanMateneii B AO «bank 13 1» (3asBieHune o mpucoeanHeHAN Ne oT 20 T.), COCTaBWIM HACTOSIIUI
AKT 0 HIDKECIIETYIOIIEeM:

Bbankom nepezan, a Kimuenrom npuuaT KoHBEpT ¢ epcoOHaNbHBIM (-H) OTUY>KAaeMBIM (-1) HOCUTENEM (-MH), TpeTHa3HAYCHHBIM (-
MH) JUIsl XPaHEHUS] ¥ HMCIIOJIb30BaHUs YCUJICHHOH HeKBanu(pHUUUpOBaHHOH DnekTpoHHO# moanucu (nanee- OKH), uenoctHocTh
KOTOpOI'0 He HapylleHa, ¢ Leibio ucnoib3oBanus Cuctemsl /IBO B coorBercTBUM C [IpaBmiaMu KOMIUIEKCHOTO OaHKOBCKOTO
o0ciTy>)kKMBaHUS IOPUINYECKUX JIUI U WHAWBAAYAIbHBIX npeanpuanMatencii B AO «bank 131» u PermameHToM AHCTaHIMOHHOTO
0GaHKOBCKOTO O0CITy>KMBaHUS IOPUAMIECCKUX JIUI M MHIUBHAYaIbHBIX npeanpuauMatencii B AO «bank 131» ¢ ncronbs3oBaHnemM
Cucrtemsr J1BO:

n/m
®UO (YIoIHOMOUYEHHOTO JIUIIA KIHEHTA) OKH
1. 3JIeKTpOHHBIN K04 PyToken «Pytoken DI
2.0» Ne
Mepenan punsa
AO «Bbank 131» HaumenoBanue
420012, Pecny6sinka TaTapcran, Anpec
r. Kazans, yi1. Hexpacosa, 1. 38 HUHH/OI'PH

HWHH/OI'PH 1655505780/1241600056390

ot banka:

(TOIKHOCTD)

(moamuce) (pacmmdpoBKa MOAINCH)

ot Kiimenra:

(momxuoctp)  M.IL

(moamuce) (pacmmbpoBKa MOAINCH)
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Acceptance and Delivery Certificate No.
of FKM of the RBS Systems /
AKT Ne
npuema-nepenayn ®KH Cucremsl 1O

Kazan

AO «bank 131», umenyemoe B nambHeimeM bank B nuie
JeiicTByromero(-eii) Ha OCHOBaHHU

C OJTHOM CTOPOHBL, U
nMeHyeMmoe B aanbpHeiimeM KimeHr,

B JINLIE .
JeicTByOIIEero(-eii) Ha OCHOBAaHUU
C IPYTO# CTOPOHEL, COBMECTHO HMEHYeMBbIe — « CTOPOHBI», a Mo
ormenmsHOCTH — «CTOpOoHa», B pamkax PermameHra
JIUCTAHIIMOHHOTO OaHKOBCKOT'O OOCITYKHBAaHUS FOPUINICCKUX
JULI ¥ UHAMBUIAYyalbHbIX mnpeanpuHumateneii B AO «bank
131» ¢ wucnone3oBannmeM Cucrembl JIBO (3asBieHue o0
MIPUCOETNHEHUN
Ne oT 20 1),
COCTaBHJIM HACTOSIIINI AKT O HIDKECIIEIYIOIIEM:

bankom mepenan, a Kiuentom mnpunsat KouBepr c
MEPCOHAIBHBIM (-H) OTYYXAaeMbIM (-M) HOCHUTENEM (-MH),
MpeHa3HaYeHHBIM (-MH) A7l XpPaHEHUS U HCIIOJIb30BAHUS
YCUJIEHHOW HEKBaTU(PUIIUPOBAHHOW DJIEKTPOHHOU MOMTUCH
(manee- ®KH), 1menocTHOCTh KOTOPOTO HE HapyIIeHa, ¢
nenbio ucnonbzoBanusi Cucrtembl JJBO B COOTBETCTBUM C
[IpaBmiaMu KOMILIEKCHOTO OaHKOBCKOTO OOCITy>KUBaHUS
FOPUINYCCKUX JIUI] U MHIAUBUAYAIBHBIX TIPEATIPHHAMATEIICH B
AO «bank 131» wu PernmamenToM JIUCTaHIMOHHOT'O
OAaHKOBCKOTO  OOCITYy)KMBaHHS  IOPHOUYECKUX JIAI H
MHIUBUAYaIbHBIX npennpuaumareneit B AO «bank 131» ¢
ucnons3zoBanrem Cucrems! J1bO:

20

Bank 131 JSC, hereinafter referred to as the Bank represented by

acting under
on the one part, and
hereinafter referred to as the Client’s Authorized person
represented by
acting under
on the other part, referred together herein as Parties and
individually as a Party, within the scope of the Regulations on
Remote Banking Service in the ‘Banking App’ system for Bank
131 JSC Corporate Clients and individual entrepreneurs
(Application on joining

No. dated

drawn up this Act as follows:

20_), have

The Bank has transferred, and the Client has accepted an
Envelope with the personal alienated carrier(s) intended for
storage and use of the enhanced non-certified Electronic
Signature (hereinafter referred to as the FKM), the integrity of
which has not been violated, for the purpose of using the RBS
system in accordance with the Regulations on Remote Banking
Service in the ‘Banking App’ system for Bank 131 JSC Corporate
Clients and individual entrepreneurs and the Regulations on
Remote Banking Service in the ‘Banking App’ system for Bank
131 JSC corporate clients:

n/a Full name (Client’s Authorized person)

/ ®NO (Y10JIHOMOYEHHOTI'O JIMI[A KIHEHTA)

FKM / ®KH

Rutoken ES 2.0 electronic key No.

Transferred to

Bank 131 JSC (Bank)

Nekrasova 38, Kazan, Republic of Tatarstan, 420012
INN/OGRN 1655505780/1241600056390

from the Bank:

Accepted
Name
Address
Reg. No.

from the Client:

(title)

(title)

(signature)

(signature)
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IMpunoxxenne Ne3 k PernaMeHTy AMCTaHIIMOHHOTO OAHKOBCKOTO OOCITY)KHBAHUSI FOPUIMIECKUX JIUIL M MHANBUIY aTbHBIX
npeanpuaumareneii B AO «bank 131» ¢ ucrons3oBanneM Cucremsr 16O

3asiBiieHue
0 CMEHe JIOTMHA U CTATHYECKOr0 MapoJis
/pa30joxkupoBKYy goctyna B cucreme [bO/cmene AGOHEHTCKOro HOMepa

r. Kazans «__» 20 1.

DdUO

Cepus 1 HOMep TacmopTa
OpraH 1 J1aTa BBJIa4YM Maclopra
JleHcTBYOIMI HA OCHOBaHUH _
Ot umenn Knuenra

OI'PH

AJTpec AMeKTPOHHOM NOYThI
AGoHeHTCKui Homep?

B cootBercTBHMM ¢ PerimameHTOM IMCTaHIIMOHHOTO OAaHKOBCKOTO OOCIYXXHMBaHHUS IOPHAMYECKUX JHI M HHIWBHUAYAIBHBIX
npeanpunumareneil B AO «bank 131» ¢ ucnonszoBanuem Cucremsl 15O mpoury:

[ — pas6mokuposars goctyn B Cuctemy JIBO, ¢ HCIIONB30BaHUEM paHee MPEIOCTaBICHHBIX JaHHBIX [ JOCTYIA (C yCIOBHAMU
1 IpUYUHAMHA OJIOKHPOBKH coriaceH, mpereH3uiit k AO «bark 131» He uMmern);

] — mpou3BecTH CMEHY JIOTHHA M CTATUYECKOTO IapoJisl U HAPABUTh NaHHBIC Uit BXxoAa B cucreMy JBO Ha Mot AGOHEHTCKHI
HOMep, yKa3aHHEIHA B 3asBIICHHUE Ha TpuoOpeTeHne/m3meneHune bI1.

[0 — mpomssectu cMeHy Kitoda MOGHIBHON IONUCH U HANPaBHUTh TaHHBIC MU aKTHUBAIUMH KiIoda MOGHIBHOW IOOIUCH HA
AOOHEHTCKHIA HOMED);

[J - ycTaHOBHTH HOBBIH AGOHEHTCKHI HOMED, Ha KOTOPBIHA TPOIIY HANPaBisTh JIOTMH ¥ BpeMeHHEBIH mapoib I 10CTyTa B
Cuctemy JIbO, npoxoxaeHus Npoeaypbl ayTeHTH()UKALMN 1 HOZ[HI/IC&HI/ISI DJIEKTPOHHBIX JOKYMEHTOB IIPH €€ HCIIOIb30BaHNH,
JUISl YKa3aHHBIX Y TIOJTHOMOYEHHBIX Jui: + () ;

L] VBeoMIIeH S O COBEPILCHHBIX OIEPALHSX IPOLLY HAPABIATH:

U TIO aJ[pecy 3JIEKTPOHHON ITOUYTHI

O Ha AOOHEHTCKHUI HOMeEp:

Hacrosimum monTBepskiato, 9TO yKa3aHHBIM B HACTOSINEM 3asBICHHM AOOHEHTCKMH HOMEp INMPUHAIJICKUT HCKIIOUNTEIBHO U
TOJIKO MHE, MHBIE JINIa HEe NUMEIOT JAOCTYIa K HEMY.

/ /€ » 20 r/

(IToamucs) (®HO0) (Hata)

M.IL

3anoanserca bankom

I/I)ICHTI/I(I)HK&L[I/ISI YTIOJTHOMOYEHHBIX JIAIT Knuenrta IIPOBEACHA, ITOJJHOMOYHNA U TOKYMEHTBI ITPOBEPECHBI

3asBieHne 3apeTucTpupoBaHo B banke « » 20 T.
/ / «_» 20 T
(1OIKHOCTB) (monnuce) (pacum¢poBKa MOIMUCH) (mara)

Pabornux banka, npoepusimii OI1:

/ / «_» 20 T
(TOIKHOCTD) (moamnuce) (pacumudpoBKa MOAMHUCH) (mata)

OTMeTKa 00 MCIIOTHEHNN:
OTBeTcTBEHHBINH paboTHUK baHka:

/ / «_» 20 T
(TOIKHOCTD) (moamuce) (pacurudpoBKa IMOAIHUCH) (mata)

! The e-mail address of the authorized person is indicated. Required field.
2 The subscriber number of the authorized person is indicated. Required field
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3asBiieHHE Application

0 CMeHe JIOTMHA M CTATHYECKOro MmapoJis on login and static password change /
/pa36JIOKUPOBKY 10CTYyNA B CHCTEME unlocking RBS system access / subscriber
JBbO/cmeHe ADOHEHTCKOI0 HOMepa number of mobile communication change

Kazan 20

Full name / ®HO

Passport series and number/Cepwust ¥ HoOMep nacnopTa

Authority issued the passport and date of the issue/Opran
1 J1aTa BbIAAYH IacmnopTa

Acting on the basis of / JleiicTByromuii Ha OCHOBAaHHH _

On behalf of the Client / Ot umenn Kimenra

Registration No. / Peructparmonusiii Ne

e-mail address/Anpec snexrponnoii mouts

Subscriber Number/ A6orenrckuii Homep?

B cootBercTBHU ¢ PeriiaMeHTOM AUCTAaHIIMOHHOTO In accordance with the Regulations on Remote Banking
0aHKOBCKOTO O0CITY)KUBAHUS FOPUIAUICCKHUX JTUI] U Service in the ‘Banking App’ system for Bank 131 JSC

HHIMBUIyalbHBIX peanpuaumarencii B AO «bauk 131»  Corporate Clients and individual entrepreneurs, | hereby
¢ ucnoas3zoBanuem Cuctemsl J[bO npomry: request to:

] -unblock access to the RBS System using previously provided access data (agree with the terms and ground for the blocking,
no claims against Bank 131 JSC); / pa36mokupoBats goctyn B Cuctemy JIBO, ¢ MCHONb30BaHHEM paHEe MPEIOCTABICHHBIX
JMAaHHBIX st JocTyna (C YCIOBHAME U MPHYHHAMH OIIOKUPOBKH coriaceH, mperersuit k AO «bank 131» He umero);

[ - switch login and static password and send the RBS system login data to my Subscriber number / npoussectu cmeny noruna
1 CTAaTMYECKOT0 NapoJIs ¥ HalpaBHUTh JaHHbIE A1 BXxoja B cucteMy J1BO Ha Mot AGOHEHTCKHUI HOMep, yKa3aHHBIH B 3asBICHNE
Ha nprobperenne/usmenenue BIT,

O - change the Mobile Signature key and send and send the data for activating the Mobile Signature key to the Subscriber
number /HpOI/ISBeCTI/I CMCHY KJItO4a MoOuibHOM NOANHMCHU U HATPABUTDb U HAIIPABUTH JAHHBIC UISI aKTUBALIUU KITFOYa MoObwibHOI
MOIIMCH Ha AGOHEHTCKUN HOMED;

[ - establish a new Subscriber number with its Login and Temporary password for access to the RBS System, for passing the
procedure of authentication and confirmation of Electronic documents when using it, for the specified Authorized persons:
/yctaHOBUTh HOBBI AOOHEHTCKHH HOMEp, Ha KOTOPBIA mpolny HamparisaTh JIoruH U BpemeHHbIH maponb sl JOCTyma B
Cuctemy JBO, mpoxoxkneHHs MpoIenypsl ayTeHTH(QHUKANAN U HO,I[TBep)K,I[eHI/IiI DJIEKTPOHHBIX JIOKYMEHTOB IpU €€
HCTIOIB30BAHUM, JIJIS1 YKA3aHHBIX Y TOJIHOMOYEHHBIX JIMIL: + ( ) ;

U] I hereby request to send notifications of transactions/YBegomiieHHst 0 COBEPIIEHHBIX OMEPALMAX MPOIITY HAIPABIIATH:

L] at e-mail address: / mo agpecy 371€KTPOHHON MOYTHI:
[ to the Subscriber number: / Ha AGonenTckuit Homep: + ( )

I hereby confirm that the Subscriber number specified in  Hacrosiiium moarBep:kaaio, 4To yKa3aHHbBIN B HACTOSIIEM

this application belongs exclusively and only to me, 3asBJIeHMH AGOHEHTCKHUI HOMEP MMPHUHAIEKUT HCKITFIOUUTEIBH(
other persons have no access to it. M TOJILKO MHE, MHEBIE JIUIA HE UMEIOT J0CTYIIA K HEMY.
/ / 202_/
(Signature) (Full name) (Date)
Seal (if any)

To be filled in by the Bank / 3anosnsiercss Bankom
Unentundukanus YmomHoMoueHHBIX aul] KirenTta npoBesieHa, MOTHOMOYHS U IOKyMEHTHI TPOBEPEHBI
3asBICHUE 3apETUCTPUPOBAHO B baHke « » 20 I..

/ / «_» 20 T

1 The e-mail address of the authorized person is indicated. Required field.
2 The subscriber number of the authorized person is indicated. Required field.
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(OMKHOCTB) (moamuce)
Paboruuk banka, nmposepusmmmii OI1:

/

(pacumm¢poBKa NOIMUCH)

/

(OMKHOCTB) (moamnuco)

OT™MeTKa 00 HCIOIHEHHN:
OtBeTcTBEeHHBIH paboTHHK banka:

/

(pacum¢poBKa MOAMUCH)

/

(OMKHOCTB) (moamnuco)

(pacumm¢poBKa MOAMUCH)
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(mata)

« _»
(mata)

«_»
(mata)

20

20



[punoxenue No4 k PernaMeHTy qUCTAHIIMOHHOTO OAHKOBCKOTO OOCIYKHBAHUS IOPUIIMYCCKUX JIUI K MHAUBUALYAIbHBIX
npennpunumareneit B AO «bank 131»

YBEAOMJIEHHUE
0 KOMIIPOMETALMHU KJIKYa DJIEKTPOHHOI MOANUCH
(mpekpaleHny JeiicTBUS CPeCTBA MOATBePKAeHUs M(UIH) 00 yTpaTe CpeacTBa MOATBEPKIACHUS, U
(nsmn) 00 ucnoabzoBannu Cucremsl B0 6e3 cornnacus Kiiuenra)

r. Kazanp «_» 20 T

[ 4(0)

Cepus 1 HOMep TacmopTa
OpraH ¥ 1aTa BBLAAYH TaCIOPTa
JeicTByOmuKi Ha OCHOBAaHUM _

Ot umenn Knuenra
OI'PH

B COOTBETCTBHM C PerjiaMeHTOM IUCTAHIHOHHOTO OAHKOBCKOTO OOCITY)KMBaHHUS OPHIUYCCKUX JIMI U WHIMBHIYaTbHBIX
npeanpunumareneii B AO «bauk 131» ¢ wucnonb3oBanuem Cucrembl [bO, Hactosumm yBemomisito AO «bank 131» o
Kommnpomeranuu DneKTpoHHON NOAMUCH B CBSI3U C

(aama Komnpomemayuu II1/ympamvr ICII u (unu) e2o ucnovzoganus 6e3 coenacus Knuenma, obcmoamenscmea maxou KOMAPOMEMayuu/ympamol u (uiu)
MAKO20 UCNOL30BANUS, NOOMBEPICOEHUS (NPU HATUYUY) MAKOU KOMIPOMEMayuu/ympamsl u (Uau) maxozo ucn()ﬂbsoganwz)
IIpomy ¢ « » 20 1. 3abJI0KHpOBaTh YKa3aHHbIE HUXKE Cpenctsa MOATBEPKICHHUS,
HCTIOJIb30BABIIMECS B paMKax PermameHTa IUCTAaHIIMOHHOTO OAHKOBCKOTO OOCITYKMBAHUS FOPUIUIECKUX JIUIl U MHIUBUIY ATbHBIX
npennpunanMareneii B AO «bank 131» c wucnons3oBannem Cucrtemsl JIBO cormacHO 3asBICHHIO O TpHCOeIWHEHHH No
OT «__» 20 T, u OCTaHOBUTh 0b6paboTky DNEeKTPOHHBIX JIOKYMEHTOB,
HOI[HI/ICaHHBIX/HOZ[TBCp)KZ[eHHBIX YKa3aHHbIMHU CPEACTBAMMU:

LICeprudukars! Kirrodei DIeKTPOHHOM IO IITHUCH:

Ne  |@.M.0. Bnagenbua — YIOIHOMOYEHHOTO JIMLA Cepuiinbrii Homep CepTrudukaTa Kiro4a IIeKTPOHHON
[OJITICH
1
UTIpoctyro OI1 1 AGOHEHTCKHI HOMEP MOOHITBHOM CBA3H:
Ne |®.1.0. Bnagensua-YIOIHOMOYEHHOIO JIMLA IAGOHEHTCKHUI HOMEP MOOMIIBHOTO YCTPOHCTBA
1
OKirou MOOUIBHOM HOAIUCH:
Ne |®.1.0. Bnagensua-YIOIHOMOYEHHOIO JIMLA IAGOHEHTCKHI HOMEp MOOMIIBHOTO YCTpOIcTBa
1
/ l«__» 20 1/
(IToammucs) (®HO) (Hata)
M.IL.

3anoansgerca bankom

I/IZ[CHTI/I(l)I/IKaI_II/IH V101HOMOYEHHBIX JINI] Knuenta IMMPOBCJCHA, TOJTHOMOYHNA U JOKYMCHTHLI IIPOBCPCHBI, 3asiBIICHHC
3apeTUCTPUPOBAHO B banke « » .

/ / «_» 20 T
(TOIKHOCTD) (moamuce) (pacurudpoBKa IMOAIHUCH) (mata)
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Pabotauk banka, mposepuBmmii D11

/ /

(1OIKHOCTB) (moamnuce) (pacum¢poBKa MOIUCH)

OtMeTKa 00 UCIIOTHEHUU:
OTBeTCTBEHHBIN pabOTHUK baHka:
/ /

(TOIDKHOCTD) (moamuce) (pacmmdpoBKa OAITHUCH)
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«

«

»

»

(mata)

(nata)

20

20



YBEJAOMJIEHHUE
0 KOMIIPOMETALMHU KJIKYa DJIeKTPOHHOI
MoANUCH (MpeKpaleHnuy AeiCTBUS CpPeICcTBA
NOATBeP KAeHUus U(11u) 00 yTpaTe cpeacTsa
MOATBePKAeHUA 1 (UIH) 00 UCIOJIL30BAHUM
Cucrembl JIBO 6e3 cornacus Kiimenra)

Kazan

NOTICE
on compromising the key of the Electronic
Signature (termination of the means of
confirmation and/or loss of the means of
confirmation and/or use of the RBS System
without the consent of the Client)

20

Full name / ®HO

Passport series and number/Cepust u Homep nacmoprta

Authority issued the passport and date of the issue/Oprau u
JlaTa BblJa4u IacropTra

Acting on the basis of / JleiicTByromnuii Ha OCHOBaHUHU _

On behalf of the Client / Ot umenu Kinenra

Registration No. / Peructpanuonusiii N

B COOTBETCTBHHM C PernaMeHTOM AUCTaHIIMOHHOTO
0aHKOBCKOT0 00CIY)KMBaHHUS IOPUANIECKHUX JIUIL 1
WHAUBUAYAIbHBIX MpennpuHumareneii B AO «bank 131,
HactosimuM yBepomirsieT AO «bank 131» ¢
ucnons3oBanueM Cuctemsl /IbO o Komnpomerannu
ONEeKTPOHHON MOIIHCH B CBA3H C

In accordance with the Regulations on Remote Banking
Service in the ‘Banking App’ system for Bank 131 JSC
Corporate Clients and individual entrepreneurs hereby
notifies Bank 131 JSC on the Electronic Signature
Compromise in connection with

(0ama Komnpomemayuu SI1I/ympamor OCII u (unu) e2o ucnonvzosanus oes
coanacus Knuenma, ob6cmosimenscmea maxot Komnpomemayuu/ympamol u
(unu) maxozo uchoIbL308aHUA, NOOMBEEPICOCHUS. (NPU HATUYUY) MAKOU
KOMBpOMemayuu/ympamoi u (uiu) mako2o UCnoLb308aHUsl)

IIpoury 3a6moxupoBatTh ykasanusele Hixe CpeacTsa
MIOATBEPKICHHs, HCIIONB30BaBIINECS B paMKax Perimamenra
JUCTAHIIMOHHOTO OaHKOBCKOTO 00CITY>KUBAHHS IOPUIUUESCKUX
JIUI] ¥ MHANBUAYAIBHEIX npeanpuaumateneit B AO «bank 131»
¢ ucrnonb3oBanueM CucreMsl JIBO coracHo 3asiBICHHIO O
HPUCOECIUHEHUH

Ne OT «__»
c«__ » 20 1.
¥ OCTaHOBHUTH 00pab0TKy DJIEKTPOHHBIX JOKyMEHTOB,
TIOATIICAHHBIX/TIOATBEPKICHHBIX YKa3aHHBIMHU CPEJICTBAMI:
Ceprudukatsl Kmodeit DIeKTPOHHON MOIINCH, COIepIKaIIUe
CJIEIYIOIIUE KIIOUM DIEKTPOHHOMN MOJNUCH:

20 r,

(date of ES Compromising/Loss of ES and/or its use without the Client's
consent, circumstances of such Compromising/Loss and/or such use,
confirmation (if any) of such Compromising/Loss and/or such use)

I hereby request to block Means of Confirmation noted below that
were used within the scope of the Regulations on Remote
Banking Service in the ‘Banking App’ system for Bank 131 JSC
Corporate Clients and individual entrepreneurs according to
Application on joining

No. dated
since 20
and stop the Electronic Documents processing that were
signed/confirmed by the mentioned means:

Electronic Signature Key Certificates containing the following
Electronic Signature Keys:

20
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CCepruduxkats kimoueii Dnexrponnoii noxnucu/ Certificate of the electronic signature verification key:

Ne  |Full name of the owner - Authorized person
d.1.0. Brmanensua — YIIOJIHOMOYEHHOTO JIHLA

Certificates of the electronic signature verification key
Serial number / Cepuiinbiii Homep CepTuidukara Kiroda
(DIeKTpOHHON MOaNHCU

[UJSubscriber mobile phone number: / AGouenTcKH#T HOMEp MOGHIBHOM CBSI3H:

No Full name of the owner, the authorized person /
D.1.0. Bnanensua- Y MoJIHOMOYEHHOTO UL

Subscriber number of the mobile device / AGorenTckuii
[HOMEp MOOWJIBHOTO YCTPONCTBA

[IMobile Signature Key/ Kirou MOGUIBHOM MOAMUCH:

'Y IIOJTHOMOYEHHOTO JINIA

Ne |Full name of the owner - Authorized person /®.1.0. Bnagesbia-

HOMep MOOUIIBHOTO yCTPOMCTBA

/ 202_/

(Signature) (Full name)

Seal (if any)

To be filled in by the Bank / 3anoausiercss Bankom

(Date)

Wnenruduxanus YnoaHoMoueHHBIX iyl KineHTa npoBe/ieHa, MOJHOMOYHS U JIOKYMEHThI IPOBEPEHBI, 3asBICHHUE

3aperucTpupoBaHo B baHke « » T.
PaGorHuk baHka, mpUHSBIINI 3asiBICHUE:

/ / « » 20
(TOIKHOCTD) (moamuce) (pacmudpoBKa MOAMUCH) (mata)
Paborauk banka, nposepusmuii I11:

/ / « » 20
(1OIKHOCTB) (monnuce) (pacum¢poBKa MOIMUCH) (mara)
OtMeTKa 00 UCTIONTHEHWH:
OtBeTcTBeHHBIN pabOTHHK baHKa:

/ / «_» 20
(TOIKHOCTD) (moamnuce) (pacumudpoBKa MOAMKUCH) (mata)
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ITpunoxxerne Ne5 k PerimaMeHTy TUCTaHIIMOHHOTO OAHKOBCKOTO
00CITy’)KNBaHWS FOPUINICCKHX JIMI ¥ HHIAWNBHUYaTbHBIX
npeanpuanMateneii B AO «bank 131» ¢ ncnonp3oBaHneM
Cuctemsr JBO

HNucTpykuus no odecneyeHn1o HHGOPMAUMOHHO
O0e3onacHoctu npu padore B Cucreme AbO
B mensix obecnieuenust nHGOPMAIIMOHHON OE30MTaCHOCTH
npu pabore B Cucteme TUCTAHIIMOHHOTO OAHKOBCKOTO
obciyxuBanust AO «bank 131», Kinenr o0s13aH:

1. IIpu ocymectBienun nocryna k Cucreme J1bO,
HEOOXOIMMO  yJIOCTOBEPUTbCS B NPaBUIBHOCTH
YKa3aHHOTO ajJipeca B aJ[peCHOM CcTpoke Opaysepa
(https://online.131.ru/) u HanMYKMK 3HAYKA 3AIIUILIEHHOTO
COCIMHEHMS (3aMOK), MCKJIIOYasi BBIXOJl Ha CaMThI,
BHellIHe Mackupyronecs noj Cucremy /150.

2. [Ipn UCIIOJIb30BaHUU MoOunbHOI
noxnucu/IIpocToit OEeKTPOHHOM HOJITHCH
BHUMAaTeIbHO MpOBepATh MH(popManuio 06 Onepanuuy,
nonydeHHyto B CMC-coobmenuun ¢  OaHOpPa30BBIM
naposem uinu B PUSH-coobmenun.

3. Vcnonb3oBaTe mpoueaypy ayTeHTH(HUKALUU
nocryna Kk MoOuinbHOMY yCTpoHCTBY (BBOA Haposist [Jis
pa3610kupoBKM MOOMIBHOTO YCTpOWCTBA), BXOJA IO
oTrneyarky naneia, Face-1D.

4. CBOEBpEMEHHO  YCTaHaBIMBAaTh  JIOCTYIIHBIE
OOHOBJIEHHUS ONEPALIIOHHOMN CHCTEMBI U PUJIOKEHUH Ha
Balll Tese(oH.

S. MobOwibHOE yCTPOHCTBO HE JIODKHO OBITH
MOJIBEPTHYTO ONEpalysM TOBBILICHUsS MpUBUIETUN /
B3JIOMa OTIEPaIlOHHOM crcTeMbl ycTpoiicTsa (jail-break,
rooting).

6. Wcnonp3oBare anTUBUpYC A8 MoOuibHOTrO
YCTPOMCTBa, CBOEBPEMEHHO YCTAHABIMBATh Ha HEro
OOHOBJICHUS BUPYCHBIX 0a3.

7. Hukorna He mnepenaBaiite cBoe MoOuinbHOE
YCTPOMCTBO U SIM-KapTy TPETHUM JIHIIAM.
8. Kmtoun VYcuneHHolt  HeKBanu(pHUIMPOBAHHON

OnexTpoHHOM moanucu (naigee mo tekcty — YHOII)
xpaHuTh ToIabKO0 Ha OKH (DyHKINOHATBHBIN KIIIOUEBOM
HOCHUTENb) B HEAOCTYIIHOM I T[OCTOPOHHUX H

HEYNMOJIHOMOYEHHBIX JIMII MecTe (3amnuparommecs
MepPCOHANBHBIN ceid, MeTarmmuyeckuil mkad).
9. He nonyckaercs:

- caumath kormu ¢ ®KH;
- nepeaaBath @KH nunam, kK HUIM He TONMYIIEHHBIM;
- 3anceiBath HAa ®KH mocToponHtoo nadopmariuio.

Annex 5 to the Regulations on Remote Banking Service in
the ‘Banking App’ system for Bank 131 JSC Corporate
Clients and individual entrepreneurs

Instruction to ensure information

security when working in the RBS

System

In order to ensure information security when
working in the Remote Banking System of Bank
131 JSC, the Client shall:

1. When accessing the RBS System, it is
necessary to make sure that the address specified in
the browser address bar (https://online.131.ru/) is
correct and that the secure connection icon (lock) is
present, excluding access to sites externally
masquerading as RBS.

2. When wusing a Mobile signature/Simple
Electronic  Signature, carefully check the
information about the Operation received in an
SMS message with a One-time password or in a
PUSH message..

3. Use the procedure for authenticating access to
the Mobile Device (entering a password to unlock
the Mobile device), entering by fingerprint, Face-
ID.

4. Install available operating system and app
updates on your phone in a timely manner.

5. The mobile device must not be subjected to
operations of privilege escalation / hacking of the
device's operating system (jail-break, rooting).

6. Use an antivirus for a mobile device, install
virus database updates on it in a timely manner.

7. Never transfer your Mobile Device and SIM
Card to third parties.

8.  The Enhanced Non-Certified Electronic Signature
(ENCES) shall only be stored on the FKM
(Functional Keystock Medium) in a place that is
inaccessible to unauthorized and unauthorized
persons (lockable personal safe, metal cabinet).

9. Not allowed:

- take copies from the FKM;

- to hand over the FKM to persons who are not
allowed to access them;

- to write down relevant information to the
FKM.
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10. He wucnons3oBate B kadectBe CTaTH4ECKOIO
aposst:

- MOCJIE0BATEIHLHOCTH CHUMBOJIOB, COCTOSIIIME U3
onuux mudp (B TOM uMcie naThl, HOMepa TeledOHOB,
HOMEpa aBTOMOOMJICH | T.I1.);

- MOCJICI0BATEIHHOCTH MOBTOPSIOIIUXCS OYKB WITH
undp;

- UIYIIUE TOAPS B PACKIAJKE KIIABHATYPHI WU B
andaBuTEe CUMBOJIBI;

- UMEHa U (paMUIIHH;

- NHH wumu  gpyrue  peKBHU3UTHI
Knuenra/Ynonaomouennoro Ilpencrasurens Knuenra.
11. Crartuueckuii mapob T0JDKEH:

- OBITH HE MECHEE 8§ CHMBOJIOB;

- coJiepkaTh HU(PHI, CTPOUHBIE U 3arJIaBHbIE OYKBBI;
- cojiepxaTh XOTsI Obl 1 CHUMBOJI, HE SIBISIOLIUNACS
OykBOU MM HUDPOIA.

12. Ha mnepconanpHOM KOMMbIOTEpE (HOYTOYKE)
J0JDKHA OBITH YCTAHOBIICHA MAPOJIbHAS 3aIIUTA HA BXOJ
B OnepaiioHHyI0 CUCTEMY.

13.  PexomeHmyercss MEHATH MapOJb MMOJIE30BATENS B
omnepanuMoHHON cucteme, a Takke B Cucreme J[bO He
peXe OIHOTO pa3a B 3 Mecsla.

14, [Tapons poctyma k xmouy YHOIII xpanuts
ornensHo oT OKH.

15. Crporo 3amperiaercst 3alMchiBaTh MapoJd Ha
OyMaKHBIX HOCHTENSIX WJIM B TEKCTOBHIX (haimax Ha
pabouem MecTe, OCTaBIATh UX B JOCTYHHBIX TPETbUM
JIMIIaM MECTax, NepeaaBaTh HEYIIOJTHOMOYEHHBIM JTUIIAM.
16. [Hogxkmrouate DPKH, copepxammuii kmrou I,
TOIBKO B MOMEHT wucnoib3oBanus Cucrembl JIBO wu
MOJIHMCAaHUsl DJNEKTPOHHBIX JOKYMEHTOB. He ocTaBisaTh
O®OKH, comepxamuit  xmou  OlIl,  mocrosHHO
MOJIKJIFOYEHHBIM K KOMITBIOTEDY .

17. He ucnonp3oBate ®KH, conepxaruii kimou JI1,
IS KAKMX-JIMOO JPYTUX LIeJed, B YaCTHOCTH, HE XPAHUTh
Ha HEM MH(OPMAIMIO TIPOU3BOIBHOTO CONEPKAHUS, HE
oTHocsulerocs kK padore ¢ Cucremoit J1BO.

18. He KOIUPOBAThH COJIEPI)KUMOE OKH,
cozep:kamiero ko4 I, u He mepenaBaTh €ro HUKOMY
Jake Ha KOPOTKOE BpEMsI.

19. 3akonuuB paboty B Cucreme J{BO mim npepsas
e€ (maxxe Ha HeCKoIbkOo MHUHYT), u3Biedyb OKH,
cogepsxamuii kimou YHOIII, u yOpats ero B He1ocTynmHOe
JAPYTUM JIUI]aM MECTO.

20. [TpumeHnsaTh Ha pabodyeM MecTe JIMLEH3UOHHBIE
CpeAcTBa  3alllUThl OT BPEJOHOCHOIO KOAAa C
BO3MOYKHOCTBIO aBTOMAaTHYECKOrO OOHOBIEHUS 0a3
JAHHBIX CUTHATyp BPEIOHOCHOTO KOJa.

21. Ecnmu B kadectBe KommbloTepa sl paboOTHl B
Cucteme JIBO ncnonb3yercsi NIEPEHOCHOW KOMIIBIOTEP

10. Do not use as a Static Password:

- character sequences consisting of the same
digits (including dates, phone numbers, car
numbers, etc.);

- sequences of repetitive letters or numbers;

- consecutive keyboard layouts or alphabetical
characters;

- names and surnames;

- INN or other details of the
Client/Authorized Representative of the Client.

11. Static password must:

- be at least 8 symbols;

- contain numbers, lowercase and uppercase
letters;

- contain at least 1 symbol, which is not a letter
or number.

12. A password protection for accessing the
Operating System must be installed on the personal
computer (laptop).

13. Itis recommended to change the user password
in the operating system as well as in the RBS
System at least once every 3 months.

14. The password for accessing the ENCES key
should be stored separately from the FCN .

15. It is strictly prohibited to write down
passwords on paper or in text files at the workplace,
to leave them available to third parties or to pass
them on to unauthorised persons.

16. Connect the FCN containing the ES key only at
the moment when the RBS System is used and the
Electronic Documents are signed. Do not leave the
FKM containing the ES key permanently connected
to the computer.

17. Do not use the FKM containing the ES key for
any other purposes, in particular, do not store any
arbitrary information on it that does not relate to the
operation of the RBS system.

18. Do not copy the contents of the FKM
containing the ES key or pass it on to anyone, even
for a short time.

19. After completing or interrupting work in the
RBS system (even for a few minutes), extract the
FKM containing the ENCES key and remove it to
an area inaccessible to others.

20. Apply licensed anti-malware at the workplace
with the possibility of automatically updating
malware signature databases.

21. If a portable computer (laptop) is used as a
computer for work in the RBS System, its
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(HOYTOYK), TOJDKHO OBITh MCKITFOYEHO €ro MOAKITIOUEHNE
K CeTsIM OOIIEro J0CTyIa B MECTax CBOOOHOTO JOCTYTIa
B MHTEpHET (0ucHBIC IEHTPHI, Kade U TIp.)

22. Ocy1ecTBIAThH IIOCTOSIHHBII KOHTPOJIb
OTIIPABJISIEMbIX IUIATEXKHBIX (PACUETHBIX) JIOKYMEHTOB
npu pabore ¢ Cucremoit /IbO, a Taxke 3a COCTOSHUEM
pacueTHbIX (OaHKOBCKHX) CUETOB, ONEPALUSIM 0 HUM U
OCTaTKaM.

23. B ciy4ae BBISIBIICHUS MIPU3HAKOB
Kommnpomeranuun DIl wnu BbIABIEHUS BPEIOHOCHOTO
KOJla B KOMIIBIOTEpE, HCIIOJIIb3yeMOM sl paboThl B
Cucteme JIBO, Heo0XoAMMO HEMEMJIECHHO YBEIOMHUTHh
bank mo temedonam: 8 (843) 5983131 ¢ 9 uwacor 00
MUHYT 710 18 wacoB 00 mMuHyT (B paboune qHH), TUOO
JUYHO SBUThCS B baHK ¢ 1enbl0  OJOKHPOBAHHS
CKOMIpoMeTHpoBaHHBIX Kitoued OIl ¢ mocnenyromieit
UX  3aMEHOM. K  coOwiTusiM, CBSI3aHHBIM  C
Kommpowmeranueit D11, B Tom uncie, OTHOCATCS:

— yTpaTta (QYHKIHMOHAIBHBIX KIFOYEBBIX HOCHTEINEH, C
MOCIEAYIOIUM OOHAPYKEHHEM UIH 0e3 TaKOBOTO;

— HapylleHHe NMPaBUJI XpaHEHHs, UCTIOJIb30BaHUS U
YHUUYTOXEHHS (B TOM YHCJIE TTOCIIe OKOHYAaHUS CPOKa

NEHCTBUSA) KJIro4ua DJIEKTPOHHOM HOAMNUCHU
(ycuieHHOH HEKBaJIM(UIIMPOBAHHOMN);
— yTeps, TmepeAada W/WIM  TPEJOCTaBICHHEM

JOCTyNla HEYIOJHOMOUYEHHBIM TPEThUM JIMLAM K
anmapaTHbIM CpPEJCTBaM (B TOM YHCJI€ MOOUIIBHBIM
tenepoHaMm wnu  wuHBIM) w/unu  SIM-kapre ¢
AOOHEHTCKMM HOMEpPOM, B TOM 4YHCIE KOTOpPHIH
UCHOJb3YyeTCsl JUIsl HanpaBieHus BpemeHnHoro n/mwmm
OmHOpa3oBOTro MapoJis;

— HaJIu4yue MOJI03PEHU, 4TO Cpeacrtsa
MOATBEPXKJIEHUSI DJIEKTPOHHOTO JOKYMEHTa CTalu
M3BECTHBI HEYIIOJTHOMOYEHHBIM TPETHUM JIUIIAM;

— BO3HUKHOBEHHE  IIOJIO3PEHUM  HA  yTEUKy
MH(OpPMAaLIUU WIH €€ UCKAKEHUE;

— HECAHKIMOHHPOBAaHHOE  KOMUPOBAaHUWE  WJIH
[IOI03pEHNE  Ha  KomupoBaHue  BpemeHHoro,
Cratuueckoro  w/mnu  OgHOpPa30BOrO  Mapoid,
(GYHKIIMOHATIBHOTO KJIFOUEBOTO HOCHTES,
anmapatHoro cpeacrBa  w/miu - SIM-kaptel ¢
AOGOHEHTCKMM HOMEPOM;

— TpEeKpalleHHE TOJHOMOYMH WM YBOJIbHEHHE
YHOMTHOMOYEHHBIX JIML, HMEIOMUX JOCTYN K
CpencTBy NOATBEPKACHUS;

— Ccllydad, KOTJa HeJb3sl JIOCTOBEPHO YCTaHOBHTb,
YTO TPOU3OIUIO C HOCHUTEISIMHU, COJAEpKallUMU
KITI0YEeBYI0 HMH(pOpManuio (B TOM 4YHCIE CIydYad,
KOT'/Ia HOCUTEIb BBIIIET U3 CTPOS U JI0KA3aTeIbHO HE
OINPOBEPrHYTa BO3MOKHOCTH TOTO, YTO TaHHBIN (PaKT
MpOM30LIeNl B pe3yibTaTe HECAHKIIMOHWPOBAHHBIX
JNCUCTBHUI TPEThUX JIMIl, APYTHUE BHUJIbI pasrialieHuUs

connection to public networks in places with free
Internet access (office centres, cafes, etc.) must be
excluded.

22. Constantly monitor the payment (settlement)
documents sent out when working with the RBS
System, as well as the status of settlement (bank)
accounts, transactions and balances.

23. In the event of signs of ES Compromisation or
detection of malicious code in the computer used to
operate the RBS System, the Bank must be notified
immediately by telephone: 8 (843) 5983131 from
9:00 AM to 6:00 PM (on business days), or to come
to the Bank in person to block compromised ES
keys with their subsequent replacement. Among
other things, events related to ES Compromised
include:

- loss of functional keystock media, with or without
subsequent detection;

- violation of the Regulations for storage, use and
destruction (including after the expiry date) of the
Electronic Signature key (enhanced non-certified);
- loss, transfer and/or granting access to hardware
(including mobile phones or other) and/or a SIM
card with a Subscriber number to unauthorised third
parties, including that used to send the Temporary
and/or One-time password;

- there are suspicions that the Electronic Document

Validation Tools have become known to
unauthorised third parties;
- suspicion of information leakage or

misrepresentation;

- unauthorised copying or suspicion of copying a
Temporary, Static and/or One-time password,
functional key media, hardware and/or SIM card
with a Subscriber number;

- termination of powers or dismissal of the
Authorised Persons who have access to the
Confirmation Tool,

- cases where it is impossible to establish reliably
what happened to the media containing key
information (including cases where the media failed
and the possibility that this fact occurred as a result
of unauthorised actions of third parties and other
types of disclosure of key information was not
proved).
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KJIFOY€BOM MH(POPMALIHH).

24, [Ipu oOHapyXeHUH HECAHKIMOHUPOBAHHBIX
noctynoB B Cucremy JIBO, mimarexHbIX W HMHBIX
onepaiuii B Cucreme JIbO, Kommnpomerauuu wunm
nojgo3pennn Ha Kommnpomeranuto Il HeMenneHHO
yBEIOMUTb baHK U HamnpaBUThb «YBEIOMIICHHE O
KOMIIpOMETalluW» B TMOpSAKE,  YCTAaHOBIEHHOM
Pernamentom JUCTAaHIIMOHHOTO OaHKOBCKOT'O
00CITyKUBaHUS IOPUINYECKUX JIUI U WHIAUBUAYAIbHBIX
npeanpuumareneii B AO «bank 131», a Taxxke
o0paTuTbcs C COOTBETCTBYIOIIMM  3asiBICHHUEM B
MPaBOOXPAHUTEIbHBIC OPraHbl.

25. 3anpenieHo BOCCTAaHABJIUBATH
paboTOCIIOCOOHOCTh TIOBPEKICHHOTO KOMITBIOTEpA 10
MPOBEJCHUSI TEXHUYECKOW sKcrepTussl. Paboty ¢
Cucremoii JIBO paspenieHo mpOBOAMTH TOJIBKO IOCIE
HOBOM  YCTAaHOBKH  ONEPALlMOHHOW  CHUCTEMBI  C
(dbopMaTUpPOBaHUEM IKECTKUX JUCKOB H IOCJIC CMEHBI
Bcex kimouen D11 knuenTa.

26. Hcnonp3oBars komOuHaImu Kiasuin «Ctrl + Alt
+ Del» ana wuaeHTHQUKAUMK — [OJB30BATEIsT B
ONEPAaLlMOHHOM CUCTEME.

27. OTKIIOYUTh  BO3MOXKHOCTH  yAQJIEHHOTO U
TePMUHAILHOTO  COEAMHEHHS K  KOMIIbIOTEpawm,
ucronb3yeMbiM it pabotrel mo Cucreme J1BO,
3abmokupoBath 3389 (RDP Remote desktop).

28. BxrounTe B OmepanmoHHOM CHUCTEME >KypHAa
6e3omacHoctr Windows.

29. Hcnons3oBatk TOJILKO JIUIIEH3UOHHOE
MporpaMMHOe 00ecriedeHne — ONepaIliOHHbIE CUCTEMBI,
CpelCTBa 3alIUThl OT BPEIOHOCHOTO Koia, O(UCHBIE
MakeTsl U T.14. (1anee mo Tekcty — [10).

30.  OOGecmeynTh BO3MOXHOCTH CBOEBPEMEHHOTO
OOHOBJIEHHSI CHCTEMHOTO U npukiagHoro [10.
31. Jloctym B TIOMENIEHHWE, TAC€ pa3MeIleH

koMmmbroTep ¢ Cucremoit /IbO, npenocTaBisiTe TONBKO
VYT0JIHOMOYEHHEIM JIUIIAM.

32. Kommnbrorep, ¢ KOTOpPOro OCYIIECTBISETCA
MOATOTOBKA M OTMpPaBKa DJIEKTPOHHBIX JOKYMEHTOB B
bank, pexomeHayeTcs BBIACAUTh B OT/IE€IbHBIN CETMEHT
CeTH C 00s3aTeIbHBIM HUCKIIOYEHHEM €ro u3 oOmiei
JIOKaJIbHOM CeTH KJIMEHTA.

33. Uckmtounth JOCTYTI K KOMITBIOTEpaM,
ucronb3yeMbiM  Juisi  padotel mo Cucreme J1BO,
MOCTOPOHHUX JIUII U NIEPCOHAJIA, HCYTIOJTHOMOYCHHBIX Ha
padory B Cucreme JIbO w/mim o0CITyXUBaHUE
KOMITBIOTEPOB.

24. In case of detection of unauthorized access to
the RBS System, payment and other transactions in
the RBS System, compromise or suspicion of ES
Compromise, immediately notify the Bank and
send the Notice of Compromise in accordance with
the procedure established by the Regulation on
remote banking service of legal entities in Bank 131
JSC using the RBS system, as well as to apply to
law enforcement agencies.

25. It is forbidden to restore the functionality of a
damaged computer before a technical examination
is carried out. Work with the RBS System may only
be performed after a new installation of the
operating system with hard disk formatting and
after all the client's ES keys have been changed.

26. Use the key Ctrl + Alt + Del combination to
identify the user in the operating system.

27. Disable the possibility of remote and terminal
connection to computers used for RBS System,
block 3389 (RDP Remote desktop).

28. Enable the Windows security log in the
operating system.

29. Use only licensed such software as operating
systems, anti-malware, office packages, etc.
(hereinafter referred to as software).

30. Ensure that system and application software
can be updated in a timely manner.

31. Access to the premises where the computer
with the RBS System is located shall be granted
only to the Authorised Persons.

32. It is recommended the computer from which
electronic documents are prepared and sent to the
Bank be singled out as a separate network segment
with obligatory exclusion of the computer from the
customer's common local network.

33. Exclude access to computers used to operate
the RBS system, unauthorised persons and
personnel not authorized to work in the RBS system
and/or maintain computers.
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HUT-
Hag

34. I[Ipu  oOcayxuBaHUH
COTPYAHUKAMU obecrnieunBaTh
BBITIOJTHSIEMBIMUA UMU JACHCTBUSIMH.
35. AO «bank 131» He OCyIIECTBISET PacChUIKY
AJIEKTPOHHBIX MUCEM C MPOCKOOM mpuciaath Kiroun Il
w/wmn mapons kK Cucreme JIBO u Hukorma He
3ampammBaeT y Bac 3Ty HH(OPMALIHUIO.

36. baHK He OCYIIECTBISIET 3BOHKOB, PAaCCBUIKY
coobmieHuit mo AekTponHou noure, CMC cooOuieHuni,
WIH WHBIMH crocobamu, ¢ TpPOCcbOOH COOOIIUTH
KOH(pHUACHIIMAIbHYIO HH(pOpMaIuio (IMapoyik, KOJAOBBIC
ClIOBa, W 1p.). [Ipu mosyuyeHnH Takoro 3arpoca HU MpH
KaKuX OOCTOATEIbCTBAX HE COOOIIalTe JaHHYIO
nH(OPMAIIHIO U HEMEUIEHHO coobiuTe 00 3ToM B baHk.
37. 3ampemieHo mnepenaBaTh JIOTUHBI M MapoJd
TPETHUM JIUI[AM B TOM YHCJIC HHBIM Y IIOJTHOMOYECHHBIM
[IpencraButensm Kiuenra.

KOMITbIOTEpa
KOHTPOJIb

34. IT staff must ensure that they have control over
the actions they take when servicing the computer.

35. Bank 131 JSC does not send e-mails
requesting to send ES keys and/or password to the
RBS System and never asks you for this
information.

36. The Bank does not make calls, send e-mails,
SMS messages or any other means requesting
confidential information (passwords, code words,
etc.). If you receive such a request, do not provide
this information under no circumstances and report
it to the Bank immediately.

37. It is prohibited to transfer usernames and
passwords to third parties, including other the
Client's Authorized Person.

58




IIpunoxxenne Ne6 k Permamenty
0aHKOBCKOT'O
00CITYy>KUBaHHS FOPUIMUYCCKUX JTHIL 1

JAUCTAaHIIMOHHOI'O

WHAUBUAYAJIBHBIX

npeanpunumareneii B AO  «bank
131» ¢ ucnonssosanuem Cucrems JJBO

TpebdoBaHusi K MNPOrpaMMHO-TEXHHYECKUM
cpeACcTBAM VI NPOBeIeHUS PACUYETHBIX
ornepaumii B 3JieKTPOoHHOM dopme

1. TpebGomBanus K MPOrPaMMHO-TEXHUICCKUM
cpenctBaMm  (mpuoOperarorcst  KnmeHtom  3a
COOCTBEHHBIH CUET Y TPETHHX JIUIT):

1.1. IIpu ucnonszoBanuu [1911:

- [Tepconanbubiit KOMIIBIOTEP c
MpEIyCTaHOBJIEHHONW OINEpPallMOHHONW CHUCTEMOM
(OC): Windows 7 wu Beimie, MacOS, Linux;

- Uatepuet-Opaysep akryaipHoi Bepcun: Chrome
47 u Boume / Firefox 44.0 u Bemme / Internet
Explorer 10 u Bermre / Opera 36 u Beimie / Safari 9
Y BBIIIIE;

- IOCTYII B c€Th IHTEpHET;
1.2. IIpu ucnone3oBanun YHOII:

- [lepconanbHeiii kommbioTep ¢ moptrom USB n
MPEAYCTaHOBICHHOW ONEPALMOHHON CUCTEMOM
(OC) Windows 7 wu Bbime, MacOS?;

- Untepuet-Opaysep akryasibHoil Bepcuu: Chrome
47 u Beime / Firefox 44.0 u Bemme / Internet
Explorer 10 u Boie / Opera 36 u Boimie / Safari 9
1 BBIIIE;

- octyn B ceTh MHTEpHET;
- IIPUHTED.
1.3 Ilpu ucnonbp3oBaHn MOOHIEHOW TIOJIITUCH

-yctpoiictBo ¢ 10S (Tpu mocnenHue BepcHd
CHCTEMEI);

- ycrpoiicteo Android — ¢ Bepcuu 5.0 u Gomee
MO3/JHAE BEPCHUH.

2. Hns wucnome3oBanus Cucremsr J[bO ¢
npumenenneM YHOII HeoOxomuMm BBIIETICHHBIH
KOMITBIOTED c [IpeIyCTaHOBICHHOM
oreparuoHHo# cuctemoii cemeiictBa Microsoft
Windows. Ecmm, mo kenanuio Kiuenra,
ycraHoBka Cucremsl JIBO mnpousBogurcd Ha
KOMIpIOTEp ¢  mpexycraHoBieHHBIMH  OC
CTOPOHHHUX Mpou3BoAuTENeH, baHK He HeceT
OTBETCTBEHHOCTH 3a PpaboTOCIIOCOOHOCTH
Cuctemsl J1IBO.

[Ipu sxcmnyaranuu Cucremsl B0 3anpermiaercs:

Annex 6 to the Regulations on Remote
Banking Service in the ‘Banking App’
system for Bank 131 JSC Corporate

Clients and individual entrepreneurs

Requirements for software and hardware tools
to perform settlement operations electronically

1. Requirements for software and hardware
(purchased by the Client at its own expense

from third parties):
1.1.  When using Simple Electronic Signature:

- Personal computer with pre-installed
operating system (OS): Windows 7 and newer,
MacOS, Linux;

- Internet browser current version: Chrome 47
and newer / Firefox 44.0 and newer / Internet
Explorer 10 and newer / Opera 36 and newer / Safari
9 and newer;

- Internet access;
1.2.  When using ENCES:

- Personal computer with USB port and pre-
installed operating system (OS) Windows 7 and
newer, MacOS";

- Internet browser current version: Chrome 47
and newer / Firefox 44.0 and newer / Internet
Explorer 10 and newer / Opera 36 and newer / Safari
9 and newer;

- Internet access;
- printer.
1.3. When using Mobile Signature:

- device with iOS (three latest versions of the
system);

- Android device - from version 5.0 and later.

2. In order to use the RBS System with the use
of ENCES, a dedicated computer with a pre-
installed operating system of the Microsoft
Windows family is required. If, at the Client's
request, the RBS System is installed on a computer
with pre-installed third-party operating systems, the
Bank shall not be liable for the performance of the
RBS System.

When operating the RBS System the following is
prohibited:
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° VYcTaHoBKa IPOrpPaMMHOTO 00eCIIeUeH s ° Installation of third-party software as well as
CTOPOHHUX (upM, a TakKe CO3HATEIbHOE conscious changes to the RBS system software and
BHECEHHE M3MEHEHHH B (DaiilIbl MPOrpaMMHOIO M information files;

undopmanmonnoro obecneuenus Cucremsr J150O; ° Access to the RBS System by unauthorised

° Hoctyn K Cucrteme AbO persons;
HEYMOIHOMOYCHHBIX JIVIL;

IIpn oxcmmyaranmun  Cuctemsr  JIBO  Koment

00s13aH:
When operating the RBS System, the Client shall:
° Ucmnone3zoBate cuctemy [AbO TONBKO Ha
HUCIIPpAaBHOM W TMPOBEPCHHOM Ha OTCYTCTBHUC i Use the RBS _Sy_Stem Only on a personal
KOMIBIOTEPHBIX  BHPYCOB  TIEpCOHATBHOM computer (laptop) that is in good order and has been

KoMIBIOTEpE (HOYTOyKeE); checked for absence of computer viruses;

° Eliminate the possibility of infecting a
computer with software viruses or other malicious
programs installed in the RBS System;

° HckmiounTh  BO3MOXKHOCTH — 3apayKeHUS
KOMIIbIOTEpA C ycTraHoBileHHOW Cucremoit 1bO
NIpOrpaMMHBIMH ~ BHpYCaMH  WIH  JpYTUMHU

BPEIOHOCHBIMH MPOTPaMMaMH; ) Use only legal and licensed software;

° Hcmonb30BaTh  TONBKO — JIETANBHOE U ° Ensure the technical serviceability of the
JIMIICH3HOHHOE MTPOrPaMMHOE 00€ECTICUEHHE; equipment included in the RBS system workstation;
° OO6ecrednTh TEXHUYECKYIO HCIPABHOCTD ) Use anti-virus protection tools and ensure
000pyIOBaHKS, BXOJIAILEIO B COCTaB paboyero that the anti-virus databases are regularly updated.

mecta Cuctemsl JIbO;

° [IpumeHsATe  cpeAcTBa  AHTUBUPYCHOM
3alIUTHl U 00ECTIEYHTH pEryJsipHOe OOHOBJICHUE
AQHTUBUPYCHBIX 0a3.

The need to back up the user workplace of the RBS
System shall be determined by the Client and, if
necessary, performed by the Client himself.

HeoOxomumocTs  pe3epBHOTO  KOMHPOBaHUS
pabouero mecra mnomb3oBaresnss Cucremsr [1BO
omnpenensier KnmeHT uW mnpu  HEOOXOAMMOCTH
OCYIIECTBIISIET €r0 COOCTBEHHBIMU CHJIAMU.

'Muctpykums no pabore ¢ MacOS pasmemena Ha | 'Instructions on working with MacOS are available
oduimansHoM caiite banka. on the Bank's official website.
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[Tpunoxenune No7 K Pernamenty
JUCTAHIIMOHHOTO 0AHKOBCKOT'O OOCTYKMBaHUS IOPUANIECKUX JTUL 1
WHAMBHUIyanbHBIX TpeanpuHuMarened B AO «bank 131» ¢
HCIIOJIb30BaHueM cucTeMbl JIbO

3asaBienne Ne

Ha yCTaHOBJICHUE OTPaHWYEHHH 110 TapaMeTpaM Olepanuii ¢ NCIoyb30BaHeM CHCTEMBI TUCTAaHIIMOHHOTO
6ankoBckoro oociyxuBaans AO «baak 131»

[ 4(e]

Cepus 1 HOMep nacnopTa

OpraH 1 JaTa BblJa4u macropTa

JlelcTBYOIIMIT HA OCHOBaHUH _

Ot umenu Kinnenra

OI'PH

B cootBercTBuu ¢ ycnopusmu Jlorosopa JIBO mpoiny yCTaHOBHTH OrpaHiyeHus o napamerpam Omnepanuii mo Cuety (-am) Ne:

Ha MakcumasbHbIC JIMMHUTBI Ha OTIEpalH U 32 IEPHOJL B pa3pe3e CYETOB/COCOO0B MO ITHCAHUS

Howmep cuera Tun nognucu [epuon MakcumanbHas cymMMa
(II2I/YH3I/Mobunbnas | (1 omepartust/1 nens/1 MePEBO/Ia ICHEIKHBIX
TIO/ITTUCH) Henesst/1 Mecsin) CpEJICTB B BaJlOTe

Cuera

MepeveHb pa3pemeHHbIX
MoJtyyaTeseil 1eHEeKHbIX
cpencTB (YKa3bIBarOTCS
HaNMEHOBAHUE, PEKBU3UTHI
MoJyJaTenell TeHeKHBIX
CPEICTB)

1. HaumeHnoBanue nosyyaresnst
Howmep cuera
BUK
WHH(ecnu ectp)

pa3pelIeHHbI BpeMEHHOU
MIEPHOJ TSl COBEPILICHUS
ornepanuii (yKaspIBaeTcs
BpPEMEHHOH IepuoJI pruemMa
Pacnopsbxenuit o nepeBoae
JICHE)KHBIX CPEZICTB B 4aCOBOM
nosice UTC+3)

CTpaHbl, HAXOISICh B KOTOPBIX
KinenT moxer coBepiuathb
MEePEBO/IbI JICHEIKHBIX CPEICTB
(ucmonp3yeTcs onpeaencHue
reorpauuecKoro
pacnionoxxenus 1o 1P agpecy
lycTpoiicTBa, ¢ KOTOPOro
OCYIIECTBIISIETCS JIOCTYI B
Cucremy J160O)

HEepeYEHb pa3pelIeHHbIX
KaTeropuil onepauuit

0 Inaresx no mabnoy, coxpanenunomy B Cucreme J[5O

0] BuyTpeHHuii mwiarex (c4eT moiaydarens oTkpsT B AO «bank 131»)
0] BremHuii riatex (Cuer mosryyaTens OTKPBIT B APYroil KpeJuTHOM
OpTaHU3AIIH)

O ITnarexu B 6romxeT PO

! TIpu ucnons3osanuu VPN cepBUCOB, Wil aHOHUMai3epoB OyIeT onpeeNaThes KOHeunslii |P agpec ycTpoiicTsa, ¢ KOTOpPOro
Oynet ocymecTBiéH goctyn B Cucremy JIBO, uTo MokeT moBiiedsb HegocTynmHOCTh CructeMbl JIBO.
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| (] BanroTHbIi 1IepeBo

/ /< » 20 r/
(ITonnuce) (®HO) (Hata)
M.IT.
3anosHsercs bankom
3asBIIeHNE TPUHSIT 9acoB MUHYT «__» 20 T
PaboTauk banka, mpuHsABIINI 3asiBICHHE:
/ / « _» 20
(ROJIKHOCTB) (monnuce) (pacumgpoBKa MOAMUCH) (mata)
(pacmudpoBKa MOIIMKUCH. )
Pabotauk banka, mposepuBmmmii D11
/ / «_» 20
(TOIKHOCTD) (Tmoammck) (pacmmudpoBKa MOAITNUCH) (mata)

(pacuugpoBKa NOAMKCH. )

OrpaHnueHus: yCTaHOBJIEHBI «__ »

OtBeTcTBeHHBIN pabOTHHK baHKa:
/

20 1. (mpocTtaBinseTcs jaTa yCTAaHOBKH OTPaHUYEHHN).

/

«

(ROJIKHOCTB) (moamnuce)

(pacummgpoBKa MOAMUCH)
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Application No. for
the establishment of restrictions on the parameters of operations
using the Remote Banking Service System of Bank 131 JSC»
[3asiBnenme Ne
Ha YCTAHOBJICHUE OTPAHUYEHUI IO MapaMeTpaM Orepanuil
¢ ucnojib3oBaHueM CHCTEMBI AUCTAHIMOHHOTO OaHKOBCKOTO 00cmysxuBanus AO «bank 131»

Full name / ®HO

Passport series and number/Cepust 1 HOMep macnopra

Authority issued the passport and date of the
issue/Opras u JaTa BBIAYH ACTIOPTa

Acting on the basis of / JleiicTByromuii Ha
OCHOBaHHHU _

On behalf of the Client / Ot umenun Knuenra

Registration No. / Perucrparmonnsiii Ne

In accordance with the terms of the RBS System Agreement, please set restrictions on the parameters of Operations on the
Account (s)
No.:

For the maximum limits on transactions and for the period in the context of accounts/signing methods /
Ha makciMasbHbIC TUMHUTHI HA OTIEPAIIH ¥ 3a IEPHOJI B pa3pe3e CUeTOB/CIIOCOO0B MO INMHUCAHHS

Account No. Signature Type Period (1 operation/1 day/1 | Maximum amount of
Howmep cuera (SES / ENCES/ Mobile week/1 month) money transfer in the
Signature)/ /Mepuon (1 onepanusi/1 Account currency /
Tun nognucu nenb/ 1 Henens/1 Mecsiir) MakcumanbpHas cymMMa
(II3T1/YHIIT/MobunbHast HepeBO/Ia ICHEKHBIX
O HOI[HI/ICB) CpPCACTB B BAJIIOTC
Cuera

list of authorized recipients of 1. HawmmeHoBaHHE TOJTyYaTENs
funds (specify the name and Homep cuera
details of the recipients of funds) BUK
/ nepeueHpb pa3perieHHbIX WHH (eciu ects)
ToJTydaTesell ICHeXKHBIX CPECTB 2.

(yKa3bIBarOTCSl HANMEHOBAHHE,
PEKBU3UTHI IIOJTydaTeNnen
JICHEKHBIX CPEJICTB)

the allowed time period for
making transactions (the time
period for accepting Money
transfer Orders in the UTC+3
time zone is specified) /
pa3pelLIeHHbI BpeMEHHOI
nepuon Ajist COBEpIICHUA
onepanuii (yka3plBaeTcst
BpeMeHHOﬁ nepuoa npruema
Pacniopsikenuil o nepesoje
JCHEXKHBIX CPEACTB B HaCOBOM
nosice UTC+3)
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countries where the Client can
make money transfers (the
geographical location is
determined by the IP address of
the device from which the RBO
System is accessed) / crpamsi,
HaxoOsaCh B KOTOPBIX Kinnent
MOJKET COBEPIIATH MEPEBOIBI
ACHEKHBIX CPELICTB
(ucmonb3yeTcs onpeaeneHue
reorpapuuecKoro pacoI0KeHUS
no IP anpecy ycrpoiictsa, ¢
KOTOPOI'0 OCYIIECTBIIACTCA
noctyn B Cuctemy J150)

list of permitted categories of
operations / mepe4eHb
pa3peIIeHHBIX KaTeropuit
onepauui

L] Payment based on a template saved in the RBS System

/ Tlnatex mo mabnony, coxpaneHnomy B Cucreme 15O

LI Internal payment (the recipient's account is opened with Bank 131 JSC)
/ BayTpeHHuii matex (cuet momydarens oTKpeiT B AO «bank 131»)

L] External payment (the recipient's account is opened with another credit
institution) / Buenrnuii matex (CYeT moydaresst OTKPBIT B APYTOM
KPEIUTHON OpraHU3aInm)

[ Payments to the budget of the Russian Federation / Ilnarexxu B GromkeT
P®

[J Currency transfer / BamoTHsli iepeBos

/ / 202_/
(Signature) (Full name) (Date)
Seal (if any)
To be filled in by the Bank / 3anoausiercss Bankom
3asiBJIEHNE TIPUHSI 4acoB MHHYT «_ » 20 1.
PaGorHuk baHka, npUHSBIINIA 3asiBICHUE:
/ / «_» 20 T
(TOKHOCTD) (moamuce) (pacmudpoBKa MOAMUCH) (mata)
(pacmmdpoBka momnmcy.)
Paborauk banka, nposepusmmuii I11:
/ / «_» 20 T
(TOIKHOCTD) (ToamHch) (pacmudpoBKa MOAITHUCH) (mata)

(pacmudpoBKa NOAIKUCH. )

OrpaHnyeHus yCTaHOBJIEHBI « _ »
OtBeTcTBeHHBIN pabOTHHK baHKa:

/

20 r. (mpocTaBiseTcs JaTa YCTaHOBKH OTPaHUYEHUM).

/ «_» 20 T

(MOIKHOCTB)

(oamuce)

(pacumudpoBKa MOAMHUCH) o (mata)

! TIpu ucnons3osanuu VPN cepBUCOB, Wil aHOHUMai3epoB OyIeT onpeeNaThes KOHeunslii |P agpec ycTpoiicTsa, ¢ KOTOpPOro
Oynet ocymecTBiéH goctyn B Cucremy JIBO, uTo MokeT moBiiedsb HegocTynmHOCTh CructeMbl JIBO.
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Ipunoxenne Ne8 k PernmamMeHTy AMCTaHIIMOHHOTO
0aHKOBCKOr0 00CITy)KNBaHHUS IOPUINUECKHX JIUIL] 1
MHIUBUAYATbHBIX NpennpuHuMareneii B AO «bank 131» ¢
ucrnonb3oBanreM Cructemsl 15O

AKT
MPHU3HAHUA KJII0YA MPOBEPKH YIEKTPOHHOI MOANMUCH
HOPUINYECKOro JIHIA WU UHAUBUAYAJIbHOI0 MpeAnpUHIMATES
1 o0mMeHa coodmenusimu B cucrteme JIBO AO «bank 131»

I'opon Kazanb « _» 20 roma
AO «bank 131», HMEHYEMOE B najabHeneM bank B JMLe
, JefcTByromero (-ei) Ha
OCHOBaHUHU C OJHOW CTOPOHBI, U , AIMEHYEMBII B
naneHeifmem «Knuent», B nuie , neiictByromero(-eif) Ha

OCHOBaHUHA , C IPyroi CTOPOHBI, COBMECTHO UMEHYeMbIE — «CTOPOHBD», a 110 OTAEIBHOCTU
— «CTOpOHa», COCTaBUIIM HACTOSALINM AKT O HHXKECIIELYIOIIEM:

1. Bmanmenen CepTtuukara ¢ HCIOJNB30BAaHHEM NPOTPAMMHOTO OOECHEUYEHHs, B COOTBETCTBHU C TPEJOCTAaBICHHBIM bBaHKOM
JIUCTPUOYTUBOM, CaMOCTOSATENIFHO CO3Jall KIIIOYH YCHJICHHOW HEKBAJTHM(HIMPOBAHHOW 3JIEKTPOHHOW mnoamucu (maiee - YHOII),
no3Bosistronre Biagensity Ceprudukara moanuckiBath 3nekTponnsie 1okyMeHTe YHOII B Cucreme JIBO AO «bank 131» u nepenan
Banky 3armpoc Ha Bbiyck CepTudukara Kitoda NpoBepKU 3ISKTPOHHON noanucH Jist peructpaiuu B Y1 banka. [pu stom kmou YHOIT
XpaHuTcss W ucnonedyercs Buagenpuem Ceptudukara B cooTBercTBHH ¢ «MHCTpykume#d mo oOecrmedeHu0 HHGOPMAIUOHHON
6e3onacHoctu npu pabdore B Cucreme I6O».

2. Tloamucanume AxTa o3HauaeT B3amMHoe mnpusHaHue YHOII Kimenra ¢ MoMmeHTa perucTpanuu kiroua mpoBepkd YHDIT
Brnanensiia Ceptudukara B peectpe Y noctosepstoriero Llenrpa banka u popmupoBanus cepTudukara.
3. Toamucanue Axrta o3HauaeT, uTo Bnagenen cepruduxara ximoda npoBepku DIl momydun cepTU(UKAT KiIOYa MIPOBEPKH

AJIEKTPOHHO MOAITMCH Ha OyMa)KHOM HOCHTEJIE B COOTBETCTBUH C [IpHIIoyKeHHEM HAcTOSIIEMY AKTY M B 3JISKTPOHHOM BHJIE IIOCPEICTBOM
Cucremsl IO AO «bauk 131».

AO «bauk 131»: /
TMonmcs/@amunus 1.0

Brnanenen ceprudukara /
TMoamucs/Pamunus 1.0
M.II. (mpu HanU4IMK)
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AKT
MPU3HAHUSA KJII0YA MPOBEPKH JIEKTPOHHOI MOANMUCH
OPUINYECKOro JIHIA U UHIUBUIYAJbHOI0
npeAnpuHUMATEIA
JJ1s o0MeHa cooOmenusimu B cucreme JIbO

AO «bank 131»

Kazan

AO «bank 131», nmenyemoe B nanpHeimem bank B muue

JeiicTByromero(-eii) Ha OCHOBaHHU
C OJTHOH CTOPOHBIL, N
nMeHyeMmoe B ganbpHeimeM KimeHr,

B JIUILIE ,
JeicTByoIIero(-eil) Ha OCHOBaHUU
C IPYTO# CTOPOHBL, COBMECTHO HMEHYeMBbIe — « CTOPOHBI», a Mo
oTIeNnsHOCTH — «CTOPOHAY,

COCTaBHJIM HACTOSIIINI AKT O HIDKECIIEIYIOIIEM:

1. Bnanenen  Ceprudukara ¢ HCHOJIB30BaHUEM
IpOrpaMMHOT0  oOecreyeHus, B  COOTBETCTBUH  C
NpeI0CTaBIeHHBIM baHKOM IUCTpUOYTHBOM, CAMOCTOSITEIIHHO
co3mal  KIIOYM  YCWIEGHHOW  HEKBalu(pUIUPOBAHHON
ANEeKTpOHHOH moxmucu (mamee - YHOII), mosBomsromue
Bnameney  Ceprudukata MOOUHCHIBATH  DIICKTPOHHEIC
nokymentsl YHOII B Cucreme JbBO AO «bauk 131» u
nepenan banky 3ampoc Ha Bemmyck CepTudurara Kiroda
MPOBEPKH D3JICKTPOHHOW TOANMUCH sl peructpanuud B Y[
banka. IIpu stom xmou YHOIII xpaHUTCS W UCTOIB3yeTCS
Brnanensuem Ceptuduxara B cOOTBETCTBUHU ¢ «HCTpyKIHeH
mo obecredeHH0 WH(POPMAIMOHHONW 0E30MaCHOCTH MPH
pabote B Cucteme JI6O».

2. [Noamucanne AxTa O3Ha4aeT B3aMMHOE HPU3HAHHUE
YHOII KnueHnra ¢ MOMEHTa perucTpaly KiIouya MpPOBEPKU
YHOII Buanensua Ceptudukara B peectpe
VYnocroepsitomero  Llentpa banka u  QopmupoBaHus
cepTuduKara.

3. Ilongmucanme Akrta o3HadaeT, u4To Biangener
ceprudukara kiaroya mnpoBepku DIl momyumn ceprudukart
KIIF0Ya TPOBEPKH AIIEKTPOHHOH TOANMHUCH Ha OyMakHOM
HOCHTEJIE B COOTBETCTBUH C [IprioxkeHneM HacTosAmeMy AKTy
U B 3JeKTpoHHOM BHIe mnocpenctBom Cuctemsr J[BO AO
«bank 131».

Bank 131 JSC / AO «bauk 131»:

The CERTIFICATE of
recognition of the electronic signature verification key
of a legal entity or individual entrepreneur
for the exchange of messages in the DBO system

of Bank 131 JSC

20___

Bank 131 JSC, hereinafter referred
represented by
acting under
on the one part, and
hereinafter referred to as the Client’s Authorized person
represented by
acting under
on the other part, referred together herein as Parties and
individually as a Party,
have drawn up this Act as follows:

to as the Bank

1. The Certificate Holder, using the software, in accordance with
the distribution package provided by the Bank, independently
created the keys of the Enhanced Non-Certified Electronic
Signature (ENCES), which allow the Certificate Holder to sign
the electronic documents of the ENCES in the System of RBS of
Bank 131 JSC and submitted to the Bank a request for issuing a
Certificate of the electronic signature verification key for
registration in the Bank's UC. At the same time, the ENCES key
is stored and used by the Certificate Holder in accordance with
the "Instructions for ensuring information security when working
in the RBS System".

2. The signing of the Act means the mutual recognition of the
Client's ENCES from the moment of registration of the Certificate
Holder's ENCES verification key in the register of the Bank's
Certification Center and the formation of the certificate.

3. The signing of the Certificate means that the Holder of the
certificate of the electronic signature verification key has received
the certificate of the electronic signature verification key on paper
in accordance with the Annex to this Act and in electronic form
through the RBS System of Bank 131 JSC.

/

Certificate Holder / Bnanenen ceprudukara ;

TTopnucy/@ammms 1.0
Signature/Printed

/

Hoamuce/@amumus 1.0
Signature/Printed
Seal / MLIL. (ipu HajM4KK)
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Certificate:
Data:
Version: 3 (0x2)
Serial Number:
01:01:01:08:01:01:01:0a
Signature Algorithm: gost3410-2012-256 (1.2.643.7.1.1.3.2)
Issuer: C=RU, SP=116 KasaHb, L=KasaHb, O="AO "Bawk 131"", CN="TectoBbii YL, AO"BaHk 131"", Email=ca@l3l.ru,
OGRN=1191690025746
Validity
Not Before: Oct 20 09:51:18 2020 GMT
Not After : Oct 20 09:51:18 2021 GMT
Subject: C=RU, 0O="00O0 "bapbapucka"", T=pgupektop, CN=MNonb3osaTgmb 50 front, STREET="*KasaHb, yn.Hekpacosa, 38"
Subject Public Key Info:
Public Key Algorithm: gost3410-2012-256 (1.2.643.7.1. 1)
Public Key:
pub:

P4:7£:6d:d0:62:22:7d:20:£c:05:bd:7£:£7:

96:26:02:2c:e0:66:9e:54:39:fd:a3:0c:3c:Co:
83:77:d2:75:£5:88:15:46:99:46: :£9:9%e:11:
7d:ad4:40:6a:£5:1a:5¢c:21:38:05:1 v£2:d5:69:
d3:39:e6:e7

Parameters OID: 1.2.643.2.2 1
X509v3 extensions:

Subject Key Identifier:
cc:a7:0a:£f0:04:09:d6

Authority Key Identifier:
keyid:a6:7a:61:07:27:b

6:e0:12:15:a2:01:a6:ca:1b:2d:20:22
Fip:6b:d1l:£4:9¢c:02:9b:d2:e4:7a:49:04:2e:a8

Key Usage:
Digital Signa@, Non Repudiation, Key Encipherment, Data Encipherment, Key Agreement
Extended Key Usage:

TLS Web Client Authentication

E-mail Protection

Signature Algorithm: gost3410-2012-256 (1.2.643.7.1.1.3.2)
b8:d5:9d:2f:8e:2f:al:7e:5b:4c:de:5a:f6:cb:a9:2f:c4:d2:
86:53:a6:96:0f:db:c3:02:7d:cf:ca:82:ae:0b:71:b7:c3:4f:
19:29:e3:11:05:7¢c:9d:b3:60:1e:50:e0:71:aa:6£:5b:5f:d1l:
08:3e:87:3a:8d:93:4b:71:0b:£f2

AO «bauk 131»: /
TMonmcs/@amunus 1.0

Brnanenen ceprudukara /
TTonnucs/@amunus U.0
M.II. (npu HanU9INK)
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[Mpunoxenne Ne9 k PerinamenTty AuCTaHIIMOHHOTO
0aHKOBCKOr0 00CITy)KNBaHHUS IOPUINUECKHX JIUIL] 1
MHIUBUAYATbHBIX NpennpuHuMareneii B AO «bank 131» ¢
ucrnonb3oBanreM Cructemsl 15O

AKT
NPU3HAHMSA KJII0YA MPOBEPKH MOOUJILHOM MOAMMCH
1 o0mMeHa coodmenusimu B cucrteme JIBO AO «bank 131»

I'opon Kazans «_» 20__ropa
AO «bank 131», HMeHyeMoe B IalbHENIIIEM Bank B JIALE
, JercTByomero( -ei) Ha
OCHOBaHHUH C OJHOW CTOpPOHEI, H , UMCHYEMBIH B
nanpHelmeM «KimmeHT», B JIHIEC , HOeWictByromero(-ei) Ha
OCHOBaHHUH , C APYTOH CTOPOHBI, COBMECTHO UMEeHYeMbIe — K CTOPOHBD», a 10 OTJAEIFHOCTH

— «CTopoHay, COCTAaBHIN HACTOAMIMN AKT O HHXKECTIEeIyIOIEeM:

Bnamenenn xmoga MoOHIBHONH TOAMUCH C HCMOJB30BAHHEM IPOTPAMMHOIO OOecledeHUs, B COOTBETCTBHU C
Npe0CTaBICHHBIM baHkoM AUCTPHOYTHBOM, CAaMOCTOSTEIBHO IPOBEN aKTHBALMIO KiIt04a MOOWIBLHOM MOANUCH, TTO3BOJIAIOMINN
Bnageneiy noanuceiBath dnekTpoHHble N0KyMeHTB B Cucteme JJbO AO «bank 131». Ilpu sTom ximrou MoOHIBEHON TOATUCH
XpaHUTCs Ha cepBepe baHka W wucmosb3dyercss BrnajenblieM Kio4ya B COOTBETCTBHM ¢ «MHCTpykuueld mno oOecneyeHuto
nHPOPMAMOHHON Oe3omacHocTH npu padote B Cructeme JJBO».

Bnanenen kitoua npoBepku 3iekTpoHHou nognucu: UBanoR UBan UBaHoBMY
Opraamsanusa: OO0 «Jly4ymas KOMIaHUD» @‘

Howmep norosopa 06 OI1: 260853

Wnentndukarop kiroua: ADBCDEFG1234567890')5ADBCDEFG1234567890X

[MpencraBnenne Kiroya MpOBEPKH MIEKTPO, O]X‘IOZ[HI/ICI/I B IIECTHAII[ATEPUIHOM BHJIC:
XYXY 1234 XYXY 1234 XYXY 1234 XWXY 1234 XY XY 1234
XYXY 1234 XYXY 1234 XY XY 12@(YXY 1234 XYXY 1234
XYXY 1234 XYXY 1234 XYX 34 XY XY 1234 XYXY 1234
XYXY 1234 XYXY 1234 XY XY 1234 XYXY 1234 XYXY 1234
XYXY 1234 XYXY 1234 XYXY 1234 XYXY 1234 XYXY 1234

AO «bank 131»: /
ITonnucs/@amunus 1.0

Brnanenen ceptudukara /
Moamcs/®@amumus 1.0
M.IL. (npu HamU4YUK)
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Annex 9 to the Regulations on Remote Banking
Service in the ‘Banking App’ system for Bank 131 JSC
Corporate Clients and individual entrepreneurs

The CERTIFICATE of
recognition of the mobile signature verification key
for the exchange of messages in the DBO system

of Bank 131 JSC
Kazan _ 20
Bank 131 JSC, hereinafter referred to as the Bank represented by acting under
on the one part, and hereinafter referred to as the Client’s Authorized person represented
by acting under on the other part, referred together herein as Parties and

individually as a Party, have drawn up this Act as follows:

The mobile signature key Holder, using the software, in accordance with the distribution package provided by the Bank,
independently activated the Mobile Signature key which allow the Holder to sign the electronic documents in the System of
RBS of Bank 131 JSC. In this case, Mobile Signature key is stored on the Bank's server and used by the key Holder in
accordance with the "Instructions for ensuring information security when working in the RBS System".

The Holder of the electronic signature verification key: Ivanov lvan Ivanovich
Company: Best Company LLC

Electronic signature Agreement number: 260853

Key identifier: ADBCDEFG1234567890XADBQ§FG1234567890X
Representation of the electronic signature Y&catlon key in hexadecimal form:
XYXY 1234 XYXY 1234 XYXY 1234 Y 1234 XY XY 1234

XYXY 1234 XYXY 1234 XY XY 1234 XY XY 1234 XYXY 1234

XYXY 1234 XYXY 1234 XY XY 1234 XY XY 1234 XYXY 1234

XYXY 1234 XY XY 1234 XYXY 1234 XY XY 1234 XYXY 1234
XYXY 1234 XY XY 1234 XYXY 1234 XYXY 1234 XYXY 1234

Bank 131 JSC: /
Signature/Printed

Certificate Holder /
Signature/Printed
Seal (if any)
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