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1. TEPMHHBI U OIIPEJAEJIEHUSA

B Hacrosmem PeriameHte —IHCTaHLIHOHHOTO
0aHKOBCKOTO  OOCIMY>XMBaHUS  IOPHAWYECKHX  JIWII,
WHIMBUAYATBHBIX NpENNpUHUMATENeH, GU3NUECKIX JIHII,
3aHMMAIOIUXCS B YCTAHOBJIEHHOM 3aKOHOJATEECTBOM
Poccuiickoit denepaiuu nNopsaKe YaCTHOM MPaKTUKOU B
AO «bank 131» ¢ wucnons3oBanuem Cuctemsr J[bO
Faktura.ru (manee - PermameHT) UCTIONb3YIOTCS TEPMHUHBI U
ompezeneHus, yka3aHHble B llpaBmiax KOMITIEKCHOTO
0aHKOBCKOTO  OOCHMY>XMBaHUS  IOPUAWYECKHX  JIHII,
WHIMBUAYaTBHBIX TPEANPUHIMATENCH, GU3NUECKUX JIHIL,
3aHUMAIOUINXCS B YCTaHOBJIEHHOM 3aKOHOJATEIbCTBOM
Poccuiickoit denepanuu nopsake 4aCTHOM MPAKTUKON B
AO «bank 131» (M mpWIOKEHUSX K HUM), Janee —

[IpaBuna, ecnm WHOE HE YKa3aHO B HACTOSIIEM
Pernamenre.
AyTtenTu(UKAUMOHHbIe JaHHble — Jlorus,

[Tapons, a Takxke WHBIe JaHHble KimeHTa, HCHONb3yeMble
st noctyna B Cuctemy [B0O.

AkkKpeauTanmusi — IpefocTaBieHHe baHkom
Bo3MokHOCTH Kinenty ob6cnyxuBarbest B Cucteme J1BO ¢
nenpio oOMeHa umHpopMaier u DJ] B COOTBETCTBHU C
IpaBunamu Cepsuca Faktura.ru.

Be0-npuiioxkenue — BeO-TIpHIIOKEHNE
«uTepHer-0ank», mpenocrapisiomee KiueHty w/uinm

Y0IHOMOYEHHOMY [IpencraBurento Kanenra
BO3MOXKHOCTh yNAIEHHOTO JIOCTyma K (yHKIIHOHATY
Cucrtemst J15O.

Baapgesen KBAJIM(PUIMPOBAHHOTO

ceprupukara KIOII @OHC - KimeHt, KoTOpOMy
YaocroBepsitomum  1ieHTpoM  DHC  Poccum  BeImaH
KBaJM(PHUIMPOBAHHBIA cepTH(UKAT KiI0Ya TPOBEPKH
KBaJTM(PULIMPOBaHHOW 3ieKkTpoHHON mnoamucu PHC nu
KOTOpOE BiasieeT cooTBeTCTBYOMUM Kirouom KOIT OHC,
MO3BOJISIOIIMM C TMIOMOIIBIO CPEJCTB KPUITOTpaduiIecKoit
3ammTel  MHpopMammy, ceprudunupoBaHHeix  DCh
Poccun, co3maBaTh KBaIM(PUIUPOBAHHYIO 3JIEKTPOHHYIO
MOANMCH B OJEKTPOHHBIX TOKYMEHTaX (IOJIMUCHIBATH
DJEeKTpOHHBIE JIOKYMEHTHI), a TaKKe paciupoBbIBATH
ONeKTpOHHBIE JTOKYMEHTBI, aJpecoBaHHbIC Bnanenbily
kBannpumpoBanHoro ceprudukara KOIT GHC.

Baapenen Cepruduxara KiI04a NPOBEPKH
3J1eKTPOHHOH  moamucH  —  (QU3MYECKOoe  JIUIO
(Ynonnomouennsiii IIpencraButens Kimenrta), Ha wums
KOTOPOIo Y nocToBepstonm LEHTPOM BbIJIaH

Ceptudukar ximoua npoBepku DIl u koTopoe BiageeT

11.LIST OF APPENDICES 36

1. TERMS AND DEFINITIONS

The terms and definitions specified in the
Comprehensive Banking Services Rules for legal
entities, individual entrepreneurs, and individuals
engaged in private practice at Bank 131 JSC in
accordance with the legislation of the Russian
Federation (and its appendices), hereinafter — the Rules,
shall apply in the Regulation on Remote Banking
Services for legal entities, individual entrepreneurs, and
individuals engaged in private practice at Bank 131 JSC
in the manner established by the legislation of the
Russian Federation using Faktura.ru RBS System
(hereinafter — the Regulation), unless otherwise
stipulated in this Regulation.

Authentication Data are Login, Password, and
other Client’s data used to access RBS System.

Accreditation is enabling the Client by the
Bank to be serviced in the RBS System for the purpose
of exchanging information and electronic documents in
accordance with the Faktura.ru Service Rules.

Web Application is Online Bank web
application that provides the Client and/or the Client's
Authorized Representative with remote access to the
functionality of the RBS System.

Holder of the Qualified Certificate of
Quialified Electronic Signature of the Federal Tax
Service is a Client who has been issued a Qualified
Electronic Signature Verification Key Certificate of the
Federal Tax Service by the Certification Authority of
the Federal Tax Service of Russia and who holds the
corresponding Qualified Electronic Signature of the
Federal Tax Service Key, which allows the creation of
a Qualified Electronic Signature in Electronic
Documents (signing Electronic Documents) and the
decryption of Electronic Documents addressed to the
Holder of the Qualified Certificate of Qualified
Electronic Signature of the Federal Tax Service by
means of data cryptographic protection facilities
certified by the Federal Security Service of the Russian
Federation.

The Holder of the Electronic Signature
Verification Key Certificate is an individual (the
Client's Authorized Representative) in whose name the
Certification Authority has issued an ES Verification



cootBercTBytomM Kimrogom JII, mo3BonsomuM ¢
romMotbio cpeactB D11 co3maBarh DIMEKTPOHHYIO TOIITHUCH
B DNEKTPOHHBIX JIOKYMEHTaX (moanuckHIBaTH
ONEeKTPOHHBIC JOKYMEHTHI).

HNMuTOBCTABKA — TIOCIENOBATEIHHOCTh JAHHBIX
(UKCUPOBaHHOW JJMHBI, BBIYUCICHHAST Ha OCHOBE
COOOIIEHUSI M CEKPETHOrO (CHMMETPUYHOr0) KIHYa C
Ienpio  obOecreueHnss  BO3MOXKHOCTH — OOHAPYIKEHHS
moaMeHsl n/unu umutaruu IIpoctoro BJ1. Ilo3Bomser
obecnieunTs 11es10cTHOCTH [IpocToro /1.

KBanupuuupoBanubiii  ceprudukar Kjioua
npoBepku KIII ®HC (KC K3II ®HC, Cepruduxar
K3II ®HC) — ceprudukart kimtoya nposepku KIIT ®HC,
COOTBETCTBYIOIIMI  TpPeOOBaHUSAM,  YCTAaHOBJICHHBIM
OenepanpabiM  3ak0HOM 0T 06.04.2011 Ne63-d3 «O6
ANIEKTPOHHOM moanucuy (nanee — «3akoH 00 ICKTPOHHOM
MOJIMCU») U UHBIMU MPUHUMAEMBIMA B COOTBETCTBUH C
HAM HOPMATHUBHBIMH TPABOBBIMH aKTaMH, CO3JaHHBIN
Vnocrosepsromnium rearpom @HC Poccuu.

KpamupuuupoBanHass 3JIeKTPOHHAsI MOAINUCH
®HC (K3II ®HC) - »uekTpoHHas MOJIIHUCH,
KBaJM(PHUIUPOBAHHBIH  cepTHUKAT KOTOpOW  BBIJaH
Kinenty VY nocrosepsitonium neatpom ®HC Poccun.

KauneHr - oopumnyeckoe nuio (3a HCKIIOYCHUEM
KpPEIUTHBIX opraHmzanui), WHIVBUYaJIbHBII
MpenpUHUMATENb, (PU3NIECKOe JIUI0, 3aHUMArOIIeecs B
YCTaHOBJICHHOM 3aKOHOIATEIbCTBOM Poccuiickoi
Qdenepanny MOpPAIKEe YACTHOM TNpPaKTHKOW, obiamaroriee
MOJTHOM TIPaBO- W JIe€CIOCOOHOCTHIO, OOpaTUBIIEeCS B
Bank B CcOOCTBEHHBIX HHTEpecax, KoTopoMy baHk
OKa3bIBaCT YCIYry Ha pPa30BOM OCHOBe JHOO KOTOpPOE
MPUHUMAETCS. Ha OOCIy)XHBaHWE, IMPEIIOJIararIee
JUISIIIMICS XapakTep OTHOUIEHUHM, MPU OCYIIECTBICHUU
0aHKOBCKHMX OIEpalliii U JIPYrHX CHCJIOK, YKa3aHHBIX B
ctarbe 5 DenepanbHoro 3akoHa "O OaHKax u 0aHKOBCKOI
JesATeIbHOCTH", B paMKax 3aKIl4eHHoro ¢ baHkom
Horoeopa [Ipoaykra, mpeaycMaTpHBAIOIIEIO OOMEH
ONEeKTPOHHBIMA JOKYMEHTAMH, W TPUCOCAUMHUBINECECS K
[IpaBunam.

Koy mnpoBepku DjeKTPOHHOH mOAMUCH -
YHUKaJIbHAS MTOCIIeI0BATEIFHOCTh CUMBOJIOB, OJTHO3HAYHO
cBszaHHass ¢ Kirouom DneKTpoHHOM moamucH U

NpelHa3HadeHHasd Uil NPOBEPKH  IMOJIMHHOCTH
YCUJIIEHHOU HEKBTM(UIIUPOBAHHOM ONeKTPOHHOM
HOATINCH.

Kuou K311 OHC - YHUKAJIbHAs

MIOCJIEIOBATEIFHOCTh CHMBOJIOB, IIPEIHA3HAYCHHAS IS
co3manusg KOIT ®HC.

Karou mposepkn KIII ®PHC - yHuHKampHas
MOCIIEZI0BATENEHOCTh CHMBOJIOB, OJHO3HAYHO CBSA3aHHAS C
kimouoM KOII ®HC u npenHazHadeHHas i MPOBEPKHU
nognuaHocTH KOIT OHC.

Key Certificate and who holds the corresponding ES
Key, which allows the creation of an Electronic
Signature in Electronic Documents (signing Electronic
Documents) using ES tools.

Message Authentication Code is a fixed-
length data sequence calculated based on a message and
a secret (symmetric) key to ensure the detection of
Simple ED substitution and/or imitation. It ensures the
integrity of a Simple ED.

Qualified Verification Key Certificate of
Quialified Electronic Signature of the Federal Tax
Service (QC QES FTS, QES FTS Certificate) is a
Verification Key Certificate of Qualified Electronic
Signature of the Federal Tax Service that meets the
requirements established by Federal Law No. 63-®3
"On Electronic Signatures” dated 06/04/2011,
(hereinafter referred to as the "Electronic Signature
Law") and other regulatory legal acts adopted in
accordance therewith, created by the Certification
Authority of the Federal Tax Service of Russia.

Quialified Electronic Signature of the Federal
Tax Service (QES FTS) is an electronic signature,
which qualified certificate is issued to the Client by the
Certification Authority of the Federal Tax Service of
Russia.

Client is a legal entity (excluding credit
institutions), individual entrepreneur, or individual
engaged in private practice in the manner established by
the legislation of the Russian Federation, possessing full
legal capacity, who has applied to the Bank in his/her
own interests, to whom the Bank provides a service on
a one-time basis, or who is accepted for services
implying an ongoing relationship, by performing
banking operations and other transactions specified in
Article 5 of the Federal Law "On Banks and Banking
Activities," under a Product Agreement concluded with
the Bank, providing for the exchange of Electronic
Documents, and who has acceded to the Rules.

Electronic Signature Verification Key is a
unique sequence of characters, uniquely linked to the
Electronic Signature Key and used to verify the
authenticity of an enhanced unqualified Electronic
Signature.

Key of the Qualified Electronic Signature of
the Federal Tax Service is a unique sequence of
characters used to create the Qualified Electronic
Signature of the Federal Tax Service.

Verification Key of the Qualified Electronic
Signature of the Federal Tax Service is a unique
sequence of characters, uniquely linked to the Key of
the Qualified Electronic Signature of the Federal Tax
Service and used to verify the authenticity of the



Kmou Daexrponnoii moamucu (Kmou 3III) -
YHUKaJIbHAS MOCJIEIOBATEIBHOCTD CHUMBOJIOB,
npeaHa3HayeHHas JUTSt CO3JaHus YCUJIIEHHOU
HEKBATU(UITUPOBAHHON DJIEKTPOHHOM MOMAIHUCH.

Kommnpomeranmusa kmwoya KOOI @®HC -
Hapymenne koH(uaeHmmanpbHOCTH Kitowa KDOII ®OHC,
KOHCTaTauus Bnanensuem KBATH(UITUPOBAHHOTO
ceprupukara KBII @OHC  obOcrosTenscTB, WM
HACTYIUICHHE OOCTOATENHhCTB, MPH KOTOPBIX BO3MOXKHO
HECaHKITMOHHPOBaHHOE Hcmoib3oBanue Kiroga KOII
OHC HeynonHOMOYEHHBIMU JUIaMu. JledcTBusS mpu
kommpometarun KOOI OHC  permameHTHpYIOTCS
HOPMAaTHUBHBIMH U MHCTPYKTHBHBIMH noKymeHTamMun OHC
Poccun.

Komnpomeranusi JJIeKTPOHHOH MOANMCH —
HaJIMYUe OCHOBAHWYU TOJIAraTh, YTO JOBEPHE K TOMY, UTO
WCTIONb3YyeMble KITIOUW/CpeicTBa DICKTPOHHON IMOJIIHCH,
AyTeHTH(UKAMOHHbIE JaHHBIE, AOOHEHTCKHH HOMeEp
u/unu caMyd ODJEKTPOHHBIE TMOANKMCHA WM WX HOCUTEIH
yTpaueHBl/IOCTYITHBl HEYIOJHOMOUYEHHBIM JTUIIAM/MOTYT
OBITH MCTIOJIb30BaHbI 0€3 COTNIacHs YIOTHOMOYEHHBIX JIUII.
K  coObrtmsaM, cBs3anHeiM ¢ Kommpomeranmeit
ONEKTPOHHOW MOANUCH, OTHOCATCA, BKJOYas, HO HeE
OTpaHUYMBAsCh, CIETyIOIINE:

e yTpata (QYHKIMOHAJIBHBIX KIOYEBHIX HOCHTENEH, C
MTOCIIEAYIONTUM OOHApYKEHHEM WA 0e3 TaKOBOTO;

e HapylIeHWE MpPaBWJ XpPaHEHUS, HCIOIB30BAHHUA MU
YHUYTOXKEHUS (B TOM YHCIIE TIOCIE OKOHYAHUS CPOKa
JIEHCTBUS) KJIIo4a ONEKTPOHHOU HOIIHUCH
(ycuneHHO# HEKBATM(UIIMPOBAHHOH );

e yTeps, mepegada W/WIHM MPeNoCTaBICHHEM JOCTyIa
HEYTOJTHOMOYEHHBIM TPETHUM JIMIIaM K amlmapaTHBIM
cpeacTBaMm (B TOM YKCIie MOOMIIBHBIM TeJie(hOHAM HITH
uHBIM) W/ SIM-kapte ¢ AGOHEHTCKUM HOMEPOM,
B TOM YHCI€ KOTOPBIA UCHONB3yeTCs NS
HarpaBleHus Pa3zoBoro mapois;

e Hanmuuue noao3peHuid, uro Kirou D11 cran uzBecteH
HEYTOJTHOMOYEHHBIM TPETHUM JIHIIAM;

e BO3HMKHOBEHHE ITOJ03PEHHI Ha YTEUKY HH(OPMAITUU
WM €€ UCKa)KEHUE;

®  HECAHKIIMOHMPOBAHHOE KOITUPOBaHHE WA
MOJIO3pEHNE Ha KONMpoBaHHWE PazoBoro mapois,

(YHKIIMOHAIBEHOTO KITIOYEBOTO HOCHTEJI,
anmapatHoro cpeiacrea  w/mim - SIM-kapTel ¢
AOGOHEHTCKUM HOMEPOM;

o MPEKpaIcHmue MOTHOMOYHUN 501051 YBOJIbHCHUEC

YIIOJIHOMOUYEHHBIX JIML, UMEIoIHX JocTyn K Kimouy
Il u(umm) Cucreme /1BO;

e CiyyaW, KOTJIa HEJIb3sl IOCTOBEPHO YCTaHOBHUTH, YTO
OPOM30LII0O € HOCHTENSAMH,  COJIEPKAaIlUMH

Qualified Electronic Signature of the Federal Tax
Service.

Electronic Signature Key (ES Key) is a
unique sequence of characters used to create an
enhanced unqualified Electronic Signature.

Compromise of the Key of the Qualified
Electronic Signature of the Federal Tax Service is a
breach of confidentiality of the Key of the Qualified
Electronic Signature of the Federal Tax Service, the
recognition of circumstances by the Holder of the
Qualified Certificate of Qualified Electronic Signature
of the Federal Tax Service, or the occurrence of
circumstances that allow unauthorized use of the Key of
the Qualified Electronic Signature of the Federal Tax
Service by unauthorized persons. Actions in the event
of a compromise the Qualified Electronic Signature of
the Federal Tax Service are regulated by regulatory and
instructional documents of the Federal Tax Service of
Russia.

Compromise of an Electronic Signature —
The existence of grounds to believe that the trust in the
electronic signature keys/tools, authentication data,
subscriber number, and/or the electronic signatures
themselves or their carriers has been compromised,
lost/accessed by unauthorized persons, or may be used
without the consent of authorized persons. Events
related to the compromise of an electronic signature
include, but are not limited to, the following:

e Loss of functional key carriers, with or without
subsequent discovery;

o Violation of the rules for storage, use, and
destruction (including after expiration) of the
electronic signature key (enhanced unqualified);

e Loss, transfer, and/or provision of access to
unauthorized third parties to hardware (including
mobile phones or other devices) and/or SIM cards
with a subscriber number, including those used for
sending a One-Time Password;

o Suspicion that the Electronic Signature Key has
become known to unauthorized third parties;

o Suspicion of information leakage or distortion;

e Unauthorized copying or suspicion of copying of
Static and/or One-Time Passwords, functional key
carriers, hardware, and/or SIM cards with a
subscriber number;

e Termination of authority or dismissal of authorized
persons with access to the Electronic Signature
Key and/or RBS System;

e Cases where it is impossible to reliably determine
what happened to the carriers containing key
information (including cases where the carrier has
malfunctioned, and it cannot be conclusively
disproven that this occurred as a result of
unauthorized actions by third parties, or other
types of disclosure of key information).



KJIOUYeBYI0 HH(pOpMaIuio (B TOM YHCIE CIIyYaw,
KOT/Ia HOCHUTENb BBIIIEN U3 CTPOS U JI0Ka3aTeIbHO He
OTIPOBEPTHYTa BO3MOXHOCTb TOTO, YTO NAHHBIA (hakT
MPOM3OIIETT B PE3ybTaTe HECAHKIIMOHUPOBAHHBIX
NEeHCTBHI TPETHUX JIWI, APYTHUE BUABI Pa3TiamlieHUs
KITFOUEBOW MH(POPMAITUH).

KopnoparuBnasi undopMaunuoHHasi cucrema
«BeSafe» (KHC «BeSafe») — cucrema, oprannzoBaHHast
3aKpBITEIM aKIIHOHEPHBIM 001IecTBOM «LenTp Lndpossix
Ceptuduxaros» (MHH 5407187087) u npeacrapistomias
c000¥ COBOKYITHOCTB TPOTPAMMHOT0, HH(POPMAITHOHHOTO
U armapaTHOro 00eCTIeUeHHs, peaTn3yIOIIast SJIeKTPOHHBIT
nokymeHToo6opor B Cucreme JIBO B cOOTBETCTBUM C
«IIpaBunamu 3JIEKTPOHHOTO JIOKYMEHT0000poTa
KOpPITOpaTHBHOM HH(pOPMaIMOHHON cucTeMbl «Besafe,
pasMelieHHelM B cetd  MHTepHeT 1o  ajmpecy:
www.besafe.ru.

Jlorun — yHUKanmbHas  TOCIEIOBATEIHHOCTH
CHUMBOJIOB, COCTOSIIAsl W3 JIATHHCKUX OykB u mudp,
KOoTopast MO3BOJISIET Banky OJIHO3HAYHO
naeHTuGpuIrpoBaTh (ycTaHOBUTH)
Kmuenta/Ynomnomouennoro I[lpencrasurenss Knmenta
npu goctyne u pabore B Cucreme 1BO.

MobunabHas MOANUCH TEXHOJIOT U4,
MO3BOJIAIONIAs 00ecTIeuynBaTh ENOCTHOCTH [IpocThix D1 ¢
MTOMOIIbIO peanuzanuu MeXaHHU3Ma YCTaHOBKHU
UmuroBcraBkn Ha [lpocroit 3/ Ha MoOHIBHOM
ycrpoiictBe/ Kitnenrta/Ynonnomouentoro IpencraBurers
Kiuenra.

Mo6unabHOe TNpHIOKeHHWe —  [POTrpaMMHOE
obecniedeHue Il MOOMIIBHOTO ycTpolicTBa (cMaprtdoHa,
wianmera, QyHKIHOHUpYtomiero Ha cucteme Android),
paspaboranHoe bankom wunum 1o mopydenuto banka
TPETbUMH JIMIIAMH, TpejocTaBisitoniee Kimenty w/mim
Y0IHOMOYEHHOMY [IpencraBurento Kinuenra
BO3MOXKHOCTh yNAIEHHOTO JOCTyma K (YHKIIHOHATY
Cucremsl [1bO. MoOWIbHOE TPHIOKEHUE COIAEPKUT
anemenThl CK3U, obecneunBaromniecs Ha ctopoHe KUC
«Besafex.

OTtBercTBeHHBIHl padoTHHK — paboTHHK banka,
VIOJHOMOYEHHBI Ha TIPOBEJCHHE HICHTU(PHUKAIINU
Kinuenra u ero VYmnomHomoueHHoro IlpencraBurens, a
Takxe Ha npueMm oT KimeHTa TOKyMEHTOB, B TOM YHCIIE
3asBI€HUM  OT  YmnoinHoMo4eHHBIX IIpencraBureneit
Knuenra, B nensix peructpanuu, NpeAoCTaBIeHUs JOCTya
u wucnonb3oBanuss Cucrembr JBO Kimentom u ero
ynonmHoMo4ueHHbIMH [IpencraBurensimu.

Omnepatop — 3akpbIToe aKIHOHEPHOE OOIIECTBO
«BUIMHTOBBIH LUEHTP» (MHH 5401152049),
OCYIIECTBIISIIOIIee NHPOPMAITUOHHOE W TEXHOJIOTUIECKOEe
B3aumozencTerue Mexay bankom n KinumeHToMm B pamkax
JUCTAaHIIMOHHOTO OaHKOBCKOI'O OOCIY>KHBAHHS COTJIACHO
[IpaBunam cepBuca «FAKTURA.RU» (pa3MemnieHHBIM B
cetu Uurepner mo azapecy: www.faktura.ru). B
tepmunonoruu  [Ipasun KHUC «BeSafe» Omnepatop
umenyetcs Oprannzatopom Cepsuca Faktura.ru.

BeSafe Corporate Information System
(BeSafe CIS) is a system that is organized by the Digital
Certificate Center Closed Joint-Stock Company (INN
(Taxpayer Identification Number 5407187087) and
represents a combination of software, information, and
hardware that implements electronic document
management in RBS System in accordance with the
"Rules for Electronic Document Management of BeSafe
Corporate Information System" at www.besafe.ru.

Loginis a unique sequence of characters
consisting of Latin letters and numbers, which allows
the Bank to uniquely identify (establish) the Client /
Authorized Representative of the Client when accessing
and working in RBS System.

Mobile signature is a technology that ensures
the integrity of simple ED by implementing a
mechanism for installing a Message Authentication
Code on a simple ED on the mobile device of the Client
/ Authorized Representative of the Client.

Mobile Application is a software for a mobile
device (smartphone, Android tablet), developed by the
Bank or by third parties on behalf of the Bank, providing
the Client and/or the Client's Authorized Representative
with remote access to the functionality of RBS System.
The Mobile Application contains elements of the
cryptographic information protection system provided
on Besafe CIS side.

Responsible Employee is a Bank employee
authorized to identify the Client and its Authorized
Representative, as well as to accept documents from the
Client, including Applications from the Authorized
Representatives of the Client, for the purpose of
registration, granting access, and use of RBS System by
the Client and its Authorized Representatives.

Operator is Billing Center Closed Joint-Stock
Company (INN (Taxpayer Identification Number)
5401152049), which facilitates information and
technological interaction between the Bank and the
Client within the framework of remote banking services
in accordance with FAKTURA.RU Service Rules
(available at www.faktura.ru). For the purposes of
BeSafe CIS Rules, the Operator is referred to as
Faktura.ru Service Organizer.

EDI Operatoris an electronic document
interchange operator (different from Billing Center
JSC) that meets the requirements approved by Order
No. EJI-7-26/546@ of the Federal Tax Service of


http://www.besafe.ru/
http://www.faktura.ru/
http://www.besafe.ru/

Oneparop 31O - omepatop 3JIEKTPOHHOTO
noKyMeHToo0opoTa (oTmmuHbI 0T 3A0 «BUITHHTOBBIN
LEHTPY), COOTBETCTBYIOIIHIA TpeOOBAHUSM,
yrBepxkaeHHbIM [Ipukazom ®HC Poccunm ot 08.06.2021 N
EN-7-26/546(@ «O06 ytBepxaeHnn TpeOoBaHWi K
OlepaTopy  DJEKTPOHHOIO  JOKYMEHTOOOOpOTa», H
OCYIIECTBISIIOIIMI  AEATENBHOCTh 1O  O0ECIEYEeHHIO
ANIEKTPOHHOTO JOKyMEHToOoOOpoTa Mexay bankom u
Kmuentom uepes CUCTEMY AIIEKTPOHHOTO
nokyMmeHnToobopota Omneparopa /0.

Hoareepxaenune mnomtuaHocTH KIII ®HC B
JJIeKTPOHHOM JokyMeHTe (mpoBepka KOJII ®HC

MOKYMEHTA) — TIOJIOKHUTEIBHBIN pPE3ybTaT IMPOBEPKHU
MIPUHAIIICKHOCTH DJIEKTPOHHON TTOITUCH B DJICKTPOHHOM
JIOKYMEHTE Bnagensiry KBTH(UITUPOBAHHOTO

ceprudpukara KOII ®HC u OTCYTCTBUS HCKaKEHUI B
JAHHOM OJJEKTpOHHOM JokyMmeHTe. IloaTBepikaeHue
noguHHocTH  KOII OHC  1nomkHO OCYLIECTBISATHCS
COOTBETCTBYIOUINM CPEJICTBOM OJIEKTPOHHON MOAMMCHU C
ucnonb3zoBanueM KC KOII.

IIapoar — cexkpeTHas IOCIENOBATENBHOCTD
CHMBOJIOB, KOTOpast M3BECTHA TOJBKO
Kiuenty/YnonmHomoueHHOMy mpezncraBurento KomeHrTa,
npu ucnoias3oBanuu [1311.

IIpocroii 3nexkTpoHHBIl AokymeHT, IIpocroii
IJ1 - TOKyMEHT, B KOTOpOM WH(pOpMALUs IIPEICTaBICHA B
anekTpoHHO# ¢opme, nmopnucanubiil [1311. Ilpoctoit D/
CUHUTACTCs IIOAIIMCAaHHBIM KJ'II/IeHTOM, €CJIK OH COACPIKUT
1311, mpuHagnexantyo Knuenry.

IIpocrasi 3nexkTponHas moamuch, DI —
3JIEKTPOHHAS MOAMKUCH, C TOMOIIBI0 KOTOpbIX KitneHT
noanuceiBaeT IIpocTeie ANEKTPOHHBIE JTOKYMEHTBI
nyreM BBoja PasoBoro maponst B MoOuiabHOM
NPWIOKEHUA C  HCHOJIB30BAHUEM  TEXHOJIOTUHU
MoOWIBHOM TTOATHICH.

Pa3zoBblii maponb — yHUKaNbHBIA HabOp CHMBOJIOB,
ucnionszyemblit s moxmucanus 1IOI1 Tlpoctoro 31/
rpynmsl [Ipocteix O/1, a Takxke AT COBEPIIEHUS WHBIX
NeNCTBUH, IpeycMOTpeHHBIX B pamkax Cucremst J[BO.

Perucrpanus KBATU(UIMPOBAHHOTO
ceprupukara kiaw4ya npoepku  KIII  ®OHC
(Peructpanmus KC KJII ®HC) — ocymecTiasemas
bankom mponenypa peructparmun B Cucreme JbO
Brnanensua xBanmmpUIMPOBAHHOTO cepTUHKATa KiI0ua
npoepkn  KOII ®HC, noszBosdromas mnpenocTaBUTh
Bnagensiyy kBanupuimpoBanHoro cepruduxara KOIT
®HC npasa Ha MOAMUCAHKUE JJIEKTPOHHBIX TOKYMEHTOB OT
nMmenu Kimenra.

Russia "On Approval of Requirements for Electronic
Document Interchange Operators” dated 08/06/2021
and carries out activities to ensure electronic document
interchange between the Bank and the Client through
the EDI Operator’s system.

Confirmation of the authenticity of the
Qualified Electronic Signature of the Federal Tax
Service in an Electronic Document (verification of
QES FTS document) is a positive result of verification
that the Electronic Signature in the Electronic
Document belongs to the Holder of the Qualified
Certificate of the Qualified Electronic Signature of the
Federal Tax Service and that the Electronic Document
is free of distortions. Confirmation of the authenticity of
the Qualified Electronic Signature of the Federal Tax
Service should be performed using the appropriate
Electronic Signature tool using the Qualified Certificate
of the Qualified Electronic Signature.

Password is a secret sequence of characters
known only to the Client / Authorized Representative of
the Client using SES.

Simple Electronic Document, Simple ED is a
document containing information in electronic form,
signed by a SES. A Simple ED is considered signed by
the Client if it contains SES belonging to the Client.

Simple Electronic Signature, SES is an
electronic signature used by the Client to sign
Simple Electronic Documents by entering a One-
Time Password in the Mobile Application using
Mobile Signature technology.

One-Time Password is a unique set of
characters used to sign a Simple ED/group of Simple
ED by SES, as well as to perform other actions provided
for within the RBS System.

Registration of a Qualified Verification Key
Certificate of Qualified Electronic Signature of the
Federal Tax Service (QC QES FTS Registration) is
the procedure performed by the Bank to register the
Holder of a Qualified Verification Key Certificate of
Quialified Electronic Signature of the Federal Tax
Service in the RBS System, which grants the Holder of
a Qualified Verification Key Certificate of Qualified
Electronic Signature of the Federal Tax Service the right
to sign electronic documents on behalf of the Client.

Electronic Signature Verification Key
Certificate is the electronic document issued by the
Certification Authority or by an agent of the
Certification Authority and confirming the ownership of



CepTH(uKAT KJII0Ya NPOBEPKH 3JIEKTPOHHOM
MOANMUCH — DJIEKTPOHHBIM  JOKYMEHT, BBbIJIaHHBIN
Y nocroBepsronm LIEHTPOM 6o areHToM
VYaoctoBepsifomiero  meHTpa H  MOATBEPXKIAIOLIUE
MPUHAUICKHOCT,  Kilfoua  MpOBEpKH  3JCKTPOHHOH
moamucu  Bmagensity Ceprudukarta Kioda TPOBEPKH
3JIEKTPOHHOM MOITUCH.

CucreMa  JMCTAHIIMOHHOTIO 0aHKOBCKOI0
oocay:xkuBanus «FAKTURA.RU» (Cucrema JIBO) —
Cucrema WHGM)OPMAITMOHHOTO OOMEHA, OpraHM30BaHHAS
Omneparopom coriacuo Ilpasumam Cepsuca Faktura.ru,
obecnieunBaromnasi HGOPMAIIMOHHOE U TEXHOJIOTHUECKOE
B3auMoJieiicTBUe MexXay bankom u KiueHToM B pamkax

JUCTAHIIMOHHOTO  OaHKOBCKOTO  OOCHYXHBaHUS  C
WCIONIb30BaHUEM MOOWIBHOTO TpWIOKeHUs U BeO-
TIPHITOKEHUSI.

CpencrBa  kpunrtorpaguyeckoid  3aIlMTHI
uHpopmauuu (CK3U) - anmapatHele u  (WIK)
MPOrpaMMHBIC CpeJCcTBa, obecrnevnBarone

HCIIONB30BaHNEe DJICKTPOHHON MOINMUCH M IMH(POBAHUS
NpU OpraHu3aldd  DJIEKTPOHHOTO JTOKYMEHTO00OpOTa.
Cpencrea kpuntorpaduyeckor 3alfuThl HHGOPMAIUK
MOTYT TPUMEHATHCA KaK B BHIE CAMOCTOSTEIBHBIX
MPOTPaMMHBIX MOJYJIEH, TaK U B BHJIC MHCTPYMEHTAIBHBIX
CPEICTB, BCTpaMBaeMbIX B MPHUKIAJHOE IMPOTrPaMMHOE
obecrieyeHue.

CpeacTBa  KpunrTorpapuyeckoil  3alIMThI
uapopmanun KOII ®HC (CK3U K311 ®HC) -
anmaparHsle, pOrpaMMHbIE WIH anmaparHo-
MpOrpaMMHBIE CpEZCTBa, OCYILECTBIISIOIINE
Kpunrorpadpuveckue npeodpazoBaHusi WHPOPMALTUH IS
obecrieyeHus ee 0€30IaCHOCTH.

CpencrBa 3JICKTPOHHOM NOANMCH -
U (pPOBATLHEIE (kpunrorpaduueckue) CpeICTBa,
WCTIONB3YEMbIe ISl peanu3alud XOTs Obl OJHOW U3
cieayromux GyHKUUH - co31aHue DIeKTPOHHOM NOIINCH,
MpoBepKa OJIEKTPOHHOM monmucH, co3nanue Kiroua
OnexTpoHHON noAnvcu 1 Kirroua mpoBepku DNeKTPOHHOM
TIOJTITHCH.

YnocroBepsiommii HEHTP (Y1) -
ymocTtoBepsiomuii  mentp  «Authorityy»,  co3maHHbri
3aKkpbIThIM akIMOHEpHBIM 001ecTBOM «IlenTp Lndpossix
Ceprtuduxaros»  (MHH  5407187087),  KoOTOpBIii
ocyuecTBisieT Boady CepTu(UKaTOB KIIIOYeH MPOBEPKH
SJIEKTPOHHBIX Toanuced st KIMeHTOB ¢ 1enblo
OCYILIECTBJICHUSI AJIEKTPOHHOTO JIOKYMEHTOOOOpOTa B
pamkax KUC «BeSafe» B coorBerctBum ¢ IlpaBumamu
pabotel  Yaocrosepsitoriero ILlentpa (AUTHORITY),
pa3MerieHHpIMH  Ha  Www.authority.ru. B pamkax
Hacrosimiero PernmamenTta baHK BbICTymaer areHTOM
Y 10CTOBEPSAIONIETO LIEHTpA.

Ynocroepsitomuii meHTp @HC Poccnu («YII
®HC») — ®enepanbhas Hamoropas ciy:xba Poccuiickoit
Oepepauuu (manee  Takxe «®HC  Poccumy),

the Electronic Signature Verification Key to the Holder
of the Electronic Signature Verification Key Certificate.

FAKTURA.RU Remote Banking System
(RBS System) is an information exchange system
organized by the Operator in accordance with
Faktura.ru Service Rules, providing information and
technological interaction between the Bank and the
Client within the framework of remote banking services
using the Mobile Application and Web Application.

Cryptographic  information  protection
facilities (CIPF) are hardware and/or software that
enable the use of Electronic Signatures and encryption
in the organization of Electronic Document
Management. Cryptographic information protection
facilities can be used both as standalone software
modules and as facilities embedded in application
software.

Cryptographic  information  protection
facilities of Qualified Electronic Signature of the
Federal Tax Service (CIPF of QES FTS) are
hardware, software, or hardware and software that
perform cryptographic transformation of information to
ensure its security.

Electronic Signature Tools are cryptographic
tools used to implement at least one of the following
functions: creation of an Electronic Signature,
verification of an Electronic Signature, creation of an
Electronic Signature Key and an Electronic Signature
Verification Key.

Certification Authority (CA) - Authority, a
certification authority established by Digital Certificate
Center  Closed  Joint-Stock  Company  (TIN
5407187087), which issues Electronic Signature
Verification Key Certificates to Clients for the purpose
of electronic document management within the BeSafe
CIS in accordance with the Certification Authority
(AUTHORITY)  Operating Rules posted at
www.authority.ru. Under these Regulations, the Bank
acts as an agent for the Certification Authority.

Certification Authority of the Federal Tax
Service of Russia (CA FTS Russia) is the Federal Tax
Service of the Russian Federation (hereinafter also
referred to as the "FTS Russia™), which performs the
functions of an accredited certification authority. CA
FTS operates in accordance with the Regulations of the
Certification Authority of the Federal Tax Service,
approved by the Order of the FTS Russia (hereinafter
referred to as the "CA FTS Regulations").

Enhanced Unqualified Electronic Signature



OCYIIECTBIISIONIAs GbyHKIIIH aKKpEIUTOBaHHOTO
ynocrosepsitomiero 1eatpa. Y1 ®HC paboraer corimacHo
Pernamenty VYnoctopepsromero ueHtpa denepanbHoit
HAaJIOTOBOM CIy»XOBI, yTBepxkacHHOTO Ilpmkazom ®HC
Poccun (manee — «Permament YL @HCy»).

Ycuniaennas HEeKBATU(PUIHPOBAHHAA
DuexTpoHHasi noanuch, Y HIII - DiaexTpoHHAS OIINCE,
KOTOpast:

- TIONy4eHa B pe3yNbTaTe KPUITOrpa@uuecKoro
npeoOpa3zoBaHus HHPOPMAITUH C UCTIONIb30oBaHueM Kimoua
DIIEeKTPOHHON MTOATIHCH;

- TIO3BOJISIET ~ OOHapyXuThb  (AaKT  BHECEHHUs
W3MEHEHUI B DIIEKTPOHHBINA JOKYMEHT MOCIIe MOMEHTA €T0
MOJITHCAHUS,;

- co3jaercs c
3JIEKTPOHHOM HOJIUCH;

MpH  WCIIONB30BaHUM B IENAX  OOECTIeueHUs
LEJIOCTHOCTH  DJICKTPOHHBIX ~ COOOINEHWH co37aHa ¢
MIPUMEHEHUEM CPEJICTB DIIEKTPOHHOW MOJIUCH U CPEJCTB
YAOCTOBEPSIONIETO IIEHTPa, WMEIOIINX MOATBEPKICHUE
COOTBETCTBHUS TpeOOBaHHSIM, YCTaHOBJICHHBIM
(denepanbHBIM ~ OpraHOM  HWCIIOJNHUTEIBHOM  BJAcCTH,
YIIOITHOMOYEHHBIM B 0071aCcTH 00ecIieueHrst 0€30IacHOCTH,
MIpU OCYIIECTBICHUN PEryJIMpOBaHHUA B COOTBETCTBUH C
MYHKTOM «1» dacTh 1 ctateu 13 denepansHoro 3akoHa
or 3 ampenst 1995 roma  Ne 40-®3  «O denepanpHOit
ciryx0e 6e30macHOCTH.

Y1no1HOMOYEeHHBbIH IIpeacraBuTen
Kunenra/yYnoJHoMo4eHHoO€ JTMI0 — JTULO, ICUCTBYIOLIEE
or wmeHn KiwmeHta B cHiy — TIOJHOMOYHIA,
MPEIOCTaBIECHHBIX €My O JOBEPEHHOCTH, HA OCHOBAHUHU
pacHopsANTENBHOTO aKTa MJIM Ha OCHOBAaHHHU JIOTOBOPA,
3aKOHA, WJIM aKTa TrOCYAapCTBEHHOTO OpraHa, WJIH aKTa
OpraHa MECTHOTO CaMOYIIPaBIIEHUS, B TOM YHCIE
WCTIONTHUTENbHBIN opran KimenTta (eciaw NOPUMEHHUMO),
HaJJIeKAIUM 00pa30M YIIOJTHOMOYEHHOE Ha COBEPIIICHUE
IOpUIMYEeCKUX  JedictBuid  oT wuMmenn Kimenra wu
obOnagaroriee BCeMHM HEOOXOIMMBIMU IOJHOMOYHSIMH,
paspelieHusIMA,  COTJIaCHsMH,  OJOOpDCHUSIMH  Ha
COBEpIIIEHHE COOTBETCTBYIOIINX IEHCTBHI, YKa3aHHOE B
3asBI€HWH O 3aKJIIOYEHHH JOrOBOpa KOMIUIEKCHOTO
0aHKOBCKOTO OOCIYyXMBaHHS WM B 3asBICHUH O
BHeceHUH n3MeHeHr# B Coramenue o0 oCyliecTBICHUH
WH(POPMALTMOHHOTO B3aUMOJICHCTBUS C HUCIIOJIb30BAHUEM
Cucrem wuHpOpMAOHHOTO OOMEHa , B TOM YHCIE,
UMeoIIee PABO PACIIOPSIKATHCS JCHEKHBIMU CPEICTBAMHU
Kmuenta na Cuere(-ax), WM wHMelOIIee MpaBO Ha
MPOCMOTP U MOJTydeHHE DIEKTPOHHBIX JOKYyMEHTOB, B TOM
gyrcne BhIMHUCOK 1o Cdery (0e3 mpaBa pacmopsiKaThCs
JCHEe)KHBIMU CPEICTBAMH/COBEPIICHHUS CIENOK OT MMEHH
Knuenra).

DJIeKTPOHHBINH AokyMeHT (D) — MOKyMEHT, B
KOTOpOM HH(OpMalys TMpeAcTaBlIeHa B 3JIEKTPOHHOM
¢dbopme, moamucanubiii YHIIT umu KOIT OHC.

HCITIOJIb30BAHHEM CpCaAcCTB

(EUES) is an electronic signature that:
— Is obtained as a result of cryptographic
transformation of information using the
Electronic Signature Key;

— Allows detection of changes made to the
Electronic Document after the moment of its
signing;

— Is created using electronic signature tools;

when used to ensure the integrity of electronic

messages, it was created using electronic signature
facilities and certification authority facilities that have
confirmation of compliance with the requirements
established by the federal executive body authorized in
the field of security, when implementing regulations in
accordance with paragraph "m" of Part 1 of Article 13
of the Federal Law No. 40-®3 "On the Federal Security
Service" dated April 3, 1995.

Authorized Representative of  the
Client/Authorized Person is a person acting on behalf
of the Client by virtue of authority granted by a power
of attorney, based on a directive, contract, law, or act of
a state body or local government, including the
executive body of the Client (if applicable), duly
authorized to perform legal actions on behalf of the
Client and possessing all necessary powers,
permissions, consents, and approvals to perform the
relevant actions, specified in the Application for
concluding the Agreement or the Application for
amending the terms of the Agreement, the Application,
as well as in the Electronic Signature Verification Key
Certificate (when using an enhanced unqualified
electronic signature), including having the right to
dispose of the Client’s funds in the Account(s), or
having the right to view and receive Electronic
Documents, including account statements (without the
right to dispose of funds/conduct transactions on behalf
of the Client).

Electronic Document (ED) is a document
containing information presented in electronic form,
signed with a EUES or QES FTS.

Electronic Signature is information in
electronic form that is attached to other electronic
information (the information being signed) or otherwise
linked to such information and is used to identify the
person signing the information.

FKC (Functional Key Carrier, Rutoken) is a



DJieKTPpOHHAsI MOAMUCL - HWHPOpMANHI B
DJIEKTPOHHOH (hopme, KoTopas HpHCOeAMHEHa K APyToi
nHpOpPMALUK B 3JEKTPOHHOH (opMme (MOAMUCHIBAEMOI
nH(pOpMaIMK) WIM HWHBIM 00pa3oM CBs3aHA C TaKOH
nH(pOopMaIueil 1 KOTopasi HCIIOIb3YEeTCs IS OTIPeIeIeHUs
JIMIIA, TTOAMCHIBAIOIIETO HHPOPMALIUIO.

@OKH (DyHKIMOHANBbHBINA KJIOY€BOH HOCUTEIIb,
PyTokeHn) - 3amuiIeHHbIA HOCHTEdb ((pu3HUECKOe
ycTpoicTBO) B hopmare USB-HakonuTens 1uis XpaHeHUS U
ucnionp3oBanus  Ceprudukara  KiIoya  IOPOBEPKH
anekTponHoi nmoamucu/Ceprudukara KOII ®PHC u Kiroua
OIl/Kpuntorpadpuieckux kmodei KOIT ®HC, umeromnmimit
BCTPOCHHYIO KpUnTOrpaduuecKyro 3aIUTY u
crielMalibHble MEXaHU3MBI 0€30TIaCHOCTH.

FRAMOS (FRAud MOnitoring System) -
TeXHoJorHueckass — minatdopma,  paspaboTaHHas U
mpuramiexamas 3A0 «30JIOTASA KOPOHA» (MHH
5406119655) — manee 3A0 «30JIOTASI KOPOHAv,
KOoTOpasi obecrieunBaeT aHanu3 UHPOpManuu (C y4eToMm
TpeboBanmii bamka Poccum), B ToM umcne IIpocthix
ON/3], Ha  TpeaMeT  BBIBICHHA  IPHU3HAKOB
MOIIICHHUYECKUX  OMepaldii, a TakKe Olepalu,
COOTBCTCTBYIOIIMX IpPHU3HAKaAM TII€pe€BOAa JACHCIKHBIX
cpenctB 6e3 cormacusi Knmenra, a uMeHHO 0Oe3 coriacus
Knnenra unm ¢ corjiacus, IMOJYUYCHHOI'0 oA BJIMAHHUEM
oOMaHa WM 3JI0ynoTpeOJcHHus JoBepHeM (maigee —
Oneparuu 6e3 cornacus Kiuenra).

Ecnu  wuHOE  mpsMO  HE  IPESyCMOTPEHO
PermamenTom, KOII ®HC, YHOII u IIDII coBmecTHO
UMEHYI0TCs DeKTpoHHast noanuck /11

2. OBIIUE MMOJIOKEHUSA

2.1. Hacrosmumii PernameHT peryiaupyer OTHOLIEHUS
BO3ZHUKIIIME B MpOLECCE OKa3aHUsl baHKoM yciyr B
pamkax  CormameHuss 00  OCYIIECTBICHHU
WHPOPMAITUOHHOTO B3aMMOJECHCTBUSA c
ucnonb3oBanueM Cuctembl UHPOPMAIIMOHHOTO
obmeHa — CHCTeMBI JUCTAaHIIMOHHOTO OaHKOBCKOTO
obcnyxuBanus Faktura.ru (manee — Cucrema JI5O),
MIpH TOJIKIIIOYEHUH U MCTIONb30BaHuM KineHToM u
(mm)  YnonHomoueHHbiMu  [IpencraButensmu
Knuenrta Cucremsl IbO u siBisieTcst cornaunieHueM
Mexay bankom u Kimentom, omnpeaenstommym
MOPSAZIOK M YCIIOBHS B3aMMOJICHCTBHS MPH BBIITYCKE
U UCHOJb30BAHMH OIEKTPOHHBIX IOANUCEH B

paMKax YKa3aHHOU KOpPIIOPaTUBHOMN
UHPOPMAITHOHHOH CUCTEMBI 3JIEKTPOHHOTO
JOKYMEHT0000poTa.

Hacrosuit PernamenT npenycMmarpuBaer, B
TOM YHUCJIEe, HAMIPABJICHUE 3asSBJIICHUMA, COOOIICHUMA,
HEOOXOIUMBIX AJISl TOJydeHHsl (BOCCTAHOBJICHUS)
JOCTyIa, HM3MEHEHHs YCIOBHH HCIOJIB30BAHUS

secure storage medium (physical device) in USB flash
drive format for storing and using the Electronic
Signature Verification Key Certificate / QES FTS
Certificate and ES Key / QES FTS Cryptographic Keys,
with built-in  cryptographic protection and special
security mechanisms.

FRAMOS (FRAud MOnitoring System) is a
technological platform developed and owned by
ZOLOTAYA KORONA CJSC (INN (Taxpayer
Identification Number) 5406119655) (hereinafter
referred to as ZOLOTAYA KORONA CJSC), which
analyzes information (in accordance with Bank of
Russia requirements), including Simple ED/ED, to
identify indicators of fraudulent transactions, as well as
transactions that meet the criteria for transferring funds
without the Client's consent, namely, without the
Client's consent or with consent obtained through fraud
or breach of trust (hereinafter referred to as
"Transactions without the Client's consent").

Unless otherwise expressly provided in the
Regulations, QES FTS, EUES, and SES are collectively
referred to as the Electronic Signature/ES.

2.GENERAL PROVISIONS

2.1. These Regulations govern the relations arising in
the process of the Bank providing services
under the Agreement on Information
Interaction Using the Information Exchange
System — Faktura.ru Remote Banking Service
System (hereinafter referred to as the "RBS
System"), during the connection and use of
RBS System by the Client and the Authorized
Representatives of the Client and constitute an
agreement between the Bank and the Client,
defining the procedure and terms of interaction
for the issuance and use of Electronic
Signatures within the specified corporate
electronic document management system.

These Regulations provide, among other
things, for the submission of applications and
messages necessary for obtaining (restoring)
access to, or changing the terms of use of, RBS
System using QES FTS CAFTS. QESFTS CA
FTS is used within the exchange of electronic
documents through the RBS System.

2.2. These Regulations are an integral and constituent
part of the Rules and the Terms of Information
Interaction  Using Information  Exchange
Systems.


https://faktura.ru/

2.2.

2.3.

2.4.

Cucremsl JIBO ¢ ucnons3oBanuem KOIT ®HC VI
OHC. KOIT ®HC YII ®HC ucnons3yercs B paMKax
oOMeHa DJIGKTPOHHBIMH  JIOKyMECHTaMH  4Yepe3
Cucremy J1bO.

Hacrosinmit PernamenT siBnsieTcss HEOThEMIEMOU U
coctaBHOM  4acter0 llpaBunm  u  VYciosui
OCYIIICCTBIICHHS UHGOPMAITHOHHOTO
B3aMMOJICWCTBUS C HCIoib30BaHMeM CucreM
WH()OPMAITMOHHOTO 0OMEHa.

Hns moakmouennss Kk Cucteme JIBO Kiment
JIOJDKEH TTpucoeIMHUThCA K [TpaBunaM u Y cioBusm
OCYIIIECTBIICHHS WH(GOPMAITIOHHOTO
B3aMMOJICHCTBUS C  HCIoOJb30BaHUMEeM CucreM
UHGOPMAITMOHHOTO 0OMEHA, a Takxke K PeriamenTy
MyTeM TMONAIMWCAHUS 3asBICHAA O 3aKII0YCHUN
JIOTOBOpa KOMIUIEKCHOTO 0aHKOBCKOT'O
oOcyxuBaHus/3asBICHUS O BHECEHUN M3MCHCHUH
B Cornamrenue 00 OCYIIIECTBICHUH
WH(GOPMAITMOHHOTO B3aNMOJCHCTBHS c
ucnonb3oBanueM  CucreM  MH()OPMAIMOHHOTO
oOMeHa.

IIpu noaxnrouenuu k Cucreme AbO Knuent
Takke npucoenuHsercs Kk IlpaBummam  KUC
«BeSafe» (pa3memieHHbiM B cetu MHTEpHET MO
amgpecy: Www.besafe.ru) nyrem mommucanus
3asiBJICHUS O 3aKJIFOYSHUH JJOTOBOPA KOMIUIEKCHOTO

0aHKOBCKOTO o0ciry>xuBaHus1/3assBICHUS 0
BHecennn wm3MeHennii B Cormamenwe 00
OCYIIIECTBIICHUH WH(GOPMAITIOHHOTO

B3aUMOJICHCTBUSL €  Hcnonb3oBaHueM CucreM
WH(POPMAITMOHHOTO OOMEHa.

KnueHT cumraercs NPUCOCTUHMBLIMMCS K
Pernamenty 15O, IpaBuinam KHUC «Besafe» ¢ natbt
NOJNHUCAHUST WM 3asBJICHUS O 3aKIIOYeHUH

JI0TOBOpa KOMIUIEKCHOTO 0aHKOBCKOTO
oOciy>xuBaHMA/3asBICHNS O BHECEHUH U3MEHEHUI
B Cornamenue 00 OCYIIIECTBICHUN
UH()OPMALTMOHHOTO B3aMO/ICHCTBHS c
ucrnonb3oBanueM  CucreM  MH()OPMAIIIOHHOTO
oOMeHa.

HOI[aBaH 3as1BJICHUA Ha IMOJIy4YCHUEC

Ceprudukara/CeprudupoBaHHOrO cepTH(hrKaTa
(HBIE 3asBleHUs, TperycMoTpeHHble [IpaBunamu
paboThI Y nocToBepsAronIero IlenTpa
(AUTHORITY) (IlpaBuna  YI),  Kiment
ocymecTBiser akuent ycnoBud [lpasun VI,
pa3MeIeHHBIX Ha www.authority.ru, "
npucoenunsercs k [Ipasunam Y1 B nopsiike craten
428  TI'paxnmanckoro  koxekca  Poccuiickoit
®denepanuu. dakt oJauu 3asABJICHUS
MOJITBEPIKIaET MIOJTHOE u 0e3ycioBHOE
(6e3oroBopounoe) cornacue KimeHra ¢ ycinoBusmu
IIpaBun Y1I.

Kiuenr mnpusnaer, uto wucnoib3dyemas Cucrema
JABO sBimsercs mOCTaTOYHOM IA OOeCIeYCHHUS
Ha/IeKHOU M 3()()EeKTUBHON paboOTHl MpU MpHUEME,
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2.3. To connect the Client to RBS System, the Client

should join the Rules and the Terms of
Information Interaction Using Information
Exchange Systems, as well as these Regulations,
by signing an Application to enter into
Comprehensive Banking Services
Agreement/Application to amend the Agreement
on the Implementation of Information Interaction
Using Information Exchange Systems.

By connecting to RBS System, the Client
also subscribes to BeSafe CIS Rules (available
online at www.besafe.ru) by signing the
Application to enter into Comprehensive
Banking Services Agreement/Application to
amend the Agreement on the Implementation of
Information Interaction Using Information
Exchange Systems.

The Client is deemed to have subscribed to
RBS Regulations and Besafe CIS Rules from the
date they sign the Application to enter into
Comprehensive Banking Services Agreement /
Application to amend the Agreement on the
Implementation of Information Interaction Using
Information Exchange Systems.

By submitting an application for a
Certificate/Certified  Certificate (or  other
applications stipulated by the Certification
Authority (AUTHORITY) Operating Rules (CA
Rules), the Client accepts the terms of the CA
Rules posted at www.authority.ru and accedes to
the CA Rules in accordance with Article 428 of
the Civil Code of the Russian Federation.
Submitting an application confirms the Client's
full and unconditional (irrevocable) agreement
with the terms of the CA Rules.

2.4. The Client acknowledges that RBS System used

is sufficient to ensure reliable and efficient
operation in  receiving,  transmitting,
processing, and storing information, and that
the information security tools used, ensuring
access control, encryption, integrity control,
and ES generation, are sufficient to protect
against  unauthorized  access,  confirm
authorship and authenticity of the information
contained in the received ED, ensure the
integrity of information, conditions of non-
repudiation, immutability, reliability, absence
of distortions, and resolution of disputes,


http://www.besafe.ru/

2.5.

2.6.

2.7.

nepegave, o0paboTke U XpaHeHHU WHGPOpPMAIUH, a
UCIIOJIb3YEMBIC CpeJICTBa 3alluThl HH(GOpPMAIINH,
oOecrieunBarONUe  pasTpaHUYCHHUE  JIOCTYTIA,
mdpoBaHue, KOHTPOJIb ~ IIEJIOCTHOCTH  H
dbopmuposanue DI, ABIAIOTCS TOCTATOUHBIMA IS
3alUTBl  OT HECAHKIIMOHMPOBAHHOTO JOCTYIIA,
MONTBEPKJACHUS ~ aBTOPCTBA U MOJUIMHHOCTHU
nH(GOPMAINH, COJIEpKAIIEHCs B MomydaeMbix D1,
obecriedeHus MeTOCTHOCTH HH(DOPMAIIHHY, YCIOBUH
HEOTKa3yeMOCTH, HEU3MEHHOCTH, JTOCTOBEPHOCTH,
OTCYTCTBHSI HCK)KCHUM, a TakkKe pa3perieHus
CTIOPHBIX CHTYalldii TPH YCIOBUU COOJIOICHUSI
Croponamu Mep 0€30MacHOCTH, B TOM 4YHCIE
obOecnieuenuss KimeHTOM Haiexkamie 3amuThl

Kmnenrckoit  wactm  Cumcremsr  JIBO ot
HECaHKI[MOHUPOBAHHOTO JOCTYTIA.
s obOecniedeHus: KOH(UICHIMATHLHOCTH

O/, a Takke g oOecrieueHHS aBTOPCTBA U
uenoctHoctu 31 B Cucreme JBO ucnonb3yroTcs
NpOrpaMMHBIE CPEACTBa 3aIlUTHl HMH(GOpPMAINH,
peanusyoume ITOPUTMBI mudpoBaHys,
¢dopmupoBanus u nposepku Ol

bank m KnueHT cornamaroTcss U MOATBEPXKAAIOT,
4T0 DIEKTpOHHBIE AOKyMeHTHl CTOpoH, 0oOMeH
KOTOPBIMH OCYIIECTBISIETCSI B paMkax CHCTeMBI
ABO u xoTOpbIe OMKUCAHBI:

- VHOII (pa3meniena nHa ®KH);
-KOII ®HC (pa3menieHa Ha cepTU(UITIPOBAHHOM

USB-tokene, TpeOoBaHUS K KOTOPOMY COJEPIKATCSI
B Periamente VI ®HC);

- [1311, MPU3HAIOTCS 3JIEKTPOHHBIMU
JIOKyMEHTaMH{, PaBHO3HAYHBIMH JIOKYMEHTaM Ha
OyMasKHBIX HOCHUTEIISIX, HO/IMCAHHBIM

COOCTBEHHOPYYHON MOJAIMUCHIO0 YHOTHOMOUYEHHOTO
nuna CTOpOHBI M CKPEMJIEHHBIMH Te4aThio (JIst
YHOII u K3II ®HC) Ttakoit Ctoponsl (mpu
HQINYMK), B COOTBETCTBMH ¢ DenepanbHbIM
3akoHOM 0T 06.04.2011 Ne 63-D3 «O0 35eKTpOHHON
TOJITHCH.
CTOpOHBI IPU3HAIOT, 4TO NpuMeHsieMas B Cucreme
ABO  TexHojorus  3amuThl  WH(pOpMAaIWH,
o0ecrnednBaronas mmdpoBaHue, KOHTPOJIb
LEJIOCTHOCTH M co3gaHne MoOOWIBHOM MOIIKCH,
JIoOCTaToOYyHa JUIsl  3alluThl  MHPOpPMAIMH  OT
HECaHKIIMOHWPOBAHHOTO JIOCTyMa MOATBEPIKICHUS
MOAJIMHHOCTH U aBTOpcTBa [IpocToro D /1.
CTOpoHBI ~ TOTOBOPWJIMCH  CUHTaTh, 4TO
KnnenTt otkasancs OT mepenadd 3JIEKTPOHHOTO
JIOKyMEHTa Ha ucronHeHue B bank gepe3 Cucremy
JBO, ecnn oH He ocymecTBu BBoA Ilapomns mpu
HCITOJIE30BAHNH TEXHOJIOTMH MOOHUIBLHOM ITOAINCH.
CTopoHBI IPU3HAIOT, YTO, B LEJSIX CHIDKEHHUS PHUCKA
coepiieanss Ornepanuii 0e3 cornmacus Kimenra,
BBISIBJIIEHHE KOTOPBIX OCYILECTBIISETCS C TOMOULIBIO
texnonornii FRAMOS, KnuenT cornamnraercs Ha
nepenady bankom Omneparopy m 3A0 «3onoras
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provided that the Parties comply with security
measures, including the Client ensuring proper
protection of the Client’s part of RBS System
from unauthorized access.

To ensure ED confidentiality, as well as to
ensure ED authorship and integrity, RBS
System uses information security software that
implements encryption algorithms, generation
and verification of ES.

2.5. The Bank and the Client agree and confirm that
the Electronic Documents of the Parties,
exchanged within the Remote Banking System
and signed by:

- EUES (located on FKC);

- QES FTS (located on a certified USB token, the
requirements for which are contained in CA FTS
Regulations);

- SES, are recognized as electronic documents
equivalent to paper documents signed by the
handwritten  signature of an authorized
representative of the Party and sealed (for EUES
and QES FTS) of such Party (if any), in
accordance with Federal Law No. 63-®3 "On
Electronic Signatures" dated 06/04/2011.

2.6. The Parties acknowledge that the information
security technology used in RBS System, which
provides encryption, integrity control, and
Mobile Signature generation, is sufficient to
protect information from unauthorized access
and to confirm the authenticity and authorship
of a Simple ED.

The Parties agree that the Client has refused
to submit an electronic document for execution
to the Bank through RBS System if they fail to
enter a Password when using Mobile Signature
technology.

2.7. The Parties acknowledge that, in order to reduce
the risk of Transactions being performed
without the Client's consent, which are detected
using FRAMOS technologies, the Client
consents to the Bank's transfer to the Operator
and Zolotaya Korona CJSC and their
processing of  transaction information
(including EDs, Simple EDs sent by the Client,
and Client data) for appropriate analysis.

2.8. Several related Electronic Documents / Simple
EDs (a package of Electronic Documents /
Simple EDs) may be signed with one Electronic
Signature. When signing a package of
Electronic Documents with an Electronic



2.8.

2.9.

2.10.

2.11.

2.12.

Kopona» wu 00pabotky umu wuHpOpManuu 00
onepammsix (B ToM umcine /I, Ilpocteix 3/,
otmpasieHHbIX KnenToMm, n nanueix Knuenra) mist
IIPOBEIEHHsI COOTBETCTBYIOIIEIO aHAIM3A.

OpHOMt  DNEeKTPOHHON TMOANKCHI0O MOTYT OBITh
MOJNHUCAHBl HECKOJBKO CBSI3aHHBIX MEXIY CO00i
OnextpoHHbIX HokyMeHTOB/IIpocTeix DJI (maker
OnextpoHHBIX AokymeHTOB/IIpocteix OJI). Ilpm
HNOJNUCAHUKM DJEKTPOHHOH MOAINHUCHIO IAKeTa
ONEKTPOHHBIX JOKYMEHTOB KaX bl u3
OJNEeKTPOHHBIX JOKYMEHTOB, BXOISIIUX B 3TOT
[aKeT, CYMTACTCA IMONIMCAHHBIM OJIEKTPOHHOM
MOJMNKCHI0 TOTO BHJA, KOTOPOW MOJMNHCAH MaKeT
ONEKTPOHHBIX JOKYMEHTOB.

CTOpOoHBI MPU3HAIOT B KAa4eCTBE €OUHOM IIKaJIbI
BpeMeHn mpu pabore B Cucreme JIBO mectHOE
BpeMsl 10 MECTY pAacIOJIOKEHUS TMOAPa3IeIeHHs
banka, obcmyxuBatormero Knnenra. KoHTponsHBIM
ABJSIETCS. BPEMSl CHCTEMHBIX 4YacOB aIMapaTHBIX
cpencts baHka.

Kiment o6s3yeTcst o0ecneunTs JOMyCK K paboTe u
paboty B Cucreme 15O TompKO YIIOITHOMOYEHHBIX
IIpencraButeneit Knuenra, ¢ yuerom poseil Takux
nur, ipu ucnonb3oBanuu Cuctemsr J1bO. Knuent
(ero  YNONTHOMOYEHHBIM  MPEACTABUTED)
00s13yeTcs COXpaHATh KOH(UICHIIMATBHOCTh
Kroueit D11/ TIDI1.

Knuent OCO3HaeT MTOBBILICHHBIH pHCK
HECaHKITMOHUPOBAHHOTO MCHOJIL30BaHUS CHCTEMBI
JBO, BKJIFOYast KOMIIPOMETALUIO Kirouen
OIl/Kommpomeranmio  kimoya KBII ®HC wu
HECAaHKITMOHUPOBAHHOE yJaJCHHOE YIpPaBICHUE
Cucremoii /IO, pu HeHaIeKAMEM COOTIOICHUN
Kimmentom mep 6e30macHOCTH.

Ucnonmp3yss  Cucremy  JIBO (c  yderom
0CO0eHHOCTEN, 0003HaYE€HHBIX B 1I. 3.5. HaCTOSAIIErO
PernamenTa), KneHnT npuodperaet BO3MOKHOCTb:
®opMHUpOBaTSH, HIOATHCHIBATh ONEeKTPOHHOU
MOANKMCHI0O W HalpaBIATh B baHK pacueTHble
(mmaTexHbIE) JTOKYMEHTBI, B COOTBETCTBHH C
3aKoHOIaTeNnbCTBOM Poccuiickoit @enepanuu, B TOM
YHCIIe IJIaTeXHBIE TOPYYEHHS, B LIESX COBEPIICHUS
oreparnwii mo oTkpeITeIM B banke Cueram Knmnenra;
DopMUpPOBaTh, TIOJIITUCHIBATH ONEeKTPOHHOU
MTOATMCHIO U HANPaBIATH B baHK 3ampockl Ha OT3BIB
pacyeTHbIX (IUIATEXKHBIX) TOKYMEHTOB, B TOM YHCIIE
[IJIATEXKHBIX TOPYUYECHUM, paHee epeJaHHbIX B baHk;
[onyuate ot banka Beimucku o Cuety(-am) B BUzIE
ONEeKTPOHHBIX JIOKYMEHTOB, coJieprKarine
nHpopManuio 00 omepaunusx, COBEPLICHHBIX II0
otkpeiToMy(-6IM) B barke Cuety(-am) Kimuenra;
®dopmMupoBarh, HapPaBIATh U NOIy4aTh B/OT banka
uHpopmanuio cBobomHoro ¢Gopmara B BHUIE
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Signature, each of the Electronic Documents
included in this package is considered signed
with the type of Electronic Signature used to
sign the package of Electronic Documents.

2.9. The Parties recognize the local time at the
location of the Bank’s division servicing the
Client as the unified time scale when working
in RBS System. The control time is the system
clock time of the Bank’s hardware.

2.10. The Client undertakes to ensure access to and
work in RBS System only for the Authorized
Representatives of the Client, taking into
account the roles of such persons when using
RBS System. The Client (his/her Authorized
Representative) undertakes to maintain the
confidentiality of ES/SES Keys.

2.11. The Client acknowledges the increased risk of
unauthorized use of RBS System, including the
compromise of ES Keys / compromise of QES
FTS Keys and unauthorized remote control of
RBS System, in case of inadequate compliance
by the Client with security measures.

2.12. By using RBS System (taking into account the
features indicated in clause 3.5 of the
Regulations), the Client gains the ability to:

. Prepare, sign with an Electronic Signature, and
send to the Bank payment (settlement)
documents in accordance with the legislation of
the Russian Federation, including payment
orders, for the purpose of conducting
transactions on the Client’s Accounts opened
with the Bank;

. Prepare, sign with an Electronic Signature, and
send to the Bank requests to revoke payment
(settlement) documents, including payment
orders, previously submitted to the Bank;

. Receive from the Bank account(s) statements in
the form of Electronic Documents containing
information on transactions conducted on the
Client’s Account(s) opened with the Bank;

. Prepare, send, and receive from the Bank free-
format information in the form of Electronic
Documents  (including service-information
messages), in accordance with the functional
and technical capabilities of RBS System;

. Prepare, sign with an Electronic Signature,
send, and receive from the Bank Electronic
Documents in accordance with the Rules,
Terms, Besafe CIS Rules, CA Rules, products,
and services acquired by the Client from the
Bank, as well as in accordance with the terms
of individual agreements concluded by the
Parties (if the use of RBS System is provided
for therein);



2.13.

ONEeKTPOHHBIX  JOKYMEHTOB (B TOM  YHCIE
CI1yke0HO-UH(POPMAITHOHHBIX COOOTIICHMIA),
COTJIACHO (DYHKIIMOHATBHO-TEXHIUYECKUM
Bo3MOkHOCTsIM Cuctemsl J1BO;

dopmupoBatsb, MOJIICHIBAT DJeKTPOHHOH
MOAIMCHIO, HANPaBISITh W TONy4YaTb B/OT banka
ONeKTpOHHbIE JOKYMEHTB, B COOTBETCTBHU C
[IpaBunamu, VYcaosusamu, IlpaBumamu KHUC
“Besafe”, Ilpaswmamm VI, mpuHOOpeTEeHHBIMU
Kinenrom npoaykramu u yciryramu banka, a Takxke
B COOTBETCTBUM C  YCIOBHAMH  OTICIBHBIX
3akmoueHHbIX  CropoHamm  chenmok  (ecnn
ncnonszoBanne Cucremsr JIBO  mpemycmorpeno
TTOCIICTHAMH );

DopMUpOBaTh, MOJINHCHIBATD DIIeKTPOHHOMN
MOJNKCEI0 U HanpaBiATh B baHk 3asBieHus (ecnu
3TO mpenycMoTpeHo [IpaBunamMu W THpu HanuIuu
TEXHUIECKON BO3MOKHOCTH).

IIpu momydenun ODNEKTPOHHOTO JOKyMeHTa banHk
NPOM3BOAMUT MPOLEAYPHl NPHUEMa K HCHOJIHEHHIO,
OT3bIBa, BO3Bpara (aHHYIUPOBAHHS) PACUETHOTO
(mmaTe)xHOr0) JOKYMEHTa, B COOTBETCTBHU C
baHkoBCckMMHU TTpaBUIaMH, B TOM YHCJIE IPOBEPKY:

e [IpaBa PacHopsLKEHUs JIEHEKHBIMU
cpenctBamu (mpoBepka OII, 3ampoc 1o
OTJE€IbHBIM IiaTexaM Knuenra

JOTOTHUTENBHOTO TIOATBEPKACHUS);
e KoOHTpONb  HENOCTHOCTH  (HEU3MEHHOCTH)
PEKBHU3HUTOB pacdeTHoro (TImaTexxHOTO)

JOKYMEHTA,
e  CrTpyKTypHBIii KOHTpPOIIb (mpoBepka
YCTaHOBJIEHHBIX PEKBHU3UTOB u

MaKCHMaJIbHOTO ~KOJHMYECTBA CHMBOJIOB B
PEKBU3HMTAX  pacyeTHOro  (IUIATEKHOIO)
JIOKyMEHTA);

e  KOHTpOJIb 3HAYCHHIl PEKBH3UTOB;

e  KOHTpOJIb JOCTATOYHOCTH JICHEKHBIX CPE/ICTB.

[Ipu BBISBIEHWH OTPHUIIATEIHLHOTO PE3yJIbTaTa MPOBEPKHU
0000 M3 BHINIEYKA3aHHBIX 00CTOSITEIHCTB TTONyUEHHBIN
31 Cuctemoii JIBO Faktura.ru He mpuHUMAETCS U TAHHbIH
pesynpTaT (DIEKTPOHHBIA JOKYMEHT) aBTOMATHYECKH
HamnpaBisieTcss KimeHTy, a mopydeHue, cojepxarieecs B
HeM, baHkoM He ucToHseTCs.

IIpn MOJIyYCHUHU ONEeKTPOHHOTO
nokymenta/lIIpoctoro 3] Cepsucom Faktura.ru
npousBoauTcs nposepka YHIIT/KOIT ®HC/TIDIT/.
[Ipy  moONOXUTENFHOM  pe3yjbTaTe MPOBEPKU
9JIEKTPOHHBIH JTOKYMEHT IEPEeXOAMT U3 cTraTyca
«[Ipunst Oankom» B craryc «Hcmomuen». Ilpum

OTpHUIIATEILHOM pe3yJibraTe MIPOBEPKH
AJNIEKTPOHHBIA JOKYMEHT TEepPEXOJUT B CTaTycC
«Bo3Bparien».

ObecrieueHrie  TPOBEPKH  3AIUIIEHHOTO
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. Prepare, sign with an Electronic Signature, and
send to the Bank applications (if provided for
by the Rules and if technically possible).

2.13. Upon receipt of an Electronic Document, the
Bank performs procedures for acceptance for
execution, revocation, return (cancellation) of
the payment (settlement) document, in
accordance with the Bank’s rules, including
verification of:

e The right to dispose of funds (ES
verification, request for additional
confirmation for certain payments of the
Client);

e Integrity (immutability) control of the
payment (settlement) document details;

e Structural control (verification of the
established details and the maximum
number of characters in the payment
(settlement) document details);

e  Control of detail values;

o  Control of the sufficiency of funds.

If a negative result of the verification of any of the

above circumstances is identified, ED received by

Faktura.ru RBS System is not accepted, and this result

(Electronic Document) is automatically sent to the

Client, and the instruction contained therein is not

executed by the Bank.

Upon receipt of an Electronic Document /
Simple ED, Faktura.ru Service verifies
EUES/QES FTS/SES. If the verification result
is positive, the Electronic Document transitions
from the status "Accepted by the Bank" to the
status "Executed.” If the verification result is
negative, the Electronic Document transitions
to the status "Returned."

Secure access to RBS System is ensured
by wusing the SSL protocol during the
establishment of a connection between the
Bank’s web server and the Client. To confirm
the authenticity of the web server, the domain
name of the loaded web server is compared
with the one specified in the certificate. The
SSL protocol is used in the form of the HTTPS
protocol (application protocol HTTP over the
cryptographic protocol SSL).


https://faktura.ru/

2.14.

2.15.

2.16.

moctyma k  Cmcreme  JIBO  gocturaercs
MIPUMEHEHUEM 3alllUIIEHHOTO MpOoToKoida SSL B
MpoIlecce YCTaHOBICHUSI COEAMHEHHS MEXIy web-
cepBepoM Oanka u KimmenTom. s moATBEpKIACHUS
HOJUIMHHOCTH web-cepBepa BBINOJIHSETCS
CpaBHEHHME TOMEHHOTO MMEHH 3arpyxaeMoro web-
cepBepa ¢ ykazaHHBIM B ceptudukare. IIporokon
SSL  wucmone3yercst B ¢opme mporokona https
(TIpuKIaHOMN MIPOTOKOJT http TTOBEPX
Kpunrorpagpuieckoro nporokoia SSL).

dopmaTt DNIEKTPOHHBIX TOKYMEHTOB ONPEIENETCS
(GYHKINOHAIBHO-TEXHUYECKHMMH  BO3MOXKHOCTSIMU
Cuctembr JIBO, skpaHHOH (OPMBI KIHEHTCKOH
gactu Cucrembl JBO. Kaxapiii OnekTpoHHBIN
JIOKYMEHT, HanpaisieMblii Knuentom B bBaHk ¢
ucnons3zoBanueM  Cucremsl /IO,  momxkeH
coJiepKaTh ONEeKTPOHHYIO MIO/IITUCH
VYnonnomouenHoro IIpeacrasutens  Kiuenra.
OneKTpoHHas MTOAIINCH YTOJITHOMOYEHHOT O
IIpencraButenss  Kiuenra, cogepxamasics B
OneKTpoHHOM nokyMeHTe KineHTa, moarBepxaaet
aBTOPCTBO  YmoiHoMoueHHoro IlpencraBurens
Knuenra wu sBisgercd CpeIcTBOM  IPOBEPKHU
HEU3MEHHOCTH COJepKaHUS ONEeKTPOHHOTO
JOKyMEHTa, TaKk Kak J00oe  H3MEHEeHHe
ONEeKTPOHHOIO TOKYMEHTa, MOCIe €ro MOAMUCaHUS]
ONeKTpOHHON MOJMHUCHIO, HAPYIIAeT LEIOCTHOCTh
DIIEKTPOHHOU MOAIUCH.

OJNEeKTPOHHBIA JOKYMEHT JNOJDKEH OBITh MOJNHMCAH

DIeKTPOHHOM MOAMHCHIO TOJIBKO
VYnonnomouennsix IlpeacraBureneit  Knwuenra,
UMEIONINX TMPaBO PACIOPSIKEHHUS JICHEKHBIMHU
cpenctBamu  Ha  Cuere  (JUIsI  pacdeTHBIX

(TnaTeXHbIX) DJAEKTPOHHBIX TOKYMEHTOB), TaHHBIE
0 KOTOPBIX yKa3aHbl B 3asBICHHU O 3aKIHOYCHUHU
JIoTOBOpa KOMIUIEKCHOTO 0aHKOBCKOT'O
oOciayxuBaHuss / 3asABJICHUM O 3aKIFOUYCHUHU
Horosopa Ilpoaykra / 3asBieHHH O BHECEHUH
n3meHeHunii B Cornamenue o0 OCYyLIECTBICHUH
WHPOPMAITUOHHOTO B3aMMOJCHCTBUSA c
ucnonb3oBanueM  CucrteM  MH()OPMAIIMOHHOTO
obmena. Ecim DnekTpoHHBIH JOKYMEHT IOJDKEH
OBITP  TMOANHCAH  HECKOJBKHMH  IOAINHUCAMHU
VYnonnomouennslx IIpeacraButeneit Knuenra, B
COOTBETCTBMM C 3asBJICHUAMH, YKAa3aHHBIMH B
HacrosimieM nyHKkTe /Kaproukoih ¢ oOpasuamu
MOJMUCEN U OTTHCKOM mevatu, U CornameHneM o
couetannn noamucen k KOII, OnexTpoHHBIN
JOKYMEHT JOJDKEH OBITh TOANHUCAH KaXIbIM U3
YnonnomoueHnbix IIpencraButeneit  Knuenra,
COTJIACHO BBINIEYKAa3aHHBIM JOKYMEHTaM, 110 OJHON
ONEeKTpOHHOM TMOANUCH M3 TMEpBOH M BTOPOH
TPYIIIbI NOAIUCEN.

Cucrema J1bO aBTOMATHYECKH OTOOpakaeT
CBEJICHUS O TEeKyIleM 3Tane o0padoTku Kinentom u
(mmm)  baHkoM — DIIEKTPOHHOTO  JIOKYMEHTA,
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2.14. The format of Electronic Documents is

determined by the functional and technical
capabilities of RBS System and the screen form
of the Client’s part of RBS System. Each
Electronic Document sent by the Client to the
Bank using RBS System should contain the
Electronic  Signature of the Authorized
Representative of the Client. The Electronic
Signature of the Authorized Representative of
the Client contained in the Electronic
Document of the Client confirms the authorship
of the Authorized Representative of the Client
and is a means of verifying the immutability of
the content of the Electronic Document, as any
change to the Electronic Document after its
signing with the Electronic Signature violates
the integrity of the Electronic Signature.

2.15. The Electronic Document should be signed with

2.16.

the Electronic Signature only by the Authorized
Representatives of the Client who have the right
to dispose of funds in the Account (for payment
(settlement) Electronic Documents), the data of
which are specified in the Application to enter
into Comprehensive  Banking  Services
Agreement / Application to enter into Product
Agreement / Application to amend the
Agreement on the Implementation of
Information Interaction Using Information
Exchange Systems. If the Electronic Document
should be signed with several signatures of the
Authorized Representatives of the Client, in
accordance with the Applications stated in the
clause /Specimen Signature Card and Seal
Impression, and the Agreement on the
Combination of Signatures to the COP, the
Electronic Document should be signed by each
of the Authorized Representatives of the Client,
according to the above documents, with one
Electronic Signature from the first and second
groups of signatures.

RBS System automatically displays
information about the current stage of
processing of the Electronic Document by the
Client and/or the Bank by assigning a certain
status to the Electronic Document and changing
it.

2.17. The System assigns the following statuses to

Electronic Documents:

"In File" —assigned to an Electronic Document
if, during the processing of the payment, there
were insufficient funds in the Client’s Account
to complete the transaction.

"Prepared" - assigned when the Client creates



2.17.

2.18.

2.19.

2.20.

MOCPEACTBOM MIPUCBOEHUS DNEeKTPOHHOMY
JMIOKYMEHTY  OIIPENEeJIeHHOr0 cTaryca U  €ro
W3MCHCHHUS.

Cucrema mpucBanBaeT JJICKTPOHHBIM TOKyMEHTaM
CJIEIYIOIINE CTATYCHI:

«B kapToTeke» - MpPUCBAaHBACTCS DJICKTPOHHOMY
JOKYMEHTY, €CJIi IIpU 00paboTKe MmiiaTexa Ha cueTe
Knmnenta oxa3anoch HEIOCTATOYHO CPEACTB AN
COBEPILICHHUS OICPALH.

«IloAroToBJIEeH» - IPUCBAUBAETCS IPH CO3AaHUH U
COXpaHEHWH HOBOTO DJEKTPOHHOTO JOKyMEHTa
KnmnentoM, koTopsIii emie He OTIpaBieH B baHK u
BO3MOXEH K PEIAKTHPOBAHHUIO.

«[lognucan» - mpucBauBacTCs ONEKTPOHHOMY
JOKYMEHTY, MOANUCAHHOMY OIHUM u3 Buaos OIL
DOJNEeKTPOHHBI JOKYMEHT OCTaeTcsi B JaHHOM
COCTOSHMM 1O MOMEHTa 3aBEpIUCHUS  €ro
MOJANMCAHUS BCEMU Y TOJIHOMOYEHHBIMH JIMLIAMU
(ecru TpebyeTcs).

«OTnpasyeH B 0aHK» - IPUCBAUBAECTCS B Cllydae,
korga Cucrema [IbO otmpaBuia ONEKTPOHHBIM
JOKYMEHT, HO OH (PaKTHYECKH elle He TMOIydeH
Bankom.

«JlocTaBiieH B 0aHK» - TIPUCBAaMBACTCS B Cliydae

(akTHUECKOTO MOCTYTUIEHUS OIEeKTPOHHOTO
JIOKyMeHTa B baHk.
«IIpuHAT 0aHKOM» - MIPUCBAaUBAECTCA

ONEKTPOHHOMY JAOKYMEHTY NP HaXOXKICHUH €0 B
ouepenu Ha 00paboTKy.
«HcnosHen» - TpUCBAWBACTCI ODIEKTPOHHOMY
JIOKYMEHTY TIOCIie ero ucnojHeHus baHnkoM (B Tom
YHCIIe TIOCIIE CIIMCAaHMUs JIEHEKHBIX CpeIcTB co CueTa
Kienta Ha OCHOBaHUU JAHHOTO IOKYMEHTA).
«Bo3BpaieH» - TpHUCBaWBaeTCs OJIEKTPOHHOMY
JIOKYMEHTY, ©CJIM OH HE MOXET OBITh HPUHAT K
ucrionHeHWI0 B banke. [[nst yTOWHEHWS NPUYHHBI
HeoOxomuMo  oOpatutbcss B baHk — JFOOBIM
nocTynHbM KitnenTty crioco6om.
«Ha koHTpoOJe» - MpUCBanBaeTCs DIEKTPOHHOMY
JIOKyMEHTY B CITydae IPOBEJICHUS CO CTOPOHBI banka
JIOTIOJTHUTEIIEHOM MTPOBEPKHU.
Co3maHHBIE W MOANUCAHHBIA  DIIEKTPOHHOU
MONMUCHI0  DJEKTPOHHBIN JokymeHT KimeHt
otnpasisieT B bank ¢ ucnons3oBanreM CHUCTEMBI

JIBO.

bank ocymiecTBiseT MPOBEPKY MOIYICHHOTO OT
Knuenra OnekTpoHHOro JOKYMEHTA U IPUHUMAET

€ro K HCIIOJTHCHHIO npu yciioBun
IMOJIOKUTECIIBHOI'O pPE3YyJIbTaTa MPOBEPKHU, B TOM
qucCiie IOJIOKUTECIBHOTO pe3yjibTaTta BCECX

MpoLeyp KOHTPOJIS, MPEIyCMOTPEHHBIX TyHKTOM
2.17 - 2.19 nacrosmero Pernamenra.

Pesynbrar mpoBepKH DJIEKTPOHHOTO TOKyMEHTa
CUUTAETCS MOJOKUTEIbHBIM, €CJIH OH:
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and saves a new Electronic Document that has
not yet been sent to the Bank and is editable.

e "Signed" - assigned to an Electronic Document
signed with one of ES types. The Electronic
Document remains in this state until it is signed
by all Authorized Persons (if required).

e "Sent to the Bank™ - assigned when RBS
System has sent the Electronic Document, but it
has not yet been received by the Bank.

o "Delivered to the Bank' - assigned when the
Electronic Document has actually been
received by the Bank.

e "Accepted by the Bank' - assigned to the
Electronic Document when it is queued for
processing.

e "Executed™ - assigned to an Electronic
Document after its execution by the Bank
(including after the debiting of funds from the
Client’s Account based on this document).

e "Returned" assigned to an Electronic
Document if it cannot be accepted for execution
by the Bank. To clarify the reason, please
contact the Bank by any means available to the
Client.

e "Under Control™ - assigned to an Electronic
Document if the Bank conducts additional
verification.

2.18. The Client sends the created and signed
Electronic Document to the Bank using the
BIFIT RBS.

2.19. The Bank verifies the Electronic Document
received from the Client and accepts it for
execution if the verification result is positive,
including the positive result of all control
procedures provided for in clauses 2.17 - 2.19
of the Regulations.

2.20. The wverification result of the Electronic
Document is considered positive if it:

e Is prepared in accordance with the current
legislation of the Russian Federation;

e Is prepared in accordance with the regulatory
documents of the Central Bank of Russia and the
requirements of the Bank;

e Is prepared in accordance with the requirements
established by the agreements concluded by the
Parties, in accordance with the Rules, Besafe CIS
Rules, CA Rules, and the Regulations;

e Is signed with the proper Electronic Signature(s)



2.21.

2.22.

2.23.

OdopmieH B COOTBETCTBUH C JICUCTBYIOIIUM
3aKoHOJaTeNLCTBOM Poccuiickoit Depepanuu;
OdopmieH B COOTBETCTBUH C HOPMATHUBHBIMHU
nokymeHTamu banka Poccum u TpeboBaHUSAMEU
banka;
OdopmiteH B COOTBETCTBHH C TpeOOBAHUAMHU,
YCTaHOBJICHHBIMH  3aKIfOYeHHBIMH ~ CTOpOHAMHU
cClAeNKaMu, B COOTBeTcTBUU C  [IpaBuimamu,
IIpaBumamu KUC “Besafe”, Ilpasmmamu VYII, u
HactosmuM PerimameHTOM;

ITonmucan HaJJIeKanien
DIEeKTPOHHOM(-BIMH) TTOATTACHIO(~SIMH )
YT01HOMOYEHHOTO(-bIX ) [IpencraBuTtensi(-eii)
Kimenra, nMeroniero(-ux) mpaBo Ha paclopsDKCHHE
JEHEXHbIMU cpecTBaMu Ha Cuere (ISl IIaTeXHbIX
(pacueTHBIX) ONEeKTPOHHBIX JIOKYMEHTOB),
OneKTpoHHbIE MOANKCH NMPOLLUIN NpoBepKy B baHke.
Knrent MoxeT oTO3BaTh IepenaHHbli B baHk
SHGKTpOHHbIﬁ JOKYMCHT, B COOTBETCTBUH C
TpeOOBaHMAMM  3aKOHOZATEIbCTBA  Poccuiickoii
Oenepaunn, 3aKaO4eHHbIX CTOPOHAMH CHEJOK,
paBUIIaMHU COBEpIICHUS OTIepaLui, c
ucnoas3zoBanueM Cuctemsl J[bO. OTo3BaHbl MOTYT
ObITh TOJBKO HEUCIOJHEHHbIE JIEKTPOHHBIE
JOKYMEHTBI, KOTOpble HE IEepenuid B CTaTyc
«HcnosHen».

Knuent CaMOCTOSITEIbHO KOHTPOJIUPYET
(oTcnexxuBaeT) ATambl M PE3yNbTAaThl 00pabOTKU
OTIpaBJIEHHBIX B baHK DIEKTPOHHBIX TOKYMEHTOB
B COOTBeTCTBYIOLMX paznenax Cuctemsl JJBO.
bank n Kmuent oomenusarorcs o Cucreme JIbO
CIIEAYIOIIMMH DIICKTPOHHBIMHU IOKYMEHTAMH:

(HammIeKaIMMH )

L4 IJIATCIKHBIC ITOPYUCHUS,;
L4 3aIIpOChI Ha OT3bIB JOKYMCHTA,
L4 BBIIIUCKH, COACPIKAIIUC I/IH(I)OpMaI_II/IIO 0

JBMKEHUU CPEJCTB 10 CUeTaM;

o JIOKYMEHTBI Il COBEPIIEHUS] BaJIOTHBIX
omepauuii  (3asABIEHUMST  HA  IIEPEBOA
MHOCTPAaHHOM BalIOTHI, PACHOPSDKEHHS Ha
MOKYIKY/TIPOAaXy BaIOTHI H T.IL.);

o JOKYMEHTBI BAIIOTHOT'O KOHTPOJIS,

. 3asBnenue 00 otkpeiTu Cuera, 3asBieHHE
Ha 3akpbiTie Cuera, 3asBICHHE O BHECCHHUH
WU3MEHEHU B ycnoBus Jlorosopa, 3asBieHue
0 pacropxxennn J[loroBopa (mpu HaIWIHH
TEXHUIECKON BO3MOXKHOCTH);

. WHBIE pacyeTHbIE (TUIaTeXHBIEC) TOKYMEHTHI,
MPUMEHUMBIE B PaMKax MpPEAyCMOTPEHHBIX
3aKOHOJATEIbCTBOM Poccwuiickoit
Qeneparii ¥ 3aKITFOUYEHHBIX MEXIy
Croponamu czieinok ¢GopM Oe3HATHMYHBIX
pacueToB (B COOTBETCTBHHU c
(YHKIMOHAILHBIMU W TEXHUYECKHMU
Bo3MoxHOCTsIME Cuctemsl [1bO);

® ITPOU3BOJIbHBIC JOKYMCHTBI (I/IHBIG
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of the Authorized Representative(s) of the Client
who have the right to dispose of funds in the
Account (for payment (settlement) Electronic
Documents), and the Electronic Signatures have
been verified by the Bank.

2.21. The Client may revoke an Electronic Document
submitted to the Bank in accordance with the
requirements of the legislation of the Russian
Federation, agreements concluded by the
Parties, and the rules for conducting
transactions, using RBS System. Only
unexecuted Electronic Documents that have not
reached the status "Executed" may be revoked.

2.22. The Client independently monitors (tracks) the
stages and results of processing of Electronic
Documents sent to the Bank in the relevant
sections of RBS System.

2.23. The Bank and the Client exchange the following
Electronic Documents through RBS System:

e  Payment orders;

e Requests to revoke documents;

e  Statements containing information on the
movement of funds in accounts;

e Documents for conducting foreign
exchange transactions (applications for
foreign currency transfers, orders for the
purchase/sale of currency, etc.);

e  Currency control documents;

o Application for opening an Account,
Application for closing an Account,
Application for amending the terms of the
Agreement, Application for termination of
the Agreement (if technically possible);

e Other payment (settlement) documents
applicable within the framework of non-
cash settlement forms provided for by the
legislation of the Russian Federation and
agreements concluded between the Parties
(in accordance with the functional and
technical capabilities of RBS System);

e  Optional documents (other documents or
letters prepared in free form).\

Using Mobile Signature technology, only

signing payment orders is available, including

those made through the Faster Payments

System.

2.24. The Authorized Representative of the Client
may be granted access to RBS System, with the
ability to obtain information about the Client,
his/her transactions, Client’s bank accounts
opened with the Bank, with the right to view



2.24.

JOKYMEHTbl WM IIUCbMA, COCTAaBJICHHBIE B

MIPOU3BOJIBHOM Qopme).

C npuMeHeHHeM TeXHOJIornu MoOUIIEHON MOIHCH
JOCTYIIHO  TOJBbKO  IOJNUCAHME  IUIATEKHBIX
NOPYYEHHUIl, BKIIOYas  COBEpLIAEMBIE  Yepe3
CucteMy OBICTPBIX ITATEKEH.

VYnonHomouennomy IlpencraBurento  Kimenra
MOXeT ObITh mpenocraBieH apoctyn k Cucreme
JABO, ¢ BO3MOXHOCTBIO TOJyYEHUS CBEICHUH O
Knuenrte, ero omepanusx, OTKpBITBIX B baHke
OankoBckux cuetax Kimenra, ¢ mpaBoM mpocMmoTpa
U MOJy4eHUs DJIEKTPOHHBIX NOKYMeHTOB/IIpocThix
O/I, B ToM 4ucne BBIIUCOK MO c4yeTaM. B ciryuae
MIPEIOCTaBICHUS Y0oTHOMOYEHHOMY
IIpencraBurento Knuenra ykasaHHOro goctyna B
Cucremy IBO, nocnenHuil He BOpaBe COBEPIIATh
omepauuu mo Cyery(-am), B T.4. PacropspKaThCs
JCHEXHBIMU CPEACTBAMH, TIOAIUCHIBATH PACUECTHBIC
(nmatexxHpie) OnekTpoHHble AoKyMeHTHI/[IpocThie
OJ]. KumeHT caMOCTOSATENBbHO OCYIIECTBISET
KOHTPOJIb 3a COOJIOAECHHEM YIOJIHOMOYEHHBIMH
[IpeacraButensamu Kinuenra OTpaHUYCHUI
MOJHOMOYMK  TIOCHETHUX, Hecd TpU ITOM
OTBETCTBEHHOCTH Nepes] baHKkOM U MHBIMU TPETHUM
JMIAaMH, a  TaKkke  PHUCK  BO3HUKHOBEHUS
HeOIaronpusaTHBIX TOCIEACTBUH, B TOM YHUCIE
MMYILECTBEHHOTO XapakTepa, Mpu HEeHaJJIexalleM
WCTIONTHEHNH YKa3aHHOW OOs3aHHOCTH H(WIH) ee
HEHCIIOJHEHNH.

IIpy HANIMUMM TEXHUYECKOH BO3MOKHOCTU y
banka, Kmmenty B Cucreme JIbO poctymHa
(GYHKLUS yCTAaHOBJICHUS JIMMHUTOB Ha OINEpaLliH, a
Takke (GopMupoBaHHE TEpPEUHs 3anpeuieHHbIx IP-
aJIpecoB U cYETOB. IHCTPYKIIMS 110 UCIIOIB30BAHUIO
JaHHOro (yHKUMOHana pasMemiaercss bankom Ha
pecypce: https://corpdocs.131.ru/.

3. HOPAAOK AKKPEIUTAIIUU H

HOAKIIOYEHHUA KJ/IHUMEHTA K
CUCTEME JUCTAHIIMOHHOI'O
BAHKOBCKOI'O
OBCJIY KUBAHUA

[Ipouenypa AxkpeauTauuu U MOAKIIOYEHUS
Knuenrta npoogutca bankom nociie nojiy4eHust OT
Knmenta cornmacus o npucoennuennu k [IpaBuinam
KUC «BeSafe».

B mporecce AKKpenuTanuy U MOIKITIOYCHUS
bank:

OCYILECTBISIET MPOBEPKY JTOKYMEHTOB U
nonHomMounii Kimenra u (1) YoJHOMOYEHHOTO
IIpencraButens Knmenta B 00beMe, JOCTATOYHOM
st oTkpbITHs Cuera/zakmoueHnu JloroBopa Ha

uHo  IIpomyxr, a  TaKKe  yIpaBICHUA
Kmmenrom/YnonaomouenneiM  [IpencraBurenem
Kimnenra Cuerom B banke;

€clld HE00X0IUMO, OCYUIECTBIISIET

17

and receive Electronic Documents / Simple ED,
including account statements. If the Authorized
Representative of the Client is granted such
access to RBS System, the latter is not entitled
to conduct transactions on the Account(s),
including disposing of funds, signing payment
(settlement) Electronic Documents / Simple
ED. The Client independently monitors the
compliance of the Authorized Representatives
of the Client with the restrictions on their
powers, bearing responsibility to the Bank and
other third parties, as well as the risk of adverse
consequences, including property
consequences, in case of improper performance
and / or non-performance of this obligation.

If the Bank has the technical capability, the
Client can set transaction limits and create a list
of prohibited IP addresses and accounts in RBS
System. Instructions for using this functionality

are posted by the Bank at
https://corpdocs.131.ru/.

3. PROCEDURE FOR

ACCREDITATION AND

CONNECTING THE CLIENT TO
THE REMOTE BANKING
SERVICE SYSTEM

The Client Accreditation and Connection
procedure is carried out by the Bank after receiving the
Client's consent to join BeSafe CIS Rules.

During the Accreditation and Connection
process, the Bank:

verifies the documents and authority of the Client
and/or the Client's Authorized Representative to the
extent sufficient to open an Account/conclude an
Agreement for another Product, as well as manage the
Client's/Client's Authorized Representative's Account
with the Bank;

if necessary, registers the Electronic Signature
Verification Key Certificate in RBS System for the
exchange of Electronic Documents between the
Client/Client's Authorized Representative and the
Bank;

if necessary, registers QES FTS of the Client in
Faktura.ru Service for the exchange of Electronic
Documents by the Client;

if necessary, ensures that the Client/Client's
Authorized Representative receives a unique Login and
Password for the exchange of Simple Electronic
Documents using SES (Mobile Signature).

Registers the Client/Authorized Representative



peructpamio Ceptudukara KiIo4da IPOBEPKH
anekTporHoit mommucu B Cucreme JbO mus
OCYIIECTBIEHUSA Kitnentom/Y oTHOMOUYEHHBIM
IIpencraButenem Kimenta wn bankom oOMeHa
ONeKTPOHHBIMHU IOKyMEHTaMH,

eciu HE00X0TUMO, OCYUIECTBIISET
peructpauuto KOII ®HC Knmenta B CepBuce
Faktura.ru mus ocymectBienus Kimuentom oomMena
DNEeKTPOHHBIMHU JTOKYMEHTaAMU;

€CJIM He00X0IUMO, 00CCTICUMBACT MOTyUCHHUES
Kmmenrom/YmonmaomMoueHHeIM  [IpemcraBurenem
Knuenra ynukanmeHoro Jlormna u Ilapons s
obmena [IpocTbiMu DNEeKTPOHHBIMU TOKYMEHTAMHU C
ucnonbzoBanueM 1211 (MoOunsHOH moanucH).

Peructpupyer Kimenrta/YmomHOMOYEeHHOTO
[IpencraButens KiuenTa, BKitoYast HOITy4YEHHYIO B
xoge Axkpenutanuu uHpopmanuio B CepBuce
Faktura.ru.

B 3agBnenun o0 3aKiOUEHHHd JIOTOBOpa
KOMIUIEKCHOTO ~ OaHKOBCKOTO — oOcCnmyxuBaHus [
BasiieHnn o 3akiaroueHuu Jlorosopa Ilpoaykra /
3asBICHUU O BHECEHWHU M3MeHeHu B CoramieHue

00 OCYIIIECTBICHUU UHGOPMAITMOHHOTO
B3aMMOACHUCTBHI C HcHoik3oBaHneM Cucrem
UHPOPMAITUOHHOTO obOmeHa
Knuent/YnonmHoMoueHHBIH IIpencraBurens
KITMEHTa YKa3blBaeT KOMOBYI wHH(popmamnuio,
KOTOpasi B JaIbHEHIIIEM MOXET OBITh HCIIOIb30BaHa
JUIS JIOIIOJIHUTEILHON UACHTU(UKALUT
Kinnenra/Y11oaHOMOYEHHOTO IIpencraButens
Knunenra.

ITpu BBIOOpEe KimentoMm crnocoba paboThl B
Cucreme JIBO ¢ wucmonb3oBanneM MoOHIBEHOM
MOJIITUCH Kimenty/YnonraoMoueHHOMY
[IpencraBurento Kinenra HeoOX0auMo:

- YcranoButh MoOOWIIBHOE MPHIIOKEHUE
(mocpesCcTBOM  CKauMBaHHMS — uYepe3  MarasuH
MOOWJIBHBIX TIPHJIOKEHHH, Hampumep, RuStore),
mociie 4ero BXoA B MoOWIbHOE MPHIIOKEHHUE
JOCTYTIEH ¢ ipuMeHeHueM Jlornna (HamnpasiseTcs
bankom Ha aapec snexTpoHHOUW mouThl Knmenra,
YKa3aHHBIN B 3asiBIICHUU O 3aKIIOYEHUH JIOTOBOpa
KOMIUIEKCHOTO OaHKOBCKOTO OOCITY>KUBaHHS) |
PazoBoro mapomst  (HampamiseTcss — baHkoM
MOCPEACTBOM CMC-omnosernieHus Ha
AOGOHEHTCKUHI HOMED
Knmenra/Y momHoMO4YeHHOTO [IpencraBurens
Knuenra, ykazanHubiil B 3asBICHUH O 3aKIIOUCHUU
JI0TOBOpa KOMIUIEKCHOT'O 0aHKOBCKOTO
oOciyxuBaHus /3asBICHUM O  3aKJIIOUYCHHUH
Horosopa IIpoaykra / 3aseneHuu o BHeceHHU

n3meHennit B CormamieHue 00  OCYIIECTBICHUH
WHPOPMALTNOHHOTO B3aMMO/ICHCTBHSA c
HCIIOJIb30BaHUEM Cucrem WHPOPMALIHOHHOTO

oOmena). [locne mepBoHayanbHON aBTOPU3ALMH B
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of the Client, including the information obtained during
Accreditation, in Faktura.ru Service.

In the Application to enter into a Comprehensive
Banking Services Agreement / Application to enter into
a Product Agreement / Application to amend the
Agreement on the Implementation of Information
Interaction Using Information Exchange Systems, the
Client/Authorized Representative of the Client
specifies code information that may subsequently be
used for additional identification of the
Client/Authorized Representative of the Client.

When the Client chooses to use RBS System with
a Mobile Signature, the  Client/Authorized
Representative should:

— Install the Mobile App (by downloading it from
a mobile app store, such as RuStore). Access to the
Mobile App is then available using the Login (sent
by the Bank to the Client's email address specified
in the Application to enter into a Comprehensive
Banking Services Agreement) and the One-Time
Password (sent by the Bank via SMS message to the
Subscriber Number of the Client/Authorized
Representative specified in the Application to enter
into a Comprehensive Banking  Services
Agreement/Application to enter into a Product
Agreement/Application to amend the Agreement on the
Implementation of Information Interaction Using
Information  Exchange Systems). After initial
authorization in the Mobile App, the One-Time
Password may be changed independently by the
Client/Authorized Representative.

- Issue a Mobile Signature in the Mobile App.

3.1. If the Client chooses the method of working in
RBS System using EUES, the Responsible
Employee transfers the properly packaged FKC to
the Authorized Representative of the Client.

3.2. The fact of FKC transfer, as well as the integrity



3.1

3.2.

MoOwibHOM TIpWIOXKEHUH Pa3oBBIE  Mapoib
HOJUIEKUT CaMOCTOSITEIbHOM 3aMeHe
Kiuentom/YnomaomouenusiM  [pencraBurenem
Kimenra.

- OcyuiecTBuUTh  BBIILYCK
noanucu B MoOMITEHOM MPHUITIOKEHHU.
ITpu BeIOOpe Kitnentom criocob6a pabotsl B Cructeme
JBO ¢ ucnonp3oBannem YHOII, OTBeTCTBEHHBIN
pabOTHHK mepemaet JTOJDKHBIM obpazom
YIIAaKOBAHHBIN OKH YIIOIHOMOYEHHOMY
IIpencrasurtento Knuenra.
®akr nepemaun OKH, a Takke I1€I0CTHOCTh
VIAaKOBKHA TOJTBEPKIACTCS COOCTBEHHOPYYHOM
MOAMUCHI0  YnonHomoueHHoro IlpencraBurens
Knuenta B Akte npuema-nepeaaun ®KH. dopma
Axrta omnpenenserca bankom B Ilpunoxennn Ne2 k
HacTosuiemy Pernamenty. B cioyuae HapymieHus
uenoctHocty ynakoBku OKH YnoaHomoyeHHBIN
[IpencraButens KnnenTa momkeH yka3aTh 00 3TOM
B AkTe mnpuema-nepenaun. llpu oTcyTcTBHM
COOTBETCTBYIOILIEH OTMETKM B AKTe HpueMa-
nepenayr, CTOpOHBI  ONpENETWIN  CUHUTATh
nenocTHocTh ynakoBku ®KH He HapymieHHoi, a
cam ®KH mnamnexamum oOpa3oM MOIyYEHHBIM
Kiuenrom. ITocne MOJTYYCHHUS OKH
Kimuenty/YnonmHoMoueHHOMY IIpencraBurento
Knuenta noctymua renepanus Kiroua Ol u
BBIITyCK Ceprudukara  KIoya  HOPOBEPKU
JIEKTPOHHOM moAnucH (CCbUIKA Ha  BBIIYCK
Ceprtudukara KIO4Ya TPOBEPKH DIEKTPOHHOU
nognucu  GopMHupyeTcss ~ aBTOMaTHYECKH U
MOCTYIIaeT Ha  ajgpec  3JEKTPOHHOM  IOYTHI
KnuenTa/Y moTHOMOYEHHOTO [IpencraBurens
Knuenra, yka3anHsiid B 3asBICHUHN O 3aKIIIOUCHUU
KOMIIJIEKCHOTO OaHKOBCKOI'O OOCITYKMBaHUsI, IOCIIE
cosnanus Kmroua OII). Bemyck Cepruduxara
KII0Yya  TPOBEPKH  JJIEKTPOHHOM  IMOMAIHUCH
OCYILECTBIISIETCSI B IOPSJAKE, YCTAaHOBJIEHHOM
paszesnom 4 Hactosero Pernamenra.

MoOuipHOM

KiueHT yBeoMIIeH U MOJHOCTBIO COTJIACEH C TEM,
yro KiMeHT HeceT eIUHOIMYHYI0 | TOJHYIO
OTBETCTBEHHOCTh  3a  JIIOOBIE  TOCJENICTBHSA
NPaBOBOrO,  HMMYIIECTBEHHOTO  HMJIM  HMHOTO
XapakTepa, B TOM 4HCIIE, HEOJArONpUsITHBIC IS
Kmmenra, banka, WHBIX JWIl, YbH 3aKOHHBIC
MHTEpECH Oy IyT (MOTYT OBITh) 3aTPOHYTHI, B ClTy4yae
xpanennss Kmmentom Kirowa DII  cnocoGowm,
OTJINYHBIM OT IIPEIOCTaBIECHHBIM eMy bankom ®KH
(PyToken).

IIpu Be160pe Knmmentom merona paboter B Cuicreme
JABO ¢ ucnonszoBanuemM KIIT ®HC Kirou KOII

®HC cozmaercs cpenctBamu Y1 ®HC B
cootBercTBuM ¢ Permamentom Y1l ®HC. KC K3I1
OHC odopmiseTcs YH0o1HOMOYEHHBIM

19

of the packaging, is confirmed by the handwritten
signature of the Authorized Representative of the
Client in the Act of Acceptance and Transfer of the
FKC of RBS System. The form of the Act is
determined by the Bank in Appendix No. 2 to the
Regulations. If the integrity of FKC packaging is
violated, the Authorized Representative of the
Client should indicate this in the Act of
Acceptance and Transfer. In the absence of such a
note in the Act of Acceptance and Transfer, the
Parties agree to consider the integrity of FKC
packaging as not violated and FKC as properly
received by the Client. After FKC receiving the
Client/Authorized Representative of the Client can
generate ES Key and issue an Electronic Signature
Verification Key Certificate (a link to issue ES
Key Certificate is generated automatically and sent
to the Client/Client’s Authorized Representative's
email address specified in the Application to enter
into a Comprehensive Banking Service after the
ES Key is generated). The ES Key Certificate is
issued in accordance with the procedure
established in Section 4 of the Regulations.

The Client is aware of and fully agrees that the
Client bears sole and full responsibility for any
legal, property, or other consequences, including
those adverse to the Client, the Bank, or other
persons whose legitimate interests will (may) be
affected, should the Client store the ES Key in a
manner other than that provided to them by the
FKC (Rutoken) Bank.

When the Client selects the method of working in
RBS System using QES FTS, QES FTS Key is
generated by the CA FTS in accordance with CA
FTS Regulations. CK QES FTS is issued by the
Client's Authorized Representative independently
by contacting any FTS office/authorized person of
CA FTS (authorized persons of CA FTS are
defined by the relevant order of FTS of Russia; the
list of such persons is posted on the official website
of FTS of Russia in the section "Authorized
Persons of CA FTS").

3.3. The Client / Authorized Representative of the

Client is considered connected to RBS System and
has the opportunity to use RBS System upon the
occurrence of the following events:

—When using EUES on FKC - after receiving
(issuance) of the Electronic Signature Verification
Key Certificate and provision of the Certificate of



3.3.

3.4.

3.5.

IIpencraBurenem Kinenta caMOCTOSITEILHO TyTEM
oOpamenuss B jroboe  ormenenne  DHC/x
nosepenHoMy Juny Y1 ®HC (moBepeHHBIC nwia
VII ®HC ompeneneHsl  COOTBETCTBYIOIINM
npukazom ®HC Poccun, mepedeHs MaHHBIX JIHIT
pa3MerieH Ha odunmansaoM caiite ®HC Poccun B
pasnene «losepennsie nmuua Y1 ®HC Poccuny.
Kinent/YonnoMoue HHbIH IIpencraBurens
KimenTa cumraercs moakmoueHHBIM K CHcteme
JAbO u wuMeeT BO3MOXXHOCTb IOJIb30BaThCS
Cucremoii JIbO mpm HACTYIUIGHHWH CIEIYFOIINAX
COOBITHIA:

npu ucnoiss3oanun YHOII na ®KH - nocne
noydeHus: (Beimycka) Ceptudukara Kiroda
MPOBEPKU JIEKTPOHHOM TMOJIHUCH, a TaKXKe
MpeNoCTaBIeHUsT B baHK  MOANMCAHHOTO
Kimenrom Akrta IpueMa-neperadu
Ceprudukara Kiaro4Ya MPOBEPKHU SICKTPOHHOM
[OJTIUCH.

- npu ucnoaszoBanuu I1311 - nocne Brimycka
MoOunbHOM noanucyu B MOOMILHOM TTPHIIOKEHUH;

- npu ucnonb3oBanuu KOII ®HC - mocne
peructpanmu bankom KC K3IT ®HC KimenTa (B
COOTBETCTBHHM C pasfgelioM 4  HacTOSIIEero
Pernamenta) B Cucteme JI5O.

ITo ucreuenuu cpoka IelCTBUS HOJTHOMOYUI
Ynonuomouennoro Ilpeacrasutens Kinuenra bank
OJIOKMpYET MAOCTYH TaKOro YTIOJHOMOYEHHOTO
[IpencraButens Knuenra k Cucteme J1bO.

KnueHT BmpaBe yCTaHOBUTH OrpaHUYEHHS IO
napaMeTpam oTieparyi, KOTOpEIE MOTYT
ocymecTBisATbcs KimeHTOoM ¢ HMCHOIb30BaHHEM
Cuctembr JIBO B 3asBieHun, ¢opma KOTOPOro
onpenensiercs [Ipmnoxenuem Ne 6 k Permamenty u
pa3MeriieHa Ha pecypce https://131.ru/contracts u B
opuce banmka. Ilpumem 3asBnenus B banHk
OCYIIIECTBISIETCSI C HCHONb30BaHHEM CHCTEMBI
ABO.

Pa3oBblii mapons aBTOMAaTHYECKH T'€HEPUPYETCA

Cucremori JIbO, B TOM wuucie B LEJAX
JOTOJTHUTEIbHON ayTeHTU(UKALUH
KnuenTa/Y moTHOMOYEHHOTO IIpencraBurens

Kinmenra npu mnpepocraBieHuM €My JAOCTyHa B

Cucremy AbO W/nin JIOTIOJTHUTEIBLHOTO
MOATBEPKACHUSA IIpocToro ONEeKTPOHHOTO
JIOKyMeHTa. YTnoJIHoMoueHHbI IIpeacraBurenb
Knuenta noimkeH BBecTH MOJIyYeHHBIM Pa3oBbli
napoJib JUTSt MIPOXOKICHUS MPOLETyPhI
ayrentupukanuu B Cucreme [1bO  w/mimm
JIOTIOJTHUTEIBLHOTO  moATBepxaeHus  [Ipocroro

ONEeKTPOHHOTO JOKYMEHTA.
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3.4.

3.5.

3.6.

Acceptance and Transfer of the Electronic
Signature Verification Key signed by the Client to
the Bank.

- when using SES - after the Mobile
Signature is issued in the Mobile App;

- when using QES FTS - after the Bank
registers CK QES FTS of the Client (in accordance
with Section 4 of the Regulations) in RBS System.

Upon expiration of the Client's Authorized
Representative's authority, the Bank will block
such Client's Authorized Representative's access to
the Remote Banking System.

The Client has the right to set restrictions on the
parameters of transactions that can be carried out
by the Client using RBS System in the Application,
which form is determined by Appendix No. 6 to
the Regulations and is available
at https://131.ru/contracts and in the Bank’s office.
The acceptance of the Application by the Bank is
carried out using RBS System.

A One-Time Password is automatically generated
by RBS System, including for the purpose of
additional authentication of the Client / Authorized
Representative of the Client when granting access
to RBS System and/or additional confirmation of
the Simple Electronic Document. The Authorized
Representative of the Client should enter the
received One-Time Password to complete the
authentication procedure in RBS System and/or
additional confirmation of the Simple Electronic
Document.

Procedure for Changing the Subscriber
Number

3.6.1. To change the Subscriber Number of the

Authorized Representative of the Client
used to receive the One-Time Password,
such Authorized Representative of the
Client should contact the Bank and provide
an Application to change the Subscriber
Number providing identity documents. If
the Subscriber Number is being changed by
the Authorized Representative of the Client
authorized to sign agreements/applications,
he/she may only sign the Application to



3.6.

3.6.1.

3.6.2.

3.6.3.

IMopsnok cMeHBI AGOHEHTCKOro HOMepa

Jlnst  m3meHeHuss AOOHEHTCKOTO HOMeEpa
Ynonaomouennoro Ilpencrasurens Knuenra,
HCIIONB3yeMOro Juisi noisiydeHus PazoBoro
napoiyii  YnonHomoueHHbI IIpeacrasurens
Kinuenra nomken oOpatuthcsi B bank
IIPEIOCTaBUTh 3asBJICHUE HA HU3MEHEHUE
AOGOHEHTCKOrO HOMEpa C MpPeJoCTaBICHHUEM
JOKYMEHTOB, YJIOCTOBEPSAIOUIUX JIUYHOCTDH .
Ecnu AOGOHEHTCKHIA HOMEP MEHSIET
Ynonuomouennsii IIpencrasurens Knuenra,
YIOJIHOMOYEHHBIN MOANUCHIBATh
JIOTOBOPBI/3asIBIICHUS,, OH MOYET MOJIHCATh
TOJBKO 3asBieHue Ha HU3MEHEHUE
AoGonentckoro Homepa (Ilpunoxenue Ne3 k
HacTodleMy Perinamenry), ykasaB B HEM, 4TO
MIO/ITBEPIKIAET IIPUHAJICKHOCTh emy
AOGOHEHTCKOTO HOMEpa.

Jns nmucTaHIMOHHON CMEHBI AOOHEHTCKOTO

HOMepa Knuent/YnomHoMo4eHHBII
[IpencraButens Kiuenta HampaBiser B
Cucreme JIBO  3asBieHne 0  CMEHeE
AGOHEHTCKOTO HOMEDa, BBIOpaB
He00OXOIUMBII ra0JI0H JTIOKYMEHTA.
3asBiIeHUE JOKHO OBITH moamucano DIl
oOpartuBIerocs YIOTHOMOYEHHOTO

[IpencraBurenss Kimenrta. JlucraHumoHHas
cMeHa AGOHEHTCKOTO HOMepa BO3MOXHA MPH
HAJIMYAHA  TTOJTHOMOYHMH  YTOJIHOMOYEHHOTO
[IpeacraButens Knmenta mnoamuceiBaTh U
nmogath B bBaHK JIOKyMEHTBI, 3asiBICHHUS,
COO0O0I1IIeHNs, HEOOXOAUMBIE /ISl PETUCTPAIUH,
MOJYyYEeHUsI JIOCTyIa, HM3MEHEHUs YCIOBHH
HCIIOJIb30BaHU Cucrembl JBO.
JuctanimonHass  cMeHa  AOOHEHTCKOTO
HOMeEpa HEBO3MOKHA B ciyyae
Kommnpomeranun D1eKTpoHHONU MOANNCH UK
MOJ03PEHUM Ha Komnpomeranuto
DIEKTPOHHOM MOIHUCH.

Cmena AOGOHEHTCKOTO HOMEpa
Knuenra/Ynonnomouennoro IlpeacraBurens
Kmmenra ocymectBnsiercs baHKOM TONBKO
nocie HOJIOKHUTEITHLHOTO 3aBepIIeHUs
MPOBEPKH TIPEACTABICHHBIX CBEACHUH U
JTOKyMeHTOB. baHk BmpaBe oTka3aTh Kinenty
B CMEHe AOGOHEHTCKOTO HOMEpPA
VYnonaaomouennoro IlpeacraButens Knuenra
6e3 00bsICHEHHsI IPUYMH TAaKOTO OTKAa3a.
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change the Subscriber Number (Appendix
No. 3 to the Regulations), indicating that
they confirm the ownership of the
Subscriber Number.

3.6.2. For remote change of the Subscriber

Number, the Client / Authorized
Representative of the Client sends an
Application to change the Subscriber
Number through RBS System by selecting
the appropriate document template. The
Application should be signed by ES of the
Authorized Representative of the Client
submitting the request. Remote change of
the Subscriber Number is possible if the
Authorized Representative of the Client has
the authority to sign and submit to the Bank
documents, applications, and notifications
necessary for registration, access, and
changes to the terms of use of RBS System.
Remote change of the Subscriber Number
is not possible in case of Compromise or
suspicion of Compromise of the Electronic
Signature.

3.6.3. The change of the Subscriber Number of the

Client / Authorized Representative of the
Client is carried out only after the
successful completion of the verification of
the submitted information and documents.
The Bank has the right to refuse the Client
to change the Subscriber Number of the
Authorized Representative of the Client
without explaining the reasons for such
refusal.

3.6.4. If there is technical capability of the Bank

and the Client, it is allowed to send the
Application to change the Subscriber
Number, the Application to open an
Account, the Application to close an
Account, the Application to amend the
terms of the Agreement on the
Implementation of Information Interaction
Using Information Exchange Systems, and
the Application to terminate the Agreement
through the EDI Operator agreed with the
Bank. In this case, the Application to
change the Subscriber Number should be



3.6.4. Ilpu HanuuuM TEXHUYECKOW BO3MOKHOCTH

3.7.

banka u Knuenra nomyckaercss HampaBlIEHHE
3agBiaeHuss Ha u3MeHeHHe AOOHEHTCKOTO
HOoMepa, 3asBieHuss o0 oTkpeiTHH Cuera,
3asBiieHUs1 0 3akpeiTun Cuyeta, 3asBICHUS O
BHecennn wu3MeHennii B Cormamrenue 00
OCYIIIECTBIICHUHN MH(POPMAITMOHHOTO
B3aMMOJICHCTBUS C HCIOJIb30BaHHeM CHcTeM
nH(pOpMAIMOHHOTO OOMeHa, 3asBICHHUS O
BHECEHMH M3MEHEHUU B ycioBus Jlorosopa,
3asBneHue o pactopkeHun JloroBopa dyepes
Onepatopa 310, cornacoBannoro ¢ bankom. B
TakOM ciy4ae, 3asBJI€HHEC Ha HW3MCHCHHE
AOOHEHTCKOTO ~ HOMEpa  JOJDKHO  OBITh
OIIKUCAHO KDII VYOJIHOMOYEHHOTO
[IpencraBurens Knuenra, yka3aHHOrO B TAKOM
3asBlIeHUU. 3asBiaeHue o0 oTkpeiTuu Cuera,
3asBiieHue o 3akpeiTun Cyera, 3asiBICHHE O
BHECEHMHM HM3MEHEHUU B ycioBus Jlorosopa,
3asBieHue 0 pacTopkeHuu Jloropopa J0JKHO
opiTe moanucano KOII  YnomHoMoyeHHOTO

[IpencraButens Knwmenta ©W  MMeEROIIETro
[IOJIHOMOYHS MOIIINCKHIBATEL U II0JABaTh B baHk
JIOKYMEHTHI, 3asBJICHMUS, COOOIIIEHMS,

HEOOXOJUMBIE JJIsi pEerucTpaluu, MOJydeHHUs
JOCTYIIA, U3MEHEHMsI YCIOBUS HCIOJIb30BAHUS
Cucrempl /IbO. B ciydae mnpenocraBieHUs
Knuenrom/YnomrHOMOUEHHBIM
[TpencraButenem Knmenra uepe3 Omepatopa
OJ10 3asBieHus Ha u3MeHeHHEe AOOHEHTCKOTO
HOMEDPA OTBeTCTBEHHBIM pabOTHUKOM
IIPOBOAUTCS UACHTUDUKALHS u
ayteHTudukanus Knuenra/ YnoasHOMO4YeHHOTO
ITpencraButens KinueHTa ¢ HCHOIB30BaHUEM
JOKYMEHTOB,  yJIOCTOBEPSIIOUIMX  JIMYHOCTh
(opurvHajBl WIM HOTAPHAJIBHO 3aBEpPEHHBIE
KONUHU), U JIOKYMEHTOB, IOATBEPKAAIOIINX
MIOJIHOMOYHS YKa3aHHBIX T Ha
UCIIOJIb30BaHUE aHAJIOTOB COOCTBEHHOPYYHOM
noanucu (DJIEKTPOHHON MOANNCU) OT UMEHU
Knuenta (opurmHanbl WM 3aBEpEHHbIE B
YCTaHOBJIEHHOM baHKOM moOpsake KOImuu C
MPEIOCTABIIEHUEM OpPUTHHAJIOB JJIsi CBEPKH,
€CJIM paHee JaHHbIE JIOKyMEHTHl B baHk He
MPEJICTaBISUINCH).

Hns W3MEHEHUS Konogoit rH(pOpMaITUN
Knnent/YnomHoMOueHHBIN [IpencraBurens
Kimenra momkeH naudHO oOpaTuthcs B baHk C
3asIBJICHUEM B CcBOOOIHO#M dhopme c
NPEJIOCTABIICHUEM  YJIOCTOBEPSIOMINX  JIMYHOCTD
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signed with QES of the Authorized
Representative of the Client specified in
this application. The Application to open an
Account, the Application to close an
Account, the Application to amend the
terms of the Agreement, and the
Application to terminate the Agreement
should be signed with QES of the
Authorized Representative of the Client
who has the authority to sign and submit to
the Bank documents, applications, and
notifications necessary for registration,
access, and changes to the terms of use of
RBS System. In the event that the
Client/Authorized Representative of the
Client submits an Application for a change
of the Subscriber Number through the EDI
Operator, the Responsible Employee shall
identify and authenticate the
Client/Authorized Representative of the
Client using identity documents (originals
or notarized copies) and documents
confirming the authority of the said persons
to use analogues of a handwritten signature
(Electronic Signature) on behalf of the
Client (originals or copies certified in the
manner established by the Bank with the
provision of originals for verification, if
these documents have not previously been
submitted to the Bank).

3.7. To change the Code information, the
Client/Authorized Representative of the Client
should personally contact the Bank with an
application in  free form, providing
identification documents.

4. PROCEDURE FOR ISSUING

ELECTRONIC SIGNATURE

VERIFICATION KEY

CERTIFICATES / QES FTS

CERTIFICATES REGISTRATION

4.1

. To obtain an Electronic Signature Verification Key

Certificate for working in RBS System and
exchanging Electronic Documents using EUES,
each Authorized Representative of the Client, whose
details are specified in the Application to enter into
a Comprehensive Banking Services Agreement
and/or the Application to amend the terms of the



,I[OI(YMGHTOB.
4, MOPSIIOK BBIITYCKA
CEPTU®UKATOB IPOBEPKU
KJIFOUYEHN JIEKTPOHHOMN
MOANMMNCH/PETUCTPAIINA
CEPTU®UKATOB KAII ®HC

4.1 Ins nonyuenusi CepTudukara KI0Ya TPOBEPKU
3JICKTPOHHOM moamucu At pabotsl B Cucteme JIbO u
OCYIIIECTBJICHHA oOmeHa ONeKTPOHHBIMH
JIOKyMEHTaM# c HUCIIOJIb30BaHUEM VYHOII,
YnonnomoueHHslit [IpencraBurens Knvenra, qaHHbie
0 KOTOPOM YKa3aHbl B 3asBICHUH O 3aKIIOYEHUHU
JIOTOBOpa KOMILJIEKCHOTO OaHKOBCKOTO 00CITY>KUBaHHS
1 (vn) 3asBICHUN O BHECEHUH N3MEHEHHH B YCIOBUS
HoroBopa , 3asBiI€HUM O BHECEHUU H3MEHEHUHI B
Cornamenne 00 OCYIIECTBICHUH WHPOPMAITUOHHOTO
B3aHMOI[eI>iCTBHﬂ C HUCII0JIB30BaHUEM CucreMm
nH(popMarmoHHOTr0 oOMeHa, Kaprouke ¢ obOpasmamu
nomnucedt (mpu e€ ohOpMIIEHMH B COOTBETCTBHUHU C
[lpaBunamu), mnpomenmuii UaeHTudukauuio y
OTtBeTcTBeHHOTO paboTHHKa baHka, TOMMKEH THIHO:

— co3naTth (MOCPENCTBOM IPUMEHEHUS! CCBUIKH,
nocTynuslerd u3 baHka Ha aapec 3JIEKTPOHHOMU
IIOYTHI, YKa3aHHBIN
Kmuenrom/YnonHomouennsiM [IpencraBurenem
Knuenra B 3asBieHnn 0 3aKIIOYCHUH JOTOBOPA
KOMIIJIEKCHOTO ~ OaHKOBCKOTO  OOCITYKHBaHUS)
3ampoc Ha Bbiyck Ceprudukara Kioda
MIPOBEPKH JIEKTPOHHON MOJINCH;

— ycraoButh Ceprtudukar Kiaoya MPOBEPKU
anexktponnoit nmoamnucu B Cucreme JIbO (ccpimka
Ha CepTuguKaT KiIoya IPOBEPKU AIIEKTPOHHOU
MOJAMUCH MOCTYINUT Ha DJJIEKTPOHHBIN ajpec,

yYKa3aHHBIN KiuenTom/Y oTHOMOYEHHBIM
IIpencraButenem Kimenta B 3asgBieHHH O
3aKJIIOUYEHU U JIOTOBOpa KOMILJIEKCHOT'O

0aHKOBCKOTO  OOCHYy)XHBaHMS), TIOCIE HYero
pacrievataTb aBTOMaTHYECKH C(HOPMHPOBAHHBIN
Akt npuema-nepemaun Ceprudukara KiIo4a
MPOBEPKHU 3JIEKTPOHHON MOAIIUCH;

— mpexoctaBuTh B baHk AKT mnpuema-nepenaun
Ceprtudukara K042 TMOBEPKH DIIEKTPOHHOM
noJanucy Ha OyMaKHOM HOCHUTEJIE, 3aBEPEHHBIN
CcOOCTBEHHOPYYHOU MOIMTUCKIO
VYnonaomouennoro Ilpeacrasurens Kimenra B
teueane 2 (JByx) paboumx pgHed, aubO
NPEIOCTaBUTh YHUKAIBHBIA  MAECHTH(UKATOD,

KOTOPBIA IIPUCBANBACTCA [IOYTOBBIM
OTIPABIICHUSAM, BBIJABAEMbI  TPAHCIIOPTHOM
KOMIIaHUEH, OCYIIECTBIISIIOIIEH  OTHPAaBKY

OpUTHHAJIOB JIOKYMEHTOB, IJIM0O HaNpaBUTh
nmokyMeHT nocpeactBom Ormepatopa 3/10.
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Agreement and the Application to amend an
Agreement on the Implementation of Information
Interaction Using Information Exchange Systems,
the Specimen Signature Card (if issued in
accordance with the Rules), and who has undergone
identification by the Responsible Employee of the
Bank, should personally:

— Create a Request for the Issuance of an
Electronic ~ Signature  Verification  Key
Certificate (using the link sent from the Bank to
the email address specified by the
Client/Authorized  Representative in the
Application to enter into an Comprehensive
Banking Services Agreement);

— Install the Electronic Signature Verification
Key Certificate in RBS System (a link to the
Electronic  Signature  Verification Key
Certificate will be sent to the email address
specified by the Client/Authorized
Representative in the Application to enter into
an  Comprehensive  Banking  Services
Agreement), and then print the automatically
generated Certificate of Acceptance and
Transfer of Electronic Signature Verification
Key Certificate;

— Provide the Bank with the Certificate of
Acceptance and Transfer of the Electronic
Signature Verification Key on paper, certified
by the personal signature of the Authorized
Representative of the Client within 2 (Two)
business days, or provide a unique identifier
assigned to postal items issued by the transport
company sending the original documents, or
send the document via the EDI Operator.

The instructions for connecting to RBS System and
generating EUES Keys are available
at https://corpdocs.131.ru// and in the Bank’s office.
The Electronic Signature Verification Key Certificate
should contain the following mandatory information:
the full name of the Authorized Representative of the
Client (holder of the Electronic Signature Verification
Key Certificate), the name of the Client, the address of
the location, the unique number of the Electronic
Signature Verification Key Certificate, the start and end
dates of the validity of such certificate, the unique
Electronic Signature Verification Key, the name of the
electronic signature tool used and/or the standards to
which the electronic signature key and the electronic
signature verification key comply, and the name of the
Certification Authority. No changes are allowed to the
Electronic Signature Verification Key Certificate
generated using the tools of RBS System.



mailto:установить
mailto:установить

HucTpykius mo moaxtodeHuio k Cucteme JIBO m
renepanuu karoueit YHDII pasmeniena ua pecypce https://
https://corpdocs.131.ru// u B oduce banka. Cepruduxar
KITF0Ya MPOBEPKH SJIEKTPOHHOM MOAMUCH B 0053aTEITHHOM
MOpsIIKE  JIOJDKEH  conepkath:  momHele  ®OUO
Ynomaomouennoro [IpencraButens Kimenra (Bnagenbiia
CeprudukaTa KIHOYa MPOBEPKHU SJISKTPOHHOU ITOMIHCH),
HamMeHoBaHWe KimeHTa, aapec MeCTOHaXOXIEHUS,
yHUKaJIbHBIH HoMep CepTudukaTa KIO4Ya MPOBEPKU
ANIEKTPOHHOM MOMINCH, AaThl Ha4ajla U OKOHYaHHS CPOKa
nefcTBUS Takoro cepruukara, YHUKAIBHBIN KITIOY
MPOBEPKH  JJCKTPOHHON  MOANMCH, HAUMCHOBaHUE
HCIIOJIb3YEMOT0 CPEJICTBA ICKTPOHHOM MOANMCH 1 (W)
CTaHIIAPTHI, TPEOOBAHUSIM KOTOPBIX COOTBETCTBYIOT KITFOY
ANIEKTPOHHON TOJIUCH M KJIHOY MPOBEPKU SJICKTPOHHOMN
MOJIITUCH, HANMEHOBaHUE Y IOCTOBEPSIOIIETo IeHTpa. . He
JOIyCKaeTCsl BHECEHHE KaKuX-IIMOO M3MEHEHWH B
Ceptudurar Kitoya MPOBEPKH DIIEKTPOHHOW IOJITUCH,
c(hOpMUPOBAHHBINA ¢ HCIOJBb30BaHUEM cpencTB CUCTEMBI
JbO.

4.2 C uenbto peructpauun Kimenrom Ceprudukara
K3II ®HC B Cucreme /[IbO bank Hampamiser
Ynonaomouennomy IIpencrasurento Knuenra Ha
JIEKTPOHHBIN aJpec, yYKa3aHHbIA B 3asBJICHUU O
3aKJIFOYEHUN JI0TOBOpa KOMILJIEKCHOTO
0aHKOBCKOTO  OOCIY>XKMBaHMs, CCBUIKY  JUIS
MIPOXOXKACHUS YAAJEHHOW pPErucTpaluu, Mocie
gyero  YnomHomoueHHoMy  IIpencraBurento
Knnenta He0OXOIMMO COBEPIIUTH PETUCTPALHIO
Ceptudpukara KOII OHC (mpu Hamuyuu
Heckonbkux  CeptugukaroB  KOII  ®HC
Knunent/Y noaHoMoueHHBIH IIpencrasurens
Knuenta  BmpaBe — BbIOpaThb  Kakoil W3
CepTtudukaron K3II OHC Ooynet
3apEeTUCTPUPOBAH). PexBu3uThI
3apeructpupoBanHoro Cepruduxara KOI1T OHC
aBTOMaTH4ecku nepenatorcsa B bank Oneparopowm,
Knuenty/Ynonnomouennomy  I[IpencraBurento
Knuenrta craHoBHUTCS AOCTYNHBIM MOANKCAaHUE
O]1 ¢ nomompro KOIT ®HC B Cucteme J15O.

4.3 Ceprudukar  KIroYa  TMPOBEPKH  DAIEKTPOHHOM
noarcu/Ceprudurara KOIT ®HC moanexxut oT3pIBy
bankowm B cityuae:

®  KOMIPOMETANUU OIJIEKTPOHHOW TOIUCH
Brnanenbiia CepTudurkara Kiroda IPOBEPKH
AJIEKTPOHHOU MOJITUCH, COOTBETCTBYIOIIETO
JTaHHOMY cepTtudukary;

® [IOJIy4YCHUA BJIaACIbLICEM HOBOI'O
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4.2. To register the Client’s QES FTS Certificate in
RBS System, the Bank sends a link to the Client’s
Authorized Representative via the email address
specified in the Application to enter into a
Comprehensive Banking Services Agreement for
Remote Registration, link for remote registration.
The Client’s Authorized Representative should
then complete registration of QES FTS Certificate
(if there are several QES FTS Certificates of the
Client/Authorized Representative has the right to
choose which QES FTS Certificate to register). The
details of the registered QES FTS Certificate are
automatically transmitted to the Bank by the
Operator, and the Client/Authorized
Representative becomes able to sign ED using QES
FTS in RBS System.

4.3.The Electronic Signature Verification Key
Certificate / QES FTS Certificate is subject to
revocation by the Bank in the following cases:
e Compromise of the Electronic Signature of the
holder of the Electronic Signature Verification
Key Certificate corresponding to this
certificate;
e Receipt of a new Electronic Signature
Verification Key Certificate by the holder.

5. PROCEDURE FOR THE
SCHEDULED REPLACEMENT OF
THE ELECTRONIC SIGNATURE
VERIFICATION KEY CERTIFICATE
| QES FTS CERTIFICATE



5.1.

5.2.

5.3.

5.4.

5.5.

Ceprudukara KITI04a MIPOBEPKH
3JIEKTPOHHOM MOITHUCH.

5. IIOPSITOK ITPOBEJIEHUSI
IJIAHOBOM CMEHBI
CEPTU®UKATA KJITIOUA
IMPOBEPKHU YJIEKTPOHHOM

HOANMNCU/CEPTU®UKATA KIII

®HC

Cpox netictBust CeptudukaTta KIIt0oda IPOBEPKH
JJEKTPOHHOM  TOMMUCH  COCTaBIseT  OOUH
KaJIeHIapHBIM TOJ C JaThl Havaja ero JeHCTBHSL.
Ceprtudukar KiIr0Ya TPOBEPKH DJIEKTPOHHOU
MOANIMCH  JEHCTBYyeT B  MpeAenax  Cpoka
JNOJKHOCTHBIX OJIHOMOYUI Bnagensna
Ceprudukara Kiro4a TPOBEPKH DICKTPOHHON
MOANIMCH, a B ciOydae WX mpekpamienus (0e3
MPEeIOCTAaBICHUS] JOKYMEHTOB O MPOIJICHUH)
aBTOMATUYECKU OTKJIIOYAETCSI.

Cpox pefictBusi Ceptudukara KOII DOHC
coctaBmsier 15 (IlaTHaamarh) MecsAmeB ¢ OaThl
Hayaja ero JAeucreus. B ciyuae npekpalneHus
JIEVCTBUS TOJLDKHOCTHBIX ITOJTHOMOYNH Biasenbia
Ceptudurar KOII ®HC, Ceprudukar KOII ®HC
MpeKpalaeT cBoe JACHCTBUE C MOMEHTa BHECEHHUS
cooTBeTcTBYIomIeH 3amucu B peectp YL ®HC.
IIpu xaxnom Bxonme B Cucremy ABO 3a 30
(Tpuamats) mHEH 1O OKOHYAHHS CPOKA JAEHCTBUS
Ceprudukara KIo4a MPOBEPKU DIEKTPOHHOU
nomnucu/Ceprudpukara KT ®HC Cucrema 15O
COOOIIAET O CKOPOM €TI0 OKOHYaHHUH.

Ho ucteyenus cpoka aeictBus Ceprudukatos
KIIOYeH TMPOBEPKH  DJIEKTPOHHOW  MOMAIHCH
Kinent/YmoaHOMOYEHHBIH IIpencraBuTens
Kmuenta  wMeer  BO3MOXKHOCTH  MPOBECTH
TUTAHOBYIO TIpolieaypy ooHoBneHus: CepTudukara
KIIF0oYa  TPOBEPKH  DJIEKTPOHHOH  MONIUCH
(mporieypa OCYIIECTBISIETCS aHAJIOTUYHO
MpeIyCMOTPEHHOW pa3aeraoM 4  HacCTOAIIETO
Pernamenta).

Perucrpaunuss  Ceprudukara KOIII DOHC
OCYIIECTBIISIETCS TOCIE €ro OOHOBJICHHS
(meiicTBus BBINIOJIHAOTCS AHAJIOTUYHO
JNEUCTBUAM, cojaepkamumcis B 1. 3.8.
HacTosmero PermamenTta) mocie  4ero
Knuenty/YnonnomoueHHOMY
[IpencraButento  Knmenta  HEoOXoAMMO
ocymiecTBuTh peructpanuto  Ceptudukara
KOIT ®HC  (nmelicTBUsS  BBIOIHSIOTCS
AQHAJIOTUYHO JEUCTBUAM, COAECPXKAIIUMCSA B
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5.1. The validity period of the Electronic Signature
Verification Key Certificate is one calendar
year from the date of its validity. The Electronic
Signature Verification Key Certificate is valid
within the term of office of the Owner of the
Electronic ~ Signature  Verification  Key
Certificate, and in case of their termination
(without providing renewal documents) it is
automatically disabled.

5.2. The validity period of QES FTS Certificate is 15
(Fifteen) months from the date of its validity. In
case of termination of the official powers of the
Owner of QES FTS Certificate, QES FTS
Certificate shall cease to be valid from the
moment the corresponding entry is made in the
register of the CA FTS.

5.3. Upon each login to RBS System, 30 (Thirty) days
before the expiration of the Electronic
Signature Verification Key Certificate / QES
FTS Certificate, RBS System notifies the user
of its impending expiration.

5.4. Before the expiration of the Electronic Signature
Verification Key Certificates, the Client /
Authorized Representative of the Client has the
opportunity to carry out a scheduled procedure
for updating the Electronic Signature
Verification Key Certificate (the procedure is
carried out in the same way as that provided for
in Section 4 of the Regulations).

5.5. Registration of QES FTS Certificate is
carried out after its renewal (actions are
performed similarly to the actions
contained in Clause 3.8 of the Regulations)
after  which  the  Client/Authorized
Representative of the Client should register
QES FTS Certificate (actions are
performed similarly to the actions
contained in Section 4 of the Regulations).

6. PROCEDURE FOR BLOCKING
AND RESTORING ACCESS TO
RBS SYSTEM

6.1 The grounds for blocking the Client’s and/or
his/her Authorized Representative’s access to
RBS System are:

6.1.1. Receipt by the Bank of an Application to

amend the terms of the Agreement from the



pasnene 4 Hacrosmiero PermamenTa).

6. HOPAAOK BJIOKUPOBKHA U
BOCCTAHOBJIEHUA JOCTVYIIA K

CUCTEME ABO

6.1.0cHoBanuem aiis 6;10KkUpoBKH JocTymna Knnenrta
u (wam) ero YnonaomoueHHoro IIpencraBurens
K Cucreme J1bO sBasroTcs:

6.1.1.

6.1.2.

6.1.3.

6.1.4.

6.1.5.

6.1.6.
6.1.7.

6.1.8.

26

[Tonyyenue bankoM OT YNOJIHOMOYEHHOIO
[IpencraButenss Kiuenra 3asBiaeHue o
BHECEHUM U3MEHEHUH B ycioBusi [loroBopa

(comepkamiero  cBeJeHMsI O  CMEHe
YII0IHOMOYEHHOT O IIpencraBurens
Knunenra/mamenennun ero

JTAHHBIX/IPEKPAIEHUH TTOJIHOMOYMN  WIIN
UHBIE CBEJICHUS, NOPOKIAIOIINE COMHEHUS
banka B BO3MOXHOCTH OCYILECTBJICHHUS
nocrtyna u (wnm) nonp3oBaHus CucTeMOi
JABbO VYmnomnomouennsiM [IpencraBurenem
Knuenra), 3ampoca 0 NpUOCTAaHOBICHUU
nocrtyna k Cucreme JIbO , c¢ yka3zaHuem
IIPUYMH TaKOT'O MPUOCTAHOBIICHHUS;
Kommpomeranuss DieKTpOHHON MHOIIUCH
W/WIA  MCIOJIb30BaHHE OneKTpOHHOU
noanucu 6e3 coriacusi YNOJIHOMOYEHHOTO
IIpencrasurens Knuenra;

3amena Kaprouku ¢ oOpasuiamu noanuceit u
orrucka mneyatd W (uwmu) CorjaiieHus o
COYETaHUH DJIEKTPOHHBIX MOJIHUCEH, TPU X
oopmienuu B cootBeTcTBUU ¢ [IpaBunamuy;
[IpexpaiieHue uiau U3MEHEHHE MOJIHOMOYU I

WIN JAHHBIX Y10JIHOMOYEHHOT O
[IpencraBurens Knuenra;

CmeHa AOGOHEHTCKOI0 HOMEDPA
Y10IHOMOYEHHOT O [IpencraButens
Knuenra;

YTparbl AyTeHTU(PUKAMOHHBIX JaHHBIX;
HenpencraBnenne wnM — NpencTaBICHUE

HEJIOCTOBEPHBIX CBEACHUN W JOKYMEHTOB,
3ampanmBaeMbeiX baHKOM, B TOM YHCIIE B
IeIIX BBITTOJTHCHUS TpeboBaHMI
3akoHojarenbeTBa Poccuiickoit @enepanuu
Y HOPMATHBHBIX akTOB banka Poccuu;

BrisBienue bankom OIlepalyu,
COOTBETCTBYIOLIEH MpHU3HAKaM
OCYILIECTBJIEHUSI  MEpeBOJla  JIEHEKHBIX
cpenctB  6e3  JAOOPOBOJBHOTO  COTJIACHS

KJ'II/ICHTa, YCTaHOBJICHHBIM bankom Poccuu
nim HOHOSpeHI/Iﬁ Ha UX COBCPUICHUC,

6.1.2.

6.1.3.

6.1.4.

6.1.5.

6.1.6.
6.1.7.

6.1.8.

6.1.9.

Authorized Representative of the Client
(containing information about the change
of the Authorized Representative of the
Client / change of his/her data / termination
of authority or other information causing
the Bank to doubt the possibility of access
and/or use of RBS System by the
Authorized Representative of the Client), a
request to suspend access to RBS System,
indicating the reasons for such suspension;

Compromise of the Electronic Signature
and/or use of the Electronic Signature
without the consent of the Authorized
Representative of the Client;

Replacement of the Specimen Signature
Card and/or the Agreement on the
Combination of Electronic Signatures, if
issued in accordance with the Rules;
Termination or change of the authority or
data of the Authorized Representative of
the Client;

Change of the Subscriber Number of the
Authorized Representative of the Client;
Loss of Authentication Data;

Failure to provide or provision of inaccurate
information and documents requested by
the Bank, including for the purpose of
complying with the requirements of the
legislation of the Russian Federation and
regulatory acts of the Bank of Russia;
Identification by the Bank of a transaction
corresponding to the signs of transferring
funds without the voluntary consent of the
Client, as established by the Central Bank
of Russia, or suspicions of such actions;

Submission by the Client of an Application
to amend the terms of the Agreement,
Applications to amend the Agreement on
the Implementation of Information
Interaction Using Information Exchange
Systems within the framework of which
access to RBS System is suspended.

6.2. Upon the occurrence of the events specified

in clauses 6.1.3, 6.1.7, and 6.1.8, access to



6.1.9.

Hanpasnenne Kiuentom 3asBieHus o
BHECCHMM U3MEHEHUH B ycioBus [[orosopa,
3asBiIEHUA O BHECEHMM W3MEHEHUH B

Cornamenue 00 OCYIECTBIICHUH
WHPOPMAIIMOHHOTO  B3aUMOJICHCTBUSL  C
HCIIOJIb30BAaHUEM Cucrem
nHpOpManMOHHOTO O00MEHa, B paMKax

KOTOPOr0 MPOUCXOAUT MPUOCTAHOBIICHUE
npenoctapiienus goctyna k Cucreme JbO .

6.2. Ilpu HacTymieHHH COOBITHHM, YKAa3aHHBIX B TIII.
6.1.3, 6.1.7, 6.1.8 moctryn B Cucremy JbO

Os0KUpyeTcs BCEM Y0o1HOMOYEHHBIM
IIpencraButensm Knuenra.
6.3. Knuent BmnpaBe OCYIIECTBUTh OJOKHPOBKY

nocryna k Cucreme JIbO, B ciywasx, He
CBSI3aHHBIX C KOMHpOMCTaHI/Ief/'I, NN HOI[O3p€HI/II/I
Ha KOMITIPOMETAITUIO DJIEKTPOHHOH TOIITHUCH.

6.3.1.
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[Topsanox 6mokupoBku goctyna k Cucreme
JBbO nucTaHIMOHHBIM CIIOCOOOM:

JJ1s TUCTaHIIMOHHOM OJIOKMPOBKH AOCTYTIA K
Cucreme JBO Y10oJIHOMOYEHHOMY
[IpenacraBurento  Kimenta HeoOXoaumo
oOparutbcss B BaHK ¢ COOTBETCTBYIOIIMM
3ampocoM IO CIEIYIONIMM KOHTaKTHBIM
JTAHHBIM: dbo@131.ru 1580071 c
ucnons3oBanueM  Cucremer  JIBO, ¢
yKa3aHWEeM JaHHBIX  YTIOJHOMOYEHHOTO
[IpencraButenss KimeHta, MO3BOMSIIOMIMX
YCTAHOBUTH €r0 JUYHOCTh. JIjisi 00paboTku
3ampoca Ha AUCTAHIIMOHHYIO OJOKHPOBKY

OTBeTCTBEHHBIN paboTHUK banka
CBSI3bIBAETCS C Y1I0JIHOMOYEHHBIM
[IpencraBurenem Kimmenra c
HCIOJIb30BAHUEM  KOHTAKTHBIX  JaHHBIX

TAKOTIO JINIA, YKa3aHHBIX Y TOJITHOMOYEHHBIM
[IpeacraButenem Knnenrta B 3asiBneHUU O
3aKJIFOYEHUN  JIOTOBOPAa  KOMILJIEKCHOTO
0aHKOBCKOTO OOCIY>KMBaHUS, 3asBICHUU O
BHeceHnn w3MeHeHuid B Cornamenue o0
OCYILIECTBJIEHUH UH(OPMAIIMOHHOTO
B3aHUMOJICHCTBH c HCIIOJIb30BaHUEM
Cucrem wuH(poOpManMoOHHOTO OOMEHa, MpPH
3ToM, YnonHomoueHHbIM [IpencraBurens
Knuenra JOJDKEH COOOIINTH
OTBETCTBEHHOMY paboTHUKY banka
CBEJICHUS, HEOOXOIMMBbIC IS
ayTeHTH(UKAITIT Y1IOJITHOMOYEHHOTO
[IpencraBurtens Knuenra.

RBS System is blocked for all Authorized
Representatives of the Client.

6.3. The Client has the right to block access to the

RBS System in cases not related to
compromise or suspicion of compromise of
the Electronic Signature.

6.3.1. Procedure for blocking access to RBS

System remotely:
To block access to RBS System remotely,
the Authorized Representative of the Client
should contact the Bank with a
corresponding request at the following
contact details: dbo@131.ru or using RBS
System, indicating the data of the
Authorized Representative of the Client
allowing their identification. To process the
request for remote blocking, the authorized
employee of the Bank contacts the
Authorized Representative of the Client
using the contact details of such person
specified by the Authorized Representative
of the Client in the Application for the
Product and the Application, and the
Authorized Representative of the Client
should provide the authorized employee of
the Bank with the information necessary for
authentication.

6.3.2. Procedure for blocking access to RBS

System upon personal application of the
Authorized Representative of the Client to
the Bank:

6.3.2.1. The Authorized Representative of the

Client should apply directly to the Bank’s
office at its legal address with a
corresponding written application to block
access to RBS System, signed by such
person. Simultaneously with the request,
the Authorized Representative of the Client
should provide identity documents and


mailto:dbo@131.ru

6.4. biioknpoBka

6.3.2.Ilopsimox OnoxupoBku goctymna k Cucreme
JABO npu JINYHOM oOparteHuu
VYHOIHOMOYEHHOT'O [IpencraBurens
KimenTa B bank:

6.3.2.1.  Ynomnomouernnomy IIpencraBuTento
Kimenra HE00X0aUMO o0paTuThCs
HENoCpeACTBeHHO B oduc banka, mo ero
IOPUTTIECKOMY azapecy, c
COOTBETCTBYOIIUM MMHCbMCHHBIM
3asABJICHUEM O OJIOKMPOBAaHUHU JIOCTyMa K
Cucreme JIBO, moamucaHHBIM  TaKUM
auiioM.  OAHOBPEMEHHO C  3alpoCcOM
YII0IHOMOYEHHBII IIpencraBurens
Knuenta JTOJDKEH MIPEA0CTaBUTh
JIOKYMEHTHI, YAOCTOBEPSIOIINE ero
JUYHOCTh ¥ TOATBEPXKIAIONINE  €ro
MTOJITHOMOYHSI.

6.3.2.2. Ilomaua 3ampoca Ha OJOKHUPOBKY
JOCTyTIa K Cucreme AbO
Y10JIHOMOYEHHOT O [TpencraBurens
Knuenrta BO3MOXXHAa TOJBKO B TEUYEHHE
OnepanunonHoro Bpemenu banka.

noctyna OCYILECTBIISICTCS
HEe3aMeIUTEIbHO nocine MOJTy4eHUs
COOTBETCTBYIOIETO 3aIpOCca M ayTEHTU(UKAITIH
VYnonnomouennoro IlpencraBurtens Kiunenta
bankoM. B ciyudae, ecnu 3ampoc Obul MOJIydeH
bankom 3a mnpeaenamu  OmnepalmoOHHOTO
BpEeMEHHU, Takoi 3armpoc Oyaer oOpaboraH, a
noctyn k Cucreme JIBO  3abmokupoBaH, B
OrnepaiinoHHOE BpeMs OJKaWIero 3a JaaTou
nojy4yeHus Takoro 3ampoca bankom PaGouero
JTTHSL.

6.5.[Topsmok BoccTaHOBIEeHHS focTyna kK Cucreme

JbO:

B cnyuae, ecnmu ocHoBaHHMEM ISl GIOKMPOBKHU
noctyna k Cucreme JIbO ITOCITY KUIIU
oOcTosITeNbCTBA, YyKa3aHHble B 1.6.1.2-6.1.6,
6.1.9  pa30iokupoBKa  BO3MOXHA  TOCIE
NOJy4eHuss BaHKOM MHCHEMEHHOTO OOpamieHHs

(BasBneHuss o pa30OJIOKHPOBKE JOCTyNma B
Cucreme JBO) YTOTHOMOYEHHOTO
[IpencraButens  Knouenta  mpu  JTUYHOM

nocemennn  oduca banka. dopma Takoro
3asBIEHUs onpenaensercss baHkoMm u pa3mernieHa
Ha pecypce https://131.ru/contracts, a takxke B
odpuce banka. OIHOBpEeMEHHO C OOpalieHHeM
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documents confirming his/her authority.

6.3.2.2. Submission of a request to block access to
RBS System by the Authorized
Representative of the Client is possible only
during the Bank’s operating hours.

6.4. Access is blocked immediately after receiving
the corresponding request and authenticating
the Authorized Representative of the Client
by the Bank. If the request is received by the
Bank outside operating hours, such a request
will be processed, and access to RBS System
will be blocked during the operating hours of
the nearest working day following the date of
receipt of such request by the Bank.

6.5. Procedure for restoring access to RBS

System:

If the grounds for blocking access to RBS

System were the circumstances specified in

clauses 6.1.2-6.1.6, 6.1.9, unblocking is

possible after the Bank receives a written
request (Application to unblock access to

RBS System) from the Authorized

Representative of the Client upon personal

visit to the Bank’s office. The form of such

an application is determined by the Bank and
is available at https://131.ru/contracts and in
the Bank’s office. Simultaneously with the
request, the Authorized Representative of the

Client should provide identity documents

and documents confirming his/her authority

and:

a) When using an EUES / QES FTS: of the
unscheduled replacement procedure
done for the Electronic Signature
Verification Key Certificate / QES
FTS Certificate in accordance with
Section 8 of the Regulations;

b) When the Subscriber Number of the
Client's  Authorized Representative
changes. If the circumstances specified
in Clause 6.1.6 of the Regulations served
as the basis for blocking access to RBS
System, unblocking is possible subject


https://131.ru/contracts

6.6.

6.7.

VnonuomoueHnnslii  [IpeacraBurens Kimenra
JOJI?KCH HpeI[OCTaBI/ITI: I[OKyMeHTBI,
YIA0CTOBEPSIOIIHE €ero JINYHOCTD 5

MOTBEP K IAIOLIUE €T0 ITOJIHOMOYUS U:

a) Ilpu wucnoas3oBanuun YHDIII/KDIT ®HC:
IIPOBEACHHOW IIPOLIEAYPHl  BHEIUIAHOBOU
cmensl CepTudukara KiIO4Ya MPOBEPKH
Onexrponnoii noanucu/Ceprudukara KOI1
®HC B CcOOTBeTCTBMHM C pasaeioM 8
HacTosmiero Permamenra;

b) Ilpu cmene  AOGOHEHTCKOrO  HOMEpa
YII0IHOMOYEHHOTO IIpencraBurens
Kinenra. B ciydae, eciiu OCHOBaHHMEM IS
omokupoBkn gocryna k Cucreme J[BO
MOCITY>KUIIM 0OCTOSITENIbCTBA, YKa3aHHbIE B
n. 6.1.6 Permamenra, pa30I0KupoBKa
BO3MOXHa B COOTBETCTBUM C YYETOM
MpoBeACHUST Tpoueaypsl Muentudukanuu
Y1101HOMOYEHHOT O [IpeacraBurens
KinuenTa. /lucranunonHas pa300kupoBKa B
y4eToM MIPOBEACHHOU pOLIEe Iy pbl
Wnentuduxanum YH0oJIHOMOYEHHOT'O
[IpeacraButens Kimenta BO3MOXHA mHpu
OTCYTCTBUM y baHka OCHOBaHUWIi IOJaraTh,
4TO Cpenctsa MIOATBEPKICHUS
DNEKTPOHHOIO JIOKYMEHTA CTajJl M3BECTHBI
HEYIOJIHOMOYEHHBIM TPETHUM JIULIAM.

B cnyuae, ecau ocHoBaHMEM Ui OJOKHPOBKH
noctyna k Cucreme JIBO TTOCITY KHUITH
oOcTOsAITENbCTBA,  yKa3aHHele B 1.6.1.8
Permamenra, pa30i0KHpOBKAa BO3MOXKHA MOCTE
nony4yenus bankom ot Kinmenra noarsepxaeHus
pacropspKeHHsT O  COBEpPUICHWW  OTIepallvH,
COOTBETCTBYIOIIEH MpU3HAKaAM OCYIIECTBICHUS

nepeBoaa JCHEKHBIX CPEICTB 0e3
J0OPOBOJILHOTO coracus Kiuenra,
ycTaHOBJIEHHbIM  bankom  Poccun, npu
OTCYTCTBUH UHBIX YCTaHOBJICHHBIX

3aKOHOAATeNbCTBOM  Poccuiickon  Penepannn
OCHOBaHUM.

B cjIy4dac, €CJini OCHOBAHUCM JJISA 6JIOKI/IpOBKI/I

noctyna k  Cucreme JIbO  mociyxunu
oOCTOsAITENbCTBA,  yKazaHHele B 1.6.1.7
Pernmamenta, goctyn k Cucreme JIBO
BO300HOBIISIETCS nocie IIPEICTaBICHUS
CBEICHUI W JIOKYMEHTOB, 3alpaiinBacMbIX
bankom. JIOKyMEHTBI NIPEOCTABIISAIOTCS

VYnonnomouennsim lIpencraBurenem Kimenta
OTBeTcTBEeHHOMY PaOOTHUKY B ouce banka mo

29

to the completion of the Identification
Procedure of the Client's Authorized
Representative. Remote unblocking,
subject to the completed Identification
Procedure of the Client's Authorized
Representative, is possible if the Bank
has no grounds to believe that the
Electronic  Document  Verification
Facilities have become known to
unauthorized third parties.

6.6. If the grounds for blocking access to RBS
System were the circumstances specified in
clause 6.1.8 of the Regulations, unblocking
is possible after the Bank receives
confirmation from the Client of the order to
perform a transaction corresponding to the
signs of transferring funds without the
voluntary consent of the Client, as
established by the Central Bank of Russia, in
the absence of other grounds established by
the legislation of the Russian Federation.

6.7. If the grounds for blocking access to RBS
System were the circumstances specified in
Clause 7.1.7 of the Regulations, access to
RBS System is restored after the provision of
the information and documents requested by
the Bank. The documents are submitted by
the Authorized Representative of the Client
to the Responsible Employee at the Bank’s
office at its legal address during the Bank’s
operating hours.

7. PROCEDURE FOR ACTIONS IN
CASE OF COMPROMISE OR
SUSPICION OF COMPROMISE
OF THE ELECTRONIC
SIGNATURE

7.1 If one of the Parties identifies a compromise of
the Electronic Signature or signs (suspicions)



€ro

IOPUANYECKOMY TE€YEeHUE

ampecy B

OnepanunonHoro Bpemenu banka.

7. HOPSIJIOK JEMCTBUMH B CJIYYAE

7.1.11pu

KOMIIPOMETAIIMAU NJIN
HOJO3PEHUUN HA
KOMITPOMETALIUIO

3JIJEKTPOHHOM MO CH

BBISIBJICHUU OJTHOH u3 Cropon

Komnpomeraruu D1eKTpOHHON MOANNCH WM €€
NPU3HAKOB (110103peHuil), BoisiBuBLIas CTOpoHA
yBeoMsieT 00 3ToM Jpyryto CTopony.

7.2.bank yBemomiuser Kimenta o HacTymieHHH

YKa3aHHBIX B II.

7.1 Periiamenra

00CTOSITENBCTBAX JIOOBIM JIOCTYIHBIM baHKy

cImocooom,

HCIIOJIb3YA HMCIOIIUCCA B

pacriopspkeHMM  baHKa KOHTaKTHBIE JaHHBIC
Knuenra, panee npenocrapiennbie KiaueHToMm.
7.3 Kmuent ysemomisier bank o HacrymieHun

yKa3aHHBIX B .
o0cToATENBCTBAX

7.1
JIIOOBIM

Permamenra
U3

HHXKCIICPCUYNCIICHHBIX CII0CO00B:
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e JIucrmeHHOE

e ®dopma

YBenomiieHue 0
KOMITPOMETALNU Ha OyMa>KHOM
Hocurene (nepenaercs B orce banka);

° CKaHI/IpOBaHHaﬂ KOImuA ITMCBbMCHHOI'O

VBeqoMiIeHHsT O  KOMIPOMETAIUH,
nepeiaHHass Ha DJICKTPOHHBIA ajpec
Banka: dbo@131.ru. Kmnuenr o0s3an
npeacTaBuTh B baHK OpUTHHAI TaKoOTo
VBeIOMIIEHUS O KOMIIPOMETAIIMHA Ha
OyMaXHOM HOCHUTEJIe B TeuyeHHe 2

(AByx) Pabounx JTHEl, 60
IIPEIOCTABUTD YHUKAJIbHBIN
UJEHTU(PUKATOD, KOTOPBIN
IIpUCBanBacTCA MIOYTOBBIM
OTIIPaBJICHUSIM, BbIIaBa€MbIi
TPaHCIIOPTHOMN KOMITaHUEM,
OCYILIECTBIISAOIIEH OTIPABKY
OpUTMHAJIOB JIOKYMEHTOB, 1160
HampaBUTh OSK3EMIUISIPhl JJOKYMEHTOB

nocpenctsoM Onepartopa 2/10.
YBenomnenus 0
KOMITpOMeTaIuu onpezensercs bankom
n sasiasgercs Ilpunoxkennem Ned k
Pernamenty.

7.2.

7.3.

7.4.

thereof, the identifying Party notifies the other
Party.

The Bank notifies the Client of the
circumstances specified in clause 7.1 of the
Regulations by any means available to the
Bank, using the contact details of the Client
previously provided by the Client.

The Client notifies the Bank of the

circumstances specified in Clause 7.1 of these

Regulations by any of the following methods:
Written Notice of Compromise on paper
(submitted at the Bank’s office);
Scanned copy of the written Notice of
Compromise sent to the Bank’s email
address: dbo@131.ru. The Client is obliged
to submit the original of such Notice of
Compromise on paper to the Bank within 2
(two) working days, or provide a unique
identifier assigned to the shipment by the
transport company delivering the original
documents, or send the documents via EDI
Operator.
The form of the Notice of Compromise is
determined by the Bank and is Appendix
No. 4 to the Regulations.

From the moment the Bank receives the
Client’s notification or identifies the
circumstances specified in Clause 7.1 of the
Regulations, the Client’s (his/her Authorized
Representatives’) access to RBS System is
blocked until such access is unblocked. The
Client is notified and agrees that the Bank is
not responsible, including financially, for any
fact of blocking the Client’s and/or his/her
Authorized Representatives’ access to RBS
System, as the Bank’s actions to block access
to RBS System are aimed at ensuring the
safety of funds in the Account, protecting the
Client’s interests, and preventing fraudulent
transactions and practices.


mailto:dbo@131.ru
https://mailto:dbo@131.ru/

7.4.

7.5.

7.6.

1.7.

C MoMeHTa nonydyeHuss bankoM yBegomiieHus
Knuenra WA BBISIBJICHUS bankom
o0cTOsATENHCTB, yKa3aHHBIX B 1. 7.1
Pernamenta, JOCTYTI Knuenra (ero
YHoaHOMOYEHHBIX [IpencraBureneii) K
Cucreme JIBO Omokupyercss 110 MOMEHTa
pa30JIOKUPOBKU Takoro joctyma. KiueHT
YBEAOMJIEH M COIJIaceH, 4yTo baHK He HeceT
OTBETCTBEHHOCTH, BKJIIOYas (PUHAHCOBYIO, 3a
mo0oii akt 610kupoBKU goctyna Kimenra u
(nnm) ero Ymonnomouenusix IIpencraBureneit
Kk Cucreme /IbO, B cBsI3M C T€M, 4TO JNEUCTBUS
banka o 6;mokupoBke nocrymna k Cucreme JIbO
HampaBJIeHbl Ha oOecredyeHrue COXPAaHHOCTH
cpenctB Ha Cuete, 3amuTy uHTepecoB Kinuenra
Y HEJIOMYIIEHUIO MOIICHHUYECKUX ONepaluii u
MPAKTHK.

C momenTa HanpaBieHus: Kinuenrom banky mim
nonyuenuss Kimmenrtom or banka yBegomieHus
0 HACTYIUICHUH YKa3aHHBIX B 1I. 7.1 PermamenTa
obcrogrenscrBax, KianeHT/YIIOIHOMOYEHHBIH
[IpencraBuTens Kinnenra HE BIpaBe
HCIOJIb30BATh CKOMITPOMETHPOBAHHYIO
DJNEeKTPOHHYIO NOANUCH (ee K4 Hu  (HIH)
cpenctBa)/AyTeHTH()HUKAIMOHHBIE

naHHble/ AGOHEHTCKMIT HOMep. B ciywae
J11000r0 HCIIOJIb30BaHMS
Knuentom/YnoIHOMOUYEHHBIM
IIpencraBurenem Knnenra Takou
ONEKTPOHHOU

noAnucH/AyTeHTU(UKAITMOHHBIX TaHHBIX/
AOOHEHTCKOTO HOMepa IMOoclie HACTYIJICHHS

YKa3aHHBIX B . 7.1 Pernamenta
00CTOSITEILCTB, Knuent/YnorHOMOYEHHBIH
[IpencraButens Kimenta caMOCTOATENBHO

HECeT PUCK HACTYIUIEHUS HEOIaronmpUsTHBIX
MOCIIEACTBUM JJIsl HETO, B TOM YHCIIE€ IPABOBBIX
U (PMHAHCOBBIX.

B ciyuae xomnpomeranuu kimoua KOIT ®HC
OJIOKMpPOBKA KBanuduuupoBanHoro
ceptudurKaTa HAXOAUTCSA B KommeTeHIuu Y1
OHC. Hns paz6nokupoBku Kimenty crnemyer
obpatutbes B Y[ @HC.

PazonoxkupoBka pocryna k Cucreme JIbO
OCYIIECTBIISIETCS. B COOTBETCTBMM ¢ M. 6.5
Permamenta mnpum  momyueHun — baHkoM
3asBneHUs O pPa30JOKUPOBKE JIOCTyNa B
Cucteme JIBO Ha 6yMa)KHOM HOCHUTEIIE.
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7.5. From the moment the Client sends a

notification to the Bank or receives a
notification from the Bank about the
occurrence of the circumstances specified in
clause 7.1 of the Regulations, the Client is not
entitled to use the compromised Electronic
Signature (its key and/or tools)/Authentication
Data/Subscriber Number. In case of any use by
the Client of such Electronic
Signature/Authentication Data/Subscriber
Number after the occurrence of the
circumstances specified in clause 7.1 of the
Regulations, the Client / Authorized
Representative of the Client independently
bears the risk of adverse consequences,
including legal and financial ones.

7.6. In case of compromise of QES FTS key, CA

FTS is responsible for blocking the Qualified
Certificate. To unblock it, the Client should
contact CA FTS.

7.7. Access to RBS System is unblocked in

accordance with Clause 6.5 of the Regulations
upon receipt by the Bank of an Application for
unblocking access to RBS System on paper.

8. PROCEDURE FOR
UNSCHEDULED REPLACEMENT
OF THE ELECTRONIC

SIGNATURE VERIFICATION KEY
CERTIFICATE /| QES FTS
QUALIFIED CERTIFICATE

8.1 This section applies if the Client (his/her

Authorized Representatives) uses EUES /
QES FTS. The unscheduled replacement of
the Electronic Signature Keys / the Authorized
Representative of the Client and the
corresponding Electronic Signature
Verification Key Certificates is performed in
the following cases:

o Established fact of Compromise of the

Electronic Signature or suspicion thereof;



8. MOPSIJIOK MPOBEJIEHU S
BHEILIAHOBOM CMEHBI
CEPTU®UKATA KJIIOYA
IMPOBEPKU SJIEKTPOHHOMN

MNOANMNCU/KBAJINOUTIUPOBAHH
OI'O CEPTU®UKATA KIII ®HC

8.1.YkazaHHblii pa3gen NpPUMEHSETCS B Cilydae

8.2.

8.3.

8.4.

8.5.

HCIIOJI30BAHNUSA Knuentom (ero
YII0ITHOMOYEHHBIMU IIpencraBuTensimu)
VYHOII/KOII ®HC. BaemnanoBas cMeHa
Kiroueit DNEeKTPOHHOM noanucu/

Ynonuomouennoro IlpencraBurens Knuenra
u coorBerctByrommx uM Ceprudukaron
KJII0Ya TMPOBEPKH IJIEKTPOHHOW MOAMUCH
BBITIOJIHSIETCS B CITyYae:

ycTaHoBlieHHoro (akra Kommnpomeranuu
DJIEKTPOHHOM MOJNUCH WIM MOAO3PEHUN Ha
9TO;

W3MEHEHHUs  PETUCTPAIMOHHBIX  JaHHBIX
Knunenra/Ynonaomouennoro IlpencraBurens
Kiuenra;

BbIxozAa u3 crpos GKH.

[Tocne nonyuenus bankom YBenomieHus o
KOMITPOMETALNH bank OT3EIBACT
(aHHYIHpPYET) Ceprtugukar
CKOMIIPOMETUPOBAHHOTO KJIIOYa IMPOBEPKHU
3JIEKTPOHHOU MOJIKCH.

B chayyae BO3HHUKHOBEHUsI OJHOIO W3
COOBITUH,  OTpakeHHbIXx B 1.  8.1.
Knuent/Ynonnomouennsiii  [IpeacraBurens
Knuenta WHULIUUPYET 010101 (531 4 0)%
BHEIJIaHOBOM cMeHbl KBanuduimpoBaHHOTO
ceprudukara KOIT ®HC nytem obpaiieHus B
Y ®HC.

JIy1st akTUBAllUM HOBOTO KJTFOYa DJIEKTPOHHOU
MOAMUCH U COOTBETCTBYIOIIETO €My
CepTudukara kiroda NpoBEpKH DIEKTPOHHOMN
MOJANUCH Knuent/Y noaHOMOYeHHBIH
[IpencraButens Kinenra nuuno oOparmiaercs
B oduc banka c 3ampocoM Ha BBIIYCK
CepTudukara kiroda NpoBEpKH DIEKTPOHHOMN
MOAMNKCHU B CBOOOAHOM (hopMe U B YKa3aHHOM
B pazzene 4 Hacrosiuiero Periiamenrta nopsiake
c MpeI0CTaBICHUEM JIOKYMEHTOB,
YAOCTOBEPSIOIINX €ero JUYHOCTD u
MTOATBEPIKIAIOIIHNE €TO TTOTHOMOYHS.

Hna aktuBanpum Kimroua KOII ®HC u
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o Change of registration data of the Client /
Authorized Representative of the Client;
o Malfunction of FKC.

8.2. After receiving the Notice of Compromise,

the Bank revokes (cancels) the compromised
Electronic  Signature  Verification Key
Certificate.

8.3. In case of one of the events specified in Clause

8.1, the Client/Authorized Representative of
the Client initiates the procedure for an
unscheduled change of the QES FTS Qualified
Certificate by contacting CA FTS.

8.4. To activate a new Electronic Signature Key

8.5.

and the corresponding Electronic Signature
Verification Key Certificate, the Client /
Authorized Representative of the Client
personally contacts the Bank’s office with an
application for the issuance of an Electronic
Signature Verification Key Certificate in free
form and in the manner specified in Section 4
of the Regulations, providing identity
documents and documents confirming his/her
authority.

To activate QES FTS Key and QES FTS
Certificate, the actions are performed similarly
to Clause 3.8 and Section 4 of the Regulations.

PROCEDURE FOR VERIFYING
THE AUTHENTICITY OF AN
ELECTRONIC SIGNATURE.
PROCEDURE FOR RESOLVING
DISPUTES

9.1 The procedure for verifying the authenticity of

the Electronic Signature is initiated by the
Bank or the Client. The procedure for
verifying the authenticity of the Electronic
Signature, when exchanging Electronic
Documents between the Bank and the Client
using RBS System, signed with an Electronic
Signature, refers to the Bank or the Client
having doubts regarding the authorship
and/or integrity of the Electronic Document
signed with the Electronic Signature of the



9.

9.1.

J.2.

J).4.

Ceprudurxara KOII  ®HC  nelictBus
BBITIOJIHAIOTCS AaHAJIOTUYHO 1. 3.8. 1 pazneny 4
Hactosmiero Pernamenra.

MOPSIIOK MPOBEPKH
NOJJMHHOCTHU DJEKTPOHHOM
MNOJANUCHU.IIOPSIIOK
PACCMOTPEHUS
KOH®JMKTHBIX CUTYALIAI

IIpouenypa IIPOBEPKHU MIOJIMHHOCTHU
ONEeKTPOHHOM TMOJNUCH  BBINOJHAETCA IO
naounuatuse banka wm Kiuenra. Ilox
poLeaypou MIPOBEPKU MOAJIMHHOCTH
DONEKTPOHHOM MOANMCH, NP OOMEHE MEXTy
bankom w  Kimentom  DIeKTpOHHBIMHU
JOKyMEHTaMH C HCHoJib3oBaHuEeM CHCTeMbI
ABO, HOJIIIMCaHHBIMU DJIEKTPOHHOM
MOAMKCHIO, TOHUMAETCS TIPOLIeIypa TPOBEPKHU
aBTOPCTBA U (WJIH) IIETIOCTHOCTH DJIEKTPOHHOTO
JOKyMEHTa,  MOAMHCAHHOTO  DJIEKTPOHHOM
NOANKUCHI0 YnosHoMoueHHoro [IpeacraBurens
Knuenra.

CropoHsl IIPU3HAIOT uH(popMaLIo,
COJIEpKallylocs B IIPOrpaMMHO-aNapaTHBIX
CpEeICTBaX U CHUCTEMHBIX JKypHanax banka,
JOCTaTOYHOM Il TPOBEPKU IOJIMHHOCTH
K3IT ®HC/YHOII, TIDIT (B TomM uyucie
MoOunpHO# — moAmucu) B DIEKTPOHHOM
noxymente/[Ipocrom D/1.

9.3.Ilpu noxareepxaeHun noanuHHocTH 1311 B
[Tpoctom D/] ocymiecTBisieTCs: yCTaHOBIEHUE
¢axTa UCIIOJIb30BaHUS Knuentom
koppektHoro  CpencrtBa  mpoctoir  OII
IIPOrpaMMHO-TEXHUYECKUMHU CpeICcTBaMu
Omnepatopa corimacHo [lpaBmiam  KHUC
“Besafe”.

[TonTeepxenne MOJJINHHOCTH KDI1
OHC/YHOII B DnekTpoHHBIX JOKYMEHTax
OCYILIECTBISAETCS myTeM IIPOBEPKHU
COOTBETCTBYIOIIUM CPEACTBOM JIEKTPOHHOMN
MOJNUCH c HCITOJIb30BAaHUEM
Kpamuduuuposannoro ceprugukara KOII
OHC/Ceprudukara KJIF04ya MIPOBEPKHU
IEKTPOHHOW  TOANMCH  NPUHAMIEKHOCTH
TaKoW DJIEKTPOHHOM MOJIUCH B DJIEKTPOHHOM
JOKYMEHTE Knuenra/YnonHnomoueHHOMY
[IpencraBurento Kimmenra (Bagenpily
COOTBETCTBYIOILIETO cepTu(HKaTa) U
OTCYTCTBUSI HUCK@XEHHH B  MOAMMCAHHOM
JTaHHOU DNeKTpPOHHOU NOAMNNUCHIO
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Authorized Representative of the Client.

9.2. The Parties recognize that the information

9.3.

contained in the Bank’s hardware and
software systems and system logs is
sufficient to verify the authenticity of QES
FTS / EUES, SES (including Mobile
Signature) in the Electronic Document /
Simple ED.

When confirming SES authenticity in the
Simple ED, the fact of the Client’s use of the
correct Simple ED Tool is established by the
Operator’s software and hardware in
accordance with Besafe CIS Rules.

9.4. Confirmation of the authenticity of QES FTS

/ EUES in Electronic Documents is carried
out by verifying the corresponding
Electronic Signature facility using QES FTS
Qualified Certificate / Electronic Signature
Verification Key Certificate to confirm that
such Electronic Signature in the Electronic
Document belongs to the Client / Authorized
Representative of the Client (the Certificate
Holder) and that there are no distortions in
the Electronic Document signed with this
Electronic Signature, in accordance with the
procedure set out in Clause 10.10 of the
Regulations.

9.5. The procedure for verifying the authenticity

of the Electronic Signature when exchanging
Electronic Documents between the Client
and the Bank using RBS System, in the case
of the Client using a QES FTS / EUES, is
based on the mathematical properties of the
Electronic Signature algorithm implemented
in accordance with the current Russian
standard GOST R 34.10-2012, which
guarantees the impossibility of forging the
value of QES FTS / EUES by any person
who does not possess the key of such
Electronic Signature. The outcome of
resolving a dispute is either proving the
authenticity, integrity, and authorship of the
disputed Electronic Document to the Client
(his/her  Authorized Representative) or



J.5.

SHCKTPOHHOM JOKYMEHTEC, B COOTBETCTBUH C

nporenypoir, mnpusBegenHoii B 1.10.10
Permnamenra.

ITponenypa IIPOBEPKHU HOJUTMHHOCTH
ONeKTpOHHOM  moanucu  Opu  OOMeEHe

DNEeKTPOHHBIM JoKyMeHTamu KimeHtom u
bankom ¢ ucnons3zoBanuem Cucrems J1bO, B

cnyyae  npuMeneHus — Kmumentom — KOII
OHC/YHOII OCHOBBIBACTCS Ha
MaTEeMaTHYeCKUX  CBOMCTBAX  aJropuTMma

DNEeKTPOHHOW MOJNKCH, PEATM30BAaHHOTO B
COOTBETCTBUM C AaKTyaJlbHBIM CTaHJapTOM
Poccwiickoit ®enepanun 'OCT P 34.10-2012,
rapaHTUPYIOLIETO HEBO3MOXXHOCTh IOAJICIKU
spaueHns KOII ®HC/YHDIII mr00bIM JIHIIOM,
He 00J1a/1al01IUM KITFOUOM TaKOW DIIEKTPOHHON
nonnucu. Mtorom paspemieHnss KOHGIUKTHON
CUTyalluu SIBJISETCS JHOO J0Ka3aTelbCTBO
MOJUTMHHOCTH, LEJIOCTHOCTH U  aBTOPCTBA
OCIIapUBaEMOro  JJEKTPOHHOTO JOKyMEHTa
Kimenty (ero YII0ITHOMOYEHHOMY
[IpencraButento), b0 ycTaHoBIeHUE QakTa
npueMa BaHKOM HCKaXEHHOTO DIIEKTPOHHOTO
JIOKYMEHTA.

Ha cnyqaﬁ BO3HHMKHOBCHHA CIIOPOB bank

obecrieunBaeT  XpaHEHHWE B TEUYCHHE
YCTaHOBJIEHHBIX 3aKOHOJIATEILCTBOM
Poccniickoit denepannu CPOKOB B

crienManbHOM 0aze JaHHBIX OJIEKTPOHHBIX
JOKYMEHTOB B BHUJAE €IUHHULl XPAHEHUS,
KaKOask W3 KOTOPBIX BKIIIOYACT JAHHBIE
ONEeKTPOHHOTO JIOKYMEHTA, CTPOKH
OnexTpoHHOM noanucu ¢ napamerpamu KOII
OHC/YHIII, KsanudunupoBanuoro
ceprupukata KOOIl ~ ®HC/Ceptuduxara
KJII0Ya IPOBEPKU DBJIEKTPOHHOM MOIIUCH
Ynonnomouennoro Ipencrasurens Knuenra,
UCIONB30BaHHBIM  mpu  coznanuu  KOII
OHC/YHOII, ucroputo Hactpoek CHcrembl
JABbO nns ncnonp3oBarus KOIT ®HC/YHOII
B CHCTEMHBIX JXypHajax baHka, a Takxke
JTaHHbIE Cpencts MOITBEPKICHUS
ONEKTPOHHBIX IOKYyMEHTOB, HCIIOJIb30BAHHbIE
npu cozmanmu KOOIl  OHC/YHOII B
OCIIAPUBAEMOM  DJIEKTPOHHOM JJOKYMEHTE.
bank obecrieunBaeT 3amlUTy JaHHBIX OT
BO3MOXXHBIX  HCK&)XEHUH B  IIpoOLECCE
XpaHEHUs.
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establishing the fact that the Bank received a
distorted Electronic Document.

In the event of disputes, the Bank ensures the
storage of Electronic Documents in a special
database for the periods established by the
legislation of the Russian Federation. Each
storage unit includes the data of the
Electronic  Document, the Electronic
Signature lines with QES FTS / EUES
parameters, QES FTS Qualified Certificate /
Electronic  Signature Verification Key
Certificate of the Authorized Representative
of the Client used to create QES FTS/ EUES,
the history of RBS System settings for using
QES FTS/ EUES in the Bank’s system logs,
as well as the Electronic Document
Confirmation Tools used to create QES FTS
/ EUES in the disputed Electronic Document.
The Bank ensures the protection of data from
possible distortions during storage.

9.6. If the disputed Electronic Document / Simple

ED is part of a package of Simple EDs /
Electronic Documents, the Electronic
Signature verification procedure is carried
out for the package of Electronic Documents,
which includes the disputed Electronic
Document.

9.7. Conflict situations are resolved in accordance

with the procedure established by Besafe CIS
Rules.

9.8. Liability of the Parties in case of disputes

regarding Electronic Documents signed with
an Electronic Signature exchanged using
RBS System.

9.8.1. The Bank is not liable to the Client in
the cases specified in the Rules




J.6.

J.7.

B cnydae, ecniu ocnapuBaemMblii DIEKTPOHHbBIN
nokymeHT/[Ipocroit D] sBnsieTcs YacThio

MaKera ITpocThix O J1/2neKTpOHHBIX
JOKYMEHTOB, TO  MpOLEeaypa  IPOBEPKHU
HOJUIMHHOCTH DIIEKTPOHHOH HOIIIUCH

OCYILIECTBIISETCS IO/ IAKETOM OJIEKTPOHHBIX
JOKYMEHTOB, B COCTaB, KOTOPOIO BXOIHUT
OCIIapUBAEMbIii DJIEKTPOHHBIN TOKYMEHT.

PaccmoTpenne  KOH(IMKTHBIX — CHUTyalHid

OCYILIECTBIISAETCS B HOpSIKE,
IIPELyCMOTPEHHOM [IpaBunamu KH1C
«Besafe».

9.8.0tBercTBeHHOCTS CTOPOH MPH OCHAPUBAHUH

DNEeKTPOHHBIX JOKYMEHTOB, MOANUCAHHBIX
DONEeKTPOHHOM MOJANUCHI0, OOMEH KOTOPHIMU
OCYIIECTBIISIETCS C UCTONIb30BaHnEeM CHCTEMBbI
JBO.
9.8.1. bank He HECET OTBETCTBEHHOCTH
nepen  Kmmentom B ciydasx,
ykazaHHblX B [IpaBmwiax (BkIo4as
MPUIOKEHUS K HHUM), a TakkKe IpHU

YCTaHOBIICHUH TexHuueckoi
KOMHCCHEN COBOKYITHOCTH
creayomux (GakToB MPH MPOBEPKE
KO3IT OHC/YHOIII noJ
OCIIapHUBaeMbIM ONEKTPOHHBIM
JOKYMEHTOM:

®  KJIIOY MPOBEPKH DJIEKTPOHHOU IMOJITUCH B
OCHapuBaeMOM OJIEKTPOHHOM JOKYMEHTE

MPUHAJICKAT YNOJTHOMOYEHHOMY
[IpeacraButento Knmenta - Bnanpenbsuy
Ceptudukara KJIIo4ya IIPOBEPKHU
AIEKTPOHHOU noanucu/Brnagensiry

kBasupuurpoBanHoro ceptudukara KOII
OHC,

e Ceprudukar KJIFOUa MIPOBEPKHU
JJIEKTPOHHOMN
noanucu/KBamupuiupoBaHHOTo
cepTudHKaTa KO3IT OHC
YTOITHOMOUYEHHOT O [IpencraButens
Knuenra — BJIa/I€Tb1A
COOTBETCTBYIOIIETO  cepTH(HUKaTa ObuI

JEUCTBUTEIIEH Ha MOMEHT MOJIYyUCHUA
bankoMm ocImapuBacMoro 3JICKTpOHHOTO

JIOKYMEHTA;
® He ycTaHOBJIEH (pakT momyueHus: bankom
oT Knuenra VYBenomieHus 0]

35

(including their appendices), as well as
when the Conciliation Commission
establishes the following facts during the
verification of QES FTS / EUES under
the disputed Electronic Document:
The Electronic Signature Verification Key
in the disputed Electronic Document
belongs to the Authorized Representative of
the Client—the Holder of the Electronic
Signature Verification Key Certificate /
Holder of QES FTS qualified certificate;
The Electronic Signature Verification Key
Certificate / QES FTS Qualified Certificate
of the Authorized Representative of the
Client—the holder of the corresponding
Certificate was valid at the time the Bank
received the disputed Electronic Document;
The Bank did not receive a Notice of
Compromise of the Electronic Signature
Key and/or an application to block access to
RBS System by the Authorized
Representative of the Client using the
Electronic Document Confirmation Facility
with  which the disputed Electronic
Document was signed, or the moment the
Bank received the Notice of Compromise of
the Electronic Signature Key and/or the
application to block access was later than
the moment the Bank received the disputed
Electronic Document.

9.8.2. The Bank’s liability arises exclusively in

the presence of proven fault on its part and a
direct causal connection between the events
that occurred, the proven fault of the Bank,
and the negative consequences (damage) for
the Client. In any case, under no
circumstances does the Bank compensate the
Client for lost profits.

9.8.3. The Client/Authorized Representative of

the Client is liable to the Bank in all and any
cases of non-fulfillment and/or improper



9.8.2.0TBETCTBEHHOCTD

9.8.3.Kimnent/YnoJIHOMOYEHHBIHI

KOMIIPOMETAIUM  KJIt0Ya  DJIEKTPOHHOU
MOAMUCH u/unu 3asBJICHUS 0
osnokupoBannu noctyna B Cucremy 15O
VY110JIHOMOYEHHOTO IIpencraButens
Knuenra, ¢ wucnonb3oBanueM Cpencrsa
MTOATBEPKICHUS DNEeKTPOHHOTO
JNOKYMEHTa, KOTOPbIM OBbLI MOJNHCaH
OCIIapUBAEMBbI DJIEKTPOHHBIN JTOKYMEHT,
ambo  MoMeHT  mnoiyudeHuss  bankom
VYBenomiieHuss 0 KOMIPOMETALMM KIIHOYa
DNEKTPOHHON MOJNMUCU W/WIM 3asBIICHUS
Ha  OJOKMpOBaHWE TO3KE MOMEHTA
noiyyeHuss ~ baHkoMm  ocmapuBaemoro
DNEKTPOHHOI'O TI0KYMEHTA.

banka HACTYyIIaeT
UCKIIIOYUTENIFHO TPU HAIWYUHM JIOKa3aHHON
BUHBI TIOCICJAHETO W HAIWYUH  TPSIMOU
MPUYHUHHO-CJIEICTBEHHOM CBSI3H MEXIy
HACTYIIUBIIUMHU  COOBITHUSMHU,  JIOKa3aHHOH
BUHOI banka u HeratuBHbiMu ansi Kimenta
nocneacTBusiME (ymepoom). B mroboMm ciydae,
HU TP KakKuX O0OCTOSTENbCTBAaX, baHk He
Bo3MenIaeT KilmeHTy ynymeHHYO BBITOTY.

IIpencraBurens
Knuenrta HecyT OTBETCTBEHHOCTb — IEpen
bankoM Bo Bcex M JOOBIX  CIydasx
HEBBINOIHECHHUS U/1m HEHa/IJIEXKAIIETO
BbINoJHEeHUs [IpaBun (BKiIO4ast MPUIIOKEHUS K
HuM), Pernmamenra, IlpaBun KUC “Besafe”,
IIpaBun VYII, monoxeHui 3aKOHOIATENHCTBA
Poccuiickoii ®denepannu u tTpeboanuil banka,
a TaKKe HEeCyT PHCK HACTYIUIEHMS JIHOOBIX
NPaBOBBIX W/WIN (PUHAHCOBBIX MOCIEICTBUI, B
TOM 4Hcie HeOnaronpusTHbeix i KiueHra,
baHka, WHBIX JIMI, CBSI3aHHBIX C TaKuUM
HapylIeHHEeM/HEeHa UIeKaIIUM UCIIOJIHEHUEM.

10.3AKJTIOYUTEJIBHBIE

I

OJIOXKXEHUS
10.1. PernmameHT coOCTaBlIeH Ha pPYCCKOM U
AHTJIMHACKOM SI3bIKaX. B ciydae
BO3HUKHOBEHUS POTUBOPEUHIA
MIPHUOPUTETHBIM CUHTACTCS TEKCT
PernamenTa Ha pycCcKOM sI3BIKE.
[IpaBooTHOIICHHS Cropom,

10.2.

yperyJupoBaHHble PermaMeHTOM, a Takxke
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fulfillment of the Rules (including their
appendices), the Regulations, Besafe CIS
Rules, CA Rules, provisions of the
legislation of the Russian Federation, and the
requirements of the Bank, and bears the risk
of any legal and/or financial consequences,
including adverse consequences for the
Client, the Bank, and other persons related to
such violation/improper performance.

10. FINAL PROVISIONS

10.1 The Regulations are drawn up in Russian and

English. In case of any discrepancies, the
Russian text of the Regulations shall prevail.

10.2. The legal relations of the Parties governed

by the Regulations, as well as any other legal
relations of the Parties related to the
implementation of the Regulations, shall be
regulated and interpreted in accordance with
the legislation of the Russian Federation.

10.3. If either Party refuses to comply with the

decision of the Conciliation Commission, all
disputes and disagreements shall be resolved
in accordance with this clause. All disputes
arising between the Client and the Bank in
connection with or related to the
implementation of these Regulations shall be
resolved in accordance with the legislation of
the Russian Federation through negotiations,
and if such resolution is impossible, in the
Arbitration Court of the Republic of
Tatarstan. The Client has the right to submit
a written claim to the Bank, signed by the
Authorized Representative of the Client and
sealed by the latter (if applicable), by
contacting the Bank’s office at its legal
address. The pre-trial written procedure for
resolving disputes with the Bank, within the
framework of these Regulations, is
mandatory. The response time to a pre-trial
claim is 15 (Fifteen) working days from the
date of its receipt by the Bank.



10.3.

10.4.

10.5.

10.6.
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nmo0ble  WHBIE mpaBooTHOmEeHUsT CTOpOH,
CBS3aHHBIE C BBINOTHEHHEM Pernamenra,
MOJIC)KAT PETYIMPOBAHUIO M TOJKOBAHHIO B
COOTBETCTBUU c 3aKOHOJATCIIECTBOM
Poccuiickoit @enepanuu.

B cmydae, ecim mobas  u3
OTKaXETC OT MCHOJIHEHUS]  PEILICHUS
TexHu4ecKko KOMMCCHM, BCE CHOPBI M
pa3Horyacus MOJJIekaT pa3pelICHUI0 B
COOTBETCTBUM C HACTOSILIUM ITyHKTOM. Bce
CHopsbl, Bo3HMKawImue mexay Knnentom u
bankom B pamkax BeinonHeHust PernamenTa
WJIM B CBA3U C HUM, NIOJJIEXKAT Pa3peIICHUIO
B COOTBETCTBUHM C 3aKOHOJATEIbCTBOM
Poccuiickoit denepanuu MyTeM
IIEPErOBOPOB, a B CIIy4ae HEBO3MOKHOCTHU
TAaKOro pelieHus - B ApOUTpa)kHOM cyle
PecniyOnuku TarapcTas.

Knuent BnpaBe oOpatuthcsi B baHk cC
MMUCbMEHHOW TMpEeTeH3Uel, MOANUCAHHON
YII0ITHOMOYEHHBIM IIpencraBurenem
Kimenta ©M  CKpeIUIEHHOH  I€4aTbio
nocieAHero  (mpu  HaJIM4YMK)  IYTEM
obpamenuss B oduc banka, mo ero
opuauyeckoMy  ajgpecy.  lIuceMeHHbIN
JNOCYAECOHBI  MOPSAOK  YperyJlupOBaHUS
crnopoB ¢ bankoMm, B pamkax HacCTOSIIETO
Pernamenra, siBisiercs 00s13aTenbHBIM. Cpok
OTBETa Ha J0CyAcOHyI0 mpeTeH3uro — 15
(msaTHamuate) pabovymMx JOHEW ¢ [aTel ee
noyuyeHus bankom.

Cropon

B CIydyae  U3MEHEHHUS  MOJIOKEHUMU
3akoHojarenbeTBa Poccuiickon denepanuu,
Npyu  KOTOpPBIX TOJIO)KEeHHS Permamenta
BXOJAT B IIPOTUBOPEYUE C IOJOKEHUIMU
3aKoHoarenscTBa Poccuiickoit @enepanny,
K TakuM 1npaBooTHomeHusM  CTopoH
mojajiexKar MIPUMEHEHUIO MOJI0KCHUS
3aKoHoJarenbeTBa Poccuiickon denepanuu.

B cnydae mpuzHaHMs KakoTO-TH00 YCIOBUS
PermamenTa HeneNWCTBUTEIIBHBIM, 3TO HE
BJIeUET HeaencTBUTENbHOCTH PeriramenTa B
LEJIOM W/WIA JIOOBIX HHBIX IIOJOKEHHUH
Pernmamenra. B3ameH HeIeHCTBUTEILHOIO
MOJIOKEHU K TpaBOOTHOIIEHUSM CTOpOH
mogyiexkar MIPUMEHEHUIO HOPMBI
3aKkoHoJarenbeTBa Poccuiickon denepanuu.
bank

BIIpaBe B OIHOCTOPOHHEM,

10.4.

10.5.

10.6.

In case of changes in the provisions of the
legislation of the Russian Federation, under
which the provisions of these Regulations
conflict with the provisions of the legislation
of the Russian Federation, the provisions of
the legislation of the Russian Federation
shall apply to such legal relations of the
Parties.

If any provision of these Regulations is
declared invalid, this shall not invalidate the
Regulations as a whole and/or any other
provisions of these Regulations. In place of
the invalid provision, the norms of the
legislation of the Russian Federation shall
apply to the legal relations of the Parties.

The Bank has the right to unilaterally and out
of court amend these Regulations and/or its
appendices.  Amendments to  these
Regulations shall enter into force and apply
to the legal relations of the Parties after 10
(Ten) calendar days from the date of
publication of such amendments or the new
version of the Regulations
at: https://131.ru/contracts or notification of
the Client of such amendments by any other
means available to the Bank. Before each
interaction with the Bank using RBS System,
including sending any Electronic Document
to the Bank, as well as at least once every 10
(Ten) calendar days, the Client and its
Authorized Representatives are obliged to

familiarize ~ themselves  with  these
Regulations and any amendments thereto.
Failure to familiarize or untimely

familiarization of the Client and/or his/her
Authorized Representatives with
amendments to these Regulations is not
grounds for their non-application to the legal
relations of the Parties. In case of the Client’s
disagreement with amendments to the
Regulations, the Client has the right to
terminate the Agreement on Information
Interaction Using Information Exchange
Systems within the framework of using RBS


https://131.ru/contracts

BHECY/1€0HOM MOPSAJIKE BHOCUTH U3MEHEHUS
B PernmaMeHT w/mim mpHIIOKEHUS K HEMy.
N3menenus B PernaMeHT BCTyNarOT B CHITY U
IIOZJIEKAT IIPUMEHEHHUIO K
npaBooTHOWEHUsAM CTOPOH IO HCTEYEHUU
10 ([ecsTn) KajneHaapHBIX AHEH ¢ MOMEHTA
pa3MeIleHNs] TaKUX U3MEHEHUN WM HOBOU
penakuuu Pernmamenta Ha
pecypce: https://131.ru/contracts 17001
JoBelleHusl 110 cBeAeHMs KimeHta Takux
W3MEHEHUH JIOOBIM HMHBIM  JTOCTYIHBIM
banky cnocobom. Jlo Hayanma Kaxaoro
B3aUMOJEICTBUSA c bankom c
ucnons3zoBanuem Cucremsl JI[BO, B TOoM
quclie HarpaBieHus B ajgpec banka iqro60ro
DNEKTPOHHOI0 JOKYMEHTA, & TAK)KE HE PEKe
onnoro pasa B 10 (ecsaTs) kaneHIapHbBIX
maey, Kmment m ero YmoaHoOMOUYeHHBIE
[IpencraButenu o00s3aHBI 3HAKOMUTHCS C
PersiiamenToMm, a TakkKe U3MEHEHUSIMU B HEM.
He o3HakomiieHMEe WM HECBOEBPEMEHHOE
o3HakomiieHne  Kimenra  w/mmm  ero
VYnonnomouennsix  IlpencraBureneid ¢
W3MEHEHUSMHU, BHECEHHbIMU B Periamenr,
HE ABIISIETCS  OCHOBAaHMEM U1 HX
HENPUMEHEHHUS K  MPAaBOOTHOIIECHUSIM
Cropon. B ciyuae Hecornacus Knuenra c
W3MEHEHUsMH B PeriameHTt, nocneaHui
BIIpaBe pactoprHyTh Cornamenue 00
OCYILIECTBICHUHU MH(}OPMaLIOHHOTO
B3alMOJENCTBUS c HCII0JIb30BAHNEM
Cucrem wuHpOpMaMOHHOTO oOOMEHa B
pamkax ucnosb3oBanusa Cucremsl IO, B
MOpAJIKE M Ha YCIOBUAX, YKa3aHHBIX B
[IpaBmiax, ecnum HWHOE HE YKa3aHO B
OTJIEJIbHOM COTJIALICHUU Cropom,
MUCBbMEHHO YyBeIOMHB 00 3ToM baHk He
MO3JJHEE  JIaThl  BCTYIUIGHMSI  TaKHX
M3MEHEHUH B CUILY, corslacHo Pernamenty. B
Cllyyae  HemoiydeHus  baHkoMm, 110
BCTYIUICHUS B CUITy U3MEHEHM B Pernament
nucbMeHHoro  yBeaomsienus — Kiuenra,
U3MEHEHHMsSI  CUUTaOTCd  0€30rOBOPOYHO
npuHATeiMH  KimenTtom, 3aKJII0YEHUE
JIOTIOJIHUTENBHBIX cornameHnii CTtopoHamu
He Tpedyercs.

10.7.  3A0  «lentrp  Ludpossix
Cepruduxaros» (MHH 5407187087) Bnpase B
OJIHOCTOPOHHEM BHECyZeOHOM HOpsJIKE
BHOCUTH u3MeHeHus B [IpaBuna KUC «BeSafe
u IIpaBuna VII. TekcT n3meHeHu TOBOAUTCS
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System, in the manner and under the
conditions specified in the Rules, unless
otherwise provided in a separate agreement
between the Parties, by notifying the Bank in
writing no later than the date such
amendments enter into force, in accordance
with these Regulations. If the Bank does not
receive written notification from the Client
before the amendments to these Regulations
enter into force, the amendments are
considered unconditionally accepted by the
Client, and no additional agreements
between the Parties are required.

10.7. Digital Certificate Center CJSC
(INN  (Taxpayer Identification =~ Number)
5407187087) has the right to unilaterally and
extrajudicially amend BeSafe CIS Rules and CA
Rules. The text of the amendments will be
communicated to Clients by notification within the
time period specified in BeSafe CIS Rules/CA
Rules, prior to the effective date of such
amendments. Notification will be made by posting
the relevant information on the websites
www.besafe.ru and www.authority.ru.



https://131.ru/contracts
file:///C:/Users/ekhairullina/Downloads/www.besafe.ru

o0  ceeaeHus — KimeHTOB  mocpencTBoM
YBEJIOMIICHHS B CPOK, YKa3aHHbIU B [IpaBuiiax

KHUC «BeSafe/ IlpaBumax VII, mo matel
BCTYIUICHUST B CHJYy TaKUX HW3MCHCHHUHU.
VBenoMiteHue OCYIIIECTBIICTCS nyTeM

pasMelIeHusT COOTBETCTBYIONIEH WH(pOpMauu
Ha caiite Www.besafe.ru u www.authority.ru.

11.CIIMCOK MPUJIOXKEHUI

11.1. IIpuniaoxenne Nel Axt npuema-
nepenaun ®KH Cucremsr JIBO Faktura.ru

11.2. [puno:xenue  No2 3asBIeHUE O
paszbmokupoBke mocryma B cucreme [IbO
Faktura.ru /cmene AGOHEHTCKOTO HOMEpa

11.3. [punoxenue Ne3 VYBemomieHue o
KOMIIPOMETAIMN KJIt04Ya OJEKTPOHHOH MNOANUCU
(npexparieHuu JIeHCTBUSA CpencTaa
MOATBEpXKIAeHUsT W (Wim) o0 yTpaTe CpelcTBa
MOATBEPXKIAeHUs, W (WIn) 00 WCIIOb30BaHUU
Cucremsl JIBO Faktura.ru 6e3 cornacust Kinuenra)

11.4. [punoxenue Ned HWHcTpyknus 10
oOecrieueHu0 MH(POPMAIMOHHONH 0e30IacHOCTH
npu pabore B Cucreme /IO Faktura.ru

11.5. Ipunoxkenue NeS  TpeboBanus K
MPOTPAaMMHO-TEXHHYECKHM  CpPEICTBAM  JIJIS
MPOBEICHUS PACUETHBIX ONEPALIUH B JJIEKTPOHHOM
dopme B Cucreme IO Faktura.ru

11.6. Mpuno:xkenue Ne6  3asBneHue  Ha
YCTAHOBJICHHE OTPAHUYCHUIH TI0 MapaMeTpam
omepamuii ¢ HCIIOJIb30BaHUEM CucreMsl
JUCTAHIIMOHHOTO OaHKOBCKOI'O OOCIY>KHBaHUS
Faktura.ru AO «bank 131»
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11.LIST OF APPENDICES

11.1. Appendix No. 1: Act of Acceptance and

11.2.

11.3.

11.4.

11.5.

11.6.

Transfer of FKC of Faktura.ru RBS System.

Appendix No. 2: Application for Unblocking
Access to Faktura.ru RBS System / Changing the
Subscriber Number.

Appendix No. 3: Notice of Compromise of the
Electronic Signature Key (Termination of the
Confirmation Tool and/for Loss of the
Confirmation Tool, and/or Use of Faktura.ru
RBS System Without the Client’s Consent).

Appendix No. 4: Information Security
Guidelines for Working in Faktura.ru RBS
System.

Appendix No. 5: Requirements for Software and
Hardware for Conducting Settlement Operations
in Electronic Form in Faktura.ru RBS System.

Appendix No.6: Application for Setting
Restrictions on Transaction Parameters Using
Faktura.ru Remote Banking Service System of
Bank 131 JSC.


http://www.besafe.ru/

IIpunoxxeane Nel k  PerlaMeHTy  TUCTaHIIMOHHOTO
0aHKOBCKOTO 00CTy)KUBaHUS FOPUINYECKUX T,
WHAVWBUAYAIBHBIX TpearnpuHUMaTenei, (pU3udecKux JIHiI,
3aHAMAIOIIUXCA B YCTAaHOBJICHHOM 3aKOHOIATEIhCTBOM
Poccutickoit @enepariuu mopsaKe 4aCTHOH npakTukoit B AO
«bank 131» ¢ ucnons3osanrem Cucremsr JJFO Faktura.ru

AKT Ne

npuema-nepenaun ®KH Cucremsr JBO
Faktura.ru

r. Kazans

«_» 20 1.

AO «bank 131», umenyemoe B mambHeilmeM bank B nuie
neiicTByromero(-eif) Ha OCHOBAaHUU c
OZIHOH CTOpPOHBI, u

HMeHyeMbId B nanpHeimeM «KiuenT», B iuue
)
OCHOBaHWMH
, C JIpyroil CTOpPOHHI,
COBMECTHO MMeHyeMble — «CTOpOHBI», a IO OTACIBHOCTH —

neficTBytomero(-eit) Ha

«CtopoHa», B paMKax PermameHnTta AHCTaHIMOHHOTO
0aHKOBCKOT'0 o0cCIyKHBaHHS IOPUANYECKUX uL,
WHIVBHUIYAIBHBIX MpelnpuHuMarened, (QU3NUecKux JIuil,
3aHMMAIOIUXCSI B YCTAHOBJIIGHHOM  3aKOHOJATEIbCTBOM

Poccuiickoit @enepaniuu nopsake 4acTHON mpakTukoi B AO
«bank 131» ¢ ucnonb3oBannem Cuctemsl JIbO Faktura.ru
(manee — «PernamenT») (3asBieHUE O MPUCOCTUHEHUH Ne

oT 20 r.), COCTaBHJIM HACTOSIIUH AKT O
HIDKECIIe Iy OIIEeM:

bankom nmnepenan, a Kuumentom mnpunst Kouepr c
MEPCOHANIBHBIM (-H) OTYYXXHaeMBIM (-M) HOCHUTENeM (-MH),
NpeAHa3HAYEHHBIM (-MH) Al XpPaHEHHS W HCIOJIb30BaHUS
YCUICHHON HEKBAIM(UIMPOBAHHON DICKTPOHHOW ITOAIUCH
(manee- ®KH), 11e710CTHOCTh KOTOPOTO HE HAPYILICHA, C LETbIO
ucrnons3oBanns Crucremsr JJBO Faktura.ru B coorserctum ¢
[IpaBunaMu KOMIIJIEKCHOTO OaHKOBCKOTO OOCITY>KHUBaHUA
IOPUINYECKHX JIML, WHAWBUAYAIBHBIX MpeANpHHUMATENeH,
¢u3MYecKnX NI, 3aHAMAIONIUXCS B  YCTAHOBJICHHOM
3aKkoHoAarenscTBOM  Poccuiickoit  denepauuu  mopsiake
yacTHOM mnpaktukod B AO «bank 131», VYciaousimu
OCYIIECTBIICHUS ~MH()OPMALMOHHOTO  B3aHMMOJICHCTBHS  C
ucrionbp3oBaHueM CucreMbl HH(QOpManMOHHOTO OOMEHa U
Pernamenrom:

Appendix No. 1 to the Regulations on Remote Banking Services
for Legal Entities, Individual Entrepreneurs, and Individuals
engaged in private practice at Bank 131 JSC in the manner
established by the legislation of the Russian Federation using
Faktura.ru RBS System

Acceptance and Delivery Certificate No.
of FKM of Faktura.ru RBS System

Kazan

20

Bank 131 JSC, hereinafter referred to as the Bank
represented by ,
acting under ,

on the one part, and
hereinafter referred

to as the Client, represented by
represented by ,
acting under ,
on the other part, referred together herein as Parties and
individually as a Party, within the framework of the Regulations
on Remote Banking Services for Legal Entities, Individual
Entrepreneurs, and Individuals engaged in private practice at
Bank 131 JSC in the manner established by the legislation of the
Russian Federation using Faktura.ru RBS System (hereinafter -
the Regulations) (Statement of Accession No. dated

20__), have drawn up this Certificate

as follows:

The Bank has transferred, and the Client has accepted an
Envelope with the personal alienated carrier(s) intended for
storage and use of the enhanced non-certified Electronic
Signature (hereinafter referred to as the FKM), the integrity of
which has not been violated, for the purpose of using the RBS
system in accordance with the Regulations on Remote Banking
Service in the ‘Banking App’ system for Bank 131 JSC Corporate
Clients and individual entrepreneurs and the Regulations on
Remote Banking Service in the ‘Banking App’ system for Bank
131 JSC corporate clients:

n/a/ Full name (of Client’s Authorized person)
FKM / ®KH

/i [ ®UO (YOIHOMOYEHHOTO JIHIA KINCHTA)

1. Rutoken ES 3.0 electronic key No. /
9MeKTpoHHBI Kmou Pytoken «Pyroxkem OUIT  3.0»
No

Iepenan Transferred

AO «bank 131» Bank 131 JSC

420012, Pecnyosinka TaTapcran,

40

Nekrasova 38, Kazan,




r. Kazans, yi. Hekpacosa, 1. 38
HNHH/OI'PH 1655505780/1241600056390

ot banka:

(TOKHOCTD)

(moanuck) (pacurudpoBka moaIUCH)

IMpunsan
HaumenoBaHme
Anpec
HWHH/OI'PH

ot Knuenra:

(momwkHocte)  MLIL

(moamuce) (pacumgpoBKa NOANUCH)
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Republic of Tatarstan, 420012
INN (Taxpayer Identification Number) 1655505780
OGRN (Primary State Registration Number) 1241600056390

from the Bank:

(position)

(signature) (printed name)

Accepted

Name

Address

INN (Taxpayer Identification Number)
OGRN (Primary State Registration Number)

from the Client:

(position) L.S.

(signature) (printed name)



IIpunoxenne Ne2 k  PerimaMeHTy — OHUCTAHIIMOHHOIO
OGaHKOBCKOTO 00CITy)KNBaHUS FOPUINIECKHIX JINTL,
WHIWBUIYAIBHBIX MPEIIpUHUMATENCH, (QU3NYCCKUX JIHII,
3aHMMAIOIIUXCSl B YCTAHOBJICHHOM 3aKOHOAATEILCTBOM
Poccuiickoii deneparuu nopsake 4acTHOH npaktukoit B AO
«Bank 131» ¢ ucnonszopanuem Cucremsr JJ5O Faktura.ru
3asiBjieHuUe

0 pas3ojgoxkupoBke aocryna B cucreme /AbO

Faktura.ru /cmene AGOHEHTCKOT0 HOMepa

r. Kazaun

Appendix No. 2 to the Regulations on Remote Banking
Services for Legal Entities, Individual Entrepreneurs, and
Individuals engaged in private practice at Bank 131 JSC in
the manner established by the legislation of the Russian
Federation using Faktura.ru RBS System

Application

on unlocking Faktura.ru RBS system access /
subscriber number change

Kazan

«_» 20 1. 20 _

Full name / ®1O

Passport series and number/Cepust 1 HOMep macnopra
Authority issued the passport and date of the issue/Opran
1 AaTa BblAa4U IMacropTa

Acting on the basis of / [leficTByronuii Ha OCHOBaHUH
On behalf of the Client / Ot umenu Kinunenra

OGRN (Primary State Registration Number) / OT'PH
E-mail address/Anpec snexTpoHHOM mOYTHI

Subscriber Number/ AGonenTckuii Homep?

B cootBerctBHM ¢ PermameHToM AHCTaHIIMOHHOTO
0aHKOBCKOTO  OOCIY)XHBaHUS  IOPUINYCCKHX  JIHII,
WHAWBUIYANBHBIX IPEIIPUHUMATENCH, (PH3NUECKUX JIUII,
3aHUMAIOIIUXCA B yYCTAHOBJICHHOM 3aKOHOJATEIECTBOM
Poccuiickoit @enepaunu nopsaKe YaCTHON NMPAKTUKOM B
AO «baax 131» ¢ wmcnomp3oBanueM Cucremsr J1BO
Faktura.ru (nanee - Cucrema JJ5O) npomry:

In accordance with the Regulations on Remote Banking
Services for Legal Entities, Individual Entrepreneurs, and
Individuals engaged in private practice at Bank 131 JSC in the
manner established by the legislation of the Russian Federation
using Faktura.ru RBS System (hereinafter referred to as RBS
System), | hereby request to:

] - unblock access to RBS System using previously provided access data (I agree with the terms and ground for the blocking,
have no claims against Bank 131 JSC); / paz6mokuposats goctyn B Cucremy JIBO, ¢ HCIONb30BaHHEM paHEE MPEAOCTABIEHHBIX
JAHHBIX JISL JOCTYTa (C YCIOBHAMH U MPUYMHAMHU OJIOKUPOBKH corjaceH, nperersuii K AO «bank 131» He nmer);

[ - establish a new Subscriber number for access to RBS System, for passing the procedure of authentication and signing of
Electronic documents when using it, for the specified Authorized persons: / ycranoButh HOBBINE AGOHEHTCKHI HOMEp ISt
nocryna B Cucremy JBO, mpoxoxaeHus mporeaypsl ayTeHTH(GUKALUU U HOI[HI/IcaHI/ISI DJEeKTPOHHBIX JIOKYMEHTOB IIPH €€
WCTIOIb30BAHUH, JIJISl YKA3aHHBIX Y IOJTHOMOYEHHBIX JUII: + ( ) ;

U I hereby request to send notifications of transactions/Ysemomieruns 0 COBEpIICHHBIX OTIEPAIUSX MPOIITY HAMPABIATD!

L] at e-mail address: / mo aapecy 371€KTPOHHON MOYTHI:
[ to the Subscriber number: / Ha AGonenTckuit Homep: + ( )

HaCTOHH.[I/IM NOATBCPIKAALO, 4qTo yKaSaHHHﬁ B
HaCTOAIIEM 3asaBJICHUU AOoHEHTCKUIT HOMCED
MPUHAAJICIKUT UCKITFOYUTEIILHO U TOJIBKO MHE, MHBIC JIMLA
HE UMCHOT JOCTYyIla K HEMY.

I hereby confirm that the Subscriber number specified in this
application belongs exclusively and only to me, other persons
have no access to it.

/ J«__ » 20 r/
(Full name/®H0) (Date/Tara)

(Signature/TToamucs)

L.S./ M.IL

To be filled in by the Bank / 3anoansiercss Bankom
The Client's Authorized Persons have been identified, and their credentials and documents have been verified / Wnentuduxars

! Please indicate e-mail address of the authorized person. Required field. / Yxaxure agpec 3neKTpoHHOI MOUYTH yIOTHOMOYEHHOTO JHia. O6g3aTeNbHOE T0JIe
2 Please indicate the subscriber number of the authorized person. Required field. / Vkasxure aGoHeHTCK1# HOMep yIOIHOMOYEHHOTO Juia. OGs3aTEIbHOE MOIE.
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YnonaomoueHHBIX Jni Kimenra IIpOBECJICHA, IOJIHOMOYMA U JOKYMEHTEI IPOBEPCHBL

20

20

The application was registered with Bank / 3asiBenue 3apeructpupoBano B banke « » 20 I..
/ / <« »
(position/momkHoCTD) (signature/moamucey)  (printed name/pacumdpporka moanucu) (date/nara)
Bank employee who checked ES / Pa6otruk Banka, mposepusiuii JIT:
/ / «_ »
(position/momkHoCTD) (signature/moamucey)  (printed name/pacumdporka moanucu) (date/nara)

Marked as executed / OTmeTka 00 HCTIOJIHEHHU:
Responsible Bank Employee / OtBercTBenHblIi paboTHHK baHka:

/ / « »

(position/moMmKHOCTB) (signature/moanuce)  (printed name/pacmmppoBka nommcﬁ (date/nara)
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IIpunoxenune Ne3 x PermameHTy AMCTaHIMOHHOIO
OaHKOBCKOTO  OOCIYXMBaHHUS  IOPUINYSCKUX  JIHUII,
MHIVBHUIYAIbHBIX IPEANPUHIMATENCH, GU3MUECKHX JIUII,
3aHIMAIOIIUXCS B YCTAaHOBJICHHOM 3aKOHOJATEIbCTBOM
Poccuiickoit @enepaunn nopsake 4aCTHON NMPAKTUKOM B
AO «bauk 131» ¢ wucnons3oBanueM Cucremsl JBO
Faktura.ru

YBEAOMJIEHUE

0 KOMIIPOMETAIMHM KJI4Ya JJIEKTPOHHOI
NOIUCH

(mpekpameHuu AelCTBUA cpeacTBa
NMOATBepP:KAeHnsl U (M) 00 yTpaTe cpeacTBa
NoATBePkKAeHUs, U (MJIH1) 00 UCIIOJIB30BAHUM
Cucrembr JIBO Faktura.ru 6e3 coriacus
KanenTa)

r. Kazanp
«_» 20 r.

Appendix No. 3 to the Regulations on Remote Banking Services for
Legal Entities, Individual Entrepreneurs, and Individuals engaged in
private practice at Bank 131 JSC in the manner established by the
legislation of the Russian Federation using Faktura.ru RBS System

NOTICE

on compromising the key of the Electronic Signature
(termination of the means of confirmation and/or loss
of the means of confirmation and/or use of Faktura.ru
RBS System without the consent of the Client)

Kazan
20 _

Full name / ®UO

Passport series and number/Cepust u Homep nacmoprta

JlaTa BblJavu IacropTra

Authority issued the passport and date of the issue / Oprau u

Acting on the basis of / JleiicTByronuii Ha OCHOBaHUHU _

On behalf of the Client / Ot umenu Kinenra

OGRN (Primary State Registration Number) / OT'PH

B COOTBeTCTBHM C PermaMeHToM JHCTaHIMOHHOTO
0aHKOBCKOTO o0cITy)KUBaHUS FOPUINICCKIX JIVIIL,
WHIUBUAYAIBHBIX TpEANPUHAMATENCH, (H3MUSCKUX JIHIL,
3aHUMAMONIUXCA B YCTAHOBJICHHOM 3aKOHOJATEIECTBOM
Poccuiickoit @denepanuu nopsake 4acTHOM npakTukoi B AO
«bank 131» ¢ ucnonp3oBanrem Cuctembl JIBO Faktura.ru
(manee - Permamenr), HactosmmmM yBemomisito AO «baHk
131» o Kommpomerarun DIeKTPOHHON MOINCH B CBSI3H €

In accordance with the Regulations on Remote Banking
Services for Legal Entities, Individual Entrepreneurs, and
Individuals engaged in private practice at Bank 131 JSC in
the manner established by the legislation of the Russian
Federation using Faktura.ru RBS System (hereinafter referred
to as the Regulations) | hereby notify Bank 131 JSC on the
Electronic Signature Compromise in connection with

(0ama Komnpomemayuu DIT/ympamer ICII u (unu) eco ucnonvsosanus 6ez  (date of ES Compromising/Loss of ES and/or its use without the Client's
coenacus Knuenma, obcmosmenscmea maxoi komnpomemayuu/ympamst u  consent, circumstances of such Compromising/Loss and/or such use,
(unu) makoeo ucnonvzosanus, noomeepicoenus (npu uamuuu) maxou  confirmation (if any) of such Compromising/Loss and/or such use)

KOMRpOMemayuu/ympamsl u (Uin) mako2o Ucnoib308aHUs)

Ipomry ¢ « » 20 1.

3a0JIOKMPOBaTh YKa3aHHbIE HIKEe CpeacTBa HOATBEP)KICHNS,
UCIIONB30BABIIMECS B paMKax PermaMmeHra coriacHo

3aSIBJICHUIO O MPHCOCIUHEHN Ne OT «__»
20 r., 1 OCTaHOBHTb
00paboTKy DJIEeKTPOHHBIX JIOKyMEHTOB,

HOHHI/ICaHHBIX/HOI[TBCp)K,HCHHI)IX YKa3aHHBIMU CPEICTBAMMU:
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I request to block the Means of Confirmation noted below that

were used within the frame of the Regulations on Remote

Banking Service according to Statement of accession No.

dated 20 since

20 and stop the Electronic Documents

processing that were signed/confirmed by the mentioned
means:



CCepruduxarsl Kiroue DIEKTPOHHOI MOITUCH: O Certificate of the electronic signature verification key:

Ne | Full name of the holder - Authorized person Certificates of the electronic signature verification key

/CDI/IO BJIageNbIa — VIIOJITHOMOYEHHOTO JIAna Se”al number / CepHP'IHbeI HOMep CepTI/I(bI/IKaTa KIIF049a
DJIEKTPOHHON MOAHCH

[ICloud signature: / O6naunast moAMuChH:

Ne Full name of the owner, the authorized person / Subscriber number of the mobile device / AGonentckuit
@.1.0. Branensiia- Y IOJIHOMOYSHHOTO JIHIIA HOMEp MOOMIIBHOTO yCTPOHCTBA
1
/ J«__ » 20 r/
(Signature/Tloamwcs) (Full name/®HO) (Date/Tara)
L.S./ M.IL

To be filled in by the Bank / 3anonusiercst Bankom

The Client's Authorized Persons have been identified, and their credentials and documents have been verified, the application was
registered with Bank / Unentudukaips YnoaHoMoueHHBIX Jun KileHTa mpoBejeHa, MOJHOMOYUS M JTOKYMEHTBI [TPOBEPEHBI,
3asBIIcHHE 3apETUCTPUPOBaHO B Banke « » 20 r..

/ / <« » 20 T
(position/momkHOCTS) (signature/mommuce)  (printed name/pacummdposka noanucu) (date/mara)
Bank employee who checked ES / Pabotuuk banka, npoBepusiiuii OI1:

/ / «_ » 20 T
(position/momkHOCTE) (signature/momnmce)  (printed name/pacumdporka moanucu)  (date/mara)

Marked as executed / OtmeTka 06 UCIIOTHEHHUH:
Responsible Bank Employee / OTBeTcTBeHHBIH paboTHUK baHka:
/ / «_» 20 T
(position/mOIKHOCTB) (signature/moamuce)  (printed name/pacmmdpoka moanucu) (date/mara)
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[Ipwioxkenne Ned k PernameHTy AHCTAHITMOHHOTO OaHKOBCKOTO
00CITy)KUBaHUS IOPUINYECKHUX JINII, WHIUBUAYaJIbHBIX
mpeanpuHuMaTeneii, (U3NYecKux JUI, 3aHAMAIONINXCS B
YCTaHOBJIEHHOM 3aKOHOJaTenbcTBOM Poccuiickont  ®enepaunu
nopsiake gactHOU npakTukoil B AO «bank 131» ¢ ucronp3oBaHreM
Cuctemsl JIBO Faktura.ru

HNHcTpykuusi nmo odecrnedeHU0 HH(OpManHMOHHOM
0ezonacHoctu npu padore B Cucreme AbO Faktura.ru

B nensax obecneuenus nHGOPMAIMOHHON 0€30MaCHOCTH MPU
pabote B Cucreme JIBO Faktura.ru (manee — Cucrema JIBO )
AO «bank 131», KiaueHnt 00s13aH:

1. Ilpm ocymectBrmenun poctyna k Cucreme J[BO,
YIOCTOBEPHUTHCA B MPAaBUILHOCTH YKa3aHHOTO ajpeca B
ampecHoit crpoke Opaysepa (https://bank.131.ru/) u
HaJU9YMM 3HAYKa 3aIlHIICHHOTO COCIWHEHUS (3aMOK),
WCKJTIOYasi BBIXOJl Ha CaiThl, BHEIIHE MACKHPYIOIIHECS
noxx Cucremy 1bO .

2. Ilpu ucnonp3oBarnyu MOOMIEHOM TOITUCH W/WIIA HHOTO
BHJa DJIEKTPOHHOW IOANWCH BHUMATEIHHO IPOBEPATH
uHnpopMmaiuio 00 Ormepanuu, monydeHHyro B CMC-
coo6mennn win B PUSH-coo0menun.

3. CBOEBpPEeMEHHO yCTaHABJIMBAThH JOCTYITHbIE OOHOBIICHHS
ONEPALMOHHON CUCTEMBI U MPUII0KEHUH.

4. He noasepraTh HCIOIB3yeMOE YCTPOHCTBO OMEPaLUsM
MOBBIIIICHUST TPUBHJIETHHA / B3JIOMa OIEPAlMOHHON
cucteMsl ycrpoiictsa (jail-break, rooting).

5. Hcnons3oBath AHTUBUPYC TS YCTPOWCTB,
CBOCBPEMEHHO YCTaHABJIMBAaTh Ha HEro OOHOBIIEHUS
BHUPYCHBIX 0a3.

6. Hukorma e mepegaBaTh CBOE YCTPOWCTBO W/WIH Sim-
KapTy TPETHUM JIAIIAM.

7. Kmoun VYcunenHoi HEeKBaIN(UIIUPOBAHHON
ONeKTPOHHOU MOATHCH u
K3II ®HC xpanuts Topko Ha @PKH B HEAOCTYyITHOM 17151
MMOCTOPOHHUX ¥ HEYNOJHOMOYEHHBIX JIUI[ MEeCTe
(3anuparomrecst MepPCOHANBHBIA Cei], METaJUTMYSCKHI
mKad).

8. He canmats kormmu ¢ ®KH, e nepenaBats ®KH numam,
K HUM HE JONyLIEHHBIM, He 3anuceiBath Ha OKH
MOCTOPOHHIOK WH(POPMAIIHIO.

9. He ucnons3oBats B kauectse [lapons:

- [IOCIIEA0BATENIEHOCTh CUMBOJIOB, COCTOSIIIIMX M3 OJTHUX
mudp (B TOM 4HCcIe IaThl, HOMEpa Tele()OHOB, HOMEpa
aBTOMOOMIICH | T.I1.);

MOCIIE0BATEIBHOCTD TTOBTOPSIFOIIUXCS OYKB WIH IUQP;

WAYIIHE TOAPS B PACKIIAAKE KJIaBHATYPHI WX B alihaBUTE
CHUMBOJIBL;

- “MeHa 1 (DaMUIIHK;

- UHH unm npyrue peksusutsl Kimenra/yYmoiHoMoueHHOTO

IIpencraBurens KnueHnra.
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Appendix No. 4 to the Regulations on Remote Banking
Services for Legal Entities, Individual Entrepreneurs, and
Individuals engaged in private practice at Bank 131 JSC
in the manner established by the legislation of the Russian
Federation using Faktura.ru RBS System

Information security guidelines for working
in Faktura.ru RBS System

To ensure information security when working in
Faktura.ru RBS System (hereinafter referred to as
the "RBS System™) of Bank 131 JSC, the Client is
obliged to:

1.

When accessing RBS System, ensure that
the address in the browser’s address bar is
correct (https://bank.131.ru/) and that the
secure connection icon (lock) is present,
avoiding websites that mimic RBS System.
When using a Mobile Signature and/or any
other type of Electronic Signature, carefully
verify the transaction information received
in an SMS or PUSH notification.

Promptly install available updates for the
operating system and applications.

Avoid performing operations to gain
elevated privileges / hacking the device’s
operating system (jailbreak, rooting).

Use antivirus software for devices and
promptly update its virus databases.

Never transfer your device and/or SIM card
to third parties.

Store Enhanced Unqualified Electronic
Signature Keys and QES FTS Keys only on
FKC in a place inaccessible to unauthorized
persons (e.g., a personal safe or metal
cabinet).

Do not make copies of the FKC, do not
transfer the FKC to unauthorized persons,
and do not record unrelated information on
the FKC.

Do not use the following as a Static
Password:

A sequence of digits only (including dates,
phone numbers, car numbers, etc.);

A sequence of repeating letters or numbers;
Consecutive characters on the keyboard or
in the alphabet;

Names and surnames;

Taxpayer lIdentification Number (INN) or
other details of the Client/Authorized
Representative of the Client.



Ipu ucnonn3oBanuu Moouiasnoii moamucu (OC Android
11.0+):
- Jlns BeIMyCcKa W MCHONB30BaHUS MOOWIBLHOW MOJANMCH Ha
YCTPOMCTBE JTOJIKHBI OBITh aKTUBHUPOBAHBI OMOMETPHUUYECKUC
manneie  (TouchID/FacelD) wom  kom  pa3sOIOKHPOBKH
YCTpOMCTBA.
- Ilocne ycnemHod aBTOpH3aLMU Yepe3 OMOMETPUUECKHUE
JTAHHBIC/KO Pa30IOKUPOBKH KIMEHT MOXeT MOJIHChIBATH
JJIEKTPOHHBIC  JIOKYMEHThI ~ 0€3  MOBTOPHOTO  BBOJA
OnoMeTpruYecKuX AaHHbIX B TeueHue 1 (Opnoro) uaca. Ilo
WUCTEUCHUH YKa3aHHOTO CpOKa TMOoTpedyeTcs TOBTOPHOE
MOJITBEPKICHHE.
- Bpemst Ha moaTBepKACHUE KX I0W ONepalliy OTrPaHuIEHO 5
(ITaTero) MUHYTaMH.
- Jna obecrnedyeHuss IENOCTHOCTH W 0€30MACHOCTH
3JICKTPOHHOTO COOOICHUS MPH HCITOJIB30BaHUN MOOMIHHOM
MOJANKCH TpuUMeHsieTcs VIMHTOBCTaBKa B COOTBETCTBUHU C
tpeboBanusamu [lomoxxenus banka Poccum ot 30.01.2025 Ne
851-I1.

- MoOunpHass MOANMUCH  TOAJEPKHUBAaET  IPYIIIOBOE
MOJNKMCAaHNe TIAT&KHBIX NOpydeHuid B MoOuWibHOM
MIPUIIOKEHUM.

[Ipu BwigBneHuM npusHakoB Kommpomerannun OII wumum
BPEIIOHOCHOTO TPOTPaMMHOTO 00ecleueHHusT HEMEIJICHHO
yBenoMuTh bank o tenedony § (800) 100-13-10 (o6parenns
NPUHUMAIOTCS B KPYIJIOCYTOUHOM PEXHME) W HalpaBUThH
VYeenomnenne 1o Qopme  Ilpunoxenms Ne4, He
BOCCTaHABIMBATh  PabOTOCIOCOOHOCTh  MOBPEXKICHHOTO
MEPCOHANBHOTO KOMITBIOTEPA 10 MPOBEACHHS KCIIEPTU3BL.

TpedoBanus k [lapoaro:

—  JlomHa maposs T0JDKHA OBITH HE MEHEee 8 CMBOJIOB.

— B uucne cuMBOJIOB Mapoist JOJDKHBI MPHCYTCTBOBATh
CTPOYHBIE U NPONHCHBIE OyKBBI, HU(PHI U CHIEHHATBHBIE
cumBonel (!, ", #, 8, %, &,', (,), *,+,-, ../, @, :, ;, <, =,
> 2LV L)

— 3ampemraercss HCIONB30BaTh B  KadecTBE Mapost
«IyCTOW» Mapoyib, UM BXOAa B CHCTEMY, a TaKxke
BBIOMpATh MAapoii, KOTOpBIE YK€ HCIOJIb30BAIHChH
paHee;

—  Jluuneni mapons KimeHT He mMeer mpaBa cooOIIaTh
HUKOMY;

—  Ilpu cMeHe napoJisi HOBOE COUYETaHNUE CUMBOJIOB JIOJIKHO
OTJIMYAThCS OT MpelNbIOyIIero He MeHee uyeM Ha 4
CHUMBOJIA;

—  Cpox pneiicTBus mapoisi mojib3oBaTenst He Oonee lroma
(365 nueit).

— Ilapors He fJomkeH BKIIOYaTh B ce0S  JIETKO
BBIUUCIISIEMBIE COYETaHUsI CUMBOJIOB (MMEHA, (DaMIITHH,
HaumeHoBaHus APM wu T.1.), a Takke OOLIETIPUHSATHIE
cokpanienus (3BM, JIBC, USER u 1.11.).

—  Tlocne 5-u HEyJauHBIX TIOMBITOK BBOJIA TIAPOJIS, YUETHAS
3anmuch Knumenra Onokupyercs A0 BBIACHEHHS NPUYMH
BBO/Ia HETIPABUIILHOTO MApOJIs.
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When using Mobile Signature (Android OS
11.0+):

- To issue and use Mobile Signature, biometric data
(TouchlID/FacelD) or a device unlock code should
be activated on the device.

- After successful authorization via biometric
data/unlock code, the Client can sign electronic
documents without re-entering biometric data for 1
(one) hour. After this period, re-confirmation will be
required.

- The confirmation time for each transaction is
limited to 5 (five) minutes.

- To ensure the integrity and security of the
electronic message when using Mobile Signature,
Message Authentication Code is used in accordance
with the requirements of Bank of Russia Regulation
No. 851-IT dated 30/01/2025.

- Mobile Signature supports group signing of
payment orders in the Mobile App.

If signs of ES Compromise or malware are detected,
immediately notify the Bank by telephone at 8 (800)
100-13-10 (requests are accepted 24/7) and send
Notification in the form of Appendix No. 4. Do not
restore the functionality of the damaged personal
computer until an examination has been carried out.

Requirements for Static Passwords:
— The password length should be at least 8

characters.
— The password should include lowercase and
uppercase letters, numbers, and special

characters (I, ", #,$, %, &, ', (,), *, +,-, ../, @,
SETASE ] NN (RTINS ) Ay ¢

— Itis prohibited to use an "empty" password, the
system login name, or previously used
passwords;

— The Client should not disclose his/her personal
password to anyone;

— When changing the password, the new
combination of characters should differ from
the previous one by at least 4 characters;

- The password validity period should not
exceed 1 year (365 days);

— The password should not include easily
guessable combinations of characters (names,
surnames, workstation names, etc.) or common
abbreviations (e.g., PC, LAN, USER, etc.);



Crporo 3anperniaercs 3anuchiBaTh Napoid Ha OyMaXKHBIX
HOCHUTEIISIX MU B TEKCTOBBIX (aiiax Ha pabodem MecTe,
OCTaBISITh WX B JIOCTYIHBIX TPETHHM JHIIAM MeECTaXx,
nepeaaBaTh HEYIOJTHOMOYEHHBIM JIMIIAM.

Heob0xonumo:
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YcTaHOBUTE Ha TEPCOHATIBHOM KOMIIbIOTEpE (HOYTOYyKe)
MapOJIbHYIO 3alUTy Ha BX0J B ONepalioHHYIO CUCTEMY.
Xpaautp mapois goctyna Kk kmouy KOIT OHC/YHIII
oraensHo oT ®KH.

[Mogxmouate ®KH, comeprkammuii xarod D11, ToIbKO B
MOMeEHT ucnonb3oBanus Cucremsl JJBO n noanucanus
OnexTpoHHBIX qoKymeHTOB. He ocraBmsate OKH,
comepxkamuid ko4 D11, TOCTOSHHO TOIKITIOUYEHHBIM K
KOMIIBIOTEDPY.

He ucnons3zoBate ®KH, comepxkamuit kmou OI1, mis
KaKUX-TH00 ApYTuX IeJiei, B YaCTHOCTH, HE XPaHUTh Ha
HEM HHGOPMALMIO NPOU3BOJILHOIO COACPXKAHMSA, HE
oTHOcsIerocs kK padore ¢ Cucremoit JbO.

He xonuposats copepxumoe @KH, coneprxkaiero kioy
OIl, u He mepenaBaTh €ro HUKOMY Jake€ Ha KOPOTKOE
BpEMSL.

3akonuuB padoty B Cucreme 15O nnm npepBaB e€ (qaxe
Ha HecKoidbKko MHHYT), u3Bineub OKH, comepxamuit
kiou KOIT ®HC/YHDII, u yopaTh €ro B HEIOCTYITHOE
JOPYTUM JIMLAM MECTO.

[TpumensTh Ha pabodyeM MecTe JUIEH3UOHHBIE CPEICTBA
3alIUTBl OT BPELOHOCHOTO KOJA C BO3MOXKHOCTBIO
aBTOMATHYECKOTO OOHOBICHHsI 0a3 JTaHHBIX CHTHATYp
BPEIOHOCHOTO KOJIa.

Ecnu B xadecTBe KoMIbtoTepa s pabotel B Cucteme
JBO ncnonb3yeTcs NepeHOCHON KOMIIbIOTED (HOYTOYK),
HCKITFOUUTH €ro MOJAKII0UYEeHHE K CeTsIM 00IIero J0cTymna
B MecTax cBoOonmHOTrO foctyna B MHTepHET (oducHBIE
LIEHTPHI, Kade u Tp.)

Ocy1ecTBIATh TOCTOSHHBIM KOHTPOJb OTIPABIISIEMBIX
TUTATEXXHBIX (PAcUETHBIX) JIOKYMEHTOB Mpu pabote ¢
Cucremoii JIBO, a Takxe 3a COCTOSHHEM pacUETHBIX
(OaHKOBCKMX) CUETOB, OIIEpaLMsM 110 HUM M OCTaTKaM.
B ciydae BoisiBnenust npuszHakoB Kommpomerarum 11
WIM BBIIBICHUS] BPEAOHOCHOIO KOJa B KOMIIBIOTEpE,
ucnojibzyeMoM s pabotet B Cucreme  J1BO,
HEOOXOIMMO HEMEUIEHHO YyBEIOMHUTH bank 1o
tenedonam: 8 (800) 100 13 10 ¢ 9 wacos 00 munyT 110 18
yacoB 00 MuHyT (B paboune JIHH), JTUOO JUYHO SIBUTHCS
B baHk c 1enbro GJI0OKMPOBaHMsI CKOMIIPOMETHPOBAHHBIX
kmoueit I11 ¢ mocnenyronieit ux 3aMeHou.

coObITHAM, cBsi3aHHBIM ¢ Kommpomeraumeii
JJIeKTPOHHOI MOANMUCH, B TOM YHCJ€e, OTHOCATCS:
yrpara ®KH, ¢ nocnenyrommm oOHapyeHneM 1iu 0e3
TaKOBOTO;

HapyllleHWe TpaBUJ XPAaHEHUS, HCIOJNb30BaHUS U
YHUYTOXKEHUS (B TOM YHCIIE TIOCIIE OKOHYAHHS CPOKa
neiictus) xiroya KOIT ®HC/YHDIIT;

yTeps, nepeaada W/Wid MpeaoCTaBICHHEM JOCTYIa

- After 5 unsuccessful password attempts, the
Client’s account will be blocked until the
reasons for the incorrect password entry are
clarified;

— It is strictly prohibited to write passwords on
paper or in text files at the workplace, leave
them in places accessible to third parties, or
disclose them to unauthorized persons.

Required:

— Set password protection for the operating system
on the personal computer (laptop).

— Store the password for accessing QES FTS /
EUES key separately from the FKC.

— Connect the FKC containing ES Key only when
using RBS System and signing Electronic
Documents. Do not leave the FKC containing ES
Key permanently connected to the computer.

— Do not use the FKC containing ES Key for any
other purposes, particularly do not store arbitrary
information unrelated to working with RBS
System on it.

— Do not copy the contents of the FKC containing
ES Key or transfer it to anyone, even
temporarily.

— After finishing work in RBS System or
interrupting it (even for a few minutes), remove
the FKC containing QES FTS / EUES key and
store it in a place inaccessible to others.

— Use licensed anti-malware software with
automatic updates for malware signature
databases at the workplace.

— If a portable computer (laptop) is used for
working in RBS System, avoid connecting it to
public networks in places with free Internet
access (office centers, cafes, etc.).

— Continuously monitor payment (settlement)
documents sent when working with RBS
System, as well as the status of settlement (bank)
accounts, transactions, and balances.

— In case of detecting signs of compromise of the
Electronic Signature or malware on the computer
used for working in RBS System, immediately
notify the Bank by phone: 8 (800) 100 13 10
from 9:00 AM to 6:00 PM (on business days), or
personally visit the Bank to block the
compromised ES Keys and replace them.



IIpu

HEYTOJTHOMOYEHHBIM TPETHUM JIUIAaM K anmnapaTHBIM
cpencTBaM (B TOM YHCJIE MOOWJIBHBIM Tejle(pOoHaAM
wmn uHbM) wuan SIM-kapre ¢ AOGOHEHTCKUM
HOMEPOM, B TOM YHCJIE€ KOTOPBIA MCIONB3YETCS IS
HanpasieHus PazoBoro maposis;

HaJIaue MTOTI03PEHNUH, 49TO Cpencrsa
MOATBEPXKACHUST DJIEKTPOHHOTO JOKYMEHTa CTajd
W3BECTHBI HEYTTOTHOMOYCHHBIM TPETHUM JTUIIAM;

BO3HUKHOBCHUE MOI03PCHUH Ha YTEUKY
WH(POPMAIIUH WIH €€ NCKAKEHHE;

HECaHKIIMOHUPOBAHHOE KOITUPOBaHUE WIn
MOJI03pEHHE Ha KOIHPOBaHHE PazoBoro

naponsi/[lapons, (yHKUMOHANBHOTO  KIFOUEBOTO
HOCHTEJIS, allllapaTHOro cpeactsa u/unu SIM-kapThl
¢ AGOHEHTCKHM HOMEPOM;

HECAaHKIMOHWPOBAaHHBIA  JIOCTYIl K  aJpecy
3JIEKTPOHHOM MOYTHI, yKa3aHHOMY B 3asiBICHUU;
MpeKpamieHre IOJHOMOYHA WM  YBOJBHEHHE
YNOJTHOMOYEHHBIX JIMIL, HWMEIIMX JOCTyn K
CpencTBy MOATBEPIKICHUS;

CIIy4ad, KOTJa HEeJIb3sl TOCTOBEPHO YCTAaHOBHUTH, UTO
npouzonio ¢ ®KH (B ToM uucne cmywau, xorga
HOCUTENb BBINIEN M3 CTPOS M JIOKa3aTeJIbHO He
OTPOBEPTHYTa BOZMOXKHOCTD TOTO, YTO AAHHBIH (haKT
MPOM3OIIETT B pe3ylbTaTe HECAHKIIMOHUPOBAHHBIX
JEHCTBUN TPETHUX JIML, IPYrHe BUIBI Pa3IIAILCHUS
KITF0OUEBOW WH(POPMAITHIH).

OOHapyXCHHM HECAHKIMOHUPOBAHHBIX JIOCTYIIOB B
Cucremy JbO, miaTeXHBIX M WHBIX OIEpauii B
Cucreme J1bO, Komnpomeranuu uiu moAO3pEeHHH Ha
Komnpomeranuio DneKTpOHHONH MOANHUCH HEMEIJICHHO
YBEIOMUTh baHK W HampaBUTh «YBEJOMICHHE O
KOMITPOMETAIlMU» B TOPSJKE,  YCTAaHOBIEHHOM
Pernamentom JHACTAHIIMOHHOI'O 0aHKOBCKOI'O
00CITy)KMBaHHUS IOPUANYCCKUX JIMI, WHIUBHUIYaTbHBIX
MpearpuHUMAaTeNed, GU3NICCKUX JIMII, 3aHUMAIOITUXCS
B YCTaHOBJIICHHOM 3aKOHOJIATEILCTBOM Poccuiickoit
Oepepanuu mopsake 9acTHOU mpaktukoi B AO «baHk
131» ¢ wucnoms3oBanmem Cuctemsr JIbO, a Takxke
o0paTUThCA C COOTBETCTBYIONIUM  3asBICHHEM B
MIPaBOOXPaHHUTEIHHBIE OPTaHblI.

BanpemeHo BOCCTaHAaBJIMBATb pa6OTOCHOCO6HOCTL

MOBPEKICHHOTO  KOMIIBIOTEpA 10  MPOBEIEHHS
TEXHUYECKOM 3kcrepTusbl. Pabory ¢ Cucremoit 15O
paspelieHo MpOBOIUTH TOJBKO IOCIE HOBOHU
YCTaHOBKHU OTIePalluOHHOMN CHCTEMBI c
(hopMaTHpOBaHHUEM JKECTKHX JIUCKOB H MOCIIE CMEHBI
Bcex kmoueit Ol knnenTa.

TpebdoBanus:
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OTKJIIOYUTh ~ BO3MOXKHOCTh  YAQIEHHOTO U
TEPMHHAIIBHOTO ~ COCAMHEHUS K KOMIIBIOTEpaM,
ucnonb3yemMbiM Uit pabotel mo Cucreme JIBO
3abnokupoBath 3389 (RDP Remote desktop).

Events related to the Compromise of the

Electronic Signature include:

- Loss of the FKC, with or without subsequent
discovery;

- Violation of the rules for storage, use, and
destruction (including after expiration) of QES
FTS/ EUES key;

-  Loss, transfer, and/or provision of access to
unauthorized third parties to hardware
(including mobile phones or other devices)
and/or SIM cards with a Subscriber number,
including those used for sending One-Time
Passwords;

—  Suspicions that the Electronic Document
Confirmation Tools have become known to
unauthorized third parties;

— Suspicions of information leakage or
distortion;

- Unauthorized copying or suspicion of copying
One-Time Password / Password, Functional
Key Carriers, hardware, and/or SIM cards with
a Subscriber number;

— Unauthorized access to the email address
specified in the Application;

—  Termination of authority or dismissal of

Authorized Persons with access to the
Confirmation Tools;
Cases where it is impossible to reliably
determine what happened to the FKC
(including cases where the carrier has
malfunctioned, and it cannot be conclusively
disproven that this occurred as a result of
unauthorized actions by third parties, or other
types of disclosure of key information).

If unauthorized access to RBS System, payment, or
other operations in RBS System, Compromise
or suspicion of Compromise of the Electronic
Signature is detected, immediately notify the
Bank and send a "Notice of Compromise" in
the manner established by the Regulations on
Remote Banking Services for Legal Entities,
Individual Entrepreneurs, and Individuals
engaged in private practice at Bank 131 JSC
using RBS System, and submit a corresponding
statement to law enforcement agencies.

It is prohibited to restore the functionality of a
damaged computer before conducting a
technical examination. Work with RBS System
is permitted only after reinstalling the operating
system with formatting of the hard drives and
replacing all of the Client’s ES keys.

Requirements:

Disable remote and terminal connections to



—  BxirounTs B OHEpAIMOHHOW CHCTEME JKypHAI
6e3omacHoctn Windows.

—  Hcnonbs3oBaTh TOJBKO JUIIEH3MOHHOE MPOTPAMMHOE
obecriedeHne — OMepaluoHHbIE CHCTEMBI, CPEICTBA
3aIUTHl OT BPEIOHOCHOTO KOZa, O(UCHBIC MAKEThI U
T.1. (manee mo Texcry — [10).

—  OOecneuuTh BO3MOKHOCTh CBOCBPEMEHHOTO
0OHOBJIEHUS CUCTeMHOTO | TTpuKiIagHoro [10.

—  JlocTyn B MOMEIIEHHE, IJIe pa3MeIleH KOMITBIOTED C

Cucremoit JBO, MPEAOCTaBIATh TOJBKO
VII0JTHOMOYEHHBIM JTUIIAM.
—  Kowmmslotep, C KOTOPOT'O OCYIIECTBISIETCS

MOJITOTOBKA M OTIPaBKa JNEKTPOHHBIX JIOKYMEHTOB
B baHk, pekoMeHIyeTcs BBIICIHTH B OTIENbHBIN
CErMEHT CETHU € 00A3aTeNILHBIM UCKIIFOUEHHEM €T0 U3
00111eHi JIOKaJILHOM CETH KJIIMEHTA.

- UckmounuTts OOCTYyII K KOMIIBIOTEpAaM,
ucrons3yemMbiM s padoter B Cucreme JIBO,
MTOCTOPOHHUX I u HEpCOHAIA,

HEYMOJHOMOYEeHHBIX Ha paboty B Cucreme /1O
1/nu 00CTyKUBaHNE KOMITBIOTEPOB.

— llpu 00CITyKUBaHUH KOMITIBIOTEPA nuT-
COTpyJIHUKaMH  OOeCleYnBaTh  KOHTPOIb  Haj
BBITTOJIHSIEMBIMHA UMH JICHCTBHUSIMU.

—  3ampenieHo nepeAaBaTh JIOTHHBI U TAPOJH TPETHUM
JUIaM B TOM 4YHCIE€ HWHBIM YTIOJHOMOYEHHBIM
IIpeacraButensm Knuenra.

AO «bank 131» He ocymIecTBISET PacChUIKY AIEKTPOHHBIX
MMMCEM C TMPOCHOOH TMpHUCIaTh KIFOYH DJIEKTPOHHBIX
noanuceit u/wim napoib k Cucreme /IbO u HuKOTIA HE
3anpammBaeT y Kimenra oty uHopmManuo.

bank He ocymecTBisieT 3BOHKOB, PAacCBUIKY COOOIIEHUH 110
anekTponHoi moutre, CMC-cooOIeHni, Win HHBIMU
crnocobamu, ¢ MPock00i COOOIINTH KOHDUICHITUATEHYIO
nHpopMaruio (mapoiu, KoAoBble cioBa, u mp.). llpm
MOJMYYEHWH  TAaKOro  3ampoca HU  NPH  KaKUX
oOcTosiTenbeTBax KiMeHT He 0JKeH coo0IaTh JaHHYI0
WH(POPMAILTUIO U I0JDKEH HEMEJIEHHO COOOIINUTH 00 3TOM
B bank.
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computers used for working with RBS System,
block port 3389 (RDP Remote Desktop).

- Enable the Windows security log in the
operating system.

- Use only licensed software: operating systems,
anti-malware  tools, office suites, etc.
(hereinafter referred to as "Software™).

- Ensure the ability to promptly update system
and application software.

—  Grant access to the room where the computer
with RBS System is located only to Authorized
Persons.

- Itis recommended to isolate the computer used
for preparing and sending Electronic
Documents to the Bank in a separate network
segment, excluding it from the Client’s general
local network.

- Pronhibit access to computers used for working
in RBS System by unauthorized persons and
personnel not authorized to work in RBS
System or service the computers.

- When servicing the computer by IT staff,
ensure control over their actions.

- Itis prohibited to transfer logins and passwords
to third parties, including other Authorized
Representatives of the Client.

Bank 131 JSC does not send emails requesting the
submission of Electronic Signature keys and/or
passwords for RBS System and never requests
this information from the Client.

The Bank does not make phone calls, send emails,
SMS messages, or use other methods to request
confidential information (passwords, code
words, etc.). If such a request is received, under
no circumstances should the Client disclose
this information and should immediately report
it to the Bank.



TIpunoxenne No5 K Permamenty
JUCTAHIIMOHHOTO OaHKOBCKOTO OOCITY>KUBaHHUS
FOPHINIECKUX JIVII, WHINBUAYaIBHBIX
TpeapUHAMATENeH, ¢$usnIecKux JIVII,
3aHAMAIOIIUXCS B YCTaHOBJICHHOM
3aKoHOAaTeascTBOM Poccuiickoin ®enepauuu
nopsiike 4acTHO# npaktukoii B AO «bank 131»
¢ ucnonb3oBanreMm Cucremsl IO BUOUT

TpeoOoBanusi K NPOrpaMMHO-TEXHHYECKUM
CpeACcTBaM  JIJIi  TIPOBEEHUS  PACUYETHBIX
omepanmuii B JJIeKTpOHHOW  dopme ¢
ucnoan3osanuem Cucremnl JBO Faktura.ru
(nanee — Cucrema J1BO)

1. TpebOoBanusi K NPOTrPaMMHO-TEXHHUYECKUM
cpeactBam  (mpuobperatorcs  Kimentom  3a
COOCTBEHHBIN CUET Y TPETHHUX JIHII):

1.1. Tpu ucnouaszopanuu K3 ®HC/YHIII:

- IlepconanbHbii kommbioTep ¢ moproM USB m
MPEIYyCTAHOBJIEHHONW OMNEPAllMOHHON CHUCTEMOU
(OC) Windows 7 u Beie, MacOS?

- Nntepuet-Opay3ep aktyanbHoi#t Bepcuu: Chrome
47 wu Bemue / Firefox 44.0 u Beime / Internet
Explorer 10 u Berme / Opera 36 u Beime / Safari 9 u
BBIILIE;

- IOCTyI B ceTh HTEpHET;

- IPUHTEP.

2. [Jna wucnons3zoBanus Cucremer JBO ¢
npumeneHueM YHOII HeoOXoawM BBIIETCHHBIH
KOMIIBIOTEP € MPEeAyCTAaHOBIEHHOM ONepanroHHON
cucreMoil cemeiicrea Microsoft Windows. Ecnn,
o xkenannto Knnenra, ycrtanoBka Cucrems! JIbO
TIPOU3BOAUTCA Ha KOMITBIOTED c
MPEyCTaHOBIEHHBIMU ocC CTOPOHHUX
Mpou3BoAnTENeH, baHk He HeceT OTBETCTBEHHOCTH
3a paborocnocobHocTh Crctemsl 1BO.

Ipu JIKCILIYyaTaAUHHU Cucremsl ABbO
3anpeniaercs:
° YcTaHOBKa NPOTPaMMHOTO O0ecIeueHHs

CTOPOHHUX (hUPM, a TAKIKE CO3HATEIILHOS BHECEHUE
U3MEHeHnH B (ailuibl  MpOrpaMMHOTO |
nHpopMarmonHoro obecrieuenus: Cucremsl b0 ;

° Hoctym K Cucreme AbO

HCYIMOJIHOMOYCHHBIX JIUIL;

IIpn sxcmyatanum Cucremsl JIBO KoameHt
00s13aH:

L Hcnone3oBate cucremy [IbO TOIBKO Ha
WCIPaBHOM W TIPOBEPEHHOM Ha OTCYTCTBHUE
KOMITBIOTEPHBIX BHPYCOB MIEPCOHAIEHOM

3 Wnctpyknus mo padote ¢ MacOS pa3merieHa Ha opunnansHoM caiite banka.
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Appendix No. 5 to the Regulations on Remote
Banking Services for Legal Entities, Individual
Entrepreneurs, and Individuals engaged in
private practice at Bank 131 JSC in the manner
established by the legislation of the Russian
Federation using BIFIT RBS System

Requirements for Software and Hardware for
Conducting Settlement Operations in Electronic
Form Using Faktura.ru RBS System (hereinafter
referred to as the ""RBS System™’)

1. Requirements for Software and Hardware

(purchased by the Client at their own expense
from third parties):

1.1.When using QES FTS / EUES:

e A personal computer with a USB port and a pre-
installed operating system (OS) Windows 7 and
above, MacOS®;

e An up-to-date version of an internet browser:
Chrome 47 and above / Firefox 44.0 and above /
Internet Explorer 10 and above / Opera 36 and
above / Safari 9 and above;

e Internet access;

e Printer.

2. To use RBS System with EUES, a dedicated
computer with a pre-installed Microsoft Windows
operating system is required. If, at the Client’s
request, RBS System is installed on a computer with
pre-installed third-party operating systems, the Bank
is not responsible for the functionality of RBS
System.

Prohibited Actions When Using RBS System:

e Installation of third-party software, as well as
intentional modification of the software and
information files of RBS System;

e Access to RBS System by unauthorized persons.

Obligations of the Client When Using RBS
System:

e Use RBS System only on a functional and virus-
free personal computer (laptop);

e Prevent the computer with the installed RBS
System from being infected with computer
viruses or other malicious programs;

e Use only legal and licensed software;



KOMITbIOTEpE (HOYTOYKE);

) HckimounTs  BO3MOXHOCTh — 3apa’KeHUS
KoMIbloTepa ¢ ycraHoBileHHOM Cucremoit JBO
MPOrpaMMHBIMA ~ BHPYyCaMH  HMIM  APYTUMH
BPEIOHOCHBIMH IIPOrpaMMaMy;

° Hcnonb30BaTh  TONBKO — JIeTalbHOE U
JUIIEH3UOHHOE TIPOrPaMMHOE 00eCIIeUeHHE;

° O0ecreynTh TEXHUYECKYIO HCIPAaBHOCTh
o0opymoBaHMs, BXOISIIETO B COCTaB padoOvero
Mecta Cucremsl JJBO;

° [lpumeHATh  cpelncTBa  aHTUBHPYCHOU
3aIIUTBl U OOECIEeUNTh PEryJsIpHOE OOHOBJICHHE
AHTUBUPYCHBIX 0a3.

HeobxomumocTs pE3epBHOTO KOITUPOBAHUS
pabouero Mecrta mnosb3oBatens Cucrembr J1bO
ompenenser KimeHT w Tpum  HEOOXOIUMOCTH
OCYIIIECTBIISICT €0 COOCTBEHHBIMH CHUJIAMH.
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Ensure the technical functionality of the
equipment included in RBS System workstation;

Use antivirus protection tools and ensure regular
updates of antivirus databases.

The need for backup of RBS System user
workstation is determined by the Client and, if
necessary, is carried out by the Client
independently.



[Mpunoxkenne Ne6 k PeriiamMeHTy AMCTaHIIMOHHOTO
OaHKOBCKOTO  OOCIY)XMBAHHUS  IOPUIWYSCKUX  JIHII,
WHIUBHUIYAIBHBIX IPEANPUHUMATENCH, GHU3HUECKHX JIUII,
3aHIMAIOIIUXCS B YCTAaHOBJICHHOM 3aKOHOJATEIbCTBOM
Poccuiickoit @enepauny nopsake 4aCTHON MPAKTUKOM B
AO «bauk 131» ¢ wucnoms3oBanuem Cucremsr O
Faktura.ru

3asgsiaenue No

Ha YCTAaHOBJIICHWE OTPAaHWYECHHWH I0 MapaMerpam
onepauun c HCIIOJIb30BaHUEM CucreMbl
JUCTAHIIMOHHOTO  OaHKOBCKOTO  OOCITYXKUBaHHUS
Faktura.ru AO «bank 131» (manee — Cuctema JI5O)

Appendix No. 6 to the Regulations on Remote Banking
Services for Legal Entities, Individual Entrepreneurs, and
Individuals engaged in private practice at Bank 131 JSC in the
manner established by the legislation of the Russian Federation
using Faktura.ru RBS System

Application No.

for the establishment of restrictions on the parameters of
operations using Faktura.ru Remote Banking Service
System of Bank 131 JSC (hereinafter referred to as RBS
System)

Full name / ®110

Passport series and number/Cepust u HoMep nacmopra

Authority issued the passport and date of the
issue/Opran u 1aTa BbLIAYH ACHOPTA

Acting on the basis of / eiicTByronuii Ha OCHOBaHUH

On behalf of the Client / Ot umenu Kinuenra

OGRN (Primary State Registration Number) / OT'PH

B coorBerctBum ¢ ycnoBusimu CoriameHus 00
OCYIIIECTBIICHNN HH()OPMAMOHHOTO B3aMMOJCHCTBHSA C
ucronp3oBanueM CucteM MH(QOpManMOHHOTO OOMEHa —
Cucremnt  JIBO  Faktura.ru mpomy  ycraHoBuTH
orpanuueHus no mapamerpam Omepanuit o Cuery(-am)

In accordance with the terms of the Agreement on the
Implementation of Information Interaction Using the
Information Exchange Systems — Faktura.ru RBS
System, | request that restrictions be established on the
parameters of Transactions for Account(s) No.:

Ne:

O For the maximum limits on transactions and for the period in the context of accounts/signing methods / Ha
MaKCHUMAJIbHBIC JIMMHWTBI Ha ONICpaliu U 3a Iepuo B pa3pe3e Cc4eTOB/CrI0c000B IOAITMCAHUA

Account No. Signature Type Period (1 operation/1 day/l Maximum amount of

Howmep cuera (EUES / QES FTS/ week/1 month) money transfer in the
Mobile Signature)/ /Mepuox (1 omepaummst/1  Account currency /
Tun noanucu  AeHb/1 Hepens/1 mecsir) MakcuManbHas cymMMa
(YHOII/KDII nepeBojia  JICHEKHBIX
OHC/MobunbHas CpeicTB B BallloTe
TIO/IIIHCh) Cuera

O list of authorized recipients of funds (specify the
name and details of the recipients of funds)

/ mepedeHb  pa3pelICHHBIX  MOJydaTeNer
JICHEIKHBIX cpencTB (yxa3bIBatoTcst
HaUMEHOBaHWE,  PEKBU3UTHI  MOJydaTeren

JICHEKHBIX CPEICTB)

1. Recipient’s Name / HaumeHoBaHHe mOJTy4aTess

Account Number / Homep cuera
BIC / BUK
INN (Taxpayer Identification Number) (if any) / UHH (ecnu
€cTh)
2.

O the allowed time period for making transactions
(the time period for accepting Money transfer
Orders in the UTC+3 time zone is specified) /
pa3pelIeHHbIl  BpEMEHHOW  mepuop i
COBEPILICHHUS onepauuit (yxasbiBaeTcst
BPEMEHHOU mepHuoj npuema PacnopspkeHuil o
TNIEPEBOJIC ACHCIKHBIX CPECACTB B HAaCOBOM TI1051CE
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UTC+3)

O countries where the Client can make money
transfers  (the geographical location is
determined by the IP address* of the device from
which the RBO System is accessed) / ctpawsl,
HaxoJiACh B KOTOPBIX Kanent MOXKET
COBEpHIaTh MEPCBOABI ACHECKHLIX CPCIACTB
(ucronk3yeTes onpeeseHre TeorpapuIecKoro
pacnonoxenus 1o IP ampecy* ycrpoiictsa, ¢
KOTOPOTO OCYyIIeCTBIIeTCA AOcTyn B Cuctemy

JBO)
O | list of permitted categories of operations / | [0 Payment based on a template saved in the RBS System
IIEPEUCHB PA3PCLICHHBIX KATCroOpHii onepauuii | / Tlnarex no mabnoHy, coxpaHeHHomy B Cucreme JIBO
Faktura.ru
LI Internal payment (the recipient's account is opened with Bank
131 JSC)
/ BHyTpeHHMIA Tarex (cuer moiydarernst oTkpbiT B AO «baHk
131»)
LI External payment (the recipient's account is opened with
another credit institution) / Baenuuit martex (cyet noiydaress
OTKPBIT B IPyTOil KPEAUTHON OpraHU3AIIHN)
] Payments to the budget of the Russian Federation / ITnarexu
B Oromxer PO
U] Currency transfer / BamoTHsIi iepeBo
/ /< » 20 r/
(Signature/TToamuce) (Full name/®HNO) (Date/lata)
L.S./ M.IL

To be filled in by the Bank / 3anonusiercst Bankom

The application was accepted at ___ hours ___ minutes on __, 20__./ 3asBnenue MpUHLT ___

4acoB_____ MHUHYT «__» 20_r.

Bank employee who accepted the application: / Pabotauk banka, npuHSBIINI 3asBICHHE:

/ / <« » 20 T
(position/momkHOCTS) (signature/moanuce)  (printed name/pacumdposka noamnucu) (date/nara)
(printed name/pacuudposka noarcH. )

Bank employee who checked ES / Pabotauk banka, npoBepuBiimii II1:

/ / <« » 20 T
(position/momxkHOCTS) (signature/mommuce)  (printed name/pacummdporka noanucu)  (date/mara)
(printed name/pacuudpoBka noarcH.)

The restrictions were established on __, 20__ (the date the restrictions were established is
indicated). / OrpaHuueHHs YCTAHOBJICHBI «__» 20__r. (mpocraBisiercst jJata yCTaHOBKU
OrpaHUYCHHIA).
Responsible Bank Employee / OtBercTBenHbIi paboTHUK baHka:
/ / «_» 20 r
(position/momKxHOCTB) (signature/moamuce)  (printed name/pacumdposka noamucu) (date/nata)

4 When using VPN services or anonymizers, the final IP address of the device from which access to the RBS is made will be determined. This may result
in the unavailability of RBS System. / IIpu ucnions3oBarun VPN cepBHCOB, WM aHOHHMAii3epoB Oy/1eT OnpeessThes KoHeuHsli [P axpec ycrpoiicTsa, ¢
KOTOporo Oynet ocymectBiaéH noctyn B Cucremy JBO, uto MosxeT noBnieus HenocTynmHocTh Crctemsl J{BO.
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