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1. TEPMHHBI U OIIPEJAEJIEHUSA

B  Hacrosmmem = PermameHTe  IHCTaHIIMOHHOTO
0aHKOBCKOI'O 00CITy>)KUBaHUS IOPUITYECKUX JIM1LL,
WHAWBUAYAIbHBIX TpeANpUHUMATENEH, (U3NYECKUX JIUI,
3aHUMAIOLIUXCSI B YCTAHOBJICHHOM 3aKOHOAATEILCTBOM
Poccutickoit @eneparuu MopsaKe 4acTHOW mpakTukoi B AO
«bank 131» c wucnonszoBanueM Cucremsl JIbO BUDOUT
(manee - PernamenT) UCIONMB3YIOTCSl TEPMHUHBI M OTIPEICICHUS,
yKazaHHple B IlpaBmiax KOMIUIEKCHOIO OaHKOBCKOI'O
OOCITy’)KUBaHUSl  IOPUOMYECKHX JIML, HHAWBUAYAIBHBIX
npeanpuHUMaTeneld, (U3NYEeCKUX JUI, 3aHUMAIOIIUXCS B
YCTaHOBJIICHHOM 3aKOHOJIaTEIbCTBOM Poccuiickoit
®epepaunu nopsaake yacTHoU npakTukod B AO «bank 131»
(1 mpunokeHUsIX K HUM), naiee — [IpaBuina, eciau nHOe He
yKa3aHO B HacTosimeM Pernamenre.

3asiBiIeHne — 3asB1eHAE KiMeHTa, BbIpaXarolee BOJIk0
YW HaMepeHHE TOCIIEIHEero MPUCOEeTUHUThCA K Periamenty.
®opma 3asBineHus omnpeneircHa B Ilpunoxkenun Nel x
Pernamenry.

Komnpomeranusi D1eKTPOHHOM MOANUCH — HAJTHYHE
OCHOBaHWI TmoyaraTth, 4YTO JOBEpUE K TOMY, HTO
UCTIONB3YyEMbIe  KIIIOYHM/CPEACTBa DJEKTPOHHOW MOJIIMNCH,
AyteHTH()UKaIMOHHBIE JaHHBIE, AOOHEHTCKUI HOMEp W/WIH
caMH  JJEKTPOHHBIE TMONNUCH WJIA WX  HOCHTEIH
yTPaueHBI/IOCTYIIHBl ~ HEYMOJTHOMOYEHHBIM ~ JTUIIaM/MOTYT
OBITH MCIIOJIB30BAHBI 0€3 COIIaCHsl YIOJIHOMOYEHHBIX Juil. K
COOBITHAM, cBsI3aHHBIM ¢ Komrmpomeranuein Di1eKTpoHHOM
MOJIIMCH, OTHOCSTCS, BKJIIOYAs, HO HE OrPaHUYHMBAsCh,
CIICAYIOIINE:

e yTpata (QYHKIMOHAIBHBIX KIFOUEBBIX HOCUTENEH, ¢
MOCJEIYIOUIMM O0OHApYKEHUEM WK 0e3 TaKOBOTO;

e HapylleHHE MpPaBWI XPaHEHUs, UCIOJIb30BaHUA U
YHUUYTOKEHUS (B TOM YHCIE TOCIie OKOHYaHHS CpOKa
NeHCTBHS) KIF04a DIIEKTPOHHOW MOMMUCH (yCHIICHHON
HEKBATM(UITMPOBAHHOK ),

e yTeps, MepeAada W/WIM NPEAOCTAaBICHUEM JOCTYIa
HEYMOJHOMOYECHHBIM TPETHUM JIMIAM K amlapaTHbIM
cpeacTBaM (B TOM 4ucie MOOMJIBHBIM Tejle(oHaM WM
uHbIM) W/ SIM-kapre ¢ AGOHEHTCKMM HOMEpOM, B
TOM 4YHCIIE€ KOTODPBIN HCIONB3yeTCs Ui HampaBiIeHUS
OnmHOPa30BOTO MAPOIIS;

e Hammuwe nopo3pernid, uro Kmrou OII cram m3BecteH
HEYMOJIHOMOYEHHBIM TPETHUM JIHLIAM;

® BO3HUKHOBEHHUE IOJIO3PEHUN Ha YTEUKy WH(POpPMAIUH
WM €€ NCKaKEHHE;

®  HECAaHKIMOHMPOBAHHOE KOIMHMPOBAaHUE WIIM IOA03PEHHUE
Ha konupoBanue Cratmdyeckoro w/wim OIHOPa30BOTO
napoiisi, (YHKIMOHAJIBHOTO KJIIOUYEBOTO  HOCHTEINS,
anmapatHoro  cpeactBa w/min  SIM-kapter ¢
AOGOHEHTCKUM HOMEPOM;

12.LIST OF APPENDICES 37

1.TERMS AND DEFINITIONS

In this Regulation on Remote Banking Services for legal
entities, individual entrepreneurs, and individuals engaged
in private practice in accordance with the legislation of the
Russian Federation at Bank 131 JSC using the BIFIT
Remote Banking System (hereinafter — the Regulation), the
terms and definitions specified in the Comprehensive
Banking Services Rules for legal entities, individual
entrepreneurs, and individuals engaged in private practice
in accordance with the legislation of the Russian Federation
at Bank 131 JSC (and its appendices), hereinafter — the
Rules, shall apply, unless otherwise stipulated in this
Regulation.

Application — A Client’s application expressing the will
and intention of the latter to join the Regulations. The form
of the application is defined in Appendix No. 1 to the
Regulations.

Compromise of an Electronic Signature — The existence
of grounds to believe that the trust in the electronic
signature keys/tools, authentication data, subscriber
number, and/or the electronic signatures themselves or their
carriers has been compromised, lost, accessed by
unauthorized persons, or may be used without the consent
of authorized persons. Events related to the compromise of
an electronic signature include, but are not limited to, the
following:

e Loss of functional key carriers, with or without
subsequent discovery;

o Violation of the rules for storage, use, and destruction
(including after expiration) of the electronic signature
key (enhanced unqualified);

e Loss, transfer, and/or provision of access to
unauthorized third parties to hardware (including
mobile phones or other devices) and/or SIM cards
with a subscriber number, including those used for
sending a One-Time Password;

e Suspicion that the Electronic Signature Key has
become known to unauthorized third parties;

e Suspicion of information leakage or distortion;

e Unauthorized copying or suspicion of copying of
Static and/or One-Time Passwords, functional key
carriers, hardware, and/or SIM cards with a subscriber
number;

e Termination of authority or dismissal of authorized
persons with access to the Electronic Signature Key
and/or the BIFIT RBS;

e Cases where it is impossible to reliably determine
what happened to the carriers containing key
information (including cases where the carrier has



e [peKpalieHWe  MOJHOMOYMM  WIM  YBOJIbHECHHUE
YIOITHOMOYEHHBIX JIAL, UMeromux noctyn k Kiouy D11
n(umm) cucreme JIbO BUDUT;

e Ciy4ad, KOTJa HEIb3s JOCTOBEPHO YCTAHOBHTH, HTO
MPOU30IILIIO C HOCUTEISIMU, COJACPIKAIIUMU KIIOYEBYIO
nHpOopMaIuio (B TOM YHCIE CIy4YadW, KOT/Ia HOCHUTEIh
BEINIETT W3 CTPOS M JOKa3aTeNbHO HE OIMPOBEprHYTa
BO3MOXKHOCTh TOTO, YTO JAaHHBIA (DakT mpousomien B
pe3yabTaTe HECAHKIIMOHUPOBAHHBIX NEUCTBUM TPETHUX
MWL, JpyrHWe  BHIAB  paslNAlIeHHs  KIIOYeBOU
WHPOpPMALIUH).

Kament - ropumumyeckoe JuIO (32 HCKIIOYCHUEM
KPEAUTHBIX OpraHu3aIni), WHIUBUY AJIbHBII
MpenNpuHAMATENb, (HU3MYECKOe IUI0, 3aHUMAIOIIeecs B
YCTaHOBJICHHOM 3aKOHOJATEIIbCTBOM Poccuiickoit
denepany TOpsAAKE YAcTHOW TNPaKTHKOH, oOnamaroiiee
TTOJTHOM TIPaBO- M A€ECIIOCOOHOCTRIO, 0OpaTuBITieecs B baHk B
COOCTBEHHBIX MHTEpECax, KOTOpOMY baHK OKa3bIBaeT yciyry
Ha pa30BOM OCHOBE JIMOO KOTOpPOE IPUHMMACTCS Ha
oOciIyXWBaHWe, MpeAIoJaralonee UISIIANACT —XapakTep
OTHOIIIEHUH, TIPH OCYIIECTBICHUH OaHKOBCKUX OIEpaluid U
JpYTUX CIENOK, YKa3aHHbIX B cTaThe 5 DenepanbHOro 3aKOHA
"O OaHkax © OaHKOBCKOW [eATENFHOCTH", B paMKax
3akiatoyeHHoro ¢ bamkom  [JoroBopa  IIpogykra,
MpeIyCMaTPUBAIOIIET0 0OMEH DJIEKTPOHHBIMU JOKYMEHTAMH,
u mpucoenunupieecs k [Ipasumam.

Kiarou Jaexrponnoii noamucun (Karwou DIII) -

YHHUKaJIbHas MOCIIeI0BATENIbHOCTD CHUMBOJIOB,
IIpeJHa3HayeHHasl s CO37aHus yCHJIEHHOU
HEKBATM(UIIMPOBAHHON DIEKTPOHHOM MTOAIHCH.

Kiaou nmnpoBepkm  DJIeKTPOHHOH  NOANHMCH -

YHUKaJbHasg TMOCJEeI0BaTeIbHOCTh CHMBOJIOB, OJHO3HAYHO
cBs3aHHass ¢ Kiooyom  DNeKTpOHHOW  MOANUCH U
MpeHa3HadeHHas s MPOBEPKU MOAJUHHOCTH yCHICHHOU
HEKBaATU(UIIMPOBAHHON DIEKTPOHHOM OATHUCH.

Jlorun — yHuKajIbHas MMOCIEN0BATEIbHOCTH CHMBOJIOB,
COCTOSIIAsl U3 JIATUHCKUX OYyKB M 1u(p, KOTOpask Mo3BOJISIET
Banky opHO3HaYHO  HMACHTUPUIUPOBATH  (YCTaHOBHUTH)
Ynonaomouennoro Ilpencrasurens Knuenra npu nocryne u
pabore B Cucreme JbO BUDUT (mpumensercs npu
ucronb3oBanuy O6IaYHOMN TOIIINCH).

OnHopa3oBbIi napoJjab - YHUKaJIbHAs
MOCJIEZI0BATEIbHOCTD YHUCIIOBBIX CHMBOJIOB, IIPEAOCTaBIIIEMAas
bankoM mno 3ampocy VYmnomHomoueHHoro IlpencraBurens
Kmuenra mnocpeacrsom SMS- wim PUSH-coobmennst Ha
Abonentckuit  Homep — Kimenta — (YTOJHOMOYEHHOTO
[IpencraButens Knuenra), BBeeHHE KOTOPOTo TpeOyeTcs Ams
JIOTIOJTHUTENIEHON ayTeHTH(UKauuu npu poctyne B Cucremy
AbO BUDUT w/vunum MOMOTHUTEIBHOTO IIOITBEPKICHIS
ONEKTPOHHBIX JTOKYMEHTOB IPH HCIOJb30BAaHUM YCHUIEHHOMN
HEKBaNU(UIMPOBAHHON DIEKTPOHHON HOATHCH.

OTBeTcTBeHHBbIIi Ppa0oTHMK — paboTHUK banka,
YIOJIHOMOYEHHBIN Ha mpoBejieHue uaeHTudukanun Kiuenra
u ero YnonHoMoueHHoro IIpencrasurens, a Takxe Ha IpUEM
or KimeHnta mDOKyMEHTOB, B TOM YHCIIe 3asBICHHA OT
YnonnomoueHHbix IlpencraBureneid Kimenta, B 1esx

malfunctioned, and it cannot be conclusively
disproven that this occurred as a result of unauthorized
actions by third parties, or other types of disclosure of
key information).
Client - shall mean a legal entity (excluding credit
institutions), an individual entrepreneur, or a private
practitioner duly authorized under the legislation of the
Russian Federation, possessing full legal capacity and
capacity to act, that approaches the Bank in its own
interests to receive either one-time services or ongoing
banking services establishing continuous relationships,
when conducting banking operations and other transactions
specified in Article 5 of the Federal Law "On Banks and
Banking Activity", under a Product Agreement executed
with the Bank that provides for electronic document
exchange, and that has acceded to the Rules.
Electronic Signature Key (ES Key) — A unique sequence
of characters intended for creating an enhanced unqualified
electronic signature.
Electronic Signature Verification Key— A unique
sequence of characters uniquely associated with the
Electronic Signature Key and intended for verifying the
authenticity of an enhanced unqualified electronic
signature.
Login — A unique sequence of characters consisting of
Latin letters and numbers, which allows the Bank to
uniquely identify (establish) the Authorized Representative
of the Client when accessing and working in the BIFIT
RBS (used when using a Cloud Signature).
One-Time Password — A unique sequence of numeric
characters provided by the Bank at the request of the
Authorized Representative of the Client via SMS or PUSH
message to the Client’s (Authorized Representative’s)
subscriber number, which is required for additional
authentication when accessing the BIFIT RBS and/or
additional confirmation of Electronic Documents when
using an enhanced unqualified electronic signature.
Responsible Employee — A Bank employee authorized to
identify the Client and its Authorized Representative, as
well as to accept documents from the Client, including
Applications from the Authorized Representatives of the
Client, for the purpose of registration, granting access, and
use of the BIFIT RBS by the Client and its Authorized
Representatives.
EDI Operator — An electronic document interchange
operator that meets the requirements approved by Order
No. EJI-7-26/546@ of the Federal Tax Service of Russia
dated June 8, 2021, "On Approval of Requirements for
Electronic Document Interchange Operators,” and carries
out activities to ensure electronic document interchange
between the Bank and the Client through the EDI
Operator’s system.



perucTpanuy, MPeIoCTaBICHHUS JIOCTYNa W HWCIIOJIE30BAHUS
Cucremsl JIBO BUOUT KinreHToM 1 €ro yIoTHOMOYECHHBIMHA

[IpencraBuTensmu.
Omneparop D10 - omepatop 3JICKTPOHHOTO
JOKYMEHTO000pOTa,  COOTBETCTBYIOHIHI  TpeOOBaHMSM,

yTrBepxaAeHHBIX [Ipukazom ®HC Poccum ot 08.06.2021 N EJI-
7-26/546(@ «OO0 ytBepxkaeHuu TpeOoBaHMIA K oOImepaTropy
AJIEKTPOHHOTO JIOKYMEHTOO0OPOTa», M OCYIIECTBISIOIINN

JeSITEEHOCTh o obecrieyeHuro 3JIEKTPOHHOTO
JIOKyMeHT000OpoTa Mexny bankom wu Kimentom uepes
cucremy /10 Oneparopa.

Crarnyeckuii napoJib - CeKpeTHas

MOCJIEZI0BAaTEIbHOCTh CUMBOJIOB, KOTOpasi M3BECTHA TOJBKO
VYnonaomouenHomy Ilpencrasurento Knuenra. CraTuueckuit
[apoxs ucronsayetcs st Bxona B Cucremy 16O BUOUT u
Mo3BOJIIET yOEmAUThCS B TOM, YTO OOpaTHBIIEECS JIHIO
SBIIIETCS  BJAJeNblieM  TmpeacTraBieHHoro JlormHa — —
YnonnomouenubiM [Ipeacrasurenem Knuenra. CtaTuueckuit
napoJib 3agaetcst KnueHToM npu perucTpauuy 1 IpUMEHSIETCs
MpU UCTIoNb30BaHUU OOIauHON TOATHUCH.

Yaocroepsitomumii  LeHTP -  OpraHu3allOHHAs
cTpykrypa banka, npegHazHaueHHas1 1Sl yIpPaBICHUS €JUHON
uHppacTpyktypoir  Kimoueld  mpoBepkum — DNEKTPOHHOM
MOJIIKCH C LENbI0 00ecIeueHNs I0PUANYECKON 3HAUNMMOCTH
OJNEKTPOHHBIX JOKYMEHTOB M KOHTPOJSI LEJIOCTHOCTU
WHPOPMAIUH, 3alUIIEHHON yCUJIEHHON
HEKBATU(UITUPOBAHHOH ONEKTPOHHOU MNOAIUCKHIO,
OCYHIECTBIAIONIas (YHKIMM 110 CO3JAHUI0 M  BBIAAaUe
CepTrduKaToB KIFOYEH MPOBEPKH ISKTPOHHBIX MOITHUCEH, a
TaKXKe MHbIE (YHKIUH, B COOTBETCTBUU C PerimamMeHTOM U
3aK0oHOJaTeNbCTBOM Poccuiickoit deaepanuu.

CepTuukar KJII0Ya NPOBEPKH IJIEKTPOHHOI
MOANMUCH — JIOKYMEHT Ha OyMaKHOM HOCHUTENE W/WId B
3JIEKTPOHHOM BUJIE, BBIJAHHBIN Y JOCTOBEPSIOLINM IIEHTPOM,
C YyKa3aHHbIM B IIecTHaguarepuyHoM Buiae Kiroyom
IIPOBEPKHU ONeKTpOHHOI HOAIUCHU Kinuenra,
MOATBEPXKIAIOMMKA  MpHHAUIeKHOCT, Kiroua  mpoBepku
OnexTpoHHON moxmucu Bianenblly Ceprudukara Kioya
MPOBEPKH 3JEeKTpoHHON monnucu. Ceprudukar Kiroda
MIPOBEPKH EKTPOHHOM MOAMNCH TOJHKEH OBITh MOAMNCAH €T
BranenbieM (YnomunomoueHHBIM [IpeactaButenem Kinnenta).

Yno/iHoMo4eHHBIH IIpeacraBuresn
Kiauenta/¥YnojJHoM0O4YeHHOE JIULIO — JTUIO, JCHCTBYIONIEE OT
nMenu KinenTa B cuily mOJTHOMOYHH, TPEAOCTaBIEHHBIX EMY
[0 JTOBEPEHHOCTH, HA OCHOBaHWM PACIOPAIUTENBHOTO aKTa
WIM Ha OCHOBaHMM JIOTOBOpAa, 3aKOHAa, WJIM aKTa
TOCYy/JapCTBEHHOTO OpraHa, WM aKTa OpraHa MECTHOTO
CaMOYIpaBIE€HHUs, B TOM 4YHCIE HCIOJIHHUTEIBHBIN Oprax
Kimuenra (ecnmu mpuMeHHMMO), HaUIekKaluM — o0pa3oM
YIIOJTHOMOYEHHOE Ha COBEPILICHUE IOPUIUUECKUX JEHCTBUM OT
nmenn Krimenra u oOagaromiee BCEMHM HEOOXOIUMBIMH
MOJTHOMOYHSMH, Pa3peIeHUsIMH, COTIACUIMH, 000PEHUSIMH
Ha COBEPILEHUE COOTBETCTBYIOIIMX JIEUCTBUM, YKa3aHHOE B
3asBneHun o 3akimoueHuu JloroBopa wim 3asBICHUU O
BHECEHUM W3MEHEHuil B ycioBuda Jlorosopa, 3asBieHuu, a
takke B CepTudukare KiI0Ya TPOBEPKH DIEKTPOHHON

Static Password — A secret sequence of characters known
only to the Authorized Representative of the Client. The
Static Password is used to log in to the BIFIT RBS and
ensures that the person accessing the system is the owner
of the provided Login — the Authorized Representative of
the Client. The Static Password is set by the Client during
registration and is used when using a Cloud Signature.
Certification Authority — An organizational structure of
the Bank designed to manage a unified infrastructure of
Electronic Signature Verification Keys to ensure the legal
significance of Electronic Documents and control the
integrity of information protected by an enhanced
unqualified electronic signature, performing functions
related to the creation and issuance of Electronic Signature
Verification Key Certificates, as well as other functions in
accordance with the Regulations and the legislation of the
Russian Federation.

Electronic Signature Verification Key Certificate — A
document on paper and/or in electronic form issued by the
Certification Authority, indicating in hexadecimal form the
Electronic Signature Verification Key of the Client,
confirming the ownership of the Electronic Signature
Verification Key by the holder of the Electronic Signature
Verification Key Certificate. The Electronic Signature
Verification Key Certificate must be signed by its holder
(the Authorized Representative of the Client).

Authorized Representative of the Client/Authorized
Person — A person acting on behalf of the Client by virtue
of authority granted by a power of attorney, based on a
directive, contract, law, or act of a state body or local
government, including the executive body of the Client (if
applicable), duly authorized to perform legal actions on
behalf of the Client and possessing all necessary powers,
permissions, consents, and approvals to perform the
relevant actions, specified in the Application for
concluding the Agreement or the Application for amending
the terms of the Agreement, the Application, as well as in
the Electronic Signature Verification Key Certificate (when
using an enhanced unqualified electronic signature),
including having the right to dispose of the Client’s funds
in the Account(s), or having the right to view and receive
Electronic Documents, including account statements
(without the right to dispose of funds/conduct transactions
on behalf of the Client).

Holder of the Electronic Signature Verification Key
Certificate — The Authorized Representative of the Client.
Electronic Signature — Information in electronic form that
is attached to or otherwise associated with other
information in electronic form (the information being
signed) and that is used to identify the person signing the
information.

Within the framework of these Regulations, the Parties use



moamuck (mpu  ucmoias3oBanun YHOII), B ToM uYucIe,
HUMEIOINEe TMPAaBO PACTIOPKATHCS JICHEKHBIMH CPEJCTBaAMU
KimnenTa na Cuere(-ax), wim UMeErOIIee MpaBo Ha MPOCMOTP U
MOJy4YeHUE DIEKTPOHHBIX JJOKYMEHTOB, B TOM YHCJIC BEITTHCOK

mo Caery (06e3 TmpaBa pacmopspKaTbCs —ICHEKHBIMU
CpeAcTBaMI/COBEPIICHUs CAETIOK 0T MMeHHU Kiuenra).
Baanenen  Ceprudukara KJI04Ya  NPOBEPKH

3JIEKTPOHHOM noanucH — YoiaHoMoueHHbIH [IpeactaBurens
Kinenra.

DJIeKTPOHHAS MOAMUCH - UHHOPMAITHUS B AJICKTPOHHOMN
(dopme, KoTOpas MpHcOeAWHEHA K APYro mHMOpMaruu B
2JIEKTPOHHOK (opme (ToanmuchiBaeMoit HWH(pOpPMAITIH) WITH
WHBIM 00pa3oM CBsi3aHa C TakoW MH(pOpMAIUE M KoTopas
WCIIONB3YETCS JUIS OMpEICIICHUS JIUIA, ITOANMCHIBAIOIIETO
nHpOpMaIIHto.

B pamkxax Permamenta CTOpOHBI  HCIIOJB3YIOT
CJIEYIOIME BUABI DJIEKTPOHHBIX MOIIUCEN:
YHDII (Ycuiiennast HeKBATU(UUMPOBAHHAS

JJ1eKTPOHHAasI MOANKCH) - DJIEKTPOHHAS MOJIUCH, KOTOPasi:
- TIONy4eHa B pe3yjbTaTe KPHIITOrpaguyuecKoro

npeoOpazoBanusi WHOOPMAIMK C HCTONb30BaHWeM Kirroua

DJIEKTPOHHON MOANNCH;

- TIO3BOJISIET  OMPEAEIUTH
ONEeKTPOHHBIN TOKYMEHT;

- TIO3BOJISIET OOHAPYKUTH (DaKT BHECEHHSI N3MEHEHUH B
ONEeKTPOHHBIN TOKYMEHT I0Ce MOMEHTA €ro MOINCaHuS;

- CO3/1aeTCs C MCIIOJIb30BAHUEM CPEACTB IIEKTPOHHOM
MOIHCH.

Oobsaynas moANMUCH - WHPOpPMAIHS B DIEKTPOHHOU
dopme, KoTopas MpHCOCTUHEHA K IPYrod WHpOpManuu B
ANIEKTPOHHOH (opme (MoanUChIBaeMON HH(POPMAIMHK) HITH
HWHBIM 00pa3oM CBsi3aHA ¢ TakOM HMHGOpMaLuUel, U KoTopas
WCTIONB3YETCSl IS OMpEeeNeHus] JIMIA, TMOAMHUCHIBAIOIIEr0
nHpOpMaIUio, XpaHeHHe kimoded OONa4HON TOATUCH U
(hopMHpOBaHUE MOANUCH HOA JOKYMEHTOM BBINOJHSIETCS Ha
yaajgeHHOM cepBepe baHka, a He Ha JIOKaJIBHBIX YCTPOHWCTBAaxX
Bmagensma moamucu. OOnayHas MMOAINMCH, OTHOCHUTCSI K
YHOIL

YKIII (yemnennas KBAJIMLIMPOBAHHAS
3JIEKTPOHHAsI TOANUCH) - DICKTPOHHAS MOANUCH, KOTOpast
COOTBETCTBYeT BceM mpm3Hakam YHOII u cremyromum
JOTIOJTHUTEJIbHBIM NPU3HAKAM:

1) Kitou npoBepkn DJISKTPOHHOW MOIIMKCH YKa3aH B
KBaJM(QHUIIUPOBAHHOM CepTH(HKATE;

2) nns co3maHusl U MPOBEPKHU 3JIEKTPOHHOW MOAMHUCH
HCIIOJIB3YIOTCS cpeacTBa 3JIEKTPOHHOU MOJIITUCH,
MOJYYHBIITHE TOJITBEPKICHUE COOTBETCTBUSI TPEOOBAHHMSIM,
ycranoBieHHbIM denepanbHbiM 3ak0HOM OT 06.04.2011 Ne63-
@3 «O06 anexTpoHHON onHCcKH» (nanee — Ne63-D3).

Hanee mo Ttekcry coBmectHo YHOJII, OGmaunas
moanuchk u Y KOII nmenytorcs I11.

Hacrosuit Pernament IPEAYCMaTPUBAET
HalpaBJICHUE 3asBIICHUNA, COOOICHUH, HEOOXOIMMBIX IS
MoJTydeHus! (BOCCTAHOBIEHUS) JOCTYTa, N3MEHEHUS YCIOBUN
ucnonb3oBanusi Cuctemsl JbO BUDUT c ucnonb3oBanuem
YK3II BHemHero axkKpeAUTOBAHHOTO YJIOCTOBEPSIOIIETO

JIMIO0,  IOJIKCaBIIee

the following types of Electronic Signatures:
Enhanced Unqualified Electronic Signature (UES) — An
electronic signature that:

e Is obtained as a result of cryptographic
transformation of information using the Electronic
Signature Key;

o Allows identification of the person signing the
Electronic Document;

o Allows detection of changes made to the Electronic
Document after the moment of its signing;

o Is created using electronic signature tools.

Cloud Signature — Information in electronic form that is
attached to or otherwise associated with other information
in electronic form (the information being signed) and that
is used to identify the person signing the information. The
storage of Cloud Signature keys and the generation of the
signature under the document are performed on the Bank’s
remote server, not on the local devices of the Signature
Holder. The Cloud Signature is a type of UES.

Enhanced Qualified Electronic Signature (QES) — An
electronic signature that meets all the characteristics of
UES and the following additional characteristics:

1. The Electronic Signature Verification Key is
specified in a qualified certificate;

2. The creation and verification of the electronic
signature are performed using electronic signature
tools that have received confirmation of
compliance with the requirements established by
Federal Law No. 63-FZ dated April 6, 2011, "On
Electronic Signature" (hereinafter referred to as
No. 63-FZ).

Hereinafter, UES, Cloud Signature,
collectively referred to as ES.

These Regulations provide for the submission of
applications, notifications, and other documents necessary
for obtaining (restoring) access or changing the terms of
use of the BIFIT RBS using a QES issued by an external
accredited certification authority. The QES of an external
accredited certification authority is used within the
framework of electronic document interchange through the
EDI Operator.

Functional Key Carrier (FKC)— A personal means of
strict authentication and data storage, hardware-supported
for working with the Electronic Signature Key, allowing
the implementation of the electronic signature mechanism
so that the Electronic Signature Key does not leave the
carrier.

Electronic Signature Tools — Cryptographic tools used to
implement at least one of the following functions: creation
of an electronic signature, verification of an electronic
signature, creation of an Electronic Signature Key and an
Electronic Signature Verification Key.

and QES are



LIEHTpA. YKOII BHEITHETO aKKpEJUTOBAHHOTO
YAOCTOBEPSIONIETO EHTPa HUCIONB3YyeTCs B paMKax oOMeHa
3JIEKTPOHHBIMH JOKyMeHTaMHu depe3 Oneparopa 3/10.

OKH (OyHKUMOHAJBLHBIA KJIIOYE€BOl HOCHUTENb) -
MEPCOHAIFHOE  CPENICTBO CTPOTrOM  ayTeHTH(pHKamud U
XpaHEHHUs! aHHBIX, allapaTHO MOJAAEpKHUBAoIIee PadoOTy C
Kirouom OneKTpOHHOMN TIOAIIUCH, NIO3BOJISIONIEE
OCYIIECTBIIATh MEXaHU3M JIIEKTPOHHOW IOANHCH TaK, YTO
Kirou DOnexkTpoHHOW TOAIMUCH HE TOKHUIACT IPEHeIThbl
HOCHTEJSL.

CpencTBa 3J1eKTPOHHOI MOAMUCH - MU(DPOBATHHBIC
(kpunrorpadudeckne)  CpPelNCcTBA,  WCIONB3yeMble IS
peanuzanuy XoTs Obl OJHON W3 CleAylomuX (QYHKIWH -
CO3JJaHUE DBJIEKTPOHHOW MOAINMCH, IPOBEPKA 3JIEKTPOHHOMU
roanucH, coznanne Kimroya DnekrponHoit moanucn u Kimroua
MIPOBEPKHU DINEKTPOHHOM MOATHNCH.

2. OBIIUE MMOJIOKEHUSA

2.1.  Hacrosmmii PermameHT perynupyer OTHOLICHHUS
BO3HUKIINE B Tpoliecce okazaHus baHkoM yciayr B
pamKax CornameHus 00 OCYIIECTBJICHUN
WH(GOPMAITMOHHOTO B3aMMOJICHCTBHS c
ucrnonb3oBanueM  Cuctembl  MH(POPMAIIMOHHOTO
obmena — Cuctemsl JIbO BUDUT (mamee — Crucrema
JBO BU®UT), npu MOIKITIOYEHUH U UCIIOJIb30BAHHN
Knuentom n YnoanomoueHHsiMu [IpeacraButenamu
Kmuenta Cucrembr [IbO BUDUT  u saBusercs
cornameHneM Mexay bankom u  KimenTtowm,
OTIPEACTSIONINM MOPSAAOK M YCIOBHUS B3aMMOAECHCTBUSA
IpU  BBITYCKE M  HCIOJB30BAHUU  DJIEKTPOHHOU
MONMUCH B paMKaX YKa3aHHOW KOPIIOPAaTUBHOU

WHGPOPMAITMIOHHOM CHUCTEMBI AJIEKTPOHHOTO
JIOKYMEHT0000pOTa.
2.2. Hacrosmmii PernmamMeHT SBIsIETCI HEOTHEMIIEMOU U

COCTaBHOM 4acThIO IIpaBun u Yenosuit
OCYILIECTBIICHNUS WH(POPMAITMOHHOTO B3aUMOJICHCTBHSI
¢ wucnonb3oBaHueM CucreM  HH(POPMALMOHHOTO
oOMeHa.

2.3. Jna nmogxmouenuss KnuweHnta u YIIOJIHOMOUYEHHOIO
IIpencraButens Kiouenta x Cucreme JbO BUDUT u
€€ MCNOJIb30BaHNs Y IOJHOMOUYEHHBIN [IpencraBurens
Knmenra nomwkeH mnpucoenuHuThbes K I[lpaBmimam m
Ycnousim OCYILECTBICHUS MH(GOPMAITMOHHOTO
B3aUMOJICUCTBHSI ¢  HWcmonb3oBanueM  Cucrem
nHGOPMAIMOHHOTO OOMeHa, a Takke K PermameHty
MyTeM MOANUCaHUs 3asiBICHHUS.

2.4. IIpu perucrpanuu YnonnomoueHHoro IIpeacraBurens
Kmunenta B peectpax Cucremel JBO BUOUT
Y0JTHOMOYEHHOMY [IpencraButemnto Knuenta

2.GENERAL PROVISIONS

2.1. These Regulations govern the relations arising in the
process of the Bank providing services under the
Agreement on Information Interaction Using the
Information Exchange System — the BIFIT RBS
(hereinafter referred to as the "BIFIT RBS"),
during the connection and use of the BIFIT RBS
by the Client and the Authorized Representatives
of the Client. These Regulations constitute an
agreement between the Bank and the Client,
defining the procedure and terms of interaction for
the issuance and use of Electronic Signatures
within the specified corporate electronic document
management system.

2.2. These Regulations are an integral part of the Rules
and the Terms of Information Interaction Using
Information Exchange Systems.

2.3.To connect the Client and the Authorized
Representative of the Client to the BIFIT RBS and
use it, the Authorized Representative of the Client
must join the Rules and the Terms of Information
Interaction Using Information Exchange Systems,
as well as these Regulations, by signing an
Application.

2.4. Upon registration of the Authorized Representative
of the Client in the registers of the BIFIT RBS, the
Authorized Representative of the Client is
assigned a registration number, which is indicated
in the Application of such person received by the
Bank.

2.5. The exchange of Electronic Documents between the
Bank and the Client using the BIFIT RBS is carried
out within the framework of the Rules (including
their appendices), the products and services of the



2.5.

2.6.

2.7.

2.8.

MIPUCBAMBAETCSl PETUCTPAIIMOHHBIN HOMEpP, KOTOPBIN
yKa3bIBaeTCs B 3asABICHUH TAaKOTO JIMIA, TOJTYICHHOM
bankom.

OOMeH DJeKTPOHHBIMH JOKYMEHTAMH MeXAy bankom
nu Kmuentom c¢ wucnonp3oBannem Cucrtemsr JIbO
BU®UT ocymectBnsiercs: B pamkax [IpaBuin (Bkmoyas
MPWIOKEHUST K HHM), TPHOOpPEeTeHHBIX KimeHToM
MPOIYKTOB M yciIyr baHka u HMX YCIOBUH, a Takxke
MHBIX 3aKIIOYEHHBIX Mexnay bankom u Kimentom
cnenok (ecnu ucronb3oBanue Cucremsl JJbO BUDOUT
MPEeIyCMOTPEHO WMH), a TaKKe IPU YCIOBUH, YTO
oOcyxuBanue KimeHra MoKeT ObITh OCYIIECTBIICHO C
ucnonb3oBanueM Cucremsl JJbO BUOUT.

Knuent nmpusnaet, yto ucnonssyemas Cucrema [1bO
BU®UT sBnsercst AOCTaTOYHOH i oOecredeHUs
HageXHOW W dS(dexTuBHON pPadOTHI TpH TpHUEME,
nepegave, oOpabOTKe W XpaHEHWH HH(DOPMALWH, a
UCTIOJIb3YEMBIE  CpEe/ICTBA  3allUThl  MH(pOpPMAaLWH,
o0ecreunBaronye pasrpaHuueHue JOCTYIIa,
mudpoBaHue, KOHTPOJIb LEJIOCTHOCTH u
tdopmupoBanue OIl, SBISIOTCS JOCTATOYHBIMHU IS
3alIUTBl  OT  HECAHKIMOHMPOBAHHOTO  JIOCTYIIA,
NOATBEPXKICHUS ~ aBTOpPCTBA M IMOUIMHHOCTH
uHQOpMaIUK, coiep)kamielicss B momydaeMmbix /1,
o0ecrieyeHnsT ENOCTHOCTH HWH(OpMAIMK, YCIOBHUI
HEOTKa3yeMOCTH, HEU3MEHHOCTH, IOCTOBEPHOCTH,
OTCYTCTBHSI HMCKaXCHHMH, a TaKKe pas3pelieHus
CIOPHBIX CHUTyalllid TPH YCIIOBHUH COOJIONCHUS
CropoHamu Mep 0€30MacHOCTH, B TOM 4YHCIE
obOecrieuennst KimenTom  Hajuiexamieil  3amuThl
Kmuentckoit uwactu Cucremst [IbO BUOUT ot
HECaHKIIMOHUPOBAHHOTO JIOCTYTIA.

[Honnucanue 6nanka CeprudukaTa KiIroda NPOBEPKH
3JIEKTPOHHOM mojanucu KireHTom o3HauaeT B3aMMHOE
npu3Hanue Croponamm OII Knumenta ¢ MomeHTa
peructpanmu Kkmoda nposepkn Ol Brnanmensna
Ceptudurkata B  Cucreme  JIbO  BUDUT,
dbopmupoBaHUs  cepTH(HKATa U  MOATBEPXKIAET
MOJyYeHUE Ceprudukara  KIO4Ya  NPOBEPKH
3JICKTPOHHOH MOJIUCH Ha OyMa)KHOM HOCHUTEIIE U/UJIH
B DJIGKTPOHHOM BHje mocpenactBom Cuctemsr J[bO
BUOUT.

Knuent cormamaercs ¢ TeMm, YTO OIJIEKTPOHHBIE

JIOKYMEHTBI Cropom, o0MeH KOTOpPBIMU
ocymectBisieTcss B pamkax Cucrtemsl IBO BUOUT,
MIPU3HAIOTCS ONeKTPOHHBIMHU JIOKyMEHTaMH,

noamucanabive YHDIIT (O6maunoi TOANKUCHIO WM
YcuneHHol  HeKBaTM()UIMPOBAHHOH — DNEKTPOHHOM
HOJIITUCHIO), U SBIISIOTCS PABHO3HAYHBIMU IOKYMEHTaM
Ha OyMaXKHBIX HOCHTEJSIX, MO AMTMCAHHBIMH
COOCTBEHHOPYYHOH TMOAMMCBHIO  YIOJHOMOUYEHHOTO
muna CTOpPOHBI M CKPEIUIEHHBIMHM I€4aThI0 TaKOU

Bank acquired by the Client and their terms, as
well as other agreements concluded between the
Bank and the Client (if the use of the BIFIT RBS
is provided for therein), and provided that the
Client’s servicing can be carried out using the
BIFIT RBS.

2.6. The Client acknowledges that the BIFIT RBS used is

sufficient to ensure reliable and efficient operation
in receiving, transmitting, processing, and storing
information, and that the information security tools
used, ensuring access control, encryption, integrity
control, and the generation of Electronic
Signatures, are sufficient to protect against
unauthorized access, confirm authorship and
authenticity of the information contained in the
received Electronic Documents, ensure the
integrity of information, conditions of non-
repudiation, immutability, reliability, absence of
distortions, and resolution of disputes, provided
that the Parties comply with security measures,
including the Client ensuring proper protection of
the Client’s part of the BIFIT RBS from
unauthorized access.

2.7. The signing of the Electronic Signature Verification

Key Certificate form by the Client means the
mutual recognition by the Parties of the Client’s
Electronic  Signature from the moment of
registration of the Electronic  Signature
Verification Key of the Certificate Holder in the
BIFIT RBS, the formation of the certificate, and
confirms the receipt of the Electronic Signature
Verification Key Certificate in paper form and/or
electronically through the BIFIT RBS.

2.8. The Client agrees that the Electronic Documents of

the Parties, exchanged within the framework of the
BIFIT RBS, are recognized as Electronic
Documents signed with an Enhanced Unqualified
Electronic  Signature (Cloud Signature or
Enhanced Unqualified Electronic Signature) and
are equivalent to paper documents signed by the
handwritten signature of the authorized person of
the Party and sealed with the seal of such Party (if
applicable), in accordance with Federal Law No.
63-FZ dated April 6, 2011, "On Electronic
Signature.”

2.9. Several related Electronic Documents (a package of

Electronic Documents) may be signed with one
Electronic Signature. When signing a package of
Electronic Documents with an Electronic
Signature, each of the Electronic Documents
included in this package is considered signed with
the type of Electronic Signature used to sign the



2.9.

2.10.

2.11.

2.12.

2.13.

Croponbl (NIpH HAIWYUH), B COOTBETCTBHH C
®denepanbhbiM 3ak0HOM OT 06.04.2011 Ne 63-D3 «O0
3IEKTPOHHO MMOIITHUCHY.

OpHOlt  DNEKTPOHHOW  TMOANMHUCHI0O MOTYT  OBITH
MOJIITUCAHBl HECKOJBKO CBS3aHHBIX MEXKIy COOOU
ONEeKTPOHHBIX JOKYMEHTOB (MaKeT JJIEKTPOHHBIX
nokymeHToB). llpm  moammcaHuM — DIEKTPOHHOM
MOJIITUCHIO TTAKeTa DJIEKTPOHHBIX JOKYMEHTOB KaXKIbIH
u3 OJIEKTPOHHBIX JIOKYMEHTOB, BXOJSIIUX B 3TOT
MaKkeT, CYWTaeTcs TMOANMUCAHHBIM  DIEKTPOHHOU
MONIMUCHI0 TOTO BHUAA, KOTOPOH IIOANKCAH TaKeT
DJNIEKTPOHHBIX JOKYMEHTOB,

CTopoHBl NpPU3HAIOT B KayecTBE €IWHON IIKAJIbI
Bpemern npu padbore B Cucreme [IbO BUOUT
MECTHOE€  BpeMss 10  MeCTy  pacloJIOKEeHHUs
nonpa3aeneHus banka, oOcimyxwnBaromero Kimenrta.
KOHTpONBHEIM sBIsIETCA BpeMs CUCTEMHBIX YacoOB
almnapaTHbIX cpelcTB baHka.

KmmenT o06s3yercs obecnednTs AOMYCK K paboTe |
padory B Cucreme JIbO BUD®UT Tosbko
VYnonnomouenuslx IIpencraButeneit Kiumenta, c
YY4eTOM pOJIell TakuX JIMI TpPUd HCIOJIb30BAHUHU
Cucremst IO BUDUT.

Knnent OCO3HaeT MOBBIIICHHBII pHUCK
HECAaHKI[MOHUPOBAHHOTO HCIIONB30BaHUsT CHCTEMBI
ABO BUDUT, Brimouas kommpomeranuio Kiroueit O11
W HECaHKIMOHWPOBAHHOE YyAAJIEHHOE YIpaBICHHE
Cucremori [BO BHUOUT, mnpu HeHaIiIexameM
coomonennn Kimentom mMep 6€30macHOCTH.

Ucnonezys Cucremy [JbO BUOUT, Kuuenr
npruoOpeTaeT BO3MOXKHOCTE!

dopMupoBaTh, MOANUCHIBATE DJIEKTPOHHOHN MOAMHUCHIO
U HampapiaTh B baHk maTexxHble (pacdeTHEIC)
JOKYMEHTBI, B COOTBETCTBHM C 3aKOHOJATEIbCTBOM
Poccuiickoii ®enepauuy, B TOM YHCIE IUIATEXKHBIE
MOPYYEHHUs, B LEISIX COBEPIUEHHs OIEepanuii 1o
oTKpbITEIM B banke Cueram Knnenra;

®opMHUpPOBaTh, MOAMUCHIBATE DJAEKTPOHHOMN MOIHICHIO
Y HampaBIsATh B baHK 3ampockl Ha OT3BIB IIATEKHBIX
(pacueTHBIX) JOKYMEHTOB, B TOM YHCJE IUIaTEKHBIX
MOpy4YeHUil, paHee NepeJaHHbIX B baHK;

[lonyuare ot banka Beimucku no Cuery(-am) B BUzE
ONEeKTPOHHBIX JTOKYMEHTOB, coJieprKarne
nHpopMaruio 00 omepanysaxX, COBEPIICHHBIX IIO
otkpeiToMy(-6IM) B barke Cuety(-am) Kimuenra;
dopmMupoBaTh, HampaBlsATh W IMOJydaTh B/OT baHka
uHpopManuio  cBoOogHOro ¢opmara B BHIE
DJNEeKTPOHHBIX JIOKYMEHTOB (B TOM YHCIE CIyXeOHO-
MH(OPMAITMOHHBIX COO0O0IIeHHI), COTJIACHO
(YHKIHNOHAIBHO-TEXHUYECKUM BO3MOKHOCTSAM

package of Electronic Documents.

2.10. The Parties recognize the local time at the location
of the Bank’s division servicing the Client as the
unified time scale when working in the BIFIT
RBS. The control time is the system clock time of
the Bank’s hardware.

2.11. The Client undertakes to ensure access to and work
in the BIFIT RBS only for the Authorized
Representatives of the Client, taking into account
the roles of such persons when using the BIFIT
RBS.

2.12. The Client acknowledges the increased risk of
unauthorized use of the BIFIT RBS, including the
compromise of Electronic Signature Keys and
unauthorized remote control of the BIFIT RBS, in
case of inadequate compliance by the Client with
security measures.

2.13. By using the BIFIT RBS, the Client gains the ability
to:

. Prepare, sign with an Electronic Signature, and
send to the Bank payment (settlement) documents
in accordance with the legislation of the Russian
Federation, including payment orders, for the
purpose of conducting transactions on the Client’s
Accounts opened with the Bank;

. Prepare, sign with an Electronic Signature, and
send to the Bank requests to revoke payment
(settlement) documents, including payment orders,
previously submitted to the Bank;

. Receive from the Bank account statements in the
form of Electronic Documents containing
information on transactions conducted on the
Client’s Accounts opened with the Bank;

. Prepare, send, and receive from the Bank free-
format information in the form of Electronic
Documents  (including service-information
messages), in accordance with the functional and
technical capabilities of the BIFIT RBS;

o Prepare, sign with an Electronic Signature, send,
and receive from the Bank Electronic Documents
in accordance with the Rules, Terms, products, and
services acquired by the Client from the Bank, as
well as in accordance with the terms of individual
agreements concluded by the Parties (if the use of
the BIFIT RBS is provided for therein);

. Prepare, sign with an Electronic Signature, and
send to the Bank applications (if provided for by
the Rules and if technically possible).

2.14. Upon receipt of an Electronic Document, the Bank
performs procedures for acceptance for execution,
revocation, return (cancellation) of the payment
(settlement) document, in accordance with the



2.14.

Cucrtemsl IBO BUDUT;

dopMUpOBaTEH, TOJIHUCHIBATh DNEeKTPOHHOU
MOJIMCHI0, HAmNpaBiiATh W monydarb B/OoT banka
ONEeKTpOHHBIE  JOKYMEHTBl, B  COOTBETCTBHH C
[IpaBunamu, Y cnoBusimu, npruodpereHHpIMU KitneHTom
MpoAyKTaMH W yciayramu baHka, a Takke B
COOTBETCTBHH C YCJIOBHSMHU OTAEIHHBIX 3aKIIFOUYEHHBIX
CropoHamu caenok (eciu ucnojib3oBaHue CHCTEMBI
JAbO BUOHUT mpemrycMOTpeHO TOCIEAHIMHA);
®opMUPOBaTh, MOJMUCHIBATH DIEKTPOHHOMN MOMUCKIO
W HampaeisATh B baHk 3asBieHus (ecmum  3TO
npexycMotpeno  IlpaBumamMum W Tpu  HaIHYUH
TEXHUYECKOH BO3MOXKHOCTH).

IIpn momy4yeHnn ONEKTPOHHOTO MOKyMeHTa baHK
OPOM3BOAMT MPOLEAYPHl NpUeMa K HCIOIHEHHUIO,
OT3bIBa, BO3Bpara (aHHYJIUPOBAHUS) IUIATEKHOTO
(pacyeTHOTO) JOKYMEHTa, B  COOTBETCTBHH C
baHKOBCKMMHM IpaBUIIaMH, B TOM YHCJIE IPOBEPKY:
[IpaBa pacnopspkeHHs JCHEXKHBIMU  CPEACTBAMHU
(mpoBepka OIl, 3ampoc MO OTAENBHBIM IJIaTEXKaM
Krnnenra 1onomHUTENbHOTO TOATBEPKACHUS);
KonTponp 1enocTHocTy (HEM3MEHHOCTH) PEKBU3UTOB
IUIATEKHOTO TIOPYYEHHUS,;

CTpyKTYpHBI KOHTPOJb (IPOBEpPKA YCTAaHOBJICHHBIX
PEKBU3UTOB M MaKCUMAaJIbHOTO KOJMYECTBA CHMBOJIOB
B PEKBH3HTAX IJIATSIKHOTO TOPYUYCHUS);

KonTpoinp 3HaueHni peKBU3UTOB;

KOHTpOJIB JA0CTAaTOYHOCTU JCHCKHBIX CPECACTB.

[Ipy BBIIBIEHUM OTPULATEILHOIO pE3yibTaTa IPOBEPKU
JF000T0 U3 BBIIIIEYKa3aHHBIX 00CTOSITENHCTB MOMyUeHHBIN O /]
Cucremori [IbO BU®UT He npuHuMaeTrcs U JaHHBIN

pe3yabTar

(OnexkTpoHHBIH ~ JOKYMEHT) aBTOMAaTHYECKH

Harpasisiercs: KiueHTy, a mopyueHue, CoaepKalleecs: B HEM,
bankoMm He ucronusercs.

2.15.

IIpn nomyueHnn ONEKTPOHHOrO AOKyMEHTa baHk
npou3BoauT mpoBepky YHOIII wim O6xauHON moAmuUcH.
[IpoBepka  BBIMONHSETCA  alMapaTHO-NIPOrPaMMHBIM
KOMIUIEKCOM  baHka B~ MOMEHT  NOANHMCaHUS
VY II0JIHOMOYEHHBIM IIpencraBurenem Knuenra
nmokymentoB B Cucreme JbO BUOUT. Ilpum
MOJIOKUTENIBHOM  PE3YJbTaTe€ IPOBEPKH DIEKTPOHHBIN
JOKYMEHT TepexoanT u3 cratyca «Hoselii» B ctaryc «Ha

ucrnionHeHun».  Ilpy  oTpunaTenbHOM — pe3yJbTare
MIPOBEPKHU 3JIEKTPOHHBIM JOKYMEHT NEPEXOAUT B CTaTyC
«OTBEpruy™

OOecrieueHre MPOBEPKH 3alIMIIEHHOTO JOCTyHma K
Cucreme JIBO BUOUT nocturaercs NpUMEHEHHEM
3alUIIEHHOro MpoToKosia SSL B poliecce yCTaHOBIIEHUS
coeMHEHN MeXIy web-cepepoM Oanka n KimeHtom.

Jinsa  moaTBepkIeHUs — TOUIMHHOCTH — web-cepBepa
BBITIOTHSETCA CpaBHEHHUE JIOMEHHOTO UMEHU
3arpykaeMoro  web-ceppepa € yKa3aHHbBIM B

ceprudukare. [Iporokon SSL wucmomsszyercs B (opme

Bank’s rules, including verification of:

. The right to dispose of funds (verification of the
Electronic  Signature, request for additional
confirmation for certain payments of the Client);

. Integrity control (immutability) of the payment
order details;

o Structural control (verification of the established
details and the maximum number of characters in
the payment order details);

. Control of detail values;

. Control of the sufficiency of funds.

If a negative result of the verification of any of the above
circumstances is identified, the Electronic
Document received by the BIFIT RBS is not
accepted, and this result (Electronic Document) is
automatically sent to the Client, and the instruction
contained therein is not executed by the Bank.

2.15. Upon receipt of an Electronic Document, the Bank
verifies the Enhanced Unqualified Electronic
Signature or Cloud Signature. The verification is
performed by the Bank’s hardware and software
complex at the moment the Authorized
Representative of the Client signs the documents
in the BIFIT RBS. If the verification result is
positive, the Electronic Document transitions from
the status "New" to the status "In Process.” If the
verification result is negative, the Electronic
Document transitions to the status "Rejected.”
Secure access to the BIFIT RBS is ensured by
using the SSL protocol during the establishment of
a connection between the Bank’s web server and
the Client. To confirm the authenticity of the web
server, the domain name of the loaded web server
is compared with the one specified in the
certificate. The SSL protocol is used in the form of
the HTTPS protocol (application protocol HTTP
over the cryptographic protocol SSL).

2.16. The format of Electronic Documents is determined
by the functional and technical capabilities of the
BIFIT RBS and the screen form of the Client’s part
of the BIFIT RBS. Each Electronic Document sent
by the Client to the Bank using the BIFIT RBS
must contain the Electronic Signature of the
Authorized Representative of the Client. The
Electronic Signature of the Client contained in the
Electronic Document of the Client confirms the
authorship of the Authorized Representative of the
Client and is a means of verifying the immutability
of the content of the Electronic Document, as any
change to the Electronic Document after its signing
with the Electronic Signature violates the integrity
of the Electronic Signature.



2.16.

2.17.

2.18.

2.19.

nmpotokoia https (mpukimagHOW TpoTOKON http mOBEpX
kpunTorpaduyeckoro mpotokona SSL).

®opmar ONEKTPOHHBIX JOKYMEHTOB OIpeaeisieTcs
(hyHKITHMOHATHHO-TEXHUIECKUMU BO3MOXKHOCTSIMH
Cucrempr JIBO  BU®UT, oskpanHoit  GOpMEI
knueHTckor yactu Cuctemsl IO BUOUT. Kaxsrii
DNeKTpOHHBIN JOKYMEHT, HanpapisieMbiid Kimuentom B
bank ¢ wmcnome3oBanmeMm Cuctembl [JBO BUDUT,
JMOJDKEH  COAep»XaTh  ODIJEKTPOHHYIO  MOAIMMKCH
YNOJIHOMOYEHHOTO IIpencraBurens Knuenra.
OnexTpoHHas mnoanmuch Kimenrta, copepkamiasicsi B
OneKTpoHHOM JoKyMeHTe KiumeHTa, moaTBep)kKaaeT

aBTOPCTBO Y0THOMOYEHHOTO [IpencraButens
Knuenta u  sBHseTcsl  CPEACTBOM  MPOBEPKHU
HEHU3MEHHOCTHU conepKaHus DIEeKTPOHHOTO

JOKYMEHTa, TaK KakK J1000e n3MEeHeHrne DIeKTPOHHOTO
JOKyMEHTa, IOCJ€ €ro MOANUCAHUS IEKTPOHHOU
MOANKCHIO, HApPYIIAET LEJOCTHOCTh OJIEKTPOHHOU
MHOIIIKCH.

OJNEeKTPOHHBI NOKYMEHT JOJDKEH OBITh HOANKCAH
ONEeKTPOHHON TOAMUCHIO TOJIBKO YIIOJIHOMOYEHHBIX
[IpencraBureneit Knuenra, HMEIOIINX MpaBo
paclopsDKEeHUsl NEHEKHBIMH cpencTBaMu Ha Cuerte
(mns  TulaTeXHbIX — (pacdeTHhIX)  DJIEKTPOHHBIX
JOKYMEHTOB), JlaHHbIE O KOTOPBIX VyKa3aHbl B
3asiBiennu o 3akmodeHnn JloroBopa/3asBiIeHUN O
BHECEHMHM U3MEHEHMH B ycnoBus JloroBopa u
3assrnenuu. Ecnu DnekTpoHHBIN TOKYMEHT, TOJDKEH
OBITDH MOJUCaH HECKOJIBKHMU MOJIITUCSIMH
VYnonnomouennsix IIpeacraButeneid Knuenrta, B
COOTBETCTBHHM C  3asiBICHUEM 0 3aKJII0YEeHUH
Horosopa/3asiBiieHM O BHECEHMM W3MEHEHHH B
ycnoBust JloroBopa/Kaproukoii ¢ ob6pa3iamu moamuceit
U OTTHUCKOM TIedaTtd, U COIJIalleHHEM O COYETaHWH
noamucet k KOII, DnekTpoHHBIA TOKYMEHT JOKEH
ObITh MOANMHUCAH KAXKIBIM M3 YIOJHOMOYEHHBIX
IIpencraButeneit KnuenTa, cormacHo BbIIEyKa3aHHBIM
JMIOKyMEHTaM, IO OJHOW ODJIEKTPOHHOW MOMANKCH W3
IIEPBOI ¥ BTOPOU I'PYIIIBI MOAIIUCEN.

Cucrema JIbO BUOUT aBTOMaTHYECKH OTOOpaskaeT
CBEJICHUS O TeKkymeMm Jtame o0Opabotku KimeHTom
u/UI Bbankom DJEeKTPOHHOTO JOKYMEHTa,
MOCPEICTBOM HPUCBOEHHS DJIEKTPOHHOMY JOKYMEHTY
OTIPEJICIIEHHOTO CTaTyca U ero U3MEHEHUSI.

Cucrema npHucBaMBaeT ONEKTPOHHBIM JOKyMEHTaM
CJIEYIOIINE CTATYChL:

«B kapToTeke» - mpuCBauBaeTcd OJIEKTPOHHOMY
JOKYMEHTY, €Clii Ipu 00paboTKe IulaTexa Ha cyeTe
Knuenta oka3anock HEZOCTaTOYHO CPEACTB  JUIS
COBEpIIICHHS OTIEPAIIHH.

«HoBbIif» - TIpHCBaWBaeTCs TMPH CO3JAHUH U
COXpPaHEHWH HOBOTO  OJJEKTPOHHOTO JOKyMEHTa
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2.17. The Electronic Document must be signed with the

Electronic Signature only by the Authorized
Representatives of the Client who have the right to
dispose of funds in the Account (for payment
(settlement) Electronic Documents), the data of
which are specified in the Application for
concluding the Agreement/Application for
amending the terms of the Agreement and the
Application. If the Electronic Document must be
signed with several signatures of the Authorized
Representatives of the Client, in accordance with
the  Application for concluding the
Agreement/Application for amending the terms of
the Agreement/Specimen Signature Card and Seal
Impression, and the Agreement on the
Combination of Signatures to the COP, the
Electronic Document must be signed by each of the
Authorized Representatives of the Client,
according to the above documents, with one
Electronic Signature from the first and second
groups of signatures.

2.18. The BIFIT RBS automatically displays information

about the current stage of processing of the
Electronic Document by the Client and/or the Bank
by assigning a certain status to the Electronic
Document and changing it.

2.19. The System assigns the following statuses to

Electronic Documents:

"In File" — assigned to an Electronic Document if,
during the processing of the payment, there were
insufficient funds in the Client’s Account to
complete the transaction.

"New" assigned when a new Electronic
Document is created and saved by the Client.

"In Process" assigned to an Electronic
Document during the acceptance for execution
procedure, including when the Bank requests
confirmation from the Client for the transaction
being performed in case of using a Cloud
Signature.

"Under Processing' — assigned to an Electronic
Document after its acceptance for execution by the
Bank.

"Executed" —assigned to an Electronic Document
after its execution by the Bank (including after the
debiting of funds from the Client’s Account based
on this document).

"Rejected" — assigned to an Electronic Document
if it cannot be accepted for execution by the Bank.
To clarify the reason, the Client must contact the
Bank by any available means.

2.20. The Client sends the created and signed Electronic



2.20.

2.21.

2.22.

2.23.

KimenTom.

«Ha ucrnosTHeHUM» - TMPUCBAUBACTCS DIIEKTPOHHOMY
JTOKYMEHTY TIPH TIPOXOXICHWH MPOLEIypHl MpueMa K
WCTIONIHEHHUIO, B TOM 4YHcJe MpH 3ampoce bankom ot
Knunenta moaTBepsKAeHUs coBepLIaeMOW ONepanud B
ciry4ae uctoiabp3oBannsa OOIa4HOM MOAHCH.

«Ha o0Opa0oTke» - TpuCBauBaeTCs ODJIEKTPOHHOMY
JOKYMEHTY IIOCIIE €ro TPUHATHS K HWCIOJIHEHHIO
bankowm.

«Mcnonnen» - TIpUCBaMBaeTCA  DJIEKTPOHHOMY
JOKYMEHTY TIOCJie €ro ucrnoiHeHus bankoMm (B ToM
YHCIIe TOCJIC CIUCAHUS JCHEKHBIX cpenacTB co Cuera
KnmenTa Ha ocHOBaHMH JAHHOTO TIOKYMEHTA).

«OTBEepPrHyT» - TIPUCBAWBAETCSI  DJIEKTPOHHOMY
JOKYMEHTY, €CIH OH He€ MOXeT OBITh NPHUHAT K
ucnionHennio B banke. [ yTOYHEHUS NPUYUHBL
HE00X0UMO 00paTUThCs B BaHK JHOOBIM JTOCTYITHBIM
Kimuenty criocobom.

Co3maHHbIi u HOIIUCAHHBINA ONEKTPOHHOU
MOAMKUCHI0  DJEKTPOHHBIM  JOKyMeHT  KiueHt
otnpasisier B baHk ¢ wucnons3oBaHueM CHCTEMBI
J1bO BUOUT.

baHK oOCymecTBIsE€T NPOBEPKY IOIYYEHHOTO OT
Knrenta DnEeKTPOHHOTO JOKYMEHTa W MPUHUMAET
€ro K MCIOJHEHMIO MPH YCIOBUH IOJOXHUTEIHHOIO
pe3ynbTaTa MpOBEPKH, B TOM UHCIIE TIOJIOKUTENEHOTO
pe3ynbpTaTta BCEX IpoLERYP KOHTPOJIA,
NpeAyCMOTPEHHBIX yHKTOM 2.14, 2.15 Hacrosimero
Pernamenra.

PesynpTar mnpoBepkH ONEKTPOHHOTO JOKyMEHTa
CUYMTAETCS MOJOXKUTEIbHBIM, €CITH OH:

e OdopmieH B COOTBETCTBUM C  JICHCTBYIOIIUM
3aKkoHoJaTeNbeTBOM Pocculickoii @enepanuu;

e OdopmieH B COOTBETCTBUM C HOPMAaTHBHBIMHU
nokymeHtamu banka Poccuum u  TpeOoBaHUSMU
banka;

e OdopMiIeH B COOTBETCTBHM C TPeOOBaHHSIMHU,
YCTAaHOBJIEHHBIMM  3aKIIO4eHHBIMH  CTOpOHamMu
cAeNKaMH, B COOTBETCTBUM ¢ IlpaBmiamu, w
HacTosuM PerinamMeHToMm;

o [lommucan HaJIeKallen
DNeKTPOHHOU(-BIMH) MOMUCHIO(-SIMH)
YTomHOMOYEHHOTO(-BIX) [IpencraBurens(-eii)
KnuenTa, nmeromiero(-ux) npaBo Ha paclopsbKEHHE
JeHeXXKHbBIMH ~ cpeactBamu Ha  Cuere (i
IIJIATEXKHBIX (pacueTHBIX) DNEeKTPOHHBIX
JOKYMEHTOB), OJEKTPOHHbIE TOAMUCH IPOLLIH
poBepky B banke.

Kinentr Moxer 0TO03BaTh

(HaTEKATITHMH )

nepenaHHbldi B baHk

ONEKTPOHHBIA  JTOKYMEHT, B  COOTBETCTBHU C
TpeOOBaHUSIMHU 3aKOHOJIaTEILCTBA Poccuiickon
Oenepanuu, 3akmio9eHHBIX  CTOpOHAMHU  CHEIIOK,
IIpaBUIaMHU COBEPILCHHUS onepanuii, c

ucnonb3oBanueM Cuctemsl IO BUDUT. Oto3Bansbl
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Document to the Bank using the BIFIT RBS.

2.21. The Bank verifies the Electronic Document

received from the Client and accepts it for
execution if the verification result is positive,
including the positive result of all control
procedures provided for in clauses 2.14 and 2.15
of these Regulations.

2.22. The verification result of the Electronic Document

is considered positive if it:
Is prepared in accordance with the current
legislation of the Russian Federation;
Is prepared in accordance with the regulatory
documents of the Central Bank of Russia and the
requirements of the Bank;
Is prepared in accordance with the requirements
established by the agreements concluded by the
Parties, in accordance with the Rules and these
Regulations;
Is signed with the proper Electronic Signature(s) of
the Authorized Representative(s) of the Client who
have the right to dispose of funds in the Account
(for payment (settlement) Electronic Documents),
and the Electronic Signatures have been verified by
the Bank.

2.23. The Client may revoke an Electronic Document

submitted to the Bank in accordance with the
requirements of the legislation of the Russian
Federation, agreements concluded by the Parties,
and the rules for conducting transactions, using
the BIFIT RBS. Only unexecuted Electronic
Documents that have not reached the status
"Executed" may be revoked. If the revocation
request is executed, the Electronic Document is
assigned the status "Executed." If the revocation
request cannot be executed, the Electronic
Document will return to the status it was in before
the Bank processed the revocation request.

2.24. The Client independently monitors (tracks) the

stages and results of processing of Electronic
Documents sent to the Bank in the relevant
sections of the BIFIT RBS.

2.25. The Bank and the Client exchange the following

Electronic Documents through the BIFIT RBS:
Payment orders;
Requests to revoke documents;
Statements containing information on the
movement of funds in accounts;
Documents for conducting foreign exchange
transactions (applications for foreign currency
transfers, orders for the purchase/sale of currency,
etc.);
Currency control documents;



2.24.

2.25.

2.26.

MOTYT OBITH TOJIBKO HEHUCIOJIHEHHBIE JJIEKTPOHHBIE
JOKYMEHTBI, KOTOpble HE€ JOIUIM [0 cTaTyca
«Mcnonnen». Ecam 3ampoc Ha OT3BIB  HCIOJHEH,
OJEeKTPOHHOMY JOKYMEHTY IIPUCBauBaETCs CTaTyc
"Ucmomuen." B cimydae HEBO3MOXKHOCTH HCIIONTHEHUS
3ampoca Ha OT3bIB, OJIEKTPOHHOMY JIOKYMEHTY
BEPHETCS CTAaTYC, B KOTOPOM DJEKTPOHHBIA JOKYMEHT
HaxouiIcs 10 oOpaboTku bankowm 3armpoca Ha OT3BIB.

Knnent CaMOCTOSITETILHO KOHTPOJIHUPYET
(oTcmexxMBaeT) ATambl M Pe3yNbTaThl  00pabOTKH
OTIIPaBICHHBIX B BaHK DIEKTPOHHBIX NOKYMEHTOB B
cooTBeTcTBytonmXx pazaenax Cucremsl JJ6O BUDUT.
bank m Kiuent obmenuBaroTcs mno Cucreme 15O
BUDUT cnenyromumu DIeKTPOHHBIMU JOKYMEHTaMHU:

L IJIATCIKHBIC ITOPYUCHUS,

L 3aIllpOChl HAa OT3bIB JOKYMCHTA,

L BBIIIMCKH, coacpiKalue I/IH(bOpMaIII/IIO 0
JABHOKCHMH CPEICTB IO CUCTaM,

L4 JOKYMEHTBI JJISL COBCPIICHUA BaJTFOTHBIX

orepauuii (3asBICHUS Ha IEPEBO MHOCTPAHHOM
BAIOTHI, PACIOPSHKEHUSI Ha TOKYIIKY/TPOJaKy
BaJTIIOTHI  T.I1.);

o JOKYMEHTBI BATIOTHOT'O KOHTPOJIS,

. 3asiBiienue 00 oTkpeiTiU Cueta, 3asBiICHHE Ha
3akpeiTue Cuerta, 3asBICHHE O BHECEHUU
U3MeHEeHUH B ycioBus JloroBopa, 3asBieHue o
pactopkenun  JloroBopa (npW  HaIWYUHU
TEXHUICCKOH BO3MOKHOCTH);

o WHBIC TIUIATeXKHBIC (pacueTHBIE) JAOKYMEHTEHI,
MPUMEHUMBIC B paMKaxX IHPeIyCMOTPSHHBIX
3aK0oHOJAaTeNnbCTBOM Poccuiickoit denepanuu u
3aKTFOYEHHBIX Mexny CTOpOHAMH CIENOK
¢dopM Oe3HATMYHBIX pacyeToB (B COOTBETCTBUH
¢  (QYHKIUOHAJIBHBIMH M  TEXHUYCCKHUMH
Bo3MokHOCTsIME Cuctembl JIBO BUDUT);

. MIPOM3BOJIbHBIE JOKYMEHTHI (MHBIE JTOKYMEHTBI
WIH THChbMa, COCTaBJICHHBIC B MPOU3BOJBHON
dopme).

YnonnomouennoMy Ilpeacrasurento Kinuenra moxer
ObITH TIpenocTaBieH qoctymn k Cucreme IO BUDOUT,
C BO3MOKHOCTBIO TIOJTyUeHUs cBefeHui o Kimnente, ero
orepanusax, OTKPBITBIX B baHke 0aHKOBCKHX cCueTax
Knnenra, ¢ mnpaBoM nOpocMOTpa U TOJYyYEHUSA
DIEKTPOHHBIX IOKYMEHTOB, B TOM YHCJIC BHITTUCOK II0
cueram. B cirydae MIPEIOCTaBICHUS
YN0THOMOYEHHOMY IIpeacraButento Kinnenrta
ykazaHHoro pgoctyna B Cucremy JbO BUOUT,
MOCJICIHAA HE BIIpaBE COBEPINATh OMEpaldd TIO0
Cuery(-am), B T.4. pacnopsKarbcsi JEHEKHBIMU
CpEeJICTBAMH, TOANKCHIBATH IUIATEKHBbIC (pacyeTHHIC)
DNeKTpOHHBIE JOKYMEHTHI. KIMEHT camMoCTOSTEIHHO
OCYIIECTBIISET KOHTPOJITb 3a COOJII0ICHHEM
VYnonnomouennsiMu  IIpencraBurensimu  Kinnenra
OrpaHUYEHUI NOJHOMOYMH NOCIIEIHUX, HECS TTPU 3TOM
OTBETCTBEHHOCTh Tepes] baHKOM W WHBIMH TPETHUM
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e Application for opening an Account, Application
for closing an Account, Application for amending
the terms of the Agreement, Application for
termination of the Agreement (if technically
possible);

e Other payment (settlement) documents applicable
within the framework of non-cash settlement forms
provided for by the legislation of the Russian
Federation and agreements concluded between the
Parties (in accordance with the functional and
technical capabilities of the BIFIT RBS);

e Arbitrary documents (other documents or letters
prepared in free form).

2.26. The Authorized Representative of the Client may be
granted access to the BIFIT RBS, with the ability
to obtain information about the Client, its
transactions, bank accounts opened with the
Bank, with the right to view and receive
Electronic Documents, including account
statements. If the Authorized Representative of
the Client is granted such access to the BIFIT
RBS, the latter is not entitled to conduct
transactions on the Account(s), including
disposing of funds, signing payment (settlement)
Electronic Documents. The Client independently
monitors the compliance of the Authorized
Representatives of the Client with the restrictions
on their powers, bearing responsibility to the
Bank and other third parties, as well as the risk of
adverse consequences, including property
consequences, in case of improper performance
or non-performance of this obligation.

3. PROCEDURE FOR CONNECTING
THE CLIENT TO THE REMOTE
BANKING SERVICE SYSTEM

3.1. Procedure for Registering the Authorized
Representative of the Client in the BIFIT RBS:

3.1.1. The registration of the Authorized
Representative(s) of the Client refers to the entry



JINIIAMH, a

HEeOn

TaKXC pHUCK BO3HHUKHOBCHUA

arorpusaTHBIX HOCHGHCTBHﬁ, B TOM YHCIIC

UMYHOICCTBCHHOT'O XapakKTepa, NpH HCHALJICKAIICM

HCIIO

JIHEHWW YKa3aHHOW O0O0s3aHHOCTH W(WIH) e¢

HCUCIIOJTHCHHH.

3. MOPSIIOK
KJIUEHTA K

INOAKJIFOYEHUA
CUCTEME

JTUCTAHLIMOHHOTO
BAHKOBCKOTI'O OBCJYKUBAHUS

3.1.Mopsaaox

perucTpanuu Y10/J1HOMO4YEeHHOT 0

MpeacraBuress Kauenra B Cucreme /IO BUOUT:

3.11

3.1.2

3.1.3

IToxg perucrpanmeir YmomTHOMOYEHHOTO(-bIX)
[IpencraButensa(-eif) Kmnuenta noHumaercs
BHecenue B peectpsl Cuctemsr IbO BUDUT
perucTpanvoHHod HMHGOPMALMK O TaKOM
nune(-ax), Ha OCHOBaHUU 3asBICHUS O
3axmroueHnn JloroBopa u(wnm) 3asiBICHUS O
BHECCHUM W3MEHEHUH B ycnoBus Jloroeopa u
3asBICHUSI.

Ilogaua YnomnomoueHHbiM [IpeacTtaButenem
Kinrenra 3asiBneHus oCylecTBIsSETCS KasKIbIM
TaKUM  JIAIOM, TyTeM oOpameHus K
OTBETCTBEHHOMY paboOTHUKY 1o
IopuauuecKkoMy anapecy banka B TeueHue
OnepannonHoro BpeMeHu banka.

3.1.1.1.B 3asgBiaeHUHI Y1101HOMOYEHHBIN
[MpencraButensb KIIMEHTA YKa3bIBaeT
CIICIMATIbHYIO TMapOJIbHYIO0 (ppasy, KoTopas
B JaJbHEHIIEM MOXET OBITH UCIIOIB30BaHa
JUIS  JIOTIOJIHUTEIbHOM  WaeHTH(UKAIUK
Knuenra.

[Ipoxoxnenue V1I0JTHOMOYEHHBIM
[IpencraButenem Kimenra caMocTOSTENbHOM
peABapuTeNsrHON peructpanuu B Cucreme
JAbO BU®DUT Ttpebyercs B ciydae, eciu
Kouenr ne mnoaxmouen k Cucreme JIBO
BUDUT.

[Ipu mnpueme 3asBiaeHus OTBETCTBEHHBIM
paboTHHUK UAeHTU(OUIUPYET
YnonnomouenHoro Ilpencrasurens Knuenra,
c HCIOJIb30BaHUEM JIOKYMEHTOB,
YAOCTOBEPSIIOIIMX ~ JMYHOCTh  IOCJIETHETO
(opurMHaNBl WM HOTapHAJIbHO 3aBEPEHHBIC
KOIMM), M JOKYMEHTOB, IOJITBEPIKIAOIINX
[TOJIHOMOYHS YKa3aHHbIX B107101 Ha
WCTIOJIb30BaHKE aHAIOTOB COOCTBEHHOPYYHOM
oAnucy (DJIEKTPOHHOW MOAMMCH) OT UMEHHU
Knuenta (opuruHanel WM 3aBEpeHHBIE B
YCTaHOBJICHHOM baHKOM mMoOpsake KOomuu C
MIPEeIOCTaBIEHNEM OPHTHHAJIOB I CBEPKH,
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3.1.2. Independent

of registration information about such person(s)
into the registers of the BIFIT RBS, based on the
Application for concluding the Agreement and/or
the Application for amending the terms of the
Agreement and the Application.
The submission of the Application by the
Authorized Representative of the Client is carried
out by each such person by contacting the
Responsible Employee at the legal address of the
Bank during the Bank’s operating hours.

3.1.1.1. In the Application, the Authorized Representative

of the Client specifies a special passphrase, which
may subsequently be used for additional
identification of the Client.

preliminary registration of the
Authorized Representative of the Client in the
BIFIT RBS is required if the Client is not
connected to the BIFIT RBS.

3.1.3. When accepting the Application, the Responsible

Employee identifies the Authorized
Representative of the Client using identity
documents (originals or notarized copies) and
documents confirming the authority of such
persons to use analogues of handwritten signatures
(Electronic Signatures) on behalf of the Client
(originals or copies certified in the manner
established by the Bank, with the provision of
originals for verification if such documents have
not previously been submitted to the Bank).

3.1.4. The Application of the Authorized Representative

of the Client is accepted by the Responsible
Employee after the identification of such
Representative of the Client, as indicated by the
corresponding mark on the Application. The Bank
has the right to refuse to accept the Application
without explaining the reasons for such refusal.
Refusal to accept the Application results in the
refusal to register the Authorized Representative of
the Client in the BIFIT RBS.

3.1.5. If the Client chooses the method of working in the

BIFIT RBS using a Cloud Signature or an
Enhanced Unqualified Electronic Signature
(UES), the Responsible Employee sends a link for
self-registration of the Client in the BIFIT RBS to
the email address of the Authorized Representative
of the Client specified in the Application for
concluding the Agreement and/or the Application



3.2.

3.3.

€CJIM pPaHCC MaHHBIC ITOKYMCHTBLI B bank He

MIPEACTABIISUIHACE ).

3.14 3asmienue YTOTHOMOYEHHOTO
IIpencraBurens Knuenrta  npunumaercs
OTBETCTBEHHBIM PaboOTHUKOM mocJe
MIPOBEICHUS Wnentudukanum TaKoro
IIpencraBurens Knuenra, 0 yeM

MIPOCTABIISIETCS COOTBETCTBYIOMIAS OTMETKA Ha
3aspnenun. baHk BopaBe oTKa3aTh B IpueMe
3asBneHus 0e3 OOBSACHEHWS MPUYUH TaKOTO
oTtkaza. OTka3 B mpueMe 3asBICHHUS BJCUET
OTKa3 B perucTpauuyd YIIOJTHOMOYEHHOTO
[IpencraButens Knuenta B Cucreme JIbO
BU®UT.

3.1.5 [IIpu Beibope Knmentom Mmeroma paboOThl B
Cucreme JIbO BU®UT ¢ wucnoiap3oBaHueM
O0mayHOI HOINCH 1501051 VYHOII
OTBETCTBCHHBI pPa0OTHUK HAINpaBJIIeT Ha
YKa3aHHbI! B 3asBiICHUM O 3aKIOYEHUU
HoroBopa wu(wnm) 3asBICHHH O BHECEHHUH
n3MeHeHuil B ycioBua JloroBopa anpec
SJIEKTPOHHOW  MOYTHl  YTOJHOMOYEHHOTO
IIpenacraButenss  KnueHnta  ccbuiky i
MPOXOXKJIEHUs camoperucTpanuu Kiuenrta B
Cucreme AbO BUOUT. IIpouecc
CaMOPETUCTPALNU OTHCAaH B WHCTPYKIUH IO
padore ¢ Cucremorr JIbO  BUDUT,
pasmeneHHoM Ha caiite https://help.131.ru/

3.15.1 Ceprudukar KITI04a MIPOBEPKHU
JJIEKTPOHHOM  TOAMHMCH  XpaHUTCSI B
KOHTEHHepaX — OTHENbHBIX (Qaiimax B

(¢opmare Ha BHYTpEeHHHUX cepBepax baHka.
Kaxxpiii koHTelHep 3ammu(poBaH KIIOUOM,
CO3/IaHHBIM Ha OCHOBE naposs,
YCTaHOBJIEHHOTO  BJIAJeNbLEM  KJIO4a
OO6navyHOH MOAIHUCH.

[Ipu BeiObope Kimentom meronma pabotsl B Cucreme
ABO BUDUT c ucnonrszoBanuem Y HIII, xpausimeiics
Ha ®KH, OrtBercTBeHHbIH pPAaOOTHUK TMepenacT
JIOJKHBIM o0pazom yIaKOBaHHBIN OKH
YnonnomouenHomy Ilpencrasurento Knuenra.

®axt nepenaun PKH, a Takxke 1eTOCTHOCTh YIAKOBKU
NOATBEPXKIAAETCS  COOCTBEHHOPYYHOH  HOJIIHCHIO
YnomaomouerHoro IIpeacrasurtens Knmenta B Axre
npuema-niepegaan ®KH Cucremsr /[IbO BUDUT.
®opma Axta ompenensiercss bankom B I[Ipunosxenun
Ne2 k macrosimemy Pernamenty. B ciydae HapymeHus
uenoctHoctd  ynakoBkn @OKH  YnosHoMoueHHbIH
[IpencraButens KimenTta nomkeH ykasate 00 3TOM B
Akre. IIpn oTCYyTCTBHU COOTBETCTBYIOIIEH OTMETKH B
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for amending the terms of the Agreement. The self-
registration process is described in the instructions
for working with the BIFIT RBS, available on the
website: https://help.131.ru/.

3.1.5.1. The Electronic Signature Verification Key
Certificate is stored in containers—separate
files in a specific format on the Bank’s
internal servers. Each container is encrypted
with a key created based on a password set
by the owner of the Cloud Signature key.

3.2. If the Client chooses the method of working in the

BIFIT RBS using an Enhanced Unqualified
Electronic Signature (UES) stored on a Functional
Key Carrier (FKC), the Responsible Employee
transfers the properly packaged FKC to the
Authorized Representative of the Client.

3.3. The fact of transfer of the FKC, as well as the integrity

of the packaging, is confirmed by the handwritten
signature of the Authorized Representative of the
Client in the Act of Acceptance and Transfer of the
FKC of the BIFIT RBS. The form of the Act is
determined by the Bank in Appendix No. 2 to these
Regulations. If the integrity of the FKC packaging
is violated, the Authorized Representative of the
Client must indicate this in the Act. In the absence
of such a note in the Act, the Parties agree to
consider the integrity of the FKC packaging as not
violated and the FKC as properly received by the
Authorized Representative of the Client.

3.4. The Authorized Representative of the Client, when

using the BIFIT RBS and exchanging Electronic
Documents through it, has the right to use the
method of work specified in the Application
(method of signing Electronic Documents, taking
into account the functional capabilities of the
BIFIT RBS) using an Enhanced Unqualified
Electronic Signature (UES). Within the framework
of exchanging Electronic Documents using the
BIFIT RBS, information interaction between the
Bank and the Client is carried out using Electronic
Signatures issued in the BIFIT RBS.

3.5. The Client (its Authorized Representative) is

considered connected to the BIFIT RBS, and the
Authorized Representative of the Client has the
opportunity to use the BIFIT RBS upon the
occurrence of the following events:

When using a Cloud Signature, from the moment


https://help.131.ru/
https://help.131.ru/

3.4.

3.5.

3.6.

3.7.

Axte, CTOpPOHBI ONpENENWIA CUNUTATh LEIOCTHOCTh
ynakoBku @OKH ne Hapymennoid, a cam @OKH
HaJJIeKalUM obpazom MOy YCHHBIM
YnonuoMmoueHHbIM [IpeacraBurenem Knuenra.

VYnonnomouennslit I[lpencrasurens Knmenta mnpu
ucnons3zoBanuu Cuctemsl JIBO BUD®UT u oOmene
ONEeKTpOHHBIMH JOKYMEHTaMH 4depe3 Hee BIIpaBe
WCIIONB30BaTh YKAa3aHHBIN B 3asSBICHHH METOX PabOTHI
(cmoco6 moxamucaHus DNEKTPOHHBIX JOKYMEHTOB, C
y4eToM (YHKIIMOHAIBHBIX BO3MOXXHOCTEH CHCTEMBI
JABO BU®UT) ¢ ucronp3oBanmem YHOII. B pamkax
oOmeHa ONEeKTPOHHBIMU JIOKYMEHTaMH c
KCIIOJIb30BaHUEM Cucrembl ABO BUOUT
nH(GOPMAITMOHHOE B3amMOJeicTBre MexTy bankoM u
KnuentoM ocymiecTBiseTrcss ¢ HCMOJIBb30BaHUEM
ONEeKTPOHHBIX MNOJMUCEH, BBIMYLIEHHBIX B CHcTeMe
A0 BUOUT.

Knuent (ero VYmnonnomouenssiii IlpeacraButens)
cunrtaercs noakaodeHHbpIM K Cucteme JIbO BUDUT,
a YnonHomoueHHbldd IIpencraBurens Kinenra umeer
BO3MOXHOCThH Moyb30BaThcsi Cucremoit JJbO BUOUT
NPY HACTYIUICHUH CIEAYIOMINX COOBITHIA:

mpu ucnoip3oBannu OOIaYHON MOAIMCH C MOMEHTa
camoperucrpauuu YnoiaHomoueHHoro [Ipencrasurens
Knuenta B Cucreme JIbO BUOUT B mnopsnxe,
npeaycMoTpeHHoM 1. 3.1.5 Pernmamenrta, u
MIPEIOCTABIICHHIO bankom JIoCTyTa
YnonHoMoueHHOMY — TpeactaButento KimeHta B
Cucremy JIBO BUOUT. VkazanHoe ycnoBue
MPUMEHSETCS B  OTHOUICHHH  YTIOJTHOMOYEHHBIX
IIpencraButeneit Knmenta, HaJCIEHHBIX MPaBOM
pacropshKaThCs JEHEKHBIMU CPEICTBAMH/COBEPILICHUS
caenok (mpu ucronb3oBaHuu OONavyHOW TOANHKCH), a
TaK¥Ke B OTHOIIICHUU YTIOITHOMOYEHHBIX
IIpencraBureneit Knuenra, HaJCJIEHHBIX
MOJHOMOYHMSMHA HAa  TPOCMOTP W TOJy4YEeHHE
DNEKTPOHHBIX JOKYMEHTOB, B TOM YHCJE BBIMUCOK 10
Cuery (0e3 mpaBa pacropsKaTbCs —JICHEKHBIMHU
CpEeJICTBAMH/COBEPILICHUS CIIEIOK OT nMeHHu KitnenTa);

- mpu ucniosb3oBanuu Y HOIT wa ®KH nocne nomyuenus

yBenmomiieHuss o Bhimycke Ceprudukara Kiova
MPOBEPKU JEKTPOHHOW TMOJMUCH M 3aBEPIIEHUS
npouenypsl GpopMupoBaHus DJIEKTPOHHOH MOAIKCH
CpeaCTBaMH CucreMbl JIBO BUDOUT
YnonaomouenusiM [Ipencrasurenem Kinenra.

Ilo ncredyennu cpoxa MOJTHOMOYNN Y IOJITHOMOYEHHOTO
[pencraButenss Knuenra bank Onokupyer moctym
Takoro YmnoiaHomoueHHoro IIpencrasurens Knuenra k
Cucreme JIbO BUOUT.

Kiment BhnpaBe yCTaHOBUTb OrpaHUYEHHs 110
napameTpam oTneparui, KOTOPbIE MOT'YT
OCYIIECTBIAThCS  KIMEHTOM ¢ HCIIONIb30BaHUEM
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of  self-registration of the  Authorized
Representative of the Client in the BIFIT RBS in
the manner provided for in clause 3.1.5 of the
Regulations, and the Bank’s provision of access to
the Authorized Representative of the Client to the
BIFIT RBS. This condition applies to Authorized
Representatives of the Client authorized to dispose
of funds/conduct transactions (when using a Cloud
Signature), as well as to Authorized
Representatives of the Client authorized to view
and receive Electronic Documents, including
account statements (without the right to dispose of
funds/conduct transactions on behalf of the Client);
When using an Enhanced Unqualified Electronic
Signature (UES) on an FKC, after receiving
notification of the issuance of the Electronic
Signature Verification Key Certificate and
completion of the procedure for generating the
Electronic  Signature by the Authorized
Representative of the Client using the BIFIT RBS.

3.6. Upon the expiration of the authority of the Authorized

Representative of the Client, the Bank blocks such

Authorized Representative’s access to the BIFIT
RBS.

3.7. The Client has the right to set restrictions on the

parameters of transactions that can be carried out
by the Client using the BIFIT RBS in the
Application, the form of which is determined by
the Bank and is available on the
resource https://131.ru/contracts and in the Bank’s
office. The acceptance of the Application by the
Bank is carried out using the BIFIT RBS.

3.8. A One-Time Password is automatically generated by

the BIFIT RBS, including for the purpose of
additional authentication of the Authorized
Representative of the Client when granting access
to the BIFIT RBS and/or additional confirmation
of the Electronic Document. The Authorized
Representative of the Client must enter the
received One-Time Password to complete the
authentication  procedure and/or additional
confirmation of the Electronic Document.

3.9. The One-Time Password is sent by the Bank to the

subscriber  number of the  Authorized
Representative of the Client specified in the
Bank’s hardware and software complex based on
the information contained in the Application for
concluding the Agreement and/or the Application


https://131.ru/contracts

3.8.

3.9.

3.10.

Cucremsl JIBO BUDUT B 3asBieHnn, hopmMa KOTOPOTO
ompenenseTcs baHkOM W pa3MelieHa Ha pecypce
https://131.ru/contracts u B oduce banka. Ilpuem
3asBIeHUs B BaHK OCyIeCcTBIISIETCS C UCIOB30BAHUEM
Cucrtemsl IO BUDUT.

OnHOPa30BEIi Mapoiib ABTOMATUYECKH TE€HEPUPYETCs
Cuctemoiri /IO BUO®UT, B ToM umcie B IEIIX
JIOIIOJIHUTEILHOMN ayTeHTU(UKAITUU
Ynonuomouennoro IlpeacraBurens Kimenrta mnpu
npenoctaBieHuu emy jgoctyna B Cucremy [BO
BU®UT w/unu AOMOJHUTEIHLHOTO TOJATBEPKICHUS
DNEeKTPOHHOTO JOKyMEHTA. Y0IHOMOYEHHBIN
IIpencraButens KineHTa n0mKeH BBECTH OJTy4YECHHBII
OHOpa30BBIN MAPOJb TSI IPOXOXKIACHUS MPOLIETYPhI
ayTeHTU(UKAITIU 1570583051 JIOTIOJIHUTEIILHOTO
MOATBEPKACHUS DJIEKTPOHHOIO JOKYMEHTA.

OpnHopa3oBelil Mapoib Hampasisercs bankoMm Ha
AOGoHEHTCKHUH HOMED Y0ITHOMOYEHHOTO
IIpencraButens Knuenra, ykazaHHbI B IpOrpaMMHO-
anmapaTHOM KoMmIulekce baHka Ha  OCHOBaHUHU
CBEJICHUH, cOAEepKAINXCsl B 3asBICHUU O 3aKII0UCHUH
Jorosopa u(wnm) 3asBIeHNH O BHECCHUH U3MEHEHHI B
ycioBust JloroBopa, 3asBieHUM WKW 3asBICHUH O
cMeHe AOOHEHTCKOTO HOMeEpa.

Iopsinox cmens! Jloruna u CTaTu4eckoro napoJjs B

Cucreme IO BUDUT.

3.10.1 VYmnonnomouenusiii IlpencraBurens Kimmenra
MOXXET CaMOCTOSITENIbHO W3MEHUTHh JlormH u
Cratnueckuii mapons B Cucreme JIbO
BU®UT, 3a uckitoyeHUEM ciaydas UX yTpaThl.
B cmydae ytpatel Crarmdeckoro mnapois
Ynonnomouennslit [Ipencrasurens Kimenra
Ha cTpanune aBropm3aruun B Cucreme J[bO
BUOUT moxkeT caMOCTOATEIBHO 3aIpPOCUTh
CCBUIKY JJISi BOCCTAaHOBJIEHHUS MapoJisi, KOTopas
OyzeT HallpaBJicHa Ha yKa3aHHBIN B 3asBICHUH
o 3akiroueHnu Jlorosopa n(unu) 3asBICHUH O
BHECCHWH H3MEHeHMH B ycioBus Jlorosopa
ajZipec JIEKTPOHHON MOouTHL. B ciydae yTpatsl
Cratuueckoro apoJist u Jloruna
YnonnomoueHnHsl [lpencraBurens Knmenra
00s13aH He3aMeUINTEIbHO 00paTuThcsa B baHk
JUTS OIIOKMPOBAHUS JOCTYIIA, B COOTBETCTBUH C
paznenom 8 PernamenTa. Jlji1 BOCCTaHOBIEHUS
moctynma B Cucremy JBO  BUOUT
Ynonnomouensslii Ilpencrasurens KimmeHra
MOXET JHM4YHO oOpatuthcsi B baHk cC
3asBIEHHEM O CMEHE JIOTMHA W/WIN Tapojs
/pazomokupoBke noctyma B Cucreme JIbO
BU®UT, d¢opma KoTOporo omnpeaemisercs
bankoMm ®  pasmemeHa Ha  pecypce
https://131.ru/contracts u B oduce banka, u
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for amending the terms of the Agreement, the
Application, or the Application for changing the
Subscriber Number.

3.10. Procedure for Changing the Login and Static

Password in the BIFIT RBS:

3.10.1. The Authorized Representative of the
Client may independently change the Login and
Static Password in the BIFIT RBS, except in the
case of their loss. If the Static Password is lost, the
Authorized Representative of the Client can
independently request a link to reset the password
on the authorization page of the BIFIT RBS, which
will be sent to the email address specified in the
Application for concluding the Agreement and/or
the Application for amending the terms of the
Agreement. If both the Static Password and Login
are lost, the Authorized Representative of the
Client must immediately contact the Bank to block
access, in accordance with Section 8 of the
Regulations. To restore access to the BIFIT RBS,
the Authorized Representative of the Client may
personally contact the Bank with an Application to
change the Login and/or Password/unblock access
to the BIFIT RBS, the form of which is determined
by the Bank and is available on the
resource https://131.ru/contracts and in the Bank’s
office, and provide an identity document, or carry
out the change remotely.

3.10.2. For remote change of the Login and Static
Password, the Authorized Representative of the
Client must send to the Bank, from the email
address specified in the Application for concluding
the Agreement and/or the Application for
amending the terms of the Agreement, the
Application, a scanned copy of the signed
Application to change the Login and Static
Password to the following contact
details: dbo@131.ru. To process the Application
to change the Login and Static Password, the
Responsible Employee of the Bank contacts the
Authorized Representative of the Client using the
contact details specified by the Authorized
Representative of the Client in the Application for
concluding the Agreement and/or the Application
for amending the terms of the Agreement, the
Application. In this case, the Authorized
Representative of the Client must provide the
authorized employee of the Bank with the
following information:


https://131.ru/contracts
https://131.ru/contracts
https://131.ru/contracts
https://mailto:dbo@131.ru/

JOKYMEHTOM, YA0CTOBEPSIIOILUM ero
JIMYHOCTD, 1100 HPOBECTU CMEHY
JTMCTAaHIIMOHHBIM CIIOCOOOM.

3.10.2. lns gucraHmuoHHOM cMeHbl JlormHa w
Cratnueckoro mapoist  YIIOJHOMOYCHHBIH
[IpencraButens Knnenrta nomkeH HalpaBUTh B
Bank ¢ a;peca  SJEKTPOHHOH  MOYTHI,
YKa3aHHOTO B 3asBICHHMH O 3aKJIIOYCHUHU
Jorosopa wu(wimu) 3asBICHAM O BHECEHUH
n3MeHeHuil B ycioBus Jlorosopa, 3asBieHu,
CKaHMPOBAaHHYI0  KONHUI  IOANHCAHHOTO
3asBICHHUA O CMEHE JIOTMHA U CTaTHYECKOIO
MapoJis MO CIEAYIOUIMM KOHTAKTHBIM JaHHBIM:
dbo@131.ru. /lns oOpaboTku 3asBIECHUS O
CMEHE JIOTMHAa M CTaTUYECKOr0 IMapoJIs
OtBercTBeHHBIN paboTHUK baHka cBs3pIBaeTCS
c YT01HOMOYEHHBIM [IpencraButenem
Knnenta ¢ wucmonp30BaHMEM  KOHTAKTHBIX
JaHHBIX,  yKa3aHHBIX  YIOJHOMOYEHHBIM
[IpencraButenem Knuenta B 3asBieHUU O
3axmroueHnn Jlorosopa u(mnm) 3asBiIeHUH O
BHECCHUM HU3MEHEHMH B ycinoBus Jlorosopa,
3asBnenuu. Ilpu »sTOM, VYNOITHOMOYECHHBIH
[IpencraButens KnmenTta nomkeH cooOMIUTH
YHOJIHOMOYEHHOMY pabOTHUKY banka
CIIEYFOITY 0 HH(OPMAIIHIO:

o CBOU MJIEHTU()UKAIOHHbIEC JAHHBIC;
o CHETNaTBHYIO MAPOIBHYIO Ppazy.

AyTeHTH(UKAIUS 3asBUTEIS TPU T0Aa4e 3arpoca Ha

cmeny Jlormna u Cratuyeckoro mapoist B Cucreme 5O

BUOUT - VYnomnomouenHoro IlpencraButens Knuenra
OCYIIECTBJISICTCS 10 CIEUMalIbHONW maposibHOM  (pase,
cojmepkameiics B 3asgBieHud. Ilocme  ycmemHoi

ayreHTu¢ukamy  OTBETCTBEHHBIH  paboTHMK  baHka
HaIpaBJIsieT Ha KOHTaKTHBIE JaHHBIE Y TOJTHOMOYEHHOTO JINIIA
Knuenta ccpuiky-npuriameHue Ha BHICO3BOHOK, B IENSIX
MpOBeIeHNs AONONHUTENbHON ayTeHTH(UKanuu. B ciyuae
NPOBEIEHHUsS] YCHEIIHBIX MpOoLenyp UACHTHQUKAUK |
ayTEHTU(UKAIUH YOIHOMOYEHHBIN [IpencraBurens
Knnenta mnpou3BOOUT NOBTOPHYIO CaMOPETHUCTPALUIO B
Cucreme JJbO BU®UT B nopsnke, MperycCMOTPEHHOM II.
3.1.5 Permamentra, a  OTBeTCTBEHHBII  pPabOOTHHK
oOpabaThiBaeT 3asBJIICHWE, B COOTBETCTBMM ¢ 1. 3.1.
Permnamenra.

3.11. Tlopsnok CMEHBI AOBOHEHTCKOTO HOMeEpa
UCIIOJIB3YeMOT0o  Aisi  moiydeHus:  OAHOPa30BOTO
napoJsi.

3.11.1. Jlns wu3meHeHus AOOHEHTCKOIO HOMeEpa
YTOJTHOMOYEHHOTO IIpencraButens Knuenra,
HCIIONIB3yeMOro /s morydennss OTHOPa30BOTo Maposs
Tako YmnosHomoueHHbI [lpencraBurens Kimenra
JoJKeH oOpaTuThes B bank u npenoctaButh 3asiBieHHe
Ha M3MEHEHHUE AOGOHEHTCKOTO HOMEpA c
MpeIoCTaBlIeHUEM YAOCTOBEPSIOIINX JTUIHOCTH
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e Their identification data;
e The special passphrase.

Authentication of the applicant when submitting a request

to change the Login and Static Password in the
BIFIT RBS—the Authorized Representative of the
Client—is carried out based on the special
passphrase contained in the Application. After
successful  authentication, the Responsible
Employee of the Bank sends an invitation link for
a video call to the contact details of the Authorized
Representative of the Client for additional
authentication. If the identification and
authentication  procedures are  successfully
completed, the Authorized Representative of the
Client performs self-registration in the BIFIT RBS
again in the manner provided for in clause 3.1.5 of
the Regulations, and the Responsible Employee
processes the Application in accordance with
clause 3.1 of the Regulations.

3.11. Procedure for Changing the Subscriber Number

Used to Receive the One-Time Password:

3.11.1. To change the Subscriber Number of the
Authorized Representative of the Client used to
receive the One-Time Password, such Authorized
Representative of the Client must contact the Bank
and provide an Application to change the
Subscriber Number along with identity documents.
If the Subscriber Number is being changed by the
Authorized Representative of the Client authorized
to sign agreements/applications, they may only
sign the Application to change the Subscriber
Number (Appendix No. 3 to these Regulations),
indicating that they confirm the ownership of the
Subscriber Number.

3.11.2. For remote change of the Subscriber
Number, the Authorized Representative of the
Client sends an Application to change the
Subscriber Number through the BIFIT RBS by
selecting the appropriate document template. The
Application must be signed with an Enhanced
Unqualified Electronic Signature (UES) of the
Authorized Representative of the Client submitting
the request. Remote change of the Subscriber
Number is possible if the Authorized
Representative of the Client has the authority to
sign and submit to the Bank documents,
applications, and notifications necessary for
registration, access, and changes to the terms of use
of the BIFIT RBS. Remote change of the


mailto:dbo@131.ru

3.12.

TOKyMEHTOB. Ecnmu AOOHEHTCKHH HOMEpP MCEHSET
YNOIHOMOYEHHBIHI IIpencraButens Knuenra,
YIOJTHOMOUYEHHBIN ITOAMMCHIBATE IOTOBOPHI/3asIBICHUS,
OH MOJKET MO/NNCATh TOJIBKO 3asBICHNE HAa N3MEHEHUE
Abonentckoro Homepa (IIpmmoxxkenme  Ne3  k
HacTosmieMy PeriiamenTy), yka3aB B HEM, 4TO
MOATBEPKIACT MPUHAIJICKHOCTE eMy AOOHEHTCKOTO
HOMeEpa.

3.11.2. lng DUCTaHITMOHHOW CMEHBI AOOHEHTCKOTO
HoMepa YmnonHoMmoueHHbIH IIpencraButens Kiumenta
HampaBjsieT 3asBleHHEe O CMeHe AOOHEHTCKOTO
HOMepa, BbIOpaB HEOOXOAWMBIA HIA0IOH JOKYMEHTA.
3agBieHne  OOMDKHO  ObITh  moamucaHo  YHOII
obpartuBierocs YmomaoMoueHHoro IlpemcraBurerns
Kmuenra.  JucranimoHHass cMeHa AOOHEHTCKOTO
HOMEpa BO3MOXKHA TPpU HAIWYUHA  TOJHOMOYHUH
YI0IHOMOYEHHOTO [IpencraButens Knuenra
MTOATIMCHIBATE ¥ TIOJIaTh B baHK TOKYMEHTHI, 3asIBICHUS,
cooOlIeHUs,  HEOOXOIUMBIE  JUIsl  PErUCTpaluH,
MTOJTyYeHUS JOCTyTIA, M3MEHEHUS yCIIOBUI
HCIIOIb30BaHUS Cucremsl JBO BUDUT.
HucrannyponHass cMeHa AOOHEHTCKOTO  HoMepa
HEBO3MOKHA B ciiydae KommpomeTranun DneKTpoHHOM
noAnvcy win nojo3peHuid Ha Kommpomeranuro
DNEeKTPOHHOU MOAIHCH.

3.11.3. CmeHa AOGOHEHTCKOTO HOMeEpa
YI0IHOMOYEHHOTO [IpencraButens Knuenra
OCYLIECTBIISIETCS.  TOJBKO IOCIE  IIOJ0KUTEIBHOIO

3aBepIICHHS MPOBEPKU MPEICTABICHHBIX CBEICHUH U
nokyMeHToB. baHk BripaBe oTkazath KiHeHTY B cMeHe
AOOHEHTCKOTO HOMEpa VoIHOMOYEHHOTO
[pencraButens Kiuenta 0e3 OOBSICHEHUS NPUYHH
TAKOI'0 OTKAa3a.

IIpn HanuMuMM TEXHUYECKOM BO3MOXKHOCTM baHka u
Knnenra pomyckaercs HampaBiieHHE 3asiBICHHUS O
CMeHe JIOTHHA W/UIIA CTaTUIECKOTO MMapoJis, 3asiBICHUS
Ha M3MeHeHue AOOHEHTCKOro HoMepa, 3asBicHUS 00
otkpeiTun Cuera, 3asBieHuss o 3akpeiTuu Cuera,
3asBJICHUS O BHECEHHMH HW3MEHEHUH B YCJIOBHS
HoroBopa, 3asBienue o pacropxkennu Jloropopa uepes
Omnepatopa /10, cormacoBannoro ¢ bankom. B Takom
ciyvae, 3asBICHHE O CMEHE JIOTMHA U CTaTUYECKOTrO
napoyiss u 3asBIeHHE Ha W3MeHeHne AOOHEHTCKOTO
HOMEpa  MOJDKHBI  ObITh  mommucanel  YKOII
YN0THOMOYEHHOTO [IpeacraButens Knuenra,
YKa3aHHOTO B 3THUX 3asBJICHUAX. 3asBlICHUE 3asBICHUS
00 otkperiTnm Cuera, 3asBieHus o 3akpbiTun Cuera,
3asgBiIeHUST O BHECCHHMM W3MCHCHHA B  YCJIOBHSA
[oroBopa, 3asBieHne o pacTtopkeHun Jlorosopa
MOoJDKHO OBITh Toammcano YKOJII YmomnomoueHHOTO
IlpencraButens KiveHTa M MMEIOMIETO MOJHOMOYHS
MOANKUCHIBAT W TMOJaBaTh B baHK JOKYMEHTHI,
3asIBJICHUS, COOO0IIeH!S, HEOOXOAMMEIE JUTSt
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4, PROCEDURE

Subscriber Number is not possible in case of
compromise or suspicion of compromise of the
Electronic Signature.

3.11.3. The change of the Subscriber Number of the
Authorized Representative of the Client is carried
out only after the successful completion of the
verification of the submitted information and
documents. The Bank has the right to refuse the
Client to change the Subscriber Number of the
Authorized Representative of the Client without
explaining the reasons for such refusal.

3.12. If there is technical capability of the Bank and the
Client, it is allowed to send the Application to
change the Login and/or Static Password, the
Application to change the Subscriber Number, the
Application to open an Account, the Application to
close an Account, the Application to amend the
terms of the Agreement, and the Application to
terminate the Agreement through the EDI Operator
agreed with the Bank. In this case, the Application
to change the Login and Static Password and the
Application to change the Subscriber Number
must be signed with an Enhanced Qualified
Electronic Signature (QES) of the Authorized
Representative of the Client specified in these
applications. The Application to open an Account,
the Application to close an Account, the
Application to amend the terms of the Agreement,
and the Application to terminate the Agreement
must be signed with an Enhanced Qualified
Electronic Signature (QES) of the Authorized
Representative of the Client who has the authority
to sign and submit to the Bank documents,
applications, and notifications necessary for
registration, access, and changes to the terms of use
of the BIFIT RBS. If the Client submits the
Application to change the Login and/or Static
Password or the Application to change the
Subscriber Number through the EDI Operator, the
identification and authentication of the Authorized
Representative of the Client are carried out in
accordance with clause 3.1.3 of the Regulations.

3.13. To change the special passphrase, the Authorized
Representative of the Client must personally
contact the Bank with an Application in free form,
providing identity documents.

FOR  ISSUING



3.13.

4.1 Jlnsa

perucTpanyy, TMONYYCHUS  JIOCTYINa, H3MCHEHHS
ycnoBusl ucnionb3oBanus Cucremsl IbO BUOUT. B
ciydae npenoctaBineHust KimentoMm depe3 Oneparopa
DJ10 3asBiennst 0 CMEHE JIOTMHA U/UIM CTAaTHIECKOrO
TapoJis WK 3asBICHUS Ha M3MEHEeHUEe AOOHEHTCKOTO
HOMEpa MTPOBOJIUTCS UACHTU(DUKALINS "
ayreHTu(UKanus YnonHomoueHHoro I[IpencraBurens
KiuenTta B coorBercTBuu ¢ 11.3.1.3 PeritamenTa.

Jlns M3MEHEHWs CHEIMalbHOW MapoibHON  (pasbl
YnonuomouenHbit [IpencraBurens Knnenra goikeH
JTUIHO 00paTUThes B baHK ¢ 3asBiIeHNEM B CBOOOTHOM

dbopMe ¢  TPEAOCTABJICHUEM  yIOCTOBEPSIOIIUX
JIMYHOCTH I[OKyMeHTOB.
MOPSJO0K BBIITYCKA
CEPTU®UKATOB IMPOBEPKHU
KJIIOUEN SJIEKTPOHHOU
NOoANNUCH

nonyueHust Ceprudukara KiIo4a MPOBEPKU

ANEKTPOHHOU monamucu s padbotrel B Cucreme JBO
BU®UT u ocymectBieHuss oOMeHa OIEKTPOHHBIMU
JOKyMEHTaMu ¢ wucnois3oBanueM YHOIII, xaxasiid
Ynonmaomouennbit [IpencraBurens Knuenrta, maHHbie 0O
KOTOpPOM yKa3aHbI B 3asBICHUH O 3aKIt04eHHH Jlorosopa
n(unn) 3asBI€HUH O BHECEHWH HM3MEHEHHH B YCIIOBUS
HoroBopa u 3asBnenun, Kaprouke c obOpasuamu
nognucedt (mpu e€ opopMIIEHMH B COOTBETCTBHU C
[lpaBunamu),  mpomenumii  Mnentudukamuio  y
OTtBercTBeHHOTO paboTHHKA baHka, JOKEH TUYHO:

e cozmarte ¢ momomipio cpencts Cucremsr J[BO
BUDUT Cepruduxar KJIF04a IIPOBEPKU
3JIEKTPOHHOH IOANUCH, B 3JICKTPOHHOM BHJE U Ha
OyMa)XHOM HOCHTEIIE;

e [IoANHMCATh U HANpaBUTh B baHK CKaHMPOBaHHYIO
konuto jgaHHoro CeprudukaTa Ha 3IEKTPOHHBIN
11o4ToBsIi sk dbo@131.ru;

e npenocraButh B bank pganHbii Cepruduxar Ha
OyMaKkHOM HOCUTeIIE, 3aBEpEHHBII
COOCTBEHHOPYYHOM HOJIHCHIO TaKoro
Vnonnomouennoro llpencrasurens Kimenra B
teuenne 2 ([Byx) paboumx gHen, nubO
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ELECTRONIC
VERIFICATION
CERTIFICATES

4.1. To obtain an Electronic Signature Verification Key
Certificate for working in the BIFIT RBS and exchanging
Electronic Documents using an Enhanced Unqualified
Electronic ~ Signature ~ (UES), each  Authorized
Representative of the Client, whose details are specified in
the Application for concluding the Agreement and/or the
Application for amending the terms of the Agreement and
the Application, the Specimen Signature Card (if issued in
accordance with the Rules), and who has undergone
identification by the Responsible Employee of the Bank,
must personally:

SIGNATURE
KEY

e Create an Electronic Signature Verification Key
Certificate, both in electronic form and on paper,
using the tools of the BIFIT RBS;

e Sign and send a scanned copy of this Certificate to
the Bank’s email address: dbo@131.ru;

e Provide the Bank with this Certificate on paper,
certified by the handwritten signature of such
Authorized Representative of the Client, within 2
(two) business days, or provide a unique identifier
assigned to the shipment by the transport company
delivering the original documents, or send the
documents via the EDI Operator.

The instructions for connecting to the BIFIT RBS and
generating UES keys are available on the
resource https://help.131.ru/ and in the Bank’s office. The
Electronic Signature Verification Key Certificate must
contain the following mandatory information: the full name
of the Authorized Representative of the Client (holder of
the Electronic Signature Verification Key Certificate), the
name of the Client, the address of the location, the unique
number of the Electronic Signature Verification Key
Certificate, the start and end dates of the validity of such
certificate, the unique Electronic Signature Verification
Key, the name of the electronic signature tool used and/or
the standards to which the electronic signature key and the
electronic signature verification key comply, and the name
of the Certification Authority. Within the framework of
these Regulations and the Electronic Signature Verification
Key Certificate, the unique number of the certificate is the
Electronic Signature Verification Key identifier specified
in the issued Certificate. Also, within the framework of
these Regulations and the Electronic Signature Verification
Key Certificate, the name of the Certification Authority is
the name of the Bank specified in the issued Certificate. No
changes are allowed to the Electronic Signature



https://mailto:dbo@131.ru/
https://help.131.ru/

IPENOCTAaBUTh  YHUKAIBHBIM  WACHTU(HKATOD,
KOTOPBIM IPUCBAaUBAETCSI IOYTOBBIM OTIIPABJICHUSIM,
BbI/1aBa€MBIH TpPaHCIOPTHON KOMITaHUEH,
OCYILECTBIISIOIIEH OTIPaBKY OpPHUTHHAJIOB
JOKYMEHTOB, JIMOO  HAmpaBUTh  3K3EMILULIPHI
JIOKYMEHTOB nocpeacTtsoM Omneparopa 9/10.

Wuctpykuus no nogximrodenuto k Cucreme JIbO BUOUT
n renepamun wmoded YHOII pasmemena Ha pecypce
https://help.131.ru/ u B opuce banka. Ceprudukar KiIroua
MIPOBEPKHU JJEKTPOHHON TMOAMHCH B O0S3aTEIILHOM MOPSIKE
IOJDKEH coaepxaTh: TmonHble PUO  YmoaHOMOYEHHOTO
[IpencraButens Knuenta (Bnamensua CeprudukaTta Kirouya
MPOBEPKHU JIEKTPOHHOU MOAIUCH), HaUMeHoBaHue KieHra,
aZipec MECTOHAXOXKICHWs, YHUKAIbHBI HOMEp cepThudukara
KJIF0oYa TPOBEPKH 3JIEKTPOHHOW MOAMNMCH, JaThl Hadajga u

OKOHYaHMsI  CpOKa JEHCTBHA  TakKoro cepTudukara,
VHUKaJIbHBI KJIIOY HPOBEPKU BJICKTPOHHOW  IOIIMCH,
HalMEHOBAaHUE HCIOJIB3YEMOIO CPEACTBA  IIEKTPOHHOM

noanucd W (WIM) CTaHOapThl, TPEOOBAHUSAM KOTOPBIX
COOTBETCTBYIOT KIIIOY JJEKTPOHHOM TOAMNWCH W K09
MIPOBEPKHU 3JIEKTPOHHOU MTOAIINCH, HauMEHOBaHUE
VYnocroBepsawoumiero LeHrpa. B pamkax = HacToswero
Pernamenta u Ceprudukara kiaroua mpoBepku Ol
YHUKAJIbHBIM HOMEPOM ceprudukara SIBIIICTCS
uaeHTHQuUKaTop Kitoya npoBepku Oll, yka3aHHBIH B
BeilaHHOM Ceptudukare. Takke B pamMKax HacTOSILETO
Permamenta wu Ceprtuduxara wmoga mpoBepku Oll
HauMEHOBAaHMEM Y JOCTOBEPAIOLIETO LEHTpa  SBISAETCS
HanMeHoBaHue baHka, yka3zanHoe B BeIjaHHOM CepTudukare.
He pomyckaercs BHeceHHME Kakux-JIMOO W3MEHEHUH B
Ceprudukar KIO4Ya TPOBEPKH 3JICKTPOHHOH MOIIMKCH,
c(OPMHUPOBAHHBIH C WCIIONIb30BaHUEM cpeAcTB CHCTeMBI
JAbO BUOUT.

4.2 llpu mnocrymneHnn B baHk 3ampoca Ha aKTHUBAaIUIO
CepTudukara KIIF04a MPOBEPKU JICKTPOHHOH MOJITUCH B
ANEeKTpOHHOM BHze, OTBETCTBEHHBIH paboTHUK baHka
CBEpSIET JaHHbIE, COAEPKAIIUECS B YKa3aHHOM 3aIlpoce B
3JIEKTPOHHOM BHJIE C JIAHHBIMH, YKa3aHHBIMU B 3aIIPOCE,
npeAcTaBieHHOM KimeHToOM Ha 3JEKTPOHHBIA MOYTOBBIN

sk dbo@131.ru.

4.3 Ilpy TONOXUTENFHOM pe3ylibTare NpOBepKH baHk
00pabaTeiBaeT MOCTYNUBIIMK 3allpOoC HA AaKTUBALHMIO U

ocymectBiser  aktuBarmio  Ceprudurara  kimoua
MPOBEPKHU 3JIEKTpOHHOW moanucu. [Ipu orpuiiarenbHOM
pe3yibpTaTe  NOpPOBEACHHOW  MPOBEPKH  aKTUBALIUA

Ceptudukara KIIroua MpoOBEPKH 3JIEKTPOHHOM ITOANNICH HE
OCYyILIECTBJIsICTCS, HHpopMamus 00 3TOM IepeaaeTcs
Kmuenty OrtBerctBeHHBIM paboTHukoM banka. bank
BIIpaBe He coobuiate Kimenrty/ero YmoiHoMoueHHOMY
[IpencraBuTento 0 TpPUYMHAX OTKa3a B aKTUBAIMU
CepTtudukara Kir04a MPOBEPKU JIEKTPOHHOM MOJIITUCH.
4.4 AxtuBanus KJIIOUe

Cepruduxaron MIPOBEPKHU
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Verification Key Certificate generated using the tools of the
BIFIT RBS.

4.2. Upon receipt of a request for the activation of the
Electronic Signature Verification Key Certificate in
electronic form, the Responsible Employee of the Bank
compares the data contained in the specified electronic
request with the data indicated in the request submitted by
the Client to the email address dbo@131.ru.

4.3. If the verification result is positive, the Bank processes
the received activation request and activates the Electronic
Signature Verification Key Certificate. If the verification
result is negative, the activation of the Electronic Signature
Verification Key Certificate is not carried out, and the
Responsible Employee of the Bank informs the Client of
this. The Bank has the right not to inform the Client/its
Authorized Representative of the reasons for refusing to
activate the Electronic Signature Verification Key
Certificate.

4.4. Activation of Electronic Signature Verification Key
Certificates is carried out solely on the basis of the
information received by the Bank from the Authorized
Representative of the Client, which contains the data
necessary to identify the holder of the Electronic Signature
Verification Key Certificate, provided that the provisions
of clauses 4.1-4.3 of these Regulations are fulfilled.

4.5. Upon completion of the activation procedure for the
Electronic Signature Verification Key Certificate, the
Authorized Representative of the Client gains the ability,
using the software tools of the BIFIT RBS, to complete the
activation procedure for the UES and begin its use.

4.6. Each Authorized Representative of the Client must
separately create an Electronic Signature Verification Key
Certificate.

4.7. The Electronic Signature Verification Key Certificate
is subject to revocation by the Bank in the following cases:
e Compromise of the Electronic Signature of the
holder of the Electronic Signature Verification Key
Certificate corresponding to this certificate;
e Receipt of a new Electronic Signature Verification
Key Certificate by the holder.

5. PROCEDURE FOR USING THE


https://help.131.ru/
mailto:dbo@131.ru
https://mailto:dbo@131.ru/

3IEKTPOHHOM MOANHCH OCYIIECTBISIETCS NCKIIOYUTEIHHO
Ha OCHOBaHWH TIOMyYeHHOW bankoM wH(OpMarmu oT
Ynomaomouennoro [IpencraButenss Knmenra, koropas
COJIEP)KUT CBENIEHUS, HEOOXOTUMBIE IS UACHTU(UKALINU
Branenbila CepTrudukaTa Kirtoda IPOBEPKH DIICKTPOHHOU
MOJITMCH, TIPY YCIIOBUM BBINIOJIHEHUS TMOJIoKeHui 4.1, —
4.3. Pernamenra.

45 Ilo oxonuwanmm mnponenypsl axtuBaruu Ceprudukara

KJIto4ua MIPOBEPKU 3NEKTPOHHOMN TIOJIITUCH,
Ynonnomouenublii IlpencraBurens Knuenra nonydaer
BO3MOXKHOCTb, HCIONB3ysl IPOTrpaMMHBIE  CpEACTBa
Cucremsr JIBO BUOUT, 3aBepmmrh mHpouenypy
aktuBaruu Y HOII n npucTynuTh K ee SKCIuTyaTaluu.

4.6 Kaxgomy Ynomnomouennomy [IpencraButento Knuenrta

HE0OXOUMO OTAeIbHO co3naTh CepTudukar Kioua
MTPOBEPKH EKTPOHHON TIOJIIHICH.

4.7 Ceprudukar Kioya TPOBEPKU BIIEKTPOHHOU MOAMMUCH

MOJISXKHT OT3BIBY baHKOM B cirydae:
® KOMIIPOMETAllMH  ODJEKTPOHHOW  MOJIKMCH
Bragensia Ceprudukata KIOYa IMPOBEPKH
JJIEKTPOHHOM TOJIHCH, COOTBETCTBYIOIIETO
JaHHOMY cepTU(HKATY;
e roiydeHus BiajenbiieM HoBoro Ceprudukara
KJIF0Ya MPOBEPKH 3JIEKTPOHHOH TTOJIITHCH.

IHHOPAOK HNCIHOJb30OBAHMUSA
OBJIAYHOU NOAIINCH

5.1. B xadecTBe cpeAcTBa MOATBEPKIACHUS DIEKTPOHHOTO
JMOKYMEeHTa, ToanucanHoro OOiavyHOW IOAMNHCEHIO,
ucnons3yercs JloruH, CTaTHuecKuil Naposb, a TaKKe
UACHTH(QHUKATOP Kitoya oOmaynoi 1.

52.B LETISIX HarpaBJICHUS YHoITHOMOYEHHBIM
IIpencraButenem Kimenta baHky DIeKTpOHHOTO
JIOKyMEHTa,  YnosHoMmoueHHbI  [IpencraBurens

KimenTa criemyst HHCTPYKIUSM B 9KpaHHBIX (opMax
BeO-unTepdeiica Cucremsl JIBO BUDUT, ucnonbiys
(yHKIIMOHAIBHBIC KHOIIKYA, HMHULIUUPYET MOANUCAHUE
COOTBETCTBYIOLIETO DIEKTPOHHOI'O TOKYMEHTA:

a) YmonmHomouennsiii [IpencraButens KnneHTa BBOIUT
HEOOXOJWMBIE  JaHHBIE, KOTOPBIC  3alpalllBacT
untepgpeiic Cucremsr JbO BUDUT, wucnons3ys
(yHKIIMOHANBHBIE KHONKA ¥ TIONIs JJIsS  BBOJA
UHPOPMAITUH.

b) Ilepen mnommucanuem DISKTPOHHOTO JIOKYMEHTA
YnomaomoueHasd [IpencraBurens Kimenrta o6s3aH
O3HAKOMHUTBCSI C HUM W OBITh COMVIACHBIM C €r0
COJIEpKaHUEM B TIOJTHOM 00BEME M B CITydae COTJIACHS
C TEKCTOM COOONICHMSI TOATBEPAUTH ITOAMHCAHIEC
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CLOUD SIGNATURE

5.1 As a means of confirming an Electronic Document
signed with a Cloud Signature, the Login, Static
Password, and the Cloud Electronic Signature Key
Identifier are used.

5.2. To send an Electronic Document to the Bank, the
Authorized Representative of the Client, following the
instructions in the screen forms of the web interface
of the BIFIT RBS and using functional buttons,
initiates the signing of the corresponding Electronic
Document:

a) The Authorized Representative of the Client enters
the necessary data requested by the BIFIT RBS
interface, using functional buttons and input fields.
b) Before signing the Electronic Document, the
Authorized Representative of the Client must review
it and agree with its content in full. If in agreement
with the text of the message, the Authorized
Representative of the Client confirms the signing of
the Electronic Document. If not in agreement, the
Authorized Representative of the Client must refuse
to confirm the signing of the Electronic Document.
¢) To sign the generated Electronic Document through
the BIFIT RBS interface, the Authorized
Representative of the Client initiates the signing
process after verifying its content and sends a request
to the Bank through the BIFIT RBS interface to sign
the Electronic Document, containing the Electronic
Document.

d) An SMS or PUSH natification is sent to the mobile
device of the Authorized Representative of the Client,
requesting the signing of the Electronic Document.
e) Next, if the Authorized Representative of the Client
agrees with the text of the message on the screen form,
they must enter the received one-time code in the
corresponding field of the screen form. If they do not
agree, the Authorized Representative of the Client
must not enter the one-time code and should close the
screen form.
f) To sign the generated Electronic Document using
the Cloud Signature, the Authorized Representative of
the Client presses the corresponding electronic button
in the BIFIT RBS interface.
g) From the moment the Authorized Representative of
the Client presses the special functional button in the
BIFIT RBS interface, the Electronic Document is
considered signed by the Client and sent to the Bank.
h) The request received by the Bank from the BIFIT
RBS interface is regarded as a request for a container
containing the Cloud Signature Key.



d)

e)

f)

9)

h)

),

ONeKTpOHHOrO JOKyMeHTa. B ciaywae Hecormacus c
TEKCTOM cooOuIeHus YTOTHOMOYEHHBIN
IIpencraButens KnueHTta mOMKeH OTKa3aTbCs OT
MOJITBEPKICHUS MO/IMTUCaHMS ONEeKTPOHHOTO
JOKyMEHTA.

Jns mogmucanus cHOPMHUPOBAHHOTO DJIEKTPOHHOTO
JIOKyMeHTa mocpenactsoM uatepdeiica Cucremsr [1bO
BUOUT, Ynonnomouennsiit [IpencraButens Knuenra
WHUIMMPYET TPOLECC MOAMUCAHUS OJIEKTPOHHOIO
JIOKYMEHTa TMOCJI€ TPOBEPKH €ro COAEpX aHHs, U
HampaBisieT  baHky — mocpencTBoM — mHTepdeiica
Cucrempr J1IbO BUOUT 3ampoc Ha mnoamnucaHue
OIEeKTPOHHOTO JOKYMEHTAa, coJepKaun
OJEeKTPOHHBIN TOKYMEHT

Ha MOOWJIBHOE yCTPOWCTBO  YIIOJHOMOYEHHOTO
IIpencrasutens Kimenra nampasisercs CMC wmm
PUSH-coo0menue 0 HEOOXOJUMOCTH
MOJMUCaHUsI DIEKTPOHHOTO JOKYMEHTA.

Hanee Ynomnomouenuslid [IpencraButens Knuenta B
CJIydae COTJIacHs ¢ TEKCTOM COOOIICHHS Ha dKPaHHOH
(hopme 10JKEH BBECTH MOTyUYEHHbIH OJJHOPA30BBIN KO
B COOTBETCTBYIOIIEE ToJIe SKpaHHOH GopMbl. B cirydae
Hecorjacusi  YnoiaHomoueHHblM — IIpencraButenb
Knmenrta  momkeH  HE  OCYIIECTBISITH — BBOJX
OJIHOPA30BOTr0 KOJla B COOTBETCTBYIOIIIEE M0JIE, 3aKPhIB
9KpaHHYI0 hopMy.

Hns monnucanust cOpMUPOBAHHOTO DIIEKTPOHHOTO
JOKyMeHTa mocpeacTBoM  OOnadHoOW  MOAIUCH
YHoITHOMOYEHHBIN IIpeacraButens Knunenra
Ha)KMMAET COOTBETCTBYIOLIYIO 3JICKTPOHHYIO KHOIIKY B
unrepdetice Cucremsl 15O BUOUT.

C MOMEHTa Ha)KaTHS YT0IHOMOYEHHBIM
IlpencraBurenem Kimenra CIIELIUAILHON
(yHKIMOHANBHOW KHONKKM B wuHTepdeiice Cucrembl
JAbO BUDUT DnexkTpoHHBIA TOKYMEHT CYHTAETCs
nojnucaHHbM KinenToM u HarpaBieHHBIM B baHk.
Ilomyuennsrit  banmkom 3ampoc w3  uHTepdetica
Cucremsr JIBO BU®UT pacueHuBaercs  Kak
oOpamieHue 3a KOHTEHHEpPOM, COAEpKalluM K04
O0I1a4HOI TTOINCH.

Ynomnomouennslii [IpencraButens Kimenrta o06s3an
o0ecrednTs OTCYTCTBHE JOCTyNMa TPETHUX IIUI[ K
uaeHTrdukaropy u napoito ot OO6IavHO MOIHCH.
ONEeKTPOHHBIH JOKYMEHT CYHTAETCA MOMMHUCAHHBIM
O0navyHON MOANMCHIO W MOJIMHHBIM (MCXOISIIIAM OT
YnonaomouenHoro IlIpencraButenss Kimenra) mpu
OJTHOBPEMEHHOM COOJIIOICHUH CIEIYIOUINX YCIOBHM:
(1) DnexkrpoHHBI AOKYyMeHT mosyueH bankom, (2)
ONEeKTPOHHBIA JTOKYMEHT COJAEPKUT OIJIEKTPOHHYIO
IIOJIIUCH Y II0JIHOMOYEHHOTO [IpencraBurens
KnuenTa, pe3ynbpTaT mpoBepKH KOTOPOH COBIANaeT C
UACHTH()HUKATOPOM KITIOUa.
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To

5.3.

6.1

6.2

6.3

i) The Authorized Representative of the Client must
ensure that third parties do not have access to the
Cloud  Signature identifier —and  password.
j) The Electronic Document is considered signed with
the Cloud Signature and authentic (originating from
the Authorized Representative of the Client) if the
following conditions are simultaneously met: (1) the
Electronic Document has been received by the Bank,
(2) the Electronic Document contains the Electronic
Signature of the Authorized Representative of the
Client, the verification result of which matches the
key identifier.

change the Cloud Signature Key, the Authorized
Representative of the Client must activate the Cloud
Signature Key in accordance with Section 4 of these
Regulations.

The Cloud Signature Key is changed in the following
cases:

Compromise of the Cloud Signature;

Loss of the Login and Static Password.

6. PROCEDURE FOR THE
SCHEDULED REPLACEMENT OF
THE ELECTRONIC SIGNATURE
VERIFICATION KEY
CERTIFICATE

. Upon each login to the BIFIT RBS, 30 (Thirty) days
before the expiration of the Electronic Signature
Verification Key Certificate, the BIFIT RBS
notifies the user of its impending expiration.

. Before the expiration of the Electronic Signature
Verification Key Certificates, the Authorized
Representative of the Client has the opportunity to
carry out the scheduled procedure for replacing the
Electronic Signature Keys using the BIFIT RBS.

. The Authorized Representative of the Client
generates a new Electronic Signature Key and an
Electronic Signature Verification Key Certificate.



Hnst CMCHBI KJIF04a O6naunoit ITOITACH
Y0IHOMOYEHHOMY [IpeacraButenio Kanenra
HE0OXOMMO TPOBECTH aKTHBANMIO Kiroda OOrayHON
TIOATIMCH B COOTBETCTBHH C pazmesioM 4 HaCTOSIIETO
Permamenra.

5.3. Cwmena xiaroua OO01a4HOM MOAMKMCH MPOU3BOIUTCS B
ClTydasx:

o  Kommpomeraruu O01avHOM TOATIHCH;

e yrpatsl Jlornna u CTaTHUECKOTO AP0,

6. MOPSIJOK ITPOBEJIEHUS
IJIAHOBOM CMEHBI
CEPTU®UKATA KJIOUA IPOBEPKHA
3JIEKTPOHHOM NOAIUCH

6.1. IlIpu xaxxnom Bxozae B Cucremy JJbO BUOUT 3a 30
(Tpuamate) mHEW OO OKOHYAHHS CpOKa JEHCTBHS
Ceptudukara KIOYa TPOBEPKH  DJIEKTPOHHOMN
noanucu Cucrema JIbO BUOUT coobiaer o ckopom
€ro OKOH4YaHUU.

6.2. o wucreuenus cpoka aeictBus Ceprudukaton
KJII0Yen MIPOBEPKHU ONeKTpOHHOW  TMOMAMHCU
Ynonnomouenusiii [IpeacraButens Knuenta umeer
BO3MOKHOCTh IPOBECTH IUIAHOBYHKO MpPOLEAYPY
cMenbl  Kiroweil — DNeKTpOHHOM — MOANHCH €
ucnosbzoBanuem Cuctemsl JIbO BUOUT.

6.3. YmomHOMOYEHHBIH IIpencraBurens Knuenra
(dhopmupyet HOBbIN Kitrou DJjieKTpOHHOW MOIIMUCH U
Ceptudurar KIIOYa  TPOBEPKU  AIEKTPOHHOM
TTO/ITTHCH. CepTtuduxar MOIITUCHIBAETCS
JEHCTBYIONTUM KIIFOUOM OJIEKTPOHHOW MOAMUCU H
HampaBlsieTcss B baHK ¢ WCIONB30BaHHEM CPENCTB

Cuctembl JIBO BUDUT.
6.4. Ilpm mocrymenun B baHk  0OOHOBIEHHOTO
Ceprudukara KiIoya MPOBEPKH  DJIEKTPOHHOU

MOANMCH B AJIEKTPOHHOM BHAe OTBETCTBEHHBIN
paboTHHK 00OpabaThIBaeT 3ampoc Ha aKTHBAITHIO.
3aBeoMO, A0 MCTEYEHHMS CPOKAa IOJHOMOYHH,
YTOJTHOMOYEHHBIN IIpencraBurens Knuenra
OJTHOBPEMEHHO C 3alpocoM IOJDKEH MPeOCTaBUThH

JOKYMEHTBI, MOJTBEP)KIAIOIINE €ro MOJHOMOYHS
(mpoasienue).
6.5. bank ocymecrBuser aktuBaiuio Ceprudukara

KJII04Ya TPOBEPKH DJIEKTPOHHOH monnucu. baHk
BIIpaBe OTKa3aTh B akTHBanuu Ceprudukarta Kitoda
MPOBEPKU 3JIEKTPOHHON MOJMHUCH, WHPOpMAIus o
KOTOpPOM TOJy4eHa C HCIoib30BaHueM CHUCTEMBI
JABO BUDUT, 6e3 o0bsicHenus npuuuHbl. B cioydae
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The Certificate is signed with the current
Electronic Signature Key and sent to the Bank
using the tools of the BIFIT RBS.

6.4. Upon receipt of the updated Electronic Signature
Verification Key Certificate in electronic form, the
Responsible Employee processes the activation
request. Prior to the expiration of the authority, the
Authorized Representative of the Client must
simultaneously provide documents confirming
their authority (extension) along with the request.

6.5. The Bank activates the Electronic Signature
Verification Key Certificate. The Bank has the
right to refuse to activate the Electronic Signature
Verification Key Certificate, the information about
which was received using the BIFIT RBS, without
providing a reason. In case of the Bank’s refusal to
activate the Electronic Signature Verification Key
Certificate, the Authorized Representative of the
Client has the right to personally contact the Bank
to issue such a certificate, in the manner specified
in Section 4 of these Regulations. After the Bank
receives the signed Certificates, such a certificate
is placed in the BIFIT RBS.

6.6. The Authorized Representative of the Client
completes the procedure for replacing the
Electronic Signature Key using the tools of the
BIFIT RBS.

6.7. After completing the procedure for replacing the
Electronic Signature Key, the Authorized
Representative of the Client may use only the new
Electronic Signature Key.

7. PROCEDURE FOR BLOCKING AND
RESTORING ACCESS TO THE
BIFIT RBS

7.1 The grounds for blocking the Client and/or its
Authorized Representative’s access to the BIFIT RBS
are:

7.1.1. Receipt by the Bank of an Application from the
Authorized Representative of the Client to amend the
terms of the Agreement (containing information about
the change of the Authorized Representative of the
Client/change of their data/termination of authority or
other information causing the Bank to doubt the
possibility of access and/or use of the BIFIT RBS by the
Authorized Representative of the Client), a request to
suspend access to the BIFIT RBS, indicating the



6.6.

6.7.

otka3za banka B aktmBammm Ceprudukara Kiroda
MPOBEPKH AJIEKTPOHHOM MOANUCH, Y TIOTHOMOYEHHBIN
[IpencraButens Knmenra Brpase JIMYHO 0OpaTUTHCS
B baHk 114 BbIIyCcKa Takoro ceptudukara, B Hopsixe,
ykazanuHoM B pazzgene 4 Permamenta. [locme
nony4yeHus: bankoM noamucanueix CepTUPHKATOB,
Takoil ceptudukar pazmemaercs B Cucreme BO
BUOUT.

YIIOIHOMOYEHHBIN IIpencraBurens Knuenra
3aBepIraeT nporenypy cMersl Kiroda DnekTpoHHOM

MOATIMCH, UcHonb3yst cpeacrsa Cucremsr J1bO
BUDUT.

ITocne 3aBepumieHuss mnpoueaypsl cMeHbl Kiroua
DNEeKTPOHHOU IOJITUCH YNOJIHOMOYEHHBIN
[IpencraButens KnneHTta MOXKET HCIOJIB30BATh
HCKIIOUMUTENbHO  HOBBIA  Kirou — DnexkTpoHHOM
MOAMKCH.

7. IOPAAOK BJIOKUPOBKHA N

BOCCTAHOBJIEHUA JOCTYIIA K

CUCTEME 15O BUOUT

7.1.OcHoBanueM 11 OOKHPOBKH fqoctyma Kimenta w/mnn
ero YnonHomoueHHoro [Ipeacrasurens k Cucreme 1bO
BUOUT sasnstorcs:

7.1.1.

7.1.2.

7.1.3.

7.1.4.

7.1.5.

ITonyuenne bankoM 0T  YHOJIHOMOYEHHOIO
[IpeacraButenss Knuenra 3asiBneHue o BHECEHUH
n3MeHeHuil B ycnoBus JloroBopa (comeprkaiiero
CBEICHUA 0 CMEHe YTOTHOMOYEHHOTO
[IpencraButens Knunenrta/msmenenun ero
JAHHBIX/TIPEKPAIIEHUN TIOJIHOMOYMI WM WHbIE
CBEIICHMA, TOpOXKJarollue COMHEeHHs banka B
BO3MOXHOCTH OCYLIECTBJIGHHsSI JOCTyHa W/WIU
MOJIb30BAHUS Cucremoi JABO BUOUT
YnonnomouennsiM [IpencraBurenem Kimenta),
3ampoca O MPHUOCTAHOBIEHUHU nocTtyna k Cucreme

JAbO BUOUT, c ykazaHWeM MpPUYUH TaKOIo
MIPUOCTaHOBJICHUS,

Kommpomeranusi DneKTpOHHOW TMOANUCH W/WITU
UCTONb30BaHUE  DJEKTPOHHOHW moamucu — 0Oe3
cormacuss  YnoiHomoueHHoro  IIpencraBurens
Knnenra;

3amena Kaprouku c oOpasmamMu noanucedl u
orTHcKa neyatn u/mian CoryiameHus 0 COYeTaHUH
AJIEKTPOHHBIX TOJAMUCEH, MPH UX OPOPMIICHUU B
cootBercTBUM ¢ [IpaBunamu;

[Ipekpamienue uiv U3MEHEHHE IMOJTHOMOYMH WIIU
JTAaHHBIX Y1oJIHOMOYEHHOTO IIpencraBurens
Knnenra;

CMeHna AOGOHEHTCKOTO0 HOMepa YTIOJHOMOYEHHOTO
[IpencraBurens Knuenra;
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reasons for such suspension;
7.1.2. Compromise of the Electronic Signature and/or
use of the Electronic Signature without the consent of
the Authorized Representative of the Client;
7.1.3. Replacement of the Specimen Signature Card
and/or the Agreement on the Combination of Electronic
Signatures, if issued in accordance with the Rules;
7.1.4. Termination or change of the authority or data of
the Authorized Representative of the Client;
7.1.5. Change of the Subscriber Number of the
Authorized Representative of the Client;
7.1.6. Loss of Authentication Data, Static Password
without signs of compromise of the Electronic
Signature;

7.1.7. Failure to provide or provision of inaccurate
information and documents requested by the Bank,
including for the purpose of complying with the
requirements of the legislation of the Russian
Federation and regulatory acts of the Central Bank of
Russia;

7.1.8. ldentification by the Bank of a transaction
corresponding to the signs of transferring funds without
the voluntary consent of the Client, as established by the
Central Bank of Russia, or suspicions of such actions;
7.1.9. Submission by the Client of an Application to
amend the terms of the Agreement, within the
framework of which access to the BIFIT RBS is
suspended.

7.2. Upon the occurrence of the events specified in clauses

7.1.3, 7.1.7, and 7.1.8, access to the BIFIT RBS is
blocked for all Authorized Representatives of the
Client.

7.3. The Client has the right to block access to the BIFIT

RBS in cases not related to compromise or suspicion
of compromise of the Electronic Signature.

7.3.1. Procedure for blocking access to the BIFIT RBS

remotely:

To block access to the BIFIT RBS remotely, the
Authorized Representative of the Client must
contact the Bank with a corresponding request at the
following contact details: dbo@131.ru or using the
BIFIT RBS, indicating the data of the Authorized
Representative of the Client allowing their
identification. To process the request for remote
blocking, the authorized employee of the Bank
contacts the Authorized Representative of the Client
using the contact details of such person specified by
the Authorized Representative of the Client in the
Application for the Product and the Application, and


https://mailto:dbo@131.ru/

7.1.6.

7.1.7.

7.1.8.

7.1.9.

YTpatsl AyTeHTHU(PUKAITMOHHBIX JTAHHBIX,
Cratuueckoro apoJIs 0e3 TIPU3HAKOB
KommnpomeTarnuu 31eKTpOHHON NOAMUCH;

Henpencrasnenue 150131 MIpeJICTaBIICHUE
HEJOCTOBEPHBIX  CBENEHMH W  JOKYMEHTOB,
3ampaiiMBaeMbix baHKOM, B TOM YHUCIIE B IENIX
BBITIOJTHCHHUsST ~ TpPeOOBaHMII  3aKOHOJATENbCTBA

Poccuiickoii ®denepaiiii 1 HOPMATUBHBIX aKTOB
banka Poccum;

BrisBiienne baHkom onepanuu, COOTBETCTBYIOLICH
MpU3HAKaM OCYLIECTBJICHUs NEPEBOJA IACHEKHBIX
cpenctB 6e3 moOpoBONbHOTO cormacus Kimenra,
ycTaHOBJIeHHBIM bankom Poccun win nomo3peHuil
Ha UX COBEpIICHHUE;

Hampasnenne Kimenrtom 3asBiieHHe O BHECCHHH
u3MeHeHuil B ycnoBusi JloroBopa, B pamkax

KOTOPOIo MIPOUCXOAUT MIPUOCTAHOBJICHNE
npegocraBinenus gocryma kK Cucreme JbO
BUOUT.

7.2. llpn HacTymieHUM COOBITHH, yKa3aHHBIX B mm. 7.1.3,

7.1.7,

7.1.8 goctym B Cucremy JbO BUDOUT

OiokupyeTcs BceM Y moarHoMo4YeHHBIM [IpencraBurensm
Knuenra.

7.3. KiieHT BrpaBe OCYILISCTBHTH OJOKHPOBKY JOCTYyINa K
Cucreme [IbO BU®DUT, B ciyyasx, HE CBS3aHHBIX C
KOMIIPOMETAIIHEH, WITH TIOJ03PEHUH Ha KOMIIPOMETAIIHIO
DIIEKTPOHHOU MOAIHCH.

7.3.1.

7.3.2.

[opsimox ©xokupoBku nocryna k Cucreme /J1bO
BU®UT nuctaHIIMOHHBIM COCOOOM:

Jlis  TUCTaHIIMOHHOW OJIOKUPOBKHM JIOCTyHa K
Cucreme [JIbO BUOUT VYnomHOMOUYEHHOMY
[IpencraBuremo Kinnenra Heo0X01uMo 00paTuThCS
B baHK ¢ COOTBETCTByIOIUM 3allpOCOM  II0
CIIEAYIOMNM KOHTaKTHBIM gaHHbM: dbo@131.ru
uiu ¢ ucrnosnbzoBanueM Cuctemsl JIbO BUOUT, ¢
yYKa3aHueM JTAHHBIX YI0JIHOMOYEHHOTO
[IpencraButens Krnuenra, MTO3BOJISIOIINX
YCTaHOBUTH €0 JIMYHOCTE. 111 00paboTKH 3ampoca
Ha TUCTAHIIMOHHYIO OJIOKUPOBKY YIOJTHOMOUYEHHBIN
pabotHuk baHka cBsi3pIBaeTCS ¢ Y TOJTHOMOYECHHBIM
[IpencraButenem Kinenta ¢ ucHonb30BaHHEM
KOHTaKTHBIX JAHHBIX TAaKOrO JHUIA, YKa3aHHBIX
YnonnomouenusiM [lpencraBurenem Kiuenta B
3asBnennn Ha llpomykT m 3asBiIeHUH, TIPU ITOM,
VYnonnomoueHnHsld  [Ipencrasutens  Knmenra
JIOJDKEH COOOIIUTH YNOJHOMOYEHHOMY pabOTHUKY
Bbanka CBEJICHHUS, HEOOXOMMBIE JUTST
ayTeHTH(UKAIAN YTIOTHOMOYEHHOTO
[Ipencrasutens Knuenra.

[opsimox OxokmpoBku nocryna k Cucreme bO
BUDOUT pu JINYHOM oOpateHuu
Ynonnomouennoro IlpencraBurenss Knuenta B
bank:
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the Authorized Representative of the Client must
provide the authorized employee of the Bank with
the information necessary for authentication.

7.3.2. Procedure for blocking access to the BIFIT RBS

upon personal application of the Authorized
Representative of the Client to the Bank:

7.3.2.1. The Authorized Representative of the Client must

apply directly to the Bank’s office at its legal address
with a corresponding written application to block
access to the BIFIT RBS, signed by such person.
Simultaneously with the request, the Authorized
Representative of the Client must provide identity
documents and documents confirming their
authority.

7.3.2.2. Submission of a request to block access to the

BIFIT RBS by the Authorized Representative of the
Client is possible only during the Bank’s operating
hours.

7.4. Access is blocked immediately after receiving the

corresponding request and authenticating the
Authorized Representative of the Client by the
Bank, provided that the request is received by the
Bank during operating hours. If the request is
received by the Bank outside operating hours, such
a request will be processed, and access to the BIFIT
RBS will be blocked during the operating hours of
the nearest working day following the date of receipt
of such request by the Bank.

7.5. Procedure for restoring access to the BIFIT RBS:

If the grounds for blocking access to the BIFIT RBS
were the circumstances specified in clauses 7.1.2—
7.1.6, 7.1.9, unblocking is possible after the Bank
receives a written request (Application to change the
Login and/or Static Password/unblock access to the
BIFIT RBS) from the Authorized Representative of
the Client upon personal visit to the Bank’s office.
The form of such an application is determined by the
Bank and is available on the
resource https://131.ru/contracts and in the Bank’s
office. Simultaneously with the request, the
Authorized Representative of the Client must
provide identity documents and documents
confirming their authority and:
a) When using an Enhanced Unqualified Electronic
Signature (UES): completion of the unscheduled
replacement procedure for the Electronic Signature
Verification Key Certificate in accordance with
Section 9 of these Regulations;
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7.3.2.1. Y 10JHOMOYEHHOMY

Knuenra HE00X0MMO
HEIMOCPEACTBEHHO B OQHC
IOpUANYECKOMY  aJpecy, C COOTBETCTBYIOIIUM
MUCHbMEHHBIM  3asBJICHHEM O  OJIOKMPOBAaHUU
nocryna Kk Cucreme IO BUOUT, noamnucanHbIM
TakuM JwnoM. OIHOBPEMEHHO C  3alpocoM
Ynonuomouennsii  IlpencraButens  Knmenta
JTOJKEH MPEAOCTAaBUTh JIOKYMEHTBI,
YAOCTOBEPSIOIIHE ero JTUIHOCTD u
MTOATBEPKIAIOIINE €0 TIOJTHOMOYHSL.

IIpencraBurento
oOpaTutThcs
banka, 1o ero

7.3.2.2. [Nomaya 3ampoca Ha OJOKHPOBKY JOCTYIa K
Cucreme JIbO BHUOUT VYHOOIHOMOYECHHOIO
[IpencraButens KimenTa BO3MOXHa TOJIBKO B
teuerrne OnepallnoHHOro BpeMeHu banka.

7.4. brokupoBka JIOCTyTIa OCYIIECTBISETCS
HE3aMeUTUTEIBHO nocie MOy YCHUS
COOTBETCTBYIOILIETO ~ 3ampoca H  ayTeHTH(UKaIUU

VYnonuomouennoro Ilpeacrasurens Kinnenra Bbankow,
IIpU yCIIOBHHM ero nosydeHus: bankom B OneparuonHoe
BpeMst. B ciydae, ecim 3ampoc Obu1 nonyueH bankom 3a
npeaenaMu OnepalMOHHOIO BPEMEHH, TaKOMl 3ampoc
Oyner oOpabotaH, a goctyn k Cucreme /16O BUOUT
3a00kupoBaH, B OnepaiioHHOe BpeMsl OJrKaiIiero 3a
JATOW TONydeHHs] Takoro 3ampoca bankom Pabouero
THSL.

7.5. Tlopsmok BoccraHoBneHust jpoctyna k Cucreme JBO

BUDUT:

B ciyuae, ecnmu ocHOBaHMEM i OJIOKMPOBKH JOCTyHa K

Cucreme JIbO BUOUT mocmyxwin OOCTOSITEIBCTBA,
ykazanHele B 1m.7.1.2-7.1.6, 7.1.9 pa30mokupoBka
BO3MOXKHA TIOCINie TIONY4YeHHs baHKOM NHCEMEHHOTO
oOpaimenust  (3asBiACHHS O CMEHE JIOTMHA W/WIA
CTaTHYECKOTO  IMAapoJst/pa30IOKUPOBKY  JOCTyNa B
Cucreme ABO BUDUT) Y0IHOMOYEHHOT O
IIpencraButens KrueHta mnpu JIUYHOM TOCELIEHUH
oduca banka. ®opma Takoro 3asBJICHHUS ONpPEACISICTCS
bankom " pasMernieHa Ha pecypce
https://131.ru/contracts u B  oduce  banka.
OOHOBPEMEHHO C oOOpaiieHrueM Y IOJHOMOYCHHBIN

IlpencraButens Kinenta  gomkeH  MpenoOCTaBUTH

JIOKYMEHTBI,  YIOCTOBEPSIOLIUE €ro JUYHOCTh U

MTOATBEPIKIAAIONTNE €TO TIOTHOMOYHS U:

a) Ilpu wucnonp3oBanun YHDII:  mpoBeneHHOM
MPOLIEAYPHl BHEIDIAHOBOW CMEHBI cepThduKara
KJII0Ya TIPOBEPKH OJEKTPOHHOW TIOAMUCH B

COOTBETCTBHU € paznenom 9 Pernamenta;

b) Ilpu ucnonp3oBanuu OONaYHOW MOIIMCH: CMEHA
Cratngeckoro naposs YTOTHOMOYEHHOTO
[pencrasutens Kinuenra B cooTBeTcTBHM € 11.3.12
PernamenTta; cMeHsl AOOHEHTCKOTO HOMeEpa
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b) When using a Cloud Signature: change of the
Static Password of the Authorized Representative of
the Client in accordance with clause 3.12 of these
Regulations; change of the Subscriber Number of
the Authorized Representative of the Client in case
of loss and/or termination of access to it.

7.6. If the grounds for blocking access to the BIFIT RBS
were the circumstances specified in clause 7.1.6 of
these Regulations, unblocking is possible in
accordance with clause 3.12 of these Regulations.
Remote unblocking in accordance with clause 3.12
of these Regulations is possible if the Bank has no
grounds to believe that the Electronic Document
Confirmation Tools have become known to
unauthorized third parties.

7.7. If the grounds for blocking access to the BIFIT RBS
were the circumstances specified in clause 7.1.8 of
these Regulations, unblocking is possible after the
Bank receives confirmation from the Client of the
order to perform a transaction corresponding to the
signs of transferring funds without the voluntary
consent of the Client, as established by the Central
Bank of Russia, in the absence of other grounds
established by the legislation of the Russian
Federation.

7.8. If the grounds for blocking access to the BIFIT RBS
were the circumstances specified in clause 7.1.7 of
these Regulations, access to the BIFIT RBS is
restored after the provision of the information and
documents requested by the Bank. The documents
are submitted by the Client to the Responsible
Employee at the Bank’s office at its legal address
during the Bank’s operating hours.

8.PROCEDURE FOR ACTIONS IN
CASE OF COMPROMISE OR
SUSPICION OF COMPROMISE OF
THE ELECTRONIC SIGNATURE

8.1 If one of the Parties identifies a compromise of the
Electronic Signature or signs (suspicions) thereof, the
identifying Party notifies the other Party.

8.2. The Bank notifies the Client of the circumstances
specified in clause 7.1 of these Regulations by
any means available to the Bank, using the
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Ynonnomouennoro IlpencraButens Knuenra B
cllydae yTepHy W/WIN MPEKPaIeHHs JTOCTYTa K HEMy .

7.6. B ciyuae, eciii OCHOBaHHEM It OJIOKUPOBKHU JTOCTYyIIA K
Cucreme JIbO BUOUT mociayxunn 0OCTOSTETHCTBA,
ykazanHele B m. 7.1.6 Permamenra, pa30iokupoBka
BO3MOXXHa B cooTBeTcTBHM ¢ I. 3.12 Permamenra.
JucraHinmonHasi pa30JIOKUPOBKA B COOTBETCTBUM C TI.
3.12 PermameHTa BO3MOXKHA NpH OTCYyTCTBUM y baHka
OCHOBaHUWH moJyarath, 4to CpeiacTBa MOITBEPKIACHUS
DIEKTPOHHOTO JIOKYMEHTA cTanu W3BECTHBI
HEYMOTHOMOYCHHBIM TPETHUM JIHUIIAM.

7.7. B ciyuae, eciu OCHOBaHHEM 151 OJIOKUPOBKH JOCTYTA K
Cucreme JIbO BUOUT mocayxunn 0OCTOSTETHCTBA,
ykazanHele B 1.7.1.8 Permamenra, pa30yokupoBka
BO3MOXKHa Tioclie monydyenusi bankom ot Kimenra
MONTBEPXKIACHUS ~ PACMOPSHKEHHS O  COBEPIICHHH
oTiepaIum, COOTBETCTBYIOIIEH MIpU3HAKaM
OCYILIECTBIICHHSI TEPeBOJa JCHEXKHBIX CpeAcTB 0e3
moOpoBoNBHOTO cornacusi KimeHTta, yCTaHOBJIEHHBIM
bankom Poccuu, mpu 0TCyTCTBUM WHBIX YCTaHOBJIEHHBIX
3aKOHOJATCIILCTBOM Poccuiickoit Denepanuu
OCHOBaHM.

7.8. B ciyuae, ecii OCHOBaHHEM It OJIOKUPOBKHU JIOCTYyIIA K
Cucreme JIbO BUOUT mnociayxunn oOCTOSTENLCTBA,
ykazanHble B 1.7.1.7 Permamenta, moctym k Cucreme
JABbO BUOUT B0300HOBISETCS TMOCIE MPEACTABICHHUS
CBEICHUNW W JOKYMEHTOB, 3allpaliMBaeMbIX baHKOM.
JokyMeHTBI NPEAOCTABISIOTCA Knuentom
OtBercTBeHHOMY paboTHHKY B oduce banka mo ero
IOpUINYECKOMY ajipecy B TedeHune OrneparroHHOro
BpeMeHU baHka.

8. MOPSIAOK JEWCTBUI B CIYYAE
KOMITIPOMETALIMU UJIN
MOJO3PEHUU HA
KOMITPOMETALIMIO
3JIEKTPOHHOM NOAIUCH

8.1.1lpu BoisiBneHun oxnoit m3 Cropon Kommpomeraunu
ONEeKTpOHHOW  TOANKCH  WIM €€  TPU3HAKOB
(momo3penwuii), BesiBuBIIas CTopoHa yBemomusieT 00
3TOM ZIpyryto CTOpoHy.

8.2. bank yBemomiisieT KitneHta 0 HacTyIJICHHH YKa3aHHBIX B
. 7.1 PermameHnTa 00CTOSATENECTBAX JIFOOBIM JIOCTYITHBIM
banky cnocoboMm, uCHONB3yss  UMEIONIMECS B
pacniopsbkeHur baHka KOHTakTHbIe JaHHble KiineHra,
panee npenocrapiieHHbie KinueHToMm.

8.3. Kiment yBenomiisier baHk o HacTymjIeHWU YKa3aHHBIX B

27

contact details of the Client previously provided
by the Client and available to the Bank.

8.3. The Client notifies the Bank of the circumstances
specified in clause 7.1 of these Regulations by
any of the following methods:

e Written Notice of Compromise on paper
(submitted at the Bank’s office);

e Scanned copy of the written Notice of
Compromise sent to the Bank’s email
address: dbo@131.ru. The Client is obliged to
submit the original of such Notice of
Compromise on paper to the Bank within 2
(two) working days, or provide a unique
identifier assigned to the shipment by the
transport company delivering the original
documents, or send the documents via the EDI
Operator.

e The form of the Notice of Compromise is
determined by the Bank and is Appendix No.
4 to these Regulations.

8.4. From the moment the Bank receives the Client’s
notification or identifies the circumstances
specified in clause 7.1 of these Regulations, the
Client’s (its Authorized Representatives’) access
to the BIFIT RBS is blocked until such access is
unblocked. The Client is notified and agrees that
the Bank is not responsible, including financially,
for any fact of blocking the Client’s and/or its
Authorized Representatives’ access to the BIFIT
RBS, as the Bank’s actions to block access to the
BIFIT RBS are aimed at ensuring the safety of
funds in the Account, protecting the Client’s
interests, and preventing fraudulent transactions
and practices.

8.5. From the moment the Client sends a notification
to the Bank or receives a notification from the
Bank about the occurrence of the circumstances
specified in clause 7.1 of these Regulations, the
Client is not entitled to use the compromised
Electronic  Signature  (its key and/or
tools)/Authentication Data/Subscriber Number.
In case of any use by the Client of such Electronic
Signature/Authentication Data/Subscriber
Number after the occurrence of the circumstances
specified in clause 8.1 of these Regulations, the
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8.4

8.5.

8.6.

n. 7.1 Permamenta oOCTOATENbCTBAX JIOOBIM W3
HIDKEIIePEUNCIICHHBIX CII0CO00B!

e [IucemeHHOE YBeIOMIIEHHE O KOMIIPOMETALUU
Ha OyMa)kHOM HocuTene (mepenaercs B oduce
banka);

e (CkaHuMpoBaHHas KOIHS MUCBMEHHOT O
YBenomieHus 0 KOMIIPOMETALNH, [IepeaaHHas
Ha JJEeKTpoHHBIA aapec banka: dbo@131.ru.
Knuent o6s13an npencraButh B bank opurunan
TAKoOro YBEAOMJICHHSI O KOMIIPOMETAllMM Ha
Oyma)kHOM Hocutene B TeueHue 2 (/IByx)
PaGounx JTHEH, o0 MIPEIOCTaBUTh
VHUKaJIbHBI ~ WACHTU(UKATOP,  KOTOPHIH
MIPUCBANBAETCSI IOYTOBBIM  OTIIPABIICHHUSM,
BBIJIJABAEMbIM  TPAaHCIIOPTHOM  KOMIIAHUEH,
OCYIIECTBJISIOIIEH  OTIPaBKy  OpPWUTMHAJIOB
JOKYMEHTOB, JHOO HalpaBUTh 3K3EMILIPHI
JOKYMEHTOB TtocpeactBoM Omeparopa 3/10.

e @dopma VYBemomieHHS O KOMIPOMETalUU
OITpeIeIIsIeTCSA bankom 51 SIBIISIETCS
[Tpunoxenuem Ned k PernameHry.

. C momenTa nonydyenus bankom yBenomnenus Knuenra
WIN BbIsSIBIICHUA BaHKOM 00CTOSITENBCTB, YKa3aHHBIX B
n. 7.1 Permamenta, gpoctyn Kimenrta (ero
Ynonnomouennsix [Ipencrasureneit) k Cucreme 1O
BUOUT OGnokupyercss 10 MOMEHTa pa30IOKHPOBKU
Takoro gocryna. KinueHT yBeqoMIIEH U COIJIaceH, 4To

bank He Hecer  OTBETCTBEHHOCTH,  BKJIIOYAs
(hvHAHCOBYIO, 32 JIt000W (hakT OJIOKUPOBKH JOCTyIA
Knuenra A/ Wim ero YHOITHOMOYEHHBIX

IIpencraButeneit k Cucreme IbO BUDUT, B cBsizu ¢
TEeM, 4TO JeicTBUs baHka mo OJIOKMpOBKE JOCTyMa K
Cucteme JIbO BUDUT nanpasneHsl Ha obecrieueHue
COXpPaHHOCTH cpeAcTB Ha Cuere, 3alIUTy HWHTEPECOB
Knnenrta v HeOMyIIIEHUIO MOIIIEHHUYECKUX OTIepaIiuii
U TIPAKTHUK.

C wmomenrta Hanpaienusa Kiuentom banky wunmn
nonyueHus: Kiuentom ot banka yBemomueHus o
HACTYIJICHWM YyKa3aHHBIX B 1. /7.1 Pernamenra
oOcTosiTenbcTBax, KiMEHT He BIpaBe HCIIOIB30BATH
CKOMIIPOMETHPOBAHHYIO OJEKTPOHHYIO MOJNHCH (ee
KJIIOY W/Mm cpenctBa)/ AyTeHTHPHKAIIMOHHBIE
naHHble/ AOOHEHTCKMIT HoMep. B  cimywae mnroboro
ucnonp3oBaHust KimmeHToM  Takod  DNEKTpOHHOM
o uCcH/ Ay TeHTU(DUKAIIMOHHBIX JTAHHBIX/
AOOHEHTCKOTO  HOMepa  IOClieé  HACTYIUICHHS
yKazaHHbIX B 1. 7.1 Periamenra o0CTOSATENBCTB,
KimeHnT camocTOATENbHO HECeT PHUCK HACTYIUICHHUS
HeOJIaronpusATHBIX TOCIEACTBUM AJS HEro, B TOM
YHCcIie IPABOBBIX U (PUHAHCOBBIX.

PazonokupoBka mocrtynma k Cucreme JIbO BUDUT

OCYILIECTBIISIETCS. B COOTBETCTBUH C 1. 7.5 Pernmamenta
Ipy  nojiydeHMM  baHkoM  YBemomieHus 0
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Client independently bears the risk of adverse
consequences, including legal and financial ones.

8.6. Unblocking access to the BIFIT RBS is carried

out in accordance with clause 7.5 of these
Regulations upon receipt by the Bank of the
Notice of Compromise on paper.

9.PROCEDURE FOR
UNSCHEDULED REPLACEMENT
OF THE ELECTRONIC SIGNATURE
VERIFICATION KEY CERTIFICATE

9.1 This section applies if the Client (its Authorized

Representatives) uses an Enhanced Unqualified
Electronic  Signature (UES). The unscheduled
replacement of the Electronic Signature Keys of the
Authorized Representative of the Client and the
corresponding Electronic Signature Verification Key
Certificates is performed in the following cases:
o Established fact of compromise of the Electronic
Signature or suspicion thereof;
e Change of registration data of the Authorized
Representative of the Client;
e Malfunction of the Functional Key Carrier (FKC);
e Revocation of the Electronic Signature
Verification Key Certificate.

9.2. After receiving the Notice of Compromise, the Bank

revokes (cancels) the compromised Electronic
Signature Verification Key Certificate.

9.3. To activate a new Electronic Signature Key and the

corresponding Electronic Signature Verification Key
Certificate, the Authorized Representative of the
Client personally contacts the Bank’s office with an
application for the issuance of an Electronic Signature
Verification Key Certificate in free form and in the
manner specified in Section 4 of these Regulations,
providing identity documents and documents
confirming their authority.

10. PROCEDURE FOR RESOLVING

DISPUTES

10.1 The procedure for verifying the authenticity of the

Electronic Signature is initiated by the Bank or the
Client. The procedure for verifying the authenticity
of the Electronic Signature, when exchanging
Electronic Documents between the Bank and the
Client using the BIFIT RBS, signed with an
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9. HOPAAOK .
BHEIIJIAHOBOU

KOMIIPOMETANNY Ha OyMa)XKHOM HOCHTEIE.

INPOBEAEHUSA
CMEHBI

CEPTU®UKATA K/IIOYA IIPOBEPKH
JIEKTPOHHOMU ITOAIIMCH

9.1. Vka3aHHBII

9.2.

9.3.

10.ITOPATOK

pazmen  NpUMEHseTcs B Ciiyvae
ncnonp3oBanus KinentoM (ero Y nogHOMOYEHHBIMU
[IpencraButenamu) YHOII. BaennanoBas cmeHa
Kirroueir DeKTpoHHO#H TMOAMHUCH Y TTOJTHOMOYCSHHOTO
[IpencraButens KimeHTa M COOTBETCTBYIOIIMX UM
CepTuduxatoB Kiro4a MOPOBEPKA DIEKTPOHHOU
[IOAMKCH BBIIIOIHSETCS B ClIydae:

YCTaHOBJIEHHOT'O ¢axTa Kommnpomeraruu
DNIEeKTPOHHOU TTOAIMCH WJIH ITO03PECHHH Ha 3TO;
HU3MEHEHUS PErUCTPalOHHBIX JTAHHBIX
YnonaomouenHoro [Ipencrasutens Kiuenra,
BBIXOJ1a U3 cTpos OKH.

BHecenue ceprudukara Kito4a MPOBEPKU B CIIMCOK
OTO3BaHHBIX CEPTUPUKATOB

Ilocne nomyuenuss bankom VYBempomiieHUsS O
KOMITpOMETalMu baHk  OT3bIBaeT (aHHYJIUPYET)
CepTtuduxar CKOMIIPOMETHPOBAHHOTO KJIF04a
MIPOBEPKU 3JIEKTPOHHON MOIHUCH.

[ns  axTUBaMM HOBOTO KJO4Ya OJIEKTPOHHOMU
MOJANKMCH U cooTBeTcTBYIomero emy Ceprudukara
KJIIO4a IIPOBEPKHU OneKTpoHHOH MOJIITUCH
Ynonaomouennslii [IpencraButens Kimenrta nuyHo
obparaetcs B ouc banka c 3asBiIeHHMEM Ha BBITYCK
Ceprudukara K042 POBEPKH  DIEKTPOHHOU
nojanucu B cBOOOMHOW (opMe M B yKa3aHHOM B
paznene 4 Hacrosmero PernmameHTa mnopsiake ¢
MIPEIOCTABICHUEM JOKYMEHTOB, YIOCTOBEPSIOLINX
€ro JMYHOCTh U MOATBEPKIAIOIINAE €r0 ITOJITHOMOYHS.

PACCMOTPEHMUA

KOH®JIMKTHBIX CUTYALIUI

10.1.

[Ipouienypa mnpoBEpKH MOATUHHOCTH OIECKTPOHHOM
MOATMCH BBITIONHSETCA 10 WHUIMATHBe banka wmm
Knuenrta. Ilog mponenypoil mpoBepKH MOJIMHHOCTH
DJeKTpOHHOH moAnucH, mpu oOMeHe Mexxay bankom u
Knuentom ONEeKTPOHHBIMH  JOKYMEHTaMH  C
HCIOIb30BaHUEM CucreMsl JABO BUDUT,
MOANTMCaHHBIMU DJIEKTPOHHOMN NOAIHICHIO0, TOHUMAETCs
BO3HMKHOBeHUE Yy banka unu KiumeHTa COMHEHUH,
CBSA3aHHBIX C HEMpH3HAHWEM aBTOpCTBA U (WIIH)
LEJIOCTHOCTH ONEeKTPOHHOTO JIOKYMEHTa,
MOANIMCAaHHOT O OneKTpOHHOU MTOATIHCHIO
Ynonnomouennoro IlpeacraBurens Knuenra.
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10.2.

10.3

10.4.

10.5.

Electronic Signature, refers to the Bank or the Client
having doubts regarding the authorship and/or
integrity of the Electronic Document signed with the
Electronic ~ Signature of the  Authorized
Representative of the Client.

The Parties recognize that the information contained
in the Bank’s hardware and software systems and
system logs is sufficient to verify the authenticity of
the Enhanced Unqualified Electronic Signature
(UES) and the Cloud Signature in the Electronic
Document. Confirmation of the authenticity of the
Cloud Signature in the Electronic Document is
carried out by comparing the data specified by the
Authorized Representative of the Client in the
settings for using the Cloud Signature in the BIFIT
RBS and the data assigned to the disputed Electronic
Document in the BIFIT RBS received by the Bank,
as well as the information in the Bank’s system logs,
in accordance with the procedure set out in clause
11.12 of these Regulations.

. Confirmation of the authenticity of the UES in

Electronic Documents is carried out by verifying the
corresponding Electronic Signature tool using the
Electronic Signature Verification Key Certificate to
confirm that such Electronic Signature in the
Electronic Document belongs to the Authorized
Representative of the Client (the certificate holder)
and that there are no distortions in the Electronic
Document signed with this Electronic Signature, in
accordance with the procedure set out in clause
11.10 of these Regulations.

The procedure for verifying the authenticity of the
Electronic Signature when exchanging Electronic
Documents between the Client and the Bank using
the BIFIT RBS, in the case of the Client using a
UES, is based on the mathematical properties of the
Electronic Signature algorithm implemented in
accordance with the current Russian standard GOST
R 34.10-2012, which guarantees the impossibility of
forging the value of the UES by any person who
does not possess the key of such Electronic
Signature. The outcome of resolving a dispute is
either proving the authenticity, integrity, and
authorship of the disputed Electronic Document to
the Client (its Authorized Representative) or
establishing the fact that the Bank received a
distorted Electronic Document.

In the event of disputes, the Bank ensures the storage



10.2.

10.3.

10.4.

10.5.

CTOpOHBI PU3HAOT UHPOPMAITHIO, COACPIKAIIYIOCS B
MPOrpaMMHO-aNNapaTHBIX CPEICTBAX M CHUCTEMHBIX
KypHasiax baHka, JOCTaTOYHOH I TMPOBEPKH
mommaHocT YHOII w OO0OmauHod moamucd B
ONEeKTPOHHOM JIOKYMEHTE. [HonTBepxnenne
noaauHHOCTH OO0NayHOW TOAMUCH B DJIEKTPOHHOM
JIOKYMEHTE OCYIICCTBISCTCS IIyTEM COIOCTABJICHUS
JAHHBIX, YKa3aHHBIX YI0ITHOMOYEHHBIM
IIpencraButenem Knuenra B HacTporKax
ucronb3oBanus Obnaunoi moamucu B Cucteme B0
BU®UT, u naHHBIX, OPUCBOEHHBIX OCHAPHUBAEMOMY
OnextpoHHOMY A0KyMeHTY B Cucreme /IbO BUOUT,
nmoilyueHHoMy baHkoMm, a Takke wuH(OpManuu B
CUCTEMHBIX JKypHanax baHka, B COOTBETCTBHU C
nporielypoH, npuseaeHHOH B 1.11.12 PernamenTa.

[TonTBepxkaenue NOJJIMHHOCTHU YHOII B
ONEKTPOHHBIX JOKYMEHTAaX OCYLIECTBISETCS ITyTEM
MIPOBEPKHU COOTBETCTBYIOIIUM CPEICTBOM
OneKTpoHHON MOJIITUCH c HCIIOJIb30BaHUEM
CepTtudukara KIr04a MPOBEPKH dIEKTPOHHON ITOATHCH
MNPUHAAJIEKHOCTH TAKOM OJIEKTPOHHOM MOANUCH B
ONEeKTPOHHOM JIOKyMEHTE YnosHOMO4YEHHOMY
[pencraButento Knuenra (Bnagensiy ceprudukaTa) u
OTCYTCTBHA HWCKaXCHMH B TIOANMCAHHOM JaHHOU
ONEeKTPOHHON MOANUCHI0 DIEKTPOHHOM JOKYMEHTE, B
COOTBETCTBHU C TPOLIEAYPOi, mpuBeaeHHOH B 1m.11.10
Pernamenra.

[Ipouenypa mpoBepkH NOIJIMHHOCTH DJIEKTPOHHON
MOAIIMCH TIpH OOMeHe OJEeKTPOHHBIM JIOKYMEHTaMH
Kimnenrtom m bankoMm ¢ umcmoms3oBanueM CHCTEMBI
JAbO BU®UT, B cnywae npumenenus Kimentom
VYHDII ocHOBBIBAaeTCS HA MaTEMAaTHYECKUX CBOMCTBaX
aNropuT™Ma JJIEKTPOHHOU MOANUCH, pEaTU30BaHHOTO B
COOTBETCTBHH C aKTyaJbHBIM cTaHAapToM Poccuiickoit
Oepepaniun 'OCT P 34.10-2012, rapanaTtupyromiero
HEBO3MOXHOCTE TTOIesku 3HaueHnss Y HOIT mro0sim
JUIIOM, HE O0JIaIAI0IINM KIIFOYOM TaKOH DIIEKTPOHHOM

nognucd.  Urtorom  paspemieHuss  KOH(DIUKTHOM
CUTYyaluu SIBIISIETCS 6o JI0Ka3aTebCTBO
MTOIJIMHHOCTH, LEJOCTHOCTH 51 aBTOpCTBA

OCIIapUBAEMOro OJIEKTPOHHOro AoKymeHTa KimeHry
(ero  YmnomnomouenHomy [lpencraButento), nubO
ycraHoBjeHue (akta mpuemMa baHKOM HCKa>K€HHOTO
ONEeKTPOHHOIO JOKYMEHTA.

Ha  caywaii  BO3HMKHOBEHHs ~ cnopoB  baHk
o0ecrieynBaeT XpaHEHWE B TEUEHHE YCTaHOBJICHHBIX
3aKOoHOIaTeNnbCTBOM Poccuiickoit denepanuy CpoKOB B
CIIeITHaIbHOM 6a3¢ MaHHBIX DJIEKTPOHHBIX JOKYMEHTOB
B BHJE EIUHMI] XpaHEHUs, KaxJaas M3 KOTOPBIX
BKJIIOYAET JaHHbIE DJIEKTPOHHOTO JOKYMEHTA, CTPOKU
OnexTpoHHONH moamucu ¢ mapameTpamu  YHOII,
Cepruduxar Kiroya MpoBEPKU 3JEKTPOHHON MOAMUCH
YTOJTHOMOYEHHOTO IIpencraButens Knuenra,
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10.6.

10.7.

10.8.

10.9.

of Electronic Documents in a special database for
the periods established by the legislation of the
Russian Federation. Each storage unit includes the
data of the Electronic Document, the Electronic
Signature lines with UES parameters, the Electronic
Signature Verification Key Certificate of the
Authorized Representative of the Client used to
create the UES, the history of BIFIT RBS settings
for using the Cloud Signature and UES in the Bank’s
system logs, as well as the Electronic Document
Confirmation Tools used to create the Cloud
Signature and UES in the disputed Electronic
Document. The Bank ensures the protection of data
from possible distortions during storage. The Bank
ensures the storage of the original Electronic
Signature Verification Key Certificates of the Client
received by the Bank.

In the case of a remote request by the Authorized
Representative of the Client for the reissuance of an
Electronic Signature Verification Key Certificate,
the Bank ensures the storage of the Electronic
Signature Verification Key Certificate signed by the
Authorized Representative of the Client and
received by the Bank in electronic form.

The procedure for verifying the authenticity of the
Electronic Signature when exchanging Electronic
Documents using the BIFIT RBS is carried out by a
Conciliation Commission, which includes duly
authorized representatives of both Parties (at least
two persons from each side). By agreement of the
Parties, an independent expert may be included in
the commission.

If the disputed Electronic Document is part of a
package of Electronic Documents, the signature
verification procedure is carried out for the package

of Electronic Documents, which includes the
disputed Electronic Document.
Procedure for Resolving Disputes:

10.9.1. If it is necessary to verify the authenticity of
the Electronic Signature when exchanging
Electronic Documents using the BIFIT RBS, the
Authorized Representative of the Client submits a
written application to the Bank containing the
essence of the claim and indicating the Electronic
Document being disputed.
10.9.2. The Bank and the Client must, within no
more than five working days from the date the Bank
receives the Client’s application, form a



10.6.

10.7.

10.8.

10.9.

WCIIONB30BAaHHBIN Tpu co3marmu Y HOII, wucTtopuio
Hactpoek Crucremsl JIbO BUOUT st ucions30BaHAS
O6nayno#t noanucu 1 YHOII B cuCcTEMHBIX KypHaIax
banka, a Tak xe maHHBle CpENCTB MOATBEPKICHUS
DONEeKTPOHHBIX JOKYMEHTOB, WCIIONB30BAHHBIE TIPU
co3manmu  OOmayHod moamucu u  YHOII B
OCllapuBaeMOM  OJJEKTPOHHOM JIOKyMeHTe. baHk
o0ecriedrBaeT 3alWUTy MJaHHBIX OT BO3MOXKHBIX
HMCKaKCHHH B TIpoIiecce XpaHeHus. bank obecrieunBaet
XpaHEHUE  IOJIyYeHHBIX  bBaHKOM  OpUTHHAJIOB
CepTu(UKaTOB KIIOYEH TPOBEPKH  DICKTPOHHOMH
noanucu Knuenra.

B ciydae JUCTAaHLMOHHOTO oOparieHus
Ynonnomouennoro IlpencraButens Kiuenra npns
nepeBbimycka  CepTudukara  KiI04a  MPOBEPKH
ANEKTPOHHOM monanucu baHk obecrieunBaeT XpaHeHHUE
MOJTyYEHHOTO Bankom MOJIMUCAHHOTO
Y0IHOMOYEHHBIM [IpencraBurens Knuenra
Cepruduxara Kitoya IpoBEpPKH ICKTPOHHON MOAITUCH
B DJIEKTPOHHOU (opme.

[Ipouenypa mnpoBepkH MOIJIUHHOCTH DIEKTPOHHON
MOJIHICH TIPU 0OMeHe DIIEKTPOHHBIMU JTOKYMEHTaMU C
HCIIO0JIb30BaHUEM Cucremsbl JBO BUDUT
BeinonHsAeTcss CoracuTelIbHON KOMHUCCHEH, B COCTaB
KOTOpOii BXOZST HaJJIeXKaluM obpazom
YIIOTHOMOYEHHBIE TpeacTaBuTenn obenx CtopoH (He
MEHee JByX YeNOBeK OT Kaxnaoi ctopoHnsl). llo
cornameHno CTOPOH B COCTaB KOMHCCHUU MOXKET OBITh
BBEJICH HE3aBUCHUMBIN 3KCIIEPT.

B cayuae, ecnum ocmapuBaeMbiii  DIEKTPOHHBIN
JOKYMCHT SBJIACTCA 4YaCTbIO IIAaKETa EHGKTpOHHI)IX

JOKYMEHTOB, TO HpOLEAypa TMPOBEPKH MOAMHUCH
OCYWIECTBIISIETCS.  MOJl  MAKETOM  DJEKTPOHHBIX
JOKYMEHTOB, B  COCTaB, KOTOPOTO  BXOZWT

OCIapuBaeMblil DJIIEKTPOHHBIA JJOKYMEHT.

[Mopsinok pa3perieHUs] KOHOIUKTHOW CUTYaIUH.

10.9.1. B cinyuae BO3HHMKHOBEHHS HEOOXOJUMOCTH B

MIPOBEICHUH TPOIIETyPHI TIPOBEPKH MOUIMHHOCTH
OneKTpOHHOU HOAIUCH pu oOMeHe
DNEeKTPOHHBIMH JOKYMEHTAMH C HCTIOJIH30BaAHUEM
Cucremer JIBO BU®UT, VYmoaHoMOdYeHHBIH
IIpencraButens Knuenta mnpeacrasnser banky
MMICEMEHHOE 3asBJICHUE, COJep)Kaliee CYIIECTBO
MpPETeH3UW C YKa3aHUEM Ha ODJIEKTPOHHBIN
JIOKYMEHT, KOTOPBIA OH OCIIapUBAaET.

10.9.2. Bauk u KieHT JOJDKHEI B TeUeHHE He OoJiee IIATH

pabouux JHEH OT JaThl mpreMa bankoM 3asiBICHUS
Knuenta  chopmupoBats  CoriiacUTENbHYIO
KOMHCCHIO ISl €T0 PACCMOTPEHHS.

10.9.3. CornacurenbHas KOMHCCHS JOJDKHA 3aKOHYUTH

CBOI0O paboTy B TeueHue 14 paboumx OHEH C
MOMEHTA €€ CO3AHHA.
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10.10. Procedure for

Conciliation ~ Commission  to  review it
10.9.3. The Conciliation  Commission  must
complete its work within 14 working days from the
date of its formation.
10.9.4. The decision of the Conciliation

Commission is made by a majority vote of its
members, documented in an act, and signed by all
members of the commission.
10.9.5. If the Parties do not reach a mutual
agreement or in case of refusal to voluntarily execute
the decision of the Conciliation Commission, the
Parties resolve the dispute in court.

Verifying the UES:
10.10.1. To verify the ownership of the Electronic
Signature by the Authorized Representative of the
Client and the absence of distortions in the
Electronic Document, the Bank’s authorized
employee extracts the Electronic Signature
Verification Key Certificate file of the Authorized
Representative of the Client—the holder of the
Electronic Signature Verification Key Certificate—
used to create the UES for the disputed Electronic
Document from  the Bank’s database.
10.10.2. The ownership of the Electronic Signature
Verification Key contained in the extracted file is
established by the following procedure:
The primary Electronic Signature Verification Key
Certificate of the Authorized Representative of the
Client—the holder of the Electronic Signature
Verification Key Certificate—is extracted from the
database. The ownership of the Electronic
Signature Verification Key by the holder of the
Electronic Signature Verification Key Certificate
is established by comparing it with the Electronic
Signature Verification Key specified in the paper
version of the Electronic Signature Verification
Key Certificate available to the Bank. If no match
is found, the ownership of the Electronic Signature
Key by the holder of the Electronic Signature
Verification Key Certificate—the
Client/Authorized Representative of the Client—is
not confirmed;
The subsequent (if any) Electronic Signature
Verification Key Certificate of the Authorized
Representative of the Client—the holder of the
Electronic Signature Verification Key
Certificate—is extracted from the database, and the
fact of its signing with the primary Electronic
Signature Key is established based on the content
of the Electronic Signature Verification Key
Certificate. Otherwise, the ownership of the key by



10.9.5.

10.10.2.

10.9.4. Pemenue CormacurensHON KOMHUCCHUH
NPUHUMAETCs  OOJBIIUHCTBOM  TOJIOCOB €€
YYaCTHUKOB, odopmIsieTcs AKTOM U

HOATNHUCHIBACTCS BCEMH WICHAMH KOMUCCHH.

B caydae, ecim CTOpoHBI HE TPHIIIH K
B3aMMHOMY COTJIAIICHHUIO WJIH B CIy4ae O0TKa3a OT
JO0OPOBOJIBHOTO UCTIOJIHECHHS peleHus
CormacurensHoit komuccnd, CTOPOHBI PEMIAIOT
KOH()JIMKTHYIO CUTYAIHIO B CyA€OHOM MOPSIKE.

10.10. Mpornenypa mporepku YHIIL.
10.10.1.

Host POBEPKU MPUHAAJIEKHOCTH
ONEeKTpOHHOW  MOANMCH  YIOJHOMOYEHHOMY
IIpencrasutento KinenTa 1 mpoBepKH OTCYTCTBUSA
UCKQXEHUH B ODJEKTPOHHOM  JOKyMEHTE
YIOJHOMOYEHHBIM paboTHHKOM banka u3 06a3bl
naHHbIXx banka u3Bnekaetca ¢aitn Ceprudukara
KJII04a  [POBEPKU  OJIEKTPOHHOM  IOAIHUCH
VYnonuomouennoro IlpeacraBurens Kiwuenrta -
Biafgensia Ceprudukara Kioya MPOBEPKH
AJEKTPOHHON MOAMHUCH, HUCIHOJB30BAHHBIA MIpU
CO3J1aHUU YHOII noxg OCHapHUBAEMbIM
SHCKTpOHHbIM JOKYMCHTOM.

VYcTranaBnuBaeTcsl MPUHAAISKHOCTh KIIOua
MIPOBEPKU DIIEKTPOHHOU MOAINCH,
cozepXallerocss B H3BIeYeHHOM  (baiine,
Biaagenply CepTudukara KiIro4a IPOBEPKH
ANEKTPOHHOM  MOANMCH IO caeayouen
npouenype:

u3 0Oasbl JaHHBIX N3BJICKACTCA
Ceprudukar KI0Ya POBEPKU  HIIEKTPOHHOU
noxnucu  YnoiaHomoueHHoro  IIpencraButens
Kmuenta - Bnagensua Ceprudukata KiIroda
MPOBEPKU 3JIEKTPOHHOM MTOJITHCH.
YcranaBnuBaeTcs NPUHAIEKHOCTD KITI04a
MPOBEPKU  DJEKTPOHHOW TOAMNKMCH  BJIaAEIbILY
Ceprudukara KiIO4Ya TIPOBEPKU DIIEKTPOHHOM
MOJIKCH, IIyTeM CPaBHEHHS C KIIIOYOM IPOBEPKHU
ONeKTPOHHOMH MOJIITUCH, YKa3aHHOMY B
Ceprudukare TNpPOBEPKH KIIOYa DIIEKTPOHHOM
noanucd B OyMaXHOM BHJE, HMCIOLIMMCS B
pacniopsbkenun banka. Ecnm  cooTBercTBHE He

MIEPBUYHBIN

YCTaHOBJIIEHO, TO  IPUHAUIEKHOCTb  KJIIOYa
ONEeKTPOHHONH MOJNUCH  JaHHOMY  BIAJENbILy
Ceprudukara KiIo4Ya TPOBEPKH DIIEKTPOHHOU
IIOJIIACH - Knenty/YnonHomMo4eHHOMY

IIpencraButento Knuenra He moATBEPKAAETCS;
13 0a3bl JaHHBIX M3BJIEKAETCS MOCIEAYIOMUi (pu
Hann4uu TakoBoro) CepTudukar Kitoya MpOBEPKU

3JIEKTPOHHOM MOJIHICH YT0IHOMOYEHHOTO
[IpencraBurens Knuenra - BJIaJIeNIbLA
Ceprudukara KiIO4Ya TPOBEPKU DIIEKTPOHHOM

MOJIITMCH ¥ YCTaHABIIMBAETCS (PaKT €ro MoAMUCAHUS
MIEPBUYHBIM KJIIOYOM OJIEKTPOHHOW MOAMNHCU I10
cogepxkanuto  CepTudukara KJI04a TPOBEPKH
3JIEKTPOHHOM NOANKCH. B NpoTHBHOM ciydae -
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this Authorized Representative of the Client is not
confirmed;

The above actions are sequentially repeated until
the Electronic Signature Verification Key
Certificate of the holder used to create the
Electronic Signature for the disputed Electronic
Document is verified. If the content of the
Electronic Signature Verification Key Certificate
in the database does not indicate that the Certificate
has been verified and signed by the previous
Electronic Signature Verification Key Certificate
of the corresponding Authorized Representative of
the Client—the holder of the Electronic Signature
Verification Key Certificate—the ownership of the
Electronic Signature Key by such Authorized
Representative of the Client is not confirmed.
Otherwise, the Electronic Signature Key is
recognized as belonging to the Authorized
Representative of the Client specified in its
Electronic Signature Verification Key Certificate.

10.10.3. The validity of the Electronic Signature

Verification Key Certificate of the Authorized
Representative of the Client—the holder of the
Electronic Signature Verification Key Certificate—
is established at the time the Bank received the
disputed Electronic Document. The Electronic
Signature Verification Key Certificate is invalid at
the time the Bank received the disputed Electronic
Document if:

The validity period of the Electronic Signature
Verification Key Certificate has expired;

The Electronic Signature Verification Key
Certificate has been placed in the list of revoked
certificates.

Otherwise, the Electronic Signature Verification
Key Certificate of the Authorized Representative
of the Client—the holder of the Electronic
Signature  Verification Key Certificate—is
recognized as valid.

10.10.4. The fact of blocking access to the BIFIT RBS for

the holder of the Electronic Signature Verification
Key Certificate at the time the Bank received the
disputed Electronic Document is established. If the
date the Bank received the Notice of Compromise of
the Electronic Signature Key and/or the application
to block access to the BIFIT RBS by the Authorized
Representative of the Client—the holder of the
Electronic Signature Verification Key Certificate—
is earlier than the date the Bank received the
disputed Electronic Document, such Electronic



MIPUHAJIEKHOCTD KITI04Ya TAaHHOMY
YnonuomouenHomy IlpeacraBurento Kiuenra He
MIOATBEPKIAETCS;

BBIIEYKa3aHHBIE  JEHCTBHA  IOCIEOBATEIBHO
TTIOBTOPSIOTCS BIUIOTH JO TpoBepku Ceptudukara
KII0Ya  TMPOBEPKH  AJIEKTPOHHOM  IMOANUCH
BIIQ/IETbI[A, WCIONB30BAHHOTO JUIA  CO3JAHUS
ONeKTpOHHOH TOANHCH TIOJ  OCHapHUBaeMbIM
OneKTpoHHBIM JT0KyMeHTOM. Ecnu u3 copepxanus
Ceprtudukara KI04Ya TNPOBEPKH DIEKTPOHHOU
moAnmvMcd B 0a3e JaHHBIX HE CIEeAyeT, |To
CepTudukar IpoBepeH U MOAMUCAH TPEAbIIYITIM
CepTtudukaroM KIO4Ya MPOBEPKUA DIEKTPOHHOU
MOAIMCH COOTBETCTBYIOMIETO Y ITOJIHOMOYEHHOTO
IIpencraBurens Knuenra - BIIaJIeIbIIa
Ceprtudukara KI04Ya TNPOBEPKH DICKTPOHHOU
MIOAIMCH, TPUHAICKHOCTh KIIF0Ya DJIEKTPOHHOM
MTOATTNCH TaKoOMy YnorHOMOYEHHOMY
[IpencraButento Knuenta He moxarBepxknaercs. B
MIPOTUBHOM ciaydae - Kittod DnekTpoHHOM MoAnucH
MpU3HAETCA TPUHAICKAINAM yKa3aHHOMY B €ro
Ceptudukare KIO4Ya TNPOBEPKH DIEKTPOHHOU
moanucyd  YmonmHomoueHHoMmy  IlpencraBurenio
Knuenra.

10.10.3.YcranaBnuBaercs JIEACTBUTEILHOCTD
CepTrdukara KIFO9a MPOBEPKHU SICKTPOHHOM
noanucu YmnonHoMoueHHoro IIpencrapurens
Knuenta - Bnanmensia CepTudukaTa KiIroda
MPOBEPKU JIEKTPOHHOW NOJANKCH, HA MOMEHT
MTOJTyYeHUS BankoMm OCIIapUBAEMOTO
OnexTpoHHOTO  JokyMeHTa. CepTudukar
KJIF0Ya TPOBEPKH DJEKTPOHHON TMOMUCH
SIBIIIETCA HEIEHCTBUTEIBHBIM Ha MOMEHT
MTOJTy9YeHUS BankoMm OCIIapUBAEMOTO
DIEeKTPOHHOTO JOKyMEHTA, €CITH:

® cpox geiictBus  Ceprudukara  Kioda
MIPOBEPKH JIEKTPOHHOTO JOKYMEHTA HUCTEK;
® nannplii  CepTudukar KiIoya MPOBEPKU
JJIEKTPOHHOH TMOJMHCH ObUI TOMENIEH B
CIIMCOK OTO3BaHHBIX CEPTHU(PHUKATOB.
B npotuBHOM ciiyuae, CepTudukar kimoya npoBepKu
3NEKTPOHHOHN MOJIITUCH YTOJTHOMOYEHHOTO
[pencraButens Knuenra - Baagensna Ceprudukara
KJTF0Ya MPOBEPKHU AJIEKTPOHHOM MOAMCH PU3HAETCS
NENCTBUTEIBHBIM.

10.10.4. YcranaBnuBaeTcs (hakr
OJIOKMpOBaHUS JoCcTyna BJIAJICINIBILY
CepTudukaTa KiIr04a TPOBEPKU IIIEKTPOHHOM
noanucu Kk Cucrteme JIbO BUDOUT nHa MmomMeHT
MOJTYYCHHUS bankom 0CIapuBaeMoro
DIIEKTPOHHOTO JOKyMeHTa. B cnyuae, ecnu
Jlata mnojydyeHuss baHkoM YBenomiieHus O
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Document is recognized as invalid. Otherwise, or if
it is established that the Bank did not receive the
corresponding Notice of Compromise of the
Electronic Signature Key and/or the application to
block access to the BIFIT RBS by the Authorized
Representative of the Client—the holder of the
Electronic Signature Verification Key Certificate—
the disputed Electronic Document is recognized as
valid and correct.

10.10.5. The verification of the Electronic Signature of the

disputed Electronic Document is carried out
automatically by the BIFIT RBS. The UES
verification protocol is drawn up and signed by all
members of the Conciliation Commission.

10.11. Procedure for Verifying the Cloud Signature:

10.11.1. To verify the ownership of the Cloud
Signature by the Authorized Representative of the
Client and the absence of distortions in the
Electronic Document, the Bank’s authorized
employee extracts the disputed Electronic Message,
the signature file for the disputed Electronic
Message, and the file with the Cloud Signature
identifier from the Bank’s database.
10.11.1.1. To resolve the dispute, the Bank’s
reference hardware and software tools (BIFIT RBS)
are used. Special software designed to verify the
Cloud Signature under the Electronic Document is
used.

10.11.1.2. The ownership of the Cloud Signature
Verification Key contained in the extracted file is
established by the following procedure: the Cloud
Signature Key number extracted from the Bank’s
database is compared with the key number specified
in the Client’s Electronic Signature Verification Key
Certificate form stored in the Client’s dossier or in
the Bank’s database. If the ownership of the key is
established, the Conciliation Commission proceeds
to the next stage. If the information does not match,
the disputed document is recognized as incorrect.
10.11.1.3. The verification of the Cloud Signature of
the disputed Electronic Document is carried out
automatically by the BIFIT RBS. The UES
verification protocol is drawn up and signed by all
members of the Conciliation Commission.

10.12. Liability of the Parties in Case of Disputes

Regarding Electronic Documents Signed with an
Electronic Signature Exchanged Using the BIFIT
RBS:



10.10.5.

10.11.

KOMIIPOMETAIUN KITIO4Ya OneKTpOHHON
TIOJIIIACH W/WITH 3asIBIICHUSI Ha OJOKHPOBaHUE
moctynma B Cucremy [JbO  BUOUT
Ynonuomouennomy Ilpencrapurento Knuenra
— Bianenpily Ceprudukara KiIr0o4a MPOBEPKH

SJICKTPOHHOW  TMOAMHUCH  pPaHbIlle ATkl
MOJTYYCHHUSI bankom 0CTapruBaeMOro
ONEeKTPOHHOTO  JOKYMEHTa  —  TaKOW
DNEeKTPOHHBIN JIOKYMEHT MIPU3HAETCS

HEeJCWCTBUTENBHBIM. B mpoTHBHOM ciydae
b0 TpH YCTAHOBJIEHWH OTCYTCTBHA (pakTa
NOJy4eHUus]  baHKOM  COOTBETCTBYIOIIETO
VYBegoMieHHs O KOMIPOMETalUH KIroua
DOJNEeKTPOHHOW MOJNKMCH W/WIK 3asiBICHHUS Ha
omokupoBanme goctyma B Cucremy JIbO
BUO®UT Ynomnomouennomy IIpeacraBurento
KIHeHTa — Brnaaenslly CepTudukara Kioda
MPOBEPKU 3JIEKTPOHHOM MOJIHCH
ocnapuBaeMbld  DJEKTPOHHBIA  JOKYMEHT
MIPU3HAETCS JEHCTBUTENBHBIM U KOPPEKTHBIM.

[IpoBepka ONEKTPOHHOM HOAMKCU
OCIIapUBAaEMOIo OJIEKTPOHHOI'O JIOKYMEHTa
IMPOU3BOJUTCA B AaBTOMATUYCCKOM PCIKUME

Cucremori IO BUOUT. [Iporokon
MIPOBEPKU YHO3II COCTaBIISIETCS u
MOJIMTUCHIBAETCS BCEMU YJIeHaMHU

CornacuTenbHONM KOMHUCCHH.

[Ipouenypa npoBepku O01a4HON MOANMCH

10.11.1. Ins mpoBepku mnpuHamiIexHoctd OOmadHoN

nojnucu YmoiHoMoueHHOMY [IpencraBurento
Knventa W OTCYTCTBHS HMCKaXCHHH B
OJEeKTPOHHOM JIOKyMeHTe M3 0a3bl JaHHBIX
banka ynonHoMo4eHHbIM paboTHHKOM banka
W3BJIEKAETCSl  OclapuBaeMoe OIIEKTPOHHOE
coo01eHue, (haiii MmoInucH K OCTiapuBaeMOMy
ONeKTpoHHOMY coolOumeHnto u  (aiin ¢
uaenTudukaropom OOIAYHON TOITHCH.
10.11.1.1. JIns pa3bopa KOH(IMKTHON CHTyaluu
UCIIOJIB3YIOTCS ATAJIOHHBIE MPOTPAMMHO-
anmapaTtHbele cpenactBa banka (Cuctema

ABO BUDUT). Ucnoneiyercs
CIEIMAIbHOE MPOrPaMMHOE OOecIeueHue,
MpeTHa3HAYCHHOE IS MIPOBEPKHU
OO6mavHolt TOAMUCH TOA DJIEKTPOHHBIM
JIOKYMEHTOM.

10.11.1.2. YcraHaBiuBaeTCs TNPHUHAIJIEKHOCTH

Kimoda mpoBepku  OOMaYHONW  TIOMIHCH,
CoJiep KaIllerocsi B H3BICUEHHOM (paiine,
Y10JIHOMOYEHHOMY IIpencraButento
Knuenta mno cuenyromeid mpoieaype:
cpaBHUBaeTcs HoMmep imoua O6mauHon
MOJITUCH, W3BJICUYCHHBIH W3 0a3bl JaHHBIX
banka, ¢ HOMEpoM KJIOYa, YKa3aHHOTO B
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10.12.1. The Bank is not liable to the Client in the
cases specified in the Rules (including their
appendices), as well as when the Conciliation
Commission establishes the following facts during
the verification of the UES under the disputed
Electronic Document:
The Electronic Signature Verification Key in the
disputed Electronic Document belongs to the
Authorized Representative of the Client—the
holder of the Electronic Signature Verification Key
Certificate;
The Electronic Signature Verification Key
Certificate of the Authorized Representative of the
Client—the holder of the Electronic Signature
Verification Key Certificate—was valid at the time
the Bank received the disputed Electronic
Document;
The Bank did not receive a Notice of Compromise
of the Electronic Signature Key and/or an
application to block access to the BIFIT RBS by
the Authorized Representative of the Client using
the Electronic Document Confirmation Tool with
which the disputed Electronic Document was
signed, or the moment the Bank received the
Notice of Compromise of the Electronic Signature
Key and/or the application to block access was
later than the moment the Bank received the
disputed Electronic Document.

10.12.2. The Bank’s liability arises exclusively in the

presence of proven fault on its part and a direct
causal connection between the events that occurred,
the proven fault of the Bank, and the negative
consequences (damage) for the Client. In any case,
under no circumstances does the Bank compensate
the Client for lost profits.

10.12.3. The Client/Authorized Representative of the

Client is liable to the Bank in all and any cases of
non-fulfillment and/or improper fulfillment of the
Rules  (including their appendices), these
Regulations, the provisions of the legislation of the
Russian Federation, and the requirements of the
Bank, and bears the risk of any legal and/or financial
consequences, including adverse consequences for
the Client, the Bank, and other persons related to
such violation/improper performance.



bnanke Ceprudukara Kio4a MIPOBEPKH
3JIEKTPOHHOMU MOJIITACH Knuenra,
Xpansmerocs B Jocke Kimenra, unu B 6ase
nanHpix  banka. B ciyudae, ecnu
MPUHAJIEKHOCTh K04  YCTAaHOBJICHA,
CornacutenbHasi KOMHCCHUSL TEPEXOANUT K
cienyroomeMy aTamy. Ilpu HecoBmaaeHuu
WH(POPMAIIMN  OCTIAPUBAEMBIA  TOKYMEHT
MPU3HAETCS HEKOPPEKTHBIM.

10.11.1.3. [TpoBepka OO6navHOW MOANUCH
OCIIapUBaEMOro DJIEKTPOHHOTO JTOKYMEHTa
MIPOU3BOJUTCS B aBTOMAaTHUYECKOM PEXUME
Cucremoit 16O BUOUT. IIporokon
mposepku  YHOIII  cocraBmsercs u
MOANKCHIBACTCS BCEMHU YICHAMU
CornacutenbHON KOMHCCHH.

10.12. OtBetcTBeHHOCTH CTOPOH MPH OCIIApUBaHUHU
OJEKTPOHHBIX JOKYMEHTOB, MOJMUCAHHBIX
ONEKTPOHHOW  TMOMANMUCHIO, OOMEH  KOTOPBIMHU
OCYLIECTBIsIETCS ¢ ucnoib3oBanueM Cucremsl IbO
BUOUT.

10.12.1. Bank HE HECET OTBETCTBEHHOCTH IEpe]
KnumentoMm B chmywasx, yKa3aHHBIX B
[IpaBunax (BkIOYas MPUIOKEHUS K HUM), a
TaKke MpHU ycTaHoBIeHUH CoOrylacUTEeNbHOU
KOMHCCHUEH  COBOKYIMHOCTH  CJIEIYHOLINX
¢aktoB mpum  mpoeepke YHOII  moxg
OCTIapUBAEMbIM DJIEKTPOHHBIM TOKYMEHTOM:

® KII0Y NPOBEPKH DJEKTPOHHOM MONNHCH B

OCIIapuBaeMOM DNEeKTPOHHOM JIOKyMEHTE
MPUHAIICKUT YIOJTHOMOYEHHOMY
[IpencraBuremnto Kmnenra - BIIQ/ICTIBITY
Ceptudukara KIO4Ya TPOBEPKH OSICKTPOHHOU
MTO/ITIHCH;

® Ceprudukar KIOYa TPOBEPKU IIEKTPOHHOU
nognucu  YnonHomouenHoro  IlpeacraBurens
Knuenta — Brnagensua Ceprudukarta Kioya
NPOBEPKU 3JIEKTPOHHOM MOJIHICH ObLT
JEHCTBUTETICH HAa MOMEHT moiydeHus baHkom
OCIIapUBAEMOro JJIEKTPOHHOTO TIOKYMEHTA;

® He ycraHoBieH (axkT mnonydeHus baHkom oOT
KinenTa YBegoMienns 0 KOMIpOMETALUN KIF04a
DONEeKTpOHHOW TOJANWCH W/WIIK  3asBJICHUS O
6mokupoBanuu nocryna B Cucremy [bO BUDOUT
VYnonaomouennoro IlpeacraBurens Knuenra, c
ucnonp3oBanneM  CpeacTBa  MOATBEPKACHUS
ONEeKTPOHHOTO  JAOKYMEHTa, KOTOPBIM  ObLT
MOANKCAH OCIIapuBaeMbIi ONeKTpOHHBIN
JOKYMEHT, JIM0O MOMEHT moixydeHus bankom
VYBenomieHust 0  KOMIIPOMETalMd  KJFO4Ya
ONEeKTPOHHON TIOANUCH W/WNK 3asBJICHUS Ha
OJIOKMpPOBaHME TIO3KE MOMEHTa IIONyYeHHS
bankom OCTIapUBaEMOTO DNEeKTPOHHOTO
JIOKyMEHTAa.
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11. FINAL PROVISIONS

11.1 These Regulations are drawn up in Russian and

11.2.

11.3.

English. In case of any discrepancies, the Russian
text of the Regulations shall prevail.

The legal relations of the Parties governed by these
Regulations, as well as any other legal relations of
the Parties related to the implementation of these
Regulations, shall be regulated and interpreted in
accordance with the legislation of the Russian
Federation.

If either Party refuses to comply with the decision of
the Conciliation Commission, all disputes and
disagreements shall be resolved in accordance with
this clause. All disputes arising between the Client
and the Bank in connection with or related to the
implementation of these Regulations shall be
resolved in accordance with the legislation of the
Russian Federation through negotiations, and if such
resolution is impossible, in the Arbitration Court of
the Republic of Tatarstan.
The Client has the right to submit a written claim to
the Bank, signed by the Authorized Representative
of the Client and sealed by the latter (if applicable),
by contacting the Bank’s office at its legal address.
The pre-trial written procedure for resolving
disputes with the Bank, within the framework of
these Regulations, is mandatory. The response time
to a pre-trial claim is 15 (fifteen) working days from
the date of its receipt by the Bank.

11.4. In the event of changes in the provisions of the



10.12.2.

10.12.3.

OTBETCTBEHHOCTh banka HACTyIaeT
UCKITIOUUTEIBPHO TPU HAIWYMM JOKa3aHHOH BUHBI
MOCHEeTHET0 W HaJIMYMH — OPSIMOW  TPUYHUHHO-
CIICJICTBEHHONH  CBS3M  MEXKIY  HACTYNUBIIAMH
cOOBITUSIMY, IOKa3aHHOH BUHOW baHka 1 HeraTUBHBIMU
st Kimnenrta nocnencteusmu (yiiepoom). B mobGom
clydae, HU TPH KakuX OOCTOSITENbCTBaX, baHk He
Bo3MemaeT KIiMeHTy yIyIeHHY0 BBITOAY.

Kiment/Ynonaomodennsiii  [IpencraBurens
Kinnenra HecyT OTBETCTBEHHOCTh Iepen bankom BO
BCEX M JIIOOBIX CIIydasiX HEBBIMOJHEHHUS W/HIIH
HEHaAJeXalero BbImonHeHus [lpaBun  (Bkmrouas
MPWIOKEHUST K HUAM), PermamenTta, TOJI0KEHUH
3akoHomarenbcTBa  Poccuiickon — @Denepauuu U
TpeboBaHMii banka, a Takke HeCYyT PHUCK HACTYILUICHUS
TOOBIX MPABOBBIX W/MITH (PMHAHCOBBIX TOCIIE/ICTBUI, B
TOM ymcle HeOmarompusaTHbIX ans Knmenra, banka,
HHBIX JIMI, CBs3aHHbBIX C TaKUM
HapyIIeHHeM/HeHA [JICKAIIM UCTIOTHEHHUEM.

11.3AKVIIOYUTEJBHBIE ITOJOXEHUSA

11.1.

11.2.

11.3.

PernmameHT coctaBieH Ha pyCCKOM W aHIJIMHCKOM
si3pIKax. B cilydae BO3HMKHOBEHUS MPOTHUBOPEUUI
MIPUOPUTETHBIM CUMTAeTCsl TeKCT Pernamenra Ha
PYCCKOM SI3BIKE.

[IpaBootHOmIEeHHs CTOpOH, yperyJIupOBaHHbBIE
PernmamenToM, a  Takke ~ JOOble  HMHBIC
MIPaBOOTHOIIEHHUS CropoH, CBSI3aHHBIE c
BBITIOJTHEHHEM Pernamenra, MOJJIEKAaT

PEryJIUpOBaHUIO U TOJKOBAaHHIO B COOTBETCTBUH C
3aKOHOATeNbCTBOM Poccuiickoit denepanuu.

B cnyuae, ecnm nro6as n3 CTOpOH OTKaxeTcs OT
ucrioTHeHus pereHus: CornacuTeIbHOM KOMUCCHH,
BCE€ CIIOPHI M Pa3HOIIACHS MTOJICKAT Pa3pelICHUIO
B COOTBETCTBMM C HACTOSILMM IyHKTOM. Bce
CIIOpHI, Bo3HUKaromue Mexay Knrenrom u bankom
B paMKax BBITIOJIHEHHS PeriameHTa wiid B CBSI3U C
HUM, TOJJIEKAT Pa3pelICHUI0 B COOTBETCTBUU C
3aKoHonaTenbCTBOM  Poccuiickoit  ®enepauuu
IIyTEM TEPETOBOPOB, a B CIIydae HEBO3MOXXHOCTH
TaKkoro pemeHus - B ApOUTpaXKHOM cyze
Pecny6nuxu Tartapcras.

Krnuent BripaBe obpaTtuthes B baHk ¢ mucsMeHHOI
MpEeTeH3ue, MOANUCAHHON  YIOJIHOMOYEHHBIM
[IpenacraButenem  Knmenta ©  CKpersieHHOU
MeYaTbl0 mocieqHero (IMpW HATUYMAW) IyTEM
oOpamenus B opuc banka, mo ero 10puaIuIecKOMy
aapecy. IlucbMmeHHBI MOCyAeOHBIM  TOPSAIOK
yperyJiupoBaHusi CIopoB ¢ baHkoM, B pamMmkax
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11.5.

11.6.

legislation of the Russian Federation, under which
the provisions of these Regulations conflict with the
provisions of the legislation of the Russian
Federation, the provisions of the legislation of the
Russian Federation shall apply to such legal
relations of the Parties.

If any provision of these Regulations is declared
invalid, this shall not invalidate the Regulations as a
whole and/or any other provisions of these
Regulations. In place of the invalid provision, the
norms of the legislation of the Russian Federation
shall apply to the legal relations of the Parties.

The Bank has the right to unilaterally and out of
court amend these Regulations and/or its
appendices. Amendments to these Regulations shall
enter into force and apply to the legal relations of the
Parties after 10 (ten) calendar days from the date of
publication of such amendments or the new version
of the Regulations on the
resource: https://131.ru/contracts or notification of
the Client of such amendments by any other means
available to the Bank. Before each interaction with
the Bank using the BIFIT RBS, including sending
any Electronic Document to the Bank, as well as at
least once every 10 (ten) calendar days, the Client
and its Authorized Representatives are obliged to
familiarize themselves with these Regulations and
any amendments thereto. Failure to familiarize or
untimely familiarization of the Client and/or its
Authorized Representatives with amendments to
these Regulations is not grounds for their non-
application to the legal relations of the Parties. In
case of the Client’s disagreement with amendments
to these Regulations, the Client has the right to
terminate the Agreement on Information Interaction
Using Information Exchange Systems within the
framework of using the BIFIT RBS __ , in the
manner and under the conditions specified in the
Rules, unless otherwise provided in a separate
agreement between the Parties, by notifying the
Bank in writing no later than the date such
amendments enter into force, in accordance with
these Regulations. If the Bank does not receive
written notification from the Client before the
amendments to these Regulations enter into force,
the amendments are considered unconditionally
accepted by the Client, and no additional agreements
between the Parties are required.



https://131.ru/contracts

11.4.

11.5.

11.6.

HacTosIero Pernamenra, sBisieTcsi 00s3aTeIbHBIM.
Cpox oTBeTa Ha MOCyneOHyI0 mpeTeH3uio — 15
(maTHamIATh) PAabOYMX JHEH C JaThl e¢ MOTYUCHHUS
bankowm.

B ciyyae U3MEHCHUS MOJ0KEHU N
3aKoHojarenscTBa Poccuiickoit Penepanuu, Ipu
KOTOpBIX TIOJIOXKEHUsI PerinameHtra BXOASAT B
MPOTUBOPEYHNE C MOJOKEHUSIMH 3aKOHOAATEIHCTBA

Poccuiickoi ®enepauuu, K TaKuM
MIPaBOOTHOIICHUSIM Cropon MOIJIeKaT
MPUMEHEHUIO  TIONOXKEHHSI  3aKOHOJATEIhCTBA

Poccuiickoit @enepanuuu.

B cmywae mnpusHaHuS ~Kakoro-nmbo  yCIIOBHUS
PerimamMenTa HeneHCTBUTEIBHBIM, STO HE BIJICYET
HEeIEHUCTBUTENLHOCTH PeriaMeHTa B IE€JI0M W/WIA
JMI0OBIX MHBIX MOJIOKeHuH Periramenra. Bzamen

HEACHCTBUTEIIFHOTO ITOJIOKCHUA K
MPaBOOTHOICHUAM CTOpOH nmojjiexar
IIPUMEHCHUIO HOPMBI 3aKOHOOAaTCIbCTBA

Poccutiickoii @eaepanuu.

Bank BmpaBe B OJHOCTOpOHHEM, BHECYIeOHOM
MOpsiAKE BHOCUTHh M3MEHEHUs B PermameHT w/mnun
npuiioxeHuss Kk Hemy. M3menenus B PermameHnt
BCTYNAIOT B CHIY U TMOJJIeKAT NPUMEHEHHIO K
npaBooTHomieHusiM CTopoH 1o wucreuenuun 10

(HecsiTn)  KameHmapHBIX JHEH C  MOMEHTa
pa3MEIIEeHUs] TaKhX HW3MEHEHWM WM HOBOU
peaaKkuuu Pernamenta Ha

pecypce: https://131.ru/contracts wiu noBeaeHUs 10
ceenenuss KimeHTta TakuxX W3MEHEHHH IOOLIM
HMHBIM JIOCTYNHBIM banky crmocobom. [lo Hauana
KaXJI0oro  B3aMMOJIEHMCTBHSI ¢  bankoM ¢
ucnosibzoBanuem Cuctembl J[bO BUDUT, B ToM
YuCJIe HampaBleHUs B ajapec baHka m060r0
OJIEKTPOHHOIO0 JIOKYMEHTa, a TaKXKe He pexe
omHoro pasa B 10 (llecars) kaneHAapHBIX ITHEH,
Kmuent u ero Ynomaomouensasie [IpeacraButenu
00s13aHEI 3HAKOMUTLCS ¢ PerimamenTom, a Takxke
n3MEeHEeHHsIMH B HeM. He o3HakomieHme wWiIH
HECBOECBpEMEHHOE O3HakomyicHue KimeHra w/wiu
ero YnonnomouenHsix  IIpeacraBurenei c
W3MEHEHMSIMH, BHECEHHBIMH B PermameHT, He
SIBJISIETCSI OCHOBAaHUEM IJIsi UX HENPUMEHEHUS K
npaBootHommeHusM CtopoH. B cirydae Hecormacus
Kinenra ¢ nsmenennsiMu B PeritameHT, mocie HUA

BIIpaBe pacTOprHyTh Cornamenue 00
OCYILECTBICHUU MH(OPMAITMOHHOTO
B3aMMOJCHCTBUA C ucCHoib3oBaHueM Cucrem
WH(POPMALMOHHOTO oOmeHa B pamkax

ncnonszoBanus Cucrems! JJbO BUOUT, B mopsake
Y Ha YCJIOBUSX, yKa3aHHBIX B [IpaBuiax, eciu nHOE
HE YKa3aHO B OTJAENbHOM cornameHuud CTOpoH,
MUCbMEHHO YBEJOMHUB 00 3TOM baHK He mo3aHee
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12.LIST OF APPENDICES

12.1 Appendix

12.2.

12.3.

12.4.

12.5.

12.6.

12.7.

12.8.

No. 1: Application
for Accession to the Regulation on Remote Banking
Services  for  Legal Entities, Individual
Entrepreneurs, and Private Practitioners in
Accordance with the Legislation of the Russian
Federation at Bank 131 JSC Using the BIFIT
Remote Banking System

Appendix No. 2: Act of Acceptance and Transfer of
the Functional Key Carrier (FKC) of the BIFIT
RBS.

Appendix No. 3: Application for Changing the
Login and Static Password / Unblocking Access to
the BIFIT RBS / Changing the Subscriber Number.

Appendix No. 4: Notice of Compromise of the
Electronic Signature Key (Termination of the
Confirmation Tool and/or Loss of the Confirmation
Tool, and/or Unauthorized Use of the BIFIT RBS
Without the Client’s Consent).

Appendix No. 5: Information Security Guidelines
for Working in the BIFIT RBS.

Appendix No. 6: Requirements for Software and
Hardware for Conducting Settlement Operations in
Electronic Form in the BIFIT RBS.

Appendix  No.7:  Application for  Setting
Restrictions on Transaction Parameters Using the
BIFIT Remote Banking System of Bank 131 JSC.

Appendix No. 8: Electronic Signature Verification

Key Certificate of the Client’s Employee in the
"iBank" BIFIT RBS.


https://131.ru/contracts

JIaThl BCTYIUICHWS TAaKWX MW3MCHCHMHA B CHIIY,
coriacHo Pernmamenty. B ciiyyae HemongydeHUs
bankoMm, 10 BCTymiieHHS B CHIy W3MEHEHUH B
PernmamenT nuceMeHHOro yBemomiieHus KiueHrta,
M3MEHEHUS CUNTAIOTCS 0€30TOBOPOYHO MPUHATHIMH
Knuenrom, 3aKJIIOUCHHUE JIOMIOJIHUTSILHBIX
cornamenuit CTopoHaMu He TpeOyeTCsl.

12.CIIMCOK MPUJIOKEHUN

12.1 Ipunaoxenue Nel 3asBieHre O NPUCOSTUHEHUHU K
PermamenTty JTUCTAHIIMOHHOTO 0aHKOBCKOTO
00CTyXKUBaHUs FOPUIUYCCKUX JIUI, HHIUBUIYaTbHBIX
npeanpuHIMAaTeNel, GU3MIeCKuX JINII, 3aHAMAIOIUXCS B
YCTAHOBJIICHHOM 3aKOHOJATENbCTBOM Poccuiickoit
Oenepanuu nopsake vyactHo mpaktukoid B AO «bank
131» ¢ ucnonnzoBanueM Cucremsl JJbO BUOUT

12.2. Mpuaoxenue Ne2 Akt npuema-nepenaun OKH
Cucremst IO BUOUT

12.3. Mpuno:xenue Ne3 3asBieHHe O CMEHE JIOTWHA H
CTaTHYECKOTO MapoJisl /pa30IOKUPOBKY JOCTYTIA B CHCTEME
JABbO BUOUT /cmene AGoHEHTCKOTO HOMEpA

12.4. Tlpunoxenune Ned YBeJOMIIEHHE O KOMIIPOMETAIH
KJIf04a DJIEKTPOHHON MOAMHCH (TIPEKpaIleHNH JeHCTBUS
cpelicTBa MoOATBEepXKIAeHUsT W(Mian) o0 yTpare cpenctsa
MOATBEepXKAeHUS, u (W) 00 ucnoib30BaHuH CHUCTEMBI
JABbO BUDUT 6e3 cornacus Kinnenra)

12.5. Ilpunoxkenne Ne5 MHCTpyKiUs MO 00ECICYCHUIO
nHGOPMAITMOHHOW Oe30rmacHOCTH 1pu padbote B Crucreme
A0 BUOUT

12.6. Ilpuiaoxenne Ne6 TpeOGoBaHHS K TPOrPaMMHO-
TEXHHYECKUM CPEACTBAM Uil TPOBENCHMS PACUCTHBIX
omepauuii B snekrpoHHOH ¢opme B Cucreme JJbO
BUD®UT

12.7. Ilpuiaoxenue Ne7 3asBieHHEe Ha YCTaHOBIJICHHE
OTpaHWYEHM  TO  TapamMerpaM  Olepamui ¢
UCIIOJIb30BaHHEM CucreMsl JUCTAHIIMOHHOTO
6ankoBckoro oocnmyxuanusi BUDGUT AO «bank 131»

12.8. Mpunoxkenue Ne8 Ceprudukar Kimrouya MpoOBEPKH

3JIEKTPOHHON TOANMCH COTPYJHHKA KIMEHTA B CHUCTEME
"iBank™" 15O BUDUT.

38



39



[Ipunoxenne Nel x Permamenty AnuCTaHIMOHHOTO OAaHKOBCKOTO OOCTYXKMBAaHHS OPHUAWYECKUX JIHI, HHIUBUIYATHHBIX
MpeaAnpuHUMAaTeNei, GU3NIECKUX JINI, 3aHUMAIONTUXCS B YCTAHOBJICHHOM 3aKOHOIATENbCTBOM Poccuiickoit denepanuu mopske
gacTHOH npakTukoii B AO «bank 131» ¢ ucronb3oBannem Cuctemsl JI6O BUOUT

AO «bank 131»
420111, Poccuiickas ®enepanus, Pecryonuka TarapceraH,
ropon Kasanb, ynuna Kapina Mapkca, 3qanne 28MMTHH/OI'PH 1655505780/1241600056390

202_

3asiBaennel Ne

0 npucoeIMHeHNH K PerjiaMeHTy JUCTAHIMOHHOTO 0AHKOBCKOI0 00CIy:KUBAHUS IOPUANYECKUX JIMI, UHAUBHAYATbHbBIX
npeanpuHuMareeii, ¢(uU3nYecKUX Jul, 3aHUMAIOLIUXCS B YCTAHOBJEHHOM 3aKOHOJATEJbLCTBOM Poccuiickoii
Denepanun nopsiake yactHoii npaktukoii B AO «bank 131» ¢ ucnoab3oBanuem Cucrembl [6O BUOUT

DUO

Cepus 1 HoMep nacnopTa
Opras u jaTa BbIa4yM acopra
JelcTByOIKH HA OCHOBAaHUM _
Ot umenu Kinenra

OI'PH

AJTpec AMeKTPOHHOM HOYTELE
AGoHeHTCKuii Homep®

Hacrosium coobmiato AO «bank 131» 4YTO MONHOCTBIO M 0O€3yCIOBHO COTJALIAOCh C PeriaMeHToM IUCTaHIMOHHOTO
0aHKOBCKOT'O O6CJ'Iy)KI/IBaHI/IH IOPpUANYCCKUX JINL, THAUBUIYAJIbHBIX Hpe[[ﬂpHHHMaTeHefI, (I)I/ISI/I‘ICCKI/IX JIML, 3aHUMAKIIUXCA B
YCTaHOBJICHHOM 3aKOHOJAaTeNbCcTBOM Poccuiickoit @Denepanun mnopsake dvacTHOW mnpaktukod B AO «bank 131» ¢
ucnonszoBanueM Cuctemsl JIbO BUDOUT (nanee — PermameHT), O3HAKOMJIEH M COTJaceH ¢ PerimaMeHToM, BKIJIIOYas €ro
MPUJIOKEHUS, U 00sI3YIOCh COOJII0aTh BCE MOJOXKEHUs Pernamenta mnpu ucnoib3oBanuu Cucremsl JIbO BUOUT (namee —
Cucrema JIBO BUDUT).

Ipomy 3aperucrpupoBath Mensi B Cucreme IO BUDPUT AO «baunk 131» u:

Ueeimate ®KH Pytoken u BhImycTuTh CepTHHMKAT KIIH0OYa MPOBEPKH BIEKTPOHHOM MOJAMKMCH COTJIAcHO paszeny 4
Permamenra;

U] Beimare OGnavHyIO MOAIKCH, BRITYCTHTh CepTH(HKAT KIH0Ya MPOBEPKH 3IEKTPOHHOM MOANKMCH COIJIACHO pasieiy 4
Permamenrta u ycTaHOBUTH AOOHEHTCKHH HOMEp, YKa3aHHBIH B HACTOSIIEM 3asBICHWH, uia noctyma B Cucremy JIBO
BUOUT

U (ucnonvsyemes ons Ynonnomouennvix Ilpedcmasumeneit Knuenma c npagom npocmompa) yCraHoBUThL AGOHEHTCKUA
HOMEp, yKa3aHHbIH B HACTOSIIEM 3asBieHHH, A noctyna B Cuctemy JJBO BU®UT, a Taxke OmHOPa30BBIX KOAOB AJIS
ayTeHTH(]UKaIMu.

L VYBeqomieH s 0 COBEPIICHHBIX OIEPAIMIX MPOIITY HAPABIATD:

O no adpecy 21eKmpoHHOL NOYMbl

O Ha Abonenmckuil Homep

IIpomy ycTAaHOBHTH CJIEAYIOINYI0 KOAOBYIO HHGOpMALHIO:
BOIIPOC: OTBET:

HacTosmum noaTrBepkaaro, 9To yKa3aHHBIE B HACTOSIIEM 3asBICHHH AOOHEHTCKHUI(-ne) HoMep (-a) M aapec 3IEKTPOHHOU
TIOYTHI IPUHAIJIKAT UCKIFOYNTEIBHO U TOIBKO MHE, MHBIC JINIIAa HE UMEIOT JJOCTYIIa K HHUM.
C Ilpunoxenusmu Ne6,7 k PernaMeHTy 03HaKOMIIEH M COTJIACEH, 003YIOCh BHIITOJIHATH TPEOOBaHNUS, yKa3aHHbBIE B HHX.

Ynoanomouennoe Jauno Kiuenra: « » 20 2.

! Howmep 3asBienus nprcBanBaeTcs Mocie peructpauuu YnoanomodeHHoro [pencrasurens Kinuenra B peectpax Cucremst JJbO BUOUT.
2 VKa3bIBaeTCA a/[pec SEKTPOHHOMN MOUTHI YIOMHOMOYEHHOTO JHa. [1ose 0653aTeNbHO /I 3aTOTHEHNSL.
% VkaspiBaercss AGOHEHTCKHIT HOMEp YIOTHOMOYEHHOTO Julia. [lose 0653aTeNbHO /s 3aM0THEHUSL.
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(moanuce) (pacindpoBka MOAIHCH)

MII

3anoansiercs bankom

Unentudukanms YnoraoMoueHHoro Jnia KireHTa npoBe/ieHa, MOJTHOMOYHS U IOKYMEHTHI TIPOBEPEHBI, 3asiBIICHUE 3apETUCTPUPOBaHO B baHke
« » 20 T.

« _» 20 T

(HOMKHOCTD) (moamnuce) (paciudpoBKa MOIIKCH. )
OTtMmeTKa 06 HUCITIOJTHCHUHU
3asBienne BBITIOJIHEHO, ITPUCBOCH Ne

« _» 20 T

(HOMKHOCTB) (moamuce) (paciudpoBKa MOAMHCH.)

41



Bank 131 JSC (Bank)
Karl Marx St., 28Kazan, Republic of Tatarstan, 420111INN/OGRN 1655505780/1241600056390

202_

Application! No./ 3asBiienne Ne

0 mnpucoenuHenun K Peraamenty pucrannmonnoro | On Adherence to the Regulations on Remote Banking
6aHKOBCKOro o0Gcay:kuBaHus wpuaudeckux Jjmi, | Services for Legal Entities, Individual Entrepreneurs and
HHIMBUIYAJILHBIX NpeanpuHuMareseii, ¢usnyeckux | physical persons engaged in private practice in accordance with
JIMIL, 3aHUMAIOIINXCS B ycraHoBiieHHoM | the legislation of the Russian Federation at Bank 131 JSC
3aKoHoxaTeabcTBOM Poccuiickoii ®enepaunn mopsiake | Using the BIFIT RBS System

yacTHOii mpaktnkoii B AO «bamk 131» ¢
ucnoyab3oBanneM Cucremsl IO BUOUT

Full name / @110

Passport series and number/Cepust u HoOMep macmopra
Authority issued the passport and date of the issue/Opran u
J1aTa BBIIAYH [acropTa

Acting on the basis of / JleiicTByrouuii Ha OCHOBaHUU _

On behalf of the Client / Ot umenu Kinenra

Registration No. / Peructparmonnsiii Ne
e-mail address/Aapec 31eKTpOHHOM TOYTHI
Subscriber Number/ AGonenTtckuii Homep®

2

Hactosium coobmato AO «bauk 131» uro momuocteto u  Hereby I notify Bank 131 JSC that | fully and unconditionally
0e3ycnoBHO cornamiaiock ¢ PermamenTom aucraHnmonHoro —agree with the Regulations on remote banking services for
GaHKOBCKOT'O 00CIyKUBaHHS IOPUIMIECKUX mum, legal entities, individual entrepreneurs, physical persons
WHIUBHyallbHBIX MpeanpuHuMareneit ¢usmveckux nuim, engaged in private practice in accordance with the legislation
3aHUMAIOIINXCS B  YCTaHOBJIEGHHOM 3akoHomatenbctBoM Of the Russian Federation at Bank 131 JSC using the BIFIT
Poccuiickoii enepannu nopsjke yactHoi npaktukoid B8 AO  RBS system (hereinafter - the Regulations), have read and
«bank 131» ¢ ucrrons3osannem Cucremsr JIBO BUDUT (nanmee agree with the Regulations, including its appendices, and
— Pernamenr), o3HakomileH W corynacen ¢ Permamentom, undertake to comply with all provisions of the Regulations
BKJIFOYAsl €ro MPWIOKEHHs, U 00s3yroch cobmomgate Bce When using the BIFIT RBS system (hereinafter - the BIFIT
nosnoxeHus: Permamenta npu ucnosib3oBannn Cuctemsl IBO  RBS system).

BU®UT (nanee — Cucrema JIbO BUDUT).

I hereby request to register me in the RBS System of Bank 131 JSC and:

/Mpomy 3apeructpupoBath MeHsi B Cucreme 1O BUD®UT AO «baunk 131» u:

I issue Rutoken FKM and issue an electronic signature verification key certificate in accordance with Section 4 of the Rules;
/ Beigats ®KH PyTokeH u BoimyctiTh CepTu(HKAT KITFOUa MPOBEPKH SIIEKTPOHHOH MOIMUCH COTIIACHO pasjieny 4 PernamenTa;
[ issue a Cloud Signature and set the Subscriber Number specified in this application to send a Login and a Temporary
Password to access the RB System and activate the Cloud Signature key. / Boimate OGiiauHyIO MMOJIKCH, BBITYCTHTH
Ceptudukat KIr0Ya MPOBEPKU SICKTPOHHOW MOMITUCH COTIIacHO pasmeny 4 PermameHrta m ycTaHOBHTH AOOHEHTCKHMA
HOMeEp, YKa3aHHBIN B HacTOsLIEeM 3asBieHuHd, A goctyna B Cucremy JbO BUDUT

U(ucnonvsyemes onsn Ynonnomouennwix Ipeocmasumeneii Knuenma c npasom npocmompa) set the Subscriber number
specified in this application for sending the Login and Temporary Password for access to the RBS System, as well as One-
Time Codes for authentication/ ycranoButs AGOHEHTCKHI HOMEp, YKa3aHHBIM B HACTOSILEM 3asBJIEHHUH, JUIA JOCTYIIA B
Cucremy JIBO BUDUT, a taxsxe OnHOpa30BbIX KOAOB VIS ayTEHTH(HHUKAIINH.

[ I hereby request to send notifications of transactions/VBemomieHus 0 COBEpPIIEHHBIX ONEPALKUSX IPOLILY HAIPABJIATE:

[J at e-mail address: / o aapecy 37€KTPOHHOMN TOYTHI

! The Application number is assigned after the Client's Authorized Person has been registered in the registers of the RBS System. / Homep 3asBnesus
NIPUCBAMBAETCs MOCTIe perucTpanuy YnoasoMouenHoro IlpeacraButens Knuenta B peectpax Cucremst JIbO BUDUT.

2 The e-mail address of the authorized person is indicated. Required field. / YkasbiaeTcs aapec 3MeKTpOHHO# MOYTHI YIOMHOMOYEHHOTO juia. [Tone 06s3aTensHO
JUJIs1 3aII0JTHCHHA.

% The subscriber number of the authorized person is indicated. Required field. / VkasbiBaetcs AGoHeHTCKUi HOMep yHONIHOMOYEHHOTO Juia. TTone o6s3aTenbHO
JUJIs1 3aII0JTHCHUA.
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1 to the Subscriber number: / Ha AGoHeHTCKHIT HOMEP

I hereby request to set the following code information
/ TIpoury yCTAaHOBHMTH CJIEIYIOLIYI0 KOTOBYIO HH(OPMAIHIO:

Question / Bompoc: _answer / otBer:

Hacrosimum monarBepskmato, 4to ykasanHble B HactosimeMm | hereby confirm that the Subscriber number and e-mail
3asBeHnr AOOHEHTCKUIT HOMeED U aapec snekTponHoi mouter — address specified in this application belong exclusively and
TpHHAUTCKAT MCKITFOUNTENHHO W TOJBKO MHe, WHbIe Jiuna e  only to me, other persons have no access to them.

HUMCIOT JIOCTYIIA K HUM. I will comply with the requirements specified in Appendices
C Mpunoxenusimu Ne6,7 k Permamenty o3nakomneH u  No. 6, 7 to the Regulations on Remote Banking Service in the
coryaceH, O0s3yIOCh BHINTONHATH TpeOoBaHWS, yka3aHHbIe B ‘Banking App’ system for Bank 131 JSC Corporate Clients
HUX. and individual entrepreneurs have been read and agreed.

Authorized Representative of the Client:

[ Ynonnomouennoe auno Kiauenra: 20
(signature) (printed)

Seal (if any)

To be filled in by the Bank / 3anoausiercss Bankom

Wnentudukarms YnonrHoMoueHHoro Jnia KireHTa npoBeieHa, MoJTHOMOYHS U TOKYMEHTHI IPOBEPEHBI, 3asBICHHE 3apETHCTPUPOBaHO B baHke
« » 20 r.

/ / «  » 20 T

(TOIDKHOCTD) (Tmoamuck) (pacmmudpoBKa OAITNCH) (mata)

OrMeTKa 00 UCIOIHEHUN:
3asiBiieHHE BBIOIHEHO, TPUCBOCH Ne

/ / «__» 20 T
(JTOJDKHOCTD) (moamuck) (pacmudpoBKa MOAITHUCH) (mata)
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[punoxenne Ne2 x PermameHTy HAHCTaHIMOHHOTO OaHKOBCKOTO OOCTYXXHBAHHSA IOPUAMYECKUX JIUI, HHIUBUIYATHHBIX
MpeaAnpUHUMAaTeNei, GU3NISCKUX JINI, 3aHUMAIONTUXCS B YCTAHOBJICHHOM 3aKOHOIATENbCTBOM Poccuiickoit denepanuu mopske
gacTHOH npakTukoid B AO «bank 131» ¢ ucronb3oBannem Cuctembl JI6O BUOUT

AKT Ne
npuema-nepeaayn ®KH Cucremsr IO BUOPUT

r. Kazanp «_» 20 1.

AO «bank 131», HMEHYEMOE B najJbHENIIeM bank B JIUILE
, JercTByoMmero( -ei) Ha

OCHOBaHUU C OJHOW CTOPOHBI, U , UMEHYEMBbI B

nanpHelmeM «Kiuent», B muue

, JeHcTBYOIIEro( -eif) Ha OCHOBaHHU
, C ApPYroil CTOPOHBI, COBMECTHO HMeHyeMble — «CTOPOHBI», a IO OTAEIBHOCTU —
«CropoHa», B pamkax PernameHTa IUCTaHIMOHHOTO OaHKOBCKOTO OOCIYXMBaHMS IOPHIMYECKUX JIML, WHIMBHIYaJIbHBIX
npeAnprHUMAaTetet, GU3MYeCKUX JIML, 3aHUMAIOIINXCSl B YCTaHOBJIEHHOM 3aKOHOAaTebcTBOM Poccuiickoit denepanyu nopsake
yacTHOM mpakTtukoid B AO «bank 131» c ucnons3oBanueM Cuctemsl JJBO BUDUT (manee — «Permament») (3asBiieHHE O
MIpUCOETUHEHUH Ne oT__ 20 1.), COCTaBHJIM HACTOAMMN AKT O HHXKECTIETYIOLEM:

Bankom niepenan, a Kimmenrom npuasaT KoHBepT ¢ IepcoHANBHBIM (-H) OTIY>KAaeMBIM (-1) HOCHUTENEM (-MH), TpeTHa3HAYCHHBIM (-
MH) IJIsI XpaHEHHUS M HCIIONB30BaHMS YCHIICHHOW HEKBaTM(PHUIHUPOBAaHHON JnekTpoHHOU mommucu (manee- ®KH), merocTHOCTH
KOTOpOT0 HE HapylleHa, ¢ uLenbto ucnoib3oBaHusi Cucrembl [JbO BU®UT B coorBerctBuu ¢ I[lpaBuiamMu KOMIUIEKCHOTO
0aHKOBCKOTO OOCIy)KMBaHHS IOPUANYECKUX JIUIL, WHIWBHAYAIbHBIX NpeINpUHUMATENeH, (U3NUECKUX JIHIL, 3aHUMAIOLINXCA B
YCTaHOBJICHHOM 3aKOHOMaTeNbCcTBOM Poccuiickoit dexepannu nopsiake yacTHoi mpakTtukoil B AO «bank 131», YcnoBusmu
ocyIecTBICHHs] HH)OPMALMOHHOTO B3aUMOICHCTBHS C HCHOIb30BaHueM CucTeMbl HH(OPMAIIMOHHOTO 0OMeHa U PeriiameHToM ¢
ucnonszoBanueM Cuctemsl IbO BUDUT:

/m
®HO (YOITHOMOYEHHOTO JIUIIa KIINCHTA) ®OKH
1. NeKTpoHHBIN K04 Pytoken «Pytoxen OLIIT
2.0» Ne
Iepenan IIpunsn
AO «bank 131» HaumenoBanue

420111, Poccuiickas Penepanusi, Pecnmybaumxa Anpec
Tarapcran, ropoa Kazaus, ynuna Kapaa Mapkca, HWHH/OI'PH
31aHue 28UHH/OI'PH
1655505780/1241600056390

ot Kiiuenra:
oT banka:

(momxuoctp)  M.IL

(mOMmKHOCTB)

(moamuce) (pacmmdpoBKa MOAINCH) (moamuce) (pacmmbpoBKa MOAINCH)
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Acceptance and Delivery Certificate No.

of FKM of the RBS System BIFIT /

AKT Ne

npuema-nepenaun ®KH Cucrembr IO BUOUT

Kazan

AO «bank 131», nmeryemoe B pmanpHeiimeM bank B e
)

JeiicTByromero(-eif) Ha OCHOBaHUH

C OZITHOM CTOPOHBI,

“MeHyeMoe B ganbpHeimeM Kinuenr,

B JIUILIE s

neiicTByroIero(-eif) Ha OCHOBaHHUH

C IpyTroii CTOPOHBI, COBMECTHO UMEHYeMbIe — « CTOPOHBI», a IO

otnenbHocth — «CrtopoHa», B pamkax Permamenta

JIUCTAHIIHOHHOTO OaHKOBCKOI'O OOCITY)KUBAHHS FOPUIAICCKUX

JIUI, HTHOUBUTY aTIbHBIX IPEANPHHAMATENCH, (PU3NISCKUX JIHII,

3aHUMAIOIIUXCS B  YCTAHOBICHHOM 3aKOHOJATEIhCTBOM

Poccuiickoit denepannu nopsaake 4yacTHOM mpakTukoil B AO

«bank 131» ¢ ucrionmszoBanneM CructeMbl JIBO BUGUT (manee

- Permamenr) (3asiBJICHNE O IPUCOCANHEHIH

Ne or 20 1),

COCTaBHJIM HACTOSIIINI AKT O HIDKECIIEIYIOIIEM:

bankom mnepeman, a Kiumentom mpunsat KoBepr ¢
MEPCOHAIBHBIM (-M) OTUYKHaeMbIM (-M) HocuTeneM (-MH),
MpeJHa3HaYeHHbIM (-MH) JUId XpaHEHUS M HCIOJIb30BaHUA
YCHJICHHOW HEKBATHU(PHUIIMPOBAHHON DJICKTPOHHOU IMOIIMTUCH
(manee- ®KH), 11e10CTHOCTH KOTOPOTO HE HAPYIICHA, C IETBI0
ucnons3oBanuss Cuctemsr JIBO BUOUT B cooTBETCTBUU C
[IpaBmiaMu KOMILICKCHOTO OaHKOBCKOTO —OOCITy)KHBaHHS
IOPUINYECKAX JIAL, WHAWBUAYAIHBIX NpEAIPUHIMATEINCH,
(¢U3NYeCKUX  JUI, 3aHUMAMONIMXCS B  YCTAaHOBICHHOM
3aKkoHoAarenscTBOM  Poccuiickoit  ®denepauuu  mopsiake
yacTHOM mnpaktukod B AO «bank 131», VYcinoBusimu
OCYIICCTBIICHUSI MH(OOPMAIIMOHHOTO  B3aUMOJACUCTBUS  C
ucnonb3oBanueM CucremMbl WHQOpMAaMOHHOTO OOMEHa |
Pernmamentom ¢ ncnonpzoBanueM Cuctemsr IbO BUDUT:

20 _

Bank 131 JSC, hereinafter referred the Bank
represented by
acting under
on the one part, and
hereinafter referred to as the Client’s Authorized person
represented by
acting under
on the other part, referred together herein as Parties and
individually as a Party, within the framework of the Regulations
on remote banking services for legal entities, individual
entrepreneurs, physical persons engaged in private practice in
accordance with the legislation of the Russian Federation at Bank
131 JSC using the BIFIT RBS system (hereinafter - the
Regulations

No. dated

drawn up this Act as follows:

to as

20_), have

The Bank has transferred, and the Client has accepted an
Envelope with the personal alienated carrier(s) intended for
storage and use of the enhanced non-certified Electronic
Signature (hereinafter referred to as the FKM), the integrity of
which has not been violated, for the purpose of using the RBS
system in accordance with the Regulations on Remote Banking
Service in the ‘Banking App’ system for Bank 131 JSC Corporate
Clients and individual entrepreneurs and the Regulations on
Remote Banking Service in the ‘Banking App’ system for Bank
131 JSC corporate clients:

n/ Full name (Client’s Authoriz rson
ull name (Client’s Authorized person) EKM / ®KH
a / ®NO (Y1I0JIHOMOYEHHOTI'O JIUI[a KIHEHTA)
1 Rutoken ES 2.0 electronic key No.

Transferred to

Bank 131 JSC (Bank)

420111, Russian Federation, Republic of Tatarstan, Kazan,
Karl Marx St., 28INN/OGRN 1655505780/1241600056390

from the Bank:

Accepted
Name
Address
Reg. No.

from the Client:

(title)

(title)

(signature)
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[punoxenne Ne3 k PernmameHTy MHUCTaHIIMOHHOTO OaHKOBCKOT'O OOCITY)KUBAaHHS IOPUAMYCCKUX JIUIl, HHIUBUIYaTbHBIX
MpeanpUHIMATENeH, (PU3NICCKUX JIUII, 3aHUMAIOIIUXCS B YCTAHOBICHHOM 3aKOHOIATENBLCTBOM Poccuiickoit denepanuu mopsake
yacTHOM npakTukoid B AO «bank 131» ¢ ucnons3oBanueM Cucremsl JJ6O BUOUT

3asiBjieHue
0 CMeHe JIOTMHA U CTATHYeCKOr0 MapoJis
/pa3oaoxkupoBKy goctyna B cucreme [bO BUPUT/cmene AGOHEHTCKOT0 HOMepa

r. Kazans «__» 20 1.

DdUO

Cepus 1 HOMep TacmopTa
Opras 1 1aTa BBJIaYH AacIopTa
JelcTByOIMI HA OCHOBaHUH _
Ot umenn Knuenra

OI'PH

AJTpec AMeKTPOHHON HOYTHL
AGoHeHTCKui Homep?

B coorBerctBuM ¢ PerimameHTOM IUCTAaHIMOHHOTO OAHKOBCKOTO OOCIYXHMBaHHS IOPHUIMYECKHUX JIMI, WHIUBHIYAIbHBIX
npeArnprHUMaTesed, pU3NYecKUX JINI, 3aHUMAIOIINXCSl B YCTaHOBJICHHOM 3aKOHOAaTeabcTBOM Poccuiickoi denepaiyu nopsiake
yacTHO# npakTHkoit B AO «bauk 131» ¢ ucnons3oBannem Cuctembl IBO BUDOUT (nanee - Cucrema IO BUDUT) nporiry:

[0 — pas6nokuposars goctyn B Cucremy JbO BU®UT, ¢ ucnonp3oBannem panee mpeoCTaBICHHBIX JaHHBIX UL JOCTYIA (C
YCIIOBHSIMH ¥ IPHYUHAMHU OJIOKHPOBKH cornaceH, npeter3uil kK AO «bank 131» He nMero);

U - YCTaHOBUTL HOBBIA AGoHeHTCKMi HOMep it jgoctyma B Cucremy JBO BUDUT, mnpoxokmeHds Mpomemypsl
ayTeHTU(PUKANMH U TTOANUCAHUS DICKTPOHHBIX JOKYMEHTOB MU €€ UCIOJIb30BAaHHUM, AJISl yKa3aHHBIX Y OJIHOMOYEHHBIX JIUIL: +
) ;

LY BenomieHust 0 COBEPIICHHBIX OMEPAIHsAX MPOIIY HAPABIATH:

U 10 aJIPeCy 3JIEKTPOHHON MOYTHI

U Ha AOGOHEHTCKUI HOMED:

Hacrosmum moaTBepkaar0, 4TO YKa3aHHBIH B HACTOAIIEM 3asBICHHHM AOOHEHTCKHM HOMEp NPHHAIICKHUT HCKIIOYUTENBHO U
TOJIBKO MHE, MHBIE JINIa HEe NUMEIOT AOCTYIa K HEMY.

/ < » 20 r/

(Tozmucs) (PUO) (Jata)

ML.IIL.
3anoansierca bankom

I/II[CHTI/I(I)I/IKaL[I/ISI YTI0JTHOMOYEHHBIX JIAIL Knuenra IIPOBEACHA, ITOJJHOMOYHNA U TOKYMEHTBI TPOBEPCHBI

3asBieHue 3aperucTpupoBaHo B banke « » 20 T.
/ / «_» 20 r
(JTOJDKHOCTD) (moamuck) (pacmudpoBKa MOAITHUCH) (mata)

Pabornux banka, npoepusimii OI1:

/ / «_» 20 r
(TOIKHOCTD) (moamnuce) (pacumudpoBKa MOAMHUCH) (mata)

OTMeTKa 00 MCIIOTHEHNN:
OtBeTcTBeHHBIN paboTHUK banka:

/ / «_» 20 T
(1OIKHOCTB) (monnuce) (pacum¢poBKa MOIMUCH) (mara)

! VkakuTe ajipec 3MeKTPOHHOM MOUTHI YIIOIHOMOYEHHOTO Juia. O6g3aTebHOE MoJie
2 YkaxuTe aOOHEHTCKHiT HOMEpP YIOJIHOMOYEHHOTO Nuiia. O6A3aTebHOE TIoMe.
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3asiBijieHHe Application

0 cMeHe JIOTHHA M cratmyeckoro mapoJsi on login and static password change /

/pa3zoaokupoBky gocryna B cucreme JIBO unlocking RBS system BIFIT access /

BU®UT/cmene AGOHEHTCKOT0 HOMepa subscriber number of mobile communication
change

Kazan 20

Full name / ®1O

Passport series and number/Cepust u HOMep macnopra
Authority issued the passport and date of the issue/Opran
U mara Beigaun macmopta (ecmum OpraH OTCYTCTBYET —
YKa3aTb TOJILKO AaTy BbIZ[a‘II/I)

Acting on the basis of / JleiicTByomuii Ha OCHOBaHUU
On behalf of the Client / Ot umenu Kinenra

Registration No. / Peructparmonnsiii Ne
e-mail address/Anpec 3JeKTPOHHON MOYTHI
Subscriber Number/ A6onentckuii Homep?

1

B coorBercrBuu ¢ Permamenrom mmcranmmonHoro Inaccordance with the Regulations on Remote Banking Service
0aHKOBCKOTO  OOCIyXWBaHHUS  opunmdeckux jwim, in the ‘Banking App’ system for Bank 131 JSC Corporate
HHIMBUIYAIBHBIX MpeAnpuHuMaTeneii, pusnueckux mum,  Clients and individual entrepreneurs, | hereby request to:
3aHMMAIOIUXCSI B YCTAaHOBJICHHOM 33aKOHOJATEIbCTBOM

Poccuiickoit @enepanyy nopsaKe 4aCTHON NPAKTUKON B

AO «bank 131» ¢ wucnoms3oBanueM Cucrembr JIBO

BUDUT (nanee - PernamenT) mpoiry:

] -unblock access to the RBS System using previously provided access data (agree with the terms and ground for the blocking,
no claims against Bank 131 JSC); / pasz6nokuposats goctyn B Cucremy JIBO BUDOUT (nanee — Cucrema JIbO BUDUT), ¢
HCIOJIb30BAHUCM paHEC NPEAOCTABICHHBIX JaHHBIX OJISA 1OCTYIIa (C YCIOBUAMU U IPpUINHAMU 6HOKI/IpOBKI/I COrJlaCcEH, npeTeHsmﬁ
kK AO «bank 131» He umer0);

[ - establish a new Subscriber number with its Login and Temporary password for access to the RBS System, for passing the
procedure of authentication and confirmation of Electronic documents when using it, for the specified Authorized persons:
lycranoBuTh HOBBIT AGoHeHTCKIIA HOMep s qoctyma B Cuctemy IBO BUDUT, npoxoxaenus mpotieypbl ay TeHTHOUKAITHH
U TOATBCPIKACHUA 3J‘I€KTpOHHHX JAOKYMCHTOB IIpU €€ HCIOJb30BaHUH, I YKa3aHHBIX VY1I0THOMOYEHHBIX aan.  +

) ;

U1 I hereby request to send notifications of transactions/YBemoMiieHnst 0 COBEPIIEHHBIX OTIEPAIUSIX MPOITY HAMPABIATD:
[] at e-mail address: / mo aapecy 37€KTPOHHON MOYTHI:
] to the Subscriber number: / na AGonentckuii Homep: + ( )

| hereby confirm that the Subscriber number specified in  Hacrosimum moaTBepskmar0, 9TO YyKa3aHHBIA B HACTOSIIEM
this application belongs exclusively and only to me, other  3asBieHHr AGOHEHTCKHIT HOMEP MPHUHAIEKUT UCKITIOIUTETBH(

persons have no access to it. ¥ TOJIBKO MHE, MHBIC JIUIIA HE HMEIOT JIOCTYTIa K HEMY.
/ / 202_1

(Signature) (Full name) (Date)

Seal (if any)

To be filled in by the Bank / 3anoansiercss Bankom
Unentudukanus YmonHoMoueHHbIX i KitnenTa npoBeieHa, MOJHOMOYHS U JOKYMEHTBI IPOBEPEHDI

3asBIeHUE 3aperUCTPUPOBaHO B baHke « » 20 I.:
/ / «_» 20 r
(TOIKHOCTD) (moamnuce) (pacumudpoBKa MOAMHUCH) (mata)

! The e-mail address of the authorized person is indicated. Required field.
2 The subscriber number of the authorized person is indicated. Required field.
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Paboruuk banka, nmposepusmmmii OI1:

/

/

(OMmKHOCTB) (moamuce)

OT™MeTKa 00 HCIOIHEHHN:
OtBeTcTBEeHHBIH paboTHHK banka:

/

(pacumm¢poBKa NOIMUCH)

/

(OMKHOCTB) (moamuco)
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(pacum¢poBKa MOAMUCH)

»

»

(mata)

(mata)

20

20



[punoxenne Ned k PernmamMeHTy MHUCTaHIIMOHHOTO OaHKOBCKOT'O OOCIYXKHBAaHHS FOPUAWYCCKUX JIHI, HHIUBUIYaTbHBIX
HpeanpuHIMaTeNeH, PU3NYSCKUX JIHII, 3aHUMAONIUXCS B YCTAHOBICHHOM 3aKOHOIATENLCTBOM Poccuiickoit denepanuu mopsiake
gacTHOH npakTukoii B AO «bank 131» ¢ ucnons3zoBanuem Cuctemsl JJIbO BUOUT

YBEAOMJIEHUE

0 KOMIIPOMETALMH KJIK0YAa JJIEKTPOHHOH MOAMUCH

(mpexkpamieHnu AelCTBUS CPeACTBA MOATBepPKAeHUsA U(MJIM) 00 yrpare cpeacTBa NMOATBEP:KIAEHUsI, U
(nsm) 00 ucnoabzoBannu Cucremsl IBO BUDUT 6e3 cornacus Kinuenra)

r. Kazanp «» 20 T

DdUO

Cepus 1 HOMep TacmopTa
Opras 1 1aTa BRJIaYH MAcIopTa
JelcTByOmMI HA OCHOBaHUH _
Ot umenn Knuenra

OI'PH

B COOTBETCTBUU C PermamMeHTOM AHCTAaHIIMOHHOTO OaHKOBCKOTO OOCTY)KMBaHUS IOPUAMYECKUX JUI, HWHAUBHUIYaTbHBIX
MpeanpuHUMaTeNei, GU3NUSCKUX JIHII, 3aHUMAOIUXCS B YCTAHOBICHHOM 3aKOHOIATEILCTBOM Poccuiickoiit denepariiu mopsake
yacTHOM npakTtukoii B AO «bank 131» ¢ ucnons3oannem Cuctemsl JJIbO BUDOUT (nanee - PernaMenT), HACTOSIIIAM yBEAOMIISIIO
AO «bank 131» o Komnpomeranuu DIeKTpOHHON MOJANKCHU B CBS3H €

(Oama Komnpomemayuu DIT/ympamer DCIT u (unu) eco ucnonvzosanusi bes coeracus Knuenma, obcmosmenvbemea makou Komnpomemayuu/ympamol u (uiu)
MAK020 UCNOTL306ANS, NOOMEEPHCOCHUS. (NPU HATUYULL) MAKOL KOMIPOMEMAYUL/yMpPambl u (W) MAKO20 UCROTb306AHUAL)

IIpomy ¢ « » 20 1. 3abJI0KHpOBaTh YKa3aHHbIE HUXKE Cpenctsa MOATBEPKICHHUS,
HCIOJIB30BABIINECA B paMKax PernmameHnTa cornacHo 3asiBJISHUIO O MMPUCOCANHECHUN Ne OT «_ »

20 1., ¥ OCTaHOBHTH OOpPaOOTKYy DJEKTPOHHBIX IOKYMEHTOB, IOITHCAHHBIX/TIOATBEPIKICHHBIX
yKa3aHHBIMH CPEJICTBAMHU:
LICeprudukars! Kirrodei DIeKTPOHHOM TI0IITUCH:

Ne  [@.11.0. Bnazmensua — YIIOIHOMOYEHHOTO JIMIA Cepuitnblii Homep Ceprtudukara kimoda DIeKTPOHHOI
[OJITICH
1
LO6naynast moqmnuch
Ne  (@.1.0. Brazenba-yYnoJHOMOYEHHOTO JIMLA IAGOHEHTCKHI HOMEP MOOMIFHOTO YCTPOHCTBA
1
/ /< » 20 1/
(IToammucs) (®HO) (Hata)
M.IL.

3anoansgerca bankom

WNnentudukamus YmoarHoModeHHBIX Jinil KineHnTa mpoBeeHa, MOJTHOMOYHS M TOKyMEHTBI TIPOBEPEHBI, 3asBICHUE
3aperucTpupoBaHo B banke « » :

/ / «_» 20 r
(1OIKHOCTB) (monnuce) (pacum¢poBKa MOIMCH) (mara)
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Pabotauk banka, mpoepuBmmii J11:

/ /

(1OIKHOCTB) (moamnuce) (pacum¢poBKa MOAMUCH)

OtMeTKa 00 UCIIOTHEHUU:
OTBeTCTBEHHBIN pabOTHUK baHka:
/ /

(TOIDKHOCTD) (moamuce) (pacmmdpoBKa OAITHUCH)
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«

»

»

(mata)

(nata)

20

20__



B

0aHKOBCKOI'O

YBEJOMJIEHHUE

0 KOMIIPOMETAMHM KJIK4Ya JJIEKTPOHHOI
NoANucH (MpeKpameHuu JelcTBUS CpeacTBa
noATBep:kAeHus U(Wiu) 00 yrparTe cpeacrBa
NMOATBep:KAeHusl U (M) 00 MCIO0JIb30BAHUN
Cuctrembr JIBO BU®UT 06e3 coraacusi
KianenTa)

S

Kazan

confirmation and/or
confirmation and/or use of the RBS System
BIFIT without the consent of the Client)

NOTICE
on compromising the key of the Electronic

ignature (termination of the means of

loss of the means of

20

Full name / ®1O

Passport series and number/Cepust u HoMep macmopra

YKa3aThb TOJBKO AaTy BBIZ[a‘II/I)

Authority issued the passport and date of the issue/Opran u
nara Beigaun nacnopta (eciu Opras BbIIa4d OTCYTCTBYET, TO

Acting on the basis of / [leiicTByronuii Ha OCHOBaHUHU _

On behalf of the Client / Ot umenu Kiinenra

Registration No. / Peructparmonnsiii Ne

COOTBETCTBMH ¢  PermamMeHTOM  IHMCTaHIIMOHHOTO
o0ciTy)KUBaHUS FOPUINICCKIX JINII,

WHINBUAYAIBHBIX TpEANPUHUMATENCH, (H3UUECKUX IIHII,
3aHAMAIOIIUXCA B YCTAaHOBICHHOM 3aKOHOIATEIbCTBOM
Poccuiickoit deneparuu nopsiike 4acTHON npakTukoi B AO
«bank 131» c ucnonb3oBannem Cucrembr JIbO BUDUT
(manee - Permament), HactosiuM yBegomisieT AO «baHk
131» ¢ wucnons3oBanueM Cucremsl 50 BUOUT o
Komnpomeranuu 31eKTpOHHOM MOAUCH B CBSI3U C

In accordance with the Regulations on Remote Banking
Service in the ‘Banking App’ system for Bank 131 JSC
Corporate Clients and individual entrepreneurs hereby
notifies Bank 131 JSC on the Electronic Signature
Compromise in connection with

(0ama Komnpomemayuu DI1/ympamer ICII u (unu) eco ucnonvzosanus 6e3
coenacus Knuenma, o6cmosmenscmea maxoi KOMRPOMEmMAayuu/ympamsl u
(unu) makoeo UCNOAL306AHUA, NOOMEEPAUCOCHUA (NPU HATUYUY) MAKOU

KOMRPOMEMayuu/ympamol u (uiu) maxozo ucnoab306amus)

Ipomy  3abnokupoBaTh  ykaszaHHble Hmke  Cpencrsa
MOJTBEPXKJCHUS, HCIOJIb30BaBIIMECS B paMKax Periamenra
COTJIACHO 3asIBJICHUIO O MPUCOEIUHEHUN

Ne OT «__» 20 r,

c«___ » 20 T

U OCTaHOBUTh O0pabOTKy  ODIEKTPOHHBIX JOKYMEHTOB,
HO)IHI/IC&HHBIX/HO}ITBCp)K}ICHHBIX YKa3aHHbBIMH CpeacTBaMu:

Ceprudukarel Kio4Yeid DIEKTPOHHOW IMOMNKCH, COACPXKAIINe
CJIeIYIOIINE KIFOUM DIEKTPOHHOH MONUCH:
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(date of ES Compromising/Loss of ES and/or its use without the Client's
consent, circumstances of such Compromising/Loss and/or such use,
confirmation (if any) of such Compromising/Loss and/or such use)

I hereby request to block Means of Confirmation noted below that
were used within the scope of the Regulations on Remote
Banking Service in the ‘Banking App’ system for Bank 131 JSC
Corporate Clients and individual entrepreneurs according to
Application on joining

No. dated
since 20
and stop the Electronic Documents processing that were
signed/confirmed by the mentioned means:

Electronic Signature Key Certificates containing the following
Electronic Signature Keys:

20




CCepruduxkats kimoueii Dnexrponnoii noxanucu/ Certificate of the electronic signature verification key:

Ne | Full name of the owner - Authorized person Certificates of the electronic signature verification key

/ ®.M.0. Buanennsna — YIOTHOMOYEHHOTO JIAIA Serial number / Cepuiinbiii Homep CepTudukarta Kiroua
DNEKTPOHHOMN MOAMUCH

[UJSubscriber mobile phone number: / AGorenTcKHT HOMEp MOGHIBHOM CBSI3H:

Ne Full name of the owner, the authorized person / Subscriber number of the mobile device / AGonenTtckuii
@.1.0. Bragensia-Y 10JHOMOYEHHOTO LA HOMep MOOWJIBHOTO yCTPOHCTBa

[ Cloud Signature / O6nauHO# MOaMKCH:

Ne  [Full name of the owner - Authorized person /®.1.0/Subscriber number of the mobile device / AGoHeHnTckuii HOMED
BIaesba- Y IOJTHOMOYCHHOTO JINLA MOOIIEHOTO YCTPOMCTBA
1
/ / 202_1/
(Signature) (Full name) (Date)
Seal (if any)

To be filled in by the Bank / 3anosnsiercs bankom

Wnentnduranus YnoinHomoueHHbIX Jul KinneHTta mpoBeneHa, MOJTHOMOYUS U TOKYMEHTHI IPOBEPEHBI, 3asiBICHUE
3aperucTpupoBaHo B banke « » 20 T.
PaGoTauk banka, mpuHSBIINI 3asiBICHHE:

/ / «_» 20t
(TOIKHOCTD) (moamuce) (pacimudpoBKa MOAMUCH) (mata)
Paborauk banka, mposepusmmnii I11:

/ / «_ » 20 r
(TOIKHOCTD) (moamuce) (pacmudpoBKa MOAMUCH) (mata)

OtMeTKa 00 UCTIOTHEHHH:
OtBercTBeHHBIN paboTHUK baHKka!

/ / «_» 20 T
(1OIKHOCTB) (monnuce) (pacum¢poBKa MOIMUCH) (mara)
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Ipunoxenne NoS k PermameHTy QUCTAaHIIMOHHOTO OAaHKOBCKOTO
00CITy)KUBaHHS IOPUINYECKHUX JIMIL, WHIUBUAYaIbHBIX
npeJnpuHuMaTenelf, (U3MYECKUX  JIUI, 3aHUMAIOUIUXCS B
YCTaHOBJIEHHOM 3aKOHOAAaTeNbCTBOM Poccuiickoit dDenepannn
nopsike gactTHoH npakTikor B AO «bank 131» ¢ ucrons3oBanreM
Cuctemsr IO BUDUT

HNucTpykuuss mno obecneyeHHMI0 HHPOPMALMOHHOM
0e3onacuoctu npu padore B Cucreme IO BUOUT

B nensix obecnieuerus nHGOPMAIMOHHONW OE30MACHOCTH MPH
pabote B Cucreme JIBO BUDUT (manee — Cucrema JIBO
BU®UT) AO «bauk 131», Knuent o6s13an:

1. [pwm ocymectBnenuu nocryna k Cucreme 15O BUDUT,
YAOCTOBEPUTHCS B NMIPABUIIBHOCTH YKA3aHHOI'O ajpeca B
ampecHoit crpoke Opaysepa (https://bank.131.ru/) u
HaTu4YuK 3HAYKa 3allUIIEHHOTO COCIUHEHHUS (3aMOK),
WCKJTIOYasi BBIXOJl Ha CaiThl, BHEIIHE MAaCKHPYIOIIHECs
noza Cucremy J6O BUOUT.

2. Ilpu ucnonb3oBanuu OOJaYHON MOAMKMCU W/WIM HHOTO
BHUJA DJIEKTPOHHOM MOANKCH BHUMATEIBHO MPOBEPATH
nHapopMmaruio 06 Omepamuu, momydeHHyto B CMC-
cooOmmenun unu B PUSH-coo61menuy.

3. CBOEBpPEMEHHO yCTaHABJIMBAThH JIOCTYITHbIE OOHOBJICHUS
ONEPaLMOHHON CHCTEMBI U MPUIOKEHUH.

4. He moaBeprath HCIONB3yeMOE YCTPOHCTBO OIEPALIHSIM
MOBBIILICHUS TPHUBHIETHH / B3JIOMa ONEPanuOHHON
cucteMsl ycrpoiictsa (jail-break, rooting).

5. Hcnonb3oBaTh AHTHUBUPYC IS YCTPOKCTB,
CBOEBPEMEHHO YCTAaHABJIMBaTh Ha HETO OOHOBJICHHUS
BHUPYCHBIX 0a3.

6. Huxoraa He mepenaBaTh CBOE YCTPOWCTBO H/WIH SiM-
KapTy TPETHUM JIMLAM.

7.  Kiroun YcuneHHoit HEKBAJTU(UITUPOBAHHON
OnexTpoHHON moanucu XxpaHuTh Tonbko Ha OKH B
HEIOCTYITHOM JIJIsl HOCTOPOHHUX M HEYIOJIHOMOYEHHBIX
Ul MecTe (3amuparoluecs TIepCOHANbHBIN  ceild,
METaJTNYCCKUH 1Kad).

8. He cunmats xormmu ¢ ®KH, e nepenaBats ®KH numam,
K HUM HE JONyLIEHHBIM, He 3anuceiBath Ha OKH
MMOCTOPOHHIOK WH(POPMAIIHIO.

9. He ucnons3oBate B kauectBe CTaTUUECKOTO MApoOJIs:

- [IOCIIEA0BATENIEHOCTh CUMBOJIOB, COCTOSIIIIMX M3 OJTHUX
mudp (B TOM 4HCcIe IaThl, HOMEpa Tele)OHOB, HOMEpa
aBTOMOOMIICH | T.I1.);

MOCJIEI0BAaTEILHOCTD MOBTOPSIOIINXCS OYKB MU LUGD;

WAYIIHE TTOAPS B PACKIaAKe KJIaBHATYPbI WX B alihaBUTE
CHUMBOJIBL;

- nMeHa 1 pamunumy;

- UHH unu npyrue peksusutsl Kimenra/yYnoiHoMoueHHOTO

IIpencraBurens KnueHnra.

TpedoBanusi k CTaTHYeCKOMY NapOJIIO:
—  JlnuHa mapons JomKHa OBITh HE MEHee 8 CUMBOJIOB.
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Appendix No. 5 to the Regulations on Remote Banking
Services for Legal Entities, Individual Entrepreneurs, and
Private Practitioners at Bank 131 JSC using the BIFIT RBS
System

Information security guidelines for working in
the BIFIT RBS

To ensure information security when working in the
BIFIT RBS (hereinafter referred to as the "BIFIT RBS")
of Bank 131 JSC, the Client is obliged to:

1. When accessing the BIFIT RBS, ensure that the
address in the browser’s address bar is correct
(https://bank.131.ru/) and that the secure
connection icon (lock) is present, avoiding
websites that mimic the BIFIT RBS.

2. When using a Cloud Signature and/or any other
type of Electronic Signature, carefully verify the
transaction information received in an SMS or
PUSH notification.

3. Promptly install available updates for the
operating system and applications.

4. Avoid performing operations to gain elevated
privileges or hacking the device’s operating
system (jailbreak, rooting).

5. Use antivirus software for devices and promptly
update its virus databases.

6. Never transfer your device and/or SIM card to
third parties.

7. Store Enhanced Unqualified Electronic
Signature (UES) keys only on a Functional Key
Carrier (FKC) in a place inaccessible to
unauthorized persons (e.g., a personal safe or
metal cabinet).

8. Do not make copies of the FKC, do not transfer
the FKC to unauthorized persons, and do not
record unrelated information on the FKC.

9. Do not use the following as a Static Password:

o A sequence of digits only (including
dates, phone numbers, car numbers,
etc.);

o A sequence of repeating
numbers;

o Consecutive characters on the keyboard
or in the alphabet;

o Names and surnames;

o Taxpayer Identification Number (TIN)
or other details of the Client/Authorized
Representative of the Client.

letters or

Requirements for Static Passwords:
e The password length must be at least 8


https://bank.131.ru/

B umcne cuMBOJIOB maponis IJOMKHBI MPHUCYTCTBOBATH
CTPOYHBIC U MTPOMUCHBIE OYKBEI, TU(PHI U CIICIUATBHEIC
cumioiel (I, ", #, 8, %, &, (), *,+,-, ./, @, :, ;, <, =,
> 2LV L)

3ampenraeTcss HCIONB30BaTh B  KadecTBE Mapoisd
«IyCTOW» Mapoyib, UM BXOAa B CHCTEMY, a TaKxKe
BEIOMpaTh MApoNH, KOTOPHIE YK€ HCIOIB30BAINCH
panee;

Jlmanapiit mapons KiMeHT He WMeeT mpaBa COOOIATh
HUKOMY;

[Ipu cMeHe maposist HOBOE cOYeTaHHe CUMBOJIOB JIOJKHO
OTIMYAThCS OT MPEOBIOYIIero He MeHee dYeMm Ha 4
CHUMBOJIA;

Cpox meicTBHs Tapoiis TMOJh30BaTes HE Oojee 1roma
(365 nueit).

[lapons He JomKeH BKIIOYATh B ce0S  JIETKO
BBIYHCIISICMBIC COUYCTAHUS CUMBOJIOB (MMeHa, (haMUInH,
HauMeHoBaHUS APM u T.1.), a Takke OOLIETIPUHSTHIE
cokpanienus (3BM, JIBC, USER u 1.11.).

[Tocne 5-u HEYAAYHBIX MMOTBITOK BBOJIA TIAPOIIS, YIETHAS
3anuck Knuenta Onokupyercss A0 BBIICHEHHS NPHYUH
BBOJIa HEMIPABIIILHOTO MAPOJISL.

Ctporo 3anperaeTcs 3anucbIBaTh NapoiIu Ha OyMakKHBIX
HOCHTEJISX W B TEKCTOBBIX (paifiiax Ha pabodeM mecte,
OCTaBJATh HMX B AOCTYIIHBIX TPETbHUM JIMOAaM MECTax,
repe1aBaTh HEYIOTHOMOUYEHHBIM JIAIIAM.

Heob6xoaumo:
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YcTaHOBUTH HA TIEPCOHATEHOM KOMIIbIOTEpE (HOYTOYKE)
MapoJIbHYIO 3aIUTY Ha BX0/ B ONepalnoHHYIO CUCTEMY.
XpaHuTh naposs gocryna kK kmouy YHIII otnensHO oT
OKH.

[Moaxmrouate ®KH, comeprkamuii xatou D11, Tombko B
MoMeHT wucnosib3oBanus Cucrtembl J[bO BUOUT wu
MOANIMCAaHUs DJIEKTPOHHBIX JOKYMeHTOB. He ocTaBisaTh
®KH, coaepKaluni KJTIOY OIl, MMOCTOSIHHO
MOJKIIOUYEHHBIM K KOMIIBIOTEDY.

He ucnons3zoBate ®KH, coxepxkamuit kmou OI1, mis
KaKMX-T100 APYTuX IeJieid, B YaCTHOCTH, HE XPaHUTh Ha
HEM WHPOPMALIMIO TPOU3BOIBHOTO COJCPKAHUS, HE
oTHOcsmerocs k padore ¢ Cucremoit J[bO BUDUT.

He xommposats cogepxumoe ®KH, coaep:xariero ko4
Oll, n He mepenaBaTh €ro HUKOMY AaX€ Ha KOPOTKOE
BpeMsI.

3akonuuB padoty B Cucteme IO BUDUT unu npepBan
e€ (maxxe Ha HECKONBKO MHHYT), wu3Biedpr OPKH,
cogepxammuii kimou YHOIII, u yOpaTs ero B HeocTymHOE
JPYTUM JIMLAM MECTO.

[IpumensTe Ha pabodyeM MecTe JULEH3UOHHBIE CPEICTBA
3alUTBl OT BPEJOHOCHOTO KO/JAa C BO3MOXKHOCTBIO
aBTOMAaTHYECKOTO OOHOBIEHMs 0a3 NAaHHBIX CHTHATYpP
BPEIOHOCHOTO KOJa.

Ecnu B kadecTBe koMmbioTepa aisl paboTsl B Cucreme
JAbO BUDUT wucnonszyeTcs NEpEeHOCHON KOMIBIOTEP
(HOYTOYK), HMCKIIOYUTH €ro IOIKIIOYEHUE K CETIM

characters.

e The password must include lowercase and
uppercase letters, numbers, and special
characters (!, ", #,$, %, &,', (,),*, +,-, ../, @, ;,
;1 <1 :’ >’ ?1 [1 1]7 /\’ —! " {’ }1 ~)l

e It is prohibited to use an "empty" password, the
system login name, or previously used
passwords;

e The Client must not disclose their personal
password to anyone;

e When changing the password, the new
combination of characters must differ from the
previous one by at least 4 characters;

e The password validity period must not exceed 1
year (365 days);

e The password must not include easily guessable
combinations of characters (names, surnames,
workstation ~ names, etc.) or common
abbreviations (e.g., PC, LAN, USER, etc.);

e After 5 unsuccessful password attempts, the
Client’s account will be blocked until the reasons
for the incorrect password entry are clarified;

e It is strictly prohibited to write passwords on
paper or in text files at the workplace, leave them
in places accessible to third parties, or disclose
them to unauthorized persons.

Additional Requirements:

o Set password protection for the operating system
on the personal computer (laptop).

o Store the password for accessing the UES key
separately from the FKC.

e Connect the FKC containing the Electronic
Signature key only when using the BIFIT RBS
and signing Electronic Documents. Do not leave
the FKC containing the Electronic Signature key
permanently connected to the computer.

e Do not use the FKC containing the Electronic
Signature key for any other purposes, particularly
do not store arbitrary information unrelated to
working with the BIFIT RBS on it.

o Do not copy the contents of the FKC containing
the Electronic Signature key or transfer it to
anyone, even temporarily.

e After finishing work in the BIFIT RBS or
interrupting it (even for a few minutes), remove
the FKC containing the UES key and store it in a
place inaccessible to others.

e Use licensed anti-malware software with
automatic updates for malware signature
databases at the workplace.

e If a portable computer (laptop) is used for
working in the BIFIT RBS, avoid connecting it
to public networks in places with free Internet
access (office centers, cafes, etc.).

e Continuously monitor payment (settlement)



o0miero J0CTyma B MeECTaxX CBOOOJHOTO JOCTyIa B
HutepHet (obucHBIE LEHTPHI, Kade H Ip.)
OcCyIIecTBIATh MOCTOSHHBIA KOHTPOJIb OTIPABIISEMBIX
IJIATeXKHBIX (PacUYeTHBIX) IOKYMEHTOB TpU paboTe ¢
Cucremoii JJbO BHUOUT, a Taxke 3a COCTOSHUEM
pacyeTHBIX (OAaHKOBCKHX) CUETOB, OIIEPAITHAM IO HUM H
OCTaTKaM.

B ciydae BoisiBnenust npusHakoB Kommpomerarmm D11
WIM BBISBICHUS BPEJIOHOCHOTO KOJa B KOMIIBIOTEpE,
ncronszyemMoM st padotel B Cucreme 6O BUOUT,
HEe0OXOqMMO HEMEUIEHHO YBEeJOMHTh baHK 10
tenedonam: 8 (800) 100 13 10 ¢ 9 yacor 00 munyT 10 18
yacoB 00 MuHyT (B paboune THU), TUOO JTUYHO SBUTHCS
B baHK ¢ nenpro 6J0KHpOBaHUS CKOMIIPOMETHPOBAHHBIX
kiroueit D11 ¢ mocnemyromen X 3aMeHOM.

coObITHSM, cBsi3aHHBIM ¢  Kommpomeraumei
JJIeKTPOHHOM MOANUCH, B TOM YMCJI€, OTHOCATCS:
yrpara ®KH, ¢ mocneayromnm oOHapykeHHeM Win 0e3
TaKOBOTO;

HapyIlIeHne TpPaBWJ XPaHEHUS, WUCIOIB30BAHHUA U
YHUYTOXKEHUs (B TOM YHCJIE TIOCIIe OKOHYAHHSI CPOKa
nerictBus) kiroda Y HOIT;

yTeps, mepenada W/Wid MpeaoCTaBIeHHEeM JOCTyIia
HEYIMOIHOMOYCHHBIM TPETHUM JIMIAM K aImapaTHbIM
cpeacTBaM (B TOM YHUCIIE MOOWIBHBIM Teje(oHam
wm wuHbIM) w/umu SIM-kapre ¢ AOOHEHTCKHM
HOMEpPOM, B TOM YHCIIE KOTOPBIH HCIIONB3YETCS s
HanpaBieHus: BpemenHoro w/mim OmHOPa3oBOTO
TapoJIs;

HaJn4uue MO0JI03pPEHUH, YTO Cpencrsa
MTOATBEPXKIACHUST DIEKTPOHHOTO JOKYMEHTa CTalld
W3BECTHBI HEYTTOTHOMOYCHHBIM TPETHUM JTUIIAM;
BO3HUKHOBEHUE MOI03pEHUH Ha YTEUKy
WH(POPMAIIUH WIH €€ UCKAKEHHE;
HECaHKIIMOHUPOBAHHOE KOTIMPOBaHKE WIN
MOJO3peHne  Ha  KONupoBaHWe  BpemenHoro,
Cratuueckoro aposs, (yHKIIMOHATBHOTO
KITIOYEBOT0 HOCHUTEJISI, almapaTHOTO CPeCcTBa H/WIH
SIM-kapTsl ¢ AOOHEHTCKUM HOMEPOM;
HECaHKIIMOHUPOBAHHBIM ~ JIOCTYIT K  aJpecy
AJIEKTPOHHOMH MOYTHI, yKa3aHHOMY B 3asBIICHUU;
MpeKpanieHre TIOJHOMOYMA WM YBOJbHEHHE
VYTONHOMOYEHHBIX JIMI, WMEININX JIOCTYIl K
CpencTBy MOATBEPKACHUS;

Cllydau, KOTJia Hellb3sl JIOCTOBEPHO YCTaHOBHTH, UTO
npousonio ¢ ®KH (B ToM umcne ciydan, xoraa
HOCHTENb BBINIEN M3 CTPOS M JIOKa3aTeJIbHO He
OIIPOBEPTHYTa BO3MOKHOCTh TOTO, YTO JIAHHBIH (haKT
MPOM30LIETT B pe3yjbTaTe HECAHKIHOHHWPOBAHHBIX
JEWCTBUI TPETHUX IUII, APYTHE BUJBLI Pa3riialieHus
KIIFOUEBOM HHGMOPMAIUH).

documents sent when working with the BIFIT
RBS, as well as the status of settlement (bank)
accounts, transactions, and balances.

e In case of detecting signs of compromise of the
Electronic Signature or malware on the computer
used for working in the BIFIT RBS, immediately
notify the Bank by phone: 8 (800) 100 13 10 from
9:00 AM to 6:00 PM (on business days), or
personally visit the Bank to block the
compromised Electronic Signature keys and
replace them.

Events related to the compromise of the Electronic
Signature include:

e Loss of the FKC, with or without subsequent
discovery;

e Violation of the rules for storage, use, and
destruction (including after expiration) of the
UES key;

e Loss, transfer, and/or provision of access to
unauthorized third parties to hardware (including
mobile phones or other devices) and/or SIM
cards with a subscriber number, including those
used for sending Temporary and/or One-Time
Passwords;

e Suspicions that the Electronic Document
Confirmation Tools have become known to
unauthorized third parties;

o Suspicions of information leakage or distortion;

e Unauthorized copying or suspicion of copying
Temporary, Static Passwords, Functional Key
Carriers, hardware, and/or SIM cards with a
subscriber number;

e Unauthorized access to the email address
specified in the Application;

e Termination of authority or dismissal of
Authorized Persons with access to the

Confirmation Tools;

o Cases where itis impossible to reliably determine
what happened to the FKC (including cases
where the carrier has malfunctioned, and it
cannot be conclusively disproven that this
occurred as a result of unauthorized actions by
third parties, or other types of disclosure of key
information).

If unauthorized access to the BIFIT RBS, payment, or
other operations in the BIFIT RBS, or compromise or
suspicion of compromise of the Electronic Signature is
detected, immediately notify the Bank and send a "'Notice
of Compromise" in the manner established by the
Regulations on Remote Banking Services for Credit
Institutions at Bank 131 JSC using the BIFIT RBS, and

Ilpn  obHApyEHHM HECAaHKUMOHMPOBAHHBIX JIOCTYNOB B file 3 corresponding report with law enforcement
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Cucremy JIbO BUDUT, turaTe:XHbIX M WHBIX OTepaIiuit

agencies.



B Cucreme [JbO BUOUT, Kommpomerauuu wuiu
Kommpometanuro ~ DIeKTpOHHOMH
MOJIMCH HEMEUICHHO YBEIOMHUTh BaHK M HampaBHUTh
«YBEIOMJICHUE O KOMIIPOMETAllMW» B  TOPSJIKE,

TUCTaHIIMOHHOTO
IOPUANYECKUX  JIHIL,
WHAVBUIYAIGHBIX —TPEANPUHUMATENCH, (U3NISCKUX
YCTAaHOBJICHHOM
3aKoHoJIaTenbrCTBOM Poccuiickoit denepanuu nopsiake

MOJIO3PEHUN  Ha

Pernamentom
00CTyKUBaHUS

YCTaHOBIICHHOM
0OaHKOBCKOT'O

JIMII, 3aHUMAIOIINXCS B
«baux  131»

yacTHOM mpakTuko B  AO

ucnonb3oBanueM Cucrempl JIbO BUOUT, a Taxke

0o0paTUTBCA € COOTBETCTBYIONIUM  3asBICHHEM
MIPaBOOXPAHUTEIHHBIE OPTaHbL.

3ampemeHo  BOCCTAaHABIMBAaTH  pabOTOCIIOCOOHOCTH
MOBPEKICHHOIO  KOMIIBIOTEpA 10  IIPOBEIEHUS
TEeXHUYECKOM 3kcnepTusbl. Paboty ¢ Cucremoit 15O
BUDUT paszpelieHo NpoBOAUTE TOIBKO ITOCIIE HOBOX
YCTaHOBKH OTIEPaLIOHHOMN CHUCTEMBI c
(hopMaTUpOBaHHEM JKECTKHX JUCKOB H MOCIIE CMEHBI
Bcex kmouelt OI1 knueHTa.

TpeGoBanus:

—  OTKIIIOYUTH BO3MOXKHOCTh  Y/JaJIEHHOTO u
TEPMUHAJIBHOTO COCIMHEHUS K KOMIIBIOTEPAM,
ucronp3yemMsiM it pabotrel mo Cucreme JbO
BU®UT, 3a6moxupoBats 3389 (RDP Remote
desktop).

— Briouuth B ONEPALIMOHHOM cHCTEME KypHal
6e3onacHoctn Windows.

—  Hcnonp30BaTh TOIBKO JMLECH3MOHHOE MPOIPAMMHOE
oOecriedeHne — OMepaluoHHbIE CHCTEMBI, CPEICTBA
3alIUTHl OT BPEAOHOCHOTO K0Ja, O(HCHBIE MTAKETHI U
T.1. (manee mo Texcry — [10).

—  OOecneuntsb BO3MOXHOCTb CBOEBPEMEHHOT'0
OOHOBJICHHUS] CUCTEMHOTO U npukiaaHoro [10.

—  Jloctyn B momelieHue, rie pa3MelieH KOMIbIOTep ¢
Cucremoit IbO BU®UT, mpenocTaBisiTb TOJIBKO
YT0THOMOYEHHBIM JIHLIAM.

— KowmmbioTep, € KOTOpOro  OCYLIECTBIISIETCS
MOATOTOBKA M OTMpaBKa DJIEKTPOHHBIX JTOKYMEHTOB
B baHK, pexoMeHmyeTcsi BBIIEIHTH B OTIENIBHBIN
CErMEHT CEeTHU C 0053aTeJIbHBIM UCKIIIOYEHHUEM €0 U3
o01IeH TOKaIbHOM CEeTH KIIMEHTA.

—  Hcxmounts JIOCTYI K KOMITBIOTEPAM,
ucrnonb3yemMbiM it pabotel B Cucreme JIbO
BU®UT, mnocTOpoHHMX JHII W  TEpCOHaia,
HEYIOJHOMOYECHHBIX Ha paboty B Cucreme J1bO
BU®UT w/unu obcimykxnBaHHE KOMITLIOTEPOB.

— llpm 00CITyKUBaHUH KOMIIBIOTEPA nuT-
COTpYJIHUKaMH  oOecreynBaTh  KOHTPOJIb  Haj
BBIMOJIHSIEMBIMA UMH JCHCTBHUSIMU.

—  3ampenieHo nepeaaBaTh JIOTHHBI U HApOJIH TPETHUM
JUIaM B TOM YHCJE€ HHBIM Y IIOJTHOMOYEHHBIM
[IpencraBurensm Knuenra.
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Prohibitions:

e Do not restore the functionality of a damaged
computer before conducting a technical
examination. Work with the BIFIT RBS is
permitted only after reinstalling the operating
system with formatting of the hard drives and
replacing all of the Client’s Electronic Signature
keys.

Requirements:

e Disable remote and terminal connections to
computers used for working with the BIFIT RBS,
block port 3389 (RDP Remote Desktop).

o Enable the Windows security log in the operating
system.

e Use only licensed software—operating systems,
anti-malware tools, office suites, etc. (hereinafter
referred to as "Software").

e Ensure the ability to promptly update system and
application software.

e Grant access to the room where the computer
with the BIFIT RBS is located only to Authorized
Persons.

e It is recommended to isolate the computer used
for preparing and sending Electronic Documents
to the Bank in a separate network segment,
excluding it from the Client’s general local
network.

e Prohibit access to computers used for working in
the BIFIT RBS by unauthorized persons and
personnel not authorized to work in the BIFIT
RBS or service the computers.

o When servicing the computer by IT staff, ensure
control over their actions.

e It is prohibited to transfer logins and passwords
to third parties, including other Authorized
Representatives of the Client.

Important Notes:
Bank 131 JSC does not send emails requesting the
submission of Electronic Signature keys and/or
passwords for the BIFIT RBS and never requests this
information from the Client.
The Bank does not make phone calls, send emails, SMS
messages, or use other methods to request confidential
information (passwords, code words, etc.). If such a
request is received, under no circumstances should the
Client disclose this information and must immediately
report it to the Bank.



AO «bank 131» He ocyIIeCTBISET PAacCHUIKY IJIEKTPOHHBIX

IAceM C MPOChOOi MPHUCIATh KITIOYH DJIEKTPOHHBIX
noanuceit w/wnu mapoias kK Cucreme [IbO BUDUT u
HUKOTJIa He 3anpamuBaeT y Kirenra 3ty ua(popmanuo.

bank He ocymiecTBIeT 3BOHKOB, PACCHUIKY COOOIIEHHUH IO
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3JIEKTPOHHOH moure, SMS-co00IIeHn, WM HHBIMU
cnocobamu, ¢ MPoch00i COOOINTD KOHDUACHIUATLHYIO
uHpopMaLuio (mapoiu, KOAOBBIE cioBa, W mp.). [lpu
MOJTyYeHHH  TaKOro  3ampoca HH  HIPH  KaKuX
obcrosTenbcTBax KiMeHT He OKeH coo0IIaTh JaHHYIO
WHPOPMALIUIO U T0JDKEH HEMEJIEHHO COOOIINTH 00 3TOM
B bank.



[Ipunoxenue Ne6 K Pernamenty
JUCTaHIIMOHHOTO OAHKOBCKOT'O OOCITY>KHBAaHUS
IOPUINYECKHUX 1ML, WHJIUBUY ATBHBIX
MpeATpUHIMATENEH, ¢busnuecKux L,
3aHMMAIOIIUXCS B YCTaHOBJICHHOM
3aKOHOAATENLCTBOM Poccuiickoit ®enepanuu
mopsiake gacTHOH npakTukoit B AO «bank 131»
¢ ucnonb3zoBanreM Cucremsl IO BUOUT

TpebdoBaHusi K NPOrpaMMHO-TEXHHYECKHM
cpeacTBaM I TPOBEIEHUS  PacYeTHBIX
omepanmuii B JJIeKTPOHHOH  ¢opme ¢
ucnoan3opanueM Cucremnl IO BHOUT
(nanee — Cucrema IO BUDHUT)

1. TpebOoBanuss K MPOTrPaAMMHO-TEXHHYECKUM
cpeactBam  (mpuobpetatorcss  KimmeHtoM  3a
COOCTBEHHBIH CUET Y TPETHHX JIHII):

1.1. Tpu ucnoas3opanuun YHIII:

- IlepconanbHbii kommbioTep ¢ mopromM USB m
MPEIYCTAHOBJIEHHON OMNEPAllMOHHON CUCTEMOU
(OC) Windows 7 u Beime, MacOS?

- Nutepuet-Opay3ep akTyanbHO# Bepcuu: Chrome
47 u euue / Firefox 44.0 u Bemme / Internet
Explorer 10 u Bermre / Opera 36 u Beime / Safari 9 u
BBILIIE;

- IOCTYII B ceTb MIHTEpHET;
- IPUHTED.
1.2 Ilpu ucnonb3oBannu OoaaYHON MoANUCH:

-yctpoiictBo ¢ 10S (Tpu TOCIEIHUE BEPCHH
CHCTEMBI),

- ycrpoiictBo Android — ¢ Bepcum 5.0 u Gonee
MIO3/THHE BEPCHHU.

2. JInsa ucnonszoBanmst Cuctemsl JIbO BUDUT ¢
npumeHenueM YHOII HeoOXoauM BbIICICHHBIN
KOMIIBIOTEP C MPEIyCTAHOBIECHHON ONEpallMOHHON
cucreMoil cemetictea Microsoft Windows. Ecnu,
no xenanuto Knnenra, yctanoBka Cucrems! JJbO
BU®UT npousBoauTCs HAa  KOMIBIOTEp €
MpeayCTaHOBICHHBIMU oC CTOPOHHUX
MPOU3BOINTEIIEN, BaHK HE HECET OTBETCTBEHHOCTHU
3a paborocnocodHoctTh Cucremsr IO BUDUT.

IIpu s3xcnayatamum Cucremsl b0 BUOUT
3anpeniaercs:

. YcTaHOBKa TPOTPAMMHOTO 00ecredeHus
CTOPOHHHUX (HUPM, a TAKIKE CO3HATEIILHOE BHECEHHUE
M3MEHeHni B (Qaiuil  NPOrpaMMHOTO |
uHpopmaimonHoro obecrneuenuss Cucremsr JIBO
BUDUT,;

° Hoctynmn k Cucreme [JbO BUOUT

! Wucrpykuus no padore ¢ MacOS pasmeniena Ha opuianbHOM caiite banka.
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Appendix No. 6 to the Regulations on Remote Banking
Services for Legal Entities, Individual Entrepreneurs and
Private Practitioners at Bank 131 JSC Using the BIFIT
RBS System

Requirements for Software and Hardware for
Conducting Settlement Operations in Electronic
Form Using the BIFIT RBS (hereinafter referred
to as the "BIFIT RBS™)

1. Requirements for Software and Hardware

(purchased by the Client at their own expense
from third parties):

1.1.When wusing an Enhanced Unqualified

Electronic Signature (UES):

e A personal computer with a USB port and a pre-
installed operating system (OS) Windows 7 or
higher, MacOS;

e An up-to-date version of an internet browser:
Chrome 47 and above / Firefox 44.0 and above /
Internet Explorer 10 and above / Opera 36 and
above / Safari 9 and above;

e Internet access;
e A printer.
1.2. When using a Cloud Signature:

e A device with iOS (the three latest versions of
the system);

e A device with Android—version 5.0 and later
versions.

To use the BIFIT RBS with a UES, a dedicated
computer with a pre-installed Microsoft Windows
operating system is required. If, at the Client’s
request, the BIFIT RBS is installed on a computer
with pre-installed third-party operating systems,
the Bank is not responsible for the functionality of
the BIFIT RBS.

Prohibited Actions When Using the BIFIT
RBS:

o Installation of third-party software, as well as
intentional modification of the software and
information files of the BIFIT RBS;

e Access to the BIFIT RBS by unauthorized
persons.

Obligations of the Client When Using the
BIFIT RBS:

e Use the BIFIT RBS only on a functional and
virus-free personal computer (laptop);



HCYIMOJITHOMOYCHHBIX JIUII;

Ipu sxcnayatauuu Cucremnl O BUOUT
KnueHt 00s13aH:

) Ucnonms3zoBates cuctemy [JbO BUOUT
TONBKO Ha HCHOPaBHOM M TIPOBEPEHHOM Ha
OTCYTCTBHE KOMITBIOTEPHBIX BUPYCOB

MIEPCOHATEHOM KOMIIBIOTEpE (HOYyTOYKE);

o HckmiounTh  BO3MOXKHOCTH — 3apayKeHUS
KoMmmbloTepa ¢ ycraHosineHHoH Cucremoit JbO
BU®UT nporpaMMHBIMH BHUpyCamMH WX APYTHUMHU
BPEIOHOCHBIMH IIPOrpaMMaMH;

° Hcnonb30BaTh  TONBKO — JIeTalbHOE U
JUIIEH3UOHHOE TIPOrPaMMHOE 00eCTIeUCHUE;

° O0ecreynTh TEXHUYECKYIO HCIPAaBHOCTh
o0opymoBaHMs, BXOISAIIETO B COCTaB pabodero
Mecta Cucremsl JJbO BUOUT;

° IIpumensaTe  cpeacTBa  aHTUBUPYCHOM
3aIUTBl U OOECIEeUNTh PETyJsIpHOE OOHOBJICHUE
AHTUBUPYCHBIX 0a3.

HeoOxomumocTh  pe3epBHOTO KOIUPOBaHU
pabouero mecrta momb3oBatens Cucremsr [1bO
BUOUT onpenensier  Knuent u npu
HEO0XOMMOCTH OCYIIECTBIISCT €r0 COOCTBEHHBIMHU
CHJIaMH.
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e Prevent the computer with the installed BIFIT

RBS from being infected with computer
viruses or other malicious programs;

e Use only legal and licensed software;
e Ensure the technical functionality of the

equipment included in the BIFIT RBS
workstation;

e Use antivirus protection tools and ensure

regular updates of antivirus databases.

Backup Requirements:
The need for backup of the BIFIT RBS user
workstation is determined by the Client and, if
necessary, is carried out by the Client
independently.



3asBneHue Ne
Ha YCTaHOBJICHHE OTpPaHWYCHHI 10 IapaMeTpaM OIepaluii ¢ HCIoyib3oBaHueM CHUCTEMBbI UCTAaHIIMOHHOTO
6ankoBckoro oocnyxkuanuss BUDOUT AO «bauk 131» (nanee — Cucrema JI6O BUDOUT)

IIpunoxenune Ne7 k PermameHTy IUCTaHIIMOHHOIO
0aHKOBCKOTO OOCITYy)KMBAaHUsSI IOPUIMYECKHX JIUL, WHIUBHIYaJIbHBIX
npeAnpuHUMareneil (U3NUECKUX JIML, 3aHMMAIOLIUXCS B YCTAHOBJICHHOM
3aKoHOJaTenabcTBOM Poccuiickoit deaeparyy NopsiAKe YaCTHON MPaKTHKON
B AO «bank 131» ¢ ucnonszoanuem Cuctemsl JJ6O BUDOUT

[ 4(e

Cepus 1 HOMep macmopTa

OpraH 1 JaTa BblJa4u macruopTa

JeHcTBYOIMI HA OCHOBaHUH

Ot umenu Kinnenra

OI'PH

B cootBercTBuu ¢ ycnoBusimu CorsarieHust 00 0CyniecTBIeHUH HHOOPMAaLMOHHOTO B3aUMOJICHCTBHS C HCIOIb30BaHneM Cuctem
nHpopmannonsoro oomena — Cuctemsr IO BUOUT nporry ycraHOBUTH orpaHudeHus o napamerpam Omnepanuii no Cuery(-

aMm) Ne:

Ha MakcuMasibHbIC JIMMHUTBI Ha OTIEpalMH U 32 IEPHOJ B pa3pe3e CYETOB/COCO00B MOIHCAHUS

Howmep cueta Tun

(YHOII/O6naunas (1 omepamust/1  nmenn/l mepeBoma  JICHEKHBIX

MIOJIIIHCH)

noanucu  Ilepuon MakcumanbHas cyMMa

Henenst/1 mecsiir) CpPEeICTB B  BaJIlOTE
Cuera

MepeUCHb PAa3pEIICHHBIX IOydaTeneH
JCHE)XXHBIX  CPEeICTB  (yKa3bIBAIOTCS
HaNMECHOBAHUE, PEKBHU3HTHI
ToJTydaTeneil ICHe)KHBIX CPEICTB)

1. HanmeHnoBaHue nomydarens
Howmep cuera
BUK

HWHH(ecnm ecTh)

pa3penIcHHBI BpeMEHHON TepHO LIS
COBEpIEHHUs omeparuii (yka3bIBaeTcs
BPEMEHHOU epuon rnpuema
PacnopspkeHuit o mepeBojie 1EHEKHBIX
cpenctB B yacoBoMm mosice UTC+3)

CTpaHbl, HaXOJsICh B KOTOPbIX KimeHT
MOJXET COBepIIATh HIePEBO/IbI
JICHE)KHBIX ~ CPEICTB  (MCHOJB3YeTCsl
olpeieNicHHe reorpaduueckoro
pacnonoxkenus 1o  IP anpecy!
yCTpOMCTBA, c KOTOPOTO
ocymiectBisiercss goctyn B Cucremy
JB0 BUUOHUT)

[IEPEUEHb Pa3peIEHHBbIX KaTeropui
onepanui

U InaTex mo mabiaoHy, coxpanenaomy B Cucreme IO BUDOUT

U Bayrpennnit muarex (cdet mosydareins OTKpeIT B AO «bank 131»)

U Buemnuii miaatex (CUeT Moydaresss OTKPBIT B JAPYTOd KpETUTHOM
OpraHU3aIIH)

[ Inarexu B OromxkeT PD

(] BajroTHEIH epeBo]

/

/[« » 20 r/

(IToammucs)

(®UO) (lara)

! Ipu ucnons3oBanuu VPN cepBHCOB, MM aHOHHMAii3epoB OyAeT OnpeaensiThes KoHeuHsld [P agpec
yCTpoiicTBa, ¢ KoToporo Oyner ocymecTiéH noctyn B Cuctemy J6O BUDUT, uto MoxkeT HoBIeYh
HenoctynHoctb Cucremsl IBO BUOUT.
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M.IL
3anoanserca bankom

3asBICHUE TPUHSIT 4acoB MHUHYT «__»
PaboTauk banka, mpuHSABIININ 3asBIICHHE:

/

20 1.

(TOIKHOCTD) (Tmoammck)
(pacumugpoBKa NOAMUCH. )

Pabotauk banka, mposepusmmii I11:

/

(pacmmgppoBKa MOAITNCH)

(ROJIKHOCTB) (monnuce)
(pacmmdpoBka mmommcy.)

OrpaHu4eHus yCTaHOBJICHBI «_ »

OTBeTCTBEHHBIN pabOTHHUK baHKa:
/

(pacum¢poBKa MoamuUCH)

«

»

»

20 T
(nata)

20 r
(mata)

20 r. (mpocTaBiseTcs aTa YCTAHOBKH OTPAHUUICHHN).

/

(TOIKHOCTD) (Tmoammck)
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(pacmmdppoBKa MOAITHUCH)

»

20 T
(mata)



Application No. for
the establishment of restrictions on the parameters of operations
using the Remote Banking Service System of Bank 131 JSC

/3asBaenue Ne
HA YCTAHOBJICHHE OTPAaHUYEHUI 110 MapaMeTpaM onepauui
¢ ucnoab3oBanueM CucreMbl AUCTAHIMOHHOT0 0aHKOBCKOro odocay:xkuBanua AO «bank 131»

Full name / ®1O

Passport series and number/Cepust 1 HOMep macnopra

Authority issued the passport and date of the
issue/Opran u mara Beimaun macropra (eciau Oprau
BbIJIAYM OTCYTCTBYET, TO YyKa3aTh TOIBKO JaTy
BBIJIaYN)

Acting on the basis of / [eficTBytonuii Ha OCHOBaHHH

On behalf of the Client / Ot umenun Knuenra

Registration No. / Peructpanuonnsiii N

In accordance with the terms of the RBS System Agreement, please set restrictions on the parameters of Operations on the
Account (s) No.:

O For the maximum limits on transactions and for the period in the context of accounts/signing methods / Ha makcumanbHbie
JIMMUTHI HA OTIEPAIlMH M 33 TIEPHOJI B pa3pe3e cYeTOB/COCOO0B MO IMUCAHUS

Account No. Signature Type Period (1 operation/1 day/1 Maximum amount of
Howmep cuera (SES / ENCES/ Mobile week/1 month) money transfer in the
Signature)/ /Mepuoxa (1 omepamust/1  Account currency /
Tun noanucu  AeHb/1 Hepens/1 mecsir) MakcuMasnbHas cyMMa
(YHOIT/O6maunast MepeBosia  JICHEKHBIX
HOI[HI/ICB) CpCACTB B BaJIlOTC
Cuera
O list of authorized recipients of funds (specify the 1. HawmmeHOBaHHe OJTyYaTeNs
name and details of the recipients of funds) Homep cuera
/  mepedeHb  Pa3peUICHHBIX  MOJydYaTresei BUK
JIEHEKHBIX CpENCTB (yxa3pIBaroTcs WHH(ecnu ectp)
HarMCEHOBAaHUE, PEKBU3UTEI H0JTy4daTesen 2.

JICHEXKHBIX CPECTB)

O the allowed time period for making transactions
(the time period for accepting Money transfer
Orders in the UTC+3 time zone is specified) /
Ppa3pelieHHbIi BpEMEHHOU IepUoOL Uit
coBepiienust onepanuii (Yka3plBaeTCsi BpeMEHHON
nepuoy mnpuema PacnopsbkeHuil o nepeBoie
JICHS)KHBIX CpeJICTB B uacoBoM nosice UTC+3)

O countries where the Client can make money
transfers (the geographical location is determined
by the IP address® of the device from which the
RBO System is accessed) / crpansl, HaxoIsCh B
KOTOPBIX Knunent moxker COBEpHIaTh MEPEBOABI
JIEHEKHBIX CPEICTB (MCMONB3yeTCs OMpEeIeHUEe
reorpadmueckoro pacroioxenus mo IP ampecy
YCTpOICTBA, C KOTOPOTO OCYIIECTBIISIETCS AOCTYII

B Cucremy IO BUOUT)

O list of permitted categories of operations / | [0 Payment based on a template saved in the RBS System

1 When using VPN services or anonymizers, the final IP address of the device from which access to the RBS is
made will be determined. This may result in the unavailability of the RBS.
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TepeyeHb pa3pelIeHHbIX KaTEerOpHil onepanun

/ Tnarex no wabony, coxpaneanomy B Cucreme 160 BUOUT
[J Internal payment (the recipient's account is opened with Bank 131
JSC)

/ BHyTpeHHu# marex (cuet nosrydareins oTkpbIT B AO «bank 131»)
L] External payment (the recipient's account is opened with another
credit institution) / Bremrnuit mmatex (c4et monydaTtess OTKPHIT B
JPYTOi KPETUTHOH OpraHH3aI[iH)

[J Payments to the budget of the Russian Federation / ITnatexu B
oromxer PO

L] Currency transfer / BamoTHslit epeBo/

/ / 202_1/
(Signature) (Full name) (Date)
Seal (if any)
To be filled in by the Bank / 3anonunsiercst Bankom
3asiBIeHNE TPUHSIT 4acoB MHHYT «__» 20 T
PaboTauk banka, mpuHSBIIN 3asiBICHHE:
/ / «_» 20 T
(TOIKHOCTD) (Tmoammck) (pacmmdpoBKa MOAITNUCH) (mata)
(pacmmdpoBKa MOIMIHUCH.)
Paborauk banka, mposepusmmii J11:
/ / « » 20 T
(TOIKHOCTD) (moamuco) (pacmudpoBKa MOAMUCH) (mata)

(pacmmdpoBka mommcy.)

OrpaHnueHus: yCTaHOBJIEHBI «__ »
OTtBeTcTBeHHBIH paboTHHK baHKka!
/

20 r. (mpocTtaBinseTcs jaTa yCTAaHOBKH OTPaHUYEHHH).

/ «  » 20 T

(TOIKHOCTD) (TomHCh)
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IMpunoxenne Ne§ k PernamMeHTy AMCTaHIIMOHHOTO GAHKOBCKOTO 00CTY>KHBAHHS FOPHIMIECKHIX JIUI] U MHAUBUIYaTbHBIX
IIpeAnpUHUMAaTeNeH, GU3NIECKHX JINII, 3aHUMAIOIINXCS B yCTAHOBJICHHOM 3aKOHOIaTeNIbeTBOM Poccuiickoit @enepanuu nopsake
yacTHOH npaxktukoi B AO «bank 131» ¢ ucnonszoBanuem Cucremst JIbO BUOUT

CEPTU®UKAT KJIOYA IMTPOBEPKH JIEKTPOHHOM NOANUCHU COTPYJTHUKA KJIUEHTA

B CUCTEME 50 "BUO®UT"
1. HaumeHoBaHue opraHuzalnuu

2. MecTo Hax0XAEHHUS I0p. IULa

3. OI'PH* nata BHecenus B EI'PYOJI (ETPUIT)* " " roma
4. IHH (KMO) 5. KIIIT*

6. Tem. 7. dakc* 8. E-mail*

9. CBeieHM 0 BIaJEIbIIE KII0Ua

damMumusi, UMs, OTYECTBO
JlomxHOCTB
JIOKyMEHT, YIOCTOBEPSIIOIINIA JTUIYHOCTD

cepus HOMEp naTta BeIgauYn’
KEM BbIIaH
KOJI TTIOjpa3ieTIeHHsI

' sHBaps roaa

10. IIpumeyanns™®
* HeoOA3aTEeNbHO IS 3aII0JIHEHUS.

HacTosimum NoATBep ka0 cornacue Ha 00paboTKy 0aHKOM MOUX NEPCOHAIBHBIX JaHHBIX

TIOAIINCH
K4 nposepku JI1 cotpyanuka kjiuenrta (cozgan _ . .202__ r.)
Wnentudukarop kimroua nposepku D11 ***0000000000001 Wnentuduxarop ycrpoiictea ****000001
Hanmenosanue xpuntocpencts CK3U "Pyroxen QLIIT3.0 3220"
Anroputm T'OCT P 34.10-2012 256 6ut (1.2.643.7.1.1.1.1) ID nabopa napamerpoB anropurtma 1.2.643.2.2.35.1

[pencrasnenue Kioua mpoBepku I B IIeCTHAIATEPUIHOM BHJIE
45 8B 4E 20 CF DA 8F 9C 7C AB.2A 16 39 08 44 80 Jluunas HOAMKCH BiajEsbla Kitoua nposepku D11
17 E3 9A 82 26 B4 A4 0OE 75 7E E9 7C E9 35 41 4F
oE 5C 95 35 81 Al F5 71 62 8F 1F 43 14 EE 2B 79
D7 95 A8 BF F1 B3 01 B3 06 82 31 72 03 12 71 3F

Cpoxk nericTBus (3aMoHAETCS OAaHKOM):
c" " 20
mo " " 20
Ceprudukar kiroua mpoBepku DI coTpyaHUKA KIMEHTa ASHCTBYET B paMKax JIOTOBOpa Ha 00CIY)KHBaHHE B CUCTEME
"iBank"N__or" " 20 r
JlocTOBEpPHOCTH PUBEACHHBIX TAHHBIX MOATBEPKIAI0

PykoBoautens opranuzanuu YIOJIHOMOYEHHBIN TIpeACTaBUTEb OaHKa

/ / / /
MOINKCH D.1.0. MOANKCH d.U.0.
OTtTHCK TIeUaTu OTTHCK TIeYaTH Jara npuema cepruduxata
Banka K04 TIpoBepku D11
o 20 T

AIMHHUCTpPATOpP OE30IIaCHOCTH CHCTEMBI

/ /

TOJITUCH d.1.0.

Orrick nedati [Jara perucrpanuu ceprudukara

Kito4a nmposepku Ol
n " 20 F'
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