MopsaaoK 3N1eKTPOHHOrO AO0KYyMeHToo60poTa
NpY OCYLLECTBAEHUN MHPOPMALIMOHHO-TEXHOIOTMHYECKOTO B3aMMOAEiCTBNA

r. KasaHb
Pepakuma Ne 2 ot «19» auBapa 2024 roga

O6LLecTBO C OrpaHMYeHHOW OTBETCTBEHHOCTbI0 «BbaHK 131» (aanee — «baHK»), C OQHOW CTOPOHbI, U OPUAMYECKOE AULO WU

UHAMBUAYANbHBIM NpeanpuHMMaTe b, 3aKatoumnBLLne ¢ BaHKkom goroBop u(Man) goroBopbl, yKasaHHble B n. 1.1., (aanee — «KomnaHus»),
C ApYroi CTOPOHbI, COBMECTHO MMeHyeMble «CTOPOHbI», 3aKN0Unan HacToalwee CornaweHme 0 HUXKec eayoLem:

1.

Mpeamet CornaweHuna

1.1. Hactosuwee CornaweHuwe ycTaHaBAMBAeT MOPALOK OPraHM3auMM W NPOBEAEHUS INEKTPOHHOro AOKymeHToobopoTa ¢
MCNOJ/Ib30BaHMEM 3N1EKTPOHHON noanucy mexay CTopoHaMu B pamKax:

e  poroBopa 06 MHGOPMALMOHHO-TEXHOOTMYECKOM 06CNYKMBAHUW NPU OCYLLLECTBJEHUN NEPEBOA0B AEHEXKHbIX CPEACTB;

e  [0roBopa o Npueme 3NEeKTPOHHOIO CPeACTBa NaaTexKa Npu Npogaxe ToBapos (pabot/ycayr) B ceTn MHTepHeT;

e  [0roBopa HOMWHAJIbHOTO CYETa;

e  [0roBopa O NPUBJIEYEHUWN NNATEKHOIO arperaTopa;

e  [0roBopa NPOLLECCUHTa;

e  [0roBopa O NPUBJIEYEHNN MOCTABLLMKA NIATEXKHOTO NPUNOKEHNA;

®  [0roBopa OKasaHus ycayr no obmeHy uHGopmaumei;

®  WHbIX 3aK/I04eHHbIX CTOPOHaMM cAenNoK, NpeayCcMaTpMBatoLWMX YKa3aHue Ha MNopAaaoK 3NeKTPOHHOro AoKymeHToobopoTa
(ecnn nHoe NPAMO He yKa3aHo B TakuUx caenkax CTOpoH).

1.2. NepeyeHb 1 GOPMbl INEKTPOHHBIX LOKYMEHTOB, KOTOpble CTOPOHbI MOTYT NOAMNMUCHIBATL U NepesaBaTb APYr APYry B pamKax
HacToswero CornaleHus, onpegenstotca baHkom 1 pasmelleHbl No agpecy: https://developer.131.ru.

1.3. KomnaHus peanusytoT cBoe NpaBo Ha 06MeH 31eKTPOHHbIMU LOKYMEHTAaMM, NOANUCAHHBIMWU 31EKTPOHHOW NOANUCHIO, TONIbKO
Yyepes CBOMX Hag/exalle YnoJIHOMOYEHHbIX NpeacTaBuTenei. TakMMKU NpeacTaBuTensimm MoryT ObiTb Kak geecnocobHble
du3myeckme nnua, HajeneHHble yypeguTenbHbIMU SOKYMEeHTamMmu KoMnaHUM NpaBoM eauHOIMYHO AEWCTBOBATb OT MMEHM
KomnaHun 6e3 foBepeHHOCTU, TaK U AeecnocobHble ¢usmyeckne nuua, aencrsyowme ot umeHn KomnaHMM Ha OCHOBaHMMU
[,0BEPEeHHOCTH.

MNopagok 3aknoveHma CornaweHns

2.1. Hactoswee CornaweHue coctont us camoro MNopsaKa 31eKTPOHHOrO OKYMEHTOO60POTa 1 3asABIEHUS O NPU3HAHUKN U CBEPKE
KNtoYa 3NEKTPOHHOM noanuck (aanee — «3aasneHne», npunoxkeHune Ne 1). AKTyanbHan pegakuma CornaweHns pasmeLeHa no
agpecy: https://developer.131.ru.

2.2. CornaweHue He agnsetcA Nyb6amMyHoin odepToit. BaHK BNpaBe 0TKa3aTbeA OT 3akatoueHua CornaweHuns ¢ KomnaHuen.

2.3. CornaleHune 3aKato4aeTca nytem npuHaTna CTopoHamu ycinosuin Mopsaaka aNeKTPOHHOro AOKYMeHToobopoTa U noanucaHus
3aaBneHuA B AByX 3Kk3emnasapax. CornalweHne cUMTaeTca 3aKAYEHHbBIM C AaTbl NOANUCAHUA 3asBAEHMA.

MopAaAoK MHPOPMALMOHHO-TEXHONOIMMYECKOTO B3aMMOLencTBua

3.1. CTOpoHbl  OCyWecTBAAT WHOOPMALMOHHO-TEXHONOTMYECKOE  B3aMMogencTBMe B  COOTBETCTBMM € [poTOKoAOM
MHPOpPMaLMOHHOro obmeHa (ganee — «API») n UHCTpyKLMe no obecneyeHnto MHGOPMaLMOHHOM 6e3onacHOCTU (MpuaoXKeHue
No 2), aKTyanbHble pefaKL MK U ONMCaHUA KOTOPbIX pasmeLLieHbl No agpecy: https://developer.131.ru/.

3.2. BbaHK BnpaBe B OAHOCTOPOHHEM nopAgKe BHOCUTb U3dMeHeHuAa B APl. Ecnv BHOCMMble M3MEHEHUA MOTyT MOBAMATb Ha
ncnonHeHne CTopoHamu cBomx obssaTtenbcTs no CornaleHuto, To baHK HanpaBUT KomnaHUK yBegoMIeHWe He MeHee Yem 3a 5
(naTb) paboumx AHein [0 AATbl BCTYN/AEHWA TAKUX U3MEHEHWI B CUAY, €CAN WHble CPOKWU He cornacosaHbl CTOpoHamu B
[,0roBOpax, ykasaHHbIx B M. 1.1 HacToAwero CornaweHums.

3.3. CTOpPOHblI CaMOCTOSATENBHO WM 3a CBOM CYET NOAAEPKMBAOT COOCTBEHHYI anmnapaTHO-TEXHUYECKYID WHOPACTPYKTYpY,
Heobxoaumyto Ana ucnonHeHua CornaweHus, NpPeanpUHUMAloT BO3MOXKHbIE Mepbl AN 3alWmTbl NepesaBaemoit B paMKax
Cornawenns WMHOOPMALUMM OT HECAHKLMOHMPOBAHHONO [OCTyMna, KOMWPOBAHWA W PACNpOCTPaHeHMs, B TOM u4ucCe,
npeaycMOTPEHHbIE MPUMEHUMbIM 3aKOHOAATE/IbCTBOM.

3.4. KomnaHusa cornawaetcs, 4To baHK He MOXKeT rapaHTMpoBaTb KOMMNaHWKM OTCYTCTBME NEPEPLIBOB, CBA3AHHbIX C TEXHUYECKMMU
HEMCNPaBHOCTAMM, NpoBeAEHNEM NPOPUAAKTUYECKMX PabOT, a TaKkKe NoMHY U 6e30WwnboUHyo paboTocnocobHocTs APl 1
KaHanoB cBa3n. CTopoHbl 06s3yt0TCA CBOEBPEMEHHO MHPOPMUPOBATL (MO 3NEKTPOHHOM NouTe u/uam TenedoHy) apyr apyra o6o
BCEX C/ly4asX BO3SHMKHOBEHUS TEXHUYECKUX HEUCNPaBHOCTEM WAN APYrUX 0BCTOATENLCTB, NPENATCTBYIOWMX HagaexKalemy
ncnosHeHuto HactoAwero CornaweHuns.

3.5. B cnyuasx, npegycMOTPEHHbIX COOTBETCTBYIOWMMM A0roBopamm, CTOPOHbI OCYLLECTBAAIOT B3aMMOAENCTBME UCNONb3YA agpec
3NEKTPOHHOW NOYTbI, YKa3aHHbIE B TaKUX LOroBOpPax.

DNeKTPOHHaA NnoaAnucb

4.1. CornalleHne npeaycMaTpuBaeT MCMO/b30BaHWE YCUAEHHON HeKBAaAMULMPOBAHHOM 3N1EKTPOHHOW noanucu (fanee —
«Mognucb»), KoTopasa nossonseT obecneunTb MNOATBEP)KAEHME aBTOPCTBA, MOAAMHHOCTM U LEeNOCTHOCTU MNOAMUCAHHbIX
3NEKTPOHHbIX JOKYMEHTOB.

CpefcTBa 3NEKTPOHHOWM nognucu

5.1. [AnAa co3paHua u nposepku Moanucu, co3pganHma kaoda Mognucm n knova nposepku Moanucu AOMKHBI MCNONL30BATbCA
CpeACTBa 31EKTPOHHOW NoANUCH, KOTopble:

5.1.1. no3BONAIOT YCTaHOBUTb PaKT M3MEHEHWUA NOAMNMNCAHHOIO 3NEKTPOHHOMO AOKYMEHTa NOoC/e MOMEHTA ero NoAnucaHus;
5.1.2. obecneynBatoT NPaKTUYECKYIO HEBO3MOXHOCTb BbIUMCNEHMA Ktoda MOANUCKU M3 SNEKTPOHHOW NOAMUCU UK U3 KAtoua
nposepku Mognucw.

5.2. KomnaHusa o6a3aHa camocToATENbHO M 33 CBOM CYET BbIOpaTb CPeACTBa 3/1IEKTPOHHOM NOANMUCKU 1 cO3AaTb KNtoY MNognucu u Katou
npoBepku Mognucu, cCooTBETCTBYHOLWMI TpeboBaHMAM NPUMEHMMOrO 3aKOHOAATE/IbCTBA.

MopAAOK 3/1eKTPOHHOIO OKYMeHToobopoTa
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10.

11.

6.1.

6.2.

6.3.

6.4.

6.5.

6.6.

6.7.

Mepes HayasoM B3aMMOZEWCTBMA MO 3NEKTPOHHOMY AOKYMeEHTOOb6opoTy BaHk M KomnaHua obmeHMBaloOTCA Kalo4amu
nposepkn Mopnucn. Knou nposepkn Moanucu baHka mokeT O6bITb OMy6/aMKOBaH B OTKPLITOM AOCTyne Mo ajpecy:
https://developer.131.ru.
INEeKTPOHHBIN AOKYMEHTOOBOPOT BK/OYAET CAeaylolMe 3Tanbl: CO3AaHue, nepegady, NpPOBEpKYy MNOAAMHHOCTM, Y4eT U
XpaHeHWe 3NeKTPOHHbIX AOKYMEHTOB.
Co3filaHne 31EKTPOHHOIO AOKYMEHTa BK/IOYAEeT B ceba HenocpeacTBeHHOEe GOPMUPOBAHME INEKTPOHHOIO AOKYMEHTa U ero
noanucaxune MNognucblo ¢ cnonb3oBaHMem Katoya Mognucu.
Mepenaya NoAMUCaHHOTO 3/IEKTPOHHOTO AOKYMEHTA OCYLUECTBAAETCA C Ucnonb3oBaHuem APl U/unu aapecoB 3N1EKTPOHHOM
NoYTbl, YKa3aHHbIX B COOTBETCTBYIOLLIEM AOrOBOpE.
MposepKka NOANMHHOCTA 3NEKTPOHHOTO AOKYMEHTa BK/OYaeT B cebs NpoBEPKY COOTBETCTBUA 3S/IEKTPOHHOrO [AOKYMEHTA
TpeboBaHMAM K ero ¢opmaTy 1 NOPAAKY 3anONHEHUA, @ TaKKe NPOBEPKY NOANMHHOCTY MoANNCU C MCMOb30BAHMEM K/OYA
nposepku Mognucu.
[na nposepku Noanucn CTOPOHbI UCNOb3YIOT CPEACTBO 3/EKTPOHHOM NOANUCK, KOTOPOE:

1. dopmupyeT X3l N3 UCXOAHOTO INEKTPOHHOIO AOKYMEHTa MO aJropuTMy, onpeseseHHOMyY B 3asaBaeHUu;

2. npeobpasyeT nonyyYeHHyto Mognunch C MCNOAb30BaHWEM K/toda nNposepku Moanucw;

3. cpaBHMBaeT 3Ha4YeHWe, NONyYeHHoe Ha Wware 1 co 3Ha4yeHneMm, NOYYeHHbIM Ha ware 2.
Ecnn 3HayeHua coBnanu, To NOAAMHHOCTL Moanucb cuuTaeTca NOATBEpPKAEHHOMW. EciM He coBmanu, To cyMTaeTca, 4To
noAAnHHOCTb Moanucn He NoOATBepKAeHa, M nposepsAowans CTOPOHa AOMKHA HemeasleHHO coobwutb 06 3Tom Apyroi
CropoHe.
YYeT aNeKTPOHHbIX JOKYMEHTOB OCYLLECTBAAECTCA NyTeM BeAeHMA SNEKTPOHHbIX XKYPHANI0B yyeTa NOCTYNAoWMX U UCXOAALLMX
3NEKTPOHHbIX AOKYMEHTOB, NoanucaHHbIx Noanucbio. BegeHne aneKTPOHHbIX XYPHAN0B yYeTa OCyLLeCcTBAAETCA NPOrpaMMHO-
annapaTHbIMW U TEXHUYECKMMU cpeacTBammn baHka. MoOmeHTOM nonyyeHua 3NEeKTPOHHOTO AOKYMEHTa ABAAETCA MOMEHT ero
OTpaKeHue B XXypHase yyeTa.
XpaHeHne 3N1eKTPOHHbIX AOKYMEHTOB, MNOCTYNMBWNX B baHK uan ncxopgawmx ot baHKa, ocyuwectnaetca B apxuse baHka B
TeYeHWe CPOKOB, YCTAHOBJ/IEHHbIX A1 AOKYMEHTOB COOTBETCTBYIOLLErO BUAA, HO HE MeHee NATU NeT C MOMEHTa NoaydYeHua
3NEeKTPOHHOro AOKYMeHTa. B cyyae BO3HUKHOBEHWUA CMOPOB OTHOCUTENIbHO COAEPKAHMA INEKTPOHHbIX JOKYMEHTOB MpMopuTeT
MMEIOT 3/1EKTPOHHbIE OKYMEHTbI, XpaHALLnecs B apxmse baHka.

Mpr3HaHMe 3NeKTPOHHbIX JOKYMEHTOB

7.1.

7.2.

CTOpOHbI MPWU3HAIOT, UYTO 3/IEKTPOHHbIE [AOKYMEHTbI, NoAnucaHHble [1oANUCbIO, ABAAIOTCA PAaBHO3HAYHbLIMU MO CBOEW
IOPUAMYECKON CUle JOKYMEHTaM Ha BymaykHOM HocuTene, NoAnucaHHbIM COHBCTBEHHOPYYHO U 3aBEPeHHbIM neyaTblo (npu
Hanmuun).

MpeaycMoTpeHHble A/1A 3/EKTPOHHOrO AOKYMEHTa MpaBoBble MOC/EACTBMA HACTYMaloT TONBKO B C/y4ae, ecav MosyyeH
NONOXKUTENbHBIN pe3ynbTaT NpoBepku MoANUCKH 3TOro 3NEKTPOHHOTO AOKYMEHTa, NpW YCA0BUU cobatogeHna TpeboBaHUid K
dopmaTy 1 nopaaKy 3aNONHEHUA SNEKTPOHHOTO AOKYMEHTA, YCTaHOBAEHHbIX HacToAwMM CornaweHmem, ykasaHHbimm B n. 1.1
CornaweHus gorosopamu (Mpy HaMYMKM B HUX COOTBETCTBYHOLLMX YCI0BUIM) U 3aKOHOAATENbCTBOM Poccuiickoit deaepaumu.

OTBeTcTBEHHOCTb CTOPOH

8.1.

8.2.

8.3.

CTOpPOHbI MPUMHMMAOT Ha ceba BCce PUCKM, cBsZaHHble C paboTocnocobHoCTblo cBoero obopyaoBaHWA UM KaHaNOB CBA3W,
COXPaHHOCTLIO U KOHOUAEHUMANBHOCTbIO Ktoden Moanucy.

B cnyyae HeBbIMOAHEHWUA WAM HEHAANEMKALLEro BbiNOAHEHUA CBOMX 06A3aTeNbcTe ogHOM M3 CTopoH, apyras CTopoHa nmeet
npaBo nNoTpeboBaTh OT Takol CTOPOHbI UCNONHEHUA NMPUHATBLIX Ha cebs 06A3aTeNbCTB, a TaKKe BO3MELLEHNA NPUYMHEHHOTO el
yuwepba.

KomnaHua HeceT OTBETCTBEHHOCTb 32 KOHPMAEHLMANbHOCTb Katoua Moanucy, a TakKe 3a 4eWACTBMA CBOMX PaboTHMKOB npu
nucnonbsosaHmm lMopnucu. BaHK He HeceT OTBETCTBEHHOCTM 33 YObITKM, MOHeceHHble KomnaHuei B CBA3U C
HeCaHKLMOHMPOBaHHbIM UCMO/b30BaHMeEM [oANUCK HEYNOSHOMOYEHHbIMU IMLAMM.

KoHduaeHumanbHocTb

9.1.

9.2.

9.3.

CropoHbl 06s3ytoTca obecneunsatb KOHOUAEHUMANBHOCTL Katodei Moanucy, B YaCTHOCTM, HE AOMYCKaTb UCMOJ/b30BaHWe
npuHagaexalmx um Kaodei Mognucn 6e3 cornacms CTOpoH. He mMcnonb3oBaTh Kakod Mognucu nNpu HaanyMmM OCHOBaHWUMA
nonarathb, YTo KOHGMAEHLMANbHOCTb AHHOTO KAto4a Mognucu HapyLeHa.

CTOpOHa, A0NYCTUBLLAA KOMMNPOMETALMIO Ktoda MoANUCK, HECET OTBETCTBEHHOCTb 3@ 3/IEKTPOHHbIE AOKYMEHTbI, NOAMNUCaHHbIe
C WMCMO/Ib30BaHWEM CKOMMPOMETMPOBAHHOrO Kitouva Mognucuk. Katou Mognucy CTOPOHbI cuMTaeTca AeNCTBYIOWMM 40 AaTbl
nonyyeHus gpyroi CTopoHol ysegomneHuns o6 aHHyIMpoBaHMM (OT3biBE) COOTBETCTBYHIOLLErO Ktoua Mognuciy.

CTOpOHbI 06A3ytOTCA HE3aMeA/IMTENbHO, HO He NO34Hee Yem B TeYeHWe OAHOrO KafeH4apHoro AHA MHGOPMMPOBaTL APYr Apyra
060 BCEX CAyYanx HapyleHMAa KOHdMAeHUMANbHOCTM Katodel Moanucy (B T.4. yTpaTbl, XMLLEHUA, HECAaHKLMOHUPOBAHHOMO
Joctyna K Katouy Moanucu). Mpu 3Tom ucnonHenve CornaweHus MPUOCTaHaBAMBAeTCA A0 MPOBEAEHWUA CMEHbl Katouei
Moanucu. CmeHa Kntoyei Moanucy ocyllecTsafeTca NoCpeAcTBOM noanmcaHna CTOpoHamMu HOBOTO 3asnB/eHuUs.

dopc-maxop

10.1.

10.2.

CTOpOHbI 0CBO6OXKAAIOTCA OT OTBETCTBEHHOCTM 33 YacTUYHOE WM MOSHOe HeucnonHeHue obsasaTtenbcTs no CornalweHuto B
cnyyae HacTynneHua Gopc-maxKopHbIX 0OCTOATENIbCTB, TAKUX KaK: CTUXMIAHbIE U TEXHOTeHHble KaTacTpodbl, BOEHHblE AEWCTBUA,
rpakAaHcKve bHecnopsafkv, anuaemMun, NaHAEeMUM, Kpax MUPOBOW 3KOHOMMYECKOW M (GUHAHCOBOW CUCTEMBI, MPUHATUE
HOPMAaTMBHbBIX aKTOB OrpaHNYMTENIbHOTO XapakTepa. K uncny Gopc-markopHbIX 0BCTOATENbCTB TaKyKe OTHOCATCA: CO0M UM OTKa3
nporpaMmmHo-annapaTHbIX CpeacTe M 060pyAoBaHUA, OTKA3 WAM  OTKAOYEHME CUCTEM CBA3WM, 3/1EKTPOCHABXKeHUs,
BMELLATeNbCTBO TpeTbux nunu, (DDoS-aTaka) v T.n.

Mpu HacTynneHun dbopc-markopHbix 06cToaTensbcT, CTOPOHA, NOABEPrHYBLUAACA MX BAWAHUIO, [OKHA B TeyeHue 3 (Tpex)
KaneH4apHbIX AHel yBeAomuTb 06 aTom apyryto CtopoHy. CTOpoHa, NPONycTUBLLAA CPOK YBEAOMIEHUA, WULWAETCA npaBa
CCbINATLCA Ha YKa3aHHble 06CTOATENbCTBA, KaK HAa OCHOBaHWE, 0CBOOOXKAatoWwee OT OTBETCTBEHHOCTY.

MopanoK paspeLleHns cnopos

11.1.

11.2.

HacToswee CornalleHne NOA/IENKUT PEryMPOBaHUIO M TOJNIKOBAHUIO B COOTBETCTBMM C 3aKOHOAATENbCTBOM PoccuiicKoi
depepaumn (NpUMeHNMOe 3aKOHOAATENbCTBO).

B cnyyae BO3HMKHOBEHMA PasHOrAacuiA No BONpPocam UCMoaHeHna yciosuit Cornawenuns, CTOpoHbl NPMHUMALOT BCe Mepbl Mo
WX paspeLleHunio NyTem Neperosopos.
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12.

13.

14.

15.

16.

11.3. /llobble cnopbl mexay CTopoHamu, NpPegMeToM KOTOPbIX ABAAETCA OCnapuBaHUE COAEPMKAHWUA 3NEKTPOHHOIO AOKYMEHTa,
nepesatoTcA ANA paspeLlleHns cneLmanbHO CO34aBaeMoi 3KcnepTHON Komuccun. CoctaB aKCNepTHOM Komuccumn dopmmpyetca
B paBHbIX Nponopumax u3 npeacrasuteneit CtopoH. Komuccua fonkHa yCTaHOBUTb aBTOPCTBO, MNOAJIMHHOCTb U LLeNOCTHOCTb
MoAnucK ocnapuMBaeMoro 3/1eKTPOHHOIO AOKyMeHTa. Pe3ynbTaTbl paboTbl 3KCMEPTHOW KOMMCCUMKM OPOPMAAIOTCA aKTOM,
KOTOPbIM fomKeH 6biTb nognucaH CtopoHamu. C MOMeHTa noAnucaHua akTa CTOPOHbI NpU3HatoT 6eccnopHOCTb CBeAEHWUN,
YyKa3aHHbIX B 4aHHOM aKTe. Mopaaok pa3bopa KOHPAMKTHbIX CUTyauMi yKasaH B npuaoxkeHum Ne 3.

11.4. B cny4yae HEBO3MOXKHOCTM yperyanpoBaTb pasHoraacua nyTéM NeperoBopoB, CMOPbI paspellatoTca B ApbUTpaxkHoOm cyae
Pecny6aunku TaTapcTaH ¢ NpMMEHEHMEM HOPM MAaTepuasibHOro M NpoLeccyasbHOro npasa Poccuitickolt depepaumm.

11.5. NMUcbMeHHbIN AocyaebHbIN NPeTeH3UOHHbIM NOPALOK YperyiMpoBaHus cnopos sBasetca obasatenbHbiM. CPOK oTBeTa Ha
npeteHsuto — 15 (NATHaguUaTh) paboumx AHEN C MOMEHTa ee NoAYyYEeHUS.

YsegomneHua

12.1. Ecam nHoM nopaaok He npeaycmoTtpeH CornalleHvem n/uav goroBopom (aorosopamu), ykasaHHbimm B n. 1.1. CornaweHus, To
ntobble NMCbMa, YBEAOMNEHUA U LOKYMEHTbI, NepegaBaemble CTOpoHaMu Apyr Apyry B pamkax CornaleHus no an1eKTpoHHOM
noute, Gyay cuMTaTbCA Hagsiexalwum o6pasom OTMPasB/JeHHbIMM W MOJNYYEHHbIMM, €C/IM OHW HamnpasBieHbl ¢/Ha agpeca
3/1EKTPOHHOM NOYTbI, YKazaHHble CTOpOHaMu B 3asiBNEHUM.

12.2. U3meHeHWe agpeca 3NeKTPOHHOM nouTbl CTopoH (. 12.1), ocylecTBaseTcs NocpescTBOM OTNPABKMU 3/1EKTPOHHOIO coobLLeHusA
C paHee yKa3aHHbIX af[pecoB 3N1EKTPOHHOW NOYTbI, COAEPIKALLErO YEeTKOE YKa3aHWe HA HOBbIW afpec 3/1eKTPOHHOM NoYTbl ANA
OCYLLECTB/IEHUA CBA3W.

MN3meHeHne CornaweHus

13.1. baHK BnpaBe B OAHOCTOPOHHEM BHecyZebHOM nopagke BHocuTb B CornaweHue nobble U3MEHEHUS U/MAN AONONHEHUS,
nocpeacTBOM pasmelleHuns no agpecy https://developer.131.ru HoBoI peaakummn CornaweHums.

13.2. HoBolt pepakuuun CornalieHus BCTYNAeT B CUMY M MOANENKAT MPUMEHEHUIO K NpaBoOoTHoweHuUAM CTOpOH no uctevenun 10
(mecaTn) KaneHaapHbIX AHEN C MOMEHTa ee pa3melleHmna no agpecy: https://developer.131.ru.

13.3. KomnaHua o6s3aHa CaMOCTOATE/IbHO U CBOEBPEMEHHO 3HAKOMUTLCA C HOBOM pefakuuin CornaweHua. B cayyae HenonyyeHus
BaHKOM [0 BCTYyNAeHUs B cuay HOBOM pepakuuu CornaleHus NUCbMEHHOro yBegomneHus KomnaHuM O pacTopKeHuu
CornaweHus, HoBaa pefakuma CornaweHus cuutaetcd 6e30roBOpoOYHO NPUHATONM KomnaHueW, npu 3TOM 3aKatouveHue
OOMONHUTENbHOTO cornawenuns K Cornawenuio He TpebyeTca.

CpOK AeincTBma 1 NOPALOK PacTOPXKEHUA

14.1. Cpok aelicteus CornawieHns orpaHnYeH CPOKOM AeNCTBUA AOTOBOPOB, YKasaHHbIX B N. 1.1. CornaweHus.

14.2. baHK BNpaBe B OAHOCTOPOHHEM MOPAAKE OTKA3aTbCA OT UcnonHeHua CornaweHus, yseaomms 06 sTom KomnaHuio He meHee
yem 3a 30 (TpMALATb) KaNeHAAPHbIX AHEN B NUCbMeHHOM dopme.

14.3. Ob6aszatenbctBa CTOPOH, BO3HUKLLME A0 pacToprKeHUs CornaweHns, COXPaHATCA A0 UX NMOJIHOFO UCMOIHEHWA.

Mpouune ycnosma

15.1. HactoAwee CornawweHne COCTaBNEHO HA PYCCKOM A3blKe.

15.2. Bce npunoxkeHua ABNAIOTCA HEOTbeMIEMbIMM YacTaAMM CornaleHuns, @ UMEeHHO:

15.2.1.MpunoxkeHune Ne 1 - «3aasneHune;

15.2.2.MpunoxeHune Ne 2 — «MHcTpyKLMA Nno obecneveHnto MHGOPMALIMOHHOW 6e3onacHOCTUY;
15.2.3.MpunoxkeHune Ne 3 — «MopasoK pazbopa KOHGAUKTHLIX CUTYaLUIA».

15.3. CTopoHbl He Bnpase nepeaaTb CBOWM MNpaBa M obs3aHHOcTM no CornaweHuto TpeTbMM Auuam 6e3 npepBapuTesIbHOro
NUCbMEHHOTO cornacua apyrov CTOpoHbl.

15.4. Ecam Kakoe-n1Mbo nonoxkeHue Hactosawero CornaweHuna byaer NPU3HAHO HeLEeMCTBUTE/NIbHbIM UM HE MMEIOLLMM 3aKOHHOM
CW/bl B COOTBETCTBMM C NPUMEHUMbIM 3aKOHOAATE/IbCTBOM, TO TaKoe NOo/oXeHue AO0MKHO 6biTb npuseseHo CTopoHamu B
COOTBETCTBME C MPUMEHMMbIM 33aKOHOAATE/IbCTBOM, NPW 3TOM [EeNCTBUTENbHOCTb M NPUMEHMMOCTb /toboro Apyroro
nonoxeHus CornaweHus He byaeT 3aTpoHyTa.

PekBn3nTbl baHka
O6uLecTBO € OrpaHUYEHHOM OTBETCTBEHHOCTbIO «BAHK 131»

Nnuensuna baHka Poccnn Ne3538 ot 12.04.2019

OlPH 1191690025746

MHH/KMNM 1655415696 / 165501001

Appec: 420012, Poccuiickaa ®epepaums, Pecnybavka TaTapcTaH,
ropog, KasaHb, yamua Hekpacosa, gom 38

Kop/cy. 30101810822029205131

B OTaeneHune-HB Pecnybanka TatapcTaH

BUK: 049205131
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MpunoxkeHne Ne 1

K MopaAKy 31eKTPOHHOIO AOKYMeHToo60pOoTa Npu OCyLLEeCTBAEHUU MHGOPMALMOHHO-TEXHOIOMMYECKOTO B3auMo4eicTBuUA
3AAB/IEHUE O NMPU3HAHUWN U CBEPKE KJTIOYA 3/IEKTPOHHOM NOANMNCU

CTtoponbl bank

Komnanmust

IlotHOE€ HAaMEHOBAHHUE

OOI11IeCTBO C OrPaHUYCHHOM OTBETCTBEHHOCTHIO «baHk 131»

[*]

[onroe ®UO u nmacnopTHBIE JaHHBIE [*]
Brajgenbia [lognucu

Taxumu npedcmagumensimu mo2ym Oblms Kaxk 0eechocobuvle GusuyecKue auyd, HaoereHHvle
yupeoumenvuviMu 0okymenmamu Komnanuu npasom eounonuuno oeticmgosams om umenu Komnanuu 6e3
006epenHocmu, max u 0eecnocobuvle usuueckue auya, oelicmeyrowue om umenu Komnanuu na
OCHOBAHUU OOBEPEHHOCIU

/

JleficTByIOIINii HA OCHOBaHUH [*] Vemas, Jlosepennocms, unoti 00KyMeHm 8 cOOMEemcmauu ¢ 0elcmeyrouum
3aKOHOOAMENbCMBOM
Anroput™ [Togmucn RSA (2048 bit) RSA (2048 bit)

Kittou nposepku Ilognucu
azpecy: https://developer.131.ru

Kirou mposepku [Togmucu banka onyOauMKoBaH B OTKPBITOM JOCTYIIE TIO

[*]

Anpec 3IIeKTPOHHON MOUTHI []

[*]

HO}IHI/ICI:IBaH HacTOAIICC 3a${BJ'IeHI/Ie, Komnanus TMOATBEPKAACT, YTO OHA O3HAKOMIJICHA U COorJjiacHa C HOpr[[KOM 3JICKTPOHHOT'O I[OKyMeHTOO60pOTa pHU OCYHICCTBIICHUN I/IH(bOpMaHI/IOHHO-TeXHOHOFI/IquKOFO B3aUMOJICHCTBUS

(https://developer.131.ru) u ero ycinoBusM 6e3 KaKHX-THOO IPAaBOK, OTOBOPOK I MCKITIOUCHUH.

bank

Kommanus

OBLIECTBO C OTPAHMYEHHON

OTBETCTBEHHOCTbBIO «bAHK 131»

JInnensus banka Poccun Ne3538 or 12.04.2019

OI'PH: 1191690025746

WHH/KIIIT: 1655415696 / 165501001

Anpec: 420012, Poccuiickas ®enepanyst, Pecnydnuka Tarapcran, ropoa Kasans, ynuia Hekpacosa, nom 38
Kopcuer 30101810822029205131

B Otnenenne-Hb PecnyOnuka Tatapcran

BUK: 049205131

[HA3BAHWE KOMITAHUM]
[AJIPEC KOMITAHIU]
[PECUCTPALIMOHHBIN HOMEP]
[MHH/KIII]

[BAHKOBCKUE PEKBU3UTBI]

[®HO] [®HO]
[MomxHOCTB] [MomxHOCTB]

/ /
Jlara: Jara:
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MpunoxkeHune Ne 2
K MopaaKy 3N1eKTPOHHOro AOKYMEHTOO60pOTa NPU OCYLLECTBIEHUM MHPOPMALIMOHHO-TEXHOIOTMYECKOr0O B3aMMOAENCTBMUA

MHCcTpYKuMA no obecneueHnio MHGOpMaLMOHHOM 6e3onacHoCTH

B uensax obecneyeHna nHdopmaunmoHHoi 6esonacHocTv nNpu pabote c MNpoToKkosom MHPopMaALNMOHHOTO 0bMeHa
(manee — «API») KomnaHua Hagenaetca cneayowmmm o6a3aHHOCTAMM:

1. Kntoy an1eKTpOHHOM noanucuy (ganee no TeKCTy — «Ktod MNoanucmn») XpaHWTb TOIbKO B HEAOCTYNHOM As
NOCTOPOHHUX /L, MeCTe.
2. He ponyckaeTca:

®  CHMMATb HECAaHKLMOHWPOBAHHbIE KONWUW;
e nepepaBaTb Kaou Mognucn anuam, K HAM He JONYLLEHHbIM.
3. He ncnonb3oBatb B KayecTse Naponsa:
®  rocnefoBaTe/IbHOCTU CUMBOJIOB, COCTOALLME U3 OHUX UUdP (B TOM Yucne Aatbl, Homepa TenedoHos,
HOMepa aBTOMObUNEN U T.M.);
® nocnefoBaTe/IbHOCT NOBTOPAOLWMXCA BYKB uau unodp;
*  naywme noapana B packaaZKe KNaBuaTypbl MAW B andaBuTe CUMBOJIbI;
e umeHa u pamunuu;
e  NHH naun apyrue peksnsntol KomnaHmu.
4. Maponb ponKeH:
®  6bITb He MeHee 8 CUMBOOB;
® coaepKaTb LMopbl, CTPOYHbIE U 3arnaBHble BYKBbI;
e coaepxaTb XoTA 6bl 1 cumBOA, He ABAAOWMIACA BykBON MK LMdpPOIA.

5. Ha KomnbioTepe AoOMKHa ObiTb YCTaHOB/JEHA Mapo/ibHAA 3aliMTa Ha BXOZ B OMNEPALMOHHYIO cucTemy
YCTpOMCTBA.

6. Maponb nonb3oBaTena B ONEpaLMOHHON CUCTEME YCTPOMCTBA A0/MKEH MeHATbCcA KomnaHuen He perke
oAHOro pasa B KBapTan.

7. Maponb goctyna K Katouy Moanucn XxpaHUTb OTAEeNbHO OT Katoya Moanucu.

8. CTporo 3anpeLLaeTcs 3anMcbiBaTb NAPO/IM Ha BYMaXKHbIX HOCUTENAX UAK B TEKCTOBLIX dalinax Ha paboyem
MecTe, OCTaB/IATb UX B IETKOAOCTYMHbIX MecTax, nepeaasaTb HEYNONHOMOYEHHbIM NLLAM.

9. Mcnonb3osaTtb Katod [Mognucu, TONbKO B MOMEHT MNOANUCAHUA INEKTPOHHbIX JOKYMEHTOB.

10. Mcnonb3osatb Kawouy [lognucn, TONbKO ANA NOAMNUCAHUA S/IEKTPOHHbIX [AOKYMEHTOB B pamKax
ncnonb3osaHUA «API».

11. MpmeHATb Ha paboyem MmecTe INLEH3NOHHbIE CPEACTBA 3aLLMTbl OT BPEAOHOCHOTO KOZA C BOSMOXKHOCTbIO
aBTOMATMYECKOro ob6HoBNEHNA 6a3 AaHHbIX CUTHATYP BPEAOHOCHOro KoAa.

12. Ecnav B KayecTBe KoMMbioTepa AnA paboTbl No «API» MCNoOAb3yeTca NepeHoCHOM KomnbioTep (HOyTOyK),

[O/TKHO BbITb MCK/IOYEHO €ro NogK/tYeHMe K ceTam obLero focTyna B mectax cBobogHoro goctyna B MHTepHeT
(oducHbIe LeHTpbI, Kade 1 np.)
13. OcyLecTBAATb NOCTOSAHHbIN KOHTPOb OTNPaBAseMblX coobuieHnit npu pabote «API».
14. B cnyyae BbIfABNEHUA NPU3HAKOB KOMNpOMeETaumMm Katoda Mognucy nam BbisBAEHUA BPeAOHOCHOIO Koga B
KOMMblOTEpE, MCNoAb3yemom ana pabotbl «API», HeobxoaAMMO HemedNeHHO YyBeAOMUTb baHK no TenepoHam:
(843) 598-31-39 c 9 yacos 00 muHYT 80 18 yacos 00 MUHYT (B paboumne AHM), NMBO NMYHO ABUTLCA B BaHK C LeNbio
610KMpPOBaHMA CKOMNPOMETUPOBAHHBIX KAto4Yel Mognucu ¢ nocaeayoLel ux 3ameHon.
15. K cobbITMAM, CBA3aHHbIM C KOMNpOMeTaLmen Katoyen Mognucu, B TOM Ymcae, OTHOCATCA:
e yTepa (yTpaTa) HocMTena Katova MoAnucK, B TOM YMcie, C Nocaeayowmm ero obHapyXeHnem;
e  obHapysKeHue paKTa UAK yrpo3sbl MCMO/Ib30BaHMA (KonMpoBaHuaA) Katoda MNoanuey n/mnv napons goctyna
K Kaoyam Moanmcu HeynoNHOMOYEHHbIMU AnUaMK (HECAaHKLMOHMPOBaHHaA OTMNpPaBKa 3/1EKTPOHHbIX
OOKYMEHTOB);
e  obOHapyKeHue oWwmnboK B pabote «API», B TOM YMcie, BOSHUKAKOLWMX B CBA3W C MOMNbITKAMU HapyLleHUA
MHbOPMaLMOHHOW 6e3onacHoCTH;
®  yBO/IbHEHWE OTBETCTBEHHOIO COTPYAHMKA, MMEBLUEro AoCTyn K Katody MNoanucw.

16. Mpu 06HapyKeHUN HECAHKLUMOHMPOBaHHbIX onepauuii unm ytpate «API» HemeaneHHo yBeoMUTb BaHK.
17. Ucnonb3zoBatb KombuHaumm Knasuw «Ctrl + Alt + Del» anAa wmaeHTMdUKauuMm nonb3osatens B
onepaumMoHHOM cucTeme.

18. OTKAOUYNTL BO3MOXKHOCTb YAANEHHOTO M TEPMUHANBHOTO COeAUHEHMA K KOMMbIOTEPAM, UCMONb3YEMbIM
Ans pabotbl no API, 3abnokmpoBaTb 3389 (RDP Remote desktop).

19. BKAOUNTBL B ONEepaLMOHHOW cucTeme KypHan 6e3onacHoCcTy.

20. Mcnonb3oBaTb TONbKO NIMLEH3MOHHOE NporpammHoe obecrnevyeHne — onepaLMoHHbIe CUCTEMBI, CPeACTBa
3aLUMTbI OT BPEAOHOCHOIO KoAa, 0GUCHbIE NaKeTbl U T.4,

21. ObecneunTb BO3MOMKHOCTb CBOEBPEMEHHOrO OBHOBNIEHUSA CUCTEMHOIO WM MPUKNALHOTO MPOrPamMmMHOro
obecneyeHus.

22. BblaenuTb CTauMOHapPHbIA KOMMbIOTEP TONbKO ANA paboTbl «API».
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23. JocTyn B nomelweHue, rae pasmelleH KommbloTep € A0CTynoM K «APl», npegocTaBaaTb TOJIbKO
YNONHOMOYEHHbIM Anuam KomnaHuu.

24, KomnbtloTep, ¢ KOTOPOro OCyL.ecTBAAETCA MOAFOTOBKA M OTMNPABKA 3/IEKTPOHHbIX AOKYMeEHTOB B baHK,
peKOMEeHAYEeTCA BblAENNUTb B OTAE/bHbIN CErMEHT CEeTU C 0653aTe/IbHbIM UCKIKYEHMEM €ro M3 06LLLEN TOKaNbHOM
cet KomnaHuw.

25. UCcKAUNTb AOCTYN K KOMMblOTEpaM, MCNoib3yeMbiM gas pabotbl Mo «API», NOCTOPOHHUM Auuam M
nepcoHasy OpraHn3aumm, He yrnoaHoOMoYeHHOMY Ha paboTy no «API» n/unm o6cny>KMBaHMe KOMMNbIOTEPOB.

26. Mpu obcnymBaHMM KomnbtoTepa UT-coTpyaHuKamm obecneynsatb KOHTPO/Ib HaZ BbIMOAHAEMbIMU UMM
AencTsmnamu.

27. BaHK He OCyWEeCTBASAET PACcCbIKY 3/IEKTPOHHbLIX NUcem C npocbboit npucnatb Kaouu Mognucu n/umam
naposb ncrnonb3yembie B «API» 1 HUKoraa He 3anpawmusaeT y KomnaHuu sty nHpopmaumio. Mpu obpaweHnn ot
MMeHM baHKa no TenedoHy, 3/EKTPOHHOW noyTe, yepes SMS-coobuieHma nuy, ¢ npocbboit CoobWMUTL
KOHOMAEHLMANbHYIO MHPOPMaLMIO (Mapo/iv, KOAOBbIE C/I0BA, U NP.) HU NPU KaKNX 06CcToATENLCTBAX HE coobLiaiTe
AaHHY0 nHPopmauuio n coobwmute 06 sTom B baHK.

28. KomMnaHusa camocToATeNbHO M e4MHOJIMYHO HECeT OTBETCTBEHHOCTL 3a 0becneyeHre KOHOUAEHUNANBHOCTH
naponew, Kawoden MoanucK, U WHbIX AAHHbLIX, NOJYYEeHHbIX OT BaHKa wan creHepupoBaHHbix KomnaHuewn
CamMOCTOATENIbHO ANSA Lienein ux Mcnonb3oBaHua npu pabote «APl», a Tak»Ke 3a obecrnedeHne KoHOUAEHLNANBHOCTH
W Hepasr/ialleHne AaHHbIX, AOKYMEHTOB M CBEAEHMUN, MONYYEHHbIX U(UAK) OTNPABAEHHbIX C MCNO/Ib30BAHNEM
«API».
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MpunoxxkeHune Ne 3
K MopsAAKY 39NEKTPOHHOTO LOKYMeHTO060pOoTa NpU OCyLLecTBAEHUU MHPOPMALMOHHO-TEXHOIOTMYECKOTO B3aMMOAENCTBUA

MopAaoK pa3bopa KOHGAUKTHBIX CUTyaL Ui

Mobble cnopbl mexay CTopoHamu, NpPeaMeTOM KOTOPbIX ABAAETCA YCTaHOB/AEHWe nogauHHOCTM Moanucu B
3N1EKTPOHHOM [OKYMEHTE, T.e. Lie/IOCTHOCTM TEeKCTa M ayTeHTUYHOCTU OTMPaBUTENA 3/EKTPOHHOIO AOKYMEHTA,
nepesarTcs ANa paspeleHuns cneunanbHo co34aBaeMon SKCNEPTHOM KOMUCCUMN.

JKcnepTHaA KOMMUCCUA CO3bIBAETCA Ha OCHOBAHMM MUCbMEHHOTO 3asBaeHua (npeTeH3uu) noboi us CTopoH. B
yKasaHHOM 3anBieHnM CTOPOHA YKa3blBAaeT PeKBM3UTbI OCNApMBAEMOro NOAMMUCAHHOIO 3NEKTPOHHOIO AOKYMEHTa
W AnL, YNONTHOMOYEHHbIX NPEeACTaBAATb UHTEPECHI 3TOM CTOPOHbI B COCTaBe IKCNEPTHOM KOMUCCUM.

He nosgHee 3 (Tpex) paboumnx gHel ¢ MOMeHTa noaydyeHua gpyro CTopoHol 3anaBneHua (npeteHsun), CTOpoHbI
onpegenaloT paTy, Mecto M Bpema Hayana paboTbl DKCMEePTHOM KOMMCCUMM, onpeaenstoT, Kakas CTopoHa

npefoCcTaBAAET NOMELLEHNE U NPOU3BOAUT KOHOUTYPUPOBaAHME CPEACTB 3/IEKTPOHHOM Noanucu.

NMonHomouunA YneHos 3KCFIepTHOﬁ KOMUCCUKN NoATBEPKOAKTCA O0BEPEHHOCTAMU, BblAAHHBIMU B YCTAHOB/IEHHOM
3aKOHO4aTeNbCTBOM NopAaaKe.

CocTaB 3KCNepTHON Komuccum GopMUPYETCS B PaBHbIX MPONOpUMsaX U3 npeacrasmtenein CTopoH.

JKcnepTM3a OCNnapMBaemMoro 31eKTPOHHOIO AOKYMEHTa OCYLLLECTBAAETCA B NPUCYTCTBMKN BCEX YNE€HOB 3KCI'IepTHOl‘/‘I
KOMuUccumn.

SKcnepTM3a OCYLLECTBAAEGTCA B YeTblpe 3Tana:

1. CTOPOHbI COBMECTHO YCTaHaB/MBAIOT, KOHOUTYPUPYIOT U TECTUPYIOT CPEACTBO 3/1EKTPOHHOM NOAMMUCH.

2. CTOpOHbI NPeaoCTaBAAOT CBOM Kaouu MognucyM M Kawuu nposepku [oanvcu, mcnoabsyemble Aas
co3gaHuA Mognmcy ocnapuMBaemoro 3N1eKTPOHHOIO AOKYMEHTa.

3. JKCrnepTHan KOMUCCUA CPaBHMBAET NPeA0CTaB/IEHHbIE K/0UM NPOBEPKM MOoANNCH C KNH0HaMM, YKa3aHHbIMK
B 3anBaeHnn. Kaoum nposepku Moanmcy n Kodbl, KOTOPbIE COBMNasM, NPU3HAOTCA NOAJMHHBIMU.

4, Ecnm TpeTuit 3Tan ycnewHo NPOMAEH, TO 3KCMNEPTHAA KOMMUCCUMA NPOM3BOAMUT NPOBEPKY NOA/MHHOCTM

Mognucun B ocnapnBaemMom 31eKTPOHHOM LOKYMEHTe.

Pe3ynbTaTbl 3KcnepTU3bl Od)OpM/'IFHOTCFl B BMnAe MNUCbMEHHOro 3aK/K4YeHMA - aKTa 3KCFIepTHOl7I KOMUCCuun,
noanncbiBaemoro BCcemum 4neHamm 3KCI'IepTHOl‘/’I KOMMCCMWN. AKT COCTaBaAeTcA HemensieHHO nocne 3aBepleHunAa
nocneaHero aTana akCnepTu3bl. B akTe d)MKCVIpytOTCﬂ pe3ynbTatbl BCEX 3TANOB I'IpOBe,EI,eHHOf;i 3KCNepPTU3bl, a TaKKe
BCe CyLleCTBeHHble PEKBU3UTbI OCNapnBaEMOTro 3N1IEKTPOHHOIoO AOKYMEHTaA. AKT cocTaBaseTca B ABYX aK3emnaAapax
— nNo oagHOMy OnA Ka)K,EI,OVI n3 CTOpOH. AKT 3KCI‘IepTHOl7I KOMUCCUUN ABNAETCA OKOHYATE/IbHbIM U MepecMmoTpy He
noanexwuT.

MoaTtsepkaeHue noanuHHoctu Moanuck B akTe, ByAeT 03HayaTb, YTO OCMNAPUBAEMbIA SNEKTPOHHbIA AOKYMEHT
NMeeT IPUANYECKYIO CUY U B/iIeHeT BO3HMKHOBEHME COOTBETCTBYIOLMX Npas 1 06sa3atenscts y CTOPoH.

B Cclyd4ae OTCyTCTBMA cornacvAa no CnopHbim BONpoCam U ,Cl,06pOBOJ'IbHOF0 MCNONTHEHNA pelleHnA 3KCI'IepTHOi;I

KOMUCCUU, BCE maTepuaabl NO 3TUM BONPOCamM MOryT 6bITb nepeaaHbl Ha pacCMoTpeHMe B Cy4 B COOTBETCTBUU C
ycnosmamm CornatleHums.
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