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1. TEPMHUHBI U OITPEJEJIEHUSA

B HAaCTOSIIEM Pernamente JUCTaHIMOHHOIO
0aHKOBCKOT'O OOCITYy)KMBaHUsI KPEAUTHBIX opraHu3aimii B AO
«bank 131» ¢ ucronbzoBanuem Cucremsr IO BUDUT (nanee
- PermameHT) WHCHONB3YIOTCS TEPMHUHBI U OMpEIEIICHUS,
ykazaHHele B [IpaBujmax  OTKpPBITHSL W BEACHHS
KOppeCnoHJeHTCKUX cuetoB B AO «bank 131» (um
MPIWIOKEHUAX K HUM), pamee — llpaBmma, VYcCIoBUIX
OCYIIECTBICHH HWH()OPMAITMOHHOTO  B3aWMOJICHCTBHS  C
ucrnoip3oBanueM CuctemMbl HHGOPMAIIMOHHOTO OOMEHa, Jjanee
— YCnoBHsl, €CIM UHOE HE YKa3aHO B HacToAleM Pernamenre.

3anByienne — 3asBrnenue Kinmenra, Bepaxaromiee BOJIiO U
HaMepeHue IOCIEIHEr0 IMPHUCOCIUHUTECA K PernameHnry.
®opma 3asBineHust omnpeneneHa B llpunoxennn Nel x
Pernamenry.

KoMmnpomeranusi DJIeKTPOHHON MOANMCH — HaJIU4YUE
OCHOBAHMI MMoJarath, 4YTo JOBEpUE K TOMY, UTO UCIIOIH3yEMBIC

KITFOUH/CPEICTBA OIIEKTPOHHOU MOAMMUCH,
AyteHTr(UKaNIMOHHBIE JaHHbIE, AOOHEHTCKUH HOMEp W/WIH
caMu 9J’I€KTpOHHI)I€ IIOAIINCH HJIN Hux HOCHTCIIN

yTpaueHbl/I0CTYITHBI HEYNOJTHOMOYEHHBIM JIMIAM/MOTYT OBITH

UCTIONB30BaHbl 0e3 corjacusi YHOJHOMOYEHHBIX Jjul. K

cOOBITHSIM, CBsi3aHHBIM ¢ Kommnpomeranueil DneKTpoHHOM

MOJIKNCH, OTHOCATCS, BKIJIIOYas, HO HE OrPaHUYHUBAasCh,

CIICAYIOIIHE:

e yTpaTa (QYHKIMOHAIBHBIX KIIOYEBBIX HOCHUTENEH, ¢
MOCTEIYIOUIMM OOHApYKEHUEM WK 0e3 TaKOBOTO;

e HapylleHHE NPaBWI XPAaHEHHS, HCIONb30BaHUA H
YHUYTOKEHUS (B TOM YHCIE TOCIE€ OKOHYaHHsS CpOKa
NEeHCTBHS) KJIF04a ODJIEKTPOHHON MoAnucH (yCHICHHON
HEKBATM(UITUPOBAHHOK ),

e yTeps, Ieperadya W/WIM NPENOCTaBICHWEM JOCTYyINa
HEYMOJTHOMOYCHHBIM TPETBUM JIMIAM K amlapaTHbIM
cpeacTBaM (B TOM YHMCIIe MOOWIBHBIM TenedoHaM KM
nHbIM) w/uiu SIM-kapte ¢ AOOHEHTCKHM HOMEPOM, B TOM
9uciae KOTOPBIM  WCHONB3yeTcs Ui HarpaBleHUs
OnHOPa30BOTO MapoIs;

e Haimumune mnogo3peHuit, yro Kmiou DIl crtam wu3BecreH
HEYMOJIHOMOYEHHBIM TPETHUM JIHLIAM;

®  BO3HUKHOBEHHE MOJIO3PEHUN HA YTEUKY HH(DOpMAIHN HITH
ee NCKaXeHHeE;

e HECaHKIMOHMPOBAHHOE KOMHMPOBAHHE MIIU [TOJI03PEHHE Ha
konmpoBanue Crarudeckoro w/wim  OJHOPa30BOTO
napoinisi, (QYHKOUOHAJIBHOTO  KIIIOYEBOTO  HOCHTEI,
anmapatHoro cpeiactsa u/mimu SIM-kapTsl ¢ AGOHEHTCKUM
HOMEPOM;

®  [peKpalieHue MTOJTHOMOYHH 170071 YBOJIbHEHHE
YIOJHOMOYEHHBIX JIHII, UMeronmx jgoctyn Kk Kimouy D11
u(ummn) cucreme 1O BUDUT,;

e ciy4yaw, KOTAa HeNb3sl JOCTOBEPHO YCTaHOBHTBH, YTO
IIPOM30LLIO C HOCHUTEJISIMH, COJEP)KAIMMHU KIIIOYEBYIO
nHpopMaIuio (B TOM YHCIE CIIydaW, KOTrJa HOCHTEIb
BBHIIIENI M3 CTPOS W JOKa3aTeJIbHO HE ONpPOBEPrHyTa
BO3MOXHOCTb TOIO, YTO JAaHHBIA (akT MPOM3OLIEN B

1. TERMS AND DEFINITIONS

In these Regulations on Remote Banking Services for
Credit Institutions at Bank 131 JSC using the BIFIT RBS
(hereinafter referred to as the "Regulations™), the terms and
definitions specified in the Rules for Opening and
Maintaining Correspondent Accounts at Bank 131 JSC
(and its appendices), hereinafter referred to as the "Rules,"
and the Terms of Information Interaction Using the
Information Exchange System, hereinafter referred to as
the "Terms," shall apply, unless otherwise stated in these
Regulations.

Application — A Client’s application expressing the will
and intention of the latter to join the Regulations. The form
of the application is defined in Appendix No. 1 to the
Regulations.

Compromise of an Electronic Signature — The existence
of grounds to believe that the trust in the electronic
signature keys/tools, authentication data, subscriber
number, and/or the electronic signatures themselves or their
carriers has been compromised, lost, accessed by
unauthorized persons, or may be used without the consent
of authorized persons. Events related to the compromise of
an electronic signature include, but are not limited to, the
following:

e Loss of functional key carriers, with or without
subsequent discovery;

e Violation of the rules for storage, use, and destruction
(including after expiration) of the electronic signature
key (enhanced unqualified);

e Loss, transfer, and/or provision of access to
unauthorized third parties to hardware (including
mobile phones or other devices) and/or SIM cards
with a subscriber number, including those used for
sending a One-Time Password;

e Suspicion that the Electronic Signature Key has
become known to unauthorized third parties;

e Suspicion of information leakage or distortion;

e Unauthorized copying or suspicion of copying of
Static and/or One-Time Passwords, functional key
carriers, hardware, and/or SIM cards with a subscriber
number;

e Termination of authority or dismissal of authorized
persons with access to the Electronic Signature Key
and/or the BIFIT RBS;

e Cases where it is impossible to reliably determine
what happened to the carriers containing key
information (including cases where the carrier has
malfunctioned, and it cannot be conclusively
disproven that this occurred as a result of unauthorized
actions by third parties, or other types of disclosure of
key information).



pe3yibTaTe HECAaHKIMOHMPOBAHHBIX JEWCTBUN TPETHHUX

UL,  JpyrHe  BUABI  pasMIallleHus  KII0YeBOH

WHPOPMALIUH).

KaueHT - wWHOCTpaHHBIH OaHK WIH KpeOUTHAS
opranm3anus  (0aHKk  wiIM  HEOAHKOBCKAas  KPEIUTHAS
opraHu3anus), MPU3HAHHBIH(-as1) TaKOBBIM(-0H) B

COOTBETCTBUMHU C 3aKoHOAaTenbcTBOM Pocculickon denepanum,
obOnmamaromuii(-ast) IIOJIHOH TIpaBO- W JEECIOCOOHOCTHIO,
obpatusmeecs(-asics) B baHK B COOCTBEHHBIX MHTEpEcax I
3akmoueHust ¢ bankom JloroBopa 00 OTKPBITHH U TOPSAKE
BEJIEHNs] KOPPECHOHJEHTCKOTO cueTa Ha ycioBusax [Ipaswn
(manee taxxe — [oroBop) u CoriameHust 00 OCYyIIECTBICHUN

MH(OPMAITMOHHOTO  B3aWMOJICUCTBUS C  HUCIOJIb30BaHUEM
Cucrembl uH(poOpMarmonHoro obomeHa — Cucremsr JIBO
BU®UT.

Kmou Duaexkrponnoid mnoamucu (Kawou 3III) -
YHUKaJbHAS MOCJIEIOBATEIHLHOCTh CHUMBOJIOB,
MpeIHa3HaYeHHAS TUTS CO3IaHUSA YCHIICHHOM

HEKBATM(UIIMPOBAHHON DIEKTPOHHOM MOAIHCH.

K104 npoBepku 1eKTPOHHOI NOJNMUCH - YHUKAJIbHASA
MOCJIEI0BAaTEIbHOCTh CHMBOJIOB, OJHO3HAYHO CBS3aHHAsl C
KirouoM OneKTpOHHONM NOOANUCH M MNpEeIHA3HAUYCHHAS ISt
MPOBEPKU TOUIMHHOCTH YCHUJIGHHOW HEKBAIM(HUIMPOBAHHOM
DNEeKTPOHHOU MOAIHCH.

JloruH — yHMKajibHas MOCIIEAOBAaTEIbHOCTH CHMBOJIOB,
COCTOsIIAsT U3 JIATHHCKUX OYKB W mu(p, KOTOpas MO3BOJISET
Banky oaHO3HauHO — WAEGHTHQHUUIUPOBATH  (YCTAHOBHTH)
VYnonnomouennoro IIpeacrasutens Knuenra mpu gocryne u
pabore B Cucreme JAbO BUDUT (npumensercs npu
ucnob3oBaHuu O0IavHOI NOAMUCH).

OnHopa3oBbIi napoJjb - YHUKaJIbHAs
MOCJIEI0BAaTEIbHOCTh YHCIIOBBIX CHMBOJIOB, MPENOCTaBIsieMast
bankom 1o 3anpocy VYmnosHoMmoueHHoro IlpencraBurens
Kmuenta mocpenctBom SMS- wimm PUSH-cooOmienuss Ha
AOGOHEHTCKUI HOMED Kimenta (YiomHOMOYEHHOTO
[IpencraButens Knuenra), BBeZileHHe KOTOPOTro Tpedyercs JUIs
JIOTIOJTHUTENILHON ayTeHTUQUKAUK Tpu jgoctyne B Cucremy
JAbO BU®UT w/unmu [IOMONHUATENBHOTO TOATBEPKICHUS
ONEKTPOHHBIX JOKYMEHTOB IPH HCIOIb30BAHUN YCHUIECHHON
HEKBaATU(UIIMPOBAHHON DIEKTPOHHOU OATHUCH.

OTBeTcTBeHHBbIIi PpadoTHUK — paboTHuMk baHka,
YIIOJIHOMOUYEHHBIH Ha MpoBeieHue naeHTugukanuu Kinuenra u
ero YnonHomouyeHHoro IIpencraBurens, a Takke Ha IPUEM OT
Kimenta JOKyMEHTOB, B TOM 4HCIE 3asBICHHHA OT
VYnonHoMmoueHHbIx [IpeacraButeneit KnmeHnra, B wHemsIx
pEerucTpanru, NPEAOCTaBICHUS AOCTYNa W HCIONb30BAHUSA
Cucremst [IbO BUDUT KnrentoMm u ero yrnoITHOMOYEHHBIMHU

[IpencraBuTensmu.
Omneparop 30 - oneparop  3IEKTPOHHOTO
JTOKYMEHT0000pOTa, COOTBETCTBYIOIINH TpeOOBaHHSM,

yrBepxkaeHHbIX [Ipukazom @HC Poccun ot 08.06.2021 N EJI-
7-26/546@ «OO6 ytBepxkaeHun TpeOoBaHMII K omeparopy
3NIEKTPOHHOTO JOKyMEHTOO0OpPOTa», M  OCYLIECTBIISIONIMNA
TeATeITbHOCTh o o0ecIeueHnIo 3IIEKTPOHHOTO
nokyMeHTooOopota Mexny bankom u  Kimentom depes
cucremy 210 Oneparopa.

Client — A foreign bank or credit institution (bank or non-
bank credit organization) recognized as such under the
legislation of the Russian Federation, possessing full legal
capacity and capacity, applying to the Bank in its own
interests to conclude an Agreement with the Bank on the
opening and maintenance of a correspondent account under
the terms of the Rules (hereinafter also referred to as the
"Agreement”) and an Agreement on Information
Interaction Using the Information Exchange System — the
BIFIT RBS.

Electronic Signature Key (ES Key) — A unique sequence
of characters intended for creating an enhanced unqualified
electronic signature.

Electronic Signature Verification Key - A unique
sequence of characters uniquely associated with the
Electronic Signature Key and intended for verifying the
authenticity of an enhanced unqualified electronic
signature.

Login — A unique sequence of characters consisting of
Latin letters and numbers, which allows the Bank to
uniquely identify (establish) the Authorized Representative
of the Client when accessing and working in the BIFIT
RBS (used when using a Cloud Signature).

One-Time Password — A unique sequence of numeric
characters provided by the Bank at the request of the
Authorized Representative of the Client via SMS or PUSH
message to the Client’s (Authorized Representative’s)
subscriber number, which is required for additional
authentication when accessing the BIFIT RBS and/or
additional confirmation of Electronic Documents when
using an enhanced unqualified electronic signature.
Responsible Employee — A Bank employee authorized to
identify the Client and its Authorized Representative, as
well as to accept documents from the Client, including
Applications from the Authorized Representatives of the
Client, for the purpose of registration, granting access, and
use of the BIFIT RBS by the Client and its Authorized
Representatives.

EDI Operator — An electronic document interchange
operator that meets the requirements approved by Order
No. EJI-7-26/546@ of the Federal Tax Service of Russia
dated June 8, 2021, "On Approval of Requirements for
Electronic Document Interchange Operators,” and carries
out activities to ensure electronic document interchange
between the Bank and the Client through the EDI
Operator’s system.

Static Password — A secret sequence of characters known
only to the Authorized Representative of the Client. The
Static Password is used to log in to the BIFIT RBS and
ensures that the person accessing the system is the owner
of the provided Login — the Authorized Representative of
the Client. The Static Password is set by the Client during



Craruyeckuii napoJib - CeKpeTHas
MTOCJIEIOBATEIFHOCTh CHUMBOJIOB, KOTOpas M3BECTHA TOJIBKO
Ynonnomouennomy Ilpeacrasutento Knuenrta. Cratuueckuit
[Tapons ucronmesyercst mig Bxoga B Cucremy JIbO BUOUT u
MO3BOIISIET yOSTUTHCS B TOM, YTO OOPaTUBIIIEECS JTUTIO SBIISIETCS
BIIAJIENBIIEM MpPEACTaBICHHOTO JlornHa — YIOJIHOMOYEHHBIM
[IpeacraButenem Knuenrta. CraTuueckuil mapoiib 3agacTcs

Kmuentom 1npm  peructpammi W MPUMEHSAETCS — TpH
HCITONh30BaHUN O0JIagHOM ITOAITNCH.
Ynocropepsiromuii  LEHTP -  OpraHU3alMOHHAS

cTpykTypa banka, npenHazHaueHHAs ISl YIPABICHUS SIMHOM
nH(ppacTpykTypoit Kirroueit mpoepku DIeKTPOHHON MOAHACH

C uenpl0  obecneueHHWs — IOPUIUYECKOW  3HAYMMOCTH
ONEKTPOHHBIX  JIOKYMEHTOB M  KOHTPOJS  IEJOCTHOCTH
nH(popMaIuy, 3alUIIIEHHOMN YCUJIIEHHOU
HEKBATU(UITUPOBAHHOK DNeKTPOHHOU MOJIIUCHIO,
OCYIICCTBJISAIONIAsE (PYHKIMH IO CO3JaHUI0 U BbLIaue

CepTuduraTtoB Kitoueil IPOBEPKH JEKTPOHHBIX TOAMHCEH, a
TaKXe HHble (QYHKIOUHM, B COOTBETCTBUH C PeriameHtom u
3aKOHOaTeNbCTBOM Poccuiickon Denepanuy.

Ceprudukar KJIWYa [POBEPKH  IJIEKTPOHHOI
NOANMCH — JOKYMEHT Ha OyMa)XKHOM HOCHTENE H/MIH B
3JIEKTPOHHOM BUJI€, BBIIAHHBIN Y TOCTOBEPSAIONIUM LIEHTPOM, C
yKa3aHHBIM B HIecTHajunarepudyHoM Buae Kirouom mpoBepku
OnexktponHod  moamucu — KimeHTa,  mOATBEpKAArOIIMIA
npuHaUIexkHOCTh Kittoua mpoBepku ODNEKTpOHHOW MOANHCH
Branenblly CepTudukara KiIro4a MPOBEPKU AIEKTPOHHOM
moamucu. Ceprtudukar KiIoya TPOBEPKH  DIEKTPOHHOU
NOANMCH  JIOJDKEH OBITh  MOJANHMCAaH €ro  BIaJesibLeM
(Ynomnomouenusim [Ipencrasurenem Kiunenra).

Yno/iHoMO4eHHBIH IpeacraBuTeb
Kunenra/YnoJiHoMo4eHHOe JUIO — JIULO, ACHCTBYIOIIEE OT
nMenu KimeHTta B CHily TIOJTHOMOYMH, MPEAOCTaBICHHBIX MY
10 JOBEPEHHOCTH, Ha OCHOBAHUH PACTIOPSIUTEILHOTO aKTa WIH
Ha OCHOBAaHMH JOTOBOPA, 3aKOHA, MM aKTa TOCYAapCTBEHHOTO
OpraHa, WM aKkTa OpraHa MECTHOI'O CaMOYINpPAaBJICHHS, B TOM
YHUCJIe WCTIOIHUTENbHEIN oprad Kimenta (eciau IpUMEHHMO),
Ha/JJexamuM o0pa3oM  YIOJIHOMOYEHHOE Ha COBEpIICHHUE
IOPUIIMYECKUX AeWcTBUi 0T mMeHn KimenTta n oOmagaromiee
BCEMH HEOOXOJWMBIMH  TOJIHOMOYHUSIMH, Pa3pelICHHUSIMH,
COTJIACHSIMH, OI00PEHHUSIMH Ha COBEPIICHHE COOTBETCTBYIOIINX
NEeHCTBUN, yKa3aHHOE B 3asdBJICHUM O 3akiroueHuu Jloroeopa
nin 3asiBIIEHUU O BHECEHUH M3MEHEHUH B ycnosus Jlorosopa,
3aspnennn, a Takke B Ceprudukare KIOYa MPOBEPKH
ANIEKTPOHHOM noanucu (mpu ucnonb3oBanun YHDII), B Tom
4yclie, HMEIOLIEE TpPaBO  PACIOPSKATHCS  JEHEKHBIMU
cpenctBamu Knuenta Ha Cuere(-ax), Wi UMerOIee MpaBo Ha
MPOCMOTP M TMOJy4eHHE OJEKTPOHHBIX JTOKYMEHTOB, B TOM
guciae Bemucok 1o Cuery (0e3 mpaBa pacmopsuKaThCs
JICHS)KHBIMHA ~ CPEJICTBAMI/COBEPIICHUSI CIEIOK OT HMEHH
Knuenra).

Baapenen Ceprudukara KJII04a NMPOBEPKHU
3JIEKTPOHHOM moanucu — YnojJHoMoueHHbIH [IpencraBurens
Kiuenra.

registration and is used when using a Cloud Signature.
Certification Authority — An organizational structure of
the Bank designed to manage a unified infrastructure of
Electronic Signature Verification Keys to ensure the legal
significance of Electronic Documents and control the
integrity of information protected by an enhanced
unqualified electronic signature, performing functions
related to the creation and issuance of Electronic Signature
Verification Key Certificates, as well as other functions in
accordance with the Regulations and the legislation of the
Russian Federation.
Electronic Signature Verification Key Certificate — A
document on paper and/or in electronic form issued by the
Certification Authority, indicating in hexadecimal form the
Electronic Signature Verification Key of the Client,
confirming the ownership of the Electronic Signature
Verification Key by the holder of the Electronic Signature
Verification Key Certificate. The Electronic Signature
Verification Key Certificate must be signed by its holder
(the Authorized Representative of the Client).
Authorized Representative of the Client/Authorized
Person — A person acting on behalf of the Client by virtue
of authority granted by a power of attorney, based on a
directive, contract, law, or act of a state body or local
government, including the executive body of the Client (if
applicable), duly authorized to perform legal actions on
behalf of the Client and possessing all necessary powers,
permissions, consents, and approvals to perform the
relevant actions, specified in the Application for
concluding the Agreement or the Application for amending
the terms of the Agreement, the Application, as well as in
the Electronic Signature Verification Key Certificate (when
using an enhanced unqualified electronic signature),
including having the right to dispose of the Client’s funds
in the Account(s), or having the right to view and receive
Electronic Documents, including account statements
(without the right to dispose of funds/conduct transactions
on behalf of the Client).
Holder of the Electronic Signature Verification Key
Certificate — The Authorized Representative of the Client.
Electronic Signature — Information in electronic form that
is attached to or otherwise associated with other
information in electronic form (the information being
signed) and that is used to identify the person signing the
information.
Within the framework of these Regulations, the Parties use
the following types of Electronic Signatures:
Enhanced Unqualified Electronic Signature (UES) — An
electronic signature that:

e Is obtained as a result of cryptographic

transformation of information using the Electronic
Signature Key;



DJIeKTPOHHAS MOANMKUCH - UHQOPMAIHSI B SJICKTPOHHOMN
dbopme, KoTOpas TMpHCOENWHEHA K Jpyrod wWHPOpMAIUHd B
ANIEKTPOHHON opMme (MOoANMChIBAGMON HWH(POPMALIUK) WITH
WHBIM 00pa3oM cBS3aHa ¢ TakoW HWH(popManued W KoTopas
WCTIONB3YETCST U OIpENeleHHus JINIA, ITOAIHICHIBAIOIIETO
WHPOPMALIHIO.

B pamkax Permamenta  CTOpOHBI
CIIeTYTOIINE BUABI DIIEKTPOHHBIX TOIIHCEH:

YHDII (Yeunennas HeKBAJIU(PUUMPOBAHHAS
JJ1eKTPOHHAS MOANNCH) - DIEKTPOHHAS MOMUCEH, KOTOpas:

- IONMyYeHa B pe3yibTare  KpPUNTOTpaduIecKoro
npeoOpa3zoBaHus WHGOPMAIMH C HCIOJIb30BaHHeM Kirroua
DIEeKTPOHHOU MOATNCH;

- TO3BOJISIET  OMPEICIUTD
ONEeKTPOHHBIN TOKYMEHT;

- TI03BOJISICT OOHAPYKUTh ()AaKT BHECEHUS U3MCHCHU B
ONEeKTPOHHBIA JOKYMEHT ITOCJIE MOMEHTA €T0 TOIIUCAHUS;

- CO3/1aeTCsl C WCIOJIB30BAHUEM CPEICTB AJIEKTPOHHOM
MTO/ITTHCH.

O6aaunass moamuch - MHQOpMAMA B DIEKTPOHHOU
¢dopme, KOTOpas TPUCOSAWHEHA K ApPYrod wHGOpMAIu B
ANIEKTPOHHOM (opMe (MOAMUCHIBAEMON HH(POPMAIINK) HITH
WHBIM 00pa3oM CBs3aHa C Takoi mH(DoOpMainueld, U KoTopas
WCTIONB3YETCSl NIl OMPEACNICHUs] JIUIA, TOIIUCHIBAIOIIETO
nHpoOpMaIuio, XxpaHeHne Kimoded OOmMayHOW TOMMUCH H
(hopMUpOBaHUE MOMIUCH TOJ] JOKYMECHTOM BBIMOJHACTCS Ha
yAaJICHHOM cepBepe baHka, a HE Ha JIOKaJIbHBIX yCTPOHCTBAX
Bnagensia moamucu. O6mavnas moamuck otHocuTes K YHOIL

VK311 (ycuiieHHasi KBAJIMIUPOBAHHAS YJIEKTPOHHAs
MOANMMCHL) - DJIEKTPOHHAS TOAMNCH, KOTOpask COOTBETCTBYET
BceM mnpusHakam YHOII u crnenyromum AONONHUTEIBHBIM
MpU3HAKaM:

1) Kimrou mpoBepkr DJIEKTPOHHOM MOINKMCH YKa3aH B
KBaJM(QHUIIUPOBAHHOM CepTH(HKATE;

2) s CO3JaHWsI W TPOBEPKU JIIEKTPOHHOW TITOAIHACH
WCTIONIB3YIOTCS CPEJICTBA AJIEKTPOHHOMN MOJITUCH, TIOTYYHBIINE
TIOATBEPKICHUE COOTBETCTBHUS TPEOOBAHUSIM, YCTAaHOBICHHBIM
OenepansabiM  3ak0HOM  OT  06.04.2011  Ne63-03  «O6
ANEKTPOHHOM moammchy (nanee — Ne63-D3).

Jaiee no Texcty coBmectHo YHOII, OGnaunas noamnuck
u YKOII nmenyrorcs OI1.

Hacrosmmit PernamenT npeaycmaTpuBaeT HarpaBieHHE
3asIBJICHUH, COOOIICHHN, HEOOXOAMMBIX JUIS IOJY4CHHUS
(BOCCTaHOBIIECHHS) JIOCTYTIA, U3MCHCHISI YCIIOBHI
ucnonb3oBanus Cucremsl IbO BUDUT ¢ ucnonb3zoBaHuem
YK3II BHewHero akKpeaUTOBAHHOTO YJIOCTOBEPSIOIIETO
LIEHTpA. YKOII BHEIITHETO aKKpEAUTOBAHHOTO
YIOCTOBEPSIONIETO IIEHTPa HUCHOJB3yeTCs B paMKax OOMeHa
3JEKTPOHHBIMU JOKyMeHTaMHu depe3 Oneparopa 3/10.

®OKH (®OyHKUMOHAJBbHBIA KJIOYEBOH HOCUTE]b) -
MIePCOHAILHOE CPEICTBO CTPOTOH ayTeHTH(DUKAITNN U XPAHCHUS
JaHHBIX, anmapaTHO Mojajepx)uBatoniee padbory ¢ Kirodom
ONEeKTPOHHOW  TOANHCH, TO3BOJISIONIEE  OCYIIECTBISTH
MEXaHU3M DJICKTPOHHOM MOIUCH TaK, 9To Kirrod D1eKTpoHHOM
MOAMNHUCH HE MOKUIAET NPeebl HOCUTEIIS.

CpencrBa 3JIEKTPOHHOW MOANHUCH - [IH(pOBaNbHBIC

HCIIOJIB3YIOT

JIMI1IO, oA CaBIICE

e Allows identification of the person signing the
Electronic Document;

e Allows detection of changes made to the Electronic
Document after the moment of its signing;

o Is created using electronic signature tools.

Cloud Signature — Information in electronic form that is
attached to or otherwise associated with other information
in electronic form (the information being signed) and that
is used to identify the person signing the information. The
storage of Cloud Signature keys and the generation of the
signature under the document are performed on the Bank’s
remote server, not on the local devices of the Signature
Holder. The Cloud Signature is a type of UES.

Enhanced Qualified Electronic Signature (QES) — An
electronic signature that meets all the characteristics of
UES and the following additional characteristics:

1. The Electronic Signature Verification Key is
specified in a qualified certificate;

2. The creation and verification of the electronic
signature are performed using electronic signature
tools that have received confirmation of
compliance with the requirements established by
Federal Law No. 63-FZ dated April 6, 2011, "On
Electronic Signature” (hereinafter referred to as
No. 63-FZ).

Hereinafter, UES, Cloud Signature,
collectively referred to as ES.

These Regulations provide for the submission of
applications, notifications, and other documents necessary
for obtaining (restoring) access or changing the terms of
use of the BIFIT RBS using a QES issued by an external
accredited certification authority. The QES of an external
accredited certification authority is used within the
framework of electronic document interchange through the
EDI Operator.

Functional Key Carrier (FKC)— A personal means of
strict authentication and data storage, hardware-supported
for working with the Electronic Signature Key, allowing
the implementation of the electronic signature mechanism
so that the Electronic Signature Key does not leave the
carrier.

Electronic Signature Tools — Cryptographic tools used to
implement at least one of the following functions: creation
of an electronic signature, verification of an electronic
signature, creation of an Electronic Signature Key and an
Electronic Signature Verification Key.

and QES are



(kpunrorpaduueckue)

Cpe€acTaa, HCIIOJIb3YEMBIC JUIA

peanm3anud XOTS OBl OJHOW W3 CIIeAyomuX (YHKIHA -
CO3/IaHME DJICKTPOHHON TMOMAIKMCH, MPOBEPKa 3JICKTPOHHOH
roanucH, co3ganue Kioda DiekTporHoi nommucy u Kimoua
MIPOBEPKH DIEKTPOHHOM ITOATINCH.

2. OBIIUE MNOJIOKEHUSA

2.1.

2.2.

2.3.

2.4.

2.5.

Hacrosmuii  PerslaMeHT  perynupyer  OTHOILEHHS
BO3HUKIINE B IIpOllECCe OKa3aHWs baHKOM yciayr B
pamKax Cornamenus 00 OCYIIECTBICHUN

MHQOPMAIIMOHHOTO B3aUMOJICHCTBUS C HCIIOJIB30BaHUEM
Cucremsl nunpopmarrionsoro ooMena — Cucremsl JJbO
BUOUT (manee — Cucrema JBO BU®DUT ), mnpu
MOJKIIOYEHWH W HUcnonb3oBaHMM  KimeHToM n
VYnonnomouenusiMu  IlpencraBurensimu  Kiuenrta
Cucrembr IbO BUOUT wu sBasercs coriamieHHEM
Mexny bankom u KineHtoMm, onpeaensomumM nopsaok
W YCIOBMS  B3aUMOJEHCTBHA TIpPU  BBINIYCKE W
UCIIOJb30BaHUM OJIEKTPOHHOW TMOANMHUCH B paMKax
YKa3aHHOUM KOPIOPATUBHOI HH(POPMAIIMOHHOHN CHCTEMBI
3JIEKTPOHHOT'O JOKYMEHTOO0OPOTA.

Hacrosmmuii PermaMeHT sABasgeTCI HEOTHEMIIEMOH |
cocTtaBHOM vacThio [IpaBun u YcinoBuii oCyIIeCTBIECHUS
WHGOPMAIMOHHOTO B3aMMOJICUCTBHUS C UCIIOIb30BaHUEM
Cucrem nH(GOPMALIMOHHOTO OOMEHa.

Jns moaxmoueruss KinmeHTa W YIIOJIHOMOYEHHOTO
IIpencraButens Knmenra k Cucreme JBO u ee
UCIIOJIb30BaHUsl  YHnonHoMmouyeHHbIH  [IpencraBurens
Knuenra pomxeH mnpucoenuHutbess K IlpaBunaM u
YcnoBusam OCYIIIECTBJIEHUS UHGOPMAITHOHHOTO
B3aUMOJACHCTBUSI C HCITOJIb30BaHUEM Cucrem
nHPOPMAIMOHHOTO OOMEHa, a Takke K PermameHty
MyTeM TOITUCAHUS 3asIBICHHUS.

IIpu peructpauuu YnomHomoueHHoro IlpencraButens
Kmnenra B peectpax Cucremsr JbO BUDOUT
YHOJIHOMOYEHHOMY IIpencraBurento Knuenra
MPUCBAUBAETCA PETUCTPALMOHHBIA HOMEpP, KOTOPBIU
YKa3bIBa€TCS B 3asBICHUM TaKOIO JIMLA, MOIYyYECHHOM
bankowm.

OOMeH DIIeKTpOHHBIMU OKYMEHTaMu Mexny bankom n
KmuentoMm ¢ ucnonszoBanneMm Cucrembl JIbO BUDOUT
ocymecTBisieTcss B pamkax [lpaBunm  (BKirodas
MPUJIOXKEHUST K HUM), TpuoOpeTeHHbIX KimeHToM
MPOJIYKTOB U YCIYT baHKa U UX YCJIOBHIA, a TAKXKE HHBIX
3aKIIOYEHHBIX Mexay bankom u KimenTtom caenok
(ecmu  wmcmonb3oBanne Cucremel  JIbO  BUOUT
MPEeIyCMOTPEHO HMH), a TakXe IpH YCIOBUH, YTO

2.GENERAL PROVISIONS

2.1. These Regulations govern the relations arising in the
process of the Bank providing services under the
Agreement on Information Interaction Using the
Information Exchange System — the BIFIT RBS
(hereinafter referred to as the "BIFIT RBS"),
during the connection and use of the BIFIT RBS
by the Client and the Authorized Representatives
of the Client. These Regulations constitute an
agreement between the Bank and the Client,
defining the procedure and terms of interaction for
the issuance and use of Electronic Signatures
within the specified corporate electronic document
management system.

2.2. These Regulations are an integral part of the Rules
and the Terms of Information Interaction Using
Information Exchange Systems.

2.3.To connect the Client and the Authorized
Representative of the Client to the BIFIT RBS and
use it, the Authorized Representative of the Client
must join the Rules and the Terms of Information
Interaction Using Information Exchange Systems,
as well as these Regulations, by signing an
Application.

2.4. Upon registration of the Authorized Representative
of the Client in the registers of the BIFIT RBS, the
Authorized Representative of the Client is
assigned a registration number, which is indicated
in the Application of such person received by the
Bank.

2.5. The exchange of Electronic Documents between the
Bank and the Client using the BIFIT RBS is carried
out within the framework of the Rules (including
their appendices), the products and services of the
Bank acquired by the Client and their terms, as
well as other agreements concluded between the
Bank and the Client (if the use of the BIFIT RBS
is provided for therein), and provided that the
Client’s servicing can be carried out using the
BIFIT RBS.

2.6. The Client acknowledges that the BIFIT RBS used is
sufficient to ensure reliable and efficient operation



2.6.

2.7.

2.8.

2.9.

2.10.

obcmyxxuBanue KimeHta MOKeT OBITh OCYIIECTBIICHO C
ncnoab3oBanneMm Crucremsl IO BUDOUT.

KmuenTt mpusnaet, uto mcnons3zyemas Cucrema J[bBO
BUOUT sBnsercs [O0CTaTOYHOW [uid  OOeCHedeHHs
HaleKHOM ¥ H(QeKkTuBHOH paboThl TpU MpUEME,
nepenave, oOpabOTKE W XpaHEHMHM WHGPOpPMAIUH, a
UCIIONIb3YeMble  CpeICTBA  3AIIUTHl  MH(GOPMAIHH,
obecrieunBaromme pasrpaHuueHHE JI0CTyTIa,
mrdpoBaHKe, KOHTPOJIb HETOCTHOCTH U (POPMHUPOBAHHE
OIl, sBAAIOTCS JOCTATOYHBIMH JUIS  3AIOUTHI  OT

HECAaHKIMOHUPOBAHHOTO  JIOCTYMA, MOATBEPKICHHUS
aBTOPCTBA u MOAJTUHHOCTH nH(pOpMAITIH,
conepkamieiics B monydaembix O], oOecreueHus

LEJIOCTHOCTH MH(OPMAINH, YCIOBHUH HEOTKa3yeMOCTH,
HCU3MCHHOCTH, JOCTOBCPHOCTH, OTCYTCTBUA
HUCKQKECHHUM, a TAaK)Ke Pa3pellCHUs CIIOPHBIX CUTyaluid
npu  ycnoBun — cobmopenusi  CtopoHamum  Mep
0€30IIaCHOCTH, B TOM umcie oOecreueHus KimeHnrom
Haanexameil 3amutel Knuentckoit wactu CucTeMBl
ABb0 BUOUT 0T HeCaHKLIMOHUPOBAHHOIO JOCTYIIA.

[Monnucanne Onanka CepTudukara Kioda MNPOBEPKH
3HCKTpOHHOI71 noaInuncu Kianentom o3HayaeT B3aMMHOE
npuszHanue Croponamu OJII Knmwenta ¢ momeHrta
peructpauun kmoua mnposepku Oll  Brapensia
Cepruguxara B Cucreme IO BUDOUT, dopmupoBanus
ceprudukara u noATBepxKaaeT momydeHue Ceprudukara
KJII04a MPOBEPKH AJIEKTPOHHOW MOANKCH Ha OyMa)KHOM
HOCUTENIE W/WIM B DJIEKTPOHHOM BHJIE TOCPEACTBOM
Cuctemsl IO BUDUT.

Knuent cormamaercs ¢ TeM, 4YTO OJEKTPOHHBIE
nokyMeHTbl CTOPOH, 00MEH KOTOPBIMU OCYIIECTBISETCS
B pamkax Cucremel JIbBO BU®UT, mnpusnarotcs
ONEKTPOHHBIMU JIOKYMEHTaMu, nognucanHsiMu Y HOII
(O6maunoit TTOJIITHCHIO WA VYcunentoi
HEKBATU(DUIIMPOBAHHON DIEKTPOHHOH MOAIMKCHIO), U
ABJSIFOTCSA PAaBHO3HAYHBIMHM JOKYMEHTaM Ha OyMasKHBIX

HOCHUTEIISIX, MOANMCAHHBIMU COOCTBEHHOPYYHOI
MONMUCHI0  ynojgHOMoueHHoro Jsmna CTOpoHBI W
CKpEIUICHHBIMH me4atbio Takod CropoHbl  (TpH

HaHI/I‘H/II/I), B COOTBETCTBHUHU C cDe)IepaJ'IBHBIM 3aKOHOM OT
06.04.2011 Ne 63-®3 «O06 31eKTPOHHOW TOATIACHY.

OnHolt  DNEKTPOHHOW  MOMAIMUCHID  MOTYT  OBITBH
MOJMUCAaHBl HECKOJBKO CBS3aHHBIX MEXAYy COOOH
OJEeKTPOHHBIX  JAOKYMEHTOB (IAaKkeT OJIEKTPOHHBIX
nokymenroB). llpy  moamucaHun — DNEKTPOHHOM

MOJIMUCHIO TMaKeTa DIEKTPOHHBIX JOKYMEHTOB KayKIIbIH
13 DIEKTPOHHBIX JOKYMEHTOB, BXOASIINX B 3TOT MAKET,
CUYMTAETCS MOANMUCAHHBIM DJIEKTPOHHOM MOAMHUCHIO TOTO
BUJa, KOTOPOM TOANMCAaH MakeT OJIEKTPOHHBIX
JIOKYMEHTOB.

CTOpOHBI IMMPU3HAKOT B KAUCCTBC C,Z[I/IHOﬁ IIKaJIbl BpEMCHU

in receiving, transmitting, processing, and storing
information, and that the information security tools
used, ensuring access control, encryption, integrity
control, and the generation of Electronic
Signatures, are sufficient to protect against
unauthorized access, confirm authorship and
authenticity of the information contained in the
received Electronic Documents, ensure the
integrity of information, conditions of non-
repudiation, immutability, reliability, absence of
distortions, and resolution of disputes, provided
that the Parties comply with security measures,
including the Client ensuring proper protection of
the Client’s part of the BIFIT RBS from
unauthorized access.

2.7. The signing of the Electronic Signature Verification
Key Certificate form by the Client means the
mutual recognition by the Parties of the Client’s
Electronic  Signature from the moment of
registration of the Electronic  Signature
Verification Key of the Certificate Holder in the
BIFIT RBS, the formation of the certificate, and
confirms the receipt of the Electronic Signature
Verification Key Certificate in paper form and/or
electronically through the BIFIT RBS.

2.8. The Client agrees that the Electronic Documents of
the Parties, exchanged within the framework of the
BIFIT RBS, are recognized as Electronic
Documents signed with an Enhanced Unqualified
Electronic  Signature (Cloud Signature or
Enhanced Unqualified Electronic Signature) and
are equivalent to paper documents signed by the
handwritten signature of the authorized person of
the Party and sealed with the seal of such Party (if
applicable), in accordance with Federal Law No.
63-FZ dated April 6, 2011, "On Electronic
Signature."

2.9. Several related Electronic Documents (a package of
Electronic Documents) may be signed with one
Electronic Signature. When signing a package of
Electronic Documents with an Electronic
Signature, each of the Electronic Documents
included in this package is considered signed with
the type of Electronic Signature used to sign the
package of Electronic Documents.

2.10. The Parties recognize the local time at the location
of the Bank’s division servicing the Client as the
unified time scale when working in the BIFIT
RBS. The control time is the system clock time of
the Bank’s hardware.

2.11. The Client undertakes to ensure access to and work
in the BIFIT RBS only for the Authorized



2.11.

2.12.

2.13.

2.14.

mpu padote B Cucreme JIbO BUDUT mecTHOE BpeMs 110
MECTy  PACHOJIOKEHUs  TojpasjelieHus  baHka,
ob0ciyxuBaroniero Kiuenra. KoHTposbHBIM sIBHSETCS
BpeMsI CHCTEMHBIX YacOB armapaTHBIX cpeicTB baHka.

KimenTt o0s3yeTcst oOecrieynTh JOMyCK K paboTe u
padory B Cucreme JBO BUOUT  Tombko
Ynonnomouennsix IIpencraBureneit Knuenra, ¢ yuerom
poileli Takux JIAIl TIpH ucronb3oBanuu Cucremsr 6O
BUDUT.

Knuent OCO3HAeT TOBBIIICHHBIN pHUCK
HECaHKLIIMOHUPOBAHHOTO Hcrnob3oBanus Cuctemsr 16O
BU®UT, Bxmouass xommpomeraruio Kiroueir DI u
HECaHKI[MOHUPOBAaHHOE yAaIeHHOE yIpaBJeHHe
Cucremort JIbO BUDUT, mnpum HeHamaexameMm
coOronennu KireHToM Mep 0€30MacHOCTH.
BU®UT,

Ucnonwszys  Cuctremy  JIBO Kinuent

proOpeTaeT BO3MOKHOCTB!

®opMHUpOBaTh, NOAMUCHIBATH DJIEKTPOHHOHN MTOANKCHIO U
HampaBisATh B baHK  IulaTexHble  (pacueTHHIE)
JOKYMEHTBI, B COOTBETCTBUH C 3aKOHOJATEIbCTBOM
Poccuiickoii ®denepanuu, B TOM 4YHUCIE IUIATEKHBIC
MOpy4YEHHUs,, B IeNIIX COBEPIIEHUS Olepanuuid 1o
OoTKpbITEIM B banke Cuetam KiueHnra;

®opMHUpOBaTh, NOAMUCHIBATH DJIEKTPOHHOHN MTOANKCHIO U
HampaBisATh B BaHK 3ampockl Ha OT3BIB IJIATEIKHBIX
(pacueTHBIX) JOKYMEHTOB, B TOM YHCIIE IUIATESKHBIX
[IOPYYEHUH, paHee NepelaHHbIX B baHk;

[Homyuate ot banka Beimucku mo Cuery(-am) B BHIE
DJEeKTPOHHBIX JIOKYMEHTOB, COEpKallue HHPOPMAIHIO
00 omepauusix, COBEPLICHHBIX IO OTKPBITOMY(-bIM) B
banke Cuery(-am) Knuenra;

dopMupoBarh, HaNpaBIATh M MOJIydaTb B/oT banka
uHpopManuio  cBobogHoro  ¢Qopmara B BHJE
ONEeKTPOHHBIX TOKYMEHTOB (B TOM 4YHCIIE CIyXeOHO-
MH(OPMAITMOHHBIX COOOIIICHHIN), COTJIACHO
(YHKIMOHAIBHO-TEXHUYECKUM BO3MO>KHOCTSIM
Cucremst /IO BUDUT;

DopMHUpPOBaTh, MOAMHUCHIBATG DIEKTPOHHOHN TOITHUCHIO,
HaNpaBJIAT, W TONy4aTh B/OT baHka 3eKTpoHHEBIE
JIOKYMEHTBI, B cOOTBEeTCTBUH ¢ [IpaBunamu, Ycnosusmy,
nproOpereHHBIMA KiMeHTOM MpoayKTamMH M ycIyraMmu
Bbanka, a Takke B COOTBETCTBHH C YCIOBHSAMHU OTAEITBHBIX
3aKIT04eHHBIX CTOpOHAMH CIENIOK (€M UCTIONBb30BaHNE
Cuctemsr IBO BUOUT npenycMOTpeHO MOCIESTHIUMN);
®opMHUpOBaTh, NOAMHUCHIBATh DJIEKTPOHHOMN MTOANKCHIO U
HanpasiATh B baHk 3asBneHUs (€CIIU 3TO IPELyCMOTPEHO
[IpaBunamu 51 IIpA HAJIAYUA TEXHUYECKOUN
BO3MOXKHOCTH);

IIpn mosydyeHun OIEKTPOHHOrO JOKyMeHTa baHk
IPOM3BOAUT IHPOLEAYPbl IpUeMa K HCIOJHEHHIO,

Representatives of the Client, taking into account
the roles of such persons when using the BIFIT
RBS.

2.12. The Client acknowledges the increased risk of
unauthorized use of the BIFIT RBS, including the
compromise of Electronic Signature Keys and
unauthorized remote control of the BIFIT RBS, in
case of inadequate compliance by the Client with
security measures.

2.13. By using the BIFIT RBS, the Client gains the ability
to:

. Prepare, sign with an Electronic Signature, and
send to the Bank payment (settlement) documents
in accordance with the legislation of the Russian
Federation, including payment orders, for the
purpose of conducting transactions on the Client’s
Accounts opened with the Bank;

. Prepare, sign with an Electronic Signature, and
send to the Bank requests to revoke payment
(settlement) documents, including payment orders,
previously submitted to the Bank;

. Receive from the Bank account statements in the
form of Electronic Documents containing
information on transactions conducted on the
Client’s Accounts opened with the Bank;

. Prepare, send, and receive from the Bank free-
format information in the form of Electronic
Documents  (including  service-information
messages), in accordance with the functional and
technical capabilities of the BIFIT RBS;

o Prepare, sign with an Electronic Signature, send,
and receive from the Bank Electronic Documents
in accordance with the Rules, Terms, products, and
services acquired by the Client from the Bank, as
well as in accordance with the terms of individual
agreements concluded by the Parties (if the use of
the BIFIT RBS is provided for therein);

. Prepare, sign with an Electronic Signature, and
send to the Bank applications (if provided for by
the Rules and if technically possible).

2.14. Upon receipt of an Electronic Document, the Bank
performs procedures for acceptance for execution,
revocation, return (cancellation) of the payment
(settlement) document, in accordance with the
Bank’s rules, including verification of:

. The right to dispose of funds (verification of the
Electronic Signature, request for additional
confirmation for certain payments of the Client);

. Integrity control (immutability) of the payment
order details;

. Structural control (verification of the established
details and the maximum number of characters in



IIpu

OT3bIBa, BO3BpaTa (AaHHYJIUPOBAHHS) IDIATEIKHOTO
(pacueTHOr0)  NIMOKYMEHTa, B  COOTBETCTBHH C
BankoBCcKUMU TTpaBUIIaMU, B TOM YHUCIIE IPOBEPKY:
IIpaBa  pacmopsbkeHUS  JCHEXKHBIMH  CpPEACTBAMU
(mpoBepka OJII, 3ampoc MO OTHCIBHBIM IUIATEKaM
KinenTa mOMONHATENEHOTO TOATBEPKACHIS);
KonTtponb menmocTHOCTH (HEM3MEHHOCTH) PEKBHU3HUTOB
TUTATEXKHOTO IOPYUYCHHS,

CTpyKTypHBIII KOHTpPONb (IIPOBEpPKa YCTAHOBIIEHHBIX
PEKBHU3UTOB M MAKCUMAJILHOTO KOJIMYECTBA CUMBOJIOB B
PEKBHU3UTAX TUIATEXKHOTO TIOPYICHHS);

KonTposnb 3HaueHu peKBU3UTOB;

KoHTposb 10cTaTOYHOCTH IEHEXKHBIX CPECTB.
BBISIBJICHUM OTPULIATEIIBHOTO pe3yJibTara IPOBEPKH

J000T0 U3 BBIMICYKA3aHHBIX 0OCTOATENLCTB MONTyUeHHBIH /]
Cucremoii JIBO BU®UT He npuHUMAaETCs U JAHHBIN pe3yabTaT
(DOmeKTpOHHBII  TOKYMEHT) aBTOMATHYECKH HAMPaBIISCTCS
Knuenty, a mopydenue, comepxaiieecs B HeMm, baHkoMm He
WCTIOJIHSETCH.

2.15.

2.16.

[Ipu mnomydeHnun ONEKTPOHHOrO JOKyMeHTa baHk
npou3BoauT npoBepky YHOII wim O6nadHol MOAMUCH.

IIpoBepka BBITNIOTHIETCA ~ alllapaTHO-IIPOrPaMMHBIM
KOMIUIEKCOM banka B MOMEHT MOAITUCAHUS
YIIOJIHOMOYEHHBIM IIpencraBurenem Knunenra
nokymentoB B Cucreme JbO  BUOUT. Ilpu

MIOJIOKUTENIBHOM ~ PE3YJIbTAaTe IPOBEPKU  DIEKTPOHHBIN
JIOKyMEHT nepexonut u3 craryca «Hosswlii» B cratyc «Ha
vcnoHeHUW». [Ipu oTpuniaTelbHOM pe3ysbTaTe MPOBEPKU
3EKTPOHHBIN JOKYMEHT NEPEXOIUT B cTaTyc «OTBEPTHYT»
Ob6ecnieueHne MpoOBEpKH 3allIMIIEHHOTo AocTyna k Cucreme
JAbO BUOUT nocturaercs MpUMEHEHUEM 3alTUIIICHHOTO
nporokona SSL B mpouecce yCTaHOBJIEHUS COCAMHEHUS
Mexay web-ceppepom Oanka u  Kimentom. [lns
MOJITBEP KICHHUS TTOIJTMHHOCTH Web-cepBepa BBIITOTHSIETCS
CpaBHEHHE JIOMEHHOI'O UMEHH 3arpyxaemoro web-cepsepa
c ykazaHHbiIM B  ceprudukare. Ilporokon  SSL
HCIIOJNIL3YyeTCsl B (opMe mpoTokosia https (mpuKIagHON
npoTtokon http moBepx KpuOTOrpaguyeckoro MpoTOKOJa
SSL).

®dopMar DJIEKTPOHHBIX JOKYMEHTOB OIPEACIISCTCS
(hyHKITMOHATBHO-TEXHUIECKUMU BO3MO>KHOCTSIMH
Cuctemsl IO BUDUT, sxpaHHO# POPMBI KIIMEHTCKOM
yactu Cuctemsl JIbO BUOUT. Kaxasrii DneKTpoHHBIH
JIOKyMeHT, Hampasisiembld Knuentom B bank ¢
ucnons3oBanueM Cucrembl JJbO BUD®HUT, nomxen
cojiepKaTh DJIEKTPOHHYIO TOIMUCH Y IIOJTHOMOYEHHOTO
IlpencraButenss Knuenta. OinekTpoHHas  IMOATMHCH
Knuenra, comepxaiasicss B DIEKTPOHHOM JOKYMEHTE
Knuenra, nonreep:xaaeT aBTOPCTBO Y IOJTHOMOYEHHOTO
IlpencraButenss KnueHta u  sBISIETCA  CPEICTBOM
MPOBEPKU HEU3MEHHOCTU COJCPKaHUsI DICKTPOHHOTO
JIOKYMEHTa, TaK Kak J000e M3MEHEHUE DIIEKTPOHHOTO
JMIOKYMEHTa, TIOCJE €ro TOANMHMCAHHUS JIEKTPOHHOMN
MOANKCHIO, HApyIIaeT IEIOCTHOCTh  DJIEKTPOHHOU

the payment order details);

. Control of detail values;

. Control of the sufficiency of funds.

If a negative result of the verification of any of the above
circumstances is identified, the Electronic
Document received by the BIFIT RBS is not
accepted, and this result (Electronic Document) is
automatically sent to the Client, and the instruction
contained therein is not executed by the Bank.

2.15. Upon receipt of an Electronic Document, the Bank
verifies the Enhanced Unqualified Electronic
Signature or Cloud Signature. The verification is
performed by the Bank’s hardware and software
complex at the moment the Authorized
Representative of the Client signs the documents
in the BIFIT RBS. If the verification result is
positive, the Electronic Document transitions from
the status "New" to the status "In Process.” If the
verification result is negative, the Electronic
Document transitions to the status "Rejected.”
Secure access to the BIFIT RBS is ensured by
using the SSL protocol during the establishment of
a connection between the Bank’s web server and
the Client. To confirm the authenticity of the web
server, the domain name of the loaded web server
is compared with the one specified in the
certificate. The SSL protocol is used in the form of
the HTTPS protocol (application protocol HTTP
over the cryptographic protocol SSL).

2.16. The format of Electronic Documents is determined
by the functional and technical capabilities of the
BIFIT RBS and the screen form of the Client’s part
of the BIFIT RBS. Each Electronic Document sent
by the Client to the Bank using the BIFIT RBS
must contain the Electronic Signature of the
Authorized Representative of the Client. The
Electronic Signature of the Client contained in the
Electronic Document of the Client confirms the
authorship of the Authorized Representative of the
Client and is a means of verifying the immutability
of the content of the Electronic Document, as any
change to the Electronic Document after its signing
with the Electronic Signature violates the integrity
of the Electronic Signature.

2.17. The Electronic Document must be signed with the
Electronic Signature only by the Authorized
Representatives of the Client who have the right to
dispose of funds in the Account (for payment
(settlement) Electronic Documents), the data of
which are specified in the Application for
concluding the Agreement/Application for
amending the terms of the Agreement and the



2.17.

2.18.

2.19.

2.20.

MMOIHACH.

OJNEeKTPOHHBIA JOKYMEHT JOJDKeH OBITh MOJMMHCaH
DJIEKTPOHHOW TMOAMHCHI0 TOJBKO YIIOJHOMOYCHHBIX
IIpencraBureneit Knuenra, HUMEIOIINX MpaBo
pacnopsbKeHUs IeHEKHBIMU cpeficTBaMH Ha Cuete (s
TUTATEXKHBIX (PacyeTHBIX) DIEKTPOHHBIX JOKYMEHTOB),
JTAaHHBIE 0 KOTOPBIX yKa3aHBI B 3asIBIIEHUH O 3aKIIFOUCHUH
JoroBopa/3asBieHnn 0 BHECEHUH H3MEHEHUH B yCIIOBHS
[oroBopa u 3asBnenun. Eciau DneKTpoHHBIN JOKYMEHT,
JOJDKEH OBITh TOJNHCAH HECKOJBKAMH TOIIUCSIMH
VYnonnomouenubix  IlpeacraBureneit  Knuenra, B
COOTBETCTBMM C  3asBICHHEM 0  3aKIIOYEHUU
JoroBopa/3asiBieHnn 0 BHECEHUN N3MEHEHUH B YCIIOBHS
JoroBopa/KapToukoit ¢ oOpa3mamMu TOANHCEH W
ortuckoM rmedatu, u CorjameHueM O COYeTaHWU
noamucet Kk KOII, DnekTpoHHBIM AOKYMEHT JOKEH
OBITP TOANWCAH KaXABIM W3  YIIOJTHOMOYEHHBIX
IIpencraButeneit Kinenra, coriaacHo BblI€yKa3aHHBIM
JIOKyMEHTaM, TI0 OJHOM DJEKTPOHHON TOIMUCH U3
MEPBOIl ¥ BTOPO PYIIIIBI MOAIUCEN.

Cucrema JIBO BU®UT aBTOMaTHdecku OTOOpa)kact
CBE/ICHUS O TeKyIIeM dTarne oopadotku Kimenrom n/mmm
bankoM OJEKTPOHHOrO JOKYMEHTa, HOCPEACTBOM
NPUCBOCHUS DIEKTPOHHOMY IOKYMEHTY OIPECTICHHOTO
cTaryca M ero N3MCHEHHS.

CuctemMa mpucBamMBaeT OJEKTPOHHBIM JOKyMEHTaM
CJIEYIOIINE CTATYChL:

«B kaproreke» - mpuCBaMBaeTCSI OIEKTPOHHOMY
JNOKYMEHTY, €cJIi IpH o0pa0oTKe Ijarexa Ha cyere

Knuenta oxazanock HEIOCTaTOYHO CPEACTB  JUIS
COBEPILIECHHUS ONEPALHH.

«HoBBII» - TIpuUCBaMBAcTCS IpPU CO3JAaHUU U
COXpPaHEHHH  HOBOTO  OJEKTPOHHOTO  JOKYMEHTa
Knuentom.

«Ha ucnmostHeHUM» - TPHUCBAUBAETCS DJIEKTPOHHOMY
JOKYMEHTY MpHU NPOXOKICHUH NPOUEAYpPhl NpUEMa K
WCIOJHEHUIO, B TOM YHCIIe IpU 3ampoce baHkoM oT
Knuenta mnoarBepKIeHHUs COBEpIIAEMOM oOllepaluu B
ciy4ae uctoib3oBanus OOIaYHON MOAHCH.

«Ha oOpa0oTke» - mnpucBauBaeTcd OJIEKTPOHHOMY
JIOKYMEHTY TI0CJIE€ €r0 MPUHATHUS K HCIIOTHEHHUIO baHKOoM.
«HcnmoaHen» -  INpHUCBaMBAaEeTCAd  ODJIEKTPOHHOMY

JIOKYMEHTY TIOCJIE €T0 UCTIONHEeHUs: baHkoM (B TOM 4wmcIe
TIOCJIe CITUCAHMUs JICHEeKHBIX cpenctB co Cuera Knmenta
Ha OCHOBAHHH JIAHHOTO JIOKyMEHTA).
«OTBepruyT™ - TPUCBAUBACTCSI  DIEKTPOHHOMY
JOKYMEHTY, €CIIH OH HE MOXET OBITh MPHHAT K
ucrionHeHnro B banke. i1 yTOYHEHUS TNPUYHUHBI
HeoOXoAuMO 00paTHUThCA B BaHK JTIOOBIM MOCTYITHBIM
Knmenty cnoco6om.
Co31aHHbBIN U MOANMKUCAHHBIN DIEKTPOHHOU MOANUCHIO
DIIeKTpOHHBINA JoKyMeHT KineHT oTnpasiseT B bank ¢

Application. If the Electronic Document must be
signed with several signatures of the Authorized
Representatives of the Client, in accordance with
the Application for concluding the
Agreement/Application for amending the terms of
the Agreement/Specimen Signature Card and Seal
Impression, and the Agreement on the
Combination of Signatures to the COP, the
Electronic Document must be signed by each of the
Authorized Representatives of the Client,
according to the above documents, with one
Electronic Signature from the first and second
groups of signatures.
2.18. The BIFIT RBS automatically displays information
about the current stage of processing of the
Electronic Document by the Client and/or the Bank
by assigning a certain status to the Electronic
Document and changing it.
2.19. The System assigns the following statuses to
Electronic Documents:
e "In File" — assigned to an Electronic Document if,
during the processing of the payment, there were
insufficient funds in the Client’s Account to
complete the transaction.
e ""New" assigned when a new Electronic
Document is created and saved by the Client.
e "In Process" assigned to an Electronic
Document during the acceptance for execution
procedure, including when the Bank requests
confirmation from the Client for the transaction
being performed in case of using a Cloud
Signature.
e "Under Processing' — assigned to an Electronic
Document after its acceptance for execution by the
Bank.
e "Executed" —assigned to an Electronic Document
after its execution by the Bank (including after the
debiting of funds from the Client’s Account based
on this document).
e "Rejected" —assigned to an Electronic Document
if it cannot be accepted for execution by the Bank.
To clarify the reason, the Client must contact the
Bank by any available means.
2.20. The Client sends the created and signed Electronic
Document to the Bank using the BIFIT RBS.

2.21. The Bank verifies the Electronic Document
received from the Client and accepts it for
execution if the verification result is positive,
including the positive result of all control
procedures provided for in clauses 2.14 and 2.15
of these Regulations.

2.22. The verification result of the Electronic Document
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2.21.

2.22.

2.23.

2.24.

2.25.

ncnoib3oBanneM Crucremsl 6O BUDUT.

Bank ocymiecTBiseT MPOBEpKY MOIYYEHHOTO OT
Knnenra O1eKTpOHHOTO JOKyMEHTa U IPUHUMAET €T
K HCIOJHEHUIO TIPH YCIIOBHM IIOJIOKUTEIHHOTO
pe3yJbTaTa MPOBEPKH, B TOM YHUCIIE MONOKUTEIBLHOTO
pe3yibTaTta BCeX npouenyp KOHTPOJIA,
NpeyCMOTPEHHBIX TyHKTOM 2.14, 2.15 HacTtosiero
Permamenra.

Pesynbrar mpoBepku  DNEKTPOHHOTO JOKYMEHTA
CUHMTAETCS TOJOKHUTEIHHBIM, €CITH OH:
e OQopMICH B COOTBETCTBUHM  C  JCHCTBYIONIMM

3aKOHOJIaTenbCcTBOM Poccuiickoit denepannu;

e OdopMmIeH B COOTBETCTBHM C  HOPMATHBHBIMHU
nokymeHntamu banka Poccnn u TpeboBanmsivu banka;

e OdopMIeHB COOTBETCTBUH C  TpeOOBaHHUIMH,
YCTAaHOBJICHHBIMU  3aKitoueHHbIMH  CTOpoHamu
clelKamMH, B COOTBeTCTBUM ¢ [lpaBumamu, u
HacTosIHM PernmamMeHTom;

e Jloanucan HaJyIeKalen
DNEeKTPOHHOU(-BIMH) IO ATTHCHIO(-SIMH )
Yo1HOMOYeHHOTO(-BIX) [IpencraBuremns(-eii)
Knuenta, nMeromero(-ux) npaBo Ha paclopsDKeHUe
JCHEXHBIMU cpelncTBaMu Ha Cuere (A7l IUIATEKHBIX
(pacueTHbIX) DNEeKTPOHHBIX JIOKYMEHTOB),
OneKTpOoHHBIE TOICH MPOILIH MPoBepKyY B baHke.

Knuent wMoxeT otTo3BaTh mepenaHHbIE B baHk

OJNEeKTPOHHBIA  JOKyMEHT, B  COOTBETCTBHHU C

TpeOOBaHUSIMHU 3aKOHOJATEIBCTBA Poccuiickoit

Qenepanny, 3akimo4yeHHbIX  CTOpOHamMH  CHEJOK,

NpaBUJIaMHU COBEPIIEHUs OIepauui, ¢ UCIOIb30BaHUEM

Cuctemsl IO BUDUT. OTo3BaHEl MOTYT OBITH TOJIBKO

HEHUCTIOJIHEHHbIE DJIeKTPOHHbIE JOKYMEHTHI, KOTOpPHIE HE

Jouun 1o craryca «Mcnomneny. Eciu 3anpoc Ha OT3bIB

UCIIOJIHEH, DJIEKTPOHHOMY JOKYMEHTY IpHCBaMBaeTCS

craryc "Hcnonmuen." B cioyyae HEBO3MOXXHOCTU

WCTIIOJTHEHHUS 3alpoca Ha  OT3bIB, OJIEKTPOHHOMY

JOKYMEHTY BEPHETCS CTaTyC, B KOTOPOM DJIEKTPOHHBIH

JOKYMEHT Haxoauics 10 00pabotku bankowm 3ampoca Ha

OT3BIB.

KnmeHnt caMocToATeIbHO KOHTPOJIMPYET (OTCICKUBAET)

3Tanbl ¥ pe3ynbTaTbl 00pabOTKH OTIpaBiIeHHBIX B baHk

ONEeKTPOHHBIX  JOKYMEHTOB B  COOTBETCTBYIOIIUX

pasnenax Cuctems! JIbO BUDUT.

bank u Kiment oOmenmBarorcs mo Cucteme JJBO

BUOUT cnepyromumu DIeKTPOHHBIMU TOKyMEHTAMU:

(HaATIEKATIIIIMH )

° IJIATE)KHBIE TOPYUYCHHS;

° 3aIIpOChI Ha OT3bIB JIOKYMEHTA;

° BBIMTHCKH, coAepIKaILne UHGPOPMAITUIO 0
JIBUOKEHUU CPEJCTB M0 CYETaM;

° JIOKYMEHTBl ~ JJISI  COBEPIIEHUA  BaJIOTHBIX

omeparuii (3asBJICHUS Ha TIEPEBOJ WHOCTPAHHOM
BaJIOTBI, PACHOPSDKCHUS HA TMOKYIIKY/TIPOAaKy
BaJIIOTHI H T.I1.);

. JIOKYMEHTBI BaJIFOTHOT'O KOHTPOJIS;

is considered positive if it:

e Is prepared in accordance with the current
legislation of the Russian Federation;

e Is prepared in accordance with the regulatory
documents of the Central Bank of Russia and the
requirements of the Bank;

e Is prepared in accordance with the requirements
established by the agreements concluded by the
Parties, in accordance with the Rules and these
Regulations;

o Issigned with the proper Electronic Signature(s) of
the Authorized Representative(s) of the Client who
have the right to dispose of funds in the Account
(for payment (settlement) Electronic Documents),
and the Electronic Signatures have been verified by
the Bank.

2.23. The Client may revoke an Electronic Document
submitted to the Bank in accordance with the
requirements of the legislation of the Russian
Federation, agreements concluded by the Parties,
and the rules for conducting transactions, using
the BIFIT RBS. Only unexecuted Electronic
Documents that have not reached the status
"Executed” may be revoked. If the revocation
request is executed, the Electronic Document is
assigned the status "Executed.” If the revocation
request cannot be executed, the Electronic
Document will return to the status it was in before
the Bank processed the revocation request.

2.24. The Client independently monitors (tracks) the
stages and results of processing of Electronic
Documents sent to the Bank in the relevant
sections of the BIFIT RBS.

2.25. The Bank and the Client exchange the following
Electronic Documents through the BIFIT RBS:

e Payment orders;

o Requests to revoke documents;

e Statements containing information on
movement of funds in accounts;

e Documents for conducting foreign exchange
transactions (applications for foreign currency
transfers, orders for the purchase/sale of currency,
etc.);

e Currency control documents;

e Application for opening an Account, Application
for closing an Account, Application for amending
the terms of the Agreement, Application for
termination of the Agreement (if technically
possible);

e Other payment (settlement) documents applicable
within the framework of non-cash settlement forms
provided for by the legislation of the Russian

the
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. 3asBiienue 00 oTkpeiTHM Cuera, 3asBICHUE Ha
3akpeiTie  Cuerta, 3asBIEHHEC O BHECCHHH
M3MEeHEeHU B ycioBus JloroBopa, 3asBicHHE O
pactopskenuu  JloroBopa  (IpM  HaTUYUHK
TEXHUICCKOH BO3MOKHOCTH);

. WHBIC TUIATEXKHbIC (pacyeTHBIC) JIOKYMCHTHI,
MPUMEHUMBIE B paMKaxX HpPeayCMOTPEHHBIX
3akoHojaTenscTBOM Poccuiickont denepanyu u
3aKIIIOYEeHHBIX Mexay CTOpoHaMH cIeloK GopM
OC3HAMTMYHBIX pacyeToB (B COOTBETCTBHU C
(YHKITMOHATbHBIMH u TEXHHUYECKUMU
Bo3MokHOCTsiME Cuctembl IBO BUDUT);

. MPOU3BOJIBHBIC JIOKYMEHTHI (MHBIE JIOKYMEHTBI
WIA THCHbMa, COCTaBJICHHBIE B TPOU3BOJIEHOM
dbopwme).

2.26. YnomnomoueHnomy IlIpencraButenmto Knuenra moxer
O5ITh TpefocTaBieH goctyn k Cucreme IO BUDUT, ¢
BO3MOXHOCTbIO MONy4YeHUs cBeleHui o Kiumenre, ero
omepanusax, OTKPHIThIX B baHke OaHKOBCKHMX cueTax
Knuenta, ¢ mnpaBoM mpocMoTpa U  TONY4YEHHUS
DNEKTPOHHBIX JOKYMEHTOB, B TOM YHCIJIE€ BBHIHCOK TIO
cueraM. B ciydae nmpegocTtaBieHuss Y IOJHOMOYCHHOMY
IIpencraButenio Krnuenra ykazaHHOro JoOCTyna B
Cucremy JBO BU®O®UT, nociaenHuii HE BIpaBe
copepmark oneparuu  no  Cuery(-am), B T.4.
pacropspKaThesl IEHEKHBIMH CPEJICTBAMU, TIOIITUCHIBATH
IJIaTeXKHBIE (pacdeTHbIe) OJIEKTPOHHBIC JTOKYMEHTHI.
KimeHnT camMocTOATENhHO OCYIIECTBISET KOHTPOIb 3a
cobmoaenreM YmomHoMoueHHbIMU [IpencraButensmu
Knnenra orpannyeHuil OJTHOMOYUN TMOCIIECTHUX, HECS
MPH 3TOM OTBETCTBEHHOCTh Iepen baHKOM W WHBIMHA
TPEThbUM JIMIIAMH, a TaKXKe PUCK BO3HUKHOBEHHS
HEOMAaronpuUATHBIX  TOCTEICTBUH, B TOM  YHUCIE
UMYIIECTBEHHOTO XapakTepa, IMpH HeHaJIeKaIeM
UCTIONTHEHNH yKa3aHHOW oOs3aHHOCTH W(WIH)  ee

HCHUCIIOJTHCHHH.
3. HOPAAOK HOAKIIOYEHUA
KJIMEHTA K CUCTEME

JAACTAHIIMOHHOI'O BAHKOBCKOI'O
OBCJIY KUBAHUA

3.1. opsipok perucTpanuu Y10JIHOMO4YEHHOT 0
HpeacraBurens Kiunenra B Cucreme IbO BUOUT:

3.1.1 ITog perucrpamueit YHOTHOMOYEHHOTO(-BIX)
[pencraButens(-ett) Kinuenra moHMMaeTcs
BHecerne B peectpsl Cucremsl JIbO BUDUT
pEerucTpanvoOHHON WHPOPMAIIMH O TAKOM JINTIE(-
ax), Ha OCHOBaHUM 3asBJICHUS O 3aKIIOUECHUH
HoroBopa wu(wnm) 3asBIeHUS O BHECEHUU
M3MeHeHHi B ycioBus JloroBopa u 3asBIeHUS.
Tlogaua VYmnomnomouenusiM IlpencraBurenem
Knuenrta 3asBieHus OCyIIECTBISETCS KaXKIIbIM
TakKUM  JUIOM, TyTeM  oOpameHuss K
OTBETCTBEHHOMY PAa0OTHHUKY TI0 FOPHIHIECKOMY

Federation and agreements concluded between the
Parties (in accordance with the functional and
technical capabilities of the BIFIT RBS);

o Arbitrary documents (other documents or letters
prepared in free form).

2.26. The Authorized Representative of the Client may be
granted access to the BIFIT RBS, with the ability
to obtain information about the Client, its
transactions, bank accounts opened with the
Bank, with the right to view and receive
Electronic  Documents, including account
statements. If the Authorized Representative of
the Client is granted such access to the BIFIT
RBS, the latter is not entitled to conduct
transactions on the Account(s), including
disposing of funds, signing payment (settlement)
Electronic Documents. The Client independently
monitors the compliance of the Authorized
Representatives of the Client with the restrictions
on their powers, bearing responsibility to the
Bank and other third parties, as well as the risk of
adverse consequences, including property
consequences, in case of improper performance
or non-performance of this obligation.

3. PROCEDURE FOR CONNECTING
THE CLIENT TO THE REMOTE
BANKING SERVICE SYSTEM

3.1. Procedure  for  Registering the Authorized
Representative of the Client in the BIFIT RBS:

3.1.1. The registration of the Authorized
Representative(s) of the Client refers to the entry
of registration information about such person(s)
into the registers of the BIFIT RBS, based on the
Application for concluding the Agreement and/or
the Application for amending the terms of the
Agreement and the Application.
The submission of the Application by the
Authorized Representative of the Client is carried
out by each such person by contacting the
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3.1.1.1B

3.1.2

3.1.3

3.14

3.15

aapecy bamka B Teuenme OmeparioHHOTO
BpeMmeHu banka.

3asBiIeHU V1I0ITHOMOYEHHBIN
IIpencraBuTensb KJIMEHTa YKa3bIBaeT
CICIMATILHYI0 TApOJIbHYIO (Ppa3y, KOTopas B
NalbHEHIIIEM MOXKET OBITh UCIIOJIb30BaHa I
JIOTIONTHUTENbHON uAaeHTHGHKannu Kirenra.

[Ipoxoxnenue YOIHOMOYEHHBIM
IIpencraButenem KiueHTa caMOCTOATENbHOU
npeaBapuTensHOi peructpanun B Cucreme JIbO
BU®UT tpebyetcsa B cinyyae, ecnu KinueHT He
noakmoueH k Cucreme JIbO BUOUT.

IIpu npueme 3asgenenuss OTBETCTBEHHBIN
pabOTHUK WACHTHPHUIUPYET YTIOIHOMOYEHHOTO
IIpeacraButenss KnuenTta, ¢ HCHIOJIB30BaHUEM
JOKYMEHTOB,  YIOCTOBEPSIIOIINX  JUYHOCTH
rnocjieHero  (OpUruHajibl WM HOTAPHAIBHO
3aBepeHHBIC KOITHH), " JIOKYMEHTOB,
MTOATBEPKIAIONINX MOTHOMOYHS YKa3aHHBIX JIHI
Ha HCIIOJIb30BaHHE aHaJIOTOB
coOCTBEHHOpYYHOH Tmoamucu (DJIEKTPOHHOM
MOAIMCH) OT UMeHH KimeHTa (OpWTrHHAIBI WIH
3aBepeHHbIE B yCTaHOBIEHHOM baHkoMm mnopsiike
KOMUU C TMPelOCTaBICHUEM OPHUTHHAIOB IS
CBEPKH, €CITH paHee JaHHbIe IOKyMEHTH B baHk
HE TIPEJICTABIISUIHCE).

3asBneHue YmnonHoMoueHHoro IlpencraBurens

Kinenra PUHUMAETCS OTBETCTBEHHBIM
paboOTHUKOM nocie MIPOBEACHUSA
Wnenruduxamnmm TaKoro [IpencraBurens
Kinenra, 0 yeM MPOCTABIIACTCA

COOTBETCTBYIOIIAS OTMETKAa Ha 3asBICHHUH.
Bank BripaBe oTKa3arh B pueme 3asBieHus 6e3
OOBSICHEHHS NPUYMH Takoro otkasza. OTka3 B
npueme 3asBICHUS BJICUYET 0TKa3 B PETUCTPALIIH
Ynonaomouennoro Ilpencrasurens Knuenra B
Cucreme /IbO BUUOUT.

IIpu BeIOOpe Kimenrtom wmeroma pabOThI B
Cucreme JIBO BUDUT ¢ wucnomab3oBaHUEM
OO0JiauHoOM HOJNUCH 200 VYHOII
OTBETCTBEHHBI paOOTHHK HAIpPaBIIAET Ha
yKa3aHHBI B 3asfBICHHMA O 3aKIIOYCHUH
JoroBopa wu(wnu) 3asBIeHUM O BHECEHHUH

u3MeHeHuil B ycnoBus JloroBopa anpec
3JIEKTPOHHOU TIOYTHI YH0JIHOMOYEHHOTO
IIpencraBurens Knuenra CCBUIKY s

MPOXOXKJCHUS camopeructpaunu Kinenta B
Cucreme AbO BUDUT. [Ipomecc
CaMOPETrHCTPAIlKM ONKMCAaH B WHCTPYKIMH 110
padore ¢  Cucremoit JIBO  BU®DUT,
pasmeneHHoM Ha caiite https://help.131.ru/

Responsible Employee at the legal address of the
Bank during the Bank’s operating hours.

3.1.1.1. In the Application, the Authorized Representative
of the Client specifies a special passphrase, which
may subsequently be wused for additional
identification of the Client.

3.1.2. Independent preliminary registration of the
Authorized Representative of the Client in the
BIFIT RBS is required if the Client is not
connected to the BIFIT RBS.

3.1.3. When accepting the Application, the Responsible
Employee identifies the Authorized
Representative of the Client using identity
documents (originals or notarized copies) and
documents confirming the authority of such
persons to use analogues of handwritten signatures
(Electronic Signatures) on behalf of the Client
(originals or copies certified in the manner
established by the Bank, with the provision of
originals for verification if such documents have
not previously been submitted to the Bank).

3.1.4. The Application of the Authorized Representative
of the Client is accepted by the Responsible
Employee after the identification of such
Representative of the Client, as indicated by the
corresponding mark on the Application. The Bank
has the right to refuse to accept the Application
without explaining the reasons for such refusal.
Refusal to accept the Application results in the
refusal to register the Authorized Representative of
the Client in the BIFIT RBS.

3.1.5. If the Client chooses the method of working in the
BIFIT RBS using a Cloud Signature or an
Enhanced Unqualified Electronic  Signature
(UES), the Responsible Employee sends a link for
self-registration of the Client in the BIFIT RBS to
the email address of the Authorized Representative
of the Client specified in the Application for
concluding the Agreement and/or the Application
for amending the terms of the Agreement. The self-
registration process is described in the instructions
for working with the BIFIT RBS, available on the
website: https://help.131.ru/.

3.1.5.1. The Electronic Signature Verification Key
Certificate is stored in containers—separate files in
a specific format on the Bank’s internal servers.
Each container is encrypted with a key created
based on a password set by the owner of the Cloud
Signature key.

3.2. If the Client chooses the method of working in the
BIFIT RBS using an Enhanced Unqualified
Electronic Signature (UES) stored on a Functional
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3.2.

3.3.

3.4.

3.5.

3.15.1 CeprudukaT Kioya MPOBEPKH 3IEKTPOHHOMN
NOANMCH XpaHUTCA B KOHTEHHepax —
oTmensHBIX  (akimax B (Qopmare  Ha
BHYTpeHHUX cepBepax banka. Kaxnprit
KOHTelHep 3ammdpoBaH KITIOYOM,
CO3aHHBIM Ha OCHOBE apoJs,
YCTaHOBIJICHHOT'O BIIaJIENbLEM KJIF0OYa
O0J1a4HO# TOAIINCH.

IIpu Be16ope Kimmentom metona padotsl B Cucteme JIbO
BUOUT c ucnonn3zoBanuem YHDIII, xpausuieiics Ha
O®KH, OtBeTcTBeHHBIII paOOTHUK MepenacT JOKHBIM
obpazom ymakoBaHHbi @OKH VYnomHoMoueHHOMY
IIpencraButento Knuenra.

®axkr nepepaun O@KH, a Takxke HEIOCTHOCTh YIAKOBKHU
MOATBEPKIACTCA COOCTBEHHOPYYHOM MIOATIHCKIO
VYnonaomouennoro IlpeacraBurens Kiuenta B Axre
npuema-nepegaun ®KH Cucrempr 1O BUOUT.
®opma AkTta onpenensiercss bankom B [Ipunoxenuun No2
K HacrosmeMy Pernmamenty. B ciydae HapymeHus
nenoctHoctd  ymakoBku  ®OKH  YmomHomoudeHHBIH
[IpencraButens Knmenta nomkeH yka3ath 00 3TOM B
Axrte. [Ipy OTCYTCTBHUU COOTBETCTBYIOIIEH OTMETKH B
Axte, CTOpOHBI OIpENEIUIN CUYHUTATh LEJIOCTHOCTh
ynakoku @OKH He Hapymennoi, a cam ©OKH
HaJIJIeXKalM 00pa3oM IOJyYeHHBIM Y TOJTHOMOYEHHBIM
[IpencraButenem Knnenra.

VYnonmnomoueHnHeld  [IpeacraButens Knmenta npu
ucnonp3oBanuu  Cucremsl JIbO BUOUT u obGmene
ONEeKTpOHHBIMH JOKYMEHTaMH dYepe3 Hee BIIpaBe
UCIIOJIb30BaTh YKa3aHHBIN B 3asBICHUM METOZ PadOTHI
(cmoco® momnucaHuss DNEKTPOHHBIX JIOKYMEHTOB, C
y4eToM (QYHKIIMOHATIBHBIX BO3MOXKHOCTEH CHCTEeMbI
JbO BUD®UT) ¢ ucnons3oBannem YHOIII. B pamkax
oOmeHa ONEeKTPOHHBIMU JOKYMEHTaMU c
HCIIOJIb30BaHUEM Cucremsl ABO BUOUT
WHQOPMAIMOHHOE B3aWMOJIecTBIE Mexay baHkom u
KinnentoM  ocymecTBisiercs € HCHOJIb30BAHHEM
DIIeKTPOHHBIX MOAMKCEH, BRITYIIEeHHBIX B Cucteme JIbO
BUOUT.

Kmuenr (ero VYmomnomouennslii IlpencraBurerns)
cunraercs nmoakiodeHHsIM k Cucteme JIbO BUDUT, a
Vnonnomouennslt IlpencraBurens Kinenta wumeer
BO3MOXXHOCTh moJib3oBaTbest Cucremoir IbO BUDUT
MIPY HACTYIUICHUH CIICIYIOIIUX COOBITHIA:

npu Kcnojib3oBaHur O0JIaYHON MOANUCH C MOMEHTa
caMmoperucTpanuu YmnonHnomoueHHoro IlpencraBurens
Kmnenra B Cucreme JIbO BHUOUT B mnopsake,
npexycMoTperaoM 1. 3.1.5  Permamenta, wu
npeaoctapieHuio bankom noctyna YnoaHOMOYEHHOMY
npeacrasutento Knuenta B Cuctremy JbO BUOUT.

Key Carrier (FKC), the Responsible Employee
transfers the properly packaged FKC to the
Authorized Representative of the Client.

3.3. The fact of transfer of the FKC, as well as the integrity
of the packaging, is confirmed by the handwritten
signature of the Authorized Representative of the
Client in the Act of Acceptance and Transfer of the
FKC of the BIFIT RBS. The form of the Act is
determined by the Bank in Appendix No. 2 to these
Regulations. If the integrity of the FKC packaging
is violated, the Authorized Representative of the
Client must indicate this in the Act. In the absence
of such a note in the Act, the Parties agree to
consider the integrity of the FKC packaging as not
violated and the FKC as properly received by the
Authorized Representative of the Client.

3.4. The Authorized Representative of the Client, when
using the BIFIT RBS and exchanging Electronic
Documents through it, has the right to use the
method of work specified in the Application
(method of signing Electronic Documents, taking
into account the functional capabilities of the
BIFIT RBS) using an Enhanced Unqualified
Electronic Signature (UES). Within the framework
of exchanging Electronic Documents using the
BIFIT RBS, information interaction between the
Bank and the Client is carried out using Electronic
Signatures issued in the BIFIT RBS.

3.5. The Client (its Authorized Representative) is
considered connected to the BIFIT RBS, and the
Authorized Representative of the Client has the
opportunity to use the BIFIT RBS upon the
occurrence of the following events:

e When using a Cloud Signature, from the moment
of  self-registration of the  Authorized
Representative of the Client in the BIFIT RBS in
the manner provided for in clause 3.1.5 of the
Regulations, and the Bank’s provision of access to
the Authorized Representative of the Client to the
BIFIT RBS. This condition applies to Authorized
Representatives of the Client authorized to dispose
of funds/conduct transactions (when using a Cloud
Signature), as well as to Authorized
Representatives of the Client authorized to view
and receive Electronic Documents, including
account statements (without the right to dispose of
funds/conduct transactions on behalf of the Client);

e When using an Enhanced Unqualified Electronic
Signature (UES) on an FKC, after receiving
notification of the issuance of the Electronic
Signature  Verification Key Certificate and
completion of the procedure for generating the
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3.6.

3.7.

3.8.

3.9.

3.10.

YKka3aHHOE yCIOBHE TIPUMEHSETCS B OTHOIICHUU
YHOJIHOMOYEHHBIX IIpencraBureneit Knuenra,
HaJICIeHHBIX TIPaBOM  paclopsDKaThCs  ACHEKHBIMHU
CpEICTBAaMH/COBEPIICHUS CAEIOK (TIPH HCITOJIb30BAHIH
OO6mayHoOlt mMOANHUCH), a TaKke B  OTHOIICHUH
YIIOMTHOMOYEHHBIX IIpencraBurenen Krnuenra,
HaJIeJIeHHBIX TIOJTHOMOYHUSIMH Ha TIPOCMOTP U MTOTy4YeHUE
DNEeKTPOHHBIX JOKYMEHTOB, B TOM YHCIIE€ BBIITHUCOK IO
Cuery (06e3 TmpaBa pacmopsKaThCs JICHEKHBIMH
CpeIcTBaMU/COBEPIICHUS CceNOK OT uMeHn KineHra);
npu ucnonp3oBaann Y HOII va ®KH nocie momywenus
yBegomiieHus o Beimycke Ceprudukara ximroua
NPOBEPKU OJIEKTPOHHOM MOANHMCH H  3aBEpUICHUS
npouenypsl  GOpMHUPOBaHHS DJIEKTPOHHOH MOIIHCH
cpeacrBamu Cuctems! JIbO BUOUT YmoimHOMOYeHHBIM
IIpencrasurenem Kiuenra.

Ilo ucreueHun cpoka MOJHOMOYMM YIOJIHOMOUYEHHOTO
IIpencraButens Kmmenrta bank OmokupyeT AOCTym
Takoro YmonHomodeHHoro IIpeacraBurtens Knuenra k
Cucreme J6O BUDUT.

Knuent BhnpaBe  yCTaHOBUTH  OrpaHUYEHHUS IO
napameTpam oreparyi, KOTOpBIE MOTYT
ocymecTBisThess  KiimeHToM ¢ MCHONB30BaHHMEM

Cucremsl JIBO BUOUT B 3asriennu, GopMa KOTOPOTo
onpezaensieTrcs bankoM U pa3sMelnieHa Ha pecypce
https://131.ru/contracts u B oduce banka. Ilpuem
3asiBiIeHUs] B baHK OCyIIECTBIIETCS C MCIOIh30BAHUEM
Cuctemst IO BUOUT.

OmHOpa30BBId TAPOJIh ABTOMATHYECKH TEHEPUPYETCS
Cucremori JIbO BHU®UT, B TOM uuncie B MeIIX
JTOTIOJTHUTENBHON ayTeHTU(PUKAIMHI Y TIOJTHOMOYEHHOTO
IIpencraButens Knuenta mnpu mpenocTaBICHHUA €My

mocryna B Cucremy JIBO  BUOUT  w/wim
JIOTIOJTHUTENBHOTO ~ TIOATBEPKACHUS  DIEKTPOHHOTO
JIOKYMEHTA. YHoMHOMOYEHHBIN IIpencraButens

KnuenTta nomkeH BBecTHM MOdy4deHHbINH OTHOPa30BBIN
TapoIIb JJIsl TPOXOKICHUS TIPOIIEAY Pl Ay TEeHTU(PUKAIINT
u/UI JIOTIOJIHUTENIBHOTO MTOITBEPIKACHHA
DIIeKTPOHHOTO IOKyMEHTA.

OnHopa3oBbld  maponb HampaBisieTcsi baHkoM Ha
AOGOHEHTCKUI HOMED YI0JIHOMOYEHHOTO
IIpencraButens KimeHTta, yka3aHHBIM B IPOrpaMMHO-
anmnapaTHOM KoMmIulekce banka Ha OCHOBaHUM CBEJICHUH,
coaepxaluxcs B 3asBiIeHUU O 3akirodeHuu Jlorosopa
n(unm) 3asBICHUN O BHECEHWW W3MCHECHHM B YCJIOBHS
HoroBopa, 3asBmeHnn wiau 3asBICHUHU O CMEHE
AOGOHEHTCKOTO HOMEpa.

Ilopsinok cmens! Jlormna u CTaTHyecKoro napojs B
Cucreme 16O BUDUT.

3.10.1 VYmnonnomouenusiii IlpencraBurens Kimenra

Electronic  Signature by the Authorized
Representative of the Client using the BIFIT RBS.

3.6. Upon the expiration of the authority of the Authorized
Representative of the Client, the Bank blocks such
Authorized Representative’s access to the BIFIT
RBS.

3.7. The Client has the right to set restrictions on the
parameters of transactions that can be carried out
by the Client using the BIFIT RBS in the
Application, the form of which is determined by
the Bank and is available on the
resource https://131.ru/contracts and in the Bank’s
office. The acceptance of the Application by the
Bank is carried out using the BIFIT RBS.

3.8. A One-Time Password is automatically generated by
the BIFIT RBS, including for the purpose of
additional authentication of the Authorized
Representative of the Client when granting access
to the BIFIT RBS and/or additional confirmation
of the Electronic Document. The Authorized
Representative of the Client must enter the
received One-Time Password to complete the
authentication  procedure and/or  additional
confirmation of the Electronic Document.

3.9. The One-Time Password is sent by the Bank to the
subscriber ~ number of the  Authorized
Representative of the Client specified in the
Bank’s hardware and software complex based on
the information contained in the Application for
concluding the Agreement and/or the Application
for amending the terms of the Agreement, the
Application, or the Application for changing the
Subscriber Number.

3.10. Procedure for Changing the Login and Static
Password in the BIFIT RBS:
3.10.1. The Authorized Representative of the
Client may independently change the Login and
Static Password in the BIFIT RBS, except in the
case of their loss. If the Static Password is lost, the
Authorized Representative of the Client can
independently request a link to reset the password
on the authorization page of the BIFIT RBS, which
will be sent to the email address specified in the
Application for concluding the Agreement and/or
the Application for amending the terms of the
Agreement. If both the Static Password and Login
are lost, the Authorized Representative of the
Client must immediately contact the Bank to block
access, in accordance with Section 8 of the
Regulations. To restore access to the BIFIT RBS,
the Authorized Representative of the Client may
personally contact the Bank with an Application to
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3.10.2.

MOXXET CaMOCTOSITENIbHO W3MeHHTh JlormH u
Crarnueckwmii maponb B Cucteme IbO BUDUT,
3a MCKJIIOUEHUEM cllydas UX yTpaTel. B ciydae
YTpaThI Cratudeckoro MapoIIs
VYnonuomouennsiit [IpencraBurens Kinenra Ha
cTpanune apropu3aumu B Cucreme JIbO
BUDOUT MoxkeT CaMOCTOSTENBHO 3alPOCUTh
CCBUIKY IJISi BOCCTAHOBIICHHSI TTapOIIsi, KOTOPAs
OyZIeT HampaBJieHa Ha YKa3aHHBIA B 3asgBICHUH O
3akmoyeHun Jloropopa wu(uim) 3asBICHUU O
BHECCHUM M3MEHeHuH B ycioBua Jlorosopa
aZpec 3JIEKTPOHHOM moutkl. B ciyyae yTpatbl
CraTuueckoro aposs u Jlornna
Ynonnomouennslit  IlpeacraBurens Knmenra
00s13aH HE3aMEIIUTEIPHO 00paTUThCS B baHk
Uil OJIOKUPOBAHUS AOCTYIA, B COOTBETCTBUH C
paznenom 8 Permamenta. [ BocCTaHOBIIGHUSA
poctyna B Cucremy JbO  BUOUT
Ynonnomouennblii IlpencraButens Kimenra
MOXET JIMYHO oOpaTuThcs B bank ¢ 3asBnenuemM
O CMEHE JIOTMHA W/WIH MapoJis /pa30IoKHpOBKE
noctyna B Cucreme JbO BUOUT, dopma
KOTOpOro ompezensercs baHkom u pasmerieHa
Ha pecypce https://131.ru/contracts u B oduce
banka, 1 HOKyMEHTOM, YIOCTOBEPSIOIIUM €ro
JIUYHOCTb, 60 MIPOBECTH CMEHY
MHUCTAHIIHOHHBIM CIIOCOOOM.

Hns  guctaHupoHHOM cMeHBl JlormHa m
Cratuueckoro  mapoiii  YIOJIHOMOYEHHBIN
[Ipencrasutens Kinenra momKeH HampaBUTh B
Bank ¢ agpeca 3neKTpOHHON MOYTHI, YKa3aHHOTO
B 3asBieHnu O 3akimodeHnu JloroBopa wn(wim)
3asBI€HNN O BHECEHUWH H3MEHEHMH B YCIIOBUS
JoroBopa, 3asBieHNH, CKAHHPOBAHHYIO KOIHIO
MOANIMCAaHHOTO 3asBICHUS O CMEHE JIOTWHA U
CTAaTHYECKOTO  Mapoisi MO  CIEAYIONINM
KOHTaKkTHBIM JaHHbIM: dbo@131.ru. Hnst
00paboTku 3asBIEHHUS O CMEHE JIOTWMHA W
CTaTHYECKOTO napoist OTBETCTBEHHBII
paboOTHHUK banka CBA3BIBAETCS c
YnonuomoueHHusM [Ipencrasurenem Knuenra ¢
HCIIOJIb30BaHUEM KOHTaKTHBIX JTAHHBIX,
YKa3aHHBIX YTI0JIHOMOYeHHbIM [IpesicraBuTtenem
Kimenra B 3asBnenuu o 3akmodeHun [loroBopa
n(un) 3asBICHUM O BHECEHHMHM W3MEHEHHMH B
ycnoBust JloroBopa, 3asBnenuu. llpm sTOM,
Ynonnomouennslii  IIpencraBurens KimmeHra
JOJDKEH COOOIINTH YIOJTHOMOUYEHHOMY
pabotHuky banka cienyromuryo HHGpOpMAaLHIO:

o CBOU MJIEHTU()UKAIOHHBIEC JaHHBIC;
o CHeLMANIbHYIO apOoJIbHYIO (hpasy.

AyTreHTH(dUKAIMS 3asABUTENS MPH IOJade 3ampoca Ha

cmeny JlormHa m Crarmdyeckoro mapois B Cucreme J1bO
BU®UT -
OCYIIECTBISIETC IO
cojepareics B

Ynomaomouennoro IlIpencrasutens Kiuenra
CIIeIMagbHOM — TmaposibHOM  (ppase,
3asBICHUM. TTocne YCTIEITHON

change the Login and/or Password/unblock access
to the BIFIT RBS, the form of which is determined
by the Bank and is available on the
resource https://131.ru/contracts and in the Bank’s
office, and provide an identity document, or carry
out the change remotely.

3.10.2. For remote change of the Login and Static

Password, the Authorized Representative of the
Client must send to the Bank, from the email
address specified in the Application for concluding
the Agreement and/or the Application for
amending the terms of the Agreement, the
Application, a scanned copy of the signed
Application to change the Login and Static
Password to the following contact
details: dbo@131.ru. To process the Application to
change the Login and Static Password, the
Responsible Employee of the Bank contacts the
Authorized Representative of the Client using the
contact details specified by the Authorized
Representative of the Client in the Application for
concluding the Agreement and/or the Application
for amending the terms of the Agreement, the
Application. In this case, the Authorized
Representative of the Client must provide the
authorized employee of the Bank with the
following information:
e Their identification data;
e The special passphrase.

Authentication of the applicant when submitting a request

to change the Login and Static Password in the
BIFIT RBS—the Authorized Representative of the
Client—is carried out based on the special
passphrase contained in the Application. After
successful  authentication, the Responsible
Employee of the Bank sends an invitation link for
a video call to the contact details of the Authorized
Representative of the Client for additional
authentication. If the identification and
authentication  procedures are  successfully
completed, the Authorized Representative of the
Client performs self-registration in the BIFIT RBS
again in the manner provided for in clause 3.1.5 of
the Regulations, and the Responsible Employee
processes the Application in accordance with
clause 3.1 of the Regulations.

3.11. Procedure for Changing the Subscriber Number
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Used to Receive the One-Time Password:
3.11.1. To change the Subscriber Number of the
Authorized Representative of the Client used to
receive the One-Time Password, such Authorized
Representative of the Client must contact the Bank
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ayTCeHTH(UKAITAN OTBETCTBEHHBIN pabOTHHK banka
HaIpaBIsieT Ha KOHTAKTHBIE JaHHBIC YTIOJHOMOUYEHHOIO JIHIA
KiuenTa ccpUIKy-TIpUrIallieHne Ha BUACO3BOHOK, B IIEJSAX
MPOBEJICHNS JOMOMHUTENbHON ayTeHTh(uKanuu. B ciydae
MPOBEJEHNS]  YCIIEMIHBIX TMPOUENYp HWACHTUQUKANU U
ayreHTHUUKaIMK YnonHoMoueHHbIH [Ipencrasurens Kinenra
MPOU3BOANT MOBTOPHYIO camopeructpaiuio B Cucteme [1bO
BU®UT B nmopsiake, npexycmorperHoM 1. 3.1.5 PermamenTa, a
OTBeTCTBEHHBINT pa0OTHWK OO0pabaThIBacT 3asgBICHHE, B
cooTBeTcTBHH C 1. 3.1. PernamenTa.

3.11. Tlopsaok cMeHbI AGOHEHTCKOTO HOMEPA UCIIOB3yEeMOTO
Jutst mosrydeHust OJTHOPa30BOTO MapPOIISL.

3.11.1. J[lns wu3MeHeHus AOOHEHTCKOrO HOMepa
YIIOJIHOMOYEHHOT O IIpencraBurens Krnuenra,
HCIONIB3yeMOoro Julsl mosyueHust OZHOPa30BOro mapois
Takol YmnonHnomoueHHsld IIpencraButens Kinenra
JOJKeH oOpaTuThesl B baHk u npexgocTaBuTh 3asBieHne

Ha HM3MEHEHUE AOGOHEHTCKOT0 HOMeEpa c
MIPEIOCTaBICHUEM YAOCTOBEPSIOLINX JUYHOCTB
nokymeHToB. Ecmn AOOHEHTCKHH HOMEpP MEHSET
YIIOITHOMOYEHHBIN IIpencraBurens Krnuenra,

YIIOJIHOMOYCHHBIH TOJMHUCHIBATh JTIOTOBOPHI/3asBICHNS,
OH MOJKET TIOJIHCATh TOIhKO 3asiBICHNE HA W3MEHEHHE
AobonenTckoro Homepa ([Tpunoxenue Ne3 k HacToOsAIIEMY
Permamenty) BUOUT», ykazaB B HeM, dUTO
MMOATBEPKIAET NPUHAMISKHOCTh eMy AOOHEHTCKOTO
HOMepa.

3.11.2. Jlna [OWUCTaHIMOHHON CMEHBI AOOHEHTCKOIO
HoMepa YnomHoMmoueHHBI IIpencraButens Knmenra
HarmpaBiseT 3asBiieHHe 0 cMeHe AOOHEHTCKOTr0 HoMepa
nocpeactBom  Cucrembr  JIBO BU®D®UT, BreiOpar
HEOOXOIUMBI I1a0JIOH TOKYMEHTA. 3asBICHHUE JOJKHO

OBITH MOAITHNCAHO YHOII oOparuBIIerocs
Y IIOJIHOMOYEHHOT O IIpencraBurens Knuenra.
HucrannmonHass  cMeHa  AOOHEHTCKOTO  HOMepa
BO3MO>KHA npu HATHYUH MTOJTHOMOYH N
YOJTHOMOYEHHOTO IIpencraBurens Kiuenra
MTOATHCHIBATh U TOJIATh B baHK JOKYMEHTHI, 3asBICHUS,
COOOIIeHNs,  HEOOXOAWMEBIE  JUIsl  PETUCTPAIUH,
TTOJTYICHUS JIOCTYTIA, U3MCHCHWISI YCIIOBHIA
HCTOJIb30BaAHUS Cucremsl ABO BUOUT.

JucrannmonHas  cMeHa  AOOHEHTCKOrO  HOMepa
HEBO3MOXHa B ciydae Kommpomeranuu DIeKTPOHHOMU
NOJANMCH WM Tojo3peHudt Ha Kommpomeraiuio
DIEKTPOHHOU MOAMKCH.

3.11.3. Cwmena AOGOHEHTCKOTO HOMeEpa
Y II0JIHOMOYEHHOT O [IpencraBurens Kinenra
OCYIIECTBIISIETCA  TOJNBKO  TOCJIE€  IOJOXHUTEIBLHOIO
3aBEPIICHUS TPOBEPKU NPEICTABICHHBIX CBEICHUU U
JIOKyMeHTOB. baHk BrpaBe oTka3aTh KineHTy B cMmeHe
AOBOHEHTCKOTr0 HOMeEpa YOoTHOMOUYEHHOT0

and provide an Application to change the
Subscriber Number along with identity documents.
If the Subscriber Number is being changed by the
Authorized Representative of the Client authorized
to sign agreements/applications, they may only
sign the Application to change the Subscriber
Number (Appendix No. 3 to these Regulations),
indicating that they confirm the ownership of the
Subscriber Number.

3.11.2. For remote change of the Subscriber Number, the
Authorized Representative of the Client sends an
Application to change the Subscriber Number
through the BIFIT RBS by selecting the
appropriate document template. The Application
must be signed with an Enhanced Unqualified
Electronic Signature (UES) of the Authorized
Representative of the Client submitting the
request. Remote change of the Subscriber Number
is possible if the Authorized Representative of the
Client has the authority to sign and submit to the
Bank documents, applications, and notifications
necessary for registration, access, and changes to
the terms of use of the BIFIT RBS. Remote change
of the Subscriber Number is not possible in case of
compromise or suspicion of compromise of the
Electronic Signature.

3.11.3. The change of the Subscriber Number of the
Authorized Representative of the Client is carried
out only after the successful completion of the
verification of the submitted information and
documents. The Bank has the right to refuse the
Client to change the Subscriber Number of the
Authorized Representative of the Client without
explaining the reasons for such refusal.

3.12. If there is technical capability of the Bank and the
Client, it is allowed to send the Application to
change the Login and/or Static Password, the
Application to change the Subscriber Number, the
Application to open an Account, the Application to
close an Account, the Application to amend the
terms of the Agreement, and the Application to
terminate the Agreement through the EDI Operator
agreed with the Bank. In this case, the Application
to change the Login and Static Password and the
Application to change the Subscriber Number
must be signed with an Enhanced Qualified
Electronic Signature (QES) of the Authorized
Representative of the Client specified in these
applications. The Application to open an Account,
the Application to close an Account, the
Application to amend the terms of the Agreement,
and the Application to terminate the Agreement
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3.12.

3.13.

[IpencraButenss Knmenta 0e3 OOBSICHEHWS MPUINH
TaKOT0 OTKa3a.

Ilpu Hanmuuuu TeXHUYECKOM BO3MOXKHOCTH baHka u
KimenTa normyckaetcst HanpapieHue 3asiBICHUS O CMEHE
JIOTMHA W/WIW CTAaTHYECKOTO Mapoiisi, 3asBICHUS Ha
U3MeHeHHEe AOOHEHTCKOTO HOMepa, 3asBJIICHUS 00
otkpeiTun Cuera, 3asBiaeHUs o 3akpbiTuu Cdera,
3asiBiIeHUs 0 BHECEHUH U3MEHEHUH B ycnoBus Jlorosopa,
3asBreHue o pactop:keHuu Jlorosopa uepes Oneparopa
90, cormacoBannyio ¢ bankom. B Takom cmyuae,
3asBIIeHHE O CMEHE JIOTHMHA M CTaTHYECKOTO Mapoiii H
3asBneHne Ha u3MeHeHHME AOOHEHTCKOro HoMepa
nooKHBL ObITh moamucanbl YKOII YoomHomoyeHHOro
IlpencraButenss KnueHTa, yKa3aHHOIO B  3THX
3asBJICHUSX. 3asBieHue 3asBieHus 00 oTkpbiTun Cuera,
3asBneHus o 3akpeiTun Cuera, 3asBICHUS O BHECCHUHU
u3MeHeHud B ycnoBus JloroBopa, 3asiBIE€HUE O
pactopkeHun JloroBopa MOKHO OBITH ITOAMMCAHO
YKO3II Ynonnomouennoro Ilpencrasurens Knuenta u
MMEIOIIETO TTOJIHOMOYHS IIOANKCHIBATE U TIOJaBaTh B
banx JIOKYMEHTBI, 3asIBIICHUS, CO00IIeHNs,
HEOOXOJMMEBIE ISl PErHCTpalliH, MOITYy4YeHHs JOCTYTIa,
M3MEHEeHHUsl ycnoBus wucnonb3oBanus Cucremsl JIBO
BUOUT. B cayuyae npenoctaBinenuss KiaueHToMm uepes
Oneparopa DJ10 3asBieHuss 0 CMEHE JIOTMHA W/HJIH
CTaTMYECKOT0 Mapojisi WM 3asBICHHS Ha W3MEHEHHe
AOGOHEHTCKOTO HOMEpa MPOBOIUTCS UACHTU(DUKAIUSI U
ayreHTUUKaIUs YTnomHoModeHHoro llpencraBurens
KiuenTa B coorBerctBuu ¢ 11.3.1.4 PeritamenTa.

Jns  v3MeHeHus CIenuanbHON MmapoiabHOW  (passl
Ynomaomouennsiii [IpencraButens Kiuenrta moimkeH
JIMYHO 00patuThcs B bank ¢ 3asBieHneM B CBOOOIHOMN
(hopMe ¢ TIpeIoCcTaBIeHHEM YI0CTOBEPSIONINX JITYHOCTh
JIOKYMEHTOB.

4. MOPAIO0OK BBIITYCKA
CEPTU®UKATOB IMTPOBEPKHA
KJIIOYEN SJEKTPOHHOM
MOJIMUACH

4.1 Nlna  momyuenuss Ceprudukara KIo4Ya  MPOBEPKHU

3JIEKTPOHHOM mnoxmucu g pabotsl B Cucreme JbO
BU®UT wu ocymectBienns oOMeHa OIeKTPOHHBIMU

OOKYMCHTaMHu C

ucnoib3oBanneM YHOII, xaxnapiid

VYnonaomoueHHsli Ilpencrasurens Knmenra, naHHbIE O
KOTOpPOM YKa3aHbl B 3asBIEHUH O 3aKkiroueHnu Jlorosopa
n(mm) 3asBICHHMH O BHECEHHWM W3MEHEHWH B YCIOBHUS
Horosopa u 3assnennu, Kaprouke ¢ o6paszuamu noanucei
(mpu e€ odopmieHnn B cooTBeTcTBUHM ¢ lIpaBunmamn),

MPOIIE AN

WUnentndukarmo y  OTBETCTBEHHOTO

pa60THI/IKa BaHKa, JOJDKCH JIMYHO!:

must be signed with an Enhanced Qualified
Electronic Signature (QES) of the Authorized
Representative of the Client who has the authority
to sign and submit to the Bank documents,
applications, and notifications necessary for
registration, access, and changes to the terms of use
of the BIFIT RBS. If the Client submits the
Application to change the Login and/or Static
Password or the Application to change the
Subscriber Number through the EDI Operator, the
identification and authentication of the Authorized
Representative of the Client are carried out in
accordance with clause 3.1.4 of the Regulations.

3.13. To change the special passphrase, the Authorized
Representative of the Client must personally
contact the Bank with an Application in free form,
providing identity documents.

4. PROCEDURE FOR ISSUING
ELECTRONIC SIGNATURE
VERIFICATION KEY

CERTIFICATES

4.1. To obtain an Electronic Signature Verification Key
Certificate for working in the BIFIT RBS and exchanging
Electronic Documents using an Enhanced Unqualified
Electronic  Signature  (UES), each  Authorized
Representative of the Client, whose details are specified in
the Application for concluding the Agreement and/or the
Application for amending the terms of the Agreement and
the Application, the Specimen Signature Card (if issued in
accordance with the Rules), and who has undergone
identification by the Responsible Employee of the Bank,
must personally:

o Create an Electronic Signature Verification Key
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e co3zats ¢ nomobto cpenctB Cuctems! JI6O BUOUT

Ceptudukar  Kmo4a  TPOBEPKH  DICKTPOHHOM
MOJIIACH, B DIEKTPOHHOM BHJE M Ha OyMaKHOM
HOCHUTEIIE,

® TIOJNHMCATh M HANpPaBUTh B bBaHK CKaHUPOBAaHHYIO
kom0 ganHoro Ceptudukara Ha 3JICKTPOHHBIN
moyToBsIN sk dbo@131.ru;

e 1mpenocraButh B bank nmanubeii Ceprudukar Ha

OyMa)KkHOM HOCHTEIE, 3aBEPECHHBIN
COOCTBEHHOPYYHOM MOAMUCHIO TaKoro
VYnonnomouennoro IIpeacraBurens Kiuenra B
teuenue 2 (/IByx) pabouux qHEi, 1100 MPEIOCTaBUTh
YHUKAJIbHBII UACHTU(UKATOD, KOTOPBIi
MIPUCBAaNBAETCS MTOYTOBBIM OTTIPaBJICHUSAM,
BblJlaBaE€MbIit TPaHCIIOPTHOM KOMITaHHEM,
OCYIIECTBIISIONICH OTIPABKY OpUTHHAJIOB
MOKYMEHTOB,  JHUOO  HAmpaBUTh  IK3EMIUISIPHI

JIoKyMeHTOB nocpeactsom Omnepatopa 3/0.

Nuctpyxius o noakmouenuto k Cucteme IbO BUOUT u
reHepauuu  kmoued  YHOII  pasmemiena Ha  pecypce
https://help.131.ru/ u B oduce banka. Ceprudukar kiroua
MPOBEPKU DIICKTPOHHOW MOJMHCH B 00s3aTEIBHOM MOPSIKE
JnoibkeH coxaepxkarb: mnonHele OUO  YnomHoMo4eHHOro
[IpencraButens Kimenrta (Bmagensiia CepTudukara KiIroda
MIPOBEPKHU 3JICKTPOHHON TMOJIKCH), HauMeHoBaHue KiumeHra,
aZipec MECTOHAXOXKJCHUS, YHHKAJIBHBIM HOMEp cepTuukaTa
KJII0Ya MPOBEPKH 3JIEKTPOHHON MOANMCH, ATkl Hayala |
OKOHYaHUsI CPOKA JICUCTBHSI TAKOTO cepTU(HUKATA, YHUKAIbHBIH
KJIIOY TIPOBEPKH DJIGKTPOHHOM TMOJINHUCH, HAaWMEHOBAaHHE
WCIIONb3YEMOTO CPEJICTBA DJIEKTPOHHOW TOMNMUCH H  (WIJIH)
CTaHIAPTHI, TPEOOBAHHUSIM KOTOPBIX COOTBETCTBYIOT KITFOY
3JEKTPOHHOM MOJNUCHA M KIIOY IIPOBEPKH DIIEKTPOHHOU
MOJAINCH, HAaWMEHOBAaHUE YIOCTOBEPSIOLIETO LEeHTpa. B
pamkax Hacrosimero Permamenta un Ceprudukara Kimoya
npoBepku DIl yHUKaIBHBIM HOMEPOM cepTH(]UKaTa SBISETCS
WACHTHU(QHUKATOP Kitoua npoBepku D11, ykazaHHBII B BEIIAHHOM
Cepruduxare. Taxxe B paMkax HacTosimero Periamenra u
Ceprudukara kmroua mnpoBepkn DIl  HauMeHOBaHWEM
Y aocToBepsIoOIero MEeHTpa SBIETCS HauMeHoBaHWe baHka,
ykazanHoe B BbgaHHOM Ceprudukare. He nomyckaercs
BHECCHUE Kakux-1u00 wu3MeHeHnid B CepTudukar xioya
MPOBEPKH  BJIEKTPOHHOW  IMOJAIUCH, CQOPMUPOBAHHBIA C
ncronb3oBanueM cpencts Cuctems! IbO BUDUT.

4.2 Ilpu mnoctymenun B baHk 3ampoca Ha aKTHBAaLHIO
Ceprudukara Kiroya MPOBEPKU IJIEKTPOHHOH MOJIIICH B
JJEKTpOHHOM Bue, OTBETCTBEHHBIH pPaOOTHHK baHka
CBEpsIET JIaHHBIE, COJIEpKAIIMEC B yKa3aHHOM 3arpoce B
3JIEKTPOHHOM BHJI€ C JaHHBIMH, YKa3aHHBIMH B 3aIpoce,
npeacraBieHHOM KIMEeHTOM Ha 3JEKTPOHHBINA MOYTOBBIN
sk dbo@131.ru.

4.3 Ilpy TONOXHUTEIBHOM pe3yibTaTe NpoBepku bank
00pabaTpiBaeT MOCTYNHBINMKA 3allpoc Ha aKTHBAIMIO U
OCyIIEeCTBIIAET akTuBanuio CepTudrKara KIroda IpoBEPKU
9NeKTpoHHON moanucu. Ilpu oTpumarensHOM pe3yibTaTe
MIPOBEICHHON TIpoBepku akTuBains CeprudukaTta KIroda

Certificate, both in electronic form and on paper,
using the tools of the BIFIT RBS;

e Sign and send a scanned copy of this Certificate to
the Bank’s email address: dbo@131.ru;

e Provide the Bank with this Certificate on paper,
certified by the handwritten signature of such
Authorized Representative of the Client, within 2
(two) business days, or provide a unique identifier
assigned to the shipment by the transport company
delivering the original documents, or send the
documents via the EDI Operator.

The instructions for connecting to the BIFIT RBS and
generating UES keys are available on the
resource https://help.131.ru/ and in the Bank’s office. The
Electronic Signature Verification Key Certificate must
contain the following mandatory information: the full name
of the Authorized Representative of the Client (holder of
the Electronic Signature Verification Key Certificate), the
name of the Client, the address of the location, the unique
number of the Electronic Signature Verification Key
Certificate, the start and end dates of the validity of such
certificate, the unique Electronic Signature Verification
Key, the name of the electronic signature tool used and/or
the standards to which the electronic signature key and the
electronic signature verification key comply, and the name
of the Certification Authority. Within the framework of
these Regulations and the Electronic Signature Verification
Key Certificate, the unique number of the certificate is the
Electronic Signature Verification Key identifier specified
in the issued Certificate. Also, within the framework of
these Regulations and the Electronic Signature Verification
Key Certificate, the name of the Certification Authority is
the name of the Bank specified in the issued Certificate. No
changes are allowed to the Electronic Signature
Verification Key Certificate generated using the tools of the
BIFIT RBS.

4.2. Upon receipt of a request for the activation of the
Electronic Signature Verification Key Certificate in
electronic form, the Responsible Employee of the Bank
compares the data contained in the specified electronic
request with the data indicated in the request submitted by
the Client to the email address dbo@131.ru.

4.3. If the verification result is positive, the Bank processes
the received activation request and activates the Electronic
Signature Verification Key Certificate. If the verification
result is negative, the activation of the Electronic Signature
Verification Key Certificate is not carried out, and the
Responsible Employee of the Bank informs the Client of
this. The Bank has the right not to inform the Client/its
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4.4 AxtuBanusa

IIPOBEPKU DBJIEKTPOHHON IOANUCH HE OCYILECTBIAETCS,
nHpopMarms 00 3TOM repeaacTcs Knuenty
OtBercTBeHHBIM paboTHMKOM banka. bank BmpaBe He
coo01maTh Kruenry/ero YomTHOMOYEHHOMY
IIpencraButenro o0 mNpUYMHAX OTKa3a B AKTUBALUU
Cepruduxara Kiroua NpoBEPKH dIEKTPOHHON HOTHCH.

Ceptudukaron KITIouei TIPOBEPKHU
AIEKTPOHHON TOJIHICH OCYIIECTBISIETCS HUCKIIOYUTEIHHO
Ha OCHOBaHWUM TONydYeHHONH baHkoM wuH(poOpMauu OT
Ynonnomouennoro IIpeacraBurens Kinenra, koropas
COJIEP)KUT CBEIECHIUS, HEOOXOAUMBIE I WACHTU(DUKAITUN
Bnajgenbiia Ceprudukara Kiro4ya MPOBEPKH 3JICKTPOHHOMN
MOJIITMCH, TIPY YCIIOBUH BBIITOJIHCHUS MTOJIoKeHui 4.1, — 4.3.
Pernamenra.

45 [lo oxoHyanuu mpoueaypbl aktuBanuu Ceprudukara

KJII04a MIPOBEPKU 3NEKTPOHHOM MOJIIHCH,
Ynonnomouenublii IlpencraBurens Kimenta mnonydaer
BO3MOXHOCTb, HCIIOJIB3YA IIporpaMMHBIC CpeacTBa
Cuctembr JIbO  BU®UT, 3aBepmurh nOpouenypy

aktuBaiuu Y HOII u npucTynuTh K ee 3KCIuTyaTaluu.

4.6 Kaxgomy YnonnomoueHHomy I[lpeacraBurento Kiuenra

HeoOXoauMO oTAenbHO co3nath Ceprudurar Kiroda
MPOBEPKU JIEKTPOHHOM MOJIUCH.

4.7 CepTudukar KIOYa MTPOBEPKH DIEKTPOHHOW ITOANHICH

MOJIJIEKUT OT3bIBY baHKOM B cirydae:
®  KOMIPOMETAIUN DNEeKTPOHHOH MTOITUCH
Binagenbiia Ceprudukara Kioya TPOBEPKH
ANIEKTPOHHON  TIOJINCH, COOTBETCTBYIOIIETO
JTaHHOMY cepTudukary;
e TonmydeHHs BianenbiieM HoBoro CepTudukara
KJTFOYA TTPOBEPKU DIIEKTPOHHOU TTO/IIHCH.

HOPAAOK HNCITIOJIB3OBAHUA
OBJIAYHOM MOANUCH

5.1.B kadecTBe cpelncTBa MOATBEPKIACHUS DJIEKTPOHHOTO
JMOKyMeHTa, moanucanHoro QOOJadyHOW IMOIHUCHIO,
ucnons3yercs: Jlorun, CtaTuueckuil mapoib, a Takxke
uaeHTU(UKaTop Kitoya odmaynoit 1.

5.2.B EJsIX HAIIPaBIICHUS VY1oIHOMOYEHHEIM
[IpencraButenem Kimenta banky OnekTpoHHOro
JIOKYMEHTA, VYnoIHOMOYEHHBIN IIpencraBurens

Knuenra cnemyst HHCTPYKIUSM B 3KpaHHBIX (hopmax

BeO-unTepdeiica Cucrempr IO BUDUT, ucnonbiys

(yHKIMOHANBHBIE KHONKH, MHULIUUPYET MOANKCaHHUE
COOTBETCTBYIOIIEr0 DJIEKTPOHHOTO JOKYMEHTA:

a) YnomHomoueHsblii [lpencraBurens Kimenta BBOIUT

HEOOXOOUMBbIE  JaHHBIE, KOTOpBIE  3alpalluBacT

Authorized Representative of the reasons for refusing to
activate the Electronic Signature Verification Key
Certificate.

4.4. Activation of Electronic Signature Verification Key
Certificates is carried out solely on the basis of the
information received by the Bank from the Authorized
Representative of the Client, which contains the data
necessary to identify the holder of the Electronic Signature
Verification Key Certificate, provided that the provisions
of clauses 4.1-4.3 of these Regulations are fulfilled.

4.5. Upon completion of the activation procedure for the
Electronic Signature Verification Key Certificate, the
Authorized Representative of the Client gains the ability,
using the software tools of the BIFIT RBS, to complete the
activation procedure for the UES and begin its use.

4.6. Each Authorized Representative of the Client must
separately create an Electronic Signature Verification Key
Certificate.

4.7. The Electronic Signature Verification Key Certificate
is subject to revocation by the Bank in the following cases:
e Compromise of the Electronic Signature of the
holder of the Electronic Signature Verification Key
Certificate corresponding to this certificate;
o Receipt of a new Electronic Signature Verification
Key Certificate by the holder.

5. PROCEDURE FOR USING THE
CLOUD SIGNATURE

5.1 As a means of confirming an Electronic Document
signed with a Cloud Signature, the Login, Static
Password, and the Cloud Electronic Signature Key
Identifier are used.

5.2. To send an Electronic Document to the Bank, the
Authorized Representative of the Client, following the
instructions in the screen forms of the web interface
of the BIFIT RBS and using functional buttons,
initiates the signing of the corresponding Electronic
Document:

a) The Authorized Representative of the Client enters
the necessary data requested by the BIFIT RBS
interface, using functional buttons and input fields.
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b)

c)

d)

f)

9)

h)

),

unatepdeiic Cucremsr IO BUDUT, wucmons3ys
(yHKIMOHANBHBIE KHOIIKA W TONS  JUIA  BBOJA
UHPOPMALUH.

[lepen moamucanueM  DIEKTPOHHOTO  JTOKYMEHTa

Ynonanomouenusii IlpeacraBurens Knmenra o6s3an
O3HAKOMHUTBCS C HHAM M OBITh COIVIACHBIM C €ro
CoJep)KaHUEM B TOJIHOM 00BbEME U B CIIydae COTJiacus ¢
TEKCTOM  COOOIICHUS  HOATBEPAUTh  IOANKCAHHE
OJEeKTpOHHOIO JOKyMeHTa. B ciydae Hecormacus ¢
TEKCTOM COOOIIEeHNs Y TIOJTHOMOYEHHBIH [IpencraBuTenn
Kimenta [OMmKEH OTKa3aTbCs OT MOATBEPXKACHUS
HNOJNHUCAHUS DJIEKTPOHHOTO JOKYMEHTA.

Hns moamucanust chOPMHPOBAHHOTO DIEKTPOHHOTO
JIOKyMeHTa mocpeacTBoM uutepdetica Cucremsr [1bO
BUD®UT, Ynonnomouennslii Ilpeacrasurens Knuenra
WHUIMMPYET TpolecC TNOAMNMCAHUS IEKTPOHHOTO
JOKYMEHTa IIOCJI€ TIPOBEPKH €ro COACpXKAaHHA, U
HanpaBlsieT banky mocpenctBom uHTEpdeiica Cuctemsl
AbO BU®UT 3anpoc Ha moanucaHue IDJIEKTPOHHOIO
JTOKYMEHTA, COAEp KAl DIEKTPOHHBII TOKYMEHT

HA  MOOWIBHOE  YCTPOHCTBO  YTIOJHOMOYECHHOTO
IIpencrasurens Knuenra wnampasnsercs CMC wm
PUSH-coo0menue 0 HEOOXOJMMOCTH

MOJMUCaHUsI DIEKTPOHHOTO JOKYMEHTA.

Hanee Ynomnomouenuslii IIpencraButens Knuenrta B
CJIlydae COIJIacusl ¢ TEKCTOM COOOLICHUS Ha SKPaHHOH
(hopme IOKEH BBECTH MOIYyYEHHBIH OJHOPA30BBIA KOJ
B COOTBETCTBYIOILEE I0JIe SKpaHHOW (opmbl. B ciryuae
Hecornacus Y IIOJIHOMOYEHHBII IIpencraBureins
Kinenra noimxeH He OCYILIECTBIIATh BBOJ OJJHOPA30BOI0
KO/Jla B COOTBETCTBYIOILEE IIOJI€, 3aKpPbIB AKPAHHYIO

dopmy.
Hns nmopmucanust chOPMHPOBAHHOIO DJIEKTPOHHOTO
JOKYMEHTa IIOCPEACTBOM O06navHoOi MOJIITHUCH

Ynonuomouennsit IIpencraBurens Kinuenra Haxxumaer
COOTBETCTBYIOIIYIO 3JIEKTPOHHYIO KHOITKY B WHTepderice
Cuctemst IO BUOUT.

C MOMEHTa Ha)KaTusg YOTHOMOYEHHBIM
IlpencraBurenem Knuenra crienuaibHOU
(byHKIMOHANBEHOM KHOKY B MHTEpdetice Cuctemsr JJbO
BUDUT ONEeKTPOHHBIH  JOKYMEHT  CUMTaeTCs
noanucanubIM KineHToM u HanpaBieHHBIM B baHk.
[onyyennsiii bankom 3anpoc u3 uaTepdeiica CucreMmsl
JAbO BU®UT pacrienuBaercss Kak oOpaieHHe 3a
KOHTEWHepOM, cofepkamuM Kirrod O6JaqHo MOATIHCH.
Ynonmaomouenasd IlpencraBurens KimenTta o06s3an
o0ecrevnTs OTCYTCTBHE JOCTyNa TPEThUX JHI K
uaeHTU(GUKATOPY U Maposto oT O0IaYHON TOIHCH.
ONEKTPOHHBIH JOKYMEHT CYMTAeTCsl MOJIMUCAHHBIM
OO0nayHOH MOANMHUCHIO M TOJIMHHBIM (MCXOAALINM OT
VYnonaomouenHoro Ilpeacrasurens Kimenrta) mpu
OJTHOBPEMEHHOM COOJTIOJICHUH CIIEAYIONIHX ycioBwid: (1)

To
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b) Before signing the Electronic Document, the
Authorized Representative of the Client must review
it and agree with its content in full. If in agreement
with the text of the message, the Authorized
Representative of the Client confirms the signing of
the Electronic Document. If not in agreement, the
Authorized Representative of the Client must refuse
to confirm the signing of the Electronic Document.
¢) Tosign the generated Electronic Document through
the BIFIT RBS interface, the Authorized
Representative of the Client initiates the signing
process after verifying its content and sends a request
to the Bank through the BIFIT RBS interface to sign
the Electronic Document, containing the Electronic
Document.

d) An SMS or PUSH natification is sent to the mobile
device of the Authorized Representative of the Client,
requesting the signing of the Electronic Document.
e) Next, if the Authorized Representative of the Client
agrees with the text of the message on the screen form,
they must enter the received one-time code in the
corresponding field of the screen form. If they do not
agree, the Authorized Representative of the Client
must not enter the one-time code and should close the
screen form.
f) To sign the generated Electronic Document using
the Cloud Signature, the Authorized Representative of
the Client presses the corresponding electronic button
in the BIFIT RBS interface.
g) From the moment the Authorized Representative of
the Client presses the special functional button in the
BIFIT RBS interface, the Electronic Document is
considered signed by the Client and sent to the Bank.
h) The request received by the Bank from the BIFIT
RBS interface is regarded as a request for a container
containing the Cloud Signature Key.
i) The Authorized Representative of the Client must
ensure that third parties do not have access to the
Cloud  Signature identifier and  password.
J) The Electronic Document is considered signed with
the Cloud Signature and authentic (originating from
the Authorized Representative of the Client) if the
following conditions are simultaneously met: (1) the
Electronic Document has been received by the Bank,
(2) the Electronic Document contains the Electronic
Signature of the Authorized Representative of the
Client, the verification result of which matches the
key identifier.

change the Cloud Signature Key, the Authorized
Representative of the Client must activate the Cloud
Signature Key in accordance with clause 4.1 of these
Regulations.



6.1.

6.2.

6.3.

6.4.

6.5.

OJNeKTpOHHBI  NOKYMEHT mnoiydeH bankom, (2)
ONEKTPOHHBIH JOKYMEHT COJEPKUT OIEKTPOHHYIO
noanucek YnomHoMmoueHHoro Ilpencrasurens Knuenra,

pe3yapTaT  MPOBEPKH  KOTOPOM  COBmajaer ¢
UICHTH(GUKATOPOM KITFOUA.

Jls CMECHBI KJII04a O06navHoi OOAIIHUCH
Y0IHOMOYEHHOMY IIpencraBurento Kinenra

HEOOXOAMMO TIPOBECTH aKTHUBaIWIO Kiatoda OO0ragHoM
MOJIMCH B cooTBeTCTBUU ¢ 11.4.1 HacTosmero PerimamenTa.

5.3. Cmena kmoya OOGnayHON MOANMKMCH IPOU3BOAUTCS B
CITyJasix:

o  Kommpomeraruu O01avHOM TOATIHICH;

e yrpatsl Jloruna u CTaTHYECKOTO AP0,

. MOPSAJIOK NPOBEJIEHUS IINIAHOBOU
CMEHBI CEPTH®UKATA KJIIOYA
IPOBEPKU JIEKTPOHHOM
IMOAINCH

IIpu kaxnom Bxoge B Cucremy AbO BUOUT 3a 30
(Tpuamats) nHEH A0 OKOHYAHWS CpOKa JEHCTBUS
Ceprudukara KiIo4a TOPOBEPKU  IJIEKTPOHHOH
noanucu Cucrema IO BUDUT coobiraer o ckopom
€ro OKOHYaHUH.

o ucreyenus cpoka aericteus CeptudukaToB Kitoden
MIPOBEPKU DJIEKTPOHHOW MOAMKCH YTIOJTHOMOYEHHBIN
[IpencraButens  Knmenta wuMeeTr  BO3MOXKHOCTB
IIpOBECTU IUIAHOBYIO Ipouenypy cmeHsl Kiroueit
ONEeKTPOHHO! MOANHCH C UCNONb30BaHHEM CHCTEMBI
JAbO BUOUT.

YII0IHOMOYEHHBIN IIpencraBureins Knuenra
¢dopmupyer HoOBbIH Kitou DnexkTpoHHOH moamucu u
Ceprudukar Kiro4a IpOBEPKH IEKTPOHHOH MMOJIITHCH.
Ceprudukar moanuchBaeTcs JIEeHCTBYIOIUM KIIFOYOM
OneKTpoHHON NOANHNCH W Hampasisercs B baHk ¢
ncnonps3oBanueM cpencts Cucrems! JJbO BUDUT.

[Ipu  mocrymmenun B bank  OOHOBJIEHHOTO
Cepruduxara KJIro4a NpoBEPKH 3JICKTPOHHON MOAIHCH
B DJJEKTpPOHHOM BHAe OTBETCTBEHHBIH pabOTHHK
00pabaTpIBaeT 3ampoc Ha aKTHBAIUIO. 3aBEIOMO, IO
HCTEYEHUSI CpOKa IOJHOMOYMH, YTIOJIHOMOYEHHBIN
[IpencraButens KnneHTa 0MHOBPEMEHHO C 3alpoCcOM
JOJDKEH TPEAOCTaBUTh JOKYMEHTHI, TOJITBEPKAAIOIINE
€ro MoJHOMOYHS (TIPOUICHHE).

bank ocymectriser aktuBanuio CepTudukara Kioda
MPOBEPKU JJEKTPOHHOM TmoAnucHu. baHk BHpase
oTKa3aTh B akTuBaIu CepTudukata KIrva MPOBEPKU

5.3. The Cloud Signature Key is changed in the following
cases:
e Compromise of the Cloud Signature;
e Loss of the Login and Static Password.

6. PROCEDURE FOR THE SCHEDULED

REPLACEMENT OF THE
ELECTRONIC SIGNATURE
VERIFICATION KEY
CERTIFICATE

6.1. Upon each login to the BIFIT RBS, 30 (Thirty) days
before the expiration of the Electronic Signature
Verification Key Certificate, the BIFIT RBS
notifies the user of its impending expiration.

6.2. Before the expiration of the Electronic Signature
Verification Key Certificates, the Authorized
Representative of the Client has the opportunity to
carry out the scheduled procedure for replacing the
Electronic Signature Keys using the BIFIT RBS.

6.3. The Authorized Representative of the Client
generates a new Electronic Signature Key and an
Electronic Signature Verification Key Certificate.
The Certificate is signed with the current
Electronic Signature Key and sent to the Bank
using the tools of the BIFIT RBS.

6.4. Upon receipt of the updated Electronic Signature
Verification Key Certificate in electronic form, the
Responsible Employee processes the activation
request. Prior to the expiration of the authority, the
Authorized Representative of the Client must
simultaneously provide documents confirming
their authority (extension) along with the request.

6.5. The Bank activates the Electronic Signature
Verification Key Certificate. The Bank has the
right to refuse to activate the Electronic Signature
Verification Key Certificate, the information about
which was received using the BIFIT RBS, without
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6.6.

6.7.

7. IOPSIIOK

JJIEKTPOHHON TMOMMUCH, HWHPOpMAIHS O KOTOPOM
rorydeHa ¢ ucronb3zoBanneM Cucremsl J[bO BUDUT,
0e3 o0BsiCHeHUs MpuuuHbL B ciydyae oTkaza banka B
aAKTHBAITIH Ceprudukara KITFOYa MIPOBEPKHU
3JIEKTPOHHOU TOJIITUCH, YoIHOMOYEHHBIHI
[IpencraButens KinenTa BopaBe JIMYHO 0OpaTUTHCS B
Bank juis BeIycKa Takoro cepTudukara, B MOPSIKE,
yKa3aHHOM B pazzene 4 Permamenra. [locie momy4uenns
bankom  mommucanHplx  CeptudukaToB,  TaKoOi
ceprudukar pazmemaercs B Cucreme /IbO BUOUT.

Y1oaHOMOYEHHBIH IIpencraBurens Knuenra
3aBepiiaeT OpoueAaypy cMmeHsl Kitoua DneKTpoHHOM
nmoanucy, wucnonb3ya cpenctsa Cucremsr  [1bO
BU®UT.

[locne 3aBepuienus mnpouenypsl cMmeHsl Kitoua
OJIEKTPOHHOU MOAIUCH YonHOMOYEHHBIN
IIpenacraButens Kiunenta MOXKET  HUCIOJIB30BaTh
WCKITIOYUTETHHO HOBBIN Kitrou D51eKTpoHHOM NOANHCH.

BJIOKNPOBKHA n

BOCCTAHOBJIEHUA JOCTYIIA K
CUCTEME 150 BUDOUT

7.1.OcHoBanueM aisi OJIOKMPOBKH focTyna KnmeHra w/wmm
ero YnomaomouenHoro [Ipeacrasutens k Cucreme b0
BUDOUT sasnarorcs:

7.1.1.

7.1.2.

7.1.3.

7.1.4.

7.1.5.

[Tonyyenue  bankomM  OT  YIOJHOMOYEHHOTO
[Ipencrasutenss Knmentra 3asBicHHE O BHECEHUU
m3MeHeHuit B ycnmoBus JloroBopa (comepikamiero
CBEJICHUS 0 CMEHe V110 THOMOYEHHOTO
[IpencraButens Knuenra/usmenennu ero
JNAHHBIX/TIPEKPAIICHUY  [TOJIHOMOYHMA WJIM  WHBIC
CBEJICHUs, MOPOXKIAIIIUME COMHEHUd baHka B
BO3MOXXHOCTH ~ OCYIIECTBIICHHS JOCTyNla W/WIH
MOJIb30BaHUS Cucremoit AbO BUOUT
YnonHomouennsiM  [lpeacraButenem  Knwnenrta),
3ampoca O IPUOCTaHOBJIEHMM aocTyna K Cucreme
JAbO BUOUT, c¢ ykazaHueM NPUIHH TaKOTO
TIPUOCTAHOBIICHUS;

KoMmmnpomeranuss DIEKTpOHHOW TOANKCU /WA
WCIIONIb30BaHUE DJICKTPOHHOH MOIITUCH 0€3 COoracus
YnonnomouenHoro Ilpencrasurens Knvenra;
3amena Kaprouku ¢ oOpa3naMu mOIUCeH U OTTUCKA
neyatu w/wik  CorjamieHuss O  COYETaHUU
3JICKTPOHHBIX MOMAMUCEH, MPU MX OQPOPMIICHUH B
cootBercTBUM ¢ [IpaBunamu;

[Ipekpamienue uiaM U3MEHEHUE MOJHOMOYUN WU
JTAaHHBIX VY 0JIHOMOYEHHOTO IIpencraBurens
Knnenra;

CveHna AOOHEHTCKOTO HOMepa YIIOJHOMOYCHHOTO
[IpencraButens Knuenra;

providing a reason. In case of the Bank’s refusal to
activate the Electronic Signature Verification Key
Certificate, the Authorized Representative of the
Client has the right to personally contact the Bank
to issue such a certificate, in the manner specified
in Section 4 of these Regulations. After the Bank
receives the signed Certificates, such a certificate
is placed in the BIFIT RBS.

6.6. The Authorized Representative of the Client
completes the procedure for replacing the
Electronic Signature Key using the tools of the
BIFIT RBS.

6.7. After completing the procedure for replacing the
Electronic  Signature Key, the Authorized
Representative of the Client may use only the new
Electronic Signature Key.

7. PROCEDURE FOR BLOCKING AND

RESTORING ACCESS TO THE
BIFIT RBS

7.1 The grounds for blocking the Client and/or its

Authorized Representative’s access to the BIFIT RBS
are:

7.1.1. Receipt by the Bank of an Application from the
Authorized Representative of the Client to amend the
terms of the Agreement (containing information about
the change of the Authorized Representative of the
Client/change of their data/termination of authority or
other information causing the Bank to doubt the
possibility of access and/or use of the BIFIT RBS by the
Authorized Representative of the Client), a request to
suspend access to the BIFIT RBS, indicating the
reasons for such suspension;
7.1.2. Compromise of the Electronic Signature and/or
use of the Electronic Signature without the consent of
the Authorized Representative of the Client;
7.1.3. Replacement of the Specimen Signature Card
and/or the Agreement on the Combination of Electronic
Signatures, if issued in accordance with the Rules;
7.1.4. Termination or change of the authority or data of
the Authorized Representative of the Client;
7.1.5. Change of the Subscriber Number of the
Authorized  Representative ~ of  the  Client;
7.1.6. Loss of Authentication Data, Static Password
without signs of compromise of the Electronic
Signature;

7.1.7. Failure to provide or provision of inaccurate
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7.1.6.

7.1.7.

7.1.8.

7.1.9.

Yr1patsl AyTeHTH(HUKAITMOHHBIX JIAHHBIX,
Cratuueckoro TapoJIs oe3 TIPU3HAKOB
KommnpomeTarnuu 31eKTpOHHON NOAMUCH;

Henpencrasnenue 10101 MIpeICTaBICHNE
HEZ0CTOBEPHBIX CBEIGHWH W  JOKYMEHTOB,
3ampairMBaeMbIX baHKOM, B TOM 4YHCJIE B IENAX
BBITIOJIHEHUS TpeOOoBaHMI 3aKOHOIaTEIbCTBA

Poccuiickoit ®enepauiu U HOPMATUBHBIX aKTOB
banka Poccum;

BrisiBnenne bankoM omnepanuu, COOTBETCTBYHOLIEH
MpU3HAKaM OCYILECTBIEHUS MEPEBOJA JEHEKHBIX
cpenctes 6e3 no0OpoBoipHOrO coriacus Kimenra,
yctaHoBieHHbIM bankom Poccuu unu noo3pennii Ha
HX COBEPIICHUE;

Hampasnenne Kiumentom 3asBieHne O BHECEHUH
HU3MEHEHUH B ycnoBus JJoroBopa, B paMKkax KOTOPOTO
MPOUCXOAUT TMPUOCTAHOBICHHUE IPEAOCTABICHUS
nocryna k Cucreme JbO BUOUT.

7.2. Ilpu HacTyruieHH COOBITHH, YKa3aHHbIX B . 7.1.3,7.1.7,
7.1.8 moctyn B Cucremy JIbO BUOUT Gnokupyercs Bcem
YnonuomouenusM [Ipencrapurensm Kinuenra.

7.3. KinveHT BOpaBe OCYIIECTBUTH OJIOKUPOBKY JOCTyHa K
Cucreme [1bO BUDUT, B ciyuasix, HE CBA3aHHBIX C
KOMIIPOMETAIUEH, I MOJO3PCHUN Ha KOMIIPOMETAIIUIO
DNEeKTPOHHOM MOAMIHCH.

7.3.1.

7.3.2.

7.3.2.1.

[opsinox OnokupoBkn noctyna k Cucreme BO
BUOUT aucTaHIMOHHBIM CIIOCOOOM:

Hns  AUCTaHIMOHHON — OJIOKMPOBKM — JOCTyHa K
Cucreme JIBO BUDPUT  YnomHOMOYEHHOMY
[IpencraButento Knnenra HeoOXoaumMo 0OpaTUThCA B
BbaHK ¢ COOTBETCTBYIOIIMM 3aIPOCOM 10 CIETYIOIIUM

KOHTakTHbIM  ma"HHeiM: dbo@131.ru  wm ¢
ucnonb3oBanuem Cuctembr JIBO BUOUT, ¢
yKa3aHueM JTAHHBIX VII0JIHOMOYEHHOT O

[IpencraBurens KnuenTa, o3BOMISIIONINX YCTAHOBUTh
ero Jnu4HOCTh. Jlmst oOpaboTkm 3ampoca Ha
JVICTAaHIIMOHHYI0 ~ OJIOKUPOBKY  YHOJHOMOYEHHBIH
pabotHuK baHka cBs3pIBacTCS ¢ YIOITHOMOYECHHBIM
[IpencraButenem Kimenta ¢ UCHONB30BaHUEM
KOHTAaKTHBIX JaHHBIX TaKOro JIMIA, YKa3aHHBIX
YnonnomoueHubsIM IIpencrasutenem Knuenta B
3asgsnenun Ha Ilpoaykr m 3asBieHuu, IpU 3TOM,
Ynonuomouennsiit [IpencraBurens Kinuenra nomkex
COOOIINTH YTOJHOMOYEHHOMY paboTHHKY banka
CBEJICHHUSA, HEOOXOIMMBIE Ui ayTeHTU(UKAIUU
Ynonnomouennoro [Ipeacrasurens Knuenra.

[opsimox  GnmokupoBku joctyna k Cucreme J[BO
BU®UT npu JTUIHOM obpamieHnu
Ynonnomouennoro IpencraBurens Knuenra B bank:

YnonnomouenHomy Ilpencrasutento Knuenra
HE00XO0JIMMO O0OpPaTUTHCS HEMOCPEICTBEHHO B OduC
banka, mno ero ropuguyeckoMy aapecy, C

information and documents requested by the Bank,
including for the purpose of complying with the
requirements of the legislation of the Russian
Federation and regulatory acts of the Central Bank of
Russia;

7.1.8. Identification by the Bank of a transaction
corresponding to the signs of transferring funds without
the voluntary consent of the Client, as established by the
Central Bank of Russia, or suspicions of such actions;
7.1.9. Submission by the Client of an Application to
amend the terms of the Agreement, within the
framework of which access to the BIFIT RBS is
suspended.

7.2. Upon the occurrence of the events specified in clauses

7.1.3, 7.1.7, and 7.1.8, access to the BIFIT RBS is
blocked for all Authorized Representatives of the
Client.

7.3. The Client has the right to block access to the BIFIT

RBS in cases not related to compromise or suspicion
of compromise of the Electronic Signature.

7.3.1. Procedure for blocking access to the BIFIT RBS

remotely:

To block access to the BIFIT RBS remotely, the
Authorized Representative of the Client must
contact the Bank with a corresponding request at the
following contact details: dbo@131.ru or using the
BIFIT RBS, indicating the data of the Authorized
Representative of the Client allowing their
identification. To process the request for remote
blocking, the authorized employee of the Bank
contacts the Authorized Representative of the Client
using the contact details of such person specified by
the Authorized Representative of the Client in the
Application for the Product and the Application, and
the Authorized Representative of the Client must
provide the authorized employee of the Bank with
the information necessary for authentication.

7.3.2. Procedure for blocking access to the BIFIT RBS

upon personal application of the Authorized
Representative of the Client to the Bank:

7.3.2.1. The Authorized Representative of the Client must

apply directly to the Bank’s office at its legal address
with a corresponding written application to block
access to the BIFIT RBS, signed by such person.
Simultaneously with the request, the Authorized
Representative of the Client must provide identity
documents and documents confirming their
authority.

7.3.2.2. Submission of a request to block access to the

BIFIT RBS by the Authorized Representative of the
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7.3.2.2.

7.4.

7.5.

COOTBETCTBYIOIINM IHUCHMEHHBIM 3asBICHHEM O
omokupoBanuu goctymna k Cucreme JIbO BUOUT,
MOANMCAHHBIM TakuM JiOM. OJHOBPEMEHHO C
3aIpoCcoM YOIHOMOYEHHBIH IIpencraButens
Knuenta momkeH  mpenocTaBUTh — TOKYMEHTHI,
YAOCTOBEPSIOLIUE €r0 JIMYHOCTH U MOATBEPKIAI0IIKE
€ro MOJHOMOYHSI.

[lomaua 3ampoca Ha OJIIOKUPOBKY AOCTyMa K
Cucreme JbO BUDUT  YnoinHOMOYESHHOro
IlpencraButenss KiueHTa BO3MOXHA TOJIBKO B
teuenne OmneparlioHHOTO BpeMeHN banka.

brokupoBka gocTyna ocyIiecTBIsSETCS HE3aMEATUTEIBHO
Iocle TOIy4eHHA COOTBETCTBYIOLIETO  3ampoca U
ayTeHTUUKau  YroaHoMmoueHHoro [IpencraButens
Knuenta bankowM, npu yciaoBuu ero noiayyenus bankom B
OmnepannonHoe Bpemsi. B cmywae, ecnam 3ampoc ObLI
nonyyeH bankom 3a mpegenamu  OnepaliOHHOIO
BPEMEHHM, TaKOW 3ampoc Oyaer oOpaboTaH, a JOCTYI K
Cucreme IO BUDUT 3a6moxupoBan, B OmneparrionHoe
BpeMsl OIMHKANIero 3a AaToi MOJTydYeHHs TaKoTo 3armpoca
Bankom Pabouero mus.

Ilopsimok BoccranoBneHust goctyna k Cucreme JIBO
BUOUT:

B cnyuae, ecnu ocHoBaHMEM I OJIOKMPOBKH JIOCTyNa K

7.6.

Cucreme JIBO BUDUT mocmyxumu 0OCTOSTETHCTBA,
ykazanmHble B 1.7.1.2-7.1.6, 7.1.9 pa30nokupoBka
BO3MOXXKHa TIOCNIe TMOJly4eHHss baHKOM MHCBMEHHOTO
oOpamenuss (3asgBieHUss O CMeHe JIOTMHA W/WIN
CTaTUYECKOTO Mapoisi/pa30IoKUpOBKY ocTyma B Cucteme
AbO BUOUT) Vnomnomouennoro IlpeacraButens
KimenTa npu nuynom nocemiennu oduca banka. ®opma
TAKOT0 3asIBJICHUs orpeiesisieTcss baHkoM u pa3MeleHa Ha

pecypce  https://131.ru/contracts u B oduce Banka.

OnHOBpEeMEHHO ¢  oOpaileHueM Y TOJHOMOYCHHBIN

IIpencraButens  KnweHta  [OMDKEH  NMPENOCTABUTH

JOKYMEHTBI,  YJOCTOBEPSIOIIUE €ro JINYHOCTh W

MIOATBEPKIAIOLIUE €T0 TIOJHOMOYUS U:

a) Ilpu  wucnome3oBanum  YHDII:  mpoBeaeHHO
Npoleaypsl BHEIUIAHOBOM CMEHBI cepTH(duKkaTta
KJI0Ya TPOBEPKH  ODIIEKTPOHHOW  MOANMCH B

cootBercTBHU C pazzenoM 10 PerinamenTa;

b) Ilpm wucnonb3oBanun OOJAYHOH TMOIIHMCH: CMEHA
CraTnueckoro naposns YI0IHOMOYEHHOT O
[pencraButens Kimenta B coorBercTBUM ¢ 11.3.12
Pernamenrta; cmeHbl ~ AOOHEHTCKOro  HOMepa
YnonHomouenHoro [lIpencrasutens Kiuenra B
cllydae yTepH W/WITU MPeKpalleHust JOCTya K HeMy.

B ciyuae, eciin ocHoBaHMEM 1711 OJIOKMPOBKH JIOCTYyTIA K
Cuctreme JIbO BUDUT mnocmyxuimun 0OCTOSATEIHCTRA,
ykazanuble B 1. [.1.6 Permamenra, pa30ioxkupoBKa
BO3MOXKHA B cooTBeTcTBHM ¢ 1. 3.12 Pernamenta.
JluctaHnmonHas pa30JOKUPOBKA B COOTBETCTBHH C TI.

Client is possible only during the Bank’s operating
hours.

7.4. Access is blocked immediately after receiving the
corresponding request and authenticating the
Authorized Representative of the Client by the
Bank, provided that the request is received by the
Bank during operating hours. If the request is
received by the Bank outside operating hours, such
a request will be processed, and access to the BIFIT
RBS will be blocked during the operating hours of
the nearest working day following the date of receipt
of such request by the Bank.

7.5. Procedure for restoring access to the BIFIT RBS:
If the grounds for blocking access to the BIFIT RBS
were the circumstances specified in clauses 7.1.2—
7.1.6, 7.1.9, unblocking is possible after the Bank
receives a written request (Application to change the
Login and/or Static Password/unblock access to the
BIFIT RBS) from the Authorized Representative of
the Client upon personal visit to the Bank’s office.
The form of such an application is determined by the
Bank and is available on the
resource https://131.ru/contracts and in the Bank’s
office. Simultaneously with the request, the
Authorized Representative of the Client must
provide identity documents and documents
confirming their authority and:
a) When using an Enhanced Unqualified Electronic
Signature (UES): completion of the unscheduled
replacement procedure for the Electronic Signature
Verification Key Certificate in accordance with
Section 10 of these Regulations;
b) When using a Cloud Signature: change of the
Static Password of the Authorized Representative of
the Client in accordance with clause 3.12 of these
Regulations; change of the Subscriber Number of
the Authorized Representative of the Client in case
of loss and/or termination of access to it.

7.6. If the grounds for blocking access to the BIFIT RBS
were the circumstances specified in clause 7.1.6 of
these Regulations, unblocking is possible in
accordance with clause 3.12 of these Regulations.
Remote unblocking in accordance with clause 3.12
of these Regulations is possible if the Bank has no
grounds to believe that the Electronic Document
Confirmation Tools have become known to
unauthorized third parties.

7.7. If the grounds for blocking access to the BIFIT RBS
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7.7.

7.8.

3.12PernaMenta BO3MOJKHA IPH OTCYTCTBUU y banka
OCHOBaHMH mojarath, 4to CpencTBa TMOATBEPIKIACHHS
DIEKTPOHHOTO JIOKYMEHTa CTau H3BECTHEI
HEYIOJHOMOYEHHBIM TPETHHM JIHIIAM.

B ciyuae, eciin ocHoBaHMEM ISl OJIOKMPOBKH JIOCTYTA K
Cucreme JIBO BU®UT mnocmyxkunu 0OCTOSITEILCTBA,
ykazanuele B 1.7.1.8 Permamenra, pa30iokupoBKa
BO3MOXHa 1Mocie nonydyeHus bankom ot Kiuenra
MOATBEPKIACHUS PACTIOPSHKEHUS O COBEPILICHUU OIIEepaIlii,
COOTBETCTBYIOIIEH MPHU3HAKAM OCYIIECTBICHUS TIEPEBOIa
JMIEHEeXKHBIX CPEACTB 0e3 JOOPOBOJLHOTO  COTJIACHS
Knuenra, ycranoBnenneiM bankom Poccuu, mpu
OTCYTCTBUM HWHBIX YCTAaHOBJICHHBIX 3aKOHOJATEIHCTBOM
Poccuiickoit denepanrii OCHOBaHUH.

B ciyuae, eciau ocHOBaHMEM Uit OJIOKMPOBKH JOCTyIa K
Cucreme JIBO BUDUT mocmyxumm 0OCTOSTETHCTBA,
ykaszaHHble B 11.7.1.7 Pernamenta, noctyn k Cucteme JIbO

BUDOUT BO300HOBIISIETCS nocie MPEICTABIICHUS
CBEJICHUN U JIOKYMEHTOB, 3amlpaliuBacMbiXx baHkoMm.
JoxyMeHTHI PEAOCTABIISIOTCS Knunenrom

OtBercTBeHHOMY pabOTHHKY B oduce banka mo ero
IOpUANYECKOMY ajpecy B TeueHue OmnepanoHHOTO
BpeMeHU baHka.

NOPSIJOK JEWUCTBUM B CJYYAE
KOMIIPOMETAIINA NI
MNOJO3PEHUU HA
KOMITPOMETALINIO SJIEKTPOHHOM
NOANNCH

8.1.Tlpu BeisiBneHun oxanoi m3 CropoH Kommpomerannu

ONEeKTPOHHON MOJMUCH WK €€ IPU3HAKOB (TI003pEeHHiN),
BeisiBuBIIass CTopoHa yBeIOMJISIET 00 3TOM ApYTylo
Cropony.

8.2. bank yBenomisier KimeHra o HacTymIeHUM yKa3aHHBIX B

n. 8.1 PernamenTa o0GcTosTENBCTBAX JTIOOBIM JOCTYITHBIM
banky  crmocoOoM, — HCHONB3ysl ~ MMEIOIIMECS B
pacnopsbkenun baHka koHTakTHbIe aaHHble KimeHrta,
panee npenocTasieHHble KimrieHToM.

8.3. Kimenr yBegomisietr baHk o HaCTyIIIEHUH YKa3aHHBIX B TI.

8.1  Permamenta  o0CTOSTENBCTBAX  JIIOOBIM
HIDKETIEpEUNCIIEHHBIX CIIOCOOO0B!
e [lucbmMeHHOE YBEIOMIIGHHE O KOMIIPOMETAIUH
Ha OyMaXHOM HocuTene (mepemaercss B oduce
Bbanka);
e (CkaHmMpOBaHHas KOS MTUCHMEHHOTO
YBegoMIICHHUST 0 KOMITPOMETAIINH, TepeIaHHas
Ha DIIEKTPOHHBIH anpec bamka: dbo@131.ru.

KimeHnt o0s3aH mpenctaButh B bank opurmHan

nu3

were the circumstances specified in clause 7.1.8 of
these Regulations, unblocking is possible after the
Bank receives confirmation from the Client of the
order to perform a transaction corresponding to the
signs of transferring funds without the voluntary
consent of the Client, as established by the Central
Bank of Russia, in the absence of other grounds
established by the legislation of the Russian
Federation.

7.8. If the grounds for blocking access to the BIFIT RBS
were the circumstances specified in clause 7.1.7 of
these Regulations, access to the BIFIT RBS is
restored after the provision of the information and
documents requested by the Bank. The documents
are submitted by the Client to the Responsible
Employee at the Bank’s office at its legal address
during the Bank’s operating hours.

8.PROCEDURE FOR ACTIONS IN CASE
OF COMPROMISE OR SUSPICION
OF COMPROMISE OF THE
ELECTRONIC SIGNATURE

8.1 If one of the Parties identifies a compromise of the
Electronic Signature or signs (suspicions) thereof, the
identifying Party notifies the other Party.

8.2. The Bank notifies the Client of the circumstances
specified in clause 8.1 of these Regulations by
any means available to the Bank, using the
contact details of the Client previously provided
by the Client and available to the Bank.

8.3. The Client notifies the Bank of the circumstances
specified in clause 8.1 of these Regulations by
any of the following methods:

e Written Notice of Compromise on paper
(submitted at the Bank’s office);

e Scanned copy of the written Notice of
Compromise sent to the Bank’s email
address: dbo@131.ru. The Client is obliged to
submit the original of such Notice of
Compromise on paper to the Bank within 2
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8.4.

8.5.

8.6.

TAaKOro YBEIOMJICHHA O KOMIIPOMETallMM Ha
OymMa)xHOM HocuTene B TeueHue 2 (Byx)
Pabounx nHeit, 100 MpenocTaBUTh YHUKAIbHBIN

WACHTU(QUKATOP, KOTOPBIA  IPUCBAMBACTCS
MTOYTOBBIM OTIIPABJICHUAM, BBI/1aBAEMBIN
TPAHCIIOPTHOM KOMIIAHHMEW, OCYIIECTBIIAIOIIECH
OTIPaBKy OpPWUTHHAJIOB JOKYMEHTOB, JIHOO
HaIlPaBHUThb 9K3EMILIAPBI JIOKYMEHTOB
rocpenctBoM Omepatopa 30.

e @opma VYBeIOMIEHHS O KOMIIpOMETAlUU
ornpeaenseTcs bankom u SIBIIAETCS

[Ipunoxennem Ne4 k Permamenty.

C momeHTa nonydeHus bankom yBenomnenus Knuenra
WY BBISIBIICHUS] baHKOM 00CTOATENBCTB, YKa3aHHBIX B II.
9.1 PermamenrTa, JIOCTYT KmmenTa (ero
VYnonnomouennsix Ilpencrasureneit) k Cucteme [1bO
BUOUT OnokupyeTcs 1O MOMEHTa pPa3OIOKUPOBKU
Takoro Aoctyna. KiMeHT yBeIOMJIEH M COIJIaceH, 4YTO
bank He  HeceT  OTBETCTBEHHOCTH,  BKJIOYas
(hvHaHCOBYIO, 3a JIIOO0OW (hakT OJOKMPOBKH JOCTyIa
KimenTa n/nnm ero YnomnomoueHHbIX [IpeacraBureneit
K Cucreme IbO BUU®OUT, B cBs3u ¢ TEM, 4TO ASHCTBUS
banka no 6iiokupoBke pocryna k Cucreme 16O BUDOUT
HampaBJieHbl Ha oOeclieueHne COXpPaHHOCTH CPEACTB Ha
Cuere, 3amuty uHTEepecoB KilMeHTa M HEAOMYILICHUIO
MOILICHHUYECKUX ONEepaLuii U IPAKTHK.

C wmomenTta HampaBieHus Kimentom banky wmmn
nonmyueHuss Kmmentom ot banka yBegomieHus o
HACTYIUICHUM yKa3aHHbIX B 1. 8.1 PeriameHnra
oOcrosiTenbcTBax, KiMeHT He BIIpaBe HCIOIB30BaAThH
CKOMIIPOMETHPOBAHHYI0 JJEKTPOHHYIO TIOAMHKCH (ee
KITIOY W/ cpeznctBa)/ AyTeHTH()UKAITMOHHEIE
naHHble/ AOOHEHTCKMI HOMep. B ciyuae ro6oro
ucnonb3oBanusi  KimeHToM  Takod — DNEKTPOHHOM
nonmucH/AyTeHTH()UKAITMOHHBIX TAHHBIX/
AGOHEHTCKOr0 HOMepa I0cJie HACTYTUICHUS YKa3aHHbIX
B n. 8.1 Permamedra o0crosarennscTs, KineHT
CaMOCTOSTEIBHO HECeT pHCK HACTYTUICHUS
HEOJIarONPHUATHBIX TTOCIEACTBHI ISl HETO, B TOM YHCTIE
MPaBOBBIX ¥ (PHHAHCOBBIX.

PazonokupoBka mocryma k Cucreme JIbO BUOUT
OCyIIecTBIsieTCss B cooTBeTcTBHU ¢ 1. 8.5 Pernamenra
npu  TnonydeHun ~— baHkoM — YBegomiieHUsT O
KOMIIPOMETAINY Ha OyMa)KHOM HOCHUTEIIE.

(two) working days, or provide a unique
identifier assigned to the shipment by the
transport company delivering the original
documents, or send the documents via the EDI
Operator.

e The form of the Notice of Compromise is
determined by the Bank and is Appendix No.
4 to these Regulations.

8.4. From the moment the Bank receives the Client’s
notification or identifies the circumstances
specified in clause 8.1 of these Regulations, the
Client’s (its Authorized Representatives’) access
to the BIFIT RBS is blocked until such access is
unblocked. The Client is notified and agrees that
the Bank is not responsible, including financially,
for any fact of blocking the Client’s and/or its
Authorized Representatives’ access to the BIFIT
RBS, as the Bank’s actions to block access to the
BIFIT RBS are aimed at ensuring the safety of
funds in the Account, protecting the Client’s
interests, and preventing fraudulent transactions
and practices.

8.5. From the moment the Client sends a notification
to the Bank or receives a notification from the
Bank about the occurrence of the circumstances
specified in clause 8.1 of these Regulations, the
Client is not entitled to use the compromised
Electronic ~ Signature  (its key  and/or
tools)/Authentication Data/Subscriber Number.
In case of any use by the Client of such Electronic
Signature/Authentication Data/Subscriber
Number after the occurrence of the circumstances
specified in clause 8.1 of these Regulations, the
Client independently bears the risk of adverse
consequences, including legal and financial ones.

8.6. Unblocking access to the BIFIT RBS is carried
out in accordance with clause 8.5 of these
Regulations upon receipt by the Bank of the
Notice of Compromise on paper.
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9. MOPSJIOK
BHEILIAHOBOM

ITPOBEJIEHUA
CMEHBI

CEPTU®UKATA KJIIOYA ITPOBEPKHU
SJEKTPOHHOM MOJANUCHU

9.1. Vka3aHHbIN

9.2.

9.3.

10.ITOPAJOK

pa3gen  NpUMEHsAeTcs B clydae
ncronb3oBanuss KimentoM (ero YMmoaHOMOYCHHBIMH
[Ipencrasutensimu) YHOII. BrHemnmanoBas cMeHa
Kiroueit DnexTpoHHON NOANUCH YTOITHOMOYEHHOTO
[IpeacraButenss KimeHTa M COOTBETCTBYIOIIUX UM
CeptuukaToB KI0Ya TPOBEPKH  IJICKTPOHHOM
MIOAMKCH BBITIOIHSICTCS B ClIydae:

YCTaHOBJICHHOTO (hakra Kommnpomeranmn
OneKTpOHHON MOJNICH WK IOJO3PEHUH Ha 3TO;
U3MCHCHUA PEruCTpallMOHHBIX JaHHBbIX
Ynonuomouennoro IIpeacrasurensa Kiuenra;

BBIXOJ1a U3 cTpos OKH.

BHaecenue cepruukata Kiroda TpPOBEPKH B CIHCOK
OTO3BaHHBIX CEPTUPUKATOB

ITocne monyuyenuss bankom  YBemomueHus o
KOMIIpoMeTanMid ~ baHK  OT3bIBaeT  (aHHYIHUPYET)
Cepruduxar CKOMITPOMETHUPOBAHHOTO KJII0Ua
MPOBEPKHU IEKTPOHHOU TOATUCH.

J1st akTUBaK HOBOT'O KJTf04Ya DJIEKTPOHHOMN TOITHUCH
u cooTBercTBytomero emy Ceprudukara Kioda
MIPOBEPKU DJNEKTPOHHON MOAMHMCH Y IOJTHOMOYEHHBIN
[IpencraButens Knmenra auuHo obOpamaercs B oduc
Banka c 3asBienuem Ha Boimyck CepTudurkaTta Kioda
MPOBEPKU DIEKTPOHHOI MOANKCH B cCBOOOIHON hopme
W B yKa3aHHOM B pazfeine 4 Hactosiuero Perimamenrta
TopsIKe c MpeI0CTaBIeHUEM JIOKYMEHTOB,
YIOCTOBEPSIOMINX €0 JIMYHOCTh W TMOJTBEPKAAIOIINeE
€ro MOJHOMOYHSL.

PACCMOTPEHMUA

KOH®JIUKTHBIX CUTYALIU

10.1.

10.2.

[Ipoueaypa mpoBEpKHM MOATUHHOCTH OJIEKTPOHHOU
IIOJNKCH BBIIIOJHACTCS II0 HMHUNMATHBE baHka wuin
Knuenra. Ilon npouenypoil mpoBEpKH MNMOAJIMHHOCTH
DJEeKTPOHHOHM MmoAnucH, Ipu oOMeHe Mexny bankom n
KiauenTom ONEKTPOHHBIMU JIOKyMEHTaMHU C
HCIOIb30BaHUEM CucreMsbl JABO BUDUT,
MTOATMCAHHBIMA DJIEKTPOHHOHN MOIIUCKHIO, TTOHUMAETCS
Bo3HMKHOBeHUE Yy banka wim Kiwuenrta coMmHeHuid,
CBA3aHHBIX C HENPHU3HAHWEM aBTOpCTBa U  (WIHN)
IIETTOCTHOCTH DJIEKTPOHHOTO TOKYMEHTA, MTOATMCAHHOTO
DNEeKTPOHHOU MOATIHCHIO VYHoJIHOMOYEHHOT O
[IpeacraButens Knuenra.

CTopoHBI MPHU3HAIOT WHPOPMALIUIO, COACPIKAIIYIOCS B

9.PROCEDURE FOR
UNSCHEDULED  REPLACEMENT
OF THE ELECTRONIC SIGNATURE
VERIFICATION KEY CERTIFICATE

9.1 This section applies if the Client (its Authorized
Representatives) uses an Enhanced Unqualified
Electronic Signature (UES). The unscheduled
replacement of the Electronic Signature Keys of the
Authorized Representative of the Client and the
corresponding Electronic Signature Verification Key
Certificates is performed in the following cases:

o Established fact of compromise of the Electronic
Signature or suspicion thereof;

e Change of registration data of the Authorized
Representative of the Client;

e Malfunction of the Functional Key Carrier (FKC);

e Revocation of the Electronic Signature
Verification Key Certificate.

9.2. After receiving the Notice of Compromise, the Bank
revokes (cancels) the compromised Electronic
Signature Verification Key Certificate.

9.3. To activate a new Electronic Signature Key and the
corresponding Electronic Signature Verification Key
Certificate, the Authorized Representative of the
Client personally contacts the Bank’s office with an
application for the issuance of an Electronic Signature
Verification Key Certificate in free form and in the
manner specified in Section 4 of these Regulations,
providing identity documents and documents
confirming their authority.

10. PROCEDURE FOR RESOLVING

DISPUTES

10.1 The procedure for verifying the authenticity of the
Electronic Signature is initiated by the Bank or the
Client. The procedure for verifying the authenticity
of the Electronic Signature, when exchanging
Electronic Documents between the Bank and the
Client using the BIFIT RBS, signed with an
Electronic Signature, refers to the Bank or the Client
having doubts regarding the authorship and/or
integrity of the Electronic Document signed with the
Electronic ~ Signature of the  Authorized
Representative of the Client.

10.2. The Parties recognize that the information contained
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10.3.

10.4.

10.5.

MPOrpaMMHO-aNMNapaTHBIX CPEACTBAX W CHCTEMHBIX

)KypHanax banka, jgocraTrouyHON A MPOBEPKHU
nominaHoctT  YHOII u  OO0nau”Hoil MOAIIWCH B
DIEeKTPOHHOM JIOKYMEHTE. [ToaTBepxaeHue

mommMHHOCTH OONaYHOW TOANMHMCH B  DIICKTPOHHOM
JOKYMEHTE OCYILECTBISICTCS IyTeM COIMOCTaBIICHHS
JaHHBIX, YKa3aHHBIX YT01HOMOYEHHBIM
IIpencraButenem Knuenra B HaCTpOMKax
ucnonb3oBanusg Oo6maunoii moanucu B Cucteme JBO
BU®UT, u naHHBIX, NPUCBOCHHBIX OCIAPUBAEMOMY
OnextpoHHoMy mokymeHTy B Cucreme J[bO BUODUT,
momydeHHoMy bankoM, a Takke uWHpOpMaUH B
CHUCTEMHBIX JKypHamax baHka, B COOTBETCTBHH C
nporuenypoH, npuseaeHHou B 1.11.12 PernamenTa.

[ToarBepxaenue nommuaHocTr YHOIII B D1eKTpOHHBIX
JOKyMEHTaX  OCYIIECTBISIETCS  IIyTEM  IIPOBEPKHU
COOTBETCTBYIOLUM CPEICTBOM DJIEKTPOHHOM MOAMKCH C
ucrions3oBanneM Ceprudukara KIOYa MPOBEPKH
SJIEKTPOHHOW  MOJINUCH  NPUHAMJIEKHOCTH  TaKOU
ONEKTPOHHOM MOANHMCH B OJNEKTPOHHOM JIOKYMEHTE
Y0IHOMOYEHHOMY IIpencraBurento Knuenra
(Bmamenbily cepTuuKara) U OTCYTCTBHS MCKAXKCHHHA B
MOAMUCAHHOM  JTaHHOM  DJEKTPOHHOM  TOJIHUCKIO
ONEKTPOHHOM  JOKYMEHTE, B  COOTBETCTBUU  C
nporenypoH, npuseaenHou B 1m.11.10 PernamenTa.

[Ipouenypa mnpoBEepKH NOIIUHHOCTA DIEKTPOHHOU
MNOANMCH TpU OOMeHe OJIEKTPOHHBIM JOKYMEHTaMH
Knuentom n bankom ¢ ucnonp3oBanrem Cuctemsl 15O
BU®UT, B cnyuae npumenenuss Kmmenrom YHOII
OCHOBBIBA€TCS HAa  MaTeMaTHYECKMX  CBOWMCTBax
anropuTMa DJEKTPOHHON TMOAMMKCH, PEATM30BaHHOTO B
COOTBETCTBMM C aKTyaJIbHbIM CTaHaapToMm Pocculickoi
@enepann - 'OCT P 34.10-2012, rapaHTHpYOIIErO
HEBO3MOXHOCTh ITOJIENKU 3HaueHnss YHDII ro0sim
JIUIIOM, HE O0JIafjafolUM KIFOUOM TaKOi DJIEKTPOHHOM
nofnucu. Mtorom paspemieHus: KOHQIMKTHON CUTYallH
saBisieTcss MO0  JJOKa3aTeNIbCTBO  MOJJIMHHOCTH,
LEJIOCTHOCTH u aBTOPCTBa OCTIapHBaeMOro
DNEeKTPOHHOTO JIOKYMEHTa Knuenty (ero
YOoITHOMOYEHHOMY [IpencraButento), )2 ()
ycraHoBlieHHe (akrta mpuemMa bBaHKOM HCKaKEHHOTO
ONEeKTPOHHOTO JOKYMEHTA.

Ha cnyuait Bo3HukHOBeHUsI ciopoB baHk oOecrieunBaet
XpaHCHHE B TEUCHUE YCTaHOBJICHHBIX
3aKoHOJaTeNbCTBOM Poccuiickoit denepanuu CpoKoB B
CHeIraIbHOU 0a3e MaHHBIX DJIIEKTPOHHBIX JOKYMEHTOB B
BHJIC CAVHWI] XPAHCHUS, KaXAas U3 KOTOPBIX BKIIFOYAET
JTAHHBIC DIIEKTPOHHOTO JIOKyMEHTA, CTPOKH
OnekTpoHHOM moxamuckd ¢ napaMmerpamMun  YHOII,
Ceprudukar Kimo4ya MPOBEPKH DIEKTPOHHOU ITOJITHCH
YOITHOMOYEHHOTO IIpencraBurens Kiuenra,
WCMONB30BaHHBIM mpu  cozmanuun  YHOIII, wuctoputo
Hactpoek Cuctemsl JJbO BUDUT nnsa ucnons3oBaHus

10.3.

10.4.

10.5.
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in the Bank’s hardware and software systems and
system logs is sufficient to verify the authenticity of
the Enhanced Unqualified Electronic Signature
(UES) and the Cloud Signature in the Electronic
Document. Confirmation of the authenticity of the
Cloud Signature in the Electronic Document is
carried out by comparing the data specified by the
Authorized Representative of the Client in the
settings for using the Cloud Signature in the BIFIT
RBS and the data assigned to the disputed Electronic
Document in the BIFIT RBS received by the Bank,
as well as the information in the Bank’s system logs,
in accordance with the procedure set out in clause
11.12 of these Regulations.

Confirmation of the authenticity of the UES in
Electronic Documents is carried out by verifying the
corresponding Electronic Signature tool using the
Electronic Signature Verification Key Certificate to
confirm that such Electronic Signature in the
Electronic Document belongs to the Authorized
Representative of the Client (the certificate holder)
and that there are no distortions in the Electronic
Document signed with this Electronic Signature, in
accordance with the procedure set out in clause
11.10 of these Regulations.

The procedure for verifying the authenticity of the
Electronic Signature when exchanging Electronic
Documents between the Client and the Bank using
the BIFIT RBS, in the case of the Client using a
UES, is based on the mathematical properties of the
Electronic Signature algorithm implemented in
accordance with the current Russian standard GOST
R 34.10-2012, which guarantees the impossibility of
forging the value of the UES by any person who
does not possess the key of such Electronic
Signature. The outcome of resolving a dispute is
either proving the authenticity, integrity, and
authorship of the disputed Electronic Document to
the Client (its Authorized Representative) or
establishing the fact that the Bank received a
distorted Electronic Document.

In the event of disputes, the Bank ensures the storage
of Electronic Documents in a special database for
the periods established by the legislation of the
Russian Federation. Each storage unit includes the
data of the Electronic Document, the Electronic
Signature lines with UES parameters, the Electronic
Signature Verification Key Certificate of the
Authorized Representative of the Client used to



10.6.

10.7.

10.8.

10.9.

109.1. B

10.9.2.

10.9.3.

10.9.4.

O6uragnoit moamucu U YHOII B cHCTEeMHBIX KypHamax
banka, a Tak >xe manHble CpeNCTB MOITBEPKACHHUS
ONEKTPOHHBIX  JOKYMEHTOB, HCIIOJIb30BaHHBIC TIPU
co3mannn  O6maunoit mommucu wu  YHOII B
ocllapuBaeMOM  OJIEKTPOHHOM  JOKyMeHTe.  baHk
o0OecrieunBaeT  3alUTy JAaHHBIX OT  BO3MOXHBIX
HCKXCHUI B Mpoliecce XpaHeHus. baHk oOecrieynBaet
XpaHeHue MOy YEHHBIX bankom OpPUTHHAJIOB
CeptuukaToB  KIIOYEH  TIPOBEPKH  DIEKTPOHHOU
noanucu Kinnenra.
B cirydae TUCTAHITMOHHOTO oOparteHus
Ynomaomouennoro [IpencraButens Kiuenta s
nepebinycka  CepTudukara  KI0Ya  IPOBEPKH
AJICKTPOHHON TONMUCH baHk oOecrieunBaeT XpaHCHHE
MMOJTYy4Y€HHOT' O bankom IoAIMMCaHHOI'O
YIIOJIHOMOYEHHBIM IIpencraBurens Knuenta
CepTtudukara KIr09a MPOBEPKHU SIEKTPOHHOH MOJIITUCH B
ANEKTPOHHOU (popme.

[Ipouenypa mNpoBEepKH NOIIUHHOCTA DIEKTPOHHOU
MOJNKMCU MIPU 0OMeHe DIIEKTPOHHBIMU JOKYMEHTaMH C
ucnonn3zoBanueM Cuctemsl JJbO BUOUT BrimonHseTcs
CornacurenbHONH KOMUCCHEN, B COCTaB KOTOPOU BXOJAT
Ha/AJIeKaIuM o0pazom YIIOJIHOMOYEHHBIE
npencraButenn 0oenx CTOpoH (He MEHee JIByX YellOBEK
oT Kax10# ctoponsl). [1o cornamenuto CTOpoH B cocTaB
KOMHCCUH MOKET OBITh BBEJICH HE3aBUCHUMBIN SKCIIEPT.

B cirydae, ecniu ocniaprBaeMblii DNEKTPOHHBIN JOKYMEHT
SIBJIACTCS YACThIO NaKeTa DIEKTPOHHBIX TOKYMEHTOB, TO
MpoLeAypa MPOBEPKH IMOANUCH OCYHIECTBISIETCS IOJ
MaKeTOM OJIEKTPOHHBIX JOKYMEHTOB, B COCTaB,
KOTOpOTO  BXOJUT  OCMAapHBAaeMblii  DJIEKTPOHHBIN
JOKYMEHT.

[Mopsimok paspereHuss KOHMIUKTHOM CUTYaIUH.

Cly4ae BO3HHUKHOBEHHS HEOOXOJWMOCTH B
MPOBEACHUM MPOLEAYPbl INPOBEPKHU IMOAJIUHHOCTH
OneKTpOHHOU HOATUCH pu oOMeHe
ONEeKTPOHHBIMU JIOKYMEHTAMHU C HCIIOIb30BaHUEM
Cucrempr JIBO BUOUT, VYmnoaHOMOYEHHBIN
IIpencraButens Knuenta mnpencrasiaser banky
IIICBMEHHOE 3asBJICHHE, COJEP)KALIEEe CYLIECTBO
MpPEeTeH3Ul C yKa3aHWeM Ha  JJEeKTPOHHBIN
JIOKYMEHT, KOTOPBIA OH OCIIapUBAaET.

Baux n KitmeHT nOo/mKHEI B TeueHne He 0oJiee MATH
paboumx mHeH oT Aarel mpueMa baHkoM 3asBieHUs
Knuenra chopMupoBaTh CornacurenbHy0
KOMHCCHIO ISl €T0 PACCMOTPEHHS.
CornacutensHasi KOMECCHS JOJDKHA 3aKOHYUTH
CBOIO paboTy B TeuyeHue 14 pabouux AHEH c
MOMEHTA €€ CO3/IaHHUS.

Pemenwne CornacurenbHON
MPUHUMAETCS  OOJBIIMHCTBOM
YYaCTHHUKOB, othopmisieTcs

KOMHUCCHUH
T'0JIOCOB €
aKTOM u
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10.7.

10.8.

10.9.
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create the UES, the history of BIFIT RBS settings
for using the Cloud Signature and UES in the Bank’s
system logs, as well as the Electronic Document
Confirmation Tools used to create the Cloud
Signature and UES in the disputed Electronic
Document. The Bank ensures the protection of data
from possible distortions during storage. The Bank
ensures the storage of the original Electronic
Signature Verification Key Certificates of the Client
received by the Bank.

In the case of a remote request by the Authorized
Representative of the Client for the reissuance of an
Electronic Signature Verification Key Certificate,
the Bank ensures the storage of the Electronic
Signature Verification Key Certificate signed by the
Authorized Representative of the Client and
received by the Bank in electronic form.

The procedure for verifying the authenticity of the
Electronic Signature when exchanging Electronic
Documents using the BIFIT RBS is carried out by a
Conciliation Commission, which includes duly
authorized representatives of both Parties (at least
two persons from each side). By agreement of the
Parties, an independent expert may be included in
the commission.

If the disputed Electronic Document is part of a
package of Electronic Documents, the signature
verification procedure is carried out for the package
of Electronic Documents, which includes the
disputed Electronic Document.

Procedure for Resolving Disputes:
10.9.1. If it is necessary to verify the authenticity of
the Electronic Signature when exchanging
Electronic Documents using the BIFIT RBS, the
Authorized Representative of the Client submits a
written application to the Bank containing the
essence of the claim and indicating the Electronic
Document being disputed.
10.9.2. The Bank and the Client must, within no
more than five working days from the date the Bank

receives the Client’s application, form a
Conciliation ~ Commission to  review it.
10.9.3. The  Conciliation  Commission  must
complete its work within 14 working days from the
date of its formation.
10.9.4. The decision of the Conciliation

Commission is made by a majority vote of its
members, documented in an act, and signed by all



10.9.5.

10.10.2.

TIOJIITMCHIBACTCS] BCEMH YJIEHAMU KOMHUCCHH.
B ciyuae, eciiu CTOpOHBI HE MPHUIILTH K B3aHMHOMY
COTJAICHUI0 WJIM B  Clly4ae OTKaza  OT
JIOOPOBOJIBHOTO UCTIOJTHEHHUS peleHus
CormacurensHoit komuccuy, CTOPOHBI PEIIAIOT
KOH()JIMKTHYIO CUTYAIHIO B CYZACOHOM MOPSIKE.

10.10. Mponenypa mporepku YHIIIL.
10.10.1.

Host MIPOBEPKU IIPUHAAJICKHOCTH

ONEeKTpOHHOH  TMOANHUCH  YIOJHOMOYEHHOMY

IIpencraButento Knuenta U mpoBEepKH OTCYTCTBUS

HCKa)KEHUH B ONEeKTPOHHOM JOKyMEHTE

VIOJHOMOYEHHBIM paboTHHKOM banHka u3 06a3bl

nanaeix banka wmsBnekaercs ¢aitn Ceprudukara

KII04a  NPOBEPKH  BJICKTPOHHOW  IOAIUCH

VYnonnomouennoro IlpeacraButens Kiuenta -

Biaafgensia  CepTudukara KIO4Ya  MPOBEPKH

AJEKTPOHHOM TOJIIKCH, HCHOJIb30BAHHBIA IPHU

CO3JJaHUU YHOII nopg ocrHapuBacMbIM

SHGKTpOHHbIM JOKYMCHTOM.

VYcranaBnuBaeTcs NPUHAAICKHOCTh — KIFOYa
MIPOBEPKHU DJIEKTPOHHON MOAMNUCH, COAEPIKAILIETOCS
B u3BJeueHHOM (haiine, Bmanenbiy Ceprudukara
KJII0Yya TPOBEPKH JIIEKTPOHHOM MOAMNHCH 10
cieayrolLlel npoueaype:

u3 6331)1 JaHHBIX HN3BJICKACTCs

Ceptudurar KITOYa  TPOBEPKU  IJICKTPOHHOMN

MTOAITACH YTOITHOMOYEHHOTO IIpencraBurens

Knuenra - Bnagensia Ceprudukara Kitoya IpoOBEPKH

3JIEKTPOHHOMN MTO/ITIHCH. YcranaBnuBaeTcs

MIPUHAUIEKHOCTh KJII0Ya MPOBEPKH ODIEKTPOHHON

noxanucu Brnazgensiy Ceprudukara Kio4a NpOBEPKH

BHeKTpOHHOfI MOANMCH, MyTEM CPaBHCHHUSA C KIIFOYOM

MIPOBEPKN DJIEKTPOHHOM TMOJIMNCH, YKa3aHHOMY B

Ceprudukare HOpPOBEPKH KIOYAa  BIECKTPOHHOU

Imoanucu B 6YMa)KHOM BUIAC, HUMCIOONIMMCA B

pacnopsbkenun  banka. Eciu  cooTBeTCTBUE HE

IIEpBUYHBIN

YCTAQHOBIICHO, ~ TO  NPHHLISKHOCTH  KIIOYaA
DJEeKTpOHHOH  TOANWCH  JaHHOMY  BIaJelIbIly
Ceprudukara KiI0Ya TPOBEPKH  DIIEKTPOHHOU
MOJIIHCH - Knmenty/YnoiaaomoueHHOMY

[IpencraButemo Kinuenra He moATBEPKIACTCS,

n3 0a3pl JAHHBIX W3BIIEKAETCS MOCIERYIOMHN (TpH
Hanuuuu TakoBoro) CepTudukar KiIrodYa MPOBEPKU
3JIEKTPOHHOU HOAITUCH VY I0JIHOMOYEHHOIO
[Ipencrasurens Kinenra - Bnagensiia Ceprudukara
KIII0oYa TPOBEPKH  JJIEKTPOHHOH  MOAIUCH U
yCTaHaBIUBAETCS (aKT €ro IMOAMUCAHUS EPBHYHBIM
KJIFOUOM ODJIEKTPOHHOW TMOAMKCH IO COACPIKAHHIO
Ceptudukara Kitoya TIPOBEPKH  BJICKTPOHHOHN
moAnMcy. B IPOTHUBHOM ciiydyae - MPUHAIJICKHOCTD
KJTFO9a JTAaHHOMY YI0THOMOYCHHOMY
IIpencraButento Knuenra He mOATBEPKAAETCS;

BBINICYKA3aHHBIC  JICUCTBUS  IOCIEIOBATEIBHO
TIOBTOPSIOTCSL BIUIOTH 10 TpoBepku Ceprtudukara
KITF0Ya MTPOBEPKH AJIEKTPOHHOM TMOJIICH BIIAJEINbIIA,
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members of the commission.
10.9.5. If the Parties do not reach a mutual
agreement or in case of refusal to voluntarily execute
the decision of the Conciliation Commission, the
Parties resolve the dispute in court.

for Verifying the UES:
10.10.1. To verify the ownership of the Electronic
Signature by the Authorized Representative of the
Client and the absence of distortions in the
Electronic Document, the Bank’s authorized
employee extracts the Electronic Signature
Verification Key Certificate file of the Authorized
Representative of the Client—the holder of the
Electronic Signature Verification Key Certificate—
used to create the UES for the disputed Electronic
Document  from  the  Bank’s database.
10.10.2. The ownership of the Electronic Signature
Verification Key contained in the extracted file is
established by the following procedure:
The primary Electronic Signature Verification Key
Certificate of the Authorized Representative of the
Client—the holder of the Electronic Signature
Verification Key Certificate—is extracted from the
database. The ownership of the Electronic
Signature Verification Key by the holder of the
Electronic Signature Verification Key Certificate
is established by comparing it with the Electronic
Signature Verification Key specified in the paper
version of the Electronic Signature Verification
Key Certificate available to the Bank. If no match
is found, the ownership of the Electronic Signature
Key by the holder of the Electronic Signature
Verification Key Certificate—the
Client/Authorized Representative of the Client—is
not confirmed;
The subsequent (if any) Electronic Signature
Verification Key Certificate of the Authorized
Representative of the Client—the holder of the
Electronic Signature Verification Key
Certificate—is extracted from the database, and the
fact of its signing with the primary Electronic
Signature Key is established based on the content
of the Electronic Signature Verification Key
Certificate. Otherwise, the ownership of the key by
this Authorized Representative of the Client is not
confirmed:;
The above actions are sequentially repeated until
the Electronic Signature Verification Key
Certificate of the holder used to create the
Electronic Signature for the disputed Electronic
Document is verified. If the content of the



WCTIONB30BAHHOTO  JUISI  CO3/IaHUs  DJIEKTPOHHOMN
MOANIMCH  TIOJT  OCTIAPWBAEMBIM  DJIEKTPOHHBIM
nokymentoMm. Ecnmm u3 comepxkanust Ceprudukara
KIIF0oYa TIPOBEPKH DJIIEKTPOHHOW TOAmUCH B 0Oasze
JMaHHBIX HE cienyeT, uto CepTHHUKAT MpOBEpeH U
nognucad npeapinymuM  CepTudukaTtoM KIroda
MPOBEPKU JEKTPOHHOM MIOJIITUCH
COOTBETCTBYIOIIIETO YTIOITHOMOYEHHOTO
[Ipencrasurens Kimenra - Bmagensna Ceprudukara
KITI04a POBEPKU JNIEKTPOHHOI TOJIITUCH,
MIPUHAUIKHOCTh KIII0Ya OJIEKTPOHHOW ITOAIHCH
TaKoOMY Y0IHOMOYEHHOMY [IpencraBurento
Knmenra He noaTBepkaaercs. B mpotuBHOM ciyyae -
Kmtou  DnexTpoHHO# — moamucd — MpU3HAETCA
MIpUHAUIeKAIAM yKa3aHHOMY B ero Ceprudukare
KITI04a NPOBEPKHU AIIEKTPOHHOM MOJIITUCH
VYnonnomouenHomy [Ipencrasurento Knuenra.

10.10.3.YcranaBnuBaercs JIeHCTBUTEIBHOCTh
Ceprudukara Kio4ya MpoOBEpKU IJICKTPOHHON
noanucy YnoiaHoMoueHHoro Ilpencrasurens
Kmuenra - Bmagemsnia Ceprudmkara Kiroda
MPOBEPKHU 3JIEKTPOHHON MOJINUCH, HA MOMEHT
NOJy4YECHUA bankom OCIIapUBAEMOI0
OnexTpoHHOTO  mokymeHra.  CepTudukar
KJI0oYa TIPOBEPKH JJIEKTPOHHOM moamucu
ABJISICTCA HCI[GI\/'ICTBI/ITGIHJHLIM Ha MOMCHT
MOy YECHUS Bbankom 0CIIapHBaEMOro
DJIEeKTPOHHOT0 TIOKYMEHTA, €CIIH:

® cpok neiictBus Ceprudukara KIro4a MpoOBEpKU
AJIEKTPOHHOTO JIOKYMEHTA HCTEK;
® jannblii  CepTUHUKAT KJIHOYa  MPOBEPKU
AJIEKTPOHHOM MOJITUCH OBUT TIOMEIIEH B CITMCOK
OTO3BaHHBIX CEPTHHUKATOB.
B npotuBHOM citydae, Ceprudukar kiroua mpoBEpKH
ANEKTPOHHOU ITOIITUCH Y10JIHOMOYEHHOT O
[IpencraButens Kimenra - Bmagenpma Ceprudmkara
KJIFOYa MPOBEPKH 3JICKTPOHHON TOMUCH TPU3HACTCS
JIEHCTBUTEIBHEIM.

10.10.4. YcranaBnuBaeTcs GpakT OJIOKMPOBaHUS
nocryna Buaneneily Ceprudukara — Kirova
MIPOBEPKH DJEKTPOHHOM moamucu Kk Cucreme
AbO BUOUT na MomeHT momydeHUs: bankom
OCIIapUBAEMOro DJIEKTPOHHOTO TOKyMeHTa. B
cly4dae, €ciu JlaTa IojlydeHuss baHkom
VYBegomieHus O  KOMIPOMETallMU  KIIO4Ya
OJISKTPOHHOW TMOANKCH W/WIKM 3asBJICHHUS Ha
omokupoBanue goctyna B Cucremy JbO
BUDUT VnomnomoueHnHomy IlpencraBuresnto
Kmnenta — Bnagensiry Ceprudukara Kioda
IIPOBEPKHU 3JIEKTPOHHOM MOJIMCU paHbLIE AaThl
MOJTyYeHUS bankom OCIIapuBaEMOr0
ONEeKTPOHHOTO JIOKyMEHTa — TaKkon

Electronic Signature Verification Key Certificate
in the database does not indicate that the Certificate
has been verified and signed by the previous
Electronic Signature Verification Key Certificate
of the corresponding Authorized Representative of
the Client—the holder of the Electronic Signature
Verification Key Certificate—the ownership of the
Electronic Signature Key by such Authorized
Representative of the Client is not confirmed.
Otherwise, the Electronic Signature Key is
recognized as belonging to the Authorized
Representative of the Client specified in its
Electronic Signature Verification Key Certificate.

10.10.3. The validity of the Electronic Signature

Verification Key Certificate of the Authorized
Representative of the Client—the holder of the
Electronic Signature Verification Key Certificate—
is established at the time the Bank received the
disputed Electronic Document. The Electronic
Signature Verification Key Certificate is invalid at
the time the Bank received the disputed Electronic
Document if:

The validity period of the Electronic Signature
Verification Key Certificate has expired;

The Electronic Signature Verification Key
Certificate has been placed in the list of revoked
certificates.

Otherwise, the Electronic Signature Verification
Key Certificate of the Authorized Representative
of the Client—the holder of the Electronic
Signature  Verification Key Certificate—is
recognized as valid.

10.10.4. The fact of blocking access to the BIFIT RBS for
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the holder of the Electronic Signature Verification
Key Certificate at the time the Bank received the
disputed Electronic Document is established. If the
date the Bank received the Notice of Compromise of
the Electronic Signature Key and/or the application
to block access to the BIFIT RBS by the Authorized
Representative of the Client—the holder of the
Electronic Signature Verification Key Certificate—
is earlier than the date the Bank received the
disputed Electronic Document, such Electronic
Document is recognized as invalid. Otherwise, or if
it is established that the Bank did not receive the
corresponding Notice of Compromise of the
Electronic Signature Key and/or the application to
block access to the BIFIT RBS by the Authorized
Representative of the Client—the holder of the
Electronic Signature Verification Key Certificate—



10.10.5.

10.11.

10.11.1.

DNEeKTPOHHBIN JIOKYMEHT MpHU3HaeTCA
HeJEHCTBUTEIRHBIM. B mpoTuBHOM ciiydae o
MpH  YCTAaHOBJICHWUM  OTCYTCTBUA  (DaKTa
MOy YeHUS bankom COOTBETCTBYIOIIETO
YBenoMiieHHsT O  KOMIPOMETAlMH  KITF04a
DOJEeKTpOHHON NOANMKUCH W/HIM 3asBICHUS Ha
osnoxupoBanue jgoctynma B Cucremy J1bO
BU®UT VYnonnomouennomy IlIpencraBurento

KmueHTa — Buaaenslly Ceprudukara Kiroda
MIPOBEPKU AJIEKTPOHHOM MOITUCH
OCIapuBaeMbIil DIIeKTPOHHBIN JIOKYMEHT

MIPU3HAETCS AEHCTBUTENBHBIM U KOPPEKTHBIM.

[IpoBepka DJEKTpOHHOM MOANMCHU
OCIIApUBAaEMOr0  DIIEKTPOHHOTO  JOKyMEHTa
MPOU3BOAUTCS B aBTOMATHYECKOM PEXHUME
Cucremoii JIbO BUOUT. IlpoTokon mpoBepku
VYHODII cocraBnseTcss ¥ MOANUCHIBACTCS BCEMU
mreHamMu CorjlacUTeILHON KOMHCCHH.

IIpouexypa nposepku O0a4HOIi HOANUCH

s mpoeepku mnpuHapIexkHoCcTH OOIavHOM
noanucu YmnonHomoueHHoMY [IpencraBurento
Kinventa u  OTCYTCTBUSL  MCKaXKEHUH B
OJIEKTPOHHOM JIOKYMEHTE u3 0a3bl JaHHBIX
banka ymomHomo4yeHHBIM paboTHHKOM banka
W3BIIEKAETCS  OCIapUBaeMoe  ODIIEKTPOHHOE
cooO1enue, (aii MOANKUCH K OCMAapHBAEMOMY
OJIEKTPOHHOMY ~ COOOIIeHMIO W dalinm ¢
uneatudrukaropom OOIaYHON TOIHCH.
10.11.1.1. JIns pa3dopa KOH(MIMKTHOH CHTYyalllH
UCTIONIB3YIOTCS  ATaJIOHHBIE  MPOTPaMMHO-
anmapatHsle cpenacTBa banka (Cuctema /IbO
BU®UT). Hcnomb3yercsi — ClenUAIbHOE
MporpaMMHOe obecrieueHue,
npeHa3HaueHHoe sl mpoBepku OOauHOM
MOJIITUCH TI0/] DIEKTPOHHBIM JTOKYMEHTOM.
10.11.1.2. VYcraHaBpnuBaeTcd — IPUHAAICKHOCTh
Kioya npoBepkd  OOJayHOW — TOJIKCH,
COJIepKalerocss B HM3BICUECHHOM  (aiine,
YTOoTHOMOYEHHOMY [IpencraButemnto
Knuenta mo cnenytomeld — mpoueaype:
cpaBHUBaeTcsa HoMep kimoua OOmauHON
MOJITUCH, W3BJICUEHHBIH W3 0a3bl JaHHBIX
banka, ¢ HOMepoM KITlOYa, yKa3aHHOTO B
brnanke Cepruduxara Ki04a NPOBEPKU
3IEKTPOHHOMU MOAIINCH Knuenra,
xpaHsmierocst B jocke Knmenra, wim B 0aze
JAHHBIX banka. B clyyae, ecian
MPUHAUIEKHOCT,  KITI0Ya  YCTaHOBJIEHA,
CornacutenbHas KOMHCCHS TIEPEXOJIUT K
cienyromemMy odtamy. llpm HecoBmaaeHun

MHQOpMALMM ~ OCHAPHBACMBIH  JTOKYMEHT
MPU3HAETCS HEKOPPEKTHBIM.
10.11.1.3. [IpoBepka OOCnayHON moOANIUCH

the disputed Electronic Document is recognized as
valid and correct.

10.10.5. The verification of the Electronic Signature of the

disputed Electronic Document is carried out
automatically by the BIFIT RBS. The UES
verification protocol is drawn up and signed by all
members of the Conciliation Commission.

10.11. Procedure for Verifying the Cloud Signature:

10.11.1. To verify the ownership of the Cloud
Signature by the Authorized Representative of the
Client and the absence of distortions in the
Electronic Document, the Bank’s authorized
employee extracts the disputed Electronic Message,
the signature file for the disputed Electronic
Message, and the file with the Cloud Signature
identifier from the Bank’s database.
10.11.1.1. To resolve the dispute, the Bank’s
reference hardware and software tools (BIFIT RBS)
are used. Special software designed to verify the
Cloud Signature under the Electronic Document is
used.

10.11.1.2. The ownership of the Cloud Signature
Verification Key contained in the extracted file is
established by the following procedure: the Cloud
Signature Key number extracted from the Bank’s
database is compared with the key number specified
in the Client’s Electronic Signature Verification Key
Certificate form stored in the Client’s dossier or in
the Bank’s database. If the ownership of the key is
established, the Conciliation Commission proceeds
to the next stage. If the information does not match,
the disputed document is recognized as incorrect.
10.11.1.3. The verification of the Cloud Signature of
the disputed Electronic Document is carried out
automatically by the BIFIT RBS. The UES
verification protocol is drawn up and signed by all
members of the Conciliation Commission.

10.12. Liability of the Parties in Case of Disputes
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Regarding Electronic Documents Signed with an
Electronic Signature Exchanged Using the BIFIT
RBS:

10.12.1. The Bank is not liable to the Client in the
cases specified in the Rules (including their
appendices), as well as when the Conciliation
Commission establishes the following facts during
the verification of the UES under the disputed
Electronic Document:

The Electronic Signature Verification Key in the



OCIIapUBAaEMOIo JIEKTPOHHOTO JOKYMEHTa
IPOU3BOJUTCA B aBTOMATHUECKOM pEKUME
Cucremoit JIbO BUDUT. [Iporoxon
MIPOBEPKH YHO3II COCTaBIISICTCS u
HOJIHCHIBACTCS BCEMHU YICHAMU
CornacutenbHONH KOMHCCHH.

10.12. OtBetrcTBeHHOCTh CTOPOH IIPU OCHApUBaHUHU
DNeKTPOHHBIX JOKyMEHTOB, TIOIMCAHHBIX
DJNEKTPOHHON  MOANKMCBIO,  OOMEH  KOTOPBIMH
ocymiecTBisieTcs ¢ wucrons3oBanueM Cucrtemsr J[bO
BUDUT.

10.12.1. bBank He HeceT OTBETCTBCHHOCTH TIepe
Kinenrom B ciyyasix, ykazaHHbIX B [IpaBuiax
(BKIIOYAs MPUIOKEHHUS K HUM), a TaKke MpHU
yctaHoBiieHnn COINIaCUTETFHON KOMECCHEH
COBOKYITHOCTH  CIIEAYIOMHMX (aKTOB TPHU
nposepke  YHOII moxg  ocmapuBaemMbiM
QHGKTPOHHLIM JOKYMCHTOM:
® KIIY IMPOBEPKH OIEKTPOHHOM MOANHCH B
OCIIapuBaeMoM ONeKTpOHHOM JIOKYMEHTE
MIPUHAUISKUT YTIoMHOMoueHHOMY [Ipencrasurento
Kmuenra - Bnagenmsity CepTudukara Kioda
MIPOBEPKH JEKTPOHHOHN MOATHCH;

® Ceprudukar KIOYa TPOBEPKH  DJIEKTPOHHON
noanucu  YnoiaHomodyeHHoro  IlpencraBurens
Kmuenra — Bnagemsiia Ceprtudukara ximoda
MIPOBEPKHU 3IEKTPOHHOMN IOITUCH ObLI
JICHCTBUTETICH HAa MOMEHT TOJy4deHHs baHkoM
OCITapUBAEMOT0 DJIEKTPOHHOTO JIOKYMEHTA;

® He YyCTaHOBJIEH (aKT ToiydeHus baHKOM OT
Kimenra YBemomiieHus: 0 KOMIIPOMETAIMA KITIOYa
ONEeKTpOHHOW TIOANMCH W/WIKA 3asBICHUS O
6noxupoBanum noctymna B Cucremy JIbO BUDOUT
Ynonuomouennoro Ilpeacrasutens Kiuenra, ¢
ucnonp3oBanreM  CpencTtBa  MOATBEPIKIEHUS
OJIEKTPOHHOIO0  JOKYMEHTa,  KOTOPBIM  OBLI
HOoAMUCaH ocriapuBaeMblid ONEeKTPOHHBIN
JIOKYMEHT, MO0 MOMEHT TmodydeHus baHkoM
VYBenomieHuss O KOMIIPOMETallMH  KJFO4Ya
OJISKTPOHHOW TMOJMUCH W/WIM 3asBJICHUS Ha
0JI0KMpOBaHHE MO3KE MOMEHTa Noy4yeHus: bankom
OCIIApUBAEMOr0 DJIEKTPOHHOTO TIOKYMEHTA.

10.12.2. OTBETCTBEHHOCTH banxka HacTymaeT
UCKITIOYUTEIBPHO TPU HAJWMYUW JIOKA3aHHOW BWHBI
MOCJAEAHET0 W HAJIWYAA  OPSIMOH  NPUYHMHHO-
CJIC/ICTBEHHOI CBSI3H MEXIy  HACTYyHHMBIIUMH
COOBITHSMH, JIOKa3aHHOW BUHOW baHka M HEraTWBHBIMH
st Knmuenta mocnenctBusimu (yiepoom). B mobom
cllydae, HU TpU Kakux OOCTOATENbCTBAX, baHK He
Bo3MelIaeT KineHTy ynyeHHyI0 BBITOTY.

10.12.3. Knuent/Ynonnomouennsiii  [IpencraBuTeinsb
KnuenTa HecyT OTBETCTBEHHOCTH nepei baHkoM BO Bcex

disputed Electronic Document belongs to the
Authorized Representative of the Client—the
holder of the Electronic Signature Verification Key
Certificate;

The Electronic Signature Verification Key
Certificate of the Authorized Representative of the
Client—the holder of the Electronic Signature
Verification Key Certificate—was valid at the time
the Bank received the disputed Electronic
Document;

The Bank did not receive a Notice of Compromise
of the Electronic Signature Key and/or an
application to block access to the BIFIT RBS by
the Authorized Representative of the Client using
the Electronic Document Confirmation Tool with
which the disputed Electronic Document was
signed, or the moment the Bank received the
Notice of Compromise of the Electronic Signature
Key and/or the application to block access was
later than the moment the Bank received the
disputed Electronic Document.

10.12.2. The Bank’s liability arises exclusively in the

presence of proven fault on its part and a direct
causal connection between the events that occurred,
the proven fault of the Bank, and the negative
consequences (damage) for the Client. In any case,
under no circumstances does the Bank compensate
the Client for lost profits.

10.12.3. The Client/Authorized Representative of the
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Client is liable to the Bank in all and any cases of
non-fulfillment and/or improper fulfillment of the
Rules  (including their appendices), these
Regulations, the provisions of the legislation of the
Russian Federation, and the requirements of the
Bank, and bears the risk of any legal and/or financial
consequences, including adverse consequences for
the Client, the Bank, and other persons related to
such violation/improper performance.



5 JIFOOBIX A/ Wi

HEHAJIEKAILIETO

CITyJasix HEBBITIOJTHEHUS
BoimonHeHuss llpaBun  (Brumrouas
OPWIOKEHUS K HHUM), PeriaMmenra, mOJOXEHUN
3akoHojaTtenbcTBa  Poccuiickoit  ®enepauun U
TpeOoBaHmii baHka, a Takke HECYT PUCK HACTYILUICHHS
JOOBIX TIPABOBBIX W/WiM ()MHAHCOBBIX IOCJICACTBHIA, B
TOM uucie HeOmaronpusTHeIX juis Knmenrta, Banka,
WHBIX JIUII, CBSI3aHHBIX c TaKUM
HapyIIeHHeM/HeHa [JIeKAIIM UCTIOTHEHHUEM.

11.3AKIIOYUTEJIBHBIE ITOJIOXKEHU A

11.1.

11.2.

11.3.

11.4.

PernameHT coCTaBlieH Ha PYyCCKOM M aHIJIMHCKOM
si3pIKax. B ciayyae BO3HMKHOBEHHUS TPOTHUBOPEUUi
IIPUOPUTETHBIM CYMUTAETCs TeKCT Pernamenra Ha
PYCCKOM SI3BIKE.

[IpaBootHomenuss  CTOpoH,  yperyJIMpOBaHHBIC
PernamenTom, a TaKxKe Tro0BIe HHbIE
[PaBOOTHOIIECHUS CropoH, CBS3aHHbIC c
BBITIOJITHCHUEM Permamenra, MoJIeKaT

pPEeryJMpOBaHHI0O U TOJIKOBAaHUIO B COOTBETCTBUH C
3aKOHOJATeNbCTBOM Poccuiickoit denepannn.

B cnyuae, ecnu mro6ast u3 CTOpPOH OTKaXeTcs OT
ncnonHeHus penieHus CorIacHTENBHOM KOMHCCHH,
BCE€ CIIOPHI U Pa3HOINIACHA MOAJIEKAT Pa3pEIICHUIO B
COOTBCTCTBUM C HACTOAIIWUM ITYHKTOM. Bcee CIIOpPBI,
BO3HHKaromue Mmexy Kimmenrom u bankom B pamkax
BBINIOJTHEHHUA PernmameHTta WiuM B CBA3M C HHM,
MOAJIEKAT  PA3PEUICHHI0O B COOTBETCTBUU  C
3aKoHOaTenbCTBOM Poccuiickoi ®denepannu myTem
[IEPErOBOPOB, & B CIy4ae HEBO3MOXKHOCTH TaKOTO

pemienuss - B ApOutpaxHoM cyne PecryOnmku
Tarapcran.

Kmuent BrpaBe oOpatuthes B BaHK ¢ muChbMEeHHOM
NpeTeH3uel, MNOANHCAHHOH  YTIOJHOMOYEHHBIM

[Ipencrasutenem KinreHTa U CKpeIIeHHOHN MMEYaThHIO
nocnefnero (MpW HATUYWAW) IyTeM oOpamieHus B
opuc baHka, MO ero OPUIAMYECKOMY ajpecy.
IInceMeHHBIN oCy1eOHbBIN MOPSAIOK
YperyiaupoBaHus CHopoB ¢ baHkoMm, B pamkax
HacTosIero PerimamenTa, SBAsSETCS 00S3aTEIBHBIM.
Cpok orBeta Ha JocylaeOHyro mpereHsuto — 15
(maTHamaTh) pabouMX MHEW C AAaThl €€ MOTyUIEHHUS
bankom.

B cyuae n3MeHeHUS MOJIOKEHUH 3aKOHOIATEIbCTBA
Poccuiickoit deaepanuu, npu KOTOPBIX MOJOKEHUS
PernamenTa BXOIAT B IPOTUBOPEUHE C TIOJIOKEHUSIMU
3aKoHoaTenbcTBa Poccuiickoit denepannu, K TAKUM
npaBooTHOIICHUAM CTOPOH TMOJICkKAT MPUMEHEHHUTO
MOJIOXKEHUS 3aKOHOJIaTeJILCTBA Poccuiickoi
®denepanun.

11. FINAL PROVISIONS

11.1 These Regulations are drawn up in Russian and
English. In case of any discrepancies, the Russian
text of the Regulations shall prevail.

11.2. The legal relations of the Parties governed by these

Regulations, as well as any other legal relations of

the Parties related to the implementation of these

Regulations, shall be regulated and interpreted in

accordance with the legislation of the Russian

Federation.

11.3. If either Party refuses to comply with the decision of

the Conciliation Commission, all disputes and

disagreements shall be resolved in accordance with
this clause. All disputes arising between the Client
and the Bank in connection with or related to the
implementation of these Regulations shall be
resolved in accordance with the legislation of the

Russian Federation through negotiations, and if such

resolution is impossible, in the Arbitration Court of

the Republic of Tatarstan.

The Client has the right to submit a written claim to

the Bank, signed by the Authorized Representative

of the Client and sealed by the latter (if applicable),
by contacting the Bank’s office at its legal address.

The pre-trial written procedure for resolving

disputes with the Bank, within the framework of

these Regulations, is mandatory. The response time
to a pre-trial claim is 15 (fifteen) working days from
the date of its receipt by the Bank.

11.4.In the event of changes in the provisions of the

legislation of the Russian Federation, under which

the provisions of these Regulations conflict with the
provisions of the legislation of the Russian

Federation, the provisions of the legislation of the

Russian Federation shall apply to such legal

relations of the Parties.
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11.5.

11.6.

B caydae mnpu3HaHMS ~KaKoOro-mmOO  YCIOBHS
PernamenTa HeACHCTBUTEIBHBIM, 5TO HE BIICYET
HENEHCTBUTEILHOCTH PernaMenTa B LIEJIOM H/MIIM
JMIOOBIX MHBIX MOJoKeHui Pernamenrta. Bsamen
HEACHCTBUTEIILHOTO MTOJIOJKEHMUS K
npaBooTHOIIEeHUSIM CTOPOH MOAJICkKAT MPUMEHEHUIO
HOPMBI 3aK0HO1aTeNbcTBa Poccuiickoit deaepaluu.

bank BOpaBe B OJHOCTOPOHHEM, BHECYJICOHOM
TIOpSIIKE BHOCHUTh W3MEHEHHWs B Permament w/wiam
npuwioxeHuss Kk HeMmy. HM3meHeHuss B Pernmament
BCTYMAIOT B CHUJIYy M MOAJSKAT NPUMEHEHHIO K
npaBooTHomeHusiM CtopoH mno wuctedeHuun 10
(lecsTr)  KaJIeHmApHBIX  JHEH ¢  MOMEHTa
pa3MeIeHNs TAKUX U3MEHEHUH I HOBOW peAaKINU
PernamenTa Ha pecypce: https://131.ru/contracts wim
JIOBEJICHNS 10 cBeaeHUd KimeHTa TaknxX M3MEHEHMH
MOOBIM WHBIM JOCTYMHBIM banky cmocobom. [lo
Hayajla KaXJoro B3aumMojciicTBus ¢ baHkom ¢
ucnons3oBanueM Cucremel [IbO BUDUT, B TOoM
4iclle HampaBlieHHMs B anapec banka mroboro
DIEeKTPOHHOr0 TOKYMEHTA, a TAKXKE HE PexkKe OJTHOTO
pa3a B 10 (/lecsarts) kaneHnapHbix auei, KitueHt u ero
YnonHOMOYEeHHbIE [IpencraBurenu 00s13aHbI
3HAKOMUTHCA C PCI‘HaMeHTOM, a TAKXKE€ NIBMCHCHUAMU
B HeMm. He o3HakoMieHUE WM HECBOEBPEMEHHOE

03HAKOMJICHUE Kienra W/Anm ero
VY HOITHOMOYEHHBIX [IpencraButeneit c
W3MEHEHMSIMM, BHECEHHBIMU B PeriameHr, He

SIBJIISIETCSI OCHOBAaHHMEM [UJISi MX HENPUMEHEHHUS K
npaBooTHouieHusiM CtopoH. B ciayuyae Hecormacus
Knuenrta ¢ m3aMeHeHussMH B PeritameHT, mocieaHuid
BIIpaBe PacTOpPTHYThH Cornamenue 00
OCYILIECTBICHUHU WH(POPMAITHOHHOTO
B3aUMOJEUCTBUS C  uUcnosib3oBaHueM Cucrem
“H(OPMAITUOHHOTO obmeHa B paMKax
ucnonb3oBanuss Cucremsr JbO BUOUT _ | B
NOpPSIAKE U Ha YCJIOBMSIX, yKa3zaHHbIX B I[IpaBunax,
€CIM MHO€ HE YKa3aHO B OT/AEIHLHOM COTJIANICHUU
CtopoH, MUCBEMEHHO yBeAoMHB 00 3ToM bank He
MO3/IHEE AAThI BCTYIUICHUS TAKUX U3MEHEHUH B CUITY,
cornmacHo Pernamenty. B ciywyae HenosaydeHus
bankom, 510 BCTyIUJIEHHS B CHJIy HM3MEHEHUN B
Pernament nucsmenHoro yBemomuienus Kiuenra,
M3MEHEHUS] CUUTAIOTCSH OE30TOBOPOYHO MPHUHITHIMHU
Kimmenrtowm, 3aKITIOYCHIE JIOTIOTHUTETHHBIX
cornamenuii CTopoHamMu He TpeOyeTCsl.

11.5.

11.6.
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If any provision of these Regulations is declared
invalid, this shall not invalidate the Regulations as a
whole and/or any other provisions of these
Regulations. In place of the invalid provision, the
norms of the legislation of the Russian Federation
shall apply to the legal relations of the Parties.

The Bank has the right to unilaterally and out of
court amend these Regulations and/or its
appendices. Amendments to these Regulations shall
enter into force and apply to the legal relations of the
Parties after 10 (ten) calendar days from the date of
publication of such amendments or the new version
of the Regulations on the
resource: https://131.ru/contracts or notification of
the Client of such amendments by any other means
available to the Bank. Before each interaction with
the Bank using the BIFIT RBS, including sending
any Electronic Document to the Bank, as well as at
least once every 10 (ten) calendar days, the Client
and its Authorized Representatives are obliged to
familiarize themselves with these Regulations and
any amendments thereto. Failure to familiarize or
untimely familiarization of the Client and/or its
Authorized Representatives with amendments to
these Regulations is not grounds for their non-
application to the legal relations of the Parties. In
case of the Client’s disagreement with amendments
to these Regulations, the Client has the right to
terminate the Agreement on Information Interaction
Using Information Exchange Systems within the
framework of using the BIFIT RBS __ , in the
manner and under the conditions specified in the
Rules, unless otherwise provided in a separate
agreement between the Parties, by notifying the
Bank in writing no later than the date such
amendments enter into force, in accordance with
these Regulations. If the Bank does not receive
written notification from the Client before the
amendments to these Regulations enter into force,
the amendments are considered unconditionally
accepted by the Client, and no additional agreements
between the Parties are required.



https://131.ru/contracts
https://131.ru/contracts

12.CIIMCOK NPUWJIOKEHUN

12.1 Ilpunoxkenne Nel 3asBieHHEe O NMPUCOCAMHEHUH K
Pernmamenty JIUCTAaHIIMOHHOTO 0aHKOBCKOTO
oOcyxuBaHMs KpeAUTHBIX opranu3anuii B AO «bank
131» ¢ ucnonszopanueM Cucremsl JIbO BUOUT

12.2. Ilpunoxenue Ne2 Akt npuema-nepenaun OKH
Cucremsl IO BUOUT

12.3. Ilpujioxenue Ne3 3aspicHHE O CMEHE JOTHHA H
CTaTHYECKOTO MapoIIst /pa30IOKUPOBKY TOCTYIa B CHCTEME
JbO BUDUT /cmene AOGOHEHTCKOTO HOMEpa

12.4. Tlpuno:xkenne Ned YBegoMieHHe 0 KOMIIPOMETAITHH
KITFoYa OJEKTPOHHON moamucu (TpeKpalieHuu JeWCTBUS
CpelcTBa MOATBEpXkIeHHs H(Mimu) o0 yTpaTe cpeacTsa
MOTBEPKAeHUS, 1 (WiIH) 00 rcronb3oBannu Crucremsr JJbO
BUOUT 6e3 cormacust Kimmenra)

12.5. Mpuaoxenne Ne5 HMHCTpykius 10 0OCCIICYCHUIO
nHPOPMAIMOHHOW Oe3omacHOCTH mpu padore B Crcreme
A0 BUDUT

12.6. Ilpunoxenue Ne6 TpeGoBaHWS K TPOTPaAMMHO-
TEXHHYECKUM CpPEICTBaM [UIsl TIPOBENEHUS PAaCUETHBIX
omepariuii B anekrponnoit popme B Cucreme 16O BUOUT

12.7. Ilpunoxenue Ne7 3asBieHUE HAa YCTAaHOBJICHHUE
OTPaHUYEHUI 10 TapaMeTPaM Ollepaluii C UCIIOJIb30BAHUEM
CucreMbl JAMCTAHIIMOHHOTO OAHKOBCKOI'O OOCITY)KMBaHUS
BUDUT AO «bank 131»

12.8. Ipunoxenne Ne§ Ceprudmurar Kio4da MPOBEPKH
SNIEKTPOHHOM TMOAINMUCH COTPYJHHMKA KJIMEHTa B CHCTEME
"iBank" IO BUOUT

12.LIST OF APPENDICES

12.1 Appendix No. 1: Application for Joining the
Regulations on Remote Banking Services for Credit
Institutions at Bank 131 JSC Using the BIFIT RBS.

12.2. Appendix No. 2: Act of Acceptance and Transfer of

the Functional Key Carrier (FKC) of the BIFIT

RBS.

12.3. Appendix No. 3: Application for Changing the

Login and Static Password / Unblocking Access to

the BIFIT RBS / Changing the Subscriber Number.

12.4. Appendix No. 4: Notice of Compromise of the

Electronic Signature Key (Termination of the

Confirmation Tool and/or Loss of the Confirmation

Tool, and/or Unauthorized Use of the BIFIT RBS

Without the Client’s Consent).

12.5. Appendix No. 5: Information Security Guidelines

for Working in the BIFIT RBS.

12.6. Appendix No. 6: Requirements for Software and

Hardware for Conducting Settlement Operations in

Electronic Form in the BIFIT RBS.

12.7. Appendix  No.7: Application for Setting

Restrictions on Transaction Parameters Using the

BIFIT Remote Banking System of Bank 131 JSC.

12.8. Appendix No. 8: Electronic Signature Verification

Key Certificate of the Client’s Employee in the

"iBank" BIFIT RBS.
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[Ipunoxxenne Nel x PerimaMeHTy MHCTAaHIIMOHHOTO OAHKOBCKOTO OOCTYXHBaHHUS KpeauTHBIX opranm3armii B AO «bank 131» ¢
ucnoib3oBanruem Crucremsl IO BUOUT

AO «bank 131»

420012, PO, Pecniybnmka TaTapcran,

r. Kazanb, yn. Hekpacosa, 1. 38
MHH/OI'PH 1655505780/1241600056390

202_

3asaennel Ne
0 npucoeuHeHUN K PersiaMeHTy TUCTAHIMOHHOTO 0AHKOBCKOI0 00C/Iy;KMBaHUS KPeAUTHLIX opranusanuii B AO «bank
131» c ucnons3oBanueM Cucremsl JJ6O BUOUT

DUO

Cepus 1 HoMep nacnopTa
Opras ¥ 1aTa BBLAAYH IaCOPTa
JeicTByOIKH HAa OCHOBAaHUM _
Ot umenu Kinenra

OI'PH

AJTpec AMeKTPOHHOM HOYTLE
AGoHeHTCKuii Homep®

Hacrosiuum coobuiato AO «bank 131» 4TO NONHOCTBIO M OE3YyCIIOBHO cOralaroch ¢ PerjgaMeHToM JUCTaHIMOHHOTO
0aHKOBCKOTO 00CITy)KMBaHMs KpeAuTHbIX oprann3anuii B AO «bank 131» ¢ ucnons3oBanuem Cuctems! JJbO BUOUT (nanee —
PernmameHT), 03HaKOMJICH U cornaceH ¢ PermamMeHTOM, BKIIOYasl €ro MpUIIOKEHHUS, U 0043yI0Ch cOOIIONATh BCE MOJIOKCHUS
Pernamenta npu ucnons3oBannu Cucremsl JIbO BUOUT (nanee — Cuctema JIbO BUDOUT).

Ipomy 3aperucrpupoBats MeHsi B Cucreme IO BUDPUT AO «baunk 131» u:

Ueeigate ®KH Pytoken u BeIycTHTh CepTH(HKAT KIF0OYa MPOBEPKH DJIEKTPOHHOM MOMAIMKMCH COTJACHO pasieny 4
Pernmamenra;

U] Beimare OGnavHyIo MOAMKCH, BBITYCTHTh CepTHHKAT KI0Ya IIPOBEPKH AIEKTPOHHOMN MOAIKMCH COINIACHO pasieiy 4
Permamenrta u ycTaHOBUTH AOOHEHTCKHH HOMEp, YKa3aHHBIH B HACTOSIIEM 3asBICHWH, U1 noctyma B Cucremy JIBO
BUOUT

U (ucnonvsyemes ons Ynonnomouennvix Ilpedcmasumeneit Knuenma c npagom npocmompa) yCraHoBUTH AGOHEHTCKUA
HOMEp, yKa3aHHBIH B HACTOSAIIEM 3asgBieHHH, A noctyna B Cuctemy JJBO BU®UT, a Taxke OnHOpPa30BBIX KOAOB AJISA
ayTeHTH(UKaIMu.

L VYBenomieHust 0 COBEPIICHHBIX OIEPAIMIX MPOIITY HAPABIATD:

O no adpecy 21eKmpoHHOL NOYMbl

O Ha Abonenmckuil Homep

IIpomy ycTAaHOBHTH CJIEAYIOINYI0 KOAOBYIO HHGOPMALHIO:
BOIIPOC: OTBET:

HacTosmum noaTeepkaaro, 9To yKa3aHHBIE B HACTOSIIEM 3asBICHHH AOOHEHTCKHUI(-ne) HOMep (-a) M aapec 3IEKTPOHHOU
TIOYTHI IPUHAIJIKAT UCKIFOYUTEIBHO U TOIBKO MHE, MHBIC JIMIIa HE UMEIOT JJOCTYIIa K HHUM.
C Ilpunoxenusmu Ne6,7 x PernaMeHTy 03HaKOMIIEH M COTJIAcEH, 005I3YI0Ch BHIITOJIHATH TPEOOBaHNUS, yKa3aHHbBIE B HHX.

Ynoanomouennoe guuo Kiaunenra: « » 20 2.
(noruce) (pacumdpoBKa MOAMUCH)

MII

! Homep 3astBieHns IPECBAMBACTCS TOCIIE PerHCTpaiuy YonHomouenHoro Ipeacrasurens Kiuenra B peecrpax Cucremer 50 BADGUT.
2 VKa3bIBaeTCs a/[pec SEKTPOHHOMN MOUTHI YIONHOMOYEHHOTO JHuua. [1ose 0653aTeNbHO /I 3aTOTHEHHSL.
% VkaspiBaeTcss AGOHEHTCKHIT HOMED YIOTHOMOYEHHOTO Julia. [lose 0653aTeNbHO /IS 3aMOTHEHMUSL.
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3anoansercsa bankom

Wnentudukanus YnoraoMoueHHOro Jnia KireHTa npoBeieHa, MOJTHOMOYHS U IOKYMEHTHI IIPOBEPEHBI, 3asiBIICHUE 3apeTUCTPUPOBaHO B banke
« » 20 T.

« _» 20 T

(AOMHKHOCTD) (moamnuce) (paciudpoBKa MOIIKCH. )
OrMeTKa 00 UCIOIHEHUH:
3asBICHUE BHINOIHEHO, IPUCBOCH Ne

« _» 20 T

(LOIKHOCTD) (1101HCH) (paciudpoBKa MOAMKCH.)
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Bank 131 JSC (Bank)
Nekrasova 38, Kazan, Republic of Tatarstan, 420012
INN/OGRN 1655505780/1241600056390

202_

Application! No./ 3asBiienne Ne

0 mpucoenuHenun K PeriameHTy auMcTaHOHOHHOro | ONn joining the Regulations on Remote Banking Service in
0aHKOBCKOI0 00C/Iy;KHBAaHHS KPeANTHBIX oprann3anmii B | the ‘Banking App’ system for Bank 131 JSC Corporate
AO «bank 131» ¢ ucnonszoBanrem Cucremsl IBO BUDUT | Clients and individual entrepreneurs

Full name / ®UO

Passport series and number/Cepust u HOMep macnopra
Authority issued the passport and date of the issue/Opran u
JlaTa BBIJIAYH [acIopTa

Acting on the basis of / [leiicTByronuii Ha OCHOBaHUHU _

On behalf of the Client / Ot umenu Kinenra

Registration No. / Peructparmonnsiii Ne

e-mail address/Anpec >1eKTpOHHOM MOYTHI?

Subscriber Number/ AGonenTtckuii Homep®

Hactosium coobmaro AO «bauk 131» uro momuocteio u | hereby inform Bank 131 JSC that | fully and unconditionally
Oe3yciioBHO cornamanch ¢ Permamentom muctanumonuoro —agree with the Regulations on Remote Banking Service in the
0aHKOBCKOr0 0OCTyXHMBaHUsA KpeauTHbIX opranu3anuii B AO  ‘Banking App’ system for Bank 131 JSC Corporate Clients
«bank 131» ¢ ucnions3osanurem Cucremsl JIbO BUOUT (nanee and individual entrepreneurs (hereinafter referred to as the
— PermamenT), o3HakomJeH u corjaceH ¢ Permamenrom, Regulations), have read and agree with the Regulations,
BKJIIOYAsl €ro NPHIOKEHUs, u 00s3ytoch cobmogate Bce including their annexes, and will comply withall the provisions
nonoxxenus: Pernamenra npu ucnonn3oBanun Cucremsl JIBO  of the Regulations when using the RBS system.

BU®UT (manee — Cucrema J5O BUDUT).

I hereby request to register me in the RBS System of Bank 131 JSC and:
/Mpoury 3aperucrpupoBath mensi B Cucreme IO BUPUT AO «bank 131» u:

[ issue Rutoken FKM and issue an electronic signature verification key certificate in accordance with Section 4 of the Rules;
/ Beimate ®KH Pyroken u Boiyctuth CepTuduKaT KITF0Ua MPOBEPKH dIEKTPOHHOM TOIUCH COTTIaCHO paszeny 4 Permamenta;
[ issue a Cloud Signature and set the Subscriber Number specified in this application to send a Login and a Temporary
Password to access the RB System and activate the Cloud Signature key. / Beigate OGnadHyt0 MOJMHCH, BBIIYCTHTH
CepTudukar Kiroya TPOBEPKU AJIEKTPOHHON MOJIUCH COTJIacHO paszjieny 4 PeriameHTta u ycTaHOBUTH AOOHEHTCKUIH
HOMeEp, YKa3aHHBIH B HACTOSIIEM 3asBieHnH, 415 Aoctyna B Cucremy JIbO BUDOUT

U (ucnonvzyemcesn onsa Ynonnomouennvix Ilpeocmasumeneit Knuenma c npasom npocmompa) set the Subscriber number
specified in this application for sending the Login and Temporary Password for access to the RBS System, as well as One-
Time Codes for authentication/ ycranoButh AGOHEHTCKHI HOMEp, YKa3aHHBIM B HACTOSINEM 3asBJICHHUH, JUIs JIOCTYIIA B
Cucremy JIBO BU®UT, a takxe OnHOpa30BbIX KOJOB IS ay TCHTH(UKAIIHH.

O | hereby request to send notifications of transactions/YBemomieHus 0 COBEPIICHHBIX OINEPALHSX IIPOLLY HATPABIATH:

L] at e-mail address: / o agpecy 3JI€KTPOHHOM MOYTHI

[ to the Subscriber number: / na AGonenTckuii HOMeEp

I hereby request to set the following code information
/ TIpoury yCTAHOBHMTH CJIEAYIOLIYI0 KOAOBYIO HH(OPMAIMIO:

! The Application number is assigned after the Client's Authorized Person has been registered in the registers of the RBS System. / Homep 3asBinenus
MIPUCBAanUBAETCs Mocie peructpauuu Y noiaHomodeHHoro Ipencrasurens Kiuenra B peectpax Cucrems! JJbO BUDUT.

2 The e-mail address of the authorized person is indicated. Required field. / Vka3ssiBaercs anpec 3neKTpoHHOMN MOYTH yNoaHOMOYEHHOTo nuia. [Tone o6s13aTenbHo
JUISL 3aTI0JTHCHHSI.

% The subscriber number of the authorized person is indicated. Required field. / VkasbiBaeTcss AGOHEHTCK1IA HOMEp yHONHOMOYEHHOTO Juia. Ilone o6s3aTeabHO
JUISL 3aTI0JTHCHHSI.
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Question / Bompoc: _ answer / otBer:

Hacrosimum monarBepskmato, 4to ykasanHble B HactosiieMm | hereby confirm that the Subscriber number and e-mail
3asBeHnr AOOHEHTCKUIT HOMeEp U aapec snekTponHoi mouter — address specified in this application belong exclusively and
TpHHAUICKAT MCKITFOUNTENHFHO W TOJBKO MHe, WHble Jiuna e  only to me, other persons have no access to them.

HUMEIOT IOCTYTIA K HHUM. I will comply with the requirements specified in Appendices
C Mpunoxenusimu Ne6,7 k Permamenty o3nakomneH u  No. 6, 7 to the Regulations on Remote Banking Service in the
coryaceH, O0s3yIOCh BHINTONHATH TpeOOBaHWS, yka3aHHble B ‘Banking App’ system for Bank 131 JSC Corporate Clients
HUX. and individual entrepreneurs have been read and agreed.

Authorized Representative of the Client:

[ Ynonnomouennoe auno Knuenra: 20
(signature) (printed)

Seal (if any)

To be filled in by the Bank / 3anoausiercss Bankom

Wnentudukammsa YnomHoMmoueHHoro mia KinreHnTa npoBeneHa, moJTHOMOYHS U TOKYMEHTHI IIPOBEPEHBI, 3asBICHUE 3apETUCTPUPOBaHO B baHke
« » 20 T.

/ / «  » 20 T

(TOIDKHOCTD) (moamuck) (pacmmdpoBKa TOAITNCH) (mata)

Ot1MeTKa 00 UCIOIHEHUH:
3asBICHUE BHIMOIHEHO, TIPUCBOCH No

/ / «_» 20 T
(TOIKHOCTD) (moamuce) (pacmudpoBKa MOAMUCH) (mata)
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[Ipunoxkenne Ne2 x PerimaMeHTy NMCTAaHITMOHHOTO OAHKOBCKOTO OOCTYXHBaHHUS KpeauTHBIX opranm3armii B AO «bank 131» ¢
ucnoib3oBanuem Crucremsl IO BUOUT

AKT Ne
npuema-nepenaun ®KH Cucremsbr IO BUOUT

r. Kazanp « _» 20 1.

AO «bank 131», HMEHYEMOE B najJbHEHIIeM bank B JIULE
, JercTByomero( -ei) Ha

OCHOBaHUU C OJHOW CTOPOHBI, U , UMEHYEMBbIi B

nanpHelmeM «Kiuent», B muue

, JeHCTBYOIETo( -ei) Ha OCHOBaHUHU
, C ApPYroil CTOPOHBI, COBMECTHO HMeHyeMble — «CTOPOHB», a MO OTAEIBHOCTU —
«CropoHay, B paMKax PeriameHnTra ANCTaHIIMOHHOTO O@HKOBCKOTO 0OCITY)KMBaHUs KpeauTHbIX opranuzanuii B AO «bank 131» ¢
ucnonb3oBanueM Cucremsl JJbO BUDUT (nanee — «PernamenT») (3asiBieHNE O MPUCOEANHEHUH Ne oT__ 20
I.), COCTaBUJIM HACTOSIINI AKT O HIKECIEAYIOIIEM:

Bankom niepenan, a Kimmenrom npuasaT KoHBepT ¢ IepcoHANBHBIM (-H) OTIYKAaeMBIM (-1) HOCUTENEM (-MH), TpeTHa3HaAYCHHBIM (-
MH) 7SI XpaHEHHs M WCIOJH30BAHUS YCHIICHHOW HEKBaTHM(PHUIHNPOBaHHON OnekrponHON mommucu (manee- ®KH), memocTHOCTH
KOTOpOT0o HE HapylleHa, ¢ 1enbto ucnonb3oBanus Cucremsl IBO BUOUT B cootBercTBuM ¢ [IpaBuiiaMu OTKpBITHS U BEEHUS
KoppectoHneHTckuX cuetoB B AO «bamk 131», VYcmoBusMu ocCymIecTBIICHUS HWH(MOPMAIMOHHOTO B3aMMOJICHCTBHA C
ucnonp3oBanueM Cructemsl HHOPMAIIMOHHOTO 0OMeHa u Permamentom ¢ ucnonp3oanneM Cucremsr J6O BUOUT:

n/m
®HUO (YIoIHOMOUYEHHOTO JIUIA KIHEHTA) OKH
1. 3NEeKTpOHHbIM K04 PytokeHn «Pyroxen OLII
2.0» Ne
Mepenan punsa
AO «Bbank 131» HaumenoBanue
420012, Pecny6sinka TaTapcran, Anpec
r. Kazans, yi1. Hexpacosa, 1. 38 HUHH/OI'PH
HWHH/OT'PH 1655505780/1241600056390
or Banka: ot Kiauenra:
(TOIKHOCTD) (momxuoctp)  M.IL
(monnuce) (pacumdpoBka moamucy) (monnuck) (pacum¢poBka monucH)
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Acceptance and Delivery Certificate No.

of FKM of the RBS System BIFIT /

AKT Ne

npuema-nepenaun ®KH Cucrembr IO BUOUT

Kazan

AO «bank 131», nmeryemoe B pmanpHeiimeM bank B e
)

JeiicTByromero(-eif) Ha OCHOBaHUH

C OZITHOM CTOPOHBI,
“MeHyeMoe B ganbpHeimeM Kinuenr,

B JIUILIE ,
JIeHCTBYIOIIEro(-el) Ha OCHOBaHUU
¢ IpyTroii CTOPOHBI, COBMECTHO MMEHYeMbIe — « CTOPOHBI», a [0
OTJICILHOCTH «Cropona», B pamkax Permamenra
JMUCTAHIHOHHOTO OaHKOBCKOTO OOCITY)KUBAaHHUsI KPEIUTHBIX
opranuzauuii B AO «bank 131» ¢ ucnonb3oBanneM CHUCTEMBI

JAbO BU®UT (mamee - PermameHnr) (3asgBICHHE O
MPUCOCTUHEHUN
Ne oT 20 1),

COCTaBUJIN HaCTOHH.[I/Iﬁ AKT 0 HHMIKCCIICAYOLICM

bankom mnepenan, a Kuumentom mnpunsatr Kouepr c
MIEPCOHAIBHBIM (-H) OTYYXHaeMBIM (-H) HOCHUTENeM (-MH),
MpeHa3HaYeHHbIM (-MH) JJI1 XpaHEHUS M HCIOJIb30BAHUSA
YCHJICHHOW HEKBATHU(PHUIIMPOBAHHON DJICKTPOHHOU IMOIIMTUCH
(manee- ®KH), 11e10CTHOCTH KOTOPOTO HE HAPYIICHA, C IEIBI0
ucnons3oBanuss Cuctemsr IBO BUOUT B coOTBETCTBUU C
[IpaBunaMu OTKPBITHS U BEIEHUST KOPPECTIOHEHTCKUX CYETOB
B AO «baux 131», VYcioBusMH  OCYIIECTBIICHHS
HHPOPMALMOHHOTO B3aUMOJCHCTBUS C  HCIOJIB30BaHUEM
Cuctembl WHpOpPMAaMOHHOTO oOMeHa U PermameHTOM C
ucnoib3oBanueM Cuctemsl JJbO BUDUT:

20 _

Bank 131 JSC, hereinafter referred the Bank
represented by
acting under
on the one part, and
hereinafter referred to as the Client’s Authorized person
represented by
acting under
on the other part, referred together herein as Parties and
individually as a Party, within the scope of the Regulations on
Remote Banking Service in the ‘Banking App’ system for Bank
131 JSC Corporate Clients and individual entrepreneurs
(Application on joining

No. dated

drawn up this Act as follows:

to as

20_), have

The Bank has transferred, and the Client has accepted an
Envelope with the personal alienated carrier(s) intended for
storage and use of the enhanced non-certified Electronic
Signature (hereinafter referred to as the FKM), the integrity of
which has not been violated, for the purpose of using the RBS
system in accordance with the Regulations on Remote Banking
Service in the ‘Banking App’ system for Bank 131 JSC Corporate
Clients and individual entrepreneurs and the Regulations on
Remote Banking Service in the ‘Banking App’ system for Bank
131 JSC corporate clients:

n/ ient’ i
Full name (Client’s Authorized person) EKM / ®KH
a [ ®UO (YOoIHOMOYEHHOTO JIHIA KIUCHTA)
1 Rutoken ES 2.0 electronic key No.

Transferred to

Bank 131 JSC (Bank)

Nekrasova 38, Kazan, Republic of Tatarstan, 420012
INN/OGRN 1655505780/1241600056390

from the Bank:

Accepted
Name
Address
Reg. No.

from the Client:

(title)

(title)

(signature)

(signature)
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[Mpunoxxenne Ne3 x PeriameHTy AMCTaHIIMOHHOTO OAHKOBCKOTO OOCHIyXHMBaHMs KpeIWTHBIX opranuzauuii B AO «bank 131» ¢
ucnosbszoBanueM Cucremsl IO BUOUT

3asiBjieHue
0 CMeHe JIOTMHA U CTATHYeCKOr0 MapoJis
/pa30oxkupoBKy goctyna B cucreme [bO BUPUT/cmene AGOHEHTCKOT0 HOMepa

r. Kazans «__» 20 1.

DUO

Cepus 1 HOMep TacmopTa
Opras 1 1aTa BBJIaYH MAcIopTa
JelcTByOIMI HA OCHOBaHUH _
Ot umenn Knuenra

OI'PH

AJTpec AMeKTPOHHON HOYTHL
AGoHeHTCKui HoMep?

B cootBeTcTBUM ¢ PeriiaMeHTOM JMCTaHIMOHHOTO OaHKOBCKOTO OOCITY>KMBaHUs KpeAMTHBIX opranu3aimii B AO «bank 131» ¢
ucnosnb3oBanreM Cuctemsl JIBO BUDOUT (nanee - Cucrema IO BUDUT) mpormy:

[0 — pas6nokuposars goctyn B Cucremy JbO BU®UT, ¢ ucnonp3oBannem panee mpeoCTaBICHHBIX JaHHBIX UL JOCTYIA (C
YCIIOBHSIMH ¥ IPHYUHAMHU OJIOKHPOBKH cornaceH, npeter3uil K AO «bank 131» He nMero);

U - YCTaHOBUTH HOBBIA AGoHeHTcKMit HOMep it jgoctyma B Cucremy JBO BUDUT, mnpoxoskmeHus mpouemypsl
ayTeHTU()UKANK W TTOANHCAHNUS DJIEKTPOHHBIX JOKYMEHTOB NPH €€ HCIOJIb30BaHNUM, AJIS YKa3aHHBIX Y IOJHOMOYEHHBIX JIMI: +

) ;

L] VYBenoMIIeH S O COBEPIICHHBIX OIEPALHSX IPOLLY HATPABIATH:
U TIO aJ[pecy 3JIEKTPOHHOMN ITOUYTHI
O Ha AOOHEHTCKHI HOMeEp:

HaCTOHH.[I/IM MOATBCPKAA0, YTO yKaSaHHLIﬁ B HACTOAIIEM 3asBJICHHUU AOoOHEeHTCKu HOMCD HNPHUHAJJICIKUT HCKIHOYUTCIIBHO H
TOJIbKO MHE, MHBIC JIMIIa HE UMCIOT JOCTYIId K HEMY.

/ < » 20 r/

(Tozrucs) (PUO) (Hara)

M.II.
3anoansierca bankom

I/II[CHTI/I(I)I/IKaL[I/ISI YTI0JTHOMOYEHHBIX JIAIL Knuenra IMPOBEACHA, ITOJJHOMOYHNA U TOKYMEHTBI TPOBEPCHBI

3asBieHue 3aperucTpupoBano B banke « » 20 T.
/ / «_» 20 T
(1OIKHOCTB) (monnuce) (pacum¢poBKa MOINMUCH) (mara)

Pabornux banka, nposepusimii OI1:

/ / «_» 20 r
(1OIKHOCTB) (monnuce) (pacum¢poBKa MOIMUCH) (mara)

OtrMmeTka 00 UCTIOTHEHWH:
OTtBeTcTBeHHBIN paboTHHK banka:

/ / «_» 20 T
(TOIKHOCTD) (moamnuce) (pacumudpoBKa MOAMHUCH) (mata)

! VkaxuTe ajipec IeKTPOHHOMN MOUTHI YIOIHOMOYEHHOTO JHia. Ofs3aTebHOE Mojle
2 VkaxuTe aGOHEHTCKHIT HOMED YIIONHOMOYEHHOTO JMua. OGs3aTebHOE MoJIe.
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3asBiieHHe Application

0 cMeHe JIOTMHA M cratHyeckoro mapoJsi on login and static password change /

/pa36aokupoBky nocryna B cucreme JIBO unlocking RBS system BIFIT access /

BU®UT/cmene AGOHEHTCKOro HOMepa subscriber number of mobile communication
change

Kazan 20

Full name / ®110

Passport series and number/Cepust u HoMep macmopra
Authority issued the passport and date of the issue/Oprau
U fgara Beigayn macmopta (ecmu OpraH OTCYTCTBYET —
yKa3aTh TOJIBKO JIATy BHIIAYH)

Acting on the basis of / JleficTByromuii Ha OCHOBaHHH
On behalf of the Client / Ot umenu Knnenra

Registration No. / Peructparmonnsiii Ne

e-mail address/Anpec >7IeKTpOHHOM MOYTHI*

Subscriber Number/ AGonenTckuii Homep?

B cootBerctBum ¢ Permamentom amcranmmonHoro Inaccordance with the Regulations on Remote Banking Service
0aHKOBCKOTO OOCITyKMBaHHUs KPEAUTHBIX opranu3anuii B in the ‘Banking App’ system for Bank 131 JSC Corporate
AO «bank 131» ¢ wucnone3oBanumem Cucremsr JIBO  Clients and individual entrepreneurs, | hereby request to:
BUDUT (manee - PermamenT) mpormy:

1 -unblock access to the RBS System using previously provided access data (agree with the terms and ground for the blocking,
no claims against Bank 131 JSC); / paz6nokupoBats moctyn B Cucremy JJbO BUDUT (nanee — Cucrema JJbO BUDUT), ¢
HCIOJIb30BAHUCM paHEC NPCAOCTABICHHBIX TaHHBIX MU 1OCTYIIa (C YyCIOBUAMUA U IPUINHAMUA 6J'IOKI/IpOBKI/I COorJjiaccH, HpeTeH?»HfI
k AO «bank 131» He umer);

[ - establish a new Subscriber number with its Login and Temporary password for access to the RBS System, for passing the
procedure of authentication and confirmation of Electronic documents when using it, for the specified Authorized persons:
lycranoBuTE HOBBIM AGOHEHTCKHIA HOMep i qoctyma B Cuctemy JIBO BUDUT, npoxoknenus mporexyphbl ay TeHTHGUKAIIHH
U TOATBEPKIACHUA SﬂeKTpOHHHX JOKYMEHTOB TIpU €€ HCHOJIb30BaHUU, [JId YKa3aHHbIX VII0JTHOMOYEHHBIX JIAn;: +
) ;

U] I hereby request to send notifications of transactions/YBegomiieHHst 0 COBEPIIEHHBIX OMEPALMAX MPOIITY HATPABIIATH:

L] at e-mail address: / mo agpecy 371€KTPOHHOMN MOYTHI:
] to the Subscriber number: / Ha AGonenTckuit Homep: + ( )

| hereby confirm that the Subscriber number specified in  Hacrosimum moaTBepkaar0, YTO YKa3aHHBIA B HACTOSIIEM
this application belongs exclusively and only to me, other  3asiBieHrr AGOHEHTCKHIT HOMEP MPUHAICKUT UCKITIOUUTEITBHC

persons have no access to it. 1 TOJIbKO MHE, UHBIC JIMIla HC UMCHOT NOCTYyIla K HEMY.
/ / 202_/

(Signature) (Full name) (Date)

Seal (if any)

To be filled in by the Bank / 3anosnsiercss Bankom
Wnentudukaiys YoIHOMOUSHHBIX Jiuil KineHTa nmpoBeeHa, OJTHOMOYHUS U IOKYMEHTbI IIPOBEPEHBI

3asBIeHUe 3aperucTpUpoBaHo B baHke « » 20 r.:
/ / «_» 20 T
(TOIKHOCTD) (moamnuce) (pacumudpoBKa MOAMHUCH) (mata)

PaGotHuk banka, nposepusmmii JI1:

/ / « _» 20 T
(TOIKHOCTD) (moamuce) (pacuudpoBKa IMOAHUCH) (mara)

! The e-mail address of the authorized person is indicated. Required field.
2 The subscriber number of the authorized person is indicated. Required field.
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OtMeTKa 00 MCITOJTHCHHH:

OtBeTcTBeHHBIH paboTHHK banka:

/

/

(1OIKHOCTB)

(moamuco)

(pacmudpoBKa MOAMUCH)
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[Mpunoxxenne Ned x PernameHnTty QMCTaHIIMOHHOTO OAHKOBCKOTO OOCIyXHMBaHMs KpeAWTHHIX opraHu3aunii B AO «bank 131» c
ucnonbszoBanueM Cucremsl IO BUOUT

YBEJAOMJIEHUE

0 KOMIIPOMETALMHU KJIK0YA DJIeKTPOHHOM MOAMUCH

(mpekpaieHnu AedCTBUS CPeACTBA MOATBEP:KAeHUsA U(MJIM) 00 yrpare cpeacTBa NMOATBEP:KIAEHUsI, U
(nsn) 00 ucnoabzoBannu Cucremsl IO BUDUT 6e3 cornacus Kinuenra)

r. Kazanp «» 20 T

[ 4(0)

Cepus 1 HOMep TacmopTa
OpraH ¥ 1aTa BBLAAYH TaCIOPTa
JeicTByOmuKi Ha OCHOBAaHUM _

Ot umenn Knuenra
OI'PH

B COOTBETCTBUM C PeriaMeHTOM JUCTaHIIMOHHOTO OaHKOBCKOTO OOCITY>KMBaHUS KpeOuTHBIX opranuzauuii B AO «bank 131» ¢
ucnons3oBanueM Cuctemsl JIBO BUDUT (nanee - Permament), HactoammM yeenomisito AO «bank 131» o Komnpomeraryu
ONEKTPOHHON MOJMNCH B CBSI3H C

(aama Komnpomemayuu DIT/ympamer ICII u (unu) ezo ucnonvsosanus 6e3 coenacus Kmuenma, ob6cmosmenscmea maxoi Komnpomemayuu/ympamol u (ui)
MAK020 UCNOTB306ANS, NOOMEEPHCOCHUS. (NPU HATUYULL) MAKOL KOMIPOMEMAYUL/YmPAmpl i (UIiL) MAKO20 UCKOTb306AHUSL)

IIpomy ¢ « » 20 1. 3abJI0KHpOBaTh YKa3aHHbIE HUXKE Cpenctsa MOATBEPKICHHUS,
HCIOJIB30BABIINECA B paMKax PernamenTa coriaacHo 3asBJICHHIO O MMPUCOCANHECHUN Ne OT «_ »

20 1., ¥ OCTaHOBHTH OOpPAOOTKY DJCKTPOHHBIX JOKYMEHTOB, IOIMMCAHHBIX/IIOATBEPKICHHBIX

yKa3aHHBIMH CPEJCTBAMU:
LICeprudukars! Kirrodei DIeKTPOHHOM TI0IITUCH:

Ne  |[@.M.0. Bnagenbua — YIOIHOMOYEHHOTO ML Cepuiinbrii HoMep CepTudukara Kiroda DIESKTPOHHOM,
[OJITICH
1
LO6naynast moqmnuch
Ne |®.1.0O. Bnagensua-YIOIHOMOYEHHOIO JIIA IAGOHEHTCKHI HOMEp MOOMIIBHOTO YCTpOIcTBa
1
/ /< » 20 1/
(IToammucs) (®HO) (Hata)
M.IL.

3anoanserca bankom

WNnentudukamus YmoarHoModeHHBIX Jinil KineHnTa mpoBeeHa, MOJTHOMOYHS M TOKyMEHTBI TIPOBEPEHBI, 3asBICHUE
3aperucTpupoBaHo B banke « » :

/ / «_» 20 r
(1OIKHOCTB) (monnuce) (pacum¢poBKa MoIMCH) (mara)

Pabotauk banka, mposepusmmii I11:
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/

/

(OMmKHOCTB) (moamuce)

OtMeTKa 00 MCITOJTHEHUH:

OTBeTCTBEHHBIN pabOTHUK baHka:
/

(pacumm¢poBKa NOIMUCH)

/

(TOIDKHOCTD) (moamuce)

(pacmmdpoBKa TOAITNCH)
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«

»

»

(mata)

(nata)

20

20



YBEJOMJIEHHUE

0 KOMIIPOMETAMHM KJIK4Ya JJIEKTPOHHOI
NoANucH (MpeKpameHuu JelcTBUS CpeacTBa
noATBep:kAeHus U(Wiu) 00 yrparTe cpeacrBa
NMOATBep:KAeHusl U (M) 00 MCIO0JIb30BAHUN
Cuctrembr JIBO BU®UT 06e3 coraacusi
KianenTa)

Kazan

NOTICE

on compromising the key of the Electronic
Signature (termination of the means of
confirmation and/or loss of the means of
confirmation and/or use of the RBS System
BIFIT without the consent of the Client)

20___

Full name / ®1O

Passport series and number/Cepust u HoMep macmopra

YKa3aThb TOJBKO AaTy BBIZ[a‘II/I)

Authority issued the passport and date of the issue/Opran u
nara Beigaun nacropta (ecnu OpraH BeIIaud OTCYTCTBYET,

TO

Acting on the basis of / [leiicTByronuii Ha OCHOBaHUHU _

On behalf of the Client / Ot umenu Kiinenra

Registration No. / Peructparmonnsiii Ne

B COOTBeTCTBHM C PermaMeHToM JHCTaHIMOHHOTO
0aHKOBCKOTO 0OCITy>KUBaHHSA KPETUTHBIX opranm3anuii B AO
«bank 131» ¢ ucnons3oBanuem Cucrtemslr JIbO BUDUT
(manee - Permament), HactosmuM yBenomisieT AO «baHk
131» ¢ wucnomne3oBanuem Cucrembr IO BUD®UT o
Komnpomeranuu DneKTpOHHOM MOANUCH B CBSA3H C

In accordance with the Regulations on Remote Banking
Service in the ‘Banking App’ system for Bank 131 JSC
Corporate Clients and individual entrepreneurs hereby
notifies Bank 131 JSC on the Electronic Signature
Compromise in connection with

(0ama Komnpomemayuu DI1/ympamer ICII u (umu) eco ucnonvzosanus 6e3

coenacust Knuenma, o6cmosimenscmea maxkou Kozlmpo,wemauuu/ympambl

(unu) mMakoeo UCNONL30BAHUSA, NOOMBEPHCOeHUs (NpU HATUYUU) MAKOU

KOMRpoOMemayuu/ympamsl u (Uiu) maxko2o Ucnoib308aHUs)

Ipomy  3abnokupoBaTh  ykaszaHHble Hmke  Cpencrsa
MOJTBEPXKJCHUS, HCIOJB30BaBIIMECS B paMKax PeriameHra
COTJIACHO 3asIBJICHUIO O MPUCOEIUHEHUN

Ne OT «__» 20 r,

c«__ » 20 1.

U OCTQHOBHTh 00paboTKy  DJIEKTPOHHBIX  JIOKYMEHTOB,
MOATIICAHHBIX/TIOATBEPKICHHBIX ~ YKa3aHHBIMU  CPEACTBAMU:

Ceptudukarsl KI0O4Yeld IJICKTPOHHOW MOANUCH, COJICpKaIlIne
CIIEAYIOIINE KIIIOYH DJICKTPOHHON MOAIUCH:

(date of ES Compromising/Loss of ES and/or its use without the Client's
consent, circumstances of such Compromising/Loss and/or such use,
confirmation (if any) of such Compromising/Loss and/or such use)

u

I hereby request to block Means of Confirmation noted below that
were used within the scope of the Regulations on Remote
Banking Service in the ‘Banking App’ system for Bank 131 JSC
Corporate Clients and individual entrepreneurs according to
Application on joining

No. dated
since 20
and stop the Electronic Documents processing that were
signed/confirmed by the mentioned means:

Electronic Signature Key Certificates containing the following
Electronic Signature Keys:

20
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CCepruduxkats kimoueii Dnexrponnoii noanucu/ Certificate of the electronic signature verification key:

Ne | Full name of the owner - Authorized person Certificates of the electronic signature verification key

/ ®.M.0. Buanennbna — YIOIHOMOIEHHOTO JIAIA Serial number / Cepuiinbiii Homep CepTudukarta Kiroua
DIEKTPOHHON MOAMUCH

[UJSubscriber mobile phone number: / AGouenTckH#T HOMEp MOGHIBHOM CBSI3H:

Ne Full name of the owner, the authorized person / Subscriber number of the mobile device / AGonenTckuii
@®.1.0. Bragensia-Y 10JHOMOYEHHOTO JHLA HOMEp MOOWJIBHOTO yCTPOHCTBA

[ Cloud Signature / O6nauHo# MoaMKCH:

Ne  [Full name of the owner - Authorized person /®.11.0/Subscriber number of the mobile device / AGoHeHTckuii HOMEp
BIaesba- Y IOJTHOMOYCHHOT'O JINLA MOOIIEHOTO YCTPOMCTBA
1
/ / 202_1/
(Signature) (Full name) (Date)
Seal (if any)

To be filled in by the Bank / 3anosnsiercss bankom

Unentnduranus YnoinHomoueHHbIX nul KinneHTta mpoBeneHa, MOJTHOMOYHS U TOKYMEHTHI IPOBEPEHBI, 3asiBICHUE
3aperucTpupoBaHo B banke « » 20 T.
Paborauk banka, mpuHSBIIN 3asiBICHHE:

/ / «_ » 20 r
(TOIKHOCTD) (moamuce) (pacimudpoBKa MOAMUCH) (mata)
Pabotauk banka, mposepusmmnii I11:

/ / «_ » 20 r
(TOIKHOCTD) (moamuce) (pacimudpoBKa MOAMUCH) (mata)

OtmMeTKka 00 UCTIOHEHHH:
OtBercTBeHHBIN paboTHHK baHKa!

/ / «_» 20 T
(1OIKHOCTB) (monnuce) (pacum¢poBKa MOIMUCH) (mara)
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Ipunoxenne NoS k PermameHTy QUCTAaHIIMOHHOTO OAaHKOBCKOTO
o0ciyXMBaHMsl KpenuTHBIX opranu3auuii B AO «bank 131» ¢
ucnonb3zoBanrieM Cucremsl IO BUOUT

HNucTpykuuss mno ofecneyeHHMI0 HHMPOPMALMOHHOM
0e3onacuoctu npu padore B Cucreme IO BUOUT

B nensax obecrneuenns nHGOPMAITMOHHON 0€30ITaCHOCTH TIPH
pabote B Cucreme JIBO BUDUT (manee — Cucrema JIBO
BUD®UT) AO «bauk 131», KiaueHT o6si3an:

1.

[Ipu ocymectBnennn nocryna k Cucreme JJbO BUOUT,
YIOCTOBEPHUTHCA B MPAaBUIBHOCTH YKa3aHHOTO ajpeca B
ampecHoit crpoke Opaysepa (https://bank.131.ru/) u
HaJUIMM 3HAYKa 3allHIICHHOTO COCIWHEHUS (3aMOK),
WCKJTIOYasi BBIXOJl Ha CaiThl, BHEIIHE MACKHPYIOIIHECS
noa Cuctemy IO BUOUT.
[Ipu ucronp3oBannn OOMAYHON TOIMUCH /WU UHOTO
BHUJA DJIEKTPOHHOM MOANKCU BHUMATEIBHO MPOBEPATH
uHpopMmaiuio 00 Ormepanmu, moinydeHHyro B CMC-
cooOmmenun unu B PUSH-coo61menuy.
CBOEBpPEMEHHO YCTAHABJIMBATh JOCTYIIHbIE OOHOBICHUS
ONEPALMOHHON CUCTEMBI U MPUII0KEHUH.
He nonseprath ucnonb3yeMoe YCTPOWCTBO ONEpanyUsM
MOBBIIIICHUST TPUBHJIETHHA / B3JIOMa OIEPalMOHHON
cucteMsl ycrpoiictsa (jail-break, rooting).
Hcnons3oBath AHTHUBUPYC TS YCTPOWCTB,
CBOEBPEMEHHO YCTaHaBJIMBaTb Ha HEro OOHOBJIECHUS
BHUPYCHBIX 0a3.
Hukorna He mepenaBaTh CBOE YCTPOMCTBO W/min Sim-
KapTy TPETHUM JIMLAM.
Kiroun VYcunenHoi HEeKBAIN(UIUPOBAHHON
OnexTpoHHON moanucu XpaHuTh Tonbko Ha OKH B
HEIOCTYITHOM JJIsl HOCTOPOHHUX M HEYIOJIHOMOYEHHBIX
UL MecTe (3amuparolluecs IEepPCOHAJBbHBIA ceild,
METaJJTNYECKUH 1Kad).
He caumats xonuu ¢ ®KH, ne nepenasats ®KH numam,
K HUM HE JONyLIEHHBIM, He 3anuceiBath Ha OKH
MMOCTOPOHHIOK UH(POPMAIIHIO.
He ncnionp3oBate B kagecTBe CTaTHYECKOTO MapOJIs:
[IOCIIEA0BATENIEHOCTh CUMBOJIOB, COCTOSIIIIMX M3 OJTHUX
uudp (B TOM ymcne IaThl, HOMepa Tese)OHOB, HOMEpa
aBTOMOOMIICH | T.I1.);
MOCJIEe/IOBATENILHOCTD MOBTOPSIIOIINXCS OYKB WU UGD;
UAyIIME TOAPSI B pacKiiaIKe KJIaBUaTyphl WK B aj(aBuTe
CHUMBOJIBL;
nMeHa U pamunum,

- UHH unu npyrue peksuzutsl Kiuenra/Y mosrHOMOYEHHOTO

[IpeacraButens Knuenra.

TpedoBanusi k CTaTHYeCKOMY NapoOJIIO:

JlmiHa mapoiis 1oiKHA OBITh HE MEHEe 8 CHMBOJIOB.
B umcne cuMBOIIOB Tapoiisi JTOJDKHBI MPUCYTCTBOBATH
CTPOYHBIC U MTPOMUCHBIE OYKBEI, IU(PHI U CIICIIUATBHEIC
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Appendix 5 to the Regulations on Remote Banking Services
for Credit organizations at Bank 131 JSC Using the Remote
Banking System (RBS) BIFIT

Information security guidelines for working in
the BIFIT RBS

To ensure information security when working in the
BIFIT RBS (hereinafter referred to as the "BIFIT RBS")
of Bank 131 JSC, the Client is obliged to:

1.

When accessing the BIFIT RBS, ensure that the
address in the browser’s address bar is correct
(https://bank.131.ru/) and that the secure
connection icon (lock) is present, avoiding
websites that mimic the BIFIT RBS.

When using a Cloud Signature and/or any other
type of Electronic Signature, carefully verify the
transaction information received in an SMS or
PUSH notification.

Promptly install available updates for the
operating system and applications.

Avoid performing operations to gain elevated
privileges or hacking the device’s operating
system (jailbreak, rooting).

Use antivirus software for devices and promptly
update its virus databases.

Never transfer your device and/or SIM card to
third parties.

Store  Enhanced  Unqualified  Electronic
Signature (UES) keys only on a Functional Key
Carrier (FKC) in a place inaccessible to
unauthorized persons (e.g., a personal safe or
metal cabinet).

Do not make copies of the FKC, do not transfer
the FKC to unauthorized persons, and do not
record unrelated information on the FKC.

Do not use the following as a Static Password:

o A sequence of digits only (including
dates, phone numbers, car numbers,
etc.);

o A sequence of repeating
numbers;

o Consecutive characters on the keyboard
or in the alphabet;

o Names and surnames;

o Taxpayer Identification Number (TIN)
or other details of the Client/Authorized
Representative of the Client.

letters or

Requirements for Static Passwords:

The password length must be at least 8
characters.
The password must include lowercase and


https://bank.131.ru/

cumBoibl (I, ", #, 8, %, &, (,), *,+,-, ../, @, :, ;, <, =,
> 2LV L)

3ampemaercss HUCIOJAb30BaTh B KauecTBE IApoiIst
«IyCTOW» TMapojib, UM BXOJa B CHCTEMY, a TaKxke
BHIOMpATh MapON, KOTOpBIE YK€ HCIOJIb30BAIHCH
pasee;

JInynblii mapons KimeHT He MMeeT mpaBa cooOLIaTh
HUKOMY;

[Ipu cMeHe maposis HOBOE COYeTaHHE CUMBOJIOB JIOJKHO
OTIMYATBCA OT MPEIBIAYLIET0 HE MeHee 4eM Ha 4
CHUMBOJIA;

Cpok neiicTBusi mapoiisi mojbp3oBaTelnst He Oonee lroma
(365 nueit).

[lapone He [OMKEH BKIIOYaTh B Ce0sl  JIETKO
BBIUUCIISIEMBIE COYETaHUsI CUMBOJIOB (MMEHA, (haMIITHH,
HanMmeHoBaHus APM u T.1.), a Takke oOLIENpPHHATHIC
cokpamenns (OBM, JIBC, USER u 1.11.).

[locie 5-u HeyauHBIX MOMBITOK BBOAA MAPOJIs, yUeTHAS
3anuck Knuenta OnokupyeTcss A0 BBIICHEHHS NPHYUH
BBOJIa HEMIPABUJILHOTO MAPOJISL.

Crporo 3anperiaercs 3anichiBaTh Napou Ha OyMaXXHBIX
HOCHUTENSIX MM B TEKCTOBBIX (haiiax Ha pabodem MecTe,
OCTaBJIATh MX B JOCTYIHBIX TPETbUM JIMIAM MecCTaXx,
nepeiaBaTh HEYNOIHOMOUYEHHBIM JINLAM.

Heo0xonumo:

YcTaHOBUTH Ha MEPCOHATBHOM KOMITbIOTEpE (HOYTOYKE)
MapOJIBHYIO 3aIIUTY Ha BX0/ B ONepalliOHAYI0 CHCTEMY.
XpaHuTb maponsb pocryna k kmouay YHOIII ornensHo oT
OKH.

[Moaxmouate ®KH, conepxkawmuii xitou 1, Toapko B
MoMeHT wucnois3oBanuss Cuctemsr JIbO BUDUT wu
MOATIMCaHUs DIIEKTPOHHBIX JOKYMEHTOB. He ocTaBmsaTh
®KH, coaepxKaIuii KIII0Y OIl, IOCTOSIHHO
MTOJIKJIFOYEHHBIM K KOMITBIOTEPY.

He ucnons3zoBate ®KH, coxepxkamuit kmou OI1, mist
KaKuX-THOO0 PYTHX Ileiel, B YaCTHOCTH, HE XpaHUTh Ha
HEM WHQOPMAIMIO TMPOU3BOIBHOTO COJIEPKAHUSA, HE
oTHOcsMerocs k padore ¢ Cucremoit J[bO BUDUT.

He xonuposars conepxxumoe @KH, coneprkaiiero kioy
OIl, u He mepenaBaTh €ro HUKOMY Jake Ha KOPOTKOE
BpeMs.

3akonuuB padoty B Cucreme IO BUDUT unu npepsan
e€ (maxxe Ha HECKONBbKO MHHYT), wu3Biedpr OPKH,
coneprkamuii kimod YHOIII, u ybpaTs ero B HeoCTymHOE
JOPYTUM JILIAM MECTO.

[MpumensTh Ha pabodyeM MecTe JTUIIEH3UOHHBIE CPEJICTBA
3alIUTBl OT BPEJOHOCHOTO KOJAa C BO3MOXKHOCTBIO
aBTOMATHYECKOTO OOHOBIICHHs 0a3 JIaHHBIX CHTHATYpP
BPEIOHOCHOTO KOJa.

Ecnu B xagecTBe KoMmmpioTepa A padotel B Cucrteme
JAbO BUDUT wucnonezyercs NEPEHOCHON KOMIBIOTEP
(HOYTOYK), HCKIIOYUTH €ro IOIKIIOYCHHE K CETIM
obmiero goctyma B MecTax CBOOOHOTO JOCTyIa B
WnTtepuer (oducHbIe EHTPHL, Kade U Ip.)
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uppercase letters, numbers, and special
characters (1, ", #,$,%, &,', (,),*, +,-, ../, @, :,
<=2 200 LN L)

e It is prohibited to use an "empty" password, the
system login name, or previously used
passwords;

e The Client must not disclose their personal
password to anyone;

e When changing the password, the new
combination of characters must differ from the
previous one by at least 4 characters;

e The password validity period must not exceed 1
year (365 days);

e The password must not include easily guessable
combinations of characters (names, surnames,
workstation  names, etc) or common
abbreviations (e.g., PC, LAN, USER, etc.);

e After 5 unsuccessful password attempts, the
Client’s account will be blocked until the reasons
for the incorrect password entry are clarified;

e It is strictly prohibited to write passwords on
paper or in text files at the workplace, leave them
in places accessible to third parties, or disclose
them to unauthorized persons.

Additional Requirements:

o Set password protection for the operating system
on the personal computer (laptop).

o Store the password for accessing the UES key
separately from the FKC.

e Connect the FKC containing the Electronic
Signature key only when using the BIFIT RBS
and signing Electronic Documents. Do not leave
the FKC containing the Electronic Signature key
permanently connected to the computer.

e Do not use the FKC containing the Electronic
Signature key for any other purposes, particularly
do not store arbitrary information unrelated to
working with the BIFIT RBS on it.

e Do not copy the contents of the FKC containing
the Electronic Signature key or transfer it to
anyone, even temporarily.

e After finishing work in the BIFIT RBS or
interrupting it (even for a few minutes), remove
the FKC containing the UES key and store it in a
place inaccessible to others.

e Use licensed anti-malware software with
automatic updates for malware signature
databases at the workplace.

e If a portable computer (laptop) is used for
working in the BIFIT RBS, avoid connecting it
to public networks in places with free Internet
access (office centers, cafes, etc.).

e Continuously monitor payment (settlement)
documents sent when working with the BIFIT
RBS, as well as the status of settlement (bank)



IIpu

OCyIIecTBIATh MOCTOSHHBIA KOHTPOJIb OTIPABIISEMBIX
IJIATeXKHBIX (PacUYEeTHBIX) IOKYMEHTOB TpU paboTe ¢
Cucremori JIbO BU®UT, a Ttakke 3a COCTOSHHEM
pacdeTHBIX (0aHKOBCKHX) CUCTOB, ONICPAIUSIM 10 HUM H
OCTaTKaM.

B ciydae BeisBneHust npusHakoB Kommpomeraru OI1
WM BBISBICHUS BPEIOHOCHOTO KO/Ja B KOMIIBIOTEpE,
ncronszyemMoM st padotel B Cucreme 6O BUOUT,
HEOOXOJUMO HEMEJUICHHO YBEJOMHTh baHK 10
tenedonram: 8 (800) 100 13 10 ¢ 9 yacos 00 munyT 10 18
gacoB 00 MuHyT (B paboune HHU), TMOO0 JTUIHO SBUTHCS
B baHK ¢ 11e1pi0 OJIOKHPOBAHUS CKOMIIPOMETHPOBAHHBIX
kimoueit D11 ¢ mocnemyromieit ux 3aMeHoH.

coObITHSIM, cBsi3aHHBIM ¢ Kommpomeraumeii
DJIEKTPOHHOM MOJANUCH, B TOM YHCJI€, OTHOCSTCS:
yrpara ®KH, ¢ mocnenyrommm oOHapy)KeHUEeM HiH 0e3
TaKOBOTO;

HapylieHHE NpaBWI XpaHEHHs, HUCIOJIb30BAHUS U
YHUYTOXXEHUS (B TOM YHUCIIE [T0CTIE OKOHYAHUS CPOKa
nerctBus) kimoua YHOIT;

yTepsi, mepeaaya W/Wiyd HpPeAoCTAaBICHUEM JOCTyIa
HEYIMOTHOMOYCHHBIM TPETHUM JIMIAM K armapaTHbIM
cpeacTBaM (B TOM YHCIIE MOOWIBHBIM TeieoHaM
wi uHbIM) Wunun SIM-kapre ¢ AOGOHEHTCKUM
HOMEPOM, B TOM YHCJI€ KOTOPBIA MCIOIB3YETCS IS
HampaBneHus Bpemennoro w/mmm OmHOPa30BOTO
napoJs;

HaJIn4yue MOAO03PEHUN, qTO0 CpenctBa
MOJTBEPKICHHST DJIEKTPOHHOTO JOKYMEHTa CTajd
W3BECTHBI HEYIIOJTHOMOYEHHBIM TPETHUM JIUIIAM;
BO3HUKHOBCHHE MOJI03pEHUIH Ha YTEUKY
nHGOPMALIMH WIH €€ NCKAKEHHE;
HECAaHKIIMOHUPOBaHHOE KOIMPOBaHHUE I
MoJI03peHHe  Ha  KONHMpoBaHWE  BpemeHHOrO,
Cratuueckoro aposs, (yHKIMOHATBHOTO
KIIIOYEBOTO HOCHUTEJIS, alnapaTHOro CPeACcTBa H/UiH
SIM-kapTsl ¢ AGOHEHTCKUM HOMEPOM;
HECAaHKLIMOHUPOBAaHHBIA ~ JOCTYIl K  ajpecy
JJIEKTPOHHOM MOYTHI, YKa3aHHOMY B 3asiBIICHHU;
MpeKpaleHne TOJHOMOYMN WM YBOJbHCHHUE
VYHOTHOMOYEHHBIX JIML, MMEIOUIMX JOCTYIl K
CpencTBy MOATBEPKACHUS;

cllydad, KOTJa Helb3sl I0CTOBEPHO YCTaHOBHTH, YTO
npomsonio ¢ ®KH (B Tom wumcne cimydan, Korma
HOCUTENb BBIIIEN M3 CTPOS M JIOKa3aTeJIbHO He
OIIPOBEPrHYTa BO3MOXKHOCTb TOTO, YTO TAHHBIH (aKT
MPOM30IIEeN B pe3yJbTaTe HECAHKIIMOHWPOBAHHBIX
JEWCTBUI TPETHUX IUII, APYTHE BUJBI Pa3riialieHus
KITIOYeBOM HHPOpMAIIH).

00HApY)KCHUHM HECAHKIIMOHUPOBAHHBIX JIOCTYIIOB B
Cucremy JJbO BUDUT, nnaTexHbIX U UHBIX ONEpaiuil
B Cucreme [JbO BUDOUT, Kommpomerauuu wuiu
mogo3peHnn Ha  Kommpomeramwio — DIEKTpOHHOMH
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accounts, transactions, and balances.

e In case of detecting signs of compromise of the
Electronic Signature or malware on the computer
used for working in the BIFIT RBS, immediately
notify the Bank by phone: 8 (800) 100 13 10 from
9:00 AM to 6:00 PM (on business days), or
personally visit the Bank to block the
compromised Electronic Signature keys and
replace them.

Events related to the compromise of the Electronic
Signature include:

e Loss of the FKC, with or without subsequent
discovery;

e Violation of the rules for storage, use, and
destruction (including after expiration) of the
UES key;

e Loss, transfer, and/or provision of access to
unauthorized third parties to hardware (including
mobile phones or other devices) and/or SIM
cards with a subscriber number, including those
used for sending Temporary and/or One-Time
Passwords;

e Suspicions that the Electronic Document
Confirmation Tools have become known to
unauthorized third parties;

o Suspicions of information leakage or distortion;

e Unauthorized copying or suspicion of copying
Temporary, Static Passwords, Functional Key
Carriers, hardware, and/or SIM cards with a
subscriber number;

e Unauthorized access to the email address
specified in the Application;

e Termination of authority or dismissal of
Authorized Persons with access to the

Confirmation Tools;

e Caseswhere itisimpossible to reliably determine
what happened to the FKC (including cases
where the carrier has malfunctioned, and it
cannot be conclusively disproven that this
occurred as a result of unauthorized actions by
third parties, or other types of disclosure of key
information).

If unauthorized access to the BIFIT RBS, payment, or
other operations in the BIFIT RBS, or compromise or
suspicion of compromise of the Electronic Signature is
detected, immediately notify the Bank and send a "Notice
of Compromise” in the manner established by the
Regulations on Remote Banking Services for Credit
Institutions at Bank 131 JSC using the BIFIT RBS, and
file a corresponding report with law enforcement
agencies.

Prohibitions:



3amnpernieHo

MOJIMCH HEMEJUICHHO YBEIOMHUTh BaHK M HampaBHUTh
«YBeAOMJICHHE O KOMIIPOMETAIIMM» B  TIOPSIKE,
YCTaHOBJICHHOM Pernamentom JTUCTAHIIMOHHOTO
0aHKOBCKOT'0 O0CITY)KUBAaHUS KPEAUTHBIX OpTaHU3aIliii B
AO «bauk 131» ¢ ucmoaszoBanueM Cucremsl JBO
BU®UT, a Ttakke oOpaTUTHCS C COOTBETCTBYIOIIUM
3asIBICHUEM B MPABOOXPAHUTEIHHBIC OPTraHbl.

BOCCTAaHABJIMBAaTh  pabOTOCIIOCOOHOCTH
MOBPEKICHHOTO  KOMIIBIOTEpA 10  MPOBEICHHS
TEeXHUYECKO 3kcnepTusbl. Paboty ¢ Cucremoit 15O
BU®UT paszperieHo NpoBOAUTE TOJIBKO MIOCIIE HOBOM
YCTaHOBKH OTIeparmoHHON CHUCTEMBI c
(hopMaTUpOBaHHEM >KECTKHX JAUCKOB M MOCIIE CMEHBI
Bcex kmoueit Ol knnenTa.

TpeGoBanus:
—  Otxm04uTh BO3MOXXKHOCTb  YAAJICHHOTO u
TEPMHUHAJIBLHOI'O COCANHCHUA K KOMIIBIOTEpAM,

ucronp3yemMbsiM it pabotel mo Cucreme JbO
BU®UT, 3a6moxupoBats 3389 (RDP Remote
desktop).

BxiatouuTe B ONEPalMOHHOM CHUCTEME >KypHAl
6e3onacHoctn Windows.

Hcnonb30BaTh TOIBKO JTUIEH3UOHHOE ITPOrPaMMHOE
obecrnieueHne — OIEpalOHHBIE CHCTEMBI, CPEICTBa
3aIUTHl OT BPEJOHOCHOTO KOfa, OUCHBIE MAKETHI U
T.1. (manee mo Texcry — [10).

O0ecrieynTh BO3MOYHOCTH CBOCBPEMEHHOTO
0OHOBIIEHUS crcTeMHOTO 1 npukiaaaoro [10.
Hoctymn B moMerneHue, rjae pa3MenieH KOMIBIOTep ¢
Cucremoirt IbO BU®UT, mpenocTaBisiTb TOJIBKO
YOTHOMOYEHHBIM JTHIAM.

KommbroTep, ¢ KOTOPOTO  OCYIIECTBISETCS
MOJITOTOBKA M OTIpPaBKa DJICKTPOHHBIX JIOKYMEHTOB
B baHK, pexomeHIyeTcs BBIJEIUTH B OTJEIBHBINA
CErMEHT CETH C 0053aTeIbHBIM HCKIIFOUCHUEM €ro U3
00I111e# JIOKaIbHON CETH KITUCHTA.

Uckmounts JOCTYT K KOMITBIOTEPAM,
ucnonb3yemMbpiM i paborst B Cucreme JIbO
BU®UT, mnocTOpOHHMX JHII W  IEpCOHaia,

HEYIOJTHOMOYECHHBIX Ha paboty B Cucreme 15O
BU®UT w/unm obcity>xnuBaHHE KOMITBIOTEPOB.
[pu 00CITy>)KUBaHHN KOMITbIOTEpa
COTpYyJHUKaMH  OOecreynBaTh  KOHTPOIb
BBITTOJTHSIEMBIMUA UMH JICHCTBUSIMU.
3ampeleHo nepegaBath JOTUHBI M AP0 TPETHUM
JUIIaM B TOM 4YHCIE HWHBIM Y IIOJTHOMOYECHHBIM
[IpencraBurensm Knuenra.

UT-
HaJl

AO «bank 131» HEe OCyHmIECTBISET PACCBUIKY 3JIEKTPOHHBIX

MMCEM C TMPOCKOOH TMpHUCIaTh KIHOYH DJIEKTPOHHBIX
noanmceit w/wim napois k Cucreme [IbO BUDUT u
HHKOT/a He 3anpamuBaeT y Kimmenra 3ty uadopmaruro.

bank He OCYHICCTBJIACT 3BOHKOB, pPAaCCBUIKY COO6IJ_[CHI/II71 10

ANEKTPOHHOU moure, SMS-coo0ImeHuii, Wi WHBIMA
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e Do not restore the functionality of a damaged
computer before conducting a technical
examination. Work with the BIFIT RBS is
permitted only after reinstalling the operating
system with formatting of the hard drives and
replacing all of the Client’s Electronic Signature
keys.

Requirements:

e Disable remote and terminal connections to
computers used for working with the BIFIT RBS,
block port 3389 (RDP Remote Desktop).

e Enable the Windows security log in the operating
system.

e Use only licensed software—operating systems,
anti-malware tools, office suites, etc. (hereinafter
referred to as "Software").

e Ensure the ability to promptly update system and
application software.

e Grant access to the room where the computer
with the BIFIT RBS is located only to Authorized
Persons.

e It is recommended to isolate the computer used
for preparing and sending Electronic Documents
to the Bank in a separate network segment,
excluding it from the Client’s general local
network.

e Prohibit access to computers used for working in
the BIFIT RBS by unauthorized persons and
personnel not authorized to work in the BIFIT
RBS or service the computers.

e When servicing the computer by IT staff, ensure
control over their actions.

e It is prohibited to transfer logins and passwords
to third parties, including other Authorized
Representatives of the Client.

Important Notes:
Bank 131 JSC does not send emails requesting the
submission of Electronic Signature keys and/or
passwords for the BIFIT RBS and never requests this
information from the Client.
The Bank does not make phone calls, send emails, SMS
messages, or use other methods to request confidential
information (passwords, code words, etc.). If such a
request is received, under no circumstances should the
Client disclose this information and must immediately
report it to the Bank.



cnocobamu, ¢ MpocK00i COOOIINTD KOH(DUACHIUATLHYIO
nH(popmaruio (Tapoiau, KOIOBBIE clioBa, W mp.). [lpu
MOJIyYeHUH  TAKOTO  3alpoca HU TNPH  KaKHX
oOcTosiTenbeTBaXx KimeHT He HoMKeH coo0IaTh JaHHYI0
HH(POPMAITHIO B TOJDKEH HEMEIJICHHO COOOITUTE 00 3TOM
B bank.
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[Ipunoxenue Ne6 K Pernamenty
JICTAHIIMOHHOTO OAHKOBCKOTO OOCITY>KHBAHHUS
KpeauTHbIX opranuzauuid B AO «bank 131» ¢
ucnoiab3oBanueM Crucremsl IO BUOUT

TpeGoBanusa K
cpeacrBamMm  aJsd

NMPOrpaMMHO-TeXHUYECKUM
NMpPOBeJIEHUST  PaCYeTHBIX
onmepauMidi B 3JJIeKTPOHHOH  ¢opme ¢
ucnoab3opanuem Cucremst JbO BHUHOUT
(nanee — Cucrema IO BUDUT)

1. TpeboBanuss K NPOrPaMMHO-TCXHHUECKHM
cpencteam  (mpuobOpetarorcs  Kimentom  3a
COOCTBEHHBIH CUET Y TPETHHX JIHII):

1.1. llpu ucnoan3oBanuu Y HIII:

- Ilepconanbupiii kKoMObtoTep ¢ moproM USB n
MpPEAYCTAHOBICHHON OINEPAMOHHOM CHCTEMOU
(OC) Windows 7 u Beime, MacOS?

- Nutepuet-Opaysep akTyainbHO# Bepcuu: Chrome
47 wn Beie / Firefox 44.0 u Beime / Internet
Explorer 10 u Boimie / Opera 36 u Boime / Safari 9 u
BBIILIC;

- IOCTYII B ceTb MIHTEpHET;
- IPUHTED.
1.2 TIlpu ucnoab3oBannu O0aaYHON MoANUCH:

-yctpoiictBo ¢ 10S (Tpu ToOCIenHWE BEpCHH
CUCTEMBI);

- ycrpoiictBo Android — ¢ Bepcun 5.0 u Oonee
MIO3/THHE BEPCHHU.

2. ns ucnons3oBanust Cucremsl JJ6O BUDUT c
npumeneHueM YHOII HeoOXoawM BBIIETCHHBII
KOMIIBIOTEP C MPETYyCTAaHOBICHHOM ONepanroHHON
cucreMoil cemeiicrea Microsoft Windows. Ecnn,
o xenanuto Knnenra, ycranoBka Cucrems! JJBO
BU®UT npous3BoauTCs HAa  KOMIBIOTEp €
MPEyCTAHOBJIEHHBIMU oC CTOPOHHUX
Mpou3BoANTENeH, baHk HEe HeceT OTBETCTBEHHOCTH
3a paborocnocobHocTh Cructemsl 1O BUDUT.

IIpn s3xcnnyatamum Cucremsr IBO BUOUT
3ampenaercs:

o VYcTaHOBKa MPOrpaMMHOrO oOecreueHHs
CTOPOHHUX (UPM, a TAK)KE CO3HATETFHOE BHECEHUE
U3MeHeHni B (aiuibl MpOrpaMMHOTO |
uHpopMmaronHoro obecneuenus Cucremsr J[BO
BUDUT;

° Hoctynm & Cucreme
HEYNOJTHOMOYEHHBIX JIMIL;

Ipu sxcnayatauuu Cucremnl O BUOUT
KnueHt 00s13aH:

AbO  BUOUT

! Wnctpyxnus no padote ¢ MacOS pasmernena Ha opHIpansHoM caiite banka.

1. Requirements for

1.1.When
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Appendix No. 6 to the Regulations on Remote Banking
Services for Credit Institutions at Bank 131 JSC Using the
BIFIT RBS

Requirements for Software and Hardware for
Conducting Settlement Operations in Electronic
Form Using the BIFIT RBS (hereinafter referred
to as the "BIFIT RBS™)

Software and Hardware
(purchased by the Client at their own expense
from third parties):

using an Enhanced Unqualified
Electronic Signature (UES):

e A personal computer with a USB port and a pre-
installed operating system (OS) Windows 7 or
higher, MacOS;

e An up-to-date version of an internet browser:
Chrome 47 and above / Firefox 44.0 and above /
Internet Explorer 10 and above / Opera 36 and
above / Safari 9 and above;

e Internet access;
e A printer.
1.2. When using a Cloud Signature:

e A device with iOS (the three latest versions of
the system);

e A device with Android—version 5.0 and later
versions.

To use the BIFIT RBS with a UES, a dedicated
computer with a pre-installed Microsoft Windows
operating system is required. If, at the Client’s
request, the BIFIT RBS is installed on a computer
with pre-installed third-party operating systems,
the Bank is not responsible for the functionality of
the BIFIT RBS.

Prohibited Actions When Using the BIFIT
RBS:

o Installation of third-party software, as well as
intentional modification of the software and
information files of the BIFIT RBS;

e Access to the BIFIT RBS by unauthorized
persons.

Obligations of the Client When Using the
BIFIT RBS:

e Use the BIFIT RBS only on a functional and
virus-free personal computer (laptop);

e Prevent the computer with the installed BIFIT



° Ucnone3zoBates cucremy J1bO BUOUT
TOJBKO Ha HCIPaBHOM M IIPOBEPEHHOM Ha
OTCYTCTBHE KOMITBIOTEPHBIX BHPYCOB

MIEPCOHATEHOM KOMIIBIOTEpE (HOYyTOYKeE);

° HckimounTs  BO3MOXHOCTh — 3apa)KEHUS
KoMIbloTepa ¢ ycraHoBieHHOM Cucremoit JBO
BU®UT nporpaMMHBIMH BHpyCaMH WU APYTHUMHU
BPEIOHOCHBIMH IIPOrpaMMaMHy;

° Hcnonb30BaTh  TONBKO  JIeTalbHOE U
JUIIEH3UOHHOE TIPOrPaMMHOE 00ECTIeUCHUE;

° O0ecreynTh TEXHUYECKYIO HCIPABHOCTh
o0opymoBaHMs, BXOISIIETO B COCTaB pabodero
Mecta Cucremsl JJ6O BUOUT;

) [lpumeHATh  cpencTBa  aHTUBHPYCHOU
3aIUTBl U OOECIEeUNTh PETyJsIpHOE OOHOBJICHUE
AHTUBUPYCHBIX 0a3.

HeobxomumocTs pE3epBHOTO KOITUPOBAHUS
paboyero mecra moib3oBareias Cucremsl JIBO
BUOUT onpenensier  Knuent u npu
HEOO0XOMMOCTH OCYIIECTBIISCT €r0 COOCTBEHHBIMHU
CUJIaMU.
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RBS from being infected with computer
viruses or other malicious programs;

e Use only legal and licensed software;
e Ensure the technical functionality of the

equipment included in the BIFIT RBS
workstation;

e Use antivirus protection tools and ensure

regular updates of antivirus databases.

Backup Requirements:
The need for backup of the BIFIT RBS user
workstation is determined by the Client and, if
necessary, is carried out by the Client
independently.



IIpunoxenune Ne7 k PermameHTy IUCTaHIIMOHHOIO
6aHKOBCKOro 00CIyXKMBaHHUS KpeauTHbIX oprann3anuid B AO «bank 131» ¢
ucnoipzoBanueM Cucremsl IO BUOUT

3asBnenne No
Ha YCTaHOBJICHHE OTpPaHWYCHHN IO TMapaMeTpaM OIepaluid C HCIoib30BaHueM CHCTEMbl JTUCTAHIMOHHOTO
6ankoBckoro oocnyxkuanuss BUDPUT AO «bauk 131» (manee — Cucrema JIbO BUDUT)

DoNo

Cepus 1 HOMep TacmopTa

Opras 1 1aTa BRJIaYH MAcIopTa

JelicTByOIMI HA OCHOBaHHUH

Ot umenu Knuenra

OI'PH

B cootBercTBuu ¢ ycnoBusiMu CoriarieHust 00 oCcyniecTBIeHUH HHOOPMAMOHHOTO B3aUMOJICHCTBHS C HCIoIb30BaHneM Cucrem
nHpopmannonsoro oomena — Cuctemsr IO BUOUT nporry ycraHOBUTH orpaHudenus o napamerpam Omnepanuii no Cuery(-
am) No:

O Ha mMakcuManbHBIC JTUMHUTHI Ha OTIEPALMH | 32 TIEPHO B pa3pese CUETOB/Croco00B MMOIMICAHHUS
Howmep cuera Tun noanucu  Ilepuon MakcuManbHasi cyMMa
(YHDII/O6naunas (1 omepammsa/l  ngens/l mepeBoma  JICHEKHBIX
MIOJIITUCH) Henesst/1 Mecsin) CpeicTB B BallloTe
Cuera
O MepeueHb pa3pelleHHBIX I10JTydarelneit 1. HaumeHoBaHue nosyyaress
JIEHEeXKHBIX  CpeAcTB  (YKas3bIBArOTCA Howmep cuera
HauMEHOBaHUE, PEKBU3UTHI BUK
MoJyJaTenell JeHS)KHBIX CPE/ICTB) HWHH(ecnu ecTh)
2.
O pa3penIcHHBI BpeMEHHON TepHO IS
COBEpIICHUS omepanuii (yKa3bpIBaeTcs
BpPEMEHHOH 10 () npremMa

PacniopspkeHuii 0 TIepeBojie JIEHEHKHBIX
cpencts B yacoBoM nosice UTC+3)

O CTpaHbl, HaXOJsICh B KOTOPbIX KimeHT
MOXeET COBepIIaTh HIePEBO/IbI
JICHE)KHBIX ~ CPEICTB  (MCHOJB3YeTCsl
oTpeieNeHue reorpauuecKoro
pacnonoxkenus 1o IP agpecy!
yCTpOHCTBA, c KOTOpOTO
ocymectBisiercs: goctyn B Cucremy
JB0 BUUONUT)
O nepevyeHb paspelleHHBIX KaTteropuid | [ ITnarex mo mabnony, coxpanennomy B Cucreme IO BUDUT
onepanuii U Baytpennnit miarex (cdet mosydareins oTKpeIT B AO «bank 131»)
U Buemnuii miaatex (CUeT MoJydaresss OTKPBIT B JAPYTOd KpemUTHOM
OpraHU3aIIH)
[ Inarexu B OromkeT PD
(] BairoTHBIH epeBo
/ [« » 20 r/
(IToammucs) (®HO) (Hata)
M.IL

! IMpu ucnons3oBanuu VPN cepBUCOB, MITH aHOHUMaif3epoB OyaeT onpenensThes KoHeuHsli IP anpec
yCTPOICTBa, ¢ KOTOpOro OyaeT ocymecTsiéH goctym B Cucremy JJbO BUDUT, uto MoKeT moBieyb
HepoctynHocth Cucremsl 16O BUOUT.
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3anoansgerca bankom

3asBJIeHNE TPUHSI 4acoB MUHYT «__ »
PaboTauk banka, mpuHsABIINH 3asiBICHHE:

/

20 1.

(TOIKHOCTD) (Tmoammck)
(pacuugpoBka NOAMUCH. )

Paborauk banka, mposepusmmit I11:

/

(pacmmdpoBKa TOAITNCH)

(ROJIXKHOCTB) (monnuck)
(pacmmdpoBka mommcy.)

OI‘p AHUYCHHA YCTAHOBJICHBI «__ »

OTBeTCTBEHHBIN pabOTHUK baHka:
/

(pacumgpoBKa MOAMUCH)

»

»

20 T
(mata)

20 r
(mata)

20 r. (mpocTaBisieTcs JaTa YCTaHOBKH OTPAHUYCHU ).

/

(TOIKHOCTD) (Tmoammch)

(pacmmdpoBKa OAITNUCH)
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»

20 T
(mata)



Application No. for
the establishment of restrictions on the parameters of operations
using the Remote Banking Service System of Bank 131 JSC

/3asBaenue Ne
HA YCTAHOBJICHHE OTPAaHUYEHUI 110 MapaMeTpaM onepauui
¢ ucnoab3oBanueM CucreMbl AUCTAHIIMOHHOT0 0aHKOBCKOro odocay:xkuBanua AO «bank 131»

Full name / ®1O

Passport series and number/Cepust 1 HOMep macnopra

Authority issued the passport and date of the
issue/Opran u mara Beimaun macropra (eciau Oprau
BbIJIAYM OTCYTCTBYET, TO YyKa3aTh TOIBKO JaTy
BBIJIaYN)

Acting on the basis of / [lefictBytonuii Ha OCHOBaHHH

On behalf of the Client / Ot umenu Kinenra

Registration No. / Peructpanuonnsiii N

In accordance with the terms of the RBS System Agreement, please set restrictions on the parameters of Operations on the
Account (s) No.:

O For the maximum limits on transactions and for the period in the context of accounts/signing methods / Ha makcumanbHbie
JIMMUTHI Ha OTIEPAIlMH U 33 TIEPHOJI B pa3pe3e cYeTOB/COCOO0B MO IMUCAHUS

Account No. Signature Type Period (1 operation/1 day/1 Maximum amount of
Howmep cuera (SES / ENCES/ Mobile week/1 month) money transfer in the
Signature)/ /Mepuoxa (1 omepamust/1  Account currency /
Tun noanucu  AeHb/1 Hepens/1 mecsir) MakcuMasnbHas cyMMa
(VHOIT/O6naunast MepeBo/ia  JICHEKHBIX
HO,I[HI/ICB) CpCACTB B BaJIlOTC
Cuera
O list of authorized recipients of funds (specify the 1. HawmmeHOBaHHe OJTyYaTeNs
name and details of the recipients of funds) Homep cuera
/  mepedeHb  Pa3peUICHHBIX  MOJydYaTresei BUK
JIEHEKHBIX CpENCTB (yxa3pIBaroTcs WHH(ecnu ectp)
HarMCEHOBAaHUE, PEKBU3UTEI H0JTy4daTesen 2.

JICHEXKHBIX CPECTB)

O the allowed time period for making transactions
(the time period for accepting Money transfer
Orders in the UTC+3 time zone is specified) /
pa3peLIeHHBbII BPEMEHHOU Iepuoz, T
COBEpILCHUS onepanuii (yka3plBaeTcs BPEMEHHOM
nepuos mnpuema PacnopshkeHuil o TepeBoje
JICHSXKHBIX cpeacTB B yacoBoM nosice UTC+3)

O countries where the Client can make money
transfers (the geographical location is determined
by the IP address® of the device from which the
RBO System is accessed) / crpansl, HaxoIsCh B
KOTOPBIX Knunent moxker COBEpHIaTh MEPEBOABI
JIEHEKHBIX CPEICTB (MCMONB3yeTCs OMpEeIeHUEe
reorpadmueckoro pacroioxenus mo IP ampecy
YCTpOICTBA, C KOTOPOTO OCYIIECTBISIETCS AOCTYII

B Cucremy IO BUOUT)

O list of permitted categories of operations / | [0 Payment based on a template saved in the RBS System

L When using VPN services or anonymizers, the final IP address of the device from which access to the RBS is
made will be determined. This may result in the unavailability of the RBS.
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NIepeYeHb Pa3pPENICHHBIX KATErOpUi Onepayi / Tnarex o mabiony, coxpanennomy B Cucreme JIbO BUOUT
(7 Internal payment (the recipient's account is opened with Bank 131
JSC)

/ BHyTpeHHu# marex (cueT nosydareins oTkpbIT B AO «bank 131»)
L] External payment (the recipient's account is opened with another
credit institution) / Bremrnuit mmatex (c4et monydaTtess OTKPHIT B
JPYToi KpeTUTHOH OpraHH3aI[iH)

[J Payments to the budget of the Russian Federation / ITnatexu B
oromxer PO

L] Currency transfer / BamoTHslit epeBo/

/ / 202_1
(Signature) (Full name) (Date)
Seal (if any)

To be filled in by the Bank / 3anonusiercst Bankom

3asiBIeHNE TPUHSIT 4acoB MHHYT «__» 20 T
PaboTauk banka, mpuHSBIIN 3asiBICHHE:

/ / «  » 20 T

(TOIKHOCTD) (Tmoammck) (pacmmdpoBKa TOAITNCH) (mata)
(pacuugpoBKa NOAMKCH. )

Paborauk banka, mposepusmmii J11:

/ / «_» 20 r
(TOIKHOCTD) (moamuco) (pacimudpoBKa MOAMUCH) (mata)
(pacmmdpoBka mommcy.)

OrpaHnueHus! yCTaHOBJICHBI «__ » 20 1. (mpocTaBiseTcs aTa YCTAaHOBKH OTPaHUYESHHN).
OtBeTcTBeHHBIN pabOTHHK baHKa!
/ / «_» 20 T
(TOIKHOCTD) (TomHCh) (pacmmdpoBKa MOAITHUCH) (mara)
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IMpunoxenne Ne8 k PernameHTy ANCTaHIIMOHHOTO GaHKOBCKOTO 00OCITYKHBaHHsI KpeANTHBIX opranusanuii B AO «bauk 131» ¢
ucnoinbs3zoBanueM Cucremst J[bO BUOUT

CEPTU®UKAT KJIOYA IMTPOBEPKH JIEKTPOHHOM NOANUCHU COTPYJTHUKA KJIUEHTA

B CUCTEME 5O "BUD®UT"
1. HanmeHOBaHUE OpraHn3allui

2. MecTo Hax0XAEHHUS I0p. IULa

3. OI'PH* nata BHecenus B EI'PYOJI (ETPUIT)* " " roma
4. IHH (KMO) 5. KIIIT*

6. Tem. 7. dakc* 8. E-mail*

9. CBeieHM 0 BIaJEIbIIE KII0Ua

damMumusi, UMs, OTYECTBO
JlomxHOCTB
JIOKYMEHT, YIOCTOBEPSIFOIINIA JTUYHOCTh

cepus HOMEp naTta BeIgauYn’
KEM BbIIaH
KOJI TTIOjpa3ieTIeHHsI

' stHBaps roaa

10. IIpumeyanns™®
* HeoOA3aTEeNbHO IS 3aII0JIHEHUS.

HacTosimum NoATBep ka0 cornacue Ha 00paboTKy 0aHKOM MOUX NEPCOHAIBHBIX JaHHBIX

TIOAIINCH
K4 nposepku JI1 coTpyanuka kjiuenrta (cozgan _ . .202__ r.)
Wnentudukarop kimroua nposepku D11 ***0000000000001 Wnentuduxarop ycrpoiictea ****000001
Hanmenosanue xpuntocpencts CK3U "Pyroxen QLIIT3.0 3220"
Anroputm T'OCT P 34.10-2012 256 6ut (1.2.643.7.1.1.1.1) ID nabopa napamerpoB anropurtma 1.2.643.2.2.35.1

[pencrasnenue Kioua mpoBepku A1 B IecTHAAATEPUIHOM BHJIE
45 8B 4E 20 CF DA 8F 9C 7C AB.2A 16 39 08 44 80 JluuHas NOANMHKCH BiIajesbla Kitoua mpoBepku D11
17 E3 9A 82 26 B4 A4 0OE 75 7E E9 7C E9 35 41 4F
oE 5C 95 35 81 Al F5 71 62 8F 1F 43 14 EE 2B 79
D7 95 A8 BF F1 B3 01 B3 06 82 31 72 03 12 71 3F

Cpoxk nericTBus (3aMoHAETCS OAaHKOM):
c" " 20 1.
mo " " 20 r

Cepruduxar kiroda nposepku D11 coTpyAHHKA KIIHEHTa ASHCTBYET B paMKax JI0roBopa Ha 00CIIy)KUBaHHE B CHCTEME
"iBank"N___or" " 20 T
Jl0CTOBEPHOCTH MPHBEIEHHBIX JAHHBIX MOATBEPKAAI0

PykoBoautens opranuzanuu YIOJIHOMOYEHHBIN TIpeACTaBUTEb OaHKa

/ / / /
MOKCh D.N.0. MOIIHCH D.N.0.
OTTHCK TIeYaTn OTTHCK TIeYaTH Jara npuema cepruduxata
Banka KIIFoua TpoBepku D11
oo 20 T

AIMHHUCTpPATOpP OE30IIaCHOCTH CHCTEMBI

/ /

TOJITUCH d.1.0.

Orrick nedati [Jara perucrpanuu ceprudukara

Kito4a nmposepku Ol
n n 20 F'
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