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MopaAoK 3N1eKTPOHHOro A0KYMeHToo6opoTa
Npu OCyLLecTBAeHUU MHHOPMALIMOHHO-TEXHONOTMYECKOTO B3aUMOLENCTBUA

r. KasaHb
Pepakuma Ne 7 ot 21.08.2026 roga

AKUMOHepHoe oblectBo «baHk 131» (manee — «baHK»), C OAHON CTOPOHbI, U OPUAUYECKOE SIULO WAU UHAMBUAYANbHbIV
npegnpvHumaTtenb, uan Gusmyeckoe NMLO, 3aHMMAOLLEECs B YCTAHOBNEHHOM 3aKOHO4aTeNbcTBOM Poccuiickoit depepaumn nopagke
YaCcTHOM NPAKTUKOW, 3aKkaouMBLIME ¢ BaHKOM foroBop u(Mamn) AOroBopbl, yKasaHHble B N. 1.1., (aanee — «KomnaHusa»), ¢ 4PYroi CTOPOHLI,
COBMECTHO MMeHyeMble « CTOPOHbI», 3aKAt0UnamM HacTosAwee CornaeHne 0 HUKec eayowem:

Mpeamet CornaweHua

1.1.

1.2.

1.3.

Hactoawee CornalweHve ycTaHaBAMBaeT MNOPALOK OpraHM3auMm W NPOBEAEHWUA 3NEKTPOHHOTO [AOKYMeHToobopoTa C

MUCNONb30BaHNEM 3N1EKTPOHHOM Noanucn mexay CTopoHamuM B pamKax:

e  poroBopa 06 MHGOPMALMOHHO-TEXHOOTMYECKOM 06CNYKMBAHUW NPU OCYLLLECTBJEHUN NEPEBOA0B AEHEXKHbIX CPEACTB;

e  [0roBopa o Npueme 3NEeKTPOHHOIO CPeACTBa NaaTexKa Npu Npogaxe ToBapos (pabot/ycayr) B ceTn MHTepHeT;

®  [0roBopa HOMMHANbLHOTO CYETa;

e  [0roBOpa O NpUBAEYEHUU NAATEXKHOIO arperaTopa;

®  [0roBopa NPOLECCUHTa;

e  [0roBoOpa O NPUB/EYEHUM NOCTABLLMKA NAATEXHOIO NPUNOKEHUS;

®  [0roBopa OKasaHus ycayr no obmeHy uHGopmaumei;

e  pgoroBopa 06 OKazaHUM NAATEXKHbIX YCAYT;

e  [0roBopa crneumasbHOro 6aHKOBCKOrO CYETa;

e noroBopa 06 OTKPbITUM M NOpALKE BeAEHUA KOPPECNOHAEHTCKMX CHETOB;

e  [0roBopa KOMMIEKCHOrO 6AHKOBCKOTO OOCNYKMBAHWUA OPUANYECKUX NUL, WHOMBUAYANbHbIX NpeanpuHumaTenei,
dU3NYECKMX NNL, 3aHUMAIOLWMXCA B YCTAHOB/MIEHHOM 3aKoHOZaTenbcTBOM Pocculickon depepaumy nopagKe YacTHOM
NpPaKTUKOM;

®  VHbIX 3aK1t04YEeHHbIX CTOPOHAMM CAENOK, NPeAyCMATPUBAOLLMX YKa3aHWe Ha MNopsaaoK 3/1eKTPOHHOIO AOKYMeHTo060poTa
(ecnn nHoe NPAMO He YKa3aHo B TakuUx caenkax CTOpPOH).

MepeyeHb U GOPMbI INEKTPOHHBIX JOKYMEHTOB, KOTOpble CTOPOHbI MOFYT NMOAMMCHIBATbL U NepeaaBaTth APYr APYry B pamKax

HacTosuero Cornawenus, onpegenatotca baHkom 1 pasmelleHbl Mo agpecy: https://developer.131.ru.

KomnaHus peanunsyeT cBoe NpaBo Ha 0OMEH 3/1EKTPOHHBIMU JOKYMEHTAMM, NOANUCAHHBIMU 3NIEKTPOHHOMN NOAMNUCHIO, TONIbKO

yepes CBOMX Hagnexalle YNnOoJHOMOYEHHbIX npeactaBuTenei. TaKUMKU NPeacTaBUTENAMMU MOTYT ObiTb Kak AeecnocobHble

du3nyeckme nuua, HageneHHble yuypeauTenbHbIMU AOKYMEHTamMU KoMnaHUM NpaBomM eAMHONMYHO AeNcTBOBaTb OT MMEHMU

KomnaHuu 6e3 foBepeHHOCTH, TaK U AeecnocobHble du3MYeckue nuua, AeUCTByOLWME OT UMeHN KOMMNaHWKM Ha OCHOBAHWMU

[,0BEPEHHOCTW.

Mopaaok 3aknoueHuns CornaweHus

2.1

2.2,

2.3.

2.4,

2.5.

2.6.

HacTtosawee CornalieHve cocTout n3 camoro NMopsaKa 3N1eKTPOHHOTo AO0KYMEHTO060pOoTa M 3aABNeHUA O NPU3HAHUKN U CBEpKe
KNtoYa 3NEKTPOHHOM noanuck (aanee — «3aasneHne», npunoxkeHune Ne 1). AKTyanbHan pegakuma CornaweHuns pasmeLleHa no
agpecy: https://developer.131.ru.

CornaweHue He aBnsetca Ny6anyHom odpepToii. baHK BNpase 0TKasaTbCA OT 3akAtodeHus CornaweHusa ¢ KomnaHuven.
CornalweHune 3akao4aeTca nytem NpuHATMA CTOpoHaMu ycnosuin Mopsaaka 3NEeKTPOHHOIo AOKYMEHTO060poTa U noanucaHus
3aABneHuA B ABYX 3Kk3emnaapax. CornaleHne cHMTaeTca 3aKAYEHHbIM C AaTbl NOANMCAHUA 3aaBNEHUA.

CTOPOHbBI NMPULLAY K COFNALLEHUIO O TOM, YTO 3afBaeHMe MOXKET bbiTb NnognucaHo CTopoHaMu O4HMM U3 ciegytowmx cnocobos:

2.4.1. Ha bymaxkHOM HocuTene. MNpu sTom 3asBNeHME CYUTAETCA MOJIYYEHHbIM C AaTbl €ro BpyYyeHus nosayyatowein CTopoHe,
COrNacHO AaHHbIM AOKYMEHTA O NOJIyYEeHUN;

2.4.2. B cucTeme AMUCTaHLMOHHOrO BGaHKOBCKOrO obcny:KMBaHWA BaHKa (Npy Hanuumm 3akntodeHHoro mexkay CTopoHamwu
[0roBopa 0 NpefoCcTaBieHNN COOTBETCTBYOLEro 6aHKOBCKOro NpoayKTa (ycnyru) BaHKa, npegycmatpusatolero obmeH
3NEKTPOHHBIMWU AOKYMEHTAMW MOCPEACTBOM AMCTAHUMOHHOIO 6aHKoBCcKoro obcnyxusanua (A60) v npucoegmHeHuna
KomnaHuu Kk cucteme B0 B npeaycmoTpeHHOM BaHKOM nopaake). 3aaBaeHne CHMTAeTCa NoyYeHHbIM B 4aTy AOCTaBKM
3anBneHuA nonyyatowlein CTopoHe cornacHo otmeTke B cucteme ABO;

2.4.3. nyTem noAnucaHua 3anaBiaeHUs YCUNEHHOW KBANMPULMPOBAHHOMN 3NEKTPOHHOM MOAMNMUCHIO C MCNO/b30BAHMEM CUCTEMDI
3/1eKTPOHHOIO JOKYMEHTO060pOTa CTOPOHHEro onepaTtopa (Hanpumep, «KoHTyp.Juanok», «Takckom», «CBUC», UHble).
Mpn aTom CTOPOHbI NPULLAN K COTNALLEHUIO O TOM, YTO ANA NPU3HaHMA 3aABaeHusA, nepedaHHoro yepes cuctemy 30
TaKOro CTOPOHHEro onepaTopa PUAUYECKU 3HAUMMbIM AOKYMEHTOM, 3aK/OYEHME OTAE/IbHOrO cornaweHus ob obmeHe
3NEKTPOHHbIMM AOKYMEHTaMK mexay BaHkom n KomnaHuei He TpebyeTca, He0bX0A4MMbIM U JOCTAaTOYHbIM ABAAETCA GAKT
noAakAto4eHnn Kaxkaon CtopoHo K cucteme 30 Takoro onepaTopa, 3ak/1toueHne COOTBETCTBYIOLWErO COrNalleHus C HUM,
a Takke ¢aKTuyeckne pencteua Kaxaoh CTOPOHbI MO OTNpaBKe MoAnucaHHoro 3assneHua apyroit CTopoHe B
COOTBETCTBMM C NpaBuaamun onepatopa cucrembl 30.

2.4.4. nyTem 0bBMeHa CKAaHWPOBAHHbIMM KOMWAMM nognucaHHoro CTopoHamu 3aABAEHUA C MCNO/Jb30BaHWEM afpecos
3/71eKTPOHHOM nouTbl CTOPOH, COrNacoBaHHbIX B COOTBETCTBYIOLLEM A0OroBope, ykasaHHom B n.1.1 Cornawenusal.
CKaHMpOBaHHaA KONuA 3aaBNEHUA CYUTAETCA NONYYEHHOM Ha creayownin pabounin ieHb C MOMEHTa ee HanpaBAeHUA No
YKa3aHHbIM aipecam 31eKTPOHHOW NoYTbI.

3aaBneHue, nognucaHHbi CTopoHamy cnocobamu, yKasaHHbimu B n.n. 2.4.2, 2.4.3 wan 2.4.4 CornaweHus, sBasetca
paBHO3HAYHbIM MO CBOEN HPUANYECKOW cune 3anaBaeHUI0 Ha BymaKHOM HocuTene, NognucaHHbIM npeactasuTenamm CTopoH

CcO6CTBEHHOPYYHO U 3aBEPEHHbIM NeYaTbio (MPU HaAUumK).
Mpu nopnucaHuu 3assneHuns cnocobom cornacHo n.2.4.4 CornaweHus, Komnanusa obasyetca HanpasuTb baHKy NOANMHHUK
noAnucaHHoro 3anasieHMs Ha ByMaskHOM HOCMTENE MO NOYTE 3aKa3HOM KOPPECNOHAEHUMEN UK KYPbEPOM B CPOK He nosaHee

! ina Baxka 3aseneHue Heob6xodumo Hanpaensame Ha adpec 913 O6wux sonpocos: accounting@131.ru
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10 (OecaTtn) pabounx gHel ¢ AaTbl OTNPaBKKM B BaHK CKAHMPOBAHHOM NOANUCAHHOM CO CTOPOHbI KoMnaHuM Konuu 3asBneHus.
OTCKaHMPOBaHHaA KonusA 3asBieHWs, NOAMUCAHHAA YNOJIHOMOYEHHbIM /IMLOM KOMMaHMKM M CKpensieHHas neyatbio (npu
Hanuuuu), obnagaer PUANYECKON CUNON A0 MOMEeHTa nonydeHus BaHkom oT KomnaHuu noa/fiMHHWKa 3asBfieHua Ha
6ymarkHOM HocuTene. [lo MoMeHTa nonyyeHus ot KameHTa nogiMHHUKA 3aaBneHus, baHk Bnpase BBOAUTb IMMUTbI HA CYMMblI
M KONNYECTBO coBepliaemMblx KnveHTom onepaumit. B cnyyae, ecnm BaHK He nonyumn ot KomnaHuv NOANVHHWK 3anaBaeHUs B
CPOK, YKa3aHHbIA B HacToAWEM NyHKTe, baHK BNpaBe NPMOCTaHOBUTb 0BMEH 3/1IEKTPOHHbLIMU AOKYMEHTAaMM NO HacToALEMYy
CornaweHuto ¢ ysegomneHvem KomnaHuu. Mpu aTom BaHK He HeceT OTBETCTBEHHOCTM 3a /tobble yObITKM KomnaHuu.

MNopAaaok MHGOPMALMOHHO-TEXHONOIMYECKOro B3aumogencremns

3.1. CTOpOHbl  OCYLLEeCTBAAIT WHPOPMALMOHHO-TEXHO/IOTMYECKOE  B3auMoAencTBMe B COOTBETCTBMM € [1poTOKOo/IOM
MHPOPMaLMOHHOro obmeHa (ganee — «API») n UHCTpyKLMen no obecneveHnto MHGOPMaLMOHHON 6e30nacHOCTU (MpUaoKeHue
Ne 2), aKTyanbHble pefaKkLMmK U ONMCaHUA KOTOPbIX pa3meLLieHbl No agpecy: https://developer.131.ru/.

3.2. baHk BnpaBe B OAHOCTOPOHHEM MOpsAAKe BHOCUTb uameHeHua B APl. Ecan BHocMmble M3MeHeHMA MOryT MOBAMATL Ha
ncnonHeHne CTopoHamum cBomx obszaTenbcTs no CornaweHnto, To baHK HanpaBMT KomnaHUK yBegoMIeHNE He MeHee Yem 3a 5
(naTb) paboumx AHen A0 AATbl BCTYN/IEHWA TAaKUX U3MEHEHWH B CUAY, €CAN WMHble CPOKWM He cornacoBaHbl CTOpoHamu B
[,0roBopax, ykasaHHbix B n. 1.1 HacToAwero CornaweHums.

3.3. CTOpOHbl CaMOCTOATE/IBHO W 33 CBOM CYET MOALEP)KMBAIOT COOCTBEHHYK annapaTHO-TEXHUYECKYID WHOPACTPYKTYpPY,
Heobxoaumyto Ana ucnonHeHua CornaweHuns, NpPeanpUHUMAlOT BO3MOXKHbIE Mepbl ANA 3aWuTbl NepesaBaemoit B paMKax
CornaweHua uHGOpMaLMM OT HECAHKUMOHMPOBAHHOIO AOCTyna, KOMUPOBAHWA W pPACMpPOCTPaHEHUA, B TOM 4UMUCAe,
npefycMOTpPeHHbIe NPUMEHUMbIM 3aKOHOAATEe/IbCTBOM.

3.4. KomnaHua cornawaetcs, 4to baHK He moeT rapaHTMpoBaTb KoMnaHWM OTCYTCTBME NEepepbiBOB, CBA3AHHbIX C TEXHUYECKMMU
HEMCNPaABHOCTAMM, NpoBEAEHNEM NPOPUAAKTUYECKMX PabOoT, a TakkKe NosHyo U 6e30wmnboyHyto paboTocnocobHocTb APl n
KaHanoB cBa3n. CTOpoHbI 0653yI0TCA CBOEBPEMEHHO MHPOPMMUPOBATL (MO 3NEKTPOHHOIM NouTe u/uam TenedoHy) apyr apyra 060
BCEX C/ly4asaX BO3HWKHOBEHWA TEXHUYECKMX HEUCNnpaBHOCTEM WAU ApYrnx obCTOATeNbCTB, NPENnATCTBYIOWMX HaAnexaliemy
MCNONHeHUIo HacToAwero Cornawenus.

3.5. B cayyasx, npesycMoTPeHHbIX COOTBETCTBYHOLWMMM J0roBopamm, CTOPOHbI OCYLLLECTBAAIOT B3aMMOLENCTBMUE UCNO/b3YA agpeca
3NEKTPOHHOW NOYTbI, YKa3aHHble B TaKUX LOrOBOPaXx.

INeKTPOHHaA No4NUCb

4.1. CornaweHve npeaycMmaTpuMBaeT WCMONb30BAHUE YCUIEHHON HEKBaNUOULMPOBAHHOM 3/IEKTPOHHOM MoAMNWCU B pPaMKax
MHGOPMALMOHHO-TEXHO/IOMMYECKOro B3aMmogencTeuma (aanee — «Mognuck»), KOTopas No3BoAAET 0becneunTb NoATBEPKAEHNE
aBTOPCTBA, NOAJ/IMHHOCTU U LeIOCTHOCTM NOANUCAHHbIX 31€KTPOHHbIX SOKYMEHTOB.

CpepcTBa INEKTPOHHOM Noanucu

5.1. [AnAa co3gaHua u nposepku Mognucu, co3gaHuna kawoua Mognucn n Kntoda nposepku MNoanucn A0NXKHbI MCMO/Ib30BATLCA
CpPeAcTBa 3N1EKTPOHHOW NOANUCK, KOTOopbIe:

5.1.1. nNo3BOAAIOT YCTaHOBUTb GAKT M3MEHEHUA NOLNMCAHHOIO 3NEKTPOHHOIO AOKYMEHTa Noc/sie MOMEHTA ero NoAnucaHus;
5.1.2. obecneynBatoT NPAKTUYECKYIO HEBO3MOXHOCTb BblUMCNEHUA Katoda MOoANUCKU U3 SNEKTPOHHOW NOAMUCU UM U3 KAtoYa
nposepku Mognucw.

5.2. KomnaHusa o6s3aHa caMoCTOATE/IbHO M 3a CBOM CYET BbIOPaTb CPeACTBa 3/IEKTPOHHOM NOANMCU M cO3AaTb KAtoY oAnucK 1 Koy
npoBepku Mognucu, CooTBETCTBYHOWMI TPeboBaHMAM NPUMEHMMOrO 3aKOHOA4ATEIbCTBA.

NopaaoK 3NEeKTPOHHOro A O0KYyMeHToo60poTa

6.1. MNepen Hayanom B3aMMOLEWCTBUA MO 3SNEKTPOHHOMY [OKYMEHTO060poTy BaHk u KomnaHua obmeHuBatoTcA Katoyamu
nposepkn Moanucn. Kniou nposepkn Moanucn BaHka moxkeT 6biTb onybAnKoBaH B OTKPbITOM AOCTyrne No ajpecy:
https://developer.131.ru.

6.2. DNEKTPOHHbLIM AOKYMEHTOOOOPOT BK/OYAET creaytolwime 3Tanbl: cO3haHue, nepepadvy, NpoBepKy NOANMHHOCTM, NPOBEPKY
LLe/IOCTHOCTH, NPOBEPKY aBTOPCTBA, YYET U XPaHEHME 3NEKTPOHHbIX JJOKYMEHTOB.

6.3. Co3aaHue 31eKTPOHHOro AOKYMEHTa BKAOYaeT B ceba HenocpeacTBeHHOe GOPMUPOBAHUE INEKTPOHHOTO AOKYMEHTa U ero
noanucaHune MNoanucblo ¢ cnonb3oBaHMem Kato4a Moanuci.

6.4. [lepefaya NOANUCAHHOMO 3/1EKTPOHHOIO AOKYMEHTa OCYLLEeCTBAAETCA C Ucnonb3osaHMem APl u/uan agpecos 3N1eKTPOHHOM
NOoYTbl, YKa3aHHbIX B COOTBETCTBYHOLLLEM JOrOBOpPE.

6.5. [poBepka NOA/JMHHOCTU 3N1EKTPOHHOrO AOKYMEHTa BK/oYaeT B cebAa NpoBepKy COOTBETCTBMA 3/EKTPOHHOIO AOKYMEHTa
TpeboBaHMAM K ero GopmaTy U NOPAAKY 3aNOJIHEHUA, @ TaKKe NPOBEPKY NOAJMHHOCTM MoANUCK C MCNONb30OBaHUEM K/tOYa
nposepku Mognucw.

[na nposepkn Nognucy CTOPOHbI UCMONL3YIOT CPEACTBO 3NEKTPOHHOW NOAMMUCU, KOTOPOE:

1.  dopmupyeT X3l 13 NCXOAHOTO INEKTPOHHOIO AOKYMEHTa MO aNropuTMy, onpeseneHHOMY B 3asaBeHUH;

2. npeobpasyeT nosyyeHHyto Moanunck c MCNOAb30BaHWEM K/toda nposepku Moanucu;

3. cpaBHMBaeT 3HayeHune, NoJlydeHHoe Ha ware 1 co 3HayeHnem, NoyYeHHbIM Ha Lare 2.
Ecnn 3HayeHMsa coBnanu, To NOAAMHHOCTL MoAnucb cuMTaeTca noateepXaeHHon. Ecnn He coBnanu, TO cyuTaeTcsa, 4YTo
noa/svHHocTb MNoanucu He noAaTBepXAeHa, U nposepAlowas CTOPOHA AOMKHA Hemea/leHHO coobwmuTb 06 aTom Apyrow
CtopoHe.

6.6. [poBepKa LLENOCTHOCTM 3/IEKTPOHHOIO AOKYMEHTa OCYyLLeCTBAAEeTCA nyTem MpoBepku lMoanucn ¢ ncnosib3oBaHuem cCpeacrts
nposepkn Mopnucu: npoueaypa npoBepku [Moanvcu, UCNONb30OBAHHOW MpPU MOANUCAHUWU INEKTPOHHOTO [OKYMEHTA, C
HapyLWeHHOW LLeNIOCTHOCTLIO AACT OTPULLATENbHbIN pe3ybTaT (coobwmT 06 ownbke Moanucw).

B cnyyae nonyyveHMs OTPUULATENbHOTO pe3y/ibTaTa MPOBEPKU LLeSIOCTHOCTU 3/EKTPOHHOrO [AOKYMEHTA TaKOW AOKYMEHT
cYMTaeTcs HeaeucTBUTENIbHbIM (HE MMeeT OPUAMYECKOM CUAbl), HEKOPPEKTHbIM U nposepslowas CTOpPOHa A0MKHA
HemegneHHo coobwmTb 06 aTom apyroi CTopoHe.

6.7. MpoBepKa aBTOPCTBA 3/IEKTPOHHOIO AOKYMEHTa NpeAcTaBaneT coboi NpoBepKy Toro, Yto MNoAnucb CHMTAETCA NPUHaAeKaLen
CTopoHe — ecnn Gpu3nYecKoe NnLo, AENCTBYIOLLEE OT UMEHW yKa3aHHOM CTOPOHbI HA OCHOBAaHWUW yuYpeanuTeNbHbIX AOKYMEHTOB
OPUANYECKOTO INLLA MW LLOBEPEHHOCTU, ABAAETCA BNAagenbLem cepTudmrKaTta Katoua nposepku Mognucu.

CTOPOHbI NPU3HAIOT, YTO UCNO/Ib3yeMble CMOCOObI 3aLMTbl INEKTPOHHbIX LLOKYMEHTOB, KOTOpble obecneynsatoT opmmpoBaHme
1 nposepKy MNoanucuK, 4OCTaTOUYHbI AN1A NOATBEPKAEHNA aBTOPCTBA, NOAJIMHHOCTU U LeNIOCTHOCTU 3/1EKTPOHHbIX OKYMEHTOB.

6.8. Y4eT 3/1eKTPOHHbIX AOKYMEHTOB OCYLLECTBAAETCA NYyTEM BEAEHUA 3/IEKTPOHHbIX XKYPHaN0B yyeTa NOCTYNAOLWMX U UCXOAALLUX

3N1EKTPOHHbIX JOKYMEHTOB, NOANMCcaHHbIX MNognuceto. BeaeHre a1eKTPOHHbBIX *KYPHA/OB yyeTa OCyL,ecTBiAeTCA NPOorpammHo-
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10.

11.

annapaTHbIMW U TEXHUYECKMMU cpeacTBamu baHka. MOMEHTOM NosyYyeHUA 3NEKTPOHHOTO AOKYMEHTa ABAAETCA MOMEHT ero
OTpa)keHue B KypHasie yyeTa.

6.9. XpaHeHWe 3/71eKTPOHHbIX AOKYMEHTOB, NocTynuewnx B baHK nam ncxopawmx ot baHka, ocywectBnaetca B apxvse baHKa B
TEeYeHMEe CPOKOB, YCTAHOB/IEHHbIX A/1A AOKYMEHTOB COOTBETCTBYIOLLErO BUAAQ, HO HE MeHee NATU NeT C MOMEHTA NOyYeHUs
3N1EKTPOHHOTO AOKYMEHTA. B c/lydyae BO3HMKHOBEHMA CNOPOB OTHOCUTE/NIbHO COAEPMKAHUA SNEKTPOHHbIX LLOKYMEHTOB NPUOpUTET
MMEIOT 3/1IEKTPOHHbIE AOKYMEHTbI, XpaHALMecs B apxmse baHKa.

Mpu3HaHMe 31eKTPOHHbBIX JOKYMEHTOB

7.1. CTOpOHbI MPU3HAKT, YTO 3NEKTPOHHbIE AOKYMEHTbl, MoAnucaHHble [MOANUCHIO, ABAAIOTCA PABHO3HAYHbIMM MO CBOEM
IOPUANYECKON cUe AOKYMEeHTam Ha BymakHOM HocuTene, NognmMcaHHbIM COBCTBEHHOPYYHO W 3aBEpPEHHbIM NeyaTtbio (npwu
HanmMumnm).

7.2. TlpepycmoTpeHHble A/A 3/71EKTPOHHOrO AOKYMEeHTa MpaBoBble NOCAEACTBMA HACTynaloT TO/MbKO B C/yvyae, eCAu MNoJsy4veH
NONIOXKUTENbHBIN pe3ynbTaT NPoBepku MoANUCK 3TOrO 3N1EKTPOHHOTO AOKYMEHTA, NPU YCA0BUKU cobatofeHna TpeboBaHUl K
dopmaTy 1 NOpAAKY 3aNoSHEHUA 3/IEKTPOHHOTO AOKYMEHTA, YCTaHOB/IEHHbIX HacToAWwMM CornawieHMeMm, ykasaHHbimu B n. 1.1
CornalweHus goroBopamum (MPU HaANMYMK B HUX COOTBETCTBYHOLLMX YCIOBUIA) M 3aKoHOAATeNbCTBOM Poccuiickon Peaepaumu.

OTBeTcTBEHHOCTb CTOPOH

8.1. CTOpOHblI MPUHUMAIOT Ha cebA BCe PUCKM, CBA3aAHHble C PaboOTOCNOCOOHOCTbIO CBOero 0bopyAoBaHUSA WM KaHANOB CBA3M,
COXPAHHOCTbIO U KOHPUAEHUMANBHOCTbIO KAtodel Moanucu.

8.2. B cnyyae HeBbIMOAHEHUA WM HEHaAeXKallero BbINOJHEHNA CBOMX 06s3aTenbcTB 0A4HON M3 CTOpoH, apyraa CTOpoHa umeet
npaso NoTpeboBaTh OT Takoi CTOPOHbI UCNONHEHMA NPUHATLIX Ha cebn 06A3aTeNbCTB, a TAKXKE BO3MELLLEHWUA MPUYMHEHHOTO el
yuwepba.

8.3. KomnaHua HeceT OTBETCTBEHHOCTb 33 KOHOMAEHUMANBbHOCTL KAoYa MoanucK, a TakKe 3a AeWCTBUA CBOMX PabOTHMKOB npwu
ucnonb3oBaHun Moanucu. baHK He HeceT OTBETCTBEHHOCTM 3a Y6bITKM, MOHeceHHble KomnaHueWn B CBA3U C
HECaHKLMOHNPOBaHHbIM UCMNO/Ib30BaHMEM MOANUCU HEYNOHOMOYEHHbBIMU IULLAMM.

KoHduaeHumanbHOCTL

9.1. CropoHbl 06s3ytoTcA obecneynBaTb KOHOUAEHUMANBHOCTL Katodel Mognucy, B YacTHOCTU, He AOMYCKaTb MUCNOAb30BaHWe
npuHaaaexawmx um kntodeit Nognucm 6e3 cornacua CTopoH. He mncnosnb3osath Koy Mognucy nNpu HaiMuyMM OCHOBAHMM
nosaratb, 4TO KOHPUAEHUNANBHOCTb AAaHHOTO KAtoua Moagnucy HapyLweHa.

9.2. CTopoHa, AoNyCcTMBLUAA KOMMPOMETaLMIO Katoya [Nognuncu, HeceT OTBETCTBEHHOCTb 3@ 3/IEKTPOHHbIE AOKYMEHTbI, MOANUCAHHbIE
C UCNONb30BaHNMEM CKOMMPOMETUPOBaAHHOro Katoda Nognucu. Kntou Moanvcn CTOPOHbI cYMTaeTca AEUCTBYIOWMM A0 AaTbl
nony4yeHua apyron CTopoHol ysegomneHma 06 aHHYIMpPoBaHUK (0T3bIBE) COOTBETCTBYHOLLLENO Katoda Moanucu.

9.3. CTOpOHbI 06A3yOTCA HE3aMEAIMTE/IbHO, HO HE MO34HEee YeM B TEYEHUE OAHOTO KaJIeHAAPHOro AHA MHGOPMMpPOBaTb APYr Apyra
060 Bcex C/yyanx HapyweHus KoHMAeHUManbHOCTM Katouei Mopnuck (B T.4. yTpaTbl, XMLLEHWUA, HECAHKLMOHWPOBAHHOIO
poctyna K Katouy MNopgnucu). Mpu atom mcnonHeHve CornaweHua NPUOCTAHABAMBAETCA A0 NPOBEAEHUA CMEHbI Kitoyel
Moanucu. CmeHa Kntouel Moanucun ocywecTBAAeTca NocpeacTBOM noAnmcaHna CTopoHaMM HOBOrO 3anB/eHus.

®dopc-maxkop

1.1. CropoHbl 0cBO6OXAAIOTCA OT OTBETCTBEHHOCTM 3a YaCTUYHOE WM NOJSIHOE HeucnosHeHWe obasaTenbcTB No CornaweHuto B
cny4yae HacTynneHuna Gopc-MarKopHbIX 0BCTOATENLCTB, TAKMUX KAK: CTUXMIAHbIE U TEXHOFEHHbIE KaTacTpodbl, BOEHHbIE AENCTBUSA,
rpakaaHckMe bHecnopsfkv, anuaemun, NaHAEemMUM, Kpax MUPOBOW 3KOHOMMYECKOW M (GUHAHCOBOW CUCTEMBI, MPUHATUE
HOPMAaTMBHbBIX aKTOB OFrpaHUYUTENIbHOIO XapakTepa. K uncny Gopc-marKopHbIX 0BCTOATENbCTB TaKKe OTHOCATCA: CO0M UM OTKa3
nporpaMmHo-annapaTHbiXx CpeacTs M 060pyAoBaHUA, OTKa3 WAM  OTK/OYEHME CUCTEM CBA3WM, 3/1EKTPOCHAbXKeHus,
BMeLLATeNbCTBO TpeTbux nunu, (DDoS-ataka) v T.n.

10.1. Npu HacTynneHnn Popc-makopHbIX 06cToATENbCTB, CTOPOHA, NMOABEPrHYBLIAACA UX BAUAHMUIO, AO/KHA B TeyeHue 3 (Tpex)
KaneH4apHbIX gHel yBeaomuTb 06 3Tom apyryto CTopoHy. CTOpoHa, NPONycTUBLLAA CPOK YBEAOMJIEHMA, ANLWAETCA npasa
CCbINATLCA Ha YKa3aHHble 06CTOATENLCTBA, KaK HAa OCHOBaHWE, 0CBOOOXKAatoLwee OT OTBETCTBEHHOCTY.

MopAaaoK paspeLueHusa cnopos

11.1. Hactosawee CornalieHne MOANEXKUT PEry/IMPOBAHUIO U TOJIKOBAHUIO B COOTBETCTBMM C 3aKOHOAATENLCTBOM Poccuitckoi
denepaumnn (NpMMeHMMOe 3aKOHOAATENbCTBO).

11.2. B cny4yae BO3HWMKHOBEHMSA pasHOrNacuin No BONpocam MUCNoaHeHus ycnosuii Cornawenus, CTopoHbl NPUHUMALOT BCe Mepbl No
MX pa3peLLeHuto NyTem Neperosopos.

1.2. Jlobble cnopbl mexay CTopoHamu, NpegmMeToM KOTOPbIX ABAAETCA OCNapuBaHUE COAEPMKAHWUA SNEKTPOHHOIO AOKYMEHTA,
nepesatoTca AN paspelleHns cneLmanbHo co34aBaeMon 3KCnepTHOM Komuccumn. Coctas aKcnepTHOM Komuccumn dopmupyeTca
B paBHbIX Nponopuusax 13 npeacrasuteneit CtopoH. Komunccua fAonkHa yCTaHOBUTb aBTOPCTBO, MNOA/MHHOCTb U LLEeNOCTHOCTb
MoAnMcK OCnapuMBaeMoro 3/IeKTPOHHOIO AOKyMeHTa. Pe3ynbTaTbl paboTbl 3KCMEPTHOW KomMMccuM opOpMAAIOTCA aKTOM,
KOTOPbIM fomKeH 6biTb nognucaH CtopoHamu. C MOMeHTa noAnucaHua akTa CTOPOHbI Npu3HatoT 6eccnopHOCTb cBeAeHUN,
YyKa3aHHbIX B JaHHOM akKTe. MopAaaoK pa3bopa KOHPAMKTHbIX CUTyaLMIl YKasaH B npunoxkeHum Ne 3.

11.3. B cnyyae HEBO3MOXHOCTM yperyanpoBaTb pasHornacua nyTém MneperoBopoB, CMOpbl paspeluatoTcs B ApbuTparkHom cyae
Pecnyb6anku TaTapcTaH ¢ NpUMMEHEHMEM HOPM MaTepuasbHOro M NpoLeccyanbHOro npasa Poccuiickoit depepaumm.

11.4. NucbMeHHbIN AoCcyAebHbIN NPEeTEeH3UOHHbIA NOPAAOK YperyiMpoBaHua cnopos ABasetcA obasaTenbHbiM. Cpok oTBeTa Ha
npeTteHsuto — 15 (NATHagLaTh) paboumx AHEel C MOMEHTa ee NoyYeHus.

12. YsepaomneHua

13.

12.1. Ecam nHOM nopsagok He npeaycmoTpeH CornaweHuem u/mam 4orosopom (gorosopamu), ykasaHHbimu 8 . 1.1. CornaweHus, To
ntobble NMCbMa, YBEAOMIEHUA U LOKYMEHTbI, NepeAaBaemble CTOPOHaMU Apyr Apyry B pamkax CornalleHus no sNeKTpoHHOM
noute, 6yfly cuuTaTbcA Hag/exalMm o6pasom OTMPaBAEHHbIMM W MONYYEHHbIMM, ECAM OHW HanpaB/ieHbl C/Ha agpeca
9/1eKTPOHHOM MOYTbI, yKa3aHHble CTOpOHamMK B 3aABNEHUN.

12.2. U3meHeHWe agpeca 3NeKTPOHHOM noyTbl CTopoH (Nn. 12.1), ocywecteaseTca NocpeaCcTBOM OTNPABKMU 3/1EKTPOHHOMO coobLweHus
C paHee yKasaHHbIX a4pecoB 3/1eKTPOHHOM NOYTbI, COAepKaLLero YeTkoe yKasaHMe Ha HOBbIN aApec 31EKTPOHHOMN NoYTbl AnA
OCyLLLEeCTB/IEHNA CBA3MN.

U3meHeHune CornawieHuns

13.1. baHK BnNpaBe B OAHOCTOPOHHeM BHecyaebHOM nopsake BHOcWUTb B CornaweHue nobble U3MEHeHUs WU/UAK AOMNONHEHUs,
nocpeacTBom pasmelleHusn no agpecy https://developer.131.ru HoBoI peaakuuu CornawieHus.

13.2. Hosasa pepakuma CornaweHua BCTYMaeT B CUAY U MOANEXUT NPUMEHEHMIO K NpaBooTHoweHnAam CTOpOH no ucteyermmn 10
(BecaTn) KaneHAapHbIX AHEN C MOMEHTa ee pasmeLLeHns no agpecy: https://developer.131.ru.
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14.

15.

16.

13.3. KomnaHusa o6s3aHa CaMOCTOATE/IbHO U CBOEBPEMEHHO 3HAKOMUTLCA C HOBOW peaakumnii Cornalwexusa. B cnydae HenonydeHus
BaHKOM A0 BCTynaeHus B cuay HOBOM pepakumu CornaleHua NUCbMEHHOro yBegoMaeHUs KomnaHuMM O pacTopKeHuu
CornaweHnus, HoBaa pefakuma CornaweHus cuutaetcd 6e30roBOPOYHO NPUHATONM KomnaHueW, npu 3TOM 3aKtouveHue
OOMONHUTENBHOTO cornawenus K Cornawenunio He TpebyeTca.

CpOK AeicTBmA U NOPAAOK PacTOpPXKeHUA

14.1. Cpok aeticteus CornalleHmna orpaHNUYeH CPOKOM AeNCTBUA AOTOBOPOB, YKa3aHHbIX B n. 1.1. CornaweHus.

14.2. baHK BNpaBe B OAHOCTOPOHHEM MOPAAKE OTKA3aTbCA OT UcnonHeHUa CornawenHus, yseaomms 06 sTom KomnaHuio He meHee
yem 3a 30 (TpuaLaTth) KaneHaapHbIX HEW B TUCbMEHHOM dpopme.

14.3. baHK BnpaBe B 04HOCTOPOHHEM, BHECYAebHOM NopsaAKe 0TKa3aTbCA OT MCNoNHeHUs CornalleHms 1 pacToprHyTb ero, yBeaoMuBe
06 3Tom KomnaHuio 3a 1 (oauH) pabounit AeHb, B C/lyyae BbiiBAEHUA B AeATeNbHOCTU KOMNaHWM NPU3HAKOB MOLLEHHUYECKOM,
NPOTUBOMPABHOM MAM HeoBOCHOBAHHO Hebe30nacHOW AEeATENbHOCTU, KOTOPAA MOMKET MPUBECTM K HAPYLUEHWIO YC/IO0BUIA
HacToswwero Cornawenus u(unun) sakoHoaaTenbcTBa Poccuiickon depepaLmm, a TakKe K MMYLLECTBEHHBIM U pPenyTauyMoHHbIM
ybbITKam BaHKa.

14.4. O6aszatenbctea CTOPOH, BO3HUKLINE A0 pacTop:eHua CornaleHns, COXpaHAaTCa 40 UX NONHOIO UCMOAHEHUS.

Mpouune ycnosus

15.1. Hactoauwee CornaweHune cOCTaBAEHO Ha PYCCKOM fA3blIKe.

15.2. Bce npunoxkeHua ABAAIOTCA HeEOTbeMIeMbIMK YacTaAMM CornaleHuns, @ UMeHHO:

15.2.1.NMpunoxkeHne N2 1 - «3asaBAeHME O NPU3HAHMM U CBEPKE KJIKOYa 3NIEKTPOHHOM NOANUCU»;
15.2.2.Mpunoxexune Ne 2 — «MHCTpyKLMA No obecneveHunto MHGOPMALMOHHOM 6e3onacHoCTUY;
15.2.3.MpunoxkeHne No 3 — «lopsagoK pazbopa KOHGAUKTHBIX CUTyaLMIA».

15.3. CTopoHbl He Bnpase nepegaTb CBOM MNpaBa M ob6s3aHHOCTM no CornaweHuto TpeTbMM nnuam 6e3 npeasapuTeslbHOro
NUCbMEHHOTO cornacua apyro CTopoHbl.

15.4. Ecamn Kakoe-nMbo nonoxkeHuwe Hactosawero CornaweHuna byaet NPU3HAHO HeAeNCTBUTE/NIbHbIM WM HE MMEIOWUM 3aKOHHOWM
CU/bl B COOTBETCTBMM C NPUMEHMMbIM 3aKOHOAATE/IbCTBOM, TO TaKoe NoJIoXKeHue AO0/KHO 6biTb npuseseHo CTopoHamu B
COOTBETCTBME C MNPUMEHMMbIM 33aKOHOAATE/IbCTBOM, NPW 3TOM AeWCTBUTENbHOCTb U MPUMEHMMOCTb NbHOro Apyroro
nonoxeHus CornaweHus He byaeT 3aTpoHyTa.

PekBu3untbl baHKa
AKLMOHepHoe 06LecTBo «baHk 131»

JInueHsmna baHka Poccmmn N23538 o1 29.11.2024

OlPH 1241600056390

MHH/KMNM 1655505780 / 165501001

Appec: 420111, Poccuiickana degepauma, Pecnybamnka TaTapcTaH,

ropog, KasaHb, yanua Kapna Mapkca, 3aaHue 28Kopp. cy. 30101810822029205131 8 OnepaunoHHO-KaccoBom LeHTpe Ne 6
Bonro-BsTckoro rnasHoro ynpasnexnus LleHTpanbHoro 6aHka Poccuiickolt ®epepaumm

BUK: 049205131
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MpunoxkeHne Ne 1

K MopaAKy 31EKTPOHHOIO AOKYMeHTo060pOoTa NpPU OCyLLECTBAEHUU MHGOPMALMOHHO-TEXHOIOMMYECKOTO B3auMO4eNcTBIUA

3AAB/IEHUE O MPU3HAHWUW U CBEPKE K/IHOYA 3/IEKTPOHHOM NOAMUCH

CTtoponbl bank

Komnanmust

[TonHoe HaMeHOBaHKE AxmonepHoe o6mectBo «bank 131»

[*]

[onroe ®UO u nmacnopTHBIE JaHHBIE [*]
Brazgenbia [lognucu

Taxumu npedcmasumensimu mo2ym 6uims Kak 0eecnocooHble QusuiecKue auyd, HaoeleHHble
yupeoumenvrvimu 0okymenmamu Komnanuu npasom eounonuuno oeticmeosams om umenu Komnanuu oe3
006epenHocmu, max u 0eecnocobHvle usuueckue nuya, oeticmeyrowue om umenu Komnanuu na
OCHOBAHUU D08EPEeHHOCMU

/

JleicTByIomuii HAa OCHOBaHUH [*]

Yemas, [Josepennocmo, unoit dokymenm 6 coomgeememeuu ¢ 0eticmeyiouum 3akoH00amenbCmeom

Aunroput™ [oanucu RSA (2048 bit)

RSA (2048 bit)

Kirou nposepxku IToanucu
azpecy: https://developer.131.ru

Kirrou npoepku [Toamucn banka ormy6irKoBaH B OTKPBITOM JIOCTYIE IO

[*]

Anpec 3IIeKTPOHHON MOUTHI []

[*]

HO}IHI/ICI:IBaH HacTOA1IICC 3a${BJ'IeHI/Ie, Komnanus TMOATBEPKAAET, UYTO OHA O3HAKOMJIEHA U COIJIaCHa C HOpHZ[KOM 3JICKTPOHHOT'O Z[OKyMeHTOO60pOTa IpHU OCYHIECTBIICHUN I/IH(bOpMaHI/IOHHO-TeXHOHOFI/IquKOFO B3aUMOJICHCTBUS

(https://developer.131.ru) u ero ycnoBusMH 6e3 KaKHX-THOO0 MPaBOK, OTOBOPOK HIJIM HCKIIFOUESHUH.

bank

Kommanus

AxuponepHoe o0riectBo «bank 131

JInnensus banka Poccun Ne3538 or 29.11.2024

OT'PH: 1241600056390

WHH/KIIIT: 1655505780 / 165501001

Anpec: 420111, Poccuiickas ®enepanyst, Pecnydnuka Tarapcran, ropoxa Kasans, ynuna Kapina Mapkca, 3nanne 28
Kopp. cu. 30101810822029205131 B OnepanuonHo-kaccoBoM LeHTpe Ne 6 Bosro-BATcKoro riaBHOro ynpasieHHs
LlenrpansHoro 6anka Poccuiickoit deneparmn

BUK: 049205131

[HA3BAHWE KOMITAHUM]
[AJIPEC KOMITAHIU]
[PECUCTPALIVIOHHBIN HOMEP]
[MHH/KIII]

[BAHKOBCKUE PEKBU3UTBI]

[®NO] [®1O]
[DomxHOCTB) [domxHOCTB)

/ /
Harta:  [°] Hara:  [°]
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MpunoxkeHune Ne 2
K MopaaKy 3N1eKTPOHHOro 4OKYMeHTO060pOTa NpPU OCYLLECTBIEHUM MHGOPMALLMOHHO-TEXHOIOTMYECKOT0O B3aMMOAENCTBMUA

MHCcTpYKuMA no obecneueHnio MHGOpMaLMOHHOM 6e3onacHoCTH

B uensax obecneyeHna nHdopmaunmoHHoi 6esonacHocTv nNpu pabote c MNpoToKkosom MHPopMaALNMOHHOTO 0bMeHa
(manee — «API») KomnaHus Hagenaetca cneayrowmmmn o6a3aHHOCTAMM:

1. Kntoy an1eKTpOHHOM noanucuy (ganee no TeKCTy — «Ktod MNoanucmn») XpaHWTb TOIbKO B HEAOCTYNHOM As
NOCTOPOHHUX /L, MeCTe.
2. He ponyckaeTca:

®  CHMMATb HECAaHKLMOHWPOBAHHbIE KONWUW;
e nepepaBaTb Kaou Mognucn anuam, K HAM He JONYLLEHHbIM.
3. He ncnonb3oBatb B KayecTse nNaponsa:
®  rocnefoBaTe/IbHOCTU CUMBOJIOB, COCTOALLME U3 OHUX UUdP (B TOM Yucne Aatbl, Homepa TenedoHos,
HOMepa aBTOMObUNEN U T.M.);
® nocnefoBaTe/IbHOCT NOBTOPAOLWMXCA BYKB uau unodp;
*  uaywme nogpaa B packaaZKke KNaBnaTtypbl MAK B andaBUTe CUMBOJIbI;
e umeHa u pamunuu;
e  NHH naun apyrue peksnsntol KomnaHmu.
4. Maponb ponKeH:
e  6biTb He MeHee 12 cMMBO/IOB;
® coaepKaTb LMopbl, CTPOYHbIE U 3arnaBHble BYKBbI;
e coaepxaTb XoTA 6bl 1 cumBOA, He ABAAOWMIACA BykBON MK LMdpPOIA.

5. Ha KomnbioTepe A0/IKHA ObITb yCTaHOB/EHa Mapo/ibHas 3aluMTa Ha BXOA, B ONEpPaLMOHHYI CUCTEMY
YCTpOMCTBA.

6. Maponb nonb3oBaTens B ONepaLMOHHOM CUCTEME YCTPOMCTBA A0/MKEH MeHATbCA KomnaHuen He perxke
O4HOro pasa B KBapTasn.

7. Maponb goctyna K Katouy Moanucn XxpaHUTb OTAEeNbHO OT Katoya Moanucu.

8. CTporo 3anpeLLaeTcs 3anMcbiBaTb NAPOIM Ha ByMaKHbIX HOCUTENAX UM B TEKCTOBbIX paliiax Ha paboyem
MecTe, OCTaB/IATb UX B IETKOAOCTYMHbIX MecTax, nepeaasaTb HEYNONHOMOYEHHbIM NLLAM.

9. Mcnonb3osaTb KAtod Moanmcn, TONbKO B MOMEHT NOANMUCAaHUA INEKTPOHHbIX AOKYMEHTOB.

10. Mcnonb3osaTb Kawod [loanucu, TONBKO ANA NOANUCAHUA SNEKTPOHHbIX LOKYMEHTOB B pPaMKax
ncnonb3oBaHma «API».

11. MpUMeHATb Ha paboyem MecTe NULEH3NOHHbIE CPeACTBa 3alLMTbI OT BPeAOHOCHOTO KOZa C BO3MOXHOCTbIO

aBTOMaTM4ecKoro ob6HoBNEHMA 6a3 AaHHbIX CUTHATYpP BPeAOHOCHOIO KOAa, B TOM YMUC/Ee HAaCTPOUTb eXXeHeaelbHoe
npoBeAeHne NOAHON aHTUBMPYCHOW NPOBEPKM YCTPOWMCTBA.
12. Ecnav B KayecTBe KoMMbioTepa AnA paboTbl No «API» MCNoOb3yeTca NepeHoCHoM KomnbioTep (HOyTOyK),
AONIXKHO BbITb UCK/OYEHO ero NOAKNOYeHUe K ceTAm obLero gocTyna B mectax cBo6oAHOro foctyna B UHTepHeT
(oducHble ueHTpbl, Kade M Np.), a TakxKe obecneyeHO pasgenbHOe XpPaHeHWe MepPeHOCHOro KomnbioTepa U
KJtO4EBOr0O HOCUTENSA.
13. OcyLLecTBAATb NOCTOAHHbIV KOHTPO/Ib OTNPaBAAEMbIX COOBLWEHMN Npy paboTe «API».
14, B cnyyae BbiABAEHUA NPU3HAKOB KOMNPOMETaLMKM Katoya MNognucy nnm BoiABAEHUA BPEAOHOCHOMO KOAa B
KOMMblOTEPE, MUCNOoAb3yeMoM ana paboTtbl «API», HeobxoaMmo HemegieHHO yBeAOMUTb baHK no TenepoHam:
8 800 100 13 10 c 9 yacos 00 muHYT Ao 18 yacos 00 MUHYT (B paboune AHK), NM6O HaNPaBUTb YBEAOMEHUE C
MCMNO/Ib30BaHMEM aApPECOB 3/IEKTPOHHOM MOYTbI, YKa3aHHbIX B 3aABaeHUM nMbo Aorosope, NpeayCMOTPEHHOM
n.1.1 CornaweHwua, n(Mbo NMYHO ABUTLCA B baHK ¢ Lenblo 610KMPOBaHNA CKOMNPOMETUPOBAHHbIX KAatouen Mognucu
c nocnepytowen Ux 3aMmeHomn.
15. K cobbITUAM, CBA3aHHBIM C KOMMNpOMeTaumei Katoden Nognuck, B TOM YMcie, OTHOCATCA:
e yTepa (yTpaTa) HocuTena Katoya MoAnucK, B TOM YMcie, ¢ Nocaeayowmm ero obHapyKeHnem;
e  ob6HapyKeHue paKTa MAK yrpo3bl MCNO/Ib30BaHMA (KONMpPoBaHMA) Katoda Moanucy n/mam napons goctyna
K Katoyam MoZanucu HeynoNHOMOYEHHbIMU ANLAMKU (HECAHKLMOHUPOBAHHAA OTNPaBKa 3/1EKTPOHHbIX
[OKYMEHTOB);
e nepepaya Kntoya Mognucy No OTKPbITbIM KaHanam CBA3MK;
®  repexBarT K/to4a 3/IeKTPOHHOM NoanNucK BpegoHOCHbIM MPOrpaMmHbIM obecrnedeHmnem;
e  OobOHapy)KeHWe ownbok B paboTe «API», B TOM YMCNe, BO3HWMKAIOLWLMX B CBA3M C NOMbITKAMM HapyLUeHuA
nHbopmMaLMOHHOM Be3onacHOCTy;
®  yBO/IbHEHME OTBETCTBEHHOIO COTPYAHMKA, MMEBLLEro AOCTyN K KAatouy MNognucu;
®  C/lyyam, Koraa HEBO3MOMKHO AOCTOBEPHO YCTAaHOBUTb, YTO MPOU3OLLSIO C KAOUYEBbIM HOocUTenem Moanucw,
B TOM YMC/Ie C/ly4aM BbIXOZA KNHOYeBOro Hocutens Moanucu us cTpos.
16. Mpu 06HapyYKEHNN HECAHKLMOHUPOBAHHbIX onepauunii uam ytpate «API» HemegneHHO yBeAOMUTb BaHK.
17. BAOKMPOBaTb CeaHC MOMb30BaTeNA BO BPeMA OTCYTCTBMA Ha paboyem mecTe (nyTem OAHOBPEMEHHOTO
Haxkatua Knasuw Windows: Win+L nau Ctrl+Alt+Del (3a6n1okmpoBaThb),
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MacOS: Ctrl+Cmd+Q), a TaKke 3aBepLuaTb ceaHcbl PaboTbl NOCAE OKOHYaHMA HEOBXOAMMOCTUN UX UCMONb30BaHUA.
18. OTKNIOYUTL BO3MOXKHOCTb YAANEHHOIO U TEPMUHANIbHOTO COEAMHEHUA K KOMMNbIOTEPAM, MCMONb3yeMbIM
Ans pabotbl no AP, 3a6nokmnpoeatb 3389 (RDP Remote desktop), He A4onycKaTb YCTaHOBKY Ha KOMMbIOTEP HUKAKUX
nporpamm gns yaaneHHoro ynpasnenua (Team Viewer, AccucteHT, AnyDesk, VNC n T.0.).

19. BKOUUTL B ONEepaLMOHHOW cucTeme KypHaa 6e3onacHoCcTy.

20. Mcnonb3oBaTb TONbKO IMLEH3MOHHOE NporpammHoe obecrnevyeHne — onepaLMoHHbIe CUCTEMBI, CPeACTBa
3aWMTbl OT BPEAOHOCHOrO KoAa, OdUCHble NAKeTbl U T.A4., ANCTPUOYTUBbLI KOTOPbLIX MOAYYEHbI M3 HAAEMKHbIX
WUCTOYHUKOB.

21. Ob6ecneynTb BO3MOXKHOCTb CBOEBPEMEHHOIO OOHOB/IEHUA CUCTEMHOIO M MPUKAALHOFO NPOrPaMMHOro
obecneyeHus.

22. BblAennTb CTaLMOHapPHbIN KOMMbIOTEP TONLKO ANs paboTbl «API».

23. Joctyn B nomelweHue, rae pasmelleH KomnbloTep € AocTynom K «APl», npefocTaBaaTb TOJNbKO
YNO/JIHOMOY€EHHbIM nuam KomnaHuu.

24. KomnbioTep, ¢ KOTOPOro OCyLecTBAAETCA NMOArOTOBKA M OTMPaBKa 3/1E€KTPOHHbIX AOKYMEHTOB B baHK,

pPEKOMEHAYETCA BblAENNUTb B OTAE/NbHbIN CEFMEHT CETU C 0653aTe/IbHBbIM UCKNHOYEHMEM €ero 13 06LLel TOKabHOM
cetn KomnaHun.

25. UCKNIoUMTb JOCTYN K KOMMbIOTEPAM, MCMO/b3yeMbiM Aas paboTbl Mo «API», MOCTOPOHHMM AuUuam wu
nepcoHany opraHun3aumnm, He ynosIHOMoOYeHHOMY Ha paboTy no «API» n/unu obcnyRmnsaHme KOMNbIOTEPOB.

26. Mpu obcnymBaHMM KomnbioTepa UT-coTpyaHUKamu obecneynBatb KOHTPO/Ib HaZ BbIMOAHAEMbIMU UMM
nencTeuaMu.

27. BaHK He OCyLEeCTBASET PACcCbIKY 3/EKTPOHHbLIX NUcem C npocbboit npucnaTtb Kawoum Moanucu m/vman
naposb ncrnonb3dyemble B «API» 1 HUKoOraa He 3anpawmusaet y KomnaHuu aty nHpopmaumio. Mpu obpaweHnn ot
uMmeHn baHKa no TenedoHy, 3/EKTPOHHOW noyTe, yepes SMS-coobuieHna nuy, ¢ npocbbo coobWMTL
KoHdMAeHUManbHY0 nHGopMaumio (Naponu, KogoBsble C0Ba, U NP.) HU NPU KaKUX 06CTOATENIbCTBAX He coobLuainTe
AaHHY0 nHpopmauuio n coobwmte o0b sTom B baHK.

28. KomMnaHusa camocTonaTeNbHO M e4MHO/IMYHO HEeCeT OTBETCTBEHHOCTb 33 0becneyeHne KOHOUAEHUNANBHOCTH
naponei, Kawoden MoAnucK, U WMHbIX AaHHbIX, NOJYyYeHHbIX OT BaHKa MAM creHepupoBaHHbIXx KomnaHuen
CaMOCTOATEIbHO ANSA Liefiei UX UCNONb30BaHMA Npu paboTe «API», a Take 3a obecneyeHne KOHGUAEHLUMANBHOCTH
W HepasriaweHne AaHHbIX, AOKYMEHTOB W CBEeAEHWI, NOMYYEHHbIX U(MAK) OTNPABAEHHbIX C UCMOAb30BaHMEM
«API».
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MpunoxxkeHune Ne 3
K MopsAAKY 3NEKTPOHHOTO LOKYMeHTO060pOoTa NpU OCyLLecTBAEHUU MHPOPMALMOHHO-TEXHOIOTMYECKOTO B3aMMOAENCTBUA

MopAaoK pa3bopa KOHGAUKTHBIX CUTyaL Ui

Mobble cnopbl mexay CTopoHamu, NpPeaMeTOM KOTOPbIX ABAAETCA YCTaHOB/AEHWe nogauHHOCTM Moanucu B
3N1EKTPOHHOM [AOKYMEHTE, T.e. L,e/IOCTHOCTM TEeKCTa M ayTeHTUYHOCTM OTNPaBUTENA 3NEKTPOHHOIO AOKYMEHTa,
nepesalTcs ANa paspeLlleHuns cneunanbHo Co34aBaeMon SKCNEPTHOM KOMUCCUN.

JKcnepTHas KOMMUCCUA CO3bIBAETCA Ha OCHOBAHMMU MUCbMEHHOTO 3asBfeHua (npeteH3uu) noboi us CTopoH. B
yKasaHHOM 3anBieHnM CTOPOHA YKa3blBAaeT PeKBM3UTbI OCNApMBAEMOro NOAMMUCAHHOIO 3NEKTPOHHOIO AOKYMEHTa
W AnL, YNONTHOMOYEHHbIX NPeACTaBAATbL UHTEPECHI 3TOM CTOPOHbI B COCTaBE 3KCMEePTHOM KOMMUCCUW.

He nosgHee 3 (Tpex) pabounx gHei ¢ MOMeHTa nosayyeHus apyroii CTopoHoi 3asBneHun (npeteHsmu), CTOpoHbI
onpegenaloT paTy, Mecto M Bpema Hayana paboTbl DKCMEePTHOM KOMMCCUMM, onpeaenstoT, Kakas CTopoHa

npefocTaBAAET NOMELLEHNE U NPOU3BOANUT KOHOUTYPUPOBAHME CPELCTB 3/IEKTPOHHOM NoAanucu.

NMonHomouunA YneHos 3KCFIepTHOﬁ KOMUCCUKN noaTBepXKAaloTCA AOBEePEeHHOCTAMMU, BblAaHHbIMU B YCTAHOB/IEHHOM
3aKOHO4aTeNbCTBOM NopAaaKe.

CocTaB 3KCNepTHON Komuccum GopMUPYETCS B PaBHbIX MPONOpUMsaX U3 npeacrasmtenein CTopoH.

JKcnepTM3a OCNnapMBaemMoro 31eKTPOHHOIO AOKYMEHTa OCYLLLECTBAAETCA B NPUCYTCTBMKN BCEX YNE€HOB 3KCI'IepTHOl‘/‘I
KOMuUccumn.

SKcnepTM3a OCYLLECTBAAEGTCA B YeTblpe 3Tana:

1. CTOPOHbI COBMECTHO YCTaHaB/MBAIOT, KOHOUTYPUPYIOT U TECTUPYIOT CPEACTBO 3/1EKTPOHHOM NOAMMUCH.

2. CTOpOHbI NPeaoCTaBAAOT CBOM Kaouu MognucyM M Kawuu nposepku [oanvcu, mcnoabsyemble Aas
co3gaHuA Mognmcy ocnaprMBaemoro 31eKTPOHHOIO AOKYMEHTa.

3. JKCrnepTHan KOMUCCUA CPaBHMBAET NPeA0CTaB/IEHHbIE K/0UM NPOBEPKM MOoANNCH C KNH0HaMM, YKa3aHHbIMK
B 3anBaeHnn. Kaoum nposepku Moanmcy n Kodbl, KOTOPbIE COBMNasM, NPU3HAOTCA NOAJMHHBIMU.

4, Ecnm TpeTuit 3Tan ycnewHo NPOMAEH, TO 3KCNepPTHas KOMUCCUA MPOU3BOAMT NPOBEPKY MOAJMHHOCTM

Mognucun B ocnapnBaemMom 31eKTPOHHOM LOKYMEHTe.

MpoBepKa MOANMHHOCTM MOAMNWUCUM B OCMAPMBAEMOM 3/IEKTPOHHOM [OKYMEHTE OCYLLECTBAAETCS OAHUMM U3

cnepytowmx cnocobos:

1. BbiNo/sHeHWE B KOMaHAHOM CTpoKe (TepmMuHane) onepauuoHHOW cucTemsbl, rae yctaHoBneH OpenSSL,
KomaHabl: $ openssl dgst -sha256 -verify public.pem -signature sha256.sign myfile.txt.

YKa3saHHasA KomaHAa ncnosb3yetcs aAnsa nposepku Moanucu darina myfile.txt c nomowbio Knova nposepku U3 darina

public.pem n Kntoua n3 daiina sha256.sign. Ecam pesynbtatom KomaHabl asnsaetca «Verified OK» — 3To o3Hauaer

yCneLHyo NpoBePKY NOANUCH.

2. BbizoB ¢pyHKumMn B PHP-ckpunte: SisValid = openssl_verify(Sdata, SdecodedSignature, SpublicKey,
OPENSSL_ALGO_SHA256).

dyHKUMA npoBepaeT NOAAMHHOCTbL MoanucK Ana 3afaHHbIX AaHHbIX Sdata ¢ MCNoNb30BaHMEM KAloua NPOBEPKM

SpublicKey v anroputma xewmposaHua SHA-256 (OPENSSL_ALGO_SHA256). Ecnu pe3ynbTaTom NpoBEpKU ABAAETCH

1 - noanucb BepHa, 0 — HeBepHa, -1 — ownbKa.

PesynbTaTbl 3KCNepTUsbl 0GOPMAAIOTCA B BMAE MNUCbMEHHOrO 3aKNKOYEHMA - aKTa 3JKCMEepTHOW KOoMMUCCUM,
NOANNCbIBAEMOro BCEMM Y/IeHAaMM IKCMEPTHOMN KOMUCCUU. AKT COCTaB/AETCA HEMeAJ IeHHO Moc/e 3aBepllieHus
noc/ieAHero stana sKkcnepTusbl. B akTe GUKCUPYHOTCA pe3yibTaTbl BCEX 3TAMNOB NPOBeAEHHOW 3KCNEPTM3bl, a TaKKe
BCE CYLLEeCTBEHHbIE PEKBU3UTbI OCMAPMBAEMOrO 3/1eKTPOHHOTO AOKYMEHTA. AKT COCTAaBAAETCA B ABYX IK3eMNAApax
— N0 OAHOMY O/ KaxKAoi n3 CTOPOH. AKT 3KCNEPTHOM KOMWUCCUM ABAISIETCA OKOHYATE/NIbHbIM U NEepecMoTpy He
NoANeXuT.

MoaTeepkaeHWe nognnHHOCTU Moanucy B akTe, ByaeT 03HayaTb, YTO OCMNAPMBAEMbIN SNEKTPOHHbIN SOKYMEHT
NMeeT IPUANYECKYIO CUAY U BAIeYeT BOSHMKHOBEHME COOTBETCTBYIOLWMX Npas M 06s3aTtenscts y CTOPOH.

B cnydyae oTcyTcTBMA cornacua Mo CNOPHbIM BOMpocam M ,CI,O6pOBOJ'IbHOI'0 MCNONTHEHNA pelleHnA 3KCI'IepTHOI‘/'I

KOMUCCUU, BCE MmaTepuaabl NO 3 TUM BOMNPOCamM MOryT 6bITb nepeaaHbl Ha pacCcMmoTpeHne B Cy4 B COOTBETCTBUU C
ycnosmamm CornatleHums.
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