MopAaoK 3NEeKTPOHHOro A0KyMeHToo60poTa
npwv ocyLwecTBAeHUN MHGOPMALLMOHHO-TEXHONOTMYECKOTO B3aUMOAENCTBUA
r. KasaHb
Pepakuma Ne 2 ot « 19 » aHBapAa 2024 roga

06LecTBO € OrpaHUYeHHOM OTBETCTBEHHOCTbIO «BaHK 131» (aanee — «baHk»),
C OJHOW CTOPOHbI, W  lOpUAMYEecKoe /ULO  WAM  UHAMBUAYANbHbIN
npeanpuHMMmaTtenb, 3akaluvMBwne ¢ baHkom gorosop u(uMaun) porosopbl,
yKasaHHble B n. 1.1., (ganee — «KomnaHuA»), C APYro CTOPOHbI, COBMECTHO
MMeHyemble «CTOpOHbI», 3aKNUUAN HacTosLee CornalweHue o
HUXKecneayouem:

1. MNpeamet CornaweHusa
1.1. Hacrtosawee CornaweHue yCTaHaBAMBAeT MOPAAOK OpraHusauum u
NPOBEAEHUA 3/IEKTPOHHOIO AO0KYMEHTOOBOPOTA C MCMO/b30BaHUEM
3/1eKTPOHHOM noanucKn mexkay CTopoHamm B pamkax:

e  poroBopa 06 MHOOPMALMOHHO-TEXHONOTMYECKOM O6CNYXKMBAHMM
NPV OCYLLLECTBJAEHUN NEPEBOA0B AEHEXKHbIX CPEACTB;

e foroBopa O MpUeme 3NEKTPOHHOTO CpeacTBa Njatexka npu
npoaake ToBapos (pabot/ycayr) B cetn UHTEpHET;

e  [0roBopa NPOLLECCUHTa;

®  WHbIX 3aKNOYeHHbIx CTOpOHaMW CAENoK, NpeaycMaTpMBAOLWMX
YKasaHue Ha lMopagoK 31eKTPOHHOro AOKyMeHToobopoTa (ecam
MHOE MPAMO He YKa3aHo B TaKMX caenikax CTOpoH).

1.2. MepeyeHb U GOPMbI INEKTPOHHbIX AOKYMEHTOB, KoTopble CTOPOHbI
MOryT MOAMMCBIBATL M MepeaaBaTb APYr APYry B PaMKax HacTOSLLEro
CornaweHuna, onpegenalTca baHKOM M pa3smelleHbl No ajpecy:
https://developer.131.ru.

1.3. KomnaHua peanusyloT cBOoe MNpaBO Ha OOMEH 3/1eKTPOHHbIMM
LOKYMEHTAaMM, NOANMCAHHBIMW 3/IEKTPOHHOM NOANUCHIO, TOJIbKO Yepes
CBOMX Hagaexalwe YrnoJIHOMOYEHHbIX nNpeacTaBuTenei. Takumu
NpeAcTaBUTENAMU MOTYT BbITb KaK AeecrnocobHble $pusmyeckue nmua,
HajenNeHHble y4YpeamuTeNnbHbIMK [AOKYMeHTamu KomnaHuu npasom
€ANHONINYHO AelcTBOBaTb OT UMeHN KomnaHuu 6e3 AoBepeHHOCTH, TaK
M [AeecrnocobHble ¢u3MYeckue uua, AeNCcTByloWwMe OT UMEHU
KomnaHun Ha 0OCHOBaHUU AOBEPEHHOCTU.

2.  [lopapok 3akntoyeHusa CornaweHua
2.1. HacrtoAuwee CornaweHne coCcTouT M3 camoro lNopagKa 3NeKTPOHHOro
OOKYMeHTO0b0pOoTa M 3afABAEHMA O MNPU3HAHUM U CBepKe KJto4a
3/1eKTPOHHOW noanuck (ganee — «3aaBneHue», npuaoxeHue Ne 1).

AKTyanbHas pegakuua CornaweHus pasmelieHa Mo  agpecy:
https://developer.131.ru.
2.2. CornaweHue He sasnsetca nybnvyHon odepToit. bBaHK Bnpase

OTKa3aTbCA OT 3akAtoveHua Cornawenna ¢ KomnaHven.

2.3. CornaweHue 3akao4aeTca nytemM npuHATAA CTOpOHamM yCnoBui
MopAaaKa 3NEKTPOHHOTO AOKYMEHTO060pOTa U NoAnNUcaHUA 3aaBneHuna
B ABYX 3K3emnnapax. CornaweHne cyMTaeTca 3aK/OYEeHHbIM € Aatbl
nognucaHna 3aaBneHuns.

3.  Nopagok MHPOPMALMOHHO-TEXHONOMMYECKOro B3aUMOAENCTBUA

3.1. CTOpOHbI oCyLecTBAOT MHPOPMALMOHHO-TEXHONOTUYECKOE
B3aMmogencTane B COOTBETCTBUM C [IPOTOKONOM MHPOPMALMOHHOIO
obmeHa (panee — «API») M WHcTpyKkumen no obecnedyeHuto
MHPopMaumoHHo 6esonacHocTM (npunoxkenuve Ne 2), aKTyanbHble
pefakumMmM M OMUCaHMA  KOTOPbIX  pasmelyeHbl MO agpecy:
https://developer.131.ru/.

3.2. baHK BnpaBe B OAHOCTOPOHHEM NoOpAgKe BHOCUTb M3MmeHeHus B API.
Ecnv  BHOCMMbIE WM3MEHEHMA MOryT MNOBAMATbL HA WCNOJIHEHUE
CTopoHamu cBoux obasatennbcts no CornaweHunto, To baHK HanpasuT
KomnaHuu yBegomneHune He meHee Yem 3a 5 (naTtb) paboumnx gHen ao
0aTbl BCTYMNEHUA TaKUX U3MEHEHWW B CWUAY, eC/IM UHble CPOKU He
cornacosaHbl CTOpOHamu B ,OroBopax, ykasaHHbix B n. 1.1 HacToAwero
CornaweHus.

3.3. CTOpOHbI CAMOCTOATE/IbHO U 33 CBOM CHET NOALEPKMBAIOT COBCTBEHHYIO
annapaTHO-TEXHUYECKYID  WHOPACTPYKTYypy, Heobxoaumyto  ans
ucnonHeHua CornaweHus, NpPeanpUHUMAOT BO3MOMKHblE Mepbl ANA
3aWuTbl nepesaBaemoit B pamkax CornaweHus wuHbopmauum ot

Electronic Document Flow Procedure
in the course of information technology interaction
Kazan
Revision No. 2 dated of 19t of January 2024

Limited Liability Company "Bank 131" (hereinafter referred to as
the "Bank"), on the one hand, and a legal entity or individual
entrepreneur who has entered into an agreement and/or agreements
specified in clause 1.1 with the Bank (hereinafter referred to as the
"Company"), on the other hand, collectively referred to as the “Parties”,
have entered into this Agreement as follows:

1. Subject of Agreement
1.1 This Agreement establishes the procedure for organizing
and conducting electronic document flow between the
Parties using electronic signature within the framework
of:
e agreement on information and technology service
when performing funds transfer
e  Online Payment Service Agreement

e  processing agreement;
e other transactions concluded by the Parties that
provide for an indication of the Electronic Document
Flow Procedure (unless otherwise expressly stated in
such transactions of the Parties).
1.2 List and forms of electronic documents that the Parties can sign
and transfer to each other under this Agreement are determined
by the Bank and posted at https://developer.131.ru.

1.3 The companies exercise their right to exchange electronic
documents signed with an electronic signature only through their
duly authorized representatives. Such representatives can be both
capable individuals who are endowed by the Company’s
constituent documents with the right to act individually on behalf
of the Company without a power of attorney, and capable
individuals acting on behalf of the Company on the basis of a
power of attorney.

2 Procedure for concluding Agreement

2.1 This Agreement consists of the Electronic Document Flow
Procedure itself and Statement to recognize and verify an
electronic signature key (hereinafter referred to as the
“Statement”, Appendix No. 1). The current version of the
Agreement is available at https://developer.131.ru.

2.2 The agreement is not a public offer. The Bank has the right to
refuse to enter into the Agreement with the Company.

2.3 The Agreement is concluded by the Parties accepting the terms of
the Electronic Document Flow Procedure and signing the
Statements in two copies. The agreement is considered concluded
from the date of the Statement signed.

3 Procedure for information technology interaction

3.1 The Parties carry out information technological interaction in
accordance with the Information Exchange Protocol (hereinafter
referred to as “API”) and Information Security Instructions
(Appendix No. 2), which current editions and descriptions are
posted at https://developer.131.ru/.

3.2 The Bank has the right to unilaterally make changes to API. If the
changes made may affect the fulfillment by the Parties of their
obligations under the Agreement, the Bank will send a notice to
the Company at least 5 (five) business days before the date such
changes enter into force, unless other terms are agreed upon by
the Parties in the agreements specified in clause 1.1 of the
Agreement.

3.3 The Parties independently and at their own expense maintain their
own hardware and technical infrastructure necessary to execute
the Agreement, take possible measures to protect information
transmitted under the Agreement from unauthorized access,
copying and distribution, including those provided for by
applicable law.
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3.4.

3.5.

HecaHKLMOHMPOBAHHOIO LOCTYNa, KONMPOBAaHWA U PACNPOCTPAHEHUA, B
TOM YMCie, NPEAYCMOTPEHHbIE MPUMEHUMbIM 3aKOHOAATE/IbCTBOM.

KomnaHus cornatwaercs, 4to baHK He MOKeT rapaHTMpoBaTb KomnaHmu
OTCYTCTBME NEPEPbLIBOB, CBA3AHHbIX C TEXHUYECKMMMN HEUCTIPABHOCTAMM,
nposegeHMem npoduNaKTUYECKUX pPaboT, a TaKKe MOJHYI U
6e3ownboYHyto pabotocnocobHocTb APl M KaHanoB cBAsn. CTOPOHDI
06A3yI0TCA CBOEBPEMEHHO MHGOPMMUPOBATL (MO 3NEKTPOHHOM nouTe
n/mnn TenedboHy) apyr apyra o060 BCex CAydHasX BO3HMKHOBEHMA

TeXHUYECKUX HeucnpaBHoOCTEN WA Opyrux  0bCTOATENbCTB,
NPenATCTBYOLLNX Hagnexalemy MCMNOJTHEHUIO HacToAwero
CornaweHus.

B cnyyasax, npeaycMOTPEHHbIX COOTBETCTBYHOLMMU AOroBOpPamMM,

CTOpOHbl  OCYLLECTBAAIOT  B3aMMOAEWUCTBME  UCMOAb3yA  afpec
3NEKTPOHHOM NOYTbI, YKa3aHHble B TaKMUX 4OFrOBOpPaX.

dNneKTpoHHaA NoAnucb

4.1. CornaweHue npegycmartpusaet MCNONb30BaHMe yCUIeHHOM
HeKBaIMULMPOBAHHOW 3/1EKTPOHHOM noanucu (aanee — «Mognucb»),
KOTOpas no3BosifseT obecneynTb NOATBEPXKAEHWE  ABTOPCTBA,

NOA/TIMHHOCTU U LLENOCTHOCTU NOANUCAHHDBIX 31IEKTPOHHbIX AOKYMEHTOB.

CpefcTBa 3/N1EKTPOHHON noanucu

5.1.

5.1.1.

5.1.2.

5.2.

Ona cospaHma u nposepku lMognucu, cosgaHua kawua lMNoanuvcn m
Knoya nposepkn MoanvcyM  AONXKHBI  UCMOJIb30BATbCA  CpPeacTsBa
3NEKTPOHHOW nognucu, KoTopble:

NO3BONAIOT YCTAHOBUTHL GAKT U3MEHEHUA NMOANUCAHHOMO 3/1IEKTPOHHOTO
[OKYMEHTa Nnocsie MOMeHTa ero noAnucaHus;

o6ecneymBaloT MPAKTUYECKYHD HEBO3MOMHOCTb BbIYUCIEHUA KAOYa
MoAnucKn U3 3NEKTPOHHOM NOANWUCK UK U3 KAtoua NpoBepku Mognucu.

KomnaHus oba3aHa camMocToATe/IbHO U 33 CBOWM cyeT BbibpaTb cpeacTsa
3NEKTPOHHOW MoANUCKM M co34aTb KAtoY MoAnucK U KoY NpoBEPKU
Moanucw, COOTBETCTBYHOLMI TpeboBaHMAM NPUMEHMMOTO
3aKOHOZATENbCTBA.

MopALOK 3NEKTPOHHOTO JOKYMeHToo6opoTa

6.1.

6.2.

6.3.

6.4.

6.5.

6.6.

Mepep, Havyasom B3aumogaencTema no 3NEKTPOHHOMY
OOKyMeHToob60poTy bBaHk M KomnaHua obmeHMBaloOTCA KAHamu
nposepkn Mognucu. Knwou nposepkn Mopnucn baHKa moxeT 6biTb
ony6avKoBaH B OTKPbITOM pocrtyne no agpecy:
https://developer.131.ru.

/IeKTPOHHBIN  [OKYMEHTOOBOPOT  BK/IOYaET
co3faHue, rnepegavy, MNPOBEPKY NOMAJIMHHOCTY,
3/IEKTPOHHbIX JOKYMEHTOB.

CospnaHwue S/IeKTPOHHOrO  JOKYMEHTa BK/lOYaeT B cebn
HenocpeacTBeHHOe GOPMUPOBAHME 3/IEKTPOHHOINO AOKYMEHTa U ero
noanucaxue MNoanncelo ¢ NCNoab3oBaHMeM Katoua Mognucu.
MNepenaya NoanNMCaHHOrO 3/1EKTPOHHOTO JOKYMEHTA OCYLLLECTBAAETCA C
ucnonb3oBaHnem APl n/unu afpecos 3NEKTPOHHOW NOYTbI, YKa3aHHbIX
B COOTBETCTBYIOLLIEM JOrOBOpE.

Mposepka NOA/MHHOCTU INEKTPOHHOIO AOKYMEHTa BKIOYaeT B cebA
NPOBEpPKY COOTBETCTBUA 3NEKTPOHHOIO AOKYMeHTa TpeboBaHUAM K ero
dopmaTty M MOpAAKY 3aMO/IHEHWUA, a TaKXe MNPOBEPKY MOAJMHHOCTU
Moanucu ¢ ucnonb3osaHnem Katoya nposepku Moanucu.

[ns nposepku Mognucu CTOPOHbI UCNOb3YIOT CPEACTBO NEKTPOHHOM
noAanucu, KoTopoe:

cneaylowme  sTtanbl:
yYyeT U XpaHeHue

1. dopmupyeT X3l U3 UCXOAHOTO INEKTPOHHOIO AOKYMEHTa Mo
anroputmy, onpesfeneHHomy B 3afBAeHUY;
2. npeobpasyeT mnonyyeHHylo [loAMUCb C WCMONb30BaHWEM
K/toua nposepku Moanucy;
3. CcpaBHMBAET 3HaYeHwWe, NoJlyYeHHOoe Ha Wware 1 co 3HayeHuem,
Nosly4eHHbIM Ha ware 2.
Ecnu  3HayeHua coBnmanu, TO NOAAMHHOCTL [oAnuch cuuTaetcs
noaTBepkAeHHoW. Ecav He coBnanu, TO cYMTaeTcsi, YTO MOAJIMHHOCTb
Moanucu He noaTBep:KAeHa, U nposepsowan CTOpoHa A0/MKHA
HemeaNeHHo coobwmTb 06 aTom apyroit CTopoHe.

YyeT 3NeKTPOHHbIX [AOKYMEHTOB OCYLUECTB/IAETCA NyTem BeAeHuA

SNIEKTPOHHbIX  KYPHANOB yyeTa MNOCTYNaloWMX W UCXOAALLMX
3N1EKTPOHHbIX AOKYMEHTOB, noAnucaHHbix Mognucbio. BeaeHue
S/IEKTPOHHBIX  JKYPHa/loB yyeTa OCYLWEeCTBAAETCA  MNPOrpammHo-
annapaTHbIMM UM TeXHWYECKUMM cpeactBamu baHka. MomeHTOM

3.4 The Company agrees that the Bank cannot guarantee the
Company the absence of interruptions associated with technical
malfunctions, maintenance, as well as the complete and error-free
operation of APl and communication channels. The Parties
undertake to promptly inform each other (by email and/or
telephone) about all cases of technical malfunctions or other
circumstances that obstruct the proper execution of this
Agreement.
3.5 In cases provided for in the relevant agreements, the Parties
interact using the e-mail address specified in such agreements.
4 Electronic Signature
The Agreement provides for the use of an Enhanced Unqualified
Electronic Signature (hereinafter referred to as the “Signature”),
which allows to confirm authorship, authenticity and integrity of
signed electronic documents.
5  Electronic Signature Instruments
To create and verify a Signature, create a Signature Key and a
Signature Verification Key, there should be used Electronic
Signature Instruments that:

allow you to establish the fact of modifications in a signed
electronic document after its signing;

ensure the practical impossibility of calculating a Signature
Key from an electronic signature or from a Signature Verification
Key.
The Company is obliged to independently and at its own expense
select Electronic Signature Instruments and create a Signature Key
and a Signature Verification Key that meets the requirements of
applicable law.

51.1

5.1.2

5.2

6  Electronic Document Flow Procedure

6.1 Before interaction via Electronic Document Flow, the Bank and the
Company exchange Signature Verification Keys. The Bank's
Signature Verification Key can be published in the public domain

https://developer.131.ru.

6.2 Electronic Document Flow includes the following stages: creation,
transmittal, authentication, management and storage of
electronic documents.

Electronic document creation includes the direct electronic
document generation and its signing with a Signature using
Signature Key.

Signed electronic document transmittal is carried out using API

and/or e-mail addresses specified in the relevant agreement.

6.3

6.4

6.5 Verifying the authenticity of an electronic document includes
checking the compliance of the electronic document with the
requirements for its format and filling procedure, as well as
verifying the authenticity of the Signature using Signature
Verification Key.
To verify the Signature, the Parties use Electronic Signature
Instrument that:
1. generates a hash from the source electronic document
according to the algorithm defined in the Statement;
2. converts the received Signature using Signature
Verification Key;
3. compares the value obtained in step 1 with the value
obtained in step 2.
If the values match, then the authenticity of the Signature is
considered confirmed. If they do not match, then it is considered
that the authenticity of the Signature has not been confirmed,
and the verifying Party should immediately notify the other Party
about it.
Electronic documents are managed by maintaining electronic logs
of incoming and outgoing electronic documents signed with a
Signature. Electronic log books are maintained using Bank's
software, hardware and technical means. The moment when

6.6
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6.7.

NOJly4eHWA INEKTPOHHOTO AOKYMEHTA ABNAETCA MOMEHT €50 OTPaKeHUe
B XKypHane yyerta.

XpaHeHWe 3/EeKTPOHHbIX [AOKYMEHTOB, MOCTYNUBWMX B BaHK wau
ucxopawmx ot baHKa, ocyuiectensercAa B apxvBe baHka B TeuyeHue
CPOKOB, YCTAaHOB/IEHHbIX ANA AOKYMEHTOB COOTBETCTBYIOLLErO BMAQ, HO
He MeHee MATW JIeT C MOMEHTA NOYYEHWA 3/IEKTPOHHOTO AOKYMEHTa. B
C/lydae  BO3HMKHOBEHMSi  CMOPOB  OTHOCUTE/IBHO  COAEPIKaHuA
3/IEKTPOHHbIX  [OKYMEHTOB  MPUOPUTET  UMEIOT  3/IeKTPOHHbIe
[OKYMEHTbI, XpaHsLLMecs B apxuse baHkKa.

7. TIpU3HaHWE 3N1EKTPOHHBIX JOKYMEHTOB

7.1.

7.2.

CTOPOHbI MPM3HAIOT, YTO 3/NEKTPOHHbIE [AOKYMEHTbI, MOANUCAHHbIE
Moanucblo, ABAAIOTCA PaBHO3HAYHLIMKM NO CBOEN opUaMYecKon cune
OOKYMEHTam Ha bymaykHOM HocuTene, NoAMNUCaHHbIM
co6CTBEHHOPYYHO M 3aBEPEHHbBIM NeYaTbio (MPU HaNnuuK).
MpenycmoTpeHHble  ANA  3N1EKTPOHHOTO  AOKYMEHTa  MNpaBoBble
NnocneacTBuMA  HACTynaloT TO/MbKO B CAydae, €CAW  MNOJy4YeH
NONIOMKUTE/IbHBIN Pe3ynbTaT NpoBepKku MoAnucK 3TOro 3/1eKTPOHHOIO
LOKYMEHTa, npu ycnosuu cobntogeHua TpeboBaHui K dopmaty u
NOpAAKY 3aNONHEHUS 3NEKTPOHHOIO AOKYMEHTa, YCTAHOBAEHHbIX
HacToAwmm CornaweHuem, yKasaHHbimm B n. 1.1 CornaweHusn
[0roBOpaMu (NpM HaAMuMM B HUX COOTBETCTBYIOWMX YCNOBWUI) M
3aKoHoAaTenbcTBOM Poccuiickoit depepaumu.

8. OtBeTcTBEHHOCTbH CTOPOH

8.1.

8.2.

8.3.

CTOpPOHblI  NpUHMMaAlOT Ha cebAa BCE PUCKKM, CBA3AHHble C
paboTocnocobHocTblo CBOEro 06OpPYyAO0BaHUSA UM KaHA/loB  CBA3M,
COXPaHHOCTbIO M KOHPUAEHUMANBHOCTbIO KAtoyen Moanucu.

B cnyyae HeBbINONHEHWA WAWM HEHAANEXKALLEero BbIMOSHEHUA CBOUX
06s3aTenbcTB oAHoM M3 CTopoH, Apyras CTOpoHa WMmeeT npaso
notpebosaTb OT Takoi CTOPOHbI MCMNOJHEHUA NPUHATbIX Ha cebsa
06A3aTeNbCTB, a TaKXKe BO3MeLLeHUA NPUYMHEHHOTO el yuepba.
KomnaHua HeceT OTBETCTBEHHOCTb 3a KOHPUAEHUMANbHOCTb KAO4a
MoanucK, a Takxke 3a AencTBuA CBOMX PabOTHUMKOB MNPU UCNONb30BAHUN
Moanucn. baHK He HeceT OTBETCTBEHHOCTM 3a YObITKW, MOHECEHHble
KomnaHuelr B CBA3M C HECAHKUMOHWPOBAHHBIM UCMNOAb30BaHNEM
ﬂO,U,FIVICVI HEeyno/IHOMOYEHHbIMU UL aMN.

9. KoHouaeHumanbHOCTb

9.1.

9.2.

9.3.

CTopoHbl 06Aa3yloTca obecneunBaTb KOHOUMAEHLMANBHOCTb KOYen
MoAanucK, B 4aCTHOCTH, He A0NYCKaTb UCMO/b30BaHME NPUHAAAEKALLNX
um Knatoyel Mopnucu 6e3 cornacma CTopoH. He ncnonb3oBaTb Koy
MNoanwucu npv Hannunm OCHOBaHWM nonaratb, 41O
KOHPMAEHLMANbHOCTb AAHHOTO KAtoYa Moanucy HapyLleHa.

CTOpoHa, [AONYyCTMBLUAA KOMMNpOMeTauuto Katoua Moanuck, Hecet
OTBETCTBEHHOCTb 3a 3/IEKTPOHHbIE [AOKYMEHTbl, MNOANUCaHHblE C
MCMONb30BaHNEM CKOMMPOMETMPOBAHHOIO Katoda Moanucu. Kniou
Moanucn CTOPOHbI CYMTaeTCs AeWCTBYIOWMM A0 AaTbl MOAyYeHuA
opyroi  CTopoHoi yBeaomaeHWa 06 aHHyAMpoBaHWKM (OT3biBe)
COOTBETCTBYOLWErO KAtoya Moanumcu.

CTOpOHbI 0653yt0TCA HE3aMea/IMTe/IbHO, HO He No34Hee Yem B TeYeHue
OAHOTO KaneHpapHoro AHA WHPopmMpoBaTb Apyr Apyra obo Bcex
CNyYanx HapyweHus KOoHPUAEeHUManbHOCTU Katoven Moanuck (B T.u.
YTPaTbl, XMLWEHUA, HECAHKLLMOHUPOBAHHOIO A0CTyNa K Katody Moanucu).
Mpu 3toM wucnonHeHne CornaweHns MNPUOCTAHABAMBAETCA A0
nposeaeHna cmeHbl Katodel Moganucu. CmeHa katouven Mognucm
OCYLLEeCTBNAETCA MNOCPeacTBOM  nognucaHua CTOpoHamMu  HOBOro
3aaBneHuA.

10. Popc-maxop

10.1.

10.2.

CTOpOHbl 0CBOHOXKAAIOTCA OT OTBETCTBEHHOCTM 33 YaCTUYHOE WU
nosHoe HeucnosHeHne obAsaTtenbcte no CornaweHuio B Ccayyae
HacTynieHnsa Gopc-MaKopHbIX 06CTOATENLCTB, TaKMUX KaK: CTUXMItHbIE U
TEXHOTEHHble  KaTacTpodbl, BOEHHble AEUCTBUA,  rPaxkAaHCKue
6ecnopaaku, anMaemMmun, NaHAEMUKU, Kpax MMPOBOW SKOHOMUYECKOW U
duHaHcoBoOM cucTeMbl, npuHATUE HOPMATMBHbIX aKToB
OrpaHNUYUTEIbHOTO XapakTepa. K uncay ¢popc-maxkopHbIX 06CTOATENLCTB
TaK¥Ke OTHOCATCA: C6OM MAKM OTKa3 NPOrpamMmmHoO-annapaTHbIX CPeacTs u
obopyaoBaHMA,  OTKa3  WAM  OTK/IOYEHME  CUCTEM  CBA3MW,
3N1eKTPOCHabKeHUA, BMeLaTebCTBO TpeTbux nunL, (DDoS-ataka) v T.n.
Mpu  HactynneHun  dopc-maxkopHbix  obcToaTenbcts, CropoHa,
MoABEpPrHyBWancA WX BAWAHMIO, AO/MXHa B TedeHune 3 (Tpex)
KaseH4apHbIX AHel yBesomutb 06 aTom apyryto CTopoHy. CTOpOHa,
NPONyCTUBLIAA CPOK YBEAOMNEHWUA, NULIAETCA NpaBa CCblIaTbCA Ha
YKa3aHHble 06CTOATeNbCTBA, KaK HAa OCHOBaHMe, ocBoboXKpatowee oT
OTBETCTBEHHOCTH.

electronic document is received is the moment it is reflected in the

log book.
6.7 Electronic documents received by the Bank or generated by the
Bank are stored in the Bank's archive for the period established for
documents of corresponding type, but not less than five years
from the date of electronic document receipt. In case of disputes
regarding the content of electronic documents, priority shall be
given to electronic documents stored in Bank's archives.

7  Recognition of electronic documents

The Parties acknowledge that electronic documents signed with a
Signature are equivalent in legal force to documents on paper,
signed with one’s own hand and certified by a seal (if any).

Legal consequences provided for an electronic document occur
only if a positive result of verifying the Signature of this electronic
document is received, subject to compliance with the
requirements for format and procedure for filling out the
electronic document established by this Agreement, agreements
specified in clause 1.1 of the Agreement (if there are relevant
conditions) and the legislation of the Russian Federation.

7.2

8 Liability of the Parties

The Parties assume all risks associated with operability of their
equipment and communication channels, safety and
confidentiality of Signature Keys.

In case of failure or improper fulfillment of obligations by one of
the Parties, the other Party has the right to demand from such
Party the fulfillment of its obligations, as well as compensation for
damage caused to it.

The Company is responsible for Signature Key confidentiality, as
well as for employees’ actions when using the Signature. The Bank
is not responsible for losses incurred by the Company in
connection with unauthorized use of the Signature by
unauthorized persons.

9  Confidentiality

The Parties undertake to ensure the confidentiality of Signature
Keys, in particular, not to allow to use their Signature Keys without
the Parties’ consent. Do not use Signature Key if there is reason to
believe that the confidentiality of this Signature key has been
violated.

The Party that compromised Signature Key is responsible for
electronic documents signed using the compromised Signature
key. Signature Key of a Party is considered valid until the date the
other Party receives a notice of cancellation (revocation) of the
corresponding Signature key.

8.2

8.3

9.2

9.3 The Parties undertake to inform immediately, but no later than
within one calendar day, each other about all cases of violation of
the confidentiality of the Signature keys (including loss, theft,
unauthorized access to Signature key). In this case, execution of
the Agreement is suspended until Signature Keys are changed.
Signature Keys are changed by signing a new Statement by the

Parties.

10 Force majeure

10.1 The Parties are released from liability for partial or complete
failure to fulfill obligations under the Agreement in case of force
majeure circumstances, such as: natural and man-made disasters,
military actions, civil disorders, epidemics, pandemics, collapse of
the global economic and financial system, adoption of restrictive
regulations. Force majeure circumstances also include: fault or
failure of software, hardware and equipment, failure or shutdown
of communication systems, power supply, intervention of third
parties (DDoS attack), etc.

10.2 If force majeure circumstances occur, the Party affected by them
should notify the other Party within 3 (three) calendar days. A
Party that misses the notification period forfeits the right to refer
to these circumstances as a basis for releasing from liability.




11.

12.

13.

14.

15.

MNopanok paspelweHnsa cnopos

11.1. Hactoawee CornaweHuve NogneXuT peryinpoBaHuMIoO U TONKOBAHUIO B
COOTBETCTBMM C 3aKoHogaTenoctBom  Poccuiickort  ®epepauuu
(MpMeHnmoe 3aKOHOAaTeNbCTBO).

B cnyyae BO3HMKHOBEHWA pasHOrAacuii Mo BOMPOCaM WCMOSHEHUA
ycnosuin  Cornawenus, CTOPOHbI MPUHUMAKOT BCE Mepbl MO UX
paspeLleHunto NyTem NeperoBopos.

11.2.

11.3. /liobbie cnopbl mexxay CTopoHamu, NpegmMeTomM KOTOpPbIX ABAAETCA
ocnapuBaHue coaepKaHna 3N1EeKTPOHHOIO AOKYMEHTa, nepeaatoTca gna
paspeLleHua cnewLmasbHO Co343aBaeMol sKCnepTHOW Komuccmun. Coctas
3KCMepTHOM Komuccum GOopmMUpyeTca B paBHbIX Nponopumax w3
npeactasutenein CTopoH. Komucecna [OMXKHA YCTaHOBUTb aBTOPCTBO,
NOAJ/IMHHOCTb U LEeNocTHOCTb [NlognncK ocnapnBaemoro 31eKTPOHHOTO
LOKYMeHTa. Pe3ynbTaTbl paboTbl IKCNEPTHOW KomMUcCcMM 0bopmAaAtoTca
aKTOM, KOTOpbIN [o/mKeH 6biTb nognucaH CtopoHamu. C momeHTa
noanucaHus akta CTOpPOHblI MNpu3HalOT 6eccnopHOCTb CBeAEeHUN,
YKa3aHHbIX B JaHHOM aKTe. MNopaaoK pa3bopa KOHPAMKTHBIX CUTYaLMI
YyKasaH B npunoxkeHunm Ne 3.

11.4. B cnyyae HEBO3MOMHOCTM yperyanmpoBaTb pasHornacMa nyTém

neperoBopoB, CNopbl paspelatoTca B ApbutpakHom cyae Pecnybankm

TaTapcTaH ¢ NpUMeHeHUemM HOPM MaTepuasibHOro U NpoLeccyasbHOro

npasa Poccuitckoit degepauymn.

MncbmeHHbIM focyaebHbI NPeTeH3MOHHbIN NOPAAOK YperympoBaHua

cnopoB ABnsetca obssaTenbHbiM. CPOK OTBETa Ha npeTeHsuwo — 15

(nATHaguaTh) pabounx AHEN C MOMEHTA ee NoJIyYeHUs.

YsegomneHusa

12.1. Echm uHOM  nopsgok He npeaycmoTpeH CornalieHnem  w/wam

[0roBopomM (goroBopamu), yKasaHHbimu B n. 1.1. CornaweHusa, TO

nobble  NUCbMa, YBEAOM/IEHMA U [AOKYMEHTbl, MepesaBaemble

CTopoHamu Apyr gpyry B pamkax CornaweHus no 3NeKTPOHHOM nouTe,

byay cuuTaTbCA  Hag/iexawum  o6pasom  OTNpPaB/iEHHbIMU U

NOJly4YeHHbIMM, €CAM OHWM Hanpas/ieHbl C/Ha afpeca 3/EeKTPOHHOM

nouYTbl, yKasaHHble CTOpoHamu B 3aAB/IEHUN.

M3meHeHne agpeca 3NeKTpPoHHOM noutbl CrtopoH (n. 12.1),

OCYLLECTBNAETCA NOCPEACTBOM OTMPABKMU 3NEKTPOHHOIO coobLeHus ¢

paHee yKa3aHHbIX a4pecoB 3/1eKTPOHHOMN NOYTbI, COAEPIKALLEro YeTKoe

YKa3aHWe Ha HOBblIlM agpec 3N1eKTPOHHOW MOoYTbl A/NA OCYLLEeCTBAEHUA

CBA3W.

M3meHeHune CornaweHusn

13.1. BaHK BnpaBe B OAHOCTOPOHHEM BHecygebHOM nopsaaKe BHOCWUTL B
Cornawenvie nobble M3MEHEHUA W/UAN [OMNONHEHMsA, NMOCPeACTBOM
pasmelleHnsa no agpecy https://developer.131.ru HoOBOW peaakuun
CornaweHus.

13.2. HoBoli pepgakuuu CornaleHus BCTynaeTr B CWay W noanexar
NPUMEHEHMIO K NPAaBOOTHOLWEHUAM CTOPOH no ucteyeHun 10 (gecatn)
KaneHOapHblX [HeN C MOMEHTa ee pasmelleHua no ajgpecy:
https://developer.131.ru.

13.3. KomnaHua oba3aHa caMoOCTOATENIbHO U CBOEBPEMEHHO 3HAKOMMTLCA C
HoBOW peaakumit CornaweHus. B cnyyae HenosnyyeHua BaHkom po
BCTYN/NIEHNA B CWUAY HOBOW pefakuuu CornaweHua NUCbMEHHOro
ysBegomneHna KomnaHum o pactopxeHun CornaweHusa, HoOBas
pepakuma  CornaweHua  cumtaetca  6e30roBOPOYHO  MPUHATOM
KomnaHuel, npy 3Tom 3akntoueHne AONOAHUTENbHOTO COrNalleHusa K
CornaweHuio He TpebyeTca.

CpOK AeincTBuA 1 NOPAAOK PacTOpPXKeHUs

14.1. Cpok gevicteua CornallieHusa orpaHMYeH CPOKOM AencTBna LOoroBopos,
yKa3aHHbIx B n. 1.1. CornaweHuma.

14.2. baHK BnpaBe B OAHOCTOPOHHEM MOPALKe OTKa3aTbCA OT MCMOJHEHUA
Cornawenus, ysegomms o6 stom KomnaHuio He meHee yem 3a 30
(TPMAuaTh) KaneHAapHbIX AHEN B MMCbMEHHOW dpopme.

14.3. ObnasatenbctBa CTOPOH, BO3HMKIWIKME A0 pacTopxKeHua CornaweHus,
COXPaHAKTCA A0 UX NOJHOrO UCMONHEHUA.

Mpouwne ycnosua

15.1. HacTtosiwee CornaweHuMe COCTaBNEHO Ha PYCCKOM W aHIIMIACKOM
A3blkax. B c/iyyae BO3HWMKHOBEHWUA MPOTMBOPEYUMI MNPUOPUTETHLIM
CYMTaeTCA TEeKCT Ha pyccKom A3blke. Bce npunoxeHuna asnsaloTca
HeoTbemeMbIMM YacTAMM CornalieHuns, a UMeHHo:
15.1.1.MpunoxeHne Ne 1 - «3aasBneHune;
15.1.2.MpunoxeHne Ne 2 — «WHCTpyKUMA no

MHbOPMaLMOHHOM 6e30NacHOCTMY;

11.5.

12.2.

obecneyeHuno

11 Dispute resolution procedure

11.1 This Agreement is subject to regulation and interpretation in
accordance with the laws of the Russian Federation (applicable
law).

11.2 In case of disagreements regarding the terms of the Agreement,
the Parties shall take all measures to resolve them through
negotiations.

11.3 Any disputes between the Parties, which subject is challenging the
content of an electronic document, are referred for resolution to
a specially created expert commission. Members of the expert
commission are formed in equal proportions from representatives
of the Parties. The Commission should establish authorship,
authenticity and integrity of the Signature of the disputed
electronic document. The work results of the expert commission
are documented in an act that should be signed by the Parties.
From the moment the act is signed, the Parties recognize the
indisputability of the information specified in this act. The
procedure for dealing with conflict situations is specified in
Appendix No. 3.

11.4 If it is impossible to resolve disagreements through negotiations,
disputes are resolved in the Arbitration Court of the Republic of
Tatarstan using the rules of substantive and procedural law of the
Russian Federation.

11.5 A written pre-trial claim procedure for resolving disputes is
mandatory. Deadline for responding to a claim is 15 (fifteen)
working days from the date of its receipt.

12 Notifications

12.1 Unless a different procedure is provided for in the Agreement
and/or agreement(s) specified in clause 1.1. of the Agreement, any
letters, notifications and documents transmitted by the Parties to
each other under the Agreement by e-mail will be considered duly
sent and received if they are sent from/to the e-mail addresses
specified by the Parties in the Statement.

12.2 E-mail address of the Parties (clause 12.1) is changed by sending
an e-mail from the previously specified e-mail addresses
containing a clear indication of the new e-mail address for
communication.

13 Change of Agreement

13.1 The Bank has the right to unilaterally, out of court, amend and/or
make additions to the Agreement by posting a new revision of the
Agreement at https://developer.131.ru.

13.2 The new revision of the Agreement comes into force and is to be
applied to the legal relations of the Parties after 10 (ten) calendar
days from the date of its posting at https://developer.131.ru.

13.3 The Company is obliged to independently and timely familiarize
itself with the new revisions of the Agreement. If the Bank does
not receive a written notice from the Company about termination
of the Agreement before the new revision of the Agreement
comes into force, the new revision of the Agreement is considered
unconditionally accepted by the Company, and conclusion of an
additional agreement to the Agreement is not required.

14 Validity period and termination procedure

14.1 Validity period of the Agreement is limited to the validity period of
the contracts specified in clause 1.1. of the Agreements.

14.2 The Bank has the right to unilaterally refuse to fulfill the
Agreement by notifying the Company at least 30 (thirty) calendar
days in writing.

14.3 Obligations of the Parties that arose before termination of the
Agreement remain until they are fully fulfilled.

15 Miscellaneous

15.1 This Agreement is drawn up in Russian and English. In case of
discrepancies, the text in Russian shall take precedence. All
Appendices are integral parts of the Agreement. Specifically:

15.1.1 Appendix No. 1 - “Statement”;
15.1.2  Appendix No. 2 — “Instructions for ensuring information
security”;



https://developer.131.ru/
https://developer.131.ru/
https://developer.131.ru/
https://developer.131.ru/

15.2.

15.3.

15.1.3.MpunoxkeHne Ne 3 — pa3bopa KOHGAMKTHBIX
CUTyaLunin».

CTOpoHbl He BMpaBe nepesaTb CBOWM MpaBa M 06s3aHHOCTM MO

CornaweHuio TpeTbMm nnuam 6e3 npepBapuUTeNbHOTO NMUCbMEHHOTO

cornacus apyroii CTopoHbl.

«[Mopagok

Ecnm  Kakoe-nMbo nonoxeHuwe HactoAwero CornaweHusa 6yaert
NPU3HAHO HEAENCTBUTE/IbHBbIM WM HE MMEIOWMM 3aKOHHON CUabl B
COOTBETCTBUM C MPUMEHUMbBIM  33aKOHOAATE/NbCTBOM, TO TaKoe

nosioXeHne A0MXKHO 6biTb NpuBeseHo CTOpoHaMu B COOTBETCTBUE C
NPUMEHUMbIM 33aKOHOZATE/NIbCTBOM, MPU 3TOM AEeNCTBUTENbHOCTL U
NPUMEHUMOCTb I060Oro Apyroro nosnoxeHua CornaweHus He 6yaet
3aTpoHyTa.

16. PekBu3nTbl baHKa

O6LwecTBO C OrpaHUYEHHOM OTBETCTBEHHOCTbIO «BAHK 131»
JInueHsuna baHka Poccnmn Ne3538 ot 12.04.2019

OlPH 1191690025746

MHH/KMNM 1655415696 / 165501001

Appec: 420012, Poccuiickaa ®eaepauunn, Pecnybnmka TatapcTaH,
ropog KasaHb, yamua Hekpacosa, gom 38

Kop/cy. 30101810822029205131

B OTaeneHune-HB Pecnybavka TaTapcTaH

BMK: 049205131

15.1.3  Appendix No. 3 — “Procedure for dealing with conflict
situations”

15.2 The Parties do not have the right to transfer their rights and
obligations under the Agreement to third parties without the prior
written consent of the other Party.

15.3 If any provision of this Agreement is found to be invalid or
unenforceable under applicable law, such provision shall be
construed by the Parties in accordance with applicable law, and
the validity and enforceability of any other provision of the
Agreement will not be affected.

16 Bank details
Limited Liability Company “BANK 131”
License of the Bank of Russia No. 3538 dated 12/04/2019
OGRN (Primary State Registration number) 1191690025746
INN (Taxpayer Identification number)/KPP (Tax Registration
Reason Code) 1655415696 / 165501001
Address: 420012, 38 Nekrasova street,
Kazan, Republic of Tatarstan, Russian Federation
Correspondent account 30101810822029205131
in the Branch of the National Bank of the Republic of
Tatarstan
RCBIC: 049205131




Appendix No. 1
to the Electronic Document Flow Procedure in the course of information technology interaction

STATEMENT TO RECOGNIZE AND VERIFY AN ELECTRONIC SIGNATURE KEY

Croponni/Parties Bbank/Bank

Komnanusi/Company

Liability Company “Bank 1317

Iosnxoe nanmenosauune/Full name OO1ecTBO ¢ OrpaHUYEeHHO OTBETCTBEHHOCTHIO «bank 13 1»/Limited [*]

[onroe ®UO n nmacnopTHBIE JaHHBIE [*]
prazensia [Hoxmucu/Full name and
passport details of the owner Signatures

Taxumu npedcmagumensimu Mocym 0bims Kax 0eecnocobnvie usuieckue auya, HaoeieHHble
yupeoumenvHvimu 0oxymenmamu Komnanuu npasom edunonuuno oeiicmeosams om umenu Komnanuu 6e3
()oeepEHHocmu, mak u deecnocobuvle d)uS‘M'{eCKME auya, Oeﬁcmeymmue om umenu Komnanuu na
ocHosanuu dosepennocmul Such representatives can be both capable individuals who are endowed by the
Company’s constituent documents with the right to act individually on behalf of the Company without a
power of attorney, and capable individuals acting on behalf of the Company on the basis of a power of
attorney

/

JlelictBytomuii Ha ocHoBanuu/Acting on [*] Yemas, Jlosepennocms, unoti 0OKyMeHm 6 COOMEemcmaul ¢ Oeicmeyrouum
the basis saxonodamenvcmseom/Charter, Power of Attorney, other document in accordance with current
legislation
Auroput™ TToanucu/Signature Algorithm RSA (2048 bit) RSA (2048 bit)
Kurou mposepku [oamucu/Verification Kirou npoepku [Toamucn banka omyGimKkoBaH B OTKPEITOM JJOCTYIIE IO
Key anpecy: https://developer.131.ru/Bank’s Signature Verification Key is
published in the public domain at https://developer.131.ru [*]

Anpec anexTpornoi moutsl/E-mail address [*]

[*]

HO}IHI/ICBIBaﬂ HaCcTOsAIICC 3aﬂBJ’IeHI/Ie, Komnanus NOATBEPKAAET, YTO OHA O3HAKOMIJICHA U COorJjlacHa C HOpﬂI[KOM OJICKTPOHHOT'O ﬂOKyMeHTOO60pOTa TIpH OCYLIECTBJICHUU I/IHd)OpMaL[I/IOHHO-TeXHOJ’[OFI/I'-IeCKOFO B3aHMOI[eﬁCTBPI9[
(https://developer.131.ru) u ero ycioBusm Ge3 Kakux-au00 MPABOK, OTOBOPOK min uckirouenuii./By signing this Statement, the Company confirms that it is familiar with and agrees with the Electronic Document Flow
Procedure when carrying out information and technological interaction (https://developer.131.ru) and its terms without any amendments, reservations or exceptions.

Bbauk/Bank

Kommnanust/Company

OBILECTBO C OTPAHUYEHHOM OTBETCTBEHHOCTBIO «BAHK 131»/LIMITED LIABILITY COMPANY “BANK
1317

Jlunensus banka Poccun/License of the Bank of Russia No. 3538 dated 12/04/2019

OI'PH/OGRN (Primary State Registration number) 1191690025746

WHH/INN (Taxpayer Identification number) 1655415696

KIII/KPP (Tax Registration Reason Code) 165501001

Anpec: 420012, Poccuiickast Oeneparmst, Pecry6ika Tatapceran, ropos Kazaus, yiua Hekpacosa, nom 38/Address: 420012,
38 Nekrasova street, Kazan, Republic of Tatarstan, Russian Federation

Kopcuet/Correspondent account 30101810822029205131

B Otnenenne-Hb Pecry6iuka Tarapcran/in the Branch of the National Bank of the Republic of Tatarstan

BUK/RCBIC: 049205131

[COMPANY NAME]

[COMPANY ADDRESS]

[REGISTRATION NUMBER]

[INN (Taxpayer ldentification number)/KPP (Tax Registration Reason Code)]
[BANK DETAILS]

[@UO]/[Full name]

[Momxuocts]/[Position]

Date:

[@UO]/[Full name]

[MomxuHocts]/[Position]

Date:



https://developer.131.ru/
https://developer.131.ru/

MpunoxkeHune Ne 2
K MopsazKy 3/1eKTPOHHOro A0KyMeHTO060pOTa NPU OCYLLECTBAEHUMU
MHOOPMALMOHHO-TEXHOIOTMYECKOTO B3auMo4encTemn

WHCTpYKLUMA no ob6ecneyeHunio uHpopmaumnoHHo 6esonacHocTu

B uensx obecneyeHns nHoopmaLMoHHON besonacHoCTM Npu paboTe
c MNpoTokonom uHPopmaumoHHoro obmeHa (panee — «APl»)
KomnaHua Hagenaetca cnegyowmmmn ob6s3aHHOCTAMM:

1. Koy 3neKTpoHHOM noanucu (panee Mo TEKCTy — «KAHOY
MoanucK») XpaHUTb TONbKO B HEAOCTYNHOM 418 MOCTOPOHHUX /UL
mecre.

2. He ponyckaeTtca:

. CHMMaTb HEeCaHKLMOHMPOBaHHbIE KONuu;

. nepegasatb Kato4 MNoanucy anuam, K HUM He J0NyLWeHHbIM.
3. He ncnonb3oBatb B KayecTse Naponsa:

. nocnenoBaTeIbHOCTU CUMBOJIOB, COCTOALLME U3 OOHUX Lnbp

(8 Tom uncne patbl, Homepa TenedpoHOB, HOMepa aBTomobunein u
T.N.);

o nocnef0BaTe/IbHOCTM NOBTOPAIOLLMXCA OYKB nan undp;
. nayuwune noapas B packnagKke KnasumaTypbl unun B andasute
CMMBO/IbI;
. MMeHa U bamnanu;
° WUHH vnn gpyrue peksmsntsl KomnaHmu.

Maponb foNKeH:
. 6bITb He MeHee 8 CUMBOOB;
. copepKaTb LMdpbl, CTPOYHbIE M 3ar1aBHble BYKBbI;
. copepKaTtb XoTa 6bl 1 cMMBOA, He ABAAIOLWMIACA BYKBOU UAn
umdpoli.
5. Ha KomnbioTepe [o0/XKHaA ObiTb YCTaHOBNEHA MapoJibHan
3alumMTa Ha BXOJ, B ONEPALMOHHYO CUCTEMY YCTPOMCTBA.
6. Maponb nonb3oBaTena B ONEPaALMOHHON cUCTEME YCTPOICTBA
[O/MKEH MeHATbCA KomnaHMel He peXke o4HOro pasa B KBapTa.
7. Maponb goctyna K Kawody lognucn XpaHuTb OTAENbHO OT
Katoya Moanucu.
8. CTporo 3anpeuaeTca 3anucbiBaTb Mapoav Ha OYyMarKHbIX

HOCUTENAX UKW B TEKCTOBbIX dalinax Ha paboyem mecTte, OCTaBAATb
MX B NErkoAOCTYMHbIX MecTax, nepefasBaTb HEYNOJHOMOYEHHbIM
muam.

9. Mcnonb3osaTtb KAtoY [Toagnmcu, TONIbKO B MOMEHT NoAnNucaHma
3NEKTPOHHbIX AOKYMEHTOB.

10. Wcnonb3osatb Kawo4 [llognucu, TOAbKO ANA NoOANUCAHWA
3/IEKTPOHHbIX OKYMEHTOB B paMKax UCNo/b30BaHMUA «API».

11. MNpumeHATb Ha paboyem MmecTe JINLEH3NOHHbIE CPEeacTBA
3alUMTbl OT BPEAOHOCHOIO KOAa C BO3MOXHOCTHbIO aBTOMATUYECKOTO
06HOBNEHUA a3 AaHHbIX CUTHATYP BPEAOHOCHOMO KOAa.

12. EciM B KayecTBe KomnbtoTepa Anaa pabotel no  «API»
MCMNONb3yeTcA NepeHOCHOW KomnbtoTep (HOYTOYK), 4O0MKHO 6bITb
WCKNIOYEHO €ero NoAK/oYeHUe K ceTaM obLLero Aoctyna B MecTtax
csBoboaHoro aoctyna B MHTepHeT (oducHble LeHTPbI, Kade 1 np.)

13. OcywectBnsaTb  MNOCTOAHHbIA  KOHTPO/b  OTMNPaBASEMbIX
cooblieHunit npu pabote «API».

14. B cnyyae BbISIBNEHWA MNPU3HAKOB KOMMNPOMETALMU KAkoYa
Moanucn MAn BbIABNEHUA BPEAOHOCHOrO KoAa B KOMMbtoTepe,
ucnonbsyemom Ansa pabotbl «APl», HeobxoAMMO HemeasNeHHO
yBegomuTb baHK no tenedoHam: (843) 598-31-39 ¢ 9 uacos 00 MUHYT
00 18 yacos 00 muHyT (B paboune gHu), 1Mb60 AMYHO ABUTbCA B BaHK
C Lenblo 61I0KMPOBAHMA CKOMMNPOMETUMPOBAHHbIX KAtodel Moanucu ¢
nocnenyoLen nx 3aMmeHomn.

15. K cobbiTam, CBA3aHHbIM C KOMMpOMEeTaumen Kawouyen
Moanucu, B TOM YNCNE, OTHOCATCA:

Appendix No. 2
to the Electronic Document Flow Procedure in the course of
information technology interaction

Information Security Instructions
In order to ensure information security when working with the

Information Exchange Protocol (hereinafter referred to as “API”),
the Company is vested with the following responsibilities:

1. Keep the Electronic Signature Key (hereinafter referred to
as the “Signature Key”) only in a place inaccessible to unauthorized
persons.

2. It is not allowed to:

° make unauthorized copies;

. transfer Signature Key to persons not authorized to see it.
3. Do not use as a password:

. sequences of characters consisting of only numbers
(including dates, telephone numbers, car numbers, etc.);

. sequences of repeated letters or numbers;

. consecutive characters in the keyboard layout or alphabet;
. first and last names;

. INN (Taxpayer Identification number) or other details of

the Company.

4, The password should:

° be at least 8 characters;

° contain numbers, lowercase and capital letters;

. contain at least 1 character that is not a letter or number.
5. The computer should have password protection installed
to enter the device’s operating system.

6. The user’s password in the device’s operating system
should be changed by the Company at least once a quarter.

7. Store the access password to the Signature Key separately
from the Signature Key.

8. It is strictly prohibited to write passwords on paper or in

text files at the workplace, leave them in easily accessible places, or
transfer them to unauthorized persons.

9. Use Signature key only when signing electronic documents.

10. Use Signature key only for signing electronic documents
within the framework of using “API”.

11. Use licensed anti-malware protection tools in the
workplace with the ability to automatically update malicious code
signature databases.

12. If a portable computer (laptop) is used as a computer for
API working, its connection to public networks in places with free
access to the Internet (office centers, cafes, etc.) should be
excluded.

13. Perform constant monitoring of messages sent when APl is
running.
14. If signs of Signature Key compromise are detected or

malicious code is detected in the computer used to operate API,
you should immediately notify the Bank by phone: (843) 598-31-39
from 9:00 a.m. to 6:00 p.m. business days), or come to the Bank in
person to block compromised Signature Keys and then replace
them.

15. Events related to Signature Keys compromise include, but
are not limited to:




. yTepa (yTpaTta) HocuTena Katova lNognucu, B TOM uucne, €
nocneayowmnm ero obHapyKeHnem;

. obHapyxeHne  ¢dakta  WMAM  yrpo3bl  UCMONb30BAHMA
(konupoBaHuAa) Knkoya Moanucy 1M/Mam napona AoCTyna K Kayam
MoanucKM HeynoAHOMOYEHHbIMW IMLAMU (HECAaHKLUMOHWPOBaHHas
OTNpPaBKa 3/1EKTPOHHbIX LOKYMEHTOB);

. obHapyxeHne owunbok B pabote «API», B TOM uwucne,
BO3HMKAIOLLMX B CBA3M C NOMNbITKAMWN HapyLlweHUa MHGOPMaLMOHHOM
6e3onacHocTy;

. YBO/IbHEHWE OTBETCTBEHHOTO COTPYAHWKA, UMEBLLEro A0CTYnN
K Katouy Nognucu.

16. Mpu obBHapy*KeHUW HECaAHKLMOHUPOBAHHbLIX onepauuit uam
yTpaTte «API» HemepneHHO yBegOMUTL baHK.

17. WUcnonb3oBatb KombUHauuu knasuw «Ctrl + Alt + Del» ans
naeHTUdPMKaL MM Nonb3oBaTeNs B ONEPALMOHHOM cucTeme.

18.  OTKAOYMTb BO3MOXKHOCTb YAANEHHOTO W TEPMWHANLHOIO
COeAMHEHUA K KOMMNbOTEpPaM, UCnonb3yembim ana pabotsl no API,
3abnokuposaTb 3389 (RDP Remote desktop).

19.  BKAOYMTb B ONEPaLMOHHON cUCTEME XKypHan 6e3onacHoCTy.

20. Wcnonb3oBaTb  TO/NBbKO  /IMLEH3MOHHOE  MpPOrpaMmmHoe
obecneyeHne — onepauMoOHHblE CUCTEMBI, CPEACTBA 3alMTbl OT
BPeA0HOCHOTO Koaa, oduCHbIe NaKeTbl U T.4,

21. ObecneynTb BO3MOMKHOCTb CBOEBPEMEHHOI0 O6HOB/EHMA
CUCTEMHOTO M NPUKNALHOTO NPOrpammHoro obecneyeHus.

22. Bblaenntb CTaLMOHAPHbLIA KOMMNbIOTEP TONbKO A/1a paboThbl
«API».

23.  [ocTyn B NOMeLlLEeHMe, T4e pa3meLLeH KOMNbIOTEP C A0CTYNOM
K «APIl», npenoctaBnATb TO/IbKO YMNOJHOMOYEHHbIM  NIMLAM
KomnaHuu.

24. KomnbloTep, € KOTOPOro OCYyLecTBAAETCA MOArOTOBKA W
OTMpPaBKa 3/1EKTPOHHbIX [OKYMeHTOB B bBaHK, pekomeHayeTca
BblAE€/NTb B  OTAE/bHbIA  CEerMeHT CceTu C obAsaTenbHbIM
UCKJIIOYEHMEM ero 13 obulelt nokanbHom ceTn KomnaHuu.

25. Wcknwouutb [OCTYN K KOMMbIOTEPaAM, WMCMNOJIb3yembiM ANA
paboTbl N0 «API», NOCTOPOHHUM ANLAM WM MEePCOHaNy OpraHU3aLum,
He yrnonHomouYeHHOMy Ha paboty no «API» u/unm obcnyknsaHue
KOMMbIOTEPOB.

26. Mpu  obcayxmBaHuM  KomnbioTepa  UT-coTpyaHMKamm
obecneynBaTb KOHTPO/Ib HAA, BbINOJIHAEMbIMU UMW AENCTBUAMM.

27. BaHK He OCyLLeCTBAAET PACCbUIKY 3/1EKTPOHHbIX MUCEM C
npocbboit Npucaate Kaouu Mognucu u/unam naponb UCNoab3yemble
B «API» 1 HMKorga He 3anpawwusaeT y KomnaHum 3Ty uHGopmaLmio.
Mpwu obpaleHnm oT UmeHn baHKa no TenedoHy, 3N1EKTPOHHOM nouTe,
yepes SMS-coobuieHuna g, c npocbboit coobwmnTb
KOHPUAEHLMANbHYIO MHbOPMaUMIo (Mapoan, KoAoBble C0Ba, M Np.)

HW NpW  Kakux 0b6CToATENbCTBAaX He coobuwalite  AaHHyo
MHbopMaLmio U coobmTte 06 3ToM B BaHK.
28. KomnaHua CaMOCTOATENIbHO 7] eANHONNYHO HeceT

OTBETCTBEHHOCTb 3a obecneyeHne KOHPUAEHLUMANbHOCTM Napoaen,
Kntoyen Mognucn, U MHbIX AAHHbIX, NOJIYY4EeHHbIX OT BaHKa wam
creHepupoBaHHbIX KomnaHuel camocToaTenbHO Ana uenem ux
MCMNo/ib30BaHMA npu pabote «APl», a Takxe 3a obecneyeHue
KOHOMAEHUMANBHOCTU U HepasrnaweHue AaHHbIX, AOKYMEHTOB U
CBeAeHUM, NoslyYeHHbIX U(KMAK) OTNPaBAEHHbIX C UCMO/Ib30BAaHUEM
«API».

. loss (forfeit) of Signature Key carrier, including with its
subsequent discovery;
. detection of the fact or threat of use (copying) of Signature

Key and/or password for access to Signature Keys by unauthorized
persons (unauthorized sending of electronic documents);

o detection of errors in APl operation, including those arising
in connection with attempts to violate information security;

. dismissal of the responsible employee who had access to
Signature Key.
16. If unauthorized transactions are detected or is lost,

immediately notify the Bank.
17. Use the key combination “Ctrl + Alt + Del” to identify the
user in the operating system.

18. Disable the ability for remote and terminal connections to
computers used to work via API, block 3389 (RDP Remote desktop).
19. Enable security logging in the operating system.

20. Use only licensed software - operating systems, anti-
malware tools, office suites, etc.

21. Ensure the possibility of timely updating of system and

application software.

22. Dedicate a desktop computer only for “AP1” work.

23. Access to the premises where a computer with APl access
is located is provided only to authorized persons of the Company.

24, It is recommended that the computer from which
electronic documents are prepared and sent to the Bank be
separated into a separate network segment with its obligatory
exclusion from the Company’s general local network.

25. Prevent access to computers used to work on API by
unauthorized persons and organization personnel not authorized
to work on APl and/or servicing computers.

26. When servicing a computer, IT employees ensure control
over the actions they perform.
27. The Bank does not send e-mails asking for Signature Keys

and/or password used in APl and never requests this information
from the Company. When contacting persons on behalf of the Bank
by telephone, e-mail, or SMS messages with a request to provide
confidential information (passwords, code words, etc.), do not
provide this information at any time and report this to the Bank.

28. The Company is independently and solely responsible for
ensuring confidentiality of passwords, Signature Keys, and other
data received from the Bank or generated by the Company
independently for the purposes of their use when operating API, as
well as for ensuring confidentiality and non-disclosure of data,
documents and information received and (or) sent using "API".




MpunoxkeHue Ne 3
K MopsazKy 3N1eKTPOHHOro A0KyMeHTO060pOTa NPU OCYLLECTBAEHUMU
MHOOPMALMOHHO-TEXHOIOTMYECKOTO B3auMo4encTBmA

Mopsaaok pa3bopa KOHPAUKTHLIX CUTyaL Uit

NMiobble cnopbl mexay CTOpoHamu, NPeamMEeTOM KOTOpbIX ABAAETCA
YyCTaHOB/MEHWE MOAJMHHOCTM MMOANUCU B 3/NIEKTPOHHOM [AOKYMEHTE,
T.e. LLe/IOCTHOCTM TEKCTA U aYTEHTUYHOCTM OTMNPABUTENA SNEKTPOHHOIO
OOKYMEHTA, NepesatoTca A/1A paspeLlleHmsa CneumanbHO co34aBaemoin
3KCMEepTHOM KoMUCCUM.

3KcnepTHas KOMWCCMA CO3bIBAeTCA Ha OCHOBAHWW MUCbMEHHOTO
3anBneHuns (npeteHsumn) nboit ns CTopoH. B yKkazaHHOM 3anaBieHUU
CTOpOHa YKas3blBAaeT PEKBU3UTbI OCMapMBAaeMOro MnoAnMCaHHOIo
3NEKTPOHHOTO AOKYMEHTA M AuL, YNOAHOMOYEHHbIX MPeAcTaBAATb
NHTepeckl 3To CTOPOHbI B COCTaBE KCMEPTHOW KOMMUCCUM.

He nosgHee 3 (Tpex) paboumx AHEN C MOMEHTa MOJyYyeHUs ApPYrou
CTopoHOW 3aaBneHnn (npeTeH3un), CTOpoHbI onpeaenstoT Aaty, Mecto
M BpemsaA Hayana paboTbl DKCNEPTHOW KOMUCCUM, ONPESENsAtoT, KaKas
CTopoHa npepocrasaseT nometleHue " npou3BoAUT
KOHUIypMpoBaHMe CpeacTB 3/IEKTPOHHOM Nognucu.

NonHomouna uyneHos SKCI'IepTHOl‘;I KOMUCCHn
A0BEPEHHOCTAMMN, BblAaHHbIMU B
3aKOHO4aTeNbCTBOM NopAaKe.

noaTBepXaaroTcAa
YCTaHOB/IEHHOM

CocTaB 3KCNepTHOM KOMMUCCUM GOPMUPYETCA B PABHbIX MPONOPLMAX 13
npeacTasuteneit CTOpPoH.

3KCI'IepTVI3a ocnapuBaemoro 31EKTPOHHOTO AOOKYMEHTa
ocywiecTsnAaeTcAa B NPUCYTCTBUN BCEX YNEHOB 3KCI‘IepTHOl‘/lI KOMuUcCcun.

3KcnepTMn3a OCyLEeCcTBAAETCA B YeTbIpe 3Tana:

1. CTOpPOHbI COBMECTHO YCTaHaB/IMBAIOT,
TECTUPYIOT CPEACTBO 3/1EKTPOHHOM NOANMUCH.

2. CTOpPOHbI MPEeAoCTaBASAOT CBOW KAtouM [lognucu u Katoum
nposepkn MNopnuck, wcnonb3lyemble AAAa co3ganvua [lNognucu
0CMapnBaeMOro 31eKTPOHHOIO AOKYMEHTa.

3. 3KcnepTHaA KOMWUCCUA CPaBHMBAET NPefOCTaBAEHHbIE Koun
npoBepKku MoANMCK C KAOYaMW, YKA3aHHbIMK B 3asBaeHUU. Knwouu
npoBepku [ognucM UM KoAbl, KOTOpble COBMaaW, MNpPU3HAKOTCA
NOA/IMHHbIMM.

4, Echv TpeTmit 3Tan ycnewHo nNponaeH,
KOMUCCKUA  MPOU3BOAMT MPOBEPKY  MOAJMHHOCTM
0CMapuBaeMOM 3N1EKTPOHHOM JOKYMEHTE.

KOHOUTYpUpYOT ©

TO 3KcnepTHas
Mognucn B

PesynbTaTbl 3KcmepTvsbl OQOPMAAIOTCA B BUAE NUCbMEHHOrO
3aK/II0YEHMNA - aKTa IKCMEPTHOW KOMMCCUM, MOANUCLIBAEMOrO BCEMM
UNEeHaMM 3IKCMepTHOW KOMWCCUU. AKT COCTaBASAETCA HemMea/leHHO
nocie 3aBeplleHWs nocregHero 3Tama  3Kcneptusbl. B akrte
bUKCHpYyIOTCA pe3ynbTaTbl BCeX 3TanoB NPOBEAEHHOM 3KCnepTM3bl, a
TaK¥Ke BCe CYLLEeCTBEHHblE PEKBU3UTLI OCMAPMBAEMOrO 3/1eKTPOHHOTO
[OKYMeHTa. AKT COCTaBAAETCA B ABYX 3K3emMnaspax — No 0gHOMY A/
Kaxaol wn3 CTOpPOH. AKT 3KCNepTHOW KOMMCCUM  ABAseTcA
OKOHYaTeNbHbIM U NEPECMOTPY HE NOANENHKMUT.

MoaTBEpKAEHME NOANMHHOCTY [oanucK B akTe, byaeT 03HayaTb, YTo
0CNapMBaEMbI SNEKTPOHHbIN OKYMEHT UMEET IOPULNYECKYIO CUNY U
B/le4YeT BO3HWKHOBEHWME COOTBETCTBYHOLMX MpaB U 06A3aTeNbCTB Y
CTOpOH.

Appendix No. 3
to the Electronic Document Flow Procedure in the course of
information technology interaction

Procedure for dealing with conflict situations

Any disputes between the Parties, which subject is establishing
Signature authenticity in an electronic document, i.e. integrity of
the text and authenticity of the sender of an electronic document
is submitted for permission to a specially created expert
commission.

The expert commission is convened on the basis of a written
application (claim) of any of the Parties. In the said application, the
Party indicates details of the disputed signed electronic document
and the persons authorized to represent interests of this Party as
part of the expert commission.

No later than 3 (three) working days from the receipt of the
application (claim) by the other Party, the Parties determine the
date, place and time of the work start for the Expert Commission,
determine which Party provides premises and configure Electronic
Signature Instruments.

The powers of the members of the expert commission are
confirmed by powers of attorney issued in the manner prescribed
by the law.

Members of the expert commission are formed in equal
proportions from representatives of the Parties.

The disputed electronic document is examined in the presence of
all members of the expert commission.

Examination is performed in four stages:

1. The Parties jointly install, configure and test an electronic
signature instrument.
2. The Parties provide their Signature Keys and Signature

Verification Keys used to create the Signature of the disputed
electronic document.

3. The expert commission compares the provided Signature
Verification Keys with the keys specified in the Application.
Signature Verification Keys and codes that match are recognized as
authentic.

4. If the third stage is successfully completed, the expert
commission verifies the authenticity of the Signature in the
disputed electronic document.

The results of the examination are formalized in the form of a
written conclusion - an act of the expert commission, signed by all
members of the expert commission. The report is drawn up
immediately after completion of the last examination stage. The act
records results of all examination stages, as well as all essential
details of the disputed electronic document. The act is drawn up in
two copies, one for each of the Parties. The report of the expert
commission is final and is not subject to revision.

Confirmation of Signature authenticity in the act will mean that the
disputed electronic document has legal force and entails the
emergence of corresponding rights and obligations for the Parties.




B cnyyae oOTcyTCTBMA cOrlacMa MO CMNOPHbIM - BOMpocam W
[06P0OBONLHOMO MCMOSIHEHNA PELIEHUA IKCMEePTHOM KOMUCCUM, BCe
matepuasbl MO 3TMM BOMpocam MOryT ObiTb nepegaHbl  Ha
PacCMOTPEHME B CyA, B COOTBETCTBMM C ycaoBuAmKM CornalueHms.

If there is no agreement on controversial issues and voluntary
execution of the decision of the expert commission, all materials on
these issues may be submitted to the court for consideration in
accordance with the terms of the Agreement.




