Bank 131. Guide

Setting up your token for online banking

You can log into online banking with a token. Bank 131 grants you a token after signing an
agreement (learn more from your manager). The token is granted with two PINs, for the user and
administrator.

First of all, you need to issue a certificate. Follow these steps:

Download and install Rutoken driver on your computer.

Create a request for an electronic signature verification key certificate.

Print the request in two copies, sign them, and hand them over to a Bank 131 manager.
Wait for the Bank's response, and complete the electronic signature key generation

process.
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Now, you can log into online banking with your token.

How to re-issue an electronic signature certificate

What if the certificate is revoked

For macOS

How to install the Rutoken driver

1. Download the Rutoken driver.

2. Launch the loaded file and follow the installation wizard's instructions.

How to change PIN

1. Plug the token (the flash drive) into the USB port.
2. Run MaHenb YnpaBneHusa PytokeH (Rutokent control panel).

1) Click Beectu PIN-kog (1, Enter PIN), choose NMonb3oBatenb (User) and enter the user’s
PIN, granted with the token.

2) Click UsmeHnuTtb PIN-Kkog (2, Change PIN) and create a new one. It must contain:

= 8 ormore characters
* numbers, capital and lowercase letters

» atleast one special character


https://online.131.ru/l
https://www.rutoken.ru/support/download/windows/
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How to create a certificate request

1. Download the IsCrypto archive and extract the files where you want them.

Attention! IsCrypto requires the MS Windows operating system. Otherwise, its proper operation cannot be guaranteed.

2. Inthe program folder, run start.exe
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3. The Co3gaTtb HOBbIN Katou (Electronic signature key) window will open. Click the green
button on the left and select Co3aatb HoBbI Katou (Create new key).


http://developer.131.ru/assets/online/IsCrypto21061101.zip

Knrou 3nekTpoHHON nognucu

MNpexae ecero Bam HeobxoOWMo COZOaTb WAW 2arpysvTh
CBOW COBCTEBEHHBIA KNHOY 3NEKTPOHHON NOANMCH.

Co34aTk HOBEIR KNKOY bifeprTe HyXHOe AelcTBME.
KMcnonbzoeate CyLLECTBYHOLLMIA KARDY

4. In the field Homep gorosopa 06 3N (Electronic signature agreement No.), enter the
number of the Authorized Representative Registration Application and the
representative's full name:

e  damunuma — last name;
e  WUma — first name;

e OrtyectBO — patronymic.
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5. If the information is provided correctly, the program will suggest saving the key and
choose a storage device. Plug Rutoken into the USB port, select it in the program, and
click Mpogonxutb (Next).
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Print the certificate request in two copies (click OK for printing).

Knroy 2nekTpoHHOR NognucK

Celiyac bynet pacnedyaTaH 3anpoc Ha cepTUdUKaT Co30aHHOro Knkua M.
MNosxanyicTta, yoeauTech, 4TO NPUHTED BKIHOYEH M MOTOB K NMEYaTH.
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You can do it later, click Pacneuatatb 3anpoc Ha ceptudumKar (Print the certificate request):

Knrou 3nekTpoHHOH NognncK

Ha cepTdMKaT obpaTKMTeck B odMc, MMen Npu cebe L
poca.

7. Sign both copies and hand them over to a Bank 131 manager.

KAy 3nekTpoHHeR NoAnKcK

MoanuwmTe pacnedYaTaHHbli JOKYMEHT U NPefoCTaBbTe ero B 2-X 3K3eMNNApax B
ocuc 131 ana perucTpaumnn Bawero knwda 201,
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The program will remind you about it if you forget:



Enkoy 3nekTpoHHON Nognnucu

W MeaHoE MeaH MeTpoBuy
Ana perucTpaumm 2anpoca Ha cepTuhukaT obpaTtuTecs B odKe, MMeR Npu cebe

075263 MACNOPT M pacnedaTry 3anpoca.

Wait until the Bank manager issues the certificate.
After that, you can complete the electronic signature key generation process.

How to complete the key generation process

You need to do this when Bank 131 sends you a notification saying your certificate was issued.

1. Run IsCrypto (in the program folder, click on start.exe).

2. Click 3aBepwutb popmuposaHue Karoua (Complete key generation).

Knkou 3nekTpoHHOR NognncK

Meanoe MeaH MeaHoBKY

-------- 1 GbIN BRINYWEH cepTUgMKaT, HeobxoguMo
D| 3aBepLUnTE hOpMUPOBEIHME KNHIYAE KNHIUA.

Now, you can log into online banking with this token.

Knkou 3neKTpoHHCH NoANMCK

% MMeaHoe MeaH MeaHoBKY
Knioy MoxeT GblTe MCNoONL3I0BaH ana nobol onepauvu, Tpebyrowen

075263 CcODCTEEHHOPYYHOR NOONKMCKA ero BnagensLa.

How to re-issue a certificate

The electronic signature verification key certificate is valid for one year. IsCrypto will remind you
of updating the certificate 30 days before it expires. You may want to do this in advance.

5


https://online.131.ru/l

Knrou 3nekTpoHHoN nognucK

MeaHoe MeaH MNeTpoBKd

CpoK OeACTEMA KNKOYa 33KaHUYMBASTCA, BEINONHWTE ero oOHOBNEHKWE.

075263 Moka kniod ByneT obHoBNATLCA, Bel cHoXeTe paboTaTe Kak obeluHO.

1. Click the keys button and select BbinonHutb 06HoBAeHUe Katoua (Update key). The
certificate request will be sent to Bank 131 in the electronic form.

Knrou 3NeKTpOHHOA NoANKCK

MeaHoe MeaH MNeTpoBKy

HYWMBaeTCA, BeINONHWATE era obHoBNEHKWE,

3arpy3nTe KNHY W HaYaTe paboTy
bCA, Bel cMomeTe paboTaTe Kak obelUHO.
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BeINCAHWTE 0GHOBNEHWE KNHIYE

2. Bank 131 will send you a notification saying a new certificate was generated. After
that, complete the key generation process.

Now, you can continue your work in online banking with your new key.

What if the certificate is revoked

If Bank revokes your electronic signature key verification certificate, you will see the following
message:

Enroy 3nekTpoHHON NognvcK

MeaHoe MeaH MeaHoBKWY

oy CepTUdMKaT KNHDYa 0TO2BaAH, ero AankHeflles MCNoNL30BaHUE HEBOIMOMHO,
075263 HeoGX0AWM BeIMYCK HOBOrO KNKIYA.

In this case:

1. Remove the old key (click YaanuTtb oTo3BaHHbI KAtOU).
6



Knkou 3neKTpoOHHOH NoANKMCK

q ¥ AanuTh OTO3BAHHBIN KNHIY
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075263

CepTU@MKAT KNHDYa 0TO3BaH, ero AantHerWwes MCNoNb30BaHWE HEBOIMOMHO,
HeobX0OWM BeIMYCK HOBOMO KNHIYE.

2. Get a new electronic signature verification key certificate.

3. Issue a new key as follows:

1) Run IsCrypto (in the program folder, click on start.exe).

2) On the screen, find the Kntou anekTpoHHoOI1 nognucwm (Electronic signature key)
icon, right-click it, and select Moka3biBaTb Bce gectaua (Show all actions).

O nporpamme
MokaselBaTe BCE AENCTENA

3aKpeiTh




For macOS

Attention! If in spite of the software requirements of IsCrypto you decide to install in on macOS, you can follow the
steps below. However, in this case Bank 131 does not guarantee the software will operate properly.

To make IsCrypto work on macOS, install WineBottler, an application that helps run Windows apps
on macOS.

1. Download WineBottler from the developer website.

2. Go to Downloads and run WineBottlerCombo_1.1.44.dmg. The disk image will be mounted
and you will see its content.
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3. Move two files, Wine and WineBottler, to the Applications folder.



http://winebottler.kronenberg.org/
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4. To complete the installation, plug the USB token into the computer port and run IsCrypto
(click start.exe in the program folder).

If nothing works, try to install system component X11 (it enables WineBottler). Do not shut this
component down if it is launched along with the application.



http://xquartz.macosforge.org/trac/wiki/X112.5.3

