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1. TERMS AND DEFINITIONS

Regulations on Remote Banking Service in the
‘Banking App’ system for Bank 131 LLC Corporate

1




ucrionp3oBanueM Cuctemsl JIBO (mamee - Permamenrt)
WCTIONB3YIOTCS TEPMUHBI M ONpEJACICHUS, YKa3aHHBIC B
[IpaBumax  KOMIUIGKCHOTO  OaHKOBCKOT'O  OOCITY>KWBaHUS

IOPUANYECKUX JIUI ¥ MHIUBUAYAIBHBIX MpeaIpUHAMaTeNel B
00O «bank 131» (1 npunoxeHUsx kK HUM), xanee — [IpaBwuia,
€CJIM MHOE HE YKa3aHO B HacTosAlIeM PerimamenTe.

AKTHBamuda KiIwo4ya MoOWJIbHOW mnoamucu —
MpOolleAypa yCTaHOBICHUS TOBEpUsS MOOWIBHOTO YCTpPOWCTBA,
KCIOJIb3YEMOT0 JUISl JOCTYIA K MOITBEPKICHHUIO ONepaluii B
Cucteme /1BO.

Bpemennblii napoJib - apoib, KOTOPBII
npucBauBaercs bankoMm YmnomHomoueHHomy [lpencraBurento
Kimenra mipu ero perucrpanmm B Cucteme JIbO mimm cmeHe
ayTeHTU(HUKAIMOHHBIX JAaHHBIX, JEUCTBYIOIIANA 10 MOMEHTa
ycraHoBKM CTaTHYeCKOTro Mapojisi Mpu IMEepBOM BXOJE B
Cucremy J15O.

3asBieHHe — 3agBIeHHE O TPHCOSAWHEHUH K
PernmaMenTy OUCTaHIIMOHHOTO OaHKOBCKOTO OOCITY)KMBaHUS
opuaudyeckux qun B OO0 «bank 131» ¢ ucnosb3oBaHHEM
Cucremsr J15O.

Kommnpomeranusi  JJIeKTPOHHOW  moamucH  —
HAJIMYME OCHOBAaHWH TOJIAaraTh, YTO JOBEpUE K TOMY, UTO
WCTIONB3YyEeMbIe KITFOUH/CpeficTBa DJEKTPOHHOHN IOAIUCH,
AyTeHTH(UKAMOHHbIE JaHHBIE, AOOHEHTCKUH HOMEp
W/ caMu DIIEKTPOHHBIE TOJMHUCH WM WX HOCUTEIH
YTpa4deHbl/AOCTYITHBl HEYNOIHOMOYEHHBIM  JTUIIAM/MOTYT
OBITh HCIIOJIb30BaHbI 0€3 COTJIACHS YIIOJTHOMOYEHHBIX JIHII.

K COOBITHSIM, CBSI3aHHBIM c Kommpowmerarnueit
DONEeKTPOHHOW TIOAINCH OTHOCATCS, BKItOYas, HO HE
OTPaHUYHUBASCH, CIIEIYIOIINE:

- yTpara (QYHKIMOHAJIBHBIX KJIIOUEBBIX HOCHTENEH, C
MOCIIEAYIONIIM OOHAPYKEHHEM WA 0e3 TAKOBOTO;

- HapylICHHE MPaBWII XPAHEHUS, UCTIOIb30BAHUS U
YHUYTOKEHUSI (B TOM 4YHCJIE TOCIEe OKOHYaHHS CpOKa
NEeHCTBHS) KIF0Ya OJEKTPOHHOW TOMIMUCH (YCHIIEHHOH
HEKBATM(UITMPOBAHHOK ),

- yTeps, IiepeAada W/WIH  IPEJOCTaBICHHEM
JOCTyla  HEYNMOJHOMOYEHHBIM  TPEThUM  JIMIIAM K
anmapaTHbIM cpeicTBaM (B TOM YHCJIE€ MOOWJIBHBIM
TeaedoHaM wind uHbIM) W/ SIM-kapre ¢ AOOHEHTCKHM
HOMEpPOM, B TOM 4YHCIIe KOTOPBIH HWCHOJIB3yeTcs s
HanpasieHust BpemenHoro n/ninmn OnHOpPa30BoOro naposs;

- HaJM4Me nojio3peHni, uro CpeicTBa NOATBEPIKACHUS

3JEeKTPOHHOTO JIOKYMEHTa cTanu W3BECTHBI
HEYIOJIHOMOYEHHBIM TPETHUM JIHIIAM;

- BO3HHUKHOBEHME  IIOJO3PEHMH  HA  YTEUKYy
nH(GOpPMAITUH UIIH €€ UCKAKEHNE;

- HECaHKUMOHUPOBAHHOE  KOMHPOBaHHE WU
Mmoio3peHne Ha KomupoBaHue BpemenHoro, CtaTudeckoro
u/mwmn  OgHOopasoBoro  maposs,  (YHKIHOHAJIBHOTO

KIIFOUEBOTO0 HOCHUTEIIS, almnapaTHOro cpenctBa w/wim SIM-
KapThl ¢ AOOHEHTCKUM HOMEPOM;

- IpeKpallcHHe IOJHOMOYHN WM YBOJBHEHUE
YTIOJTHOMOYEHHBIX JIMI, HMEommMX aoctyn K CpenctBy

Clients and individual entrepreneurs (hereinafter
referred to as Regulations) conform the terms and
definitions specified in the Rules on Integrated
Banking Service for Bank 131 LLC Corporate Clients
(and their annexes), hereinafter referred to as the
Rules, unless otherwise stated in these Regulations.
Activation of the Mobile Signature Key is a
procedure for establishing the trust of a mobile device
used to access confirmation of operations in the RBS
System.

Temporary password is a password which is assigned
by the Bank to the Client's Authorized Person when the
Client registers in the RBS System or for
authentication data changing and which is valid until
the Static Password is set at the first log in to the RBS
System.

Application denotes application on joining the
Regulations on Remote Banking Service in the
‘Banking App’ system for Bank 131 LLC Corporate
Clients.

Compromising of the Electronic Signature there is
reason to believe that the keys/tools of the Electronic
Signature, Authentication Data, Subscriber Number
and/or the Electronic Signatures themselves or their
carriers have been lost/accessible to unauthorised
persons/can be used without the consent of authorised
persons. Events related to the Electronic Signature
Compromise include, but are not limited to, the
following:

- loss of functional key media, with or without
subsequent detection;

- violation of the Regulations for storage, use
and destruction (including after the expiry date) of the
Electronic Signature key (enhanced non-certified);

- loss, transfer and/or granting access to
hardware (including mobile phones or other) and/or a
SIM card with a Subscriber number to unauthorised
third parties, including that used to send the Temporary
and/or One-time password;

- suspicions of the E-Document Validation
Tools have become known to unauthorised third
parties;

- suspicion of information leakage or
misrepresentation;

- unauthorised copying or suspicion of copying
a Temporary, Static and/or One-time password,
functional key media, hardware and/or SIM card with a
Subscriber number;

- termination of powers or dismissal of the
Authorised Persons who have access to the
Confirmation Tool;




MTOATBEPKICHIIS,;

- ClIy4aW, KOTJa HeNb3sl JOCTOBEPHO YCTaHOBHTb,
YTO MPOU30LLIO C HOCUTEISIMH, COIEPIKAILMMH KITIOYEBYIO
nH(pOpMAITHIO (B TOM YHCIIE CITy4dau, KOTAa HOCUTEIb BEIIIET
W3 CTPOS W JTOKA3aTEIbHO HE OMPOBEPTrHYTa BO3MOXKHOCTH
TOTO, 4YTO [JaHHBIA (akT mnpowsomen B pe3yjbTaTe
HECaHKIIMOHUPOBAHHBIX NEHCTBUH TPEThUX JHI, APYTHE
BHIBI pa3TiIallIeHIs] KITFOYeBOH HH(OPMAITHIH ).

Kament - ropuanueckoe JHMIO, 32 HCKIIOUYEHUEM
KPEAUTHBIX OpraHM3alui, 3apEeruCcTPUPOBAHHOE B
COOTBETCTBUM C 3aKOHOJATEILCTBOM Poccuiickoit denepanuu
WIM  3aKOHOJATENbCTBOM  MHOCTPAHHOIO  TOCYJapcTBa,
WHAVBUIYAIbHBIM  OpeaIpUHUMATENb, 3aHUMAIOLIMica B
YCTaHOBJICHHOM 3aKOHOAATENbCTBOM P® mopsiike 4acTHOU
MPAKTUKOW, TPUHUMAEMbIii Ha  OOCIy)XMBaHUE  W/WIH
oOciykuBaromiica B banke B pamkax JIOTOBOpOB,
MpeIyCMaTPUBAIOIINX OOMEH AJIEKTPOHHBIMA JOKYMEHTAMHU.

Karou DiekTpoHHOl moamucH -  yHHUKaJbHas
[OCJIEI0BAaTEIbHOCTh ~ CUMBOJIOB,  IIpEIHA3HAUCHHAs UL
CO3/IaHUSl YCWJICHHOW HEKBATH(DHUIIMPOBAHHON ODIEKTPOHHON
MOJIHCH.

Kiarwou npoBepku  DJIEKTPOHHOM
YHHUKaJIbHas MOCNIEIO0BAaTEIbHOCTh CHMBOJIOB, OJHO3HA4YHO
cBi3aHHas ¢  Kimroyom  DnekTpoHHOM — moamucu U
MpelHa3HadeHHas JUIs TPOBEPKH MOJUIMHHOCTH YCHJIEHHOU
HEKBaNU(UIMPOBAHHON DNEKTPOHHON HOATHCH.

noamucH -

Koy MoOWibHO# moanmucu — K09 IJICKTPOHHOM
MOMITMCH, WCIIONB3YEeMbI TMPU TOJMUCAHUHA JOKYyMEHTOB B
MOOWIBHOMN IO IITUCH.

JIoruH — yHUKanbHas MOCIEI0BATEIbHOCTE CHMBOJIOB,
COCTOSAIIAsE M3 JIATUHCKUX OYKB M 1IM(p, KOTOpas MO3BOJISET
Banky  onHO3HauHO — WAEHTHQHUIMpPOBATH  (YCTaHOBHTH)
ynonHoMmoueHHoro IlpencraBurens Knmenra mpu goctyne u
pabdore B Cucreme [ABO (mpumeHsieTcss HpU HCIOJIB30BAHUU
MPOCTON DIEKTPOHHOH MOAIHCH).

MoOuabHas moanuch — MOOMIbHOE TIpriiokeHre banka,
JOCTYITHOE JJisi YCTAaHOBKM Ha MOOMJIBHOM YCTpPOWCTBE
(cMapT¢hoH, MIaHIIeT) ¢ onepaHoHHo# ciuctemoit Android wmu
i0S, mo3Bossitomiee KimeHTy mpocMarpuBaTh JIEKTPOHHBIC
JOKYMEHTBI, HOATMCAaHHBIE yCUIEHHON HEKBATM(UIIMPOBAHHOM
OnexktponHod mnoxamuckldo B Cucreme [JbO, a Takxke
nmoaTBepkaaTh cosepiieHHble Kmumentom B Cucreme [IbO
neicteus u omepammu. Cozmanue, xpaHenuwe Kimoudeir Ol
MobOunsHoM  momnucu U ¢popmupoBanne Ol mox
ONEeKTPOHHBIMU JOKYMEHTAMH BBINIOJIHSAETCS Ha YAaJICHHOM
ceprepe banka.

OaHopa3oBbIi napoJjb - YHUKaJIbHas
[I0CJIEI0BAaTEIbHOCTh YHUCIIOBBIX CHMBOJIOB, IIPElOCTaBIsieMast
bankom 1o 3ampocy ymnomHomoueHHoro IlIpencraButens
Knnenrta nocpeactBom SMS-yBemomiieHnst Ha AOOHEHTCKHUI

- cases where it is impossible to establish
reliably what happened to the media containing key
information (including cases where the media failed
and the possibility that this fact occurred as a result of
unauthorised actions of third parties and other types of
disclosure of key information was not proved).

Client is a legal entity, with the exception of credit
institutions, registered in accordance with the
legislation of the Russian Federation or the legislation
of a foreign state, an individual entrepreneur engaged
in private practice in accordance with the procedure
established by the legislation of the Russian
Federation, accepted for service and/or serviced by a
Bank under agreements providing for the exchange of
electronic documents.

The Electronic Signature key is a unique sequence of
symbols designed to create an enhanced non-certified
Electronic Signature.

The Electronic Signature Verification Key is a
unique sequence of characters clearly associated with
the Electronic Signature Key and intended to verify the
authenticity of an enhanced non-certified Electronic
Signature.

Mobile Signature Key - the Electronic Signature key
used when signing documents in the Mobile Signature.

Login is a unique sequence of symbols consisting of
Latin letters and numbers, which enables the Bank to
unambiguously identify the Client's Authorized Person
when accessing and working in the RBS System
(applied when using a simple Electronic Signature).

Mobile Signature is a mobile application of the Bank,
available for installation on a mobile device
(smartphone, tablet) with Android or iOS operating
system, which allows the Client to view Electronic
Documents signed by an enhanced unqualified
Electronic Signature in the RBS System, as well as to
confirm the actions and operations performed by the
Client in the RBS System. The creation and storage of
the Electronic signature keys of the Mobile Signature
and the formation of the Electronic signature under the
Electronic Documents is performed on a remote server
of the Bank.

One-time password is a unique sequence of numerical
symbols provided by the Bank at the request of the
Client's Authorized Representative by means of SMS-




Homep Kmmenra  (Ymommomouennoro  IlpemcraButens
KrnuenTa), BBeeHrne KoToporo TpedyeTcs sl AOMOTHUTETFHON
ayrenTudukanuu npu goctyne B Cucremy J1bO mo Jloruny u

Cratngeckomy 1apoJIIo, A/nim JIOTIOJTHATENEHOTO
MOJTBEPXKICHHUST ~ ODJIEKTPOHHBIX  JIOKYMCHTOB pu
HCIIOJIL30BAHUNA YCUJICHHOH HEKBATU(UITUPOBAHHON

DNEKTPOHHON TOITUCH, W/WIIH JJIs MTOANTMCAHUS DIIEKTPOHHBIX
JOKYMEHTOB ITPOCTON DJIEKTPOHHOH MOAIHCHIO.

Omneparop YaocTOBepsilOLIero meHTpPa — pabOTHUK
banka, yrmomHOMOYCHHBIH Ha BBIAAYY U OT3BIB CEPTHU(PHKATOB
KITFOUCH DIIeKTPOHHOU TTOATINCH (ycuneHnHoOU
HEKBATU(UITUPOBAHHOK ).

Omneparop LenTpa perucrpauun — paborauk banka,

YIIOJIHOMOYEHHBII Ha peTuCTpaLHIo
Knuenra/ynonnomouennoro IlpencraButens Kiumenra B
Cucreme [BO.

Oneparop IO - poccuiickas  OpraHuszanus,

COOTBETCTBYIOIIAasl TPEOOBAHUSAM, YTBEPXKACHHBIX [Ipukazom
®enepansHoit Hamorosoit Ciryx0s1 ot 04.03.2014 No MMB-7-
6/76(@, 1 OCYIIECTBISIONIAS NIEATEIIEHOCTh IO O0ECIICUYSHHIO
AJICKTPOHHOTO  JOKYMEHTOOOOpoTa Mexay baHkom u
Kinnentom.

OtBercTBeHHBIIi padoTHUKk — pabotHuk banka,
YIIOJTHOMOUYEHHBIN Ha MpoBeneHue uaeHTudukau Kiuenra u
ero ynoiaHomouyeHHoro IIpeacTaBuTerns, a TakKe Ha MPUEM OT
Kinnenra OoKyMeHTOB, B TOM 4ucie 3asBICHUH OT
Ynonnomouennbix IlpencraBureneit Kimenrta, B memax
perucTpanuu, MNPEAOCTABICHUS IOCTylla W WCIOJIH30BAHUS

Cucremsr JIBO KiameHTOM ®  €ro  yHOJIHOMOYEHHBIMHU
[IpencraBuTensiMu.
CraTudeckui napoJib - CEKpeTHast

MIOCJIEIOBATEIFHOCTh CHUMBOJIOB, KOTOpash W3BECTHA TOJIBKO
YnonaomoueHHoMy Ilpencrasutenmto Knmenrta. CraTtuueckuid
[Taposnb ucnonb3yercs st Bxoaa B Cucremy JIbO u mo3BomsieT
yOeIuThCS B TOM, 4YTO OOpaTUBIIECECS JIMIO SBJISCTCS
BJIJENbIIEM MPEACTABICHHOIO JlornHa — YNOJIHOMOYEHHBIM
[IpencraButenem Kinuenra. [Ipu perucrpanuu
ynonHoMmoueHHoro [IpeacraButens Kimenta B Cucreme IO
Ha AOOHEHTCKHII HOMEp TaKOTO JIUIIA BEIChUTaeTCsl BpeMeHHbIH
napoib B Bujae SMS-cooOmieHus, KOTOPBIM JODKEH OBITh
mMeHeH npu mepBoM Bxoae B Cucremy JIBO. Cratmueckuit
apojib  IPUMEHsETCsT Opu  ucnosb3oBanuu  IIpocroit
DNEeKTPOHHOH NoAnrcH U MOOHITEHON TIO/ITHCH.

IIpocras 3nexkTponnas noanuck (Ilpoctas III, I1I1T)
- aHasor  coOcTBeHHOpyuyHOH  moamucu  KimeHra,
npeacTaBileHHel B Bujge — OgHOpa3oBoro  mapoiis
(ompenieneHHON TOCeI0BATETFHOCTH CHMBOJIOB, M3BECTHBIX
TONBKO  ynoiaHoMmodeHHoOMy  IIpencraBurenmto  KimeHra,
no3poysomied  baHKy — OZHO3HAUYHO — MIACHTU(HUIHMPOBATH
(ycranoBuTh) ynonHomodeHnHoro IIpencrasurens Kinenra npu
HNOJIUCAHUM UM DJIEKTPOHHBIX JIOKYMEHTOB C UCII0JIb30BAHUEM
Cuctemsl [IbO). OgHopazoBblii napois Hampasisiercss bankom
B Buae SMS-cooOmenuss Ha  AOOHEHTCKUI  HOMEp

notification to the Client's Subscriber number (Client's
Authorized Representative), the introduction of which
is required for additional authentication when
accessing the RBS System using the Login and Static
Password, and/or for additional confirmation of
Electronic Documents when using an enhanced non-
certified Electronic Signature, and/or for signings of
Electronic Documents using a simple electronic
signature.

Certification Centre Operator is an employee of the
Bank authorized to issue and recall

Electronic Signature (Enhanced Non-Certified) Key
Certificates.

Registration Centre Operator is an employee of the
Bank authorized to register the Client/Authorized
Person of the Client in the RBS System.

EDM operator is a Russian organization that meets
the requirements approved by the Order of the Federal
Tax Service of 04.04.2014 No. MMV-7-6/76@, and
carries out activities to ensure electronic document
management.

Responsible employee is an employee of the Bank
authorized to perform identification of the Client and
its authorized representative, as well as to receive
documents from the Client, including Applications
from the Client's Authorized Persons, for the purpose
of registration, access and use of the RBS System by
the Client and its Authorized Persons.

Static password is a secret sequence of symbols,
which is known only to the Client's Authorized Person.
Static Password is used to login to the RBS System to
ensure that the applicant is the owner of the submitted
Login, a Client Authorized Person. Upon registration
of the Client's Authorized Person in the RBS System, a
Temporary Password shall be sent to the Subscriber
number of such person in the form of an SMS message
to be changed upon the first login to the RBS System.
Static password shall be applied when using Simple
Electronic Signature and Mobile Signature.

Simple electronic signature (Simple ES, SES) is an
analogue of the Client's handwritten signature
presented in the form of a One-time password (a
certain sequence of symbols known only to the Client's
Authorized Person, enabling the Bank to
unambiguously identify the Client's Authorized Person
when signing Electronic Documents using the RBS
System). The One-time password shall be sent by the




ynoiaHomoueHHoro IlpencraButenss KnueHrta, ykasaHHBIA B
0a3e maHHBIX baHKa, B COOTBETCTBHU C TMpPEACTAaBICHHBIMHU
Kmuentom 3asiBienuemM Ha npuoOpereHue/msmenenune bII u
3asBnenveM / 3asBiIeHHMEM Ha W3MEHEHHEe aOOHEHTCKOTO
HOMEpa MOOMIIBHOM CBSI3H.

YaocToBepsilOmMii  LEHTP -  OpraHU3alMOHHAS
CTpyKkTypa baHka, npenHa3HaYeHHAs I YIPABICHUS SAMHON
nH(ppacTpykTrypoit Kirroueit mpoepku DIeKTPOHHOHN MOAHCH
C uenbio  obecneueHHs — IOPHIUYECKOW  3HAYUMOCTH
ONEKTPOHHBIX  JOKYMEHTOB M  KOHTPOJS  IEJIOCTHOCTH
nH(popMaIuy, 3alUIIIEHHON YCUIICHHOH
HEKBATU(PHUITNPOBAHHON DJIEKTPOHHON TTOIITHCHIO.

CepTudukar KJIOYA TPOBEPKH  3JIEKTPOHHOM
NOAMUCH — JOKyMEHT Ha OyMaXHOM HOCHTEJEe W/WIH B
AJIEKTPOHHOM BHJIE, C YKa3aHHBIM B IIIECTHAIIIATEPUIHOM BH/IE
Kirodom mpoBepku  OnektpoHHOW moxamucu — Kiuenra,
MOATBEPKIAIOIINN  MpUHAANE)KHOCT,  Kitoua  mpoBepku
YCWICHHOW HeKBAMH(pUIMPOBAHHOW OJIEKTPOHHON MOIIUCH
Brnagenslly Ceprudukara KiI0Ya TPOBEPKH IIEKTPOHHOU

nognucu. CepTudukaT KiIoYa MPOBEPKH  AIEKTPOHHOM
NOANUCH JOJDKeH OBITh  IMOJANHCAaH €ro  BIAJENblaM
(ymomaomouenHsM [IpencraBurenem Kimenrta).

Cpencrtso MOATBEPKIEHHUS - YHHKaJIbHAS

MOCJIEI0BAaTEIbHOCTh CHUMBOJIOB, IO3BOJISIIONIAsl  CO31aBaTh
ONEeKTPOHHYIO MOAMUCH JJIsl MOITBEPXKACHUS DIICKTPOHHOTO
nokymeHTa. B kagectBe CpencTBa noareepkaeHus B Cucteme
JAbO ncnone3yroTcs: UId CO3JaHUs IPOCTONH OIEKTPOHHOU
noanucu — JloruH, Cratuyeckuid mnaposib, OgHOPA30BBIN
napoiib; JUIsi CO3/IaHUsl YCWJICHHOH HEKBAIM(HUIMPOBAHHOM
ONEeKTPOHHON MIOAIHUCH Kimrou YCUJIIEHHOU
HEKBaNU(UIMPOBAHHON DNEKTPOHHON HOATHNCH.
Y1no1HOMOYEHHBIH IIpeacraBurein
Kanenta/Ynonnomouennoe Jgmno —  [IpeacraButens
Knuenra, B ToM wuyucine KiumeHTr - HHIMBHUIyaJIbHBIN
NpeanpuHUMATeNb,  SBISIOMIUACS — (QU3HYECKHM  JIAIOM,
yKa3zaHHBI B 3asBiieHMH Ha TpuoOpeTeHue/m3menenue bII,
3asBnennu, a Takke B Ceprudukate KIO4Ya NPOBEPKH
3JIEKTPOHHOM monanucu (IpH HCIOJB30BAHUM  YCHIJICHHOM
HEKBATU(UIIMPOBAHHON DJIEKTPOHHOM MOAIMKUCH), B TOM YHCIIE
MMEIOUIN TPaBO pacropskKaTrbCs IEHEKHBIMH CpPEICTBAMH
Knuenra Ha Cuere(-ax), Wiy UMEIOUIMNA [IPaBO HA MPOCMOTP U
MoJTydeHue DIEKTPOHHBIX TOKYMEHTOB, B TOM YHCJIE BHIITHCOK
mo Cuery (0e3 TpaBa pacmopspDKaThCS — JICHEKHBIMH
CpeAcTBaMH/COBEPIIECHHS CAETIOK OT UMeHU Kiuenra).

YHOII (Ycuuennas HeKBaTU(PUIUPOBAHHASA
JJIeKTPOHHAsI MOANKCH) - DIEKTPOHHAS MOAMUCH, KOTOpas:

- MOJy4eHa B  pe3ysibTaTe  KPUITOrpaduueckoro
npeoOpa3oBaHusi MH(POPMALMKM C MCIOJB30BAHUEM KIIFOYa
3JIEKTPOHHOM MOJIIUCH;

- IO3BOJIACT onpeNeInThb
ONEeKTPOHHBIA JOKYMEHT;

- TI03BOJISIET OOHAPYXKUTHh (PaKT BHECCHHS M3MCHCHUN B
DNEeKTPOHHBIA JOKYMEHT MOCJIE MOMEHTA €0 MOIMHUCAHUS;

- CO37aeTCs C HWCIIONB30BAHUEM CPEICTB DJICKTPOHHOM

JIM1o, IOAIIMCAaBIICEC

Bank in the form of an SMS message to the Subscriber
number of the Client's Authorized Person indicated in
the Bank's database in accordance with the Application
for purchase/modification of the BP and Application /
Application for change of the mobile number
submitted by the Client.

Certification Centre is the Bank's organisational
structure designed to manage the unified infrastructure
of the Electronic Signature Verification Keys in order
to ensure the legal significance of the Electronic
Documents and control the integrity of information
protected by the enhanced non-certified Electronic
Signature.

Electronic Signature Verification Key Certificate is
a document in paper and/or electronic form with the
Client's Electronic Signature Verification Key
specified in hexadecimal form, confirming that the
Enhanced Non-Certified Electronic Signature
Verification Key belongs to the owner of the
Electronic Signature Verification Key Certificate. The
Electronic Signature Verification Key Certificate shall
be signed by the Client's owners (Authorized Person of
the Client).

Confirmation Tool is a unique sequence of symbols
that enables to create an Electronic Signature to
confirm the Electronic Document. The following are
used as Confirmation Tool in the RBS System: Login,
Static Password, One-time Password are needed for
creating a simple Electronic Signature; Enhanced Non-
Certified Electronic Signature Key is needed for
creating an enhanced non-certified Electronic
Signature.

Client Authorized Person/Authorised person is the
Client's representative including individual
entrepreneurs who is a natural person specified in the
Application for purchase/modification of BP,
Application, as well as in the electronic signature
verification key certificate (when using an enhanced
non-certified electronic signature), including the right
to dispose of the Client's funds in the Account(s) or or
having the right to view and receive Electronic
documents, including Account statements (without the
right to dispose of funds/make transactions on behalf
of the Client).

ENCES (Enhanced Non-Certified Electronic
Signature) is an electronic signature that:

-was obtained as a result of cryptographic
transformation of information using the electronic
signature key;

-enables the person who has signed the Electronic
Document to be identified;




MTO/ITTHCH.

YKOII - ycwieHHas KBIAIMPOBAHHAS JJICKTPOHHAS
MOJIUCH, KOTOpasi COOTBETCTBYET BceM npusHakam YHOII u
CJIETYOIINM JTOTIOTHHUTEIHHBIM MMPU3HAKAM:

1) K09 TPOBEPKH AIIEKTPOHHOW MOIMUCH yKa3aH B
KBTM(DUITUPOBAHHOM CEPTU(DUKATE;

2) Uisl CO3JaHMsl W MPOBEPKU 3JICKTPOHHOU MOJIMTUCH
WCTIONB3YIOTCS CPEJICTBA AJIEKTPOHHOM MOJITUCH, TIOTYIHBIINE
MOATBEPKJCHUE COOTBETCTBUS TPEOOBAHUSIM, YCTAHOBICHHBIM
OdenepanbabiM - 3ak0HOM  OoT  06.04.2011  Ne63-d3  «O6
3JIEKTPOHHOMU MOIHCH.

Hacrosmumii PernameHT npenycMaTpuBaeT HApaBiICHUE
3asiBIICHUHM, COOOIICHMN, HEOOXOAMMBIX JUIS TIOJY4CHUS
(BoccTaHOBIIEHWS) JIOCTYyTIA, M3MEHEHUS YCIIOBUS
ucnonb3oBanuss Cucremsr JIBO ¢ wmcmombs3oBanmem YKOII
BHEIIHETO AaKKPEAUTOBAHHOTO YJOCTOBEPSIOIIErO LIEHTpA.
YK3II BHemHero axkKpeAUTOBAHHOTO  YAOCTOBEPSIOIICTO
IIEHTpa WCIONB3yeTCS B paMKax OOMEHa AIIEKTPOHHBIMH
nokymeHTamu uepe3 Oneparopa 310.

OKH (PyHKUMOHAJIBHBINA KJIKWYEeBOH HOCUTEIb) -
MEPCOHANBHOE CPEACTBO CTPOrOM ayTeHTU(HKALUY U XPAHECHUS
JaHHBIX, ammnapaTHO MoJepKuBaromiee pabdory ¢ Kirodom
ONeKTPOHHONW  TOJMHMCH, TMO3BOJISIOUIEE  OCYLIECTBIATH
MEXaHU3M 3JICKTPOHHOU NOAMUCH TaK, uTo Kitrou D1eKTpoHHOI
MIO/INIMCH HE MOKUAAET MpPeAebl HOCUTES.

Yruaura MobileSignVerify — nporpammuoe obecriedeHne
Ui mpoBepkr MoOwisHON TmoamucH, pazpabotunk OO0
«MHPOPMAITHOHHBIC CHCTEMBD».

PIN-kom — dYeTpIpex3HA4YHBIA KOJ, MCIOIB3YEMBIH IS
noctyna Kk MoOwibHo# moamucu. PIN-kon ycranaBnmBaercs
YnomaomoueHnHsiM [IpeacraBurenem Kimenra npu aktuBanun
Kiroua MoOMIBHOM TOIIKCH.

2. OBIUE ITOJIOKEHUSA

2.1 Hactosmmii  PermameHT  perymupyer  OTHOMICHHS
BO3ZHUKIINE B TMpoOIlecce OKa3aHui baHkoMm ycmyr mo
HoroBopy «HMuTepHeT-KnueHT», npu MOJIKIIOYEHUN U

ucnonb3oBaHun — KinweHToM # YIOJTHOMOYEHHBIMU
[Ipeacrasurensimu Kiuenta Cucrembr JIBO u sBisercs
corJialneHueM MEXTY banxom " KauenTtom,

ONPEIEISIOUINM MOPAIOK U YCIOBHS B3aUMOJEHCTBUS MPU
BBIITYCKE U UCIOJIb30BAHUU DIIEKTPOHHOU MOAMIHCH.

2.2 Hacroammii PernamMeHT sABIsfeTCS HEOTHEMIIEMOH U
COCTaBHOM dacThio YcnoBuil baHkoBckoro mpoxaykra
«JIMCTaHIIMOHHOE 0aHKOBCKOE o0cCiTyKMBaHHE c
ucnoib3oBanueM Cucremsr JJBO».

2.3 s monkmiouenus KimeHTa W YTIOJIHOMOYEHHOTO

[Ipeacrasutens Knuenra k Cucreme JJbO u ee ucnonb3oBanus

VYnonnomouenuslit  IlpeacraBurens  KnueHta — moimkeH

npucoequHuthesi K IlpaBunam u YcinoBusiMm baHKOBCKOTro

mpoaykra «JluctaHimoHHOEe OaHKOBCKOE OOCITY)KMBaHUE C

ucnonb3zoBanueM Cuctemsl JJbO», a Takxke K HACTOAIEMY

Pernamenty myrtem moanmcanus 3asBiIeHUS, popmMa KOTOPOTO

-enables to detect changes have been made to the

Electronic Document after it has been signed,

-is created using electronic signature tools.

EQES is enhanced qualified electronic signature that
meets all the features of ENCES and the following
additional features:

1) the electronic signature verification key is specified
in the qualified certificate;

2) to create and verify an electronic signature,
electronic signature tools are used that have received
confirmation of compliance with the requirements
established by Federal Law No. 63-FZ of 06.04.2011
"On Electronic Signature".

This Regulation provides for the sending of
applications, messages necessary for registration,
access, changes to the terms of use of the RBS System
with using of the EQES of an external accredited
certification center. The EQES of an external
accredited certification center is used as part of the
exchange of electronic documents through the EDM
operator.

FKM (Functional Keystock Medium) is a personal
means of strict authentication and data storage,
hardware-supported work with the Electronic Signature
Key, allowing the electronic signature mechanism to
be performed so that the Electronic Signature Key is
not out of the medium.

The MobileSignVerify utility is software for
verifying a Mobile signature, developed by

Information Systems LLC.

PIN is a four-digit code used to access the Mobile
Signature. The PIN is set by the Authorized
Representative of the Client when activating the
Mobile Signature key.

2. GENERAL PROVISIONS
2.1.  This Regulation controls relations arising in
the process of providing services by the Bank under the

Banking App Agreement, at connection and use by the
Client and Authorized Persons of the Client of RBS
System and is an agreement between the Bank and the
Client, defining the order and conditions of interaction
at issue and use of Electronic Signature.

2.2.  This Regulation is an integral part of the
Terms and Conditions of the Remote Banking Services
with RBS System Banking Product.

2.3. In order to connect the Client and the Client's
Authorized Representative to the RBS System, the
Client's Authorized Representative must accede to the
Rules and to the Regulation by signing an Application
which form is determined by the Bank and can be
found at https://131.ru/contracts and in the Bank's
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ompexaensiercss  baHkoM M pa3MellieHa  Ha
https://131.ru/contracts u B oduce banxka.

pecypce

2.4 IIpu peructpanuu YnoanomodeHHoro IlpeacraBurens
Kmuenra B peecrpax Cucremsr /JIbO VYmnomHomModeHHOMY
[IpencraButento Knuenta mpucBamBaeTcsl perncTpalliOHHBIH
HOMEp, KOTOpBIA yKa3blBaeTcs B 3asBICHUH TaKOTO JIHIA,
nony4yeHHoM baHkoMm.

25 O6MeH DIeKTpOHHBIMU AOKYMEHTaMU MeX1y baHkoM
u Kmumentom ¢ wucnonp3oBanuem  Cuctembl  JIBO
ocymiecTBisieTca B paMmkax [IpaBui (BKITIOYast MPUIIOKEHUS K
HAM), a TaKke TMpuobdpeTeHHBIX KimertoM baHKOBCKHX
MPOAYKTOB M HMX YCJIOBHH, OOCITYXHUBaHHE KOTOPBIX MOMKET
OBITH OCYIIIECTBIIEHO ¢ UcToNb30BanneM Cuctemsl JJBO.

2.6 Knuent cormamaercs ¢ TeM, 4YTo OIEKTPOHHBIE
nokymeHTsl Ctopon B pamkax Cucrembl JIbO mnpusHarTCs
ONEKTPOHHBIMUA JOKYMEHTAMH, MOANUCAHHBIMU DIIEKTPOHHOU
MOJMKUCHI0 (MTPOCTOM MM YCHUIIEHHOH HEKBAIU(MHUIIMPOBAHHOM
(8 3aBucmmoct oT BeIOpanHOTO CTOpOHOW cmocoda
MNOANUCAHUS JTOKYMEHTa U (DyHKIMOHAIBHBIX BO3MOXKHOCTEH
Cucremst IBO)), 1 sABIAI0TCS paBHO3HAYHBIMHU JJOKYMEHTaM Ha
OYMaKHBIX HOCHTENSX, TOANUCAHHBIMUA COOCTBEHHOPYYHOM
MOANUCHI0  YIOJHOMOYEHHOTO muna  CTopoHsI 51
CKpEeIUIEHHBIMU TeuaThio Takoi CTOpPOHBI (TP HATUYKH).

2.7 OnHOW  DJIEKTPOHHOW  MOJNHCHI0  MOTYT  OBITh
MOJANMCAHBl  HECKOJNBKO  CBSI3aHHBIX ~ MEXAy  coOoif
ONEKTPOHHBIX JIOKYMEHTOB (maker ONEKTPOHHBIX
noxkymenToB). [lpu moxmucannyu OJIEKTPOHHON MOJMUCHIO
MaKeTa 3JIEKTPOHHBIX JOKYMEHTOB KaKJbl M3 DJIEKTPOHHBIX
JOKYMEHTOB, BXOJAIIMX B 3TOT IAKET, CUUTaeTcd
MOATMCAHHBIM DJIEKTPOHHOU TMOJAMKCHI0 TOTO BHA, KOTOPOM
MTOAIMCAH MaKeT DJIeKTPOHHBIX JOKYMEHTOB.

2.8 CTopoHBI TpPHU3HAIOT B KadecTBE CIUHOW IIKAJbI
BpeMeHu nipu pabdore B Cucreme JIBO mecTHOE BpeMst 110 MecTy
pacnonokeHust TojapasfeneHus banka, 00cCiTyHBaroIero
Knuenta. KOHTpOIBHBIM SIBIISIETCS BpeMsl CHCTEMHBIX YacOB
anmapaTHBIX cpeJcTB baHka.

2.9 Kiuent o06s3yercs obecriednTsh JOMycK K pabote u
padory B Cucreme JIbO TOnBKO YTOIHOMOYEHHBIX
IIpencrasurenei Kinenra.

2.10 Ucnome3ys Cucremy JBO Kiment mnpuobperaer
BO3MO>KHOCTB:

° DopMHUPOBATH, MOAICHIBATH DIICKTPOHHOU MOAMHICHIO
Y HanpawiATh B baHK IatexHbie (pacueTHbIC) TOKYMEHTHI, B
COOTBETCTBHHM C 3aKOHOAATENbCTBOM Poccuiickoin denepanumy,
B TOM YHCJIE€ IUIATE)XHbIE MOPYYEHUs, B IENAX COBEPIICHHUS
ornepanuii mo oTkpbeITeIM B banke Cueram Knuenra;

° DopMHPOBATH, MMOAICHIBATH DIICKTPOHHON MOAMKICHIO
W HampaBlsATh B baHK 3ampockl Ha OT3BIB  IUIATEKHBIX
(pac4eTHBIX) [OKYMEHTOB, B TOM YHCJIE IUIATEKHBIX
MOpy4YeHUil, paHee nepenaHHbix B baHk;

° [Tomygats ot banka Beimucku mo Cyery(-am) B BHIE
DJEeKTPOHHBIX AOKYMEHTOB, cojepKamue uHbopMaumo o0

office.

2.4.  Arregistration number is assigned to the
Client's Authorized Person, which is indicated in the
Application of such person received by the Bank when
the Client's Authorized Person is registered in the
registers of the RBS System.

2.5.  The exchange of Electronic Documents
between the Bank and the Client using the RBS system
is carried out within the framework of the Regulations
(including their annexes), as well as the Bank's
products purchased by the Client and their terms and
conditions, which can be serviced using the RBS
system.

2.6.  The Client agrees that the Electronic
Documents of the Parties within the framework of the
RBS System shall be deemed to be the Electronic
Documents signed by the Electronic Signature (simple
or enhanced non-certified (depending on the method of
signing the document chosen by the Party and the
functionality of the RBS System)) and shall be
equivalent to the paper documents signed by the
handwritten signature of the authorized person of the
Party and sealed of such Party (if any).

2.7.  Asingle electronic signature can be used to
sign several linked electronic documents (eDocs
package). Each of the Electronic Documents in that
Package is considered to be the Electronic Signature of
the type to which the Electronic Document Package is
signed when the Electronic Signature of an Electronic
Document Package is signed.

2.8.  The Parties shall recognise the local time at the
location of the Bank's customer service unit as a
uniform time scale when operating the RBS System.
The reference time is the system clock of the Bank's
hardware.

2.9.  The Client shall ensure that only the
Authorized Persons of the Client are allowed to work
in the RBS System.

2.10. By using the RBS System, the Client gains an
opportunity:
. To form, sign and send to the Bank payment

(settlement) documents in accordance with the
legislation of the Russian Federation, including
payment orders, for the purpose of performing
transactions in the Client's Accounts opened with the
Bank;

. To form, sign and send to the Bank requests
for withdrawal of payment (settlement) documents,
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OTiepaIusX, COBEPIIECHHBIX IO OTKPBITOMY(-bIM) B banke
Cuery(-am) Kiuenra;

° ®opMHUpOBaTh, HANPABIATH W TMOITydaTh B/OT baHka
uHpOpMaLuio cBobomHOro ¢opmara B BHAC DIEKTPOHHBIX
JOKYMEHTOB (B TOM 4HCJE CIYXKeOHO-MH(OPMAIMOHHBIX

COOOTIICHMI), COTJIaCHO (hyHKITMOHATBHO-TEXHIYECKUM
Bo3MOxkHOCTsIM Cucremsl J1BO;
] dopMUpOBaTh, MOATUCHIBATD DIIeKTPOHHOU

MOJIITMCHIO, HAIPABIIATH U MOJIyYaTh B/0T baHka DieKkTpoHHBIC
JOKYMEHTBI, B COOTBETCTBHHM C YCIIOBHUSIMH OTJIEIBHBIX
3axmoueHHBIX  CTopoHamu J{OTOBOPOB O TIPENOCTaBICHHUU
0aHKOBCKOT'O TIPOIyKTa, coriacHo [IpaBumam.

211 Ilpu mnomy4eHWH ODIEKTPOHHOTO JOKyMeHTa baHk

MIPOU3BOJIUT MIPOBEPKY:

1. mpaBa pacnopsDKCHUS JEHSKHBIMH CPEICTBAMH (IIPOBEpKa
OIl, 3ampoc 1O OTHENBHBIM IUIATEXaM KJIUEHTA
JOTIOJTHUTENNBHOTO  TOATBEP)KIECHUS, IIOJIyYeHHE OT
KJIMCHTAa NOATBCPKIACHUA COBCpIHaCMOﬁ orniepanun B
clly4ae MCIoJb30BaHkss MOOHIBHOM TOAIUCH);

2. KOHTpPONIb TIEIOCTHOCTH (HEM3MEHHOCTH) pEKBU3UTOB
IJIATEKHOTO MOPYUCHHUS;

3. CTPYKTYpHBIi KOHTpOJh (IIPOBEpKA YCTAHOBJICHHBIX
PEKBH3UTOB M MaKCHMAJIBFHOT'O KOJIMYECTBA CHMBOJIOB B
pexBusurax I1I1);

4. KOHTPOJIb 3HAUCHHUI PEKBU3UTOB;

5. KoHTpoiap  JOCTAaTOYHOCTH  JEHEKHBIX  CPEJICTB.
[Ipu BBISIBIIEHUU OTPUIATETHLHOTO PE3yJIbTaTa MPOBEPKHU
mo60ro u3 BBIIIIEYKa3aHHBIX 00CTOSATEIHCTB

nosrydeHHbId OJ1 cepBepHOM yacTthio CucreMsl [IbO He
NPUHUMAETCS. W JaHHBIH pe3yibTarT (3JEKTPOHHAs
KBUTAHLIMS) aBTOMaTHYeCKH HampasiseTcs Knnenty, a
MopydeHue, cojepxaimieecss B HeM, baHKOM He
HCIIOJTHAETCSL.
212  ®opmar DJEKTPOHHBIX JOKYMEHTOB ONpEIeNseTcs
(YHKIIMOHANBHO-TEXHUUECKUMUA  BO3MOXKHOCTSIME ~ CHCTEMBI
JBO, skpannoit ¢opmbl knueHTckod wact Cucremsl [1BO.
Kaxxnpiit DnekTpoHHBIN TOKYMEHT, HanpasiseMbll Kiuentom
B bank ¢ ucnons3oBannem Cuctemsl JIBO, mommkeH comepxaTh
ONEeKTPOHHYIO TOMNMUCH YTOoMHOMOYEeHHOTO [IpeacraButerns
Knuenta. Onexrponnas noanuck Knuenra, copepxaiascs B
ONeKTpOHHOM JTOKyMeHTe KimeHTa, moaTBEpKaaeT aBTOPCTBO
Ynonnomouennoro IlpencraButens Kiuenta u  siBisercs

CpeACTBOM IMPOBCPKU HCHU3MCHHOCTH COACPIKAHUA
3J'I€KTpOHHOFO JAOKYMCHTA, TaK Kak mo00e U3MEHEHHUE
3HeKTpOHHOFO JOKYMCHTa, I10CJIC €ro IIOAIMUCAHUA
3J'I€KTpOHHOI>i IoAIHMChIO, HapymacT OECJIIOCTHOCTD

DNEeKTPOHHOU MOAMKCH.

2.13  DnexkTpOHHBIH JOKYMEHT JOJDKEH OBITh 3aBepeH
ONEeKTPOHHONW  MOAMHCHIO  TOJMBKO  YTIOJTHOMOUYEHHBIX
[IpencraButeneit KnnenTa, MMEIOMMKX MPaBO PaclOpsLKEHUS
JNEHEeXHbIMH cpeactBamMu Ha Cuere (U1d  IUIATEKHBIX
(pacueTHBIX) DIEKTPOHHBIX JOKYMEHTOB), TaHHBIE O KOTOPHIX
yKa3aHbl B 3asBieHMM Ha mnpuoOpereHue/m3menenune BII u
3aspnennn. Eciam DneKTpOHHBIA JOKYMEHT, AOJDKEH OBITH
NOJNMCAH  HECKOJbKUMH  NOANHMCAMH  YIOJHOMOYEHHBIX

including payment orders previously submitted to the
Bank;

. To receive from the Bank statements of the
Client's account(s) in the form of electronic documents
containing information on transactions carried out on
the Client's account(s) opened with the Bank;

. To form, send and receive free format
information from/to the Bank in the form of electronic
documents (including service and information
messages) in accordance with the functional and
technical capabilities of the RBS System;

. To form, sign with Electronic Signature, send
and receive electronic documents to/from the Bank in
accordance with the terms and conditions of individual
Agreements concluded by the Parties on provision of a
banking product in accordance with the Rules.

2.11.  Upon receipt of an Electronic Document, the
Bank performs an inspection:

1. the right to cash dispose (ES verification,
request for individual client's payments of additional
confirmation, receipt of confirmation from the client of
the operation being performed in case of using the
Mobile signature);

2. integrity control (invariability) of payment
order details;

3. structural control (checking the established
details and the maximum number of symbols in the
BGC);

4, control of references details;

5. control of cash adequacy. Upon detection of an

adverse effect of any of the above circumstances, the
received data by the server part of the RBS System
shall not be accepted and this result (electronic receipt)
shall be automatically sent to the Client, while the
Bank shall not execute the order contained therein.
2.12.  The format of Electronic Documents is
determined by the functional and technical capabilities
of the RBS System, the screen form of the RBS Client
Part. Each Electronic Document sent by the Client to
the Bank using RBS System must contain the
Electronic Signature of the Client's Authorized Person.
The Client's Electronic Signature contained in the
Electronic Document of the Client confirms the
authorship of the Client's Authorized Person and is a
means of verifying the immutability of the Electronic
Document content, as any modification of the
Electronic Document after its signature with the
Electronic Signature violates the integrity of the
Electronic Signature.

2.13.  The Electronic document must be certified by
the Electronic Signature only of the Client's
Authorized Persons who have the right to dispose of




[Ipencrasureneii KnmenTa, B COOTBETCTBHH C 3asBICHHEM Ha
npuobpereHue/m3menenne  bI1/Kaproukoii ¢ oOpasmamu
noAanuced U oTTUcKoM mnevyatd u CorjamieHueM O COYeTaHUuH
moamuceit kK KOII, DOnexTpoHHBII AOKyMEHT 3aBepseTcs
KaxabpIM U3 YnosHoMoueHHbIX [IpencraButeneit Kiuenra - o
OJTHOM DJIEKTPOHHOW MOJANMCH W3 NMEPBOW M BTOPOH TPyMIIBI
MOJITHACEM.

2.14  Cucrema JIBO aBTOMaTH4eCKH OTOOpayKacT CBEACHHUS O
TekymieM Jrtarne o0pabotku Kimentom w/wim bBankom
DJEeKTPOHHOTO  JOKYMEHTa, IOCPEACTBOM  IPUCBOCHHS
DONEeKTPOHHOMY JOKYMEHTY OIPENCICHHOTO CTaryca M €ero
W3MEHEHUH.

2.15 Cucrema mnpucBauBaeT ODJIEKTPOHHBIM JOKYMEHTaM
CIIEyTOIINE CTATYCHI:

«2-f1 KapTOTEeKa» - TMPUCBAMBACTCH JJINEKTPOHHOMY
JOKYMEHTY, €CH TIpu 00paboTKe IUIaTeka Ha cueTe
Kmuenta oxazajnoce HEIOCTaTOYHO CPENCTB IS
COBEpIIICHHUS OTIEepalHH.

«Co3nan» - TIpUCBaWBaeTCs TMPH CO3AaHUM H
COXpaHEHHH HOBOTO DJIEKTPOHHOTO jokyMeHTa KitneHToMm.

° «3anIaHupoBaH» - DJIEKTPOHHBIN JOKYMEHT CO3JaH U

NOANMUCAH KIMEHTOM, HO He oTmpaBieH B bank. OrtmpaBka
ONEKTPOHHOTO JOKYMeHTa B baHKk OyJeT BBIIOJHEHA B
Ha3HA4YeHHYIO KJIMEHTOM JaTy.

e «Ha mnommucw» - mpucCBaMBaeTcss OJIEKTPOHHOMY
JOKYMEHTY II0CJ€ YCTAaHOBKM HOJNHCH M HENPOXOXKIACHUH
KOHTPOJISI COOTBETCTBHS KOJIMUECTBA NOATHUCEH, 3asIBJICHHOTO B
OaHKe.

«OTrnpasjeH» - JIEKTPOHHBIN JOKYMEHT OTIPABIICH
B baHK, HO e11e He NPUHST K UCTIOJIHEHHMIO.
«OTtnpasjen B 0aHK» - IpHUCBauBaeTCA
DJEKTPOHHOMY JOKYMEHTY IpH IPOXOXKICHUH HPOLEAYpHI
MpreMa K MCIIOIIHEHHUIO, B TOM 4MCIe MpH 3arpoce bankom ot
KnuenTta moaTBepkIeHUsI COBEPIIAEMOI Onepaluu B cCilydyae
UCTIO0Nb30BaHusd MOOHIBHOM MOAIHCH.

° «IIpuHAT» - TpUCBaMBaeTCd NOKYMEHTY IIOCIE €ro
MPUHATHSA baHKOM K UCIIOIHEHHUIO.

o «HcnoJiHeHo» - MpUCBauBaeTCsl TOKYMEHTY IOCIIE €ro
vcnonHeHust baHKOM (B TOM 4YmCIIe TIOCTIE CTIMCAHUS IEHEKHBIX
cpenctB co Cuera Kimenta Ha OCHOBaHMHM JaHHOTO
JOKYMEHTA).

([ ]

«OTKa3» - MprCcBanBaeTCs DIEKTPOHHOMY JOKYMEHTY,
€CIIM OH HE MOXKET OBbITh MPHUHAT K HCIoNHeHuto B banke. J{ns
YTOYHEHUsSI TPUIHHBI HEOOXO0JUMO 00paTuThest B baHk.

° «AHHYJHPOBAaH» - TPHUCBAUBAETCS JOKYMEHTY, HE

NpoUIeAIIeMYy MPOBEPKY IO MNPUYUHE €ro HECOOTBETCTBHUS

TpeOOBaHUSM, YCTaHOBJIEHHBIM JIEHCTBYIOIINM
3akoHozarenbeTBOM  Poccuiickoit  ®epepanum, I[lpaBumam,
YCIOBUAM  3aKJIIOUEHHBIX  CHIEIOK O  IpUOOpeTeHuu

BbankoBckoro mpomykrta, PermameHTa WM WHBIX CIy4asx
(Hampumep, IPU HEAOCTATOYHOM OCTATKE CPECTB Ha CUETE JIJIS
OCYIIECTBJICHHS TIaTeXa U Jp.).

° «3anpoiieH 0T3bIB) - IPUCBAUBACTCS DIEKTPOHHOMY
JOKYMEHTY, 1o KoTopoMy KJiHMeHT cozfan 3ampoc Ha OT3BIB

funds in the Account (for payment (settlement)
Electronic Documents), the details of which are
specified in the Application for purchase/modification
of BGC and the Application. If the Electronic
Document must be signed by several signatures of the
Client's Authorized Persons, in accordance with the
Application for purchase/modification of the
BGC/Banking Sample Signatures and seal card and the
Agreement on combination of signatures to the BSS,
the Electronic Document shall be certified by each of
the Client's Authorized Persons, one of the Electronic
Signatures from the first and second groups of
signatures.

2.14. The RBS system automatically displays
information about the current stage of processing the
Electronic Document by the Client and/or the Bank by
assigning a certain status to the Electronic Document
and changing it.

2.15. The system assigns the following statuses to
Electronic Documents:

» List 2 is assigned to the Electronic Document,
if during the processing of the payment on the
Client's account there were not enough funds to
complete the transaction.

. Created is assigned when a new Electronic
document is created and saved by the Client.

. Planned - the Electronic document was
created and signed by the client, but not sent to the
Bank. The Electronic Document will be sent to the
Bank on the date specified by the client.

. Under Signature is assigned to the Electronic
Document after setting the signature and not passing
the control of compliance with the number of
signatures declared in the bank.

»  Sent - the Electronic Document has been sent to
the Bank, but has not yet been accepted for
execution.

. Sent to the Bank is assigned to the Electronic
Document when passing the procedure of acceptance
for execution, including when the Bank requests from
the Client confirmation of the transaction in case of
using the Mobile signature.

. Accepted is assigned to a document after it
has been accepted by the Bank for execution.
. Executed is assigned to a document after its

execution by the Bank (including after debiting the
Client's Account based on this document).

. Rejection is assigned to the Electronic
Document if it cannot be accepted for execution in the
Bank. To clarify the reason, you need to contact the
Bank.
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raTexa.

° «OTo3Ban» - TIPHUCBaMBACTCA JOKYMEHTY IOCIC

vcroTHeHus 3amnmpoca KimenTa Ha OT3bIB TOKyMEHTA.
«Tpebyercss  moarBep:kaeHue» -  o0OpaboTka
DONEeKTPOHHOTO JIOKyMEHTa IPHOCTAaHOBIEHA 10
YTOYHEHUS JCTAJICH IiaTexa COTpyIHUKOM baHka.

2.16  Co3naHHBIN U MOJITUCAHHBIN DJICKTPOHHOHN MOIITUCHIO

OnexTpoHHBI nOoKyMmMeHT KimeHT otmpasinser B bank c

ucnonb3oBanuem Cuctemsl JbO.

2.17 baHK OCYHIICCTBISET TMPOBEPKY MOIYYCHHOTO OT

Knuenta DnekTpoHHOTO MOKyMEHTa W TPHHUMAET €ro K

WCTIONTHEHHUIO IIPH  YCJIOBHH MOJIOKUTEIFHOTO pe3yJbTara

MIPOBEPKHU.
2.18 Pesymprar TpOBEpKH DIEKTPOHHOTO JOKYMEHTa
CUUTAETCS MOJIOKUTEIbHBIM, €CIIH OH:

° OdopMiIeHB  COOTBETCTBUM C  JEHCTBYIOIIUM
3aKoHOJAaTeNnbCTBOM Poccuiickoit @enepanuu;

. OdopmieH B COOTBETCTBUM C  HOPMAaTHBHBIMU
nokymentamu banka Poccun u TpeboBanusmu banka;

. OdopMiIeHB  COOTBETCTBUM C  TpeOOBaHUSIMH,

YCTAaHOBJICHHBIMU 3aKIIOUYEeHHBIMH CTOpOHAMH CIEIKaMHU, B
cootBeTcTBUM C [IpaBunamu, u HactosuM PernameHToMm;

° 3aBepeH HaJJIexalien (HaIeKAMMH)
DONeKTPOHHON(-BIMH) TOAMHUCHIO(-IMH) Y TOTHOMOYEHHOTO(-
bix) Ilpencrasuremns(-eit) Kimenra, nmeromero(-ux) mpaBo Ha
pacnopsbkeHne JeHEeXXKHbIMU cpeacTBamu Ha Cuere (g
IUIATeXKHBIX  (pacdyeTHBIX)  ODJIEKTPOHHBIX  JIOKYMEHTOB),
OJNeKTpOHHBIE MOANMCH NPOLUIM NpoBepKy B banke Ha
KOPPEKTHOCTb.

2.19 DnektpoHHbIE  JOKYMEHTBI,  OQOPMJIEHHBIE  C
HapylmieHHueM TpeOOBaHW, NpHEMy HE IOUIeKAT, TaKUM
ONeKTPOHHBIM JOKYMEHTaM MpucBauBaeTcs cratyc B Cucreme
JAbO «AHHYTUPOBaHY.

220 KimeHT MOXET OTO3BaTh IepenaHHbd B baHk
DJEeKTPOHHBIN JTOKYMEHT, B COOTBETCTBHU C TpPeOOBaHUSIMH
3akoHojarenscTBa Poccuiickoit denepanuu, 3aKIFOYEHHBIX
CropoHamMM CHEJNOK, NpaBUJIaM{ COBEPLICHUS ONepaunuid, c
ucnonb3oBanueM Cucremsl JBO. Oto3BaHBl MOTYT OBITH
TOJIKO HEHCIIOHEHHBIE DIIEKTPOHHBIE JIOKYMEHTBI, KOTOPBIE
He jouun o craryca «OmaueH». Ecnu 3ampoc Ha OT3bIB
UCTIOJNIHEH, DJIEKTPOHHOMY JOKYMEHTY HPUCBaMBaETCs CTaTyC
"Oro3Ban." B cirydae HEBO3MOKHOCTH HCIIOTHEHHS 3apoca Ha
OT3bIB, DJIEKTPOHHOMY JJOKYMEHTY BEPHETCSI CTAaTyC, B KOTOPOM
DJNEeKTPOHHBIN JOKYMEHT Haxoawics 1o o0paboTku bankom
3ampoca Ha OT3bIB.

2.21  Kiuenr CaMOCTOSATEITHHO KOHTPOJIUPYET
(OTCnEKMBAET) ATAIBI ¥ PE3yIbTaThl 00paOOTKH OTHPABIEHHBIX
B baHK OJeKTpOHHBIX IOKYMEHTOB B COOTBETCTBYIOLINX
pasnenax Cuctemsl J1bO.

2.22 bauk u Knment oOmenmBarorcs mo Cucreme J1BO
CIIEAYIOMINMH DJIEKTPOHHBIMHU JOKYMEHTaMH:

- IUIaTE)XHBIE TTIOPYUEHHUS;

- 3aIIpOCHI Ha OT3bIB JOKYMEHTAa,

- MPOU3BOJILHBIC TOKYMEHTHI (MHBIE JOKYMEHTHI WM IMHChMa,
COCTaBJICHHBIE B TIPOU3BOJILHON (opme);

. Cancelled is assigned to a document that has
not been audited because it does not meet the
requirements established by the current legislation of
the Russian Federation, the Rules, the terms and
conditions of transactions for the purchase of the
Bank's Product, Regulations or other cases (e.g., if the
account balance is insufficient to make a payment,
etc.).

. Requested withdrawal is assigned to the
Electronic document on which the Client has created a
withdrawal request for payment.

. Withdrawn is assigned to a document after
the Client’s request to withdraw a document has been
made.

» Confirmation required - the processing of the
Electronic Document is suspended until the
details of the payment are clarified by the
Bank's employee

2.16. The Client shall send the Electronic Document
created and signed by the Electronic Signature to the
Bank using the RBS System.

2.17. The Bank shall verify the Electronic Document
received from the Client and accept it for execution
provided that the verification result is positive.

2.18. The result of an inspection of an Electronic
Document is considered positive if it is:

. Registered in accordance with the current
legislation of the Russian Federation;

. It was executed in accordance with the
regulatory documents of the Bank of Russia and the
Bank's requirements;

. Registered in accordance with the
requirements established by the transactions concluded
by the Parties in accordance with the Rules and these
Regulations;

. Certified by the appropriate Electronic
Signature(s) of the Authorized Person(s) of the Client
who has the right to dispose of funds in the Account
(for payment (settlement) Electronic Documents), the
Electronic Signatures have been verified by the Bank
for correctness.

2.19.  Electronic documents executed in violation of
requirements shall not be accepted, such Electronic
documents shall be assigned a Cancelled status in the
RBS System.

2.20.  The Client may revoke the Electronic
Document submitted to the Bank in accordance with
the requirements of the legislation of the Russian
Federation, the transactions concluded by the Parties,
the Regulations of transactions using the RBS System.
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- BBIIMCKH, COAEpKaIINe HHPOPMANUIO O IBWKEHUH CPEIICTB

IO CYETaM;

- JOKYMEHTHl JJisi COBEpPUICHUS BATIOTHBIX OIEpaIUi

(3as1BII€HMS HA IEPEBOJ MHOCTPAHHOW BaJIOThI, PACIIOPSKEHUS

Ha TIOKYTIKY/TIPO/IaXXy BaJrOTHI U T.II.)

- JOKYMEHTBI BAJIFOTHOT'O KOHTPOJIS,

- 3asBJICHUS O cMeHe AGOHEHTCKOro HOMEDa,

- 3asBJICHUS Ha U3MeHeHue bl

2.23  YnonnomoueHHomy lIpencraButento Kinuenra mosxer
ObITh mpenmoctaBiieH goctyn kK Cucreme JIBO, c
BO3MOKHOCTBIO TONydeHHUs cBeieHuid o KimeHre, ero
omepanusix, OTKPBITHIX B baHke OaHKOBCKMX CuUeTax
Knuenra, ¢ mpaBoM mpocMoTpa U OTyYeHHUS DINEKTPOHHBIX
JOKYMEHTOB, B TOM YHCJIE BBIIMCOK 10 CUeTaM, 0e3 BblIauu
takomy IlpencraBurento DIEKTPOHHOU MOAMKCH.

2.24 B DneKkTpoHHBIX TOKYMEHTaX, MOAMUCAHHBIX MPOCTOH
DJNEeKTpOHHON TOAMHUCHIO, COACPKUTCA HHpOpMaLus,
yKazplBaromass Ha YnoinHomoueHHoro IlpencraBurens
Kmuenra (OO, HOMEp 3asBIieHUS, NMPUCBOCHHBIA MpPH
perucTpannu Takoro juna B cucreme J1bO), moanucasiiero
Y HaIlpaBUBLIETO DJIEKTPOHHBINA JOKYMEHT.

3 MOPAAOK HOAKIIOYEHUSA KIMEHTA K
CUCTEME JUCTAHIIMOHHOI'O
BAHKOBCKOI'O OBCJIY’KUBAHUSA

3.1 [Mopsimox perucTpanuu YTOITHOMOYEHHOTO
[IpencraButens Knuenra B Cucteme [1bO:
3.1.1. Tlon peructpanueii YmoITHOMOYEHHOTO(-bIX)
[IpencraButens(-eit) Knuenta moHumaercs BHeCEHHE
B peectppl Cucremsr JIBO  peructpannoHHOMA
WHPOpPMALIMK O TakoM Jie(-ax), Ha OCHOBaHHH
3asBnenus o npuoOpereHun/usmenenun bIl u
3asgBIeHUST O TPHUCOSAWHEHWH K HACTOSIIEMY
Pernamenry.
3.1.2. Tlomaua YmnomHomoueHHbIM llpencraBurenem
KinenTa 3asBneHus o mprcoeIMHEHUH K HACTOSIIEMY
PermamenTy ocymiecTBisieTCs KaX/IbIM TaKUM JIHIIOM,
nyTeM obpaiieHus K OTBETCTBEHHOMY PaOOTHHKY 10
IOpUANYECKOMY  afpecy baHka B TeueHHe
OnepanmonHoro BpeMenu banka.
3.1.3 Ilpu npueme 3aspieHuss OTBETCTBEHHbIH PaOOTHUK
UACHTUQHUIUPYET YTOTHOMOYEHHOTO [IpencraBurens
KnuenTa, ¢ ucronp30BaHUEM JOKYMEHTA, yIOCTOBEPSIOIIETO
JMYHOCTH mocieaHero’. OTBETCTBEHHBIH pAaOOTHUK BIIPABE
3anpocuTh, a YmnonHoMoueHHbI IIpencraBurens Kiuenra
JOJKEH HPEACTAaBUTh HHBIE JOKYMEHTBI, HEOOXOJMBIE JIJIsI €T0
Wnentnduxanmuy, B TOM 4ncie TOKyMEHTHI, TOATBEPKAAIOIINE
npencTaBieHHbIe B baHk cBeneHwms.
3.1.4. 3asBnenue YnonaomoueHHoro [IpeacraBurerns
KinenTa npuanmaercs OTBETCTBEHHBIM paOOTHUKOM
mocjae  mpoBeaeHUs  MneHTHUWKANMKM  TaKoro

Only non-executed Electronic Documents that have not
reached the Paid status may be withdrawn. The
Electronic Document is assigned the Withdrawn status
if the request for withdrawal is executed. If a
revocation request cannot be executed, the Electronic
Document is returned to the previous status of the
Electronic Document when the Bank processed the
revocation request.

2.21. The Client shall independently control
(monitor) the stages and results of processing the
Electronic Documents sent to the Bank in the relevant
sections of the RBS System.

2.22. The Bank and the Client shall exchange the
following Electronic Documents on the RBS System:

- payment orders;

- requests for withdrawal of the document;

- arbitrary documents (other documents or
letters drawn up in any form);

- statements containing information about the
movement of funds in the accounts;

- documents for performing currency transactions
(applications for the transfer of foreign currency,
orders for the purchase/sale of currency, etc.)

- currency control documents;

- applications for changing the subscriber number;
applications for changing the BP.

2.23 Access to the RBS System can be provided to The
Client's Authorized Person, with access to the Client’s
information, information of it’s transactions, and
information of the Client's bank accounts opened in the
Bank, with access to reading and receiving electronic
documents, including account statements, without
issuing an Electronic signature to the Client's
Authorized Person.

2.24 Electronic Documents signed with a simple
Electronic Signature contain information indicating the
Authorized Representative of the Client (full name,
application number assigned upon registration of such
person in the RBS System), who signed and sent the
Electronic Document.

3. PROCEDURE FOR CONNECTING THE
CLIENT TO THE REMOTE BANKING
SERVICE SYSTEM

3.1. Registration procedure Authorized Person of
the Client in the RBS System:

3.1.1. Registration of the Client's Authorized
Person(s) means entry of registration information about

! passport or other identification document in accordance with the laws of the Russian Federation. / TTacriopt i uHO#
JIOKYMEHT, yI0CTOBEPSIOIINNA TUYHOCTh B COOTBETCTBUH C 3aKOHOAATENHCTBOM Poccuiickoit deneparuu.
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IlpencraButens Kiuenta, 0 dYeM mpocTaBisieTcs
COOTBETCTBYIOIIasi OTMETKa Ha 3asBICHHU. baHK
BIIpaBE OTKa3aTh B TMpUeMe 3asBicHHS 0e3
00BSICHEHHS TIPUYHH Takoro oTkaza. OTKa3 B mprueMe

3asBneHHA ~ BJIE€YET  OTKAa3 B PETUCTPalMU
YnonnomouenHoro IlpencraButens Kmuenta B
Cucteme JIbO.

3.1.5 B mpouecce 00paboTku 3asiBiIeHUs, [OCIE €ro
npunsatus bankom, Onepatop LlenTpa peructpanuu:

) BBITIOJTHSACT PErUCTPAIMOHHBIC JICUCTBUS 10 BHECCHUIO
peructpanuonHoi nHpopmaruu B peectpsl Cuctemsl J1bO;

° dhopmysmpyeT u 3aHocuT B peectpbl Cucremsr JIBO
CHETHATTFHYIO MapoBHYIO (hpazy (Bompoc/oTBET),
WCTIONB3YEMYIO  JUIA  JOTNOJIHUTENFHOW  HACHTH()HUKAIAN
(ayrenTHdUKaIIH) YHOIHOMOYEHHOTO [IpencraBurens
Knuenra,

3.2 Ilpu Beibope Kmmentom meroma pabotsl B Cucreme
JBO c¢ wucnoms30BaHUEM MPOCTOH DIEKTPOHHOW MOATIHCH/
mpaBoM TmpocMmoTpa (0e3 HUCHOJb30BaHMS — DJIESKTPOHHOU
monmucu) Omepatop lleHTpa perucTpamuu HampaBisieT Ha
yKa3aHHbIM B 3asBiieHWH Ha mupuobOpeTeHne/n3meneHue bl
AGoHeHTCKMIT HoMep YmomHoMmoueHHoro [IpeacraBurens
Knuenrta nannsie mist mepBoro Bxoaa B Cucremy JIbO — Jlorun
1 BpeMeHHbI napoib.

3.3 Tlopsaok akTuBaIuu Kitoya MoOHILHON TOIITUCH:

3.3.1 Iocne MPOBEICHHS perucTpanun
ynonHoMoueHHoro Ilpeacrasurens Kinnenra OTBETCTBEHHBIN
paboTtHuk banka:

a) moarortaBmuBaer cpeactBamu Cucrembr JIBO ko
MpoBepKH MOOWIBFHONW TIOJIUCH I TIepeadd M aKTHBAIUN
ynonmHoMoueHHOMY [IpencraBurento Kimenra;

b) wampasnseT Ha AOGOHEHTCKUI HOMED
ynoHoMoueHHoro [lpencraButens Knuenrta, ykasaHHBIA B
3asBICHNH O MPUCOEANHN K HACTOAIIEMY PETrlIaMeHTY, TaHHbIS
JUIS aKTHBAIlMM KJO4Ya TPOBepKH MOOWIBHON NOANHCH —
JlornH 1 BpeMeHHbII aposib

C) HampaBJIsSET Ha aJPEC IEKTPOHHOM MOYTHI, YKa3aHHBIH
B 3asBJICHUH O MPUCOEIUHHU K HACTOSAIIEMY PETJIaMEHTY, AKT
MpU3HAHMA KITF04Ya MPOBEepKH MOOMIIBHOM MOAITUCH.

3.3.2 Jia monyvenus kioya MoOOWIIEHOUM MOATHCH
ynosHoMoueHHbIH [IpencraButens KirenTa qomkeH JIMYHO:

a) aKTUBUpOBAaTh K04 MOOWIBHON  TOANMUCH B
MpwiIoXKeHH baHka, HWCHONB3ys  TMPENOCTAaBICHHBIE B
SMS/email - coobmennn Jlorun u BpemeHHsI Tapob.

b) momnucath u HampaBuTh B bBaHK CKaHHUPOBAHHYIO
KOMMIO AKTa TpU3HAHHUS KII0Ya MPOBEPKH MOOWIBEHOM
nognucu, ¢opma KOTOporo ompenensiercs bankom u
pa3merena Ha pecypce https://131.ru/contracts.

C) mpemoctaBuTh B bank B TeueHnn 40 KaJeHIAPHBIX THEH
¢ MmomenTta axtuBamuu Kirroua MOOMIBHON moAmucu AKT
MpU3HAaHKUS K042 TPOBepkH MOOWIBHON TMOANUCH Ha

OYMa)XHOM  HOCHTENIC, 3aBEPCHHBIH  COOCTBEHHOPYYHOM
MOJNUChI0  Takoro  YmoiaHomoueHHoro  IlpeacraButesns
Kinuenra.

such person(s) into the registers of the RBS System on
the basis of the Application for purchase/modification
of the BP and Application on joining these Regulations.
3.1.2.  Application submitted by the Authorized
Person of the Client is made by each such person
individually by applying to the responsible employee
at the legal address of the Bank within the Bank's
Operational Time.

3.1.3. The responsible employee identifies the
Client's Authorized Person using the Client's identity
documentl when accepting an Application. The
responsible employee has the right to request and the
Client's Authorized Person has the right to submit other
documents required for the Client's Identification,
including documents that confirm the information
submitted to the Bank.

3.1.4. The application of the Client's Authorized
Person shall be accepted by the responsible officer
after the Identification of such Client's Representative
has been carried out and a corresponding mark shall be
made on the Application. The Bank may refuse to
accept an Application without explaining the reasons
for such refusal. The refusal to accept an Application
results in the refusal to register the Client's Authorized
Representative in the RBS System.

3.1.5. During the Application processing, after its
acceptance by the Bank, the Registration Centre
Operator:

° performs registration actions to enter
registration information into the RBS system registers;
° formulates and enters into the registers of the
RBS System a special password phrase
(question/answer) used for additional identification
(authentication) of the Client's Authorized Person;

3.2 When the Client chooses a method of working in
the RBS System using a simple Electronic
Signature/view right (without using an Electronic
Signature), the Registration Center Operator sends to
the Subscriber Number of the Client's Authorized
Representative specified in the Application for
Purchase/Change of BP data for the first log on the
RBS System - Login and temporary password.

3.3 How to activate the Mobile Signature key:

3.3.1 After the registration of the authorized
Representative of the Client, the Responsible employee
of the Bank:

a) prepares the Mobile signature verification key by
means of the RBS System for transfer and activation to
an authorized Representative of the Client;

b) sends to the Subscriber number of the authorized
Representative of the Client, specified in the
Application for accession to this regulation, the data
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3.3.3 WHCTpyKIIKSA 10 aKTHBALMK KIIIOYa MPOBEPKH
MoOunbpHOR MOJIUCH pa3MelnieHa Ha pecypce
https://131.ru/contracts u B oduce banka.

3.4 Ilpu Be1OOpe Kinentom Metoma pabotsl B Cucreme JIBO ¢
HCTOJIb30BAHUEM YCUIEHHOH HEKBaTU(PHUITUPOBAHHOMN
DnekTpoHHOU noanucH, Xxpausuieics na GKH:

3.4.1 Onepatop Y 10CTOBEPSIONIETO IIEHTPA:

° Moclie  BBIMIOJIHEHWS YKa3aHHBIX B  pasgene 4
PernamenTta paeiictBuil, noaroraBiauBacT (OyHKIHOHAJIbHBIN
KJIIOUEBOH HOCHUTENb, (POPMHUPYET KapTOUKY HMEepBOHAYATBHBIX
PIN-xomoB mis DyHKINOHAIBHOTO KIFOYEBOTO HOCHUTEIS,
«AHCTpYKIMIO o YIIPaBICHUIO PIN-xonamu
@OYHKIMOHAIBHOTO KIIFOYEBOT0 HOCUTEINA» (pa3MelleHa TakKe
Ha https://131.bank/contracts) u momemaeTr MX B YIaKOBKY
YCTaHOBJIEHHOT0 baHKOM 00pasia, OKIIEWBaeT CIEIHATbHON
HAKJICHKOW JuUisi OOCCIeYCHHS BO3MOXHOCTH  KOHTPOJIS
LEJOCTHOCTH YTIAaKOBKU;

° mepenaeT  JODKHBIM — 00pa3oM  yIaKOBaHHBIN
OYHKIMOHABHBIA  KIMIOUeBOM HocuTenb OTBETCTBEHHOMY
paboOTHUKY IS TIepeAayu yrnosrHoModeHHoMy [IpencraBuTento
Knuenra.

° Ynonnomouennslit [lpencrasurens Knuenra B mpase
OTKa3aThbCsl OT NoJMydyeHHsd DYyHKIHOHAIBHOIO KIKOYEBOIO
HOCHWTENS TPH  HaIM4YUd y  HEro  COOCTBEHHOTO
OYHKIMOHAJIBHOTO KJIIOYEBOI'0 HOCUTENS, TIO/IEP>KUBAIOILETO
anmapaTtHble kpunrorpadgudeckue (yHkiuuu -Pytoxken OLII1
2.0. baHk He HECeT OTBETCTBEHHOCTH 32 BO3MOKHBIE TIPOOIIEMBI
vcnonp30BaHust  DyHKIIMOHANBHOTO KJIFOYEBOTO HOCHTEN,
IOJIy4eHHOT0 He B baHke.

3.4 @akt nepenaun  DyHKIMOHAIBHOTO  KJIFOYEBOTO
HOCHTENS, a TaKkKe IIeJIOCTHOCTh YMAaKOBKHU MOJTBEPKIAAETCS
COOCTBEHHOPYYHOM MOJIITUCHIO YIIOJTHOMOYEHHOTO
[Ipeacrasurenst Knuenta B akte o ero noiaydeHuu. @opma Akra
ompenensercs bankoM W pa3MemieHa Ha  pecypce
https://131.ru/contracts u B oduce banka. B ciryuae HapyieHus
LEIOCTHOCTH  YNMakoBKH ~ (DyHKIMOHAIBHOTO  KIHOYEBOIO
HocuTens YnonmHomoueHHsIH [Ipeacrasurens Kinuenra qomxeH
ykazatb 00 3ToM B AkTe. Ilpy oTCyTCTBHM COOTBETCTBYIOIIEH
OTMETKH B AKTe, CTOPOHBI OIPENEIUIN CUUTATh LETOCTHOCTh
ynakoBkd ~@DYHKIMOHAJBHOTO KIJIFOUEBOTO HOCHUTENS HE
HapymeHHoil, a cam ®KH nagmexamnmm 06pa3om morydeHHbIM
YnonaomoueHHbIM [Ipencrasurenem Knnenra.

35 Ynonuomouennslii Ilpencrasurens Knuenta npu
ucnons3oBannu Cuctemsl J[bO m obOmeHe DneKTpOHHBIMU
JOKYMEHTaMH 4Yepe3 Hee BIpaBe WCIOJIb30BaTh YKa3aHHBINA B
3asiBiieHMd Ha npuoOpereHue/m3meHenune BIT meronm paboThI
(coco6 moammcaHus DJEKTPOHHBIX JOKYMEHTOB, C YYETOM
¢yHKUMOHANBbHBIX ~ Bo3MoxHocTe  Cucremer  JIBO): ¢
WCTIONIb30BaHUEM TPOCTON DJEKTPOHHOW MOANMHUCH, JHOO
YCHUJICHHOW HEKBATH(DHUITMPOBAHHON DIIEKTPOHHOW MOMAIKCH, B
TOM YHCJIE C UCIONb30BaHneM MOOHIBHOH MOAMUCH, C YIETOM
ycTanoBieHHbIX B Cucteme JIbO orpanudenuii 1uist OTAECIbHBIX
KaTeropuii DJIEKTPOHHBIX TOKYMEHTOB. B pamkax oOmeHa
JJIEKTPOHHBIMH JOKYMEHTaMH C HCIOJb30BaHMEM CHCTEMBI

for activating the Mobile signature verification key -
Login and Temporary password.

c) sends to the e-mail address specified in the
Application for accession to this regulation, the act of
recognition of the Mobile signature verification key.
3.3.2 To obtain the Mobile Signature key, the
authorized Representative of the Client must
personally:

a) activate the Mobile Signature key in the Bank's
application using the Login and Temporary password
provided in the SMS/email message.

b) sign and send to the Bank a scanned copy of the
Mobile Signature Verification Key Recognition Act,
the form of which is determined by the Bank and
posted at https://131.ru/contracts.

c) submit to the Bank, within 40 calendar days from
the date of activation of the Mobile Signature Key, the
Certificate of Recognition of the Mobile Signature
Verification Key on paper, certified by the handwritten
signature of such Authorized Representative of the
Client.

3.3.3 Instructions for activating the Mobile signature
verification key are available at https://131.ru/contracts
and at the Bank's office.

3.4 When the Client chooses a method of working in
the RB System using an enhanced unqualified
Electronic Signature stored on the FKM:

3.4.1 Operator of the Certification Centre:

° prepares the Functional Key Carrier, generates
a card of the initial PIN-codes, «Instructions for
managing the PIN-codes of the Functional key carrier»
and places it in the packaging of the sample set by the
Bank, sticks a special sticker to ensure that the
integrity of the packaging can be monitored after
performing the actions specified in section 4 of the
Regulations;

° hands over a properly packaged Functional
Key Carrier to the Responsible Officer for handing it
over to the Client's Authorized Person.

e The Client's Authorized Person has the right to
refuse to receive a Functional Key Carrier if he
has his own Functional Key Carrier that
supports hardware cryptographic functions-
Rutoken EDS 2.0. The Bank is not responsible
for possible problems with the use of a
Functional Key Carrier that is not received from
the Bank.

3.4.2. The fact of transfer of the Functional Key
Carrier as well as the integrity of the packaging is
confirmed by the handwritten signature of the Client's
Authorized Person in the act of receipt. The form of the
Act is determined by the Bank and is available at
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JBO uHboOpMaIMOHHOE B3aUMOJCHCTBHE MeXAy baHkoM u
KimmeHTOM OCyIIeCTBISIETCS ¢ UCTIOIB30BAHIEM DIIEKTPOHHBIX
MOJIKCEN, BBIMYIIEHHBIX baHKOM.

3.6 Kment (ero ynonHomoueHHbI [IpencraButens)
cuutaercs  moakiaoueHHeIM K Cucreme  JIBO, a
YNOITHOMOYEHHBIN [IpencraBurens Knuenra AMeeT
BO3MOXKHOCTH TI0Jh30BaThes Cuctemoit JIbO npu HacTyieHnn
CIIEAYIOIMINX COOBITHI:

- C MOMEHTa perucTpauuu YmnoaHomoueHHoro IlpencraBurens
Kimenra B Cucreme JIbO, n HampaBieHHH Ha AOOHEHTCKHit
HOMEp/aapec dJACKTPOHHOH MOYTHl TAKOTO YTIOJIHOMOUYECHHOTO
Ipencrasutens Kmuenta SMS/email-coobmienns ¢ maHHBIMU
JUIS TiepBOHadaibHOTO BXxoma B Cucremy JIbO (jormH u
BPEMEHHBIN Mapoyib). YKa3aHHOE YCIOBHE NPHUMEHSETCS B
OTHOUICHWW ymolHOMOYeHHBIX [lpencraBureneir Kimenra,
HaJIeIEHHBIX paBoOM pacropsiKaThCs JCHEKHBIMH
CPEICTBAMI/COBEPIIEHUS  CHOENOK  (MPU  HCIIONB30BAaHUH
MPOCTOW ODNEKTPOHHOW TOINWCH), a TakXKe B OTHOIICHHU
yrnonHoMoueHHbIX [IpeacraBureneid Kimenrta, HameleHHBIX
nmomHomoumsimu  (porre B Cucteme JIBO) ma mpocmotp u
MOJTydeHue DIEKTPOHHBIX TOKYMEHTOB, B TOM YHCIIE BHIITHCOK
mo Cuery (0e3 mpaBa pacHoOpsDKAThCS  JACHEIKHBIMU
CPEICTBaMK/COBEPILICHUS CICIOK 0T uMeHH KitnenTa);

- TIpY UCTIONTE30BaHUM MOOWMIEHON MOAIHCH TTOCIIEe AaKTHBAITUT
kmova Ol B MOOWMIIBHOM NPUIIOKEHUHM W TOAMUCAHUS AKTa
npusHaHus kiova I MoOHIEHOH MmoAuCH;

- TpU WCTOJB30BAHUU YCHIIEHHOW HEKBATU(UIIMPOBAHHON
OnextponHoit mnoamucu Ha @OKH mnocne mosmydeHus
yBenomiieHuss o Bhimycke Ceprudukarta Kio4a TPOBEPKU
ONEeKTPOHHOW  TMOANKUCH W 3aBEpIICHUS  MPOIEHAYPHI
(hopMupoBaHusT DIEKTPOHHON MOANHCH cpeacTBaMu CUCTEMBI
JAbO YnonnomouennsM [IpencraBurtenem Kinenra.

3.7 ITo ncreuennn cpoka MOJIHOMOUYUN Y IIOJITHOMOYEHHOIO
[IpencraButenss Knmenta baHk OmOKupyeT AOCTYI TaKOro
Ynomaomouennoro [Ipeacrasurens Knuenra k Cucteme J1BO.

3.8 Kmuent BmpaBe yCTaHOBUTH  OTpaHUYEHHS  TI0
napamMeTpaM OIepaluid, KOTOpPblE MOTYT OCYILIECTBIATHCS
Kimentom ¢ ucnomb3oBanmeM cuctemsl [IbO B 3asBieHUw,
¢opma koToporo ompenensercs baHkoM u pa3melnieHa Ha
pecypce https://131.ru/contracts u B oduce banka. [lpuem
3asBJICHUS OCYIIECTBIIETCS] IIyTeM TIepefadd OpHrhHaja
3asBieHnss OTBeTcTBeHHOMY paboTHUKY banka. Ilpm mpueme
3asgBnennss OTBETCTBEHHBI pPa0OTHUK  WACHTUDUIMPYET
VY1o1HOMOYEHHOTO IIpencraBuTens Kinenra, c
WCTIOJIH30BAHUEM JTOKYMEHTA, YIOCTOBEPSIONIIETO JIMIHOCTH
nocneanero?. OTBETCTBEHHBI paOOTHUK BIPABE 3alPOCHTh, a
VYnonnomouennnlt  IlpencraBurens  Kimenta — gomxeH
MIPEACTaBUTh WHBIC JIOKYMEHTBI, HEOOXOJHWMBIE IS €ro
WNnentudukamm, B TOM YUCIIE TOKYMEHTHI, TOATBEPKIAIONTHE
MpeACTaBICHHEBIC B baHK cBeeHMUS.

https://131.ru/contracts and in the Bank's office. The
Client's Authorized Person must indicate this in the Act
if the integrity of the Functional Key Carrier packaging
has been compromised. The Parties have determined
that the integrity of the Functional Key Carrier
packaging has not been breached and that the
Functional Key Carrier packaging has been duly
received by the Client's Authorized Person if there is
no corresponding mark in the Act.

3.5.  The Client's Authorized Representative when
using the RBS System and exchanging Electronic
Documents through it may use the method of work
specified in the Application for Purchase/Change in BP
and the Application (method of signing Electronic
Documents, taking into account the functionality of the
RBS System): with the use of a simple Electronic
Signature or an enhanced non-certified Electronic
Signature, including using Mobile Signature, taking
into account the limitations set in the RBS System for
certain categories of Electronic Documents. As part of
the exchange of electronic documents using the RBS
System, information interaction between the Bank and
the Client is carried out using Electronic Signatures
issued by the Bank.

3.6.  The Client (The Client's Authorized
Representative) shall be deemed to be connected to the
RBS System and the Client's Authorized Person shall
be able to use the RBS System upon the occurrence of
the following events:

- from the moment of registration of the Client's
Authorized Representative in the RBS System and
sending an SMS/E-mail message with data for initial
login to the Client's Subscriber number/E-mail address
of such Authorized Representative (login and
temporary password). This condition applies to the
Client's Authorized Person who have the right to
dispose of funds/make transactions (when using a
simple Electronic signature), as well as to the Client's
Authorized Representative who have the right (role in
the RBS System) to view and receive Electronic
Documents, including account statements (without the
right to dispose of funds/make transactions on behalf
of the Client);

- when using the Mobile Signature after activating the
ES key in the mobile application and signing the
Certificate of Recognition of the ES Key of the Mobile
Signature;

- when using an enhanced non-certified Electronic

2 passport or other identification document in accordance with the laws of the Russian Federation. / TTacriopt i uHO#
JIOKYMEHT, yI0CTOBEPSIOIINNA TUYHOCTh B COOTBETCTBUH C 3aKOHOAATENHCTBOM Poccuiickoit deneparuu.
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3.9 Mna MOJTyYCHHS Cpencts MOJITBEPIK ACHHUS
ONEeKTPOHHOTO  JOKYMEHTa  JUIsl  CO3[aHUsl  TPOCTOM
ONEKTPOHHOW TMOANMKUCH WM Kitoya MOOWIBHON MOAIUCH
YnonnomoueHHslil IIpeacraBurens Kinuenra gomxeH mporTu
MPOLIEAYPY PETHCTPAlMd B COOTBETCTBHH C pa3ielioM 3
HacTodAuero PermaMenTa v npoBecTH CMEHY MepBOHAYAIbHBIX
AytentudukannonHsix gaHHbIX B Cucteme JJBO (Bpemennoro
naposst). [locne Bxoma B Cucremy [AbO amst ee HCoOnb30BaHUs
W ocylecTBiIeHUss oOMeHa OIEKTPOHHBIMH JOKYMEHTaMH,
YnonaomouenHsli [IpencraButens Knuenra nomxeH U3SMEHUTh
Bpemennsiit mapons Ha Crartudeckwii mapoib. B ciydae
HEBBITIOTHEHNS YKAa3aHHOTO YCIIOBUS AOCTYIT U UCTIOJIh30BAHHE
Cucremsl IBO He gomyckaercs.

3.10 PekomenayeTcst ocymecTBisaTh cMeHy CTaTndeckoro
napoisa 1uist noctyna Kk Cucreme JIbO He pexke oaHOro pasa B 3
(Tpu) mecsia. bank He HeceT OTBETCTBEHHOCTH B Cilydae He
BBITNIOJHEHNUA YmonHoMo4yeHHbIM IlpencraButenem Kiunenra
YKa3aHHON pPEKOMEHIAINK, B TOM YHWCJIE MPH HACTYIUICHUH
HETaTUBHBIX COOBITHH.

3.11 OnHOpa30BhIi TAPOJIb ABTOMATHYECKU TEHEPUPYETCS
Cucremoii JIbO, B TOM 4Yucie B HENIX OMOJHUTEIBHOM
ayreHTHUKauu Y noaHoMmoueHHoro [Ipencrapurens Kimnenra
npu mpenocraBieHun emy nocryna B Cucremy HBO w/mmm
MOANUCAHUS  DJIEKTPOHHOTO TOKYMEHTa. YTOJIHOMOUYEHHBIN

[IpeacraButens KimeHTa [OOMKEH BBECTHM IOJYYEHHBIM
OpHOpa3oBbIl  maposib  JJIsI  MPOXOXKIEHHUS  MPOLEAYpPbI
ayTeHTU(UKAIMA  W/WIUM  TOANUCAHUS  DJIEKTPOHHOTO
JOKyMEHTA.

3.12 OngnopazoBblii  maponb HampasisieTca baHkoMm Ha
AGoHeHTCKMIT HoMep YmomHoMoueHHoro [IpeacraBurens
KimenTa, yka3aHHBII B IpOrpaMMHO-AINIapaTHOM KOMILIEKCE
banka Ha ocHOBaHWU CBEJCHWH, coAepKaluXca B 3asBICHUN
Ha npuobpereHue/m3menenre bIl, 3aspnenun win 3asBieHUN
0 cMeHe aDOHEHTCKOT0 HoMepa MOOMIILHOH CBS3H.

3.13 [lopsimox cmensl JlornHa u CTaTHueckoro mnapois B
Cucreme /IBO.

3.13.1 Ynonmaomouennsiit [IpencraButens Kimenra
MOXKET caMOCTOsTeNbHO W3MeHuTh JlormH u CraTudeckuid
napoib B Cucteme [1bO, 3a uckioueHreM ciaydasi uX yTpaThl
B cnyyae ytparel Cratuyeckoro mnaposss win/m JloruHa
ynoiaHoMoueHHbI  [IpencraButens Knuenta  o0s3an
He3aMeJUINTeNbHO oOpatuthest B baHk amst OnokupoBaHUS
JOCTyTNa, B COOTBETCTBHH C pa3jeloM 8 HACTOSIIETO
PernamenTa. st BoccranoBienus nocrymna B Cucremy J1BO
ynosnHoMoueHHbIH [lpeacraBurens Kimenta Moxer JW4HO
obpatutbess B bank ¢ 3asBieHMeM O CMeHE JIOTMHA W/MIIH
naposist /pasonokupoBke jpocryna B Cucreme JBO, dopma
KOTOpOTo onpezessercss baHkoM W pa3MelieHa Ha pecypce
https://131.ru/contracts u B oduce banka, u JOKyMEHTOM,
YIOCTOBEPSIIONIAM €r0 JIMYHOCTh, JHOO TIPOBECTH CMEHY
JIUCTAHIIMOHHBIM CIIOCOOOM.

3.13.2 Jng  guctaHupoOHHOM cMeHBl JlormHa wm
Cratnueckoro mapoisi ymoilHOMOYeHHBIH IIpencraBurens
Knuenrta nomkeH HampaBUTh C ajpeca dIEKTPOHHOW TMOYTHI,
yKa3aHHOTO B 3asBieHHMH Ha mnpuoOpereHue/msmenenue bll,
3asnennn B baHK CKaHWPOBaHHYIO KONHMIO MOJNHMCAHHOTO

Signature on the FKM after receiving notification of
the issue of the Electronic Signature Verification Key
Certificate and when the Client's Authorized Person
has completed the procedure for generation of the
Electronic Signature by means of the RBS System.
3.7 Upon the expiration of the term of office of the
Client's Authorized Representative, the Bank blocks
the access of such the Client's Authorized
Representative to the RBO System.

3.8 The Client has the right to set restrictions on the
parameters of operations that can be carried out by the
Client using the RBO system in the application, the
form of which is determined by the Bank and posted
on the resource https://131.ru/contracts and in the
Bank's office. Acceptance of the application is carried
out by transferring the original application to the
Responsible employee of the Bank. When accepting
the Application, the Responsible Employee identifies
the Authorized Representative of the Client, using the
identity document of the latter . The Responsible
Employee has the right to request, and the Authorized
Representative of the Client must submit, other
documents necessary for his Identification, including
documents confirming the information submitted to the
Bank.

3.9 In order to receive the Electronic Document
Confirmation Tools for creating a simple Electronic
Signature or a Mobile Signature key, the Authorized
Representative of the Client must complete the
registration procedure in accordance with Section 3 of
these Regulations and change the initial Authentication
Data in the RBS System (Temporary Password). After
entering the RBS System in order to use it and
exchange Electronic Documents, the Authorized
Representative of the Client must change the
Temporary Password to a Static Password. In case of
failure to fulfill the specified condition, access and use
of the RBS System is not allowed.

3.10 It is recommended to change the Static password
for access to the RBS System at least once every 3
(Three) months. The Bank shall not be liable if the
Authorized Representative of the Client fails to comply
with the said recommendation, including in the event
of negative events.

3.11 A one-time password is automatically generated
by the RBS System, including for the purpose of
additional authentication of the Authorized
Representative of the Client when granting him access
to the RBS System and/or signing the Electronic
Document. The Authorized Representative of the
Client must enter the received One-Time Password in
order to pass the authentication procedure and/or sign
the Electronic Document.

3.12 The one-time password is sent by the Bank to the

15




3asBiieHMs O CMEHE JIOTMHA M CTAaTHYECKOro Mapojs II0
CIIEAYIOMNM KOHTakTHBIM maHHeiM:  dbo@131.ru. s
00paboTKH 3asiBIeHHsI O CMEHE JIOTHHA W CTATHYECKOTO Haposist

YIOTHOMOYEHHBI ~ pa0OTHMK  baHka  cBs3pIBaeTCs  C
YOoIHOMOYEHHBIM IIpencraBurenem Knuenra c
HCIIOJIb30BaHUEM KOHTaKTHBIX JTAHHBIX, YKa3aHHBIX

YnonnomouennsiM [IpencraBurenem Knvenrta B 3asBneHuu Ha
npuobperenne/usmeneane bIl u 3asenennu. Ilpu 3TOM,
YOJIHOMOYEHHBIM IIpencraBurens Kmnenra  gomkeH
COOOIIUTH YIOJTHOMOYEHHOMY pabOTHHUKY baHka cienyroiyro
nH(pOpMaIIHio:

®  CBOHM UACHTU()UKAIMOHHEIC JAHHBIC;

®  CICHHATBHYIO MAaPOJIBHYIO (Ppazy.

AyTteHTn(UKanus 3asBUTEIS IPY TI0Jjade 3a1poca Ha CMEHY
Jloruna wu Craruueckoro maponst Cucreme JbBO -
YnonnomouenHoro IlpencraBurens Knuenra ocymecTBusieTcst
IO CTIEIATEHOM MapOoNIbHOM (hpase, colepKamienics B peecTpax
Cucrempr JIBO. Tlocme ycnemHoW — ayTeHTH(UKAIUH
YIOJHOMOUYEHHBIH  paboTHMK  baHka  HampaBiasger  Ha
KOHTaKTHbIE JaHHBIE YTOJHOMOUYeHHoro Jjwma Kimnernra
CCBUIKY-TIPUTJIAIICHUE Ha BHUJICO3BOHOK, B LIESAX MPOBEICHUS
JIOTIOJTHUTEJIBHOM ayTeHTHU(QUKAIMK. B cioydyae npoBeaeHus
YCHEIIHBIX MPOIEayp UACHTU(PUKAINN U ayTeHTH(DUKAIINH Ha
AOOHEHTCKHH HOMEp W/WIH aJpec »JIEKTPOHHOH MOYTHI
VYnonHomouennoro yuna Kinuenra nHampasisercs SMS/email-
cooOmieHue ¢ HoBbIMU JlornHoM U BpemeHHBIM [laponem. bank
BIIpaBE OTKa3aTh YIIOJHOMOYEHHOMY Jmily Kimenra B
nuctanunonHoi cmene Jlormna u [laponst 6e3 0OBSICHEHUS
MIPUYMH TAaKOTo OTKasza. B ciywae oTkaza B cmene JloruHa u
[laponst MUCTAaHIMOHHBIM  CIIOCOOOM  YTIOJTHOMOYEHHBIN
npencraBuTens KimeHTa MpOBOJUT CMEHY B COOTBETCTBHH C
1.5.6.1 Hacrosimero Perinamenra.

3.14 Tlopsipok CMEHBI AOGOHEHTCKOTO HOMeEpa
UCIONIb3yeMOro Juis  moiydenus OjHopa3oBoro maposist/
HCIIOJIL30BaHNsI MOOHIBLHO MOAINCH.

3.14.1 st w3meHeHuss AOOHEHTCKOTO  HOMeEpa
YnomaomouenHoro [IpexcraBurens KimenTa, nucmnonb3yemMoro
i osydeHus: OiHopa3oBoro naposist/ MoOUIbLHON MOIMUCH
Takoi YmnosnHoMmoueHHbl IIpeacraBurens Kiuenrta nomkeH
oOparuthcs B baHk 1 peocTaBuTh 3asiBIICHUE HA U3MEHEHUE
0aHKOBCKOTO  TpoaykTa  «JlucTtaHnmoHHOEe  OaHKOBCKOE
oOciyxuBaHue ¢ wucnoib3oBaHueM Cucremsr JBO» wu
3asBiieHNE HAa W3MEHEHUE a0OHEHTCKOTrO HOMEpa MOOWMIBHOU
CBS3M, C MPEAOCTABICHUEM YJIOCTOBEPSIOIIUX JIMYHOCTD
JIOKYMEHTOB. Ecnu AOOHEHTCKHUIA HOMEpP MEHSIET
YOITHOMOYEHHBIH MPEJCTABUTEIb KIIMEHTA, yIIOJTHOMOYEHHBIHI
MOMIMCHIBATE JIOTOBOPBI/3asBICHUS, OH MOXET TOIMNHCATh
TONBKO 3asiBieHHWE Ha W3MECHEHHE OaHKOBCKOTO IPOJYKTa
«JlucraHnmoHHOE 0aHKOBCKOE 00cITy)KMBaHHE v
ucnonb3zoBanueM Cucremsl JbO», yka3zaB B HeM, YTO
MOATBEPKIACT MPUHAIICHKHOCTh eMy a0OHEHTCKOTO HOMEDA.

3.14.2 JInst AUMCTaHIMOHHON cMeHbI AOGOHEHTCKOTo
HoMepa  YmnonHomoueHHbld  IIpeacraBurens — Kiuenra
HampaBIseT 3asBICHUE HA M3MEHEHHEe aOOHEHTCKOTO HOMeEpa
MOOWIbHON CBs3u mocpenctBoM Cucremsl JIBO, BbIOpaB
HEe0OXOAMMBIN MIA0JIOH IOKYMEHTA B 3asBICHUE HA H3MCHCHUE

Subscriber Number of the Authorized Representative
of the Client, specified in the Bank's software and
hardware complex based on the information contained
in the Application for the purchase / change of the BP,
the Application or the Application for changing the
mobile subscriber number.

3.13 Procedure for changing the Login and Static
password in the RBS System.

3.13.1 The Authorized Representative of the Client
may independently change the Login and Static
Password in the RBS System, except for the case of
their loss. In case of loss of the Static password and/or
Login, the authorized Representative of the Client is
obliged to immediately apply to the Bank to block
access, in accordance with Section 8 of these
Regulations. To restore access to the RBS System, the
authorized Representative of the Client may personally
apply to the Bank with an Application to change the
login and/or password / unlock access to the RBS
System, the form of which is determined by the Bank
and posted on the resource https://131.ru/contracts and
in the office Bank, and a document proving his
identity, or carry out the change remotely.

3.13.2 In order to remotely change the Login and Static
Password, the authorized Representative of the Client
must send a scanned copy of the signed Application for
changing the login and static password from the email
address specified in the Application for the
purchase/change of the BP, the Application to the Bank
to the following contact details: dbo@131.ru. To
process the Application for changing the login and
static password, an authorized employee of the Bank
contacts the Authorized Representative of the Client
using the contact details specified by the Authorized
Representative of the Client in the Application for the
purchase/change of the BP and the Application. In this
case, the Authorized Representative of the Client must
provide the authorized employee of the Bank with the
following information:

* his identification data;

* a special passphrase.

Authentication of the applicant when submitting a
request to change the Login and Static password to the
RBS System - the Authorized Representative of the
Client is carried out using a special password phrase
contained in the RBS System registers. After
successful authentication, an authorized employee of
the Bank sends a video call invitation link to the
contact details of the Client's Authorized Person in
order to conduct additional authentication. In case of
successful identification and authentication procedures,
an SMS/email message with a new Login and
temporary Password is sent to the Subscriber number
and/or e-mail address of the Client's Authorized
Person. The Bank has the right to refuse the Client's
Authorized Person to remotely change the Login and
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0aHKOBCKOTO  mpomykTra  «JlucraHmmoHHOe  OAHKOBCKOE
obcrmyxxuBanue ¢ ucnoib3oBanmeM  Cucrtembl  JIBO».
3asBICHUS JTOJDKHBI OBITH TIOJIITUCAHBI MTPOCTOM 3JIEKTPOHHOU
MOAIMCHIO/ YCUIIEHHON HEeKBAMH(DPUIIMPOBAaHHOW DIEKTPOHHON
MTOANHCHIO,/ KIF0YoM MOOWIBFHOW TOANHMCH OOpaTHBIIETOCS
Ynomaomouennoro IpencraBurenst Kinuenra. [lucraniimonsas
cMeHa AOOHEHTCKOTO HOMEpa BO3MOXKHA TMIPU  HAJIHMYUU
nojgHoMounii  YnonHomouenHoro Ilpencrasutens Kimenra
MOJAINUCHIBATE M TIOAaTh B baHK JIOKyMEHTHI, 3asBJICHUSA,
COOOIIEHUSI, HEOOXOAMMBIC [UIsl PETUCTPAIlUHU, MOJyUSHUS
JOCTyTIa, U3MEHEHUs yCIoBUS ncnonb3oBanus Cucremsl [IBO.
JucranmmonHas cMeHa AOOHEHTCKOTO0 HOMEpa HEBO3MOXKHA B

ciyqae Kommpomeranun  ONEKTpOHHOW  TMOANMMCH WU
rofo3peHnii Ha KoMrmpomeranuro 37IeKTPOHHOMN TOITHCH.
3.14.3 Cmena AOGOHEHTCKOTO HOMeEpa

YnonaomouenHoro IIpencrasurens Knuenra ocymectsusercs
TOJNIBKO TIOCNIE TIOJOXKUTEIBHOTO 3aBEpPIICHUS POBEPKHU
NPEICTABICHHBIX CBEICHUH W JOKyMeHToB. baHk Bmpase
orkazaTh Kmmenty B cMeHe AOOHEHTCKOTO HOMepa
Ynomaomouennoro [IpencraButens Kinuenra 6e3 oObsICHEHUs
MPUYMH TAKOTO OTKAa3a.

3.151lpn Hanwumm TeXHUYECKOW BO3MOXKHOCTH baHka u
Knuenta pomyckaeTcss HampaBieHue 3asiBICHHS O CMEHE
JIOTHHA W/MJIH CTATUYEeCKOTO Mapods, 3asiBIeHNsT Ha N3MEHEHUE
a0OHEHTCKOTO0 HOMepa MOOWIBRHOW CBS3HM, 3asBICHUS Ha
npuoOpereHue/msmenenne bII  uepe3 Omneparopa 310,
COrNlacoBaHHOTO baHKkoM. 3asiBIeHHE O CMEHEe JIOTHHA W
CTaTUUECKOro maposii W  3asBlICHME HA  W3MCHEHHUE
aOOHEHTCKOr0 HOMepa MOOWMJIBHON CBSI3M JIOJDKHBI OBITH
noamucansl  YKOJII  Ymomromouennoro IIpencraButesns
Knuenra, ykasaHHOro B 3THX 3asBICHMAX. 3asBICHUE Ha
npuoOperenne/nsmenenne bBIl  gomxHO OBITE TOANHMCAHO
YKOII  YnomnomouenHoro IlpencraBurenss  Kiuenra,
yKa3aHHOTO B 3asBJICHUU Ha npuoOpereHune/n3meHenue bI1 u
HMMEIOIET0 TIOJIHOMOYMS TOANUCHIBATH M IOJAaBaTh B baHk
JOKYMEHTBI, 3asBJICHUS,, COOOIICHHSA, HEOOXOMUMBIE JIJIsI
perucTpanvu, TOJXYyYeHHsl JOCTyla, HW3MEHEHHUS YCJIOBHUS
ucnons3oBanus Cucremsl JIbO. B cinywae mpenocTtaBieHus
Knuentom uepe3 Onepatopa 31O 3asBiaeHHs O CMEHE JOTMHA
W/WIIN CTATHYECKOTO Mapolisi WiM 3asBlieHHS Ha WU3MEHEHHE
aOOHEHTCKOrO0 HOMepa MOOWIBHOW CBSI3M  NPOBOAUTCS
ayreHTuuKanmsa YnonHoMmodenHoro Ilpeacrasurens Knuenra
B COOTBETCTBHHU C 11.5.6.2.
3.16 [Ins W3MEHEHUWs CHENUAILHOW TapoNbHOW (paskl
VYnonHoMoueHHbIH TpeactaBuTens KimeHTa MOMKEH JIMYHO
obpatutcs B bank ¢ 3asBieHneM, popma KOTOPOTO pa3MelieHa
Ha pecypce https://131.ru/contracts u B oduce banka c
MPEIOCTABICHUEM YAOCTOBEPSIOMINX JIUYHOCTD JOKYMEHTOB.

4 TIOPSIJIOK BBIINIYCKA CEPTU®UKATOB
KJIOYEM JEKTPOHHOU NOANMUCH

4.1 Js  momyuenuss CepTudukara KiIoda MIPOBEPKH
ANEKTPOHHON mommucu s pabotsl B Cucreme JIBO wm
OCYIIECTBICHHA OOMeHa OJIEeKTPOHHBIMH JIOKYMEHTaMH,
MOJITBEPKICHHOU YCUJIEHHOM HEKBaJU(HUIIMPOBAHHON

Password without explaining the reasons for such
refusal. In case of refusal to change the Login and
Password remotely, the authorized representative of the
Client shall carry out the change in accordance with
clause 5.6.1 of these Regulations.

3.14 The procedure for changing the Subscriber
number used to obtain the One-Time Password / use
enhanced ungualified Electronic Signature / use
Mobile Signature key.

3.14.1 In order to change the Subscriber Number of the
Authorized Representative of the Client used to obtain
the One-Time Password/Mobile Signature, such
Authorized Representative of the Client must apply to
the Bank and submit an Application for changing the
banking product "Remote banking service using the
RBS System™ and an Application for changing the
subscriber number of the mobile connection with the
provision of identity documents. If the Subscriber
Number is changed by the Authorized Representative
of the Client, authorized to sign
agreements/applications, he can only sign the
Application for changing the banking product "Remote
Banking Services Using the RBS System", indicating
in it that confirms that the subscriber number belongs
to him.

3.14.2 In order to remotely change the Subscriber
Number, the Client's Authorized Representative sends
an Application for changing the mobile subscriber
number via the RBS System, selecting the required
document template and the Application for changing
the banking product "Remote Banking Service Using
the RBS System". Applications must be signed with a
simple electronic signature/Mobile signature of the
Client's Authorized Representative. Remote change of
the Subscriber Number is possible if the Authorized
Representative of the Client has the authority to sign
and submit to the Bank documents, applications,
messages necessary for registration, gaining access,
changing the conditions for using the RBS System.
Remote change of the Subscriber number is not
possible in case of Compromise of the Electronic
Signature or suspicions of Compromise of the
Electronic Signature.

3.14.3 The change of the Subscriber number of the
Authorized Representative of the Client is carried out
only after the positive completion of the verification of
the submitted information and documents. The Bank
has the right to refuse the Client to change the
Subscriber Number of the Authorized Representative
of the Client without explaining the reasons for such
refusal.

3.15 If there is a technical capability of the Bank and
the Client, it is allowed to send an Application for
changing the login and / or static password, an
Application for changing the mobile phone subscriber
number, an Application for purchasing / changing a BP
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ONEeKTPOHHOW  TMOANHUCHIO,  KAKIBIH  YTIOJTHOMOYCHHBIHA
IIpencraButens KiveHTa, NaHHbIE O KOTOPOM YKa3aHbl B
3asBiaeHnn Ha TpuoOperenne/usmMenenne BI1 u 3aspnenun’,
JOTHKEH JIMYHO:

- co3gaTth ¢ momompbio cpeactB Cucrembl JIbO 3ampoc Ha
Boimyck CepTudukata Kio4a TPOBEPKH  AJIEKTPOHHOM
MOJIIKCH, B SJIEKTPOHHOM BUJIC U Ha OyMa)KHOM HOCHTEIIE;

- MOANWCaTh W HANpaBUTh B BaHK CKaHMPOBAHHYIO KOITHIO
JAHHOTO 3ampoca Ha JJEKTPOHHBIA  TOYTOBBIM  SILIKK
dbo@131.ru;

- mpemoctaBuTh B baHK maHHBIN 3ampoc Ha OyMaKHOM
HOCHTEJE, 3aBepEeHHBI COOCTBEHHOPYYHOH MOJIHICHIO TaKOTO
YnonaomouenHoro [Ipencrasutens Knuenra;

- MOAMHUCATh AKT MPHU3HAHHA KII0Ya MPOBEPKHU SJIEKTPOHHOMN
MTOITMCH UCTIONB3YEMOTO [T OOMeHa COOOIIIEHUSIMA B CUCTEME
JBO OOO «bank 131», dopma KOTOpPOTO oOmpenenseTcs
BankoM u pa3merniena Ha pecypce https://131.ru/contracts.
NHuctpykuus no noakimroueHuto k cucteme JbO u renepaumn
KIIFOUed yCHIIEHHOW HeKBANH(PHUIIMPOBAHHOW OIEKTPOHHON
MOJIMCH pa3MellieHa Ha pecypce https://131.ru/contracts u B
odpuce banka. 3ampoc Ha BemTycK CepTHduKara Kitoda
MPOBEPKH DJIEKTPOHHOUW TOANUCH B O0S3aTETFHOM IMOPSIKE
JTOIDKEH —coaepkarh: TmomHele DOUO  YmomHOMOYEeHHOTO
[pencraButens Knwmenra (Bmagensia CepTudukata Kiroya
MPOBEPKH  DJIEKTPOHHOW  IOANHCH), HOMEp 3asBICHUS
(nmpucBauBaetcst bankom), HammeHoBaHue KimeHta, azapec
MecCTOHaxoxaAeHus. He nomyckaeTcsi BHECEHHE KaKHX-JIHOO
n3MeHeHuil B 3ampoc Ha Bbimyck Ceprudukara xiroda
MPOBEPKH  DIIEKTPOHHOW TOJNIMUCH, C(HOPMUPOBAHHBIA C
ucrnonb3oBanueM cpencts Cucremsl J1BO.

4.2 IIpu mnocrymiennn B bank 3ampoca Ha  BBIIYCK
Ceprudukara Kio4a MOPOBEPKH DIIEKTPOHHOH TOMMUCH B
3JIEKTPOHHOM Buze, Oneparop LleHTpa peructpaunu cBepseT
JIaHHbIE, COAEPIKAIINECS B YKa3aHHOM 3allpoce B JIEKTPOHHOM
BUJIC C JAHHBIMHU, YKa3aHHBIMH B 3alpoce, MpeICTaBICHHOM
KimenToM Ha 31eKTpOoHHBIHN mouToBBIN smmK dbo@131.ru.

4.3 [Ipu momoxkuTensHOM pe3yabTaTe IpoBepku OmnepaTop
Lentpa peructpaunu oOpadaTbiBaeT NOCTYNHMBIIUH 3ampoc, a
Omnepatop YI0CTOBEPSAIOLIETO LIEHTPA OCYILECTBIISIET BBITYCK
Ceprudukara KiIroda MPOBEPKH AJIEKTPOHHOH mojmnucu. [Ipu
OTPHUIATETIFHOM pe3yJbTaTe MPOBEAECHHONW MPOBEPKH BBITYCK
Ceprudukara Kiroda HPOBEPKH DJIEKTPOHHOW MOINHCH HE
ocymectBisiercsi. bank BmnpaBe He cooOmars Kimenrty/ero
YnonHomouenHomy llpexcraBuTeno o MpUYMHAX OTKa3a B
Boimycke CepTudukara KiIoYa OPOBEPKH  AIEKTPOHHOM
MTO/IITUCH.

4.4 Jlns monydeHus YTNoidHOMOYeHHBIM lIpemcraBurenem
Knunenta  cremepupoBanHoro  Ceprtudukara  Kiroua

through the EDM operator agreed by the Bank. The
application for changing the login and static password
and the Application for changing the mobile subscriber
number must be signed by the EQES of the Authorized
Representative of the Client specified in these
applications. The Application for the
acquisition/change of BP must be signed by the EQES
of the Authorized Representative of the Client
specified in the Application for the purchase/change of
BP and having the authority to sign and submit to the
Bank documents, applications, messages necessary for
registration, access, change of the terms of use of the
RBS System. If the Client, through the EDM operator,
submits the Application for changing the login and / or
static password or an Application for changing the
mobile phone number, the Authorized Representative
of the Client is authenticated in accordance with clause
5.6.2.

3.16 To change the special password phrase, the
Client's authorized representative must personally
apply to the Bank with an application, the form of
which is posted on the https://131.ru/contracts resource
and at the Bank's office, providing identification
documents.

4, PROCEDURE FOR ISSUING
ELECTRONIC SIGNATURE KEY
CERTIFICATES

4.1 In order to obtain the Key Certificate of
Electronic Signature Verification for operation in the
RBS System and to perform exchange of Electronic
Documents confirmed by an enhanced non-certified
Electronic Signature, each Authorized Person of the
Client whose details are specified in the Application
for Purchase/Change of BP and Application shall
personally to:

- create a request to issue an electronic signature
verification key certificate, electronically and on paper
using the RBS System tools;

- sign and send a scanned copy of this request to
the Bank by e-mail dbo@131.ru ;

- submit this request to the Bank in hard copy,
certified by the handwritten signature of such
Authorized Person of the Client;

- sign the Certificate of recognition of the
electronic signature verification key used for message
exchange in the DBO system of Bank 131 LLC, the
form of which is determined by the Bank and posted
on the resource https://131.ru/contracts.

Instructions on connecting to the RBS system and

3 The Client's Authorized Persons entitled to dispose of the funds must also be indicated in such Card accepted by the
Bank when executing the Card with specimen signatures according to the Rules. / IIpu odopmnenun Kaprouku ¢
06pa3uaMn HOI[HHCCﬁ B COOTBCTCTBHUU C HpaBI/IHaMH, VHolHOMOYEeHHBIE HpCI[CTaBI/ITCJ'II/I KJ'II/IGHTa, HUMCIOILINUE TPaBO
pacnopsiKaTbcs JEHES)KHBIMU CPEACTBAMH, JODKHBI OBITh TaK)KE YKa3aHbl B TAKOH KapTOUKe, MPUHATON baHKOM.
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MPOBEPKU HJIEKTPOHHON TMOJINUCH, MOCIECIHUA JOJKEH
obpaturcss k OTBeTCTBEHHOMY paOOTHHKY banka u
HPEICTABUTh JOKYMEHTHI, YAOCTOBEPSIOIIME JIMYHOCTD.*
Brimaga crenepupoBanHoro Ceprtudukara IIPOBEPKH
JJIEKTPOHHON  TONIMHUCH  OCYIIECTBISIeTcT TI0  AKTY
NpPU3HAHUA KJI0Ya TMPOBEPKU JJICKTPOHHON MOAMHCH
WCTIONB3YyeMOro AJisl oOMeHa coobuieHusMu B cucreme JJ50
00O «bank 131», " TOJNBKO Ha OCHOBAaHWH OpWUTHHAIIA
MPEIOCTAaBICHHOTO 3ampoca Ha BbIIady ceprudukara
KJII0Ya TPOBEPKU ODJIEKTPOHHOW TMOAMUCH U  TIpH
MTOJIOKATEIEHOM PE3yNIbTaTe MPOBEPKHU IPEICTABICHHBIX
JOKYMEHTOB W CBEJCHMH B HHX COAEPIKAIIUXCA.
Ynonnomouennniit I[lpencraButens Kimenra pomkeH
MoAmMcaTh  «AKT  TpH3HAHWSA  KIIOYa  MPOBEPKHU
JNIEKTPOHHON TMOANKCH UCHOJB3yeMOTo sl OOMeHa
coobmienusimu B cucteme JBO OOO «bank 131» u
cepTu(UKaT B MOMEHT €ro MOJyUeHUs.

4.5 Bemymennsiit  CepTudukar  Kimoda  MPOBEPKH
SHCKTpOHHOﬁ IOAIINCH ITOAIIMCHIBACTCA YnoaHOMOYEHHBIM
[IpeacraButenem Kimenta u mocie 3TOro pasmeliaercs B
Cucreme [JbO.

4.6 Uszrotoenenne CepTudukaTtoB KI0UeH MPOBEPKH
9NIEKTPOHHON TOANHCH OCYIIECTBIISIETCS HCKIIOYNUTENBHO Ha
OCHOBAHMHM IIOJIy4EHHOI0 baHKOM 3ampoca YIOITHOMOYEHHOIO
[IpencraButens KimeHnta, KOTOpBIH COAEPKUT CBEACHUS,
HeoOxonumble Al uaeHTH(uKanuu Brageisua Ceprudukarta
KJI0Ya TPOBEPKH JJIEKTPOHHOM TMOANHCH, TNPH YCIOBHH
BBITIOJTHEHUA TToNiokeHuit 4.1. — 4.4, PernamenTa.

4.7 Ilo oxonHwanum mnpouexnypsl Beillycka Ceprudukara
KJIFOYa MPOBEPKHU 3JIEKTPOHHOM MOMANUCH, YTIOJTHOMOYECHHBIN
[IpencraButens KnuenTa momy4aer BO3MOKHOCTb, MCIONB3YS
nporpamMmHele  cpeactBa  Cucremsl  JIBO,  3aBepmmth
MpOLEAYPY (hopmupoBaHUsI YCHIJIEHHOM
HEKBATU(UIIMPOBAHHOHN AIEKTPOHHOH MOJIHUCH U TPUCTYIUTh
K €€ dKCIUTyaTalHH.

4.8 Bank ¢dopmupyer Ceprudurar Kimoya TNPOBEPKH
3EKTPOHHOHI MTOAIINCH B OTHOILIEHUU KaKA0T0
YnonaomouenHoro IIpencrasurens Kinenra mytém 3aBepeHus
JJIEKTPOHHON TOAMKCHI0 COOCTBEHHOTO Y IOCTOBEPSIONIETO

IeHTpa Habopa [aHHBIX, BKIOYAIOMIUX  CJEXYIOMIYIO
nHPOPMALIHIO:

] cepuitablii Homep CepTudukaTa KI04a POBEPKU
3JIEKTPOHHOM MOJINCH;

] HOMep 3asBIICHUS;

] WJCHTU(QHUKATOP aANTOPUTMA, HCIOJIB3YEMOro IS
MOJANUCH DJIEKTPOHHBIX TOKyMEHTOB;

° napameTpsl cepTu(duKaTa U3AaTes;

generating the keys of an enhanced non-certified
electronic signature are available at
https://131.ru/contracts and in the Bank's office. A
request to issue an Electronic Signature Verification
Key Certificate must necessarily contain the full names
of the Client's Authorized Person (owner of the
Electronic Signature Verification Key Certificate), the
Application number (assigned by the Bank), the
Client's name and location address. It is not permitted
to make any changes to the request for a Key
Certificate of Electronic Signature Verification formed
using the RBS system facilities.

4.2.  When the Bank receives a request to issue an
electronic signature verification key Certificate in
electronic form, the Registration Center Operator
checks the data contained in the specified request in
electronic form with the data specified in the request
submitted by the Client to the electronic mailbox
dbo@131.ru.

4.3.  The Registration Centre Operator processes the
incoming request and the Certification Centre Operator
issues the Key Certificate of the electronic signature
verification if the result of the inspection is positive.
The Key Certificate of Electronic Signature
Verification shall not be issued if the result of the
inspection is negative. The Bank may not to inform the
Client/ its Authorized Person of the reasons for refusal
to issue an electronic signature verification key
certificate.

4.4. In order for the Client's Authorized Person to
receive the generated Certificate of the electronic
signature verification key, the latter must contact the
Responsible Employee of the Bank and submit identity
documents. The issue of the generated Electronic
Signature Verification Certificate is carried out
according to the Act of Recognition of the electronic
signature verification key used for messaging in the
RBS system of Bank 131 LLC, and only on the basis
of the original request for the issuance of the Electronic
Signature verification key certificate and with a
positive result of verification of the submitted
documents and the information contained therein. The
Client's Authorized Person must sign the "Certificate
of recognition of the electronic signature verification
key used for the exchange of messages in the RBS
system of Bank 131 LLC " and the certificate at the
time of its receipt .

4.5.  Theissued Electronic Signature Verification
Key Certificate shall be signed by the Client's

4 Passport or other identification document in accordance with the laws of the Russian Federation. / TTacniopt niun unoit
JIOKYMEHT, yI0CTOBEPSIOIINNA TUYHOCTh B COOTBETCTBUH C 3aKOHOaTeILCTBOM Poccuiickoit denepanun.
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° nepuon neiicteus Ceprudukara Kiroda NPOBEPKU
AJIEKTPOHHON TOJMMCH, COCTOSIIMH W3 JABYX JaT: Hadana |
KOHIIa IeproAa (BKIIOYUTEIBHO);

° nmomaoe DUO mmamenmsiia Ceprudukara Kiroda
NPOBEPKH  3JEKTPOHHOH  moanucd  (YTOJIHOMOYEHHOTO
[Ipencrasurens Knmenra);

° nHGOPMALMI0 O KIIOYE IPOBEPKHU BIEKTPOHHOU
noanucu: uaeHTudukatop anroputma u coOctBeHHO Kimtou
MIPOBEPKU DIIEKTPOHHOM MOAIHCH.

I[Ipu dopmupoBanmm CepTUHUKATOB KIIOUYEH IPOBEPKHU
ANEKTPOHHON TOAMUCH TPHMEHSETCS KpUNTOrpaduiecKuit
anroput™ 'OCT P 34.10-2012. Ceprudukat Kitoya npoBEpKH
DNEeKTPOHHOU TOIMNACH UMEET OTPaHUICHHBIA CPOK NEHCTBHS,
PaBHEII CPOKY IMOTHOMOYHA, HO He OoJiee 1 rojja c MOMEHTa ero
BBIITYCKa.

4.9 Bemymennsiit  CepTudukar  Kimoda — MPOBEPKH
3JIEKTPOHHOM MOAIKCH MOAJTICKUT OT3bIBY baHKOM B ciy4ae:

- KOMIIPOMETAUU DJIEKTPOHHON MOANUCH BJaJAelblia
Ceprtudukara KiIo4Ya TPOBEPKH DIIEKTPOHHOW IOAIUCH
COOTBETCTBYIOIIETO JaHHOMY CepTU(HUKATY; TOIyUEHHs
BranensueM CeprudukaTa KI04a MPOBEPKH 3IIEKTPOHHOM
MOJIKICH HOBOTO CepTU(UKATa;

- KOMIIPOMETAIIUHI ONEKTPOHHOU MOAMNUCH
YiocroBepsAwmero ueHTpa baHka UCIONIb30BaHHOTO TIPU
¢opmupoBanuu Ceptudukara Kiroya HMPOBEPKH 3JICKTPOHHON
MTO/ITTHCH.

5 TOPSI0K UCITIOJIb30BAHUSA MTPOCTOM
SJIEKTPOHHOM MOJANUCH

5.1 B kadecTBe cpencTBa MOATBEPXKIEHUS DIEKTPOHHOIO
JOKYMEHTa MPOCTONH DJIEKTPOHHOW MOIMHCHIO HCHOIb3yeTCs
Jlorun, Ctatuyeckuii mapois, a Takke OTHOPA30BBINA AP0,

5.2 B LeJIsX HanpaBJICHUS Y1oTHOMOYEHHBIM
[IpencraButenem Kimenta banky DneKTpOHHOrO JHOKyMEHTa,
VYnonHomoueHnHsld  Ilpeacrasurens  Knmenta — cnenys
WHCTPYKLMSIM B 3KpaHHBIX (opMax BeO-uHTepdeiica cucTeMbl
JABO, wucronb3yst (GYHKIUOHAIBHBIE KHOTKH, HWHUIMHPYET
MTOANIMCAaHNE COOTBETCTBYIOMIETO DIEKTPOHHOTO IOKYMEHTA!

a) Ynonuomouennniit IlpencraBurens Kiuenta BBOAMT
HEeoOXoAMMBIC JaHHBIC, KOTOPKIC 3alpamrBaeT BeO-unTepdeiic
cucrembl JIBO, ucnonb3ys QyHKIIMOHATBHBIE KHOMIKH M TIOJS
JU1s BBOJA MH(POPMALIUH.

b) Ilepen mnoamucanueM OJEKTPOHHOTO JOKyMEHTa
Ynonmaomouennsrii  llpeacrasurens  Knmenta  o0s3an
03HAKOMHTBCSI C HUM U OBITH COTJIACHBIM C €T0 COJICPKAHUEM B
MOJTHOM O0BEME.

C) Jnst moanucaHus cOpMHPOBAHHOTO DJIEKTPOHHOTO
TOKyMEHTa TIocpencTBOM BeO-mHTepdeiica cuctemsr J[bO,
VYnonHomoueHHsli IlpeacraButens KnmeHta wHUIMMpYET
Ipolecc MOANUCAaHUA DJIEKTPOHHOIO JOKYMEHTa IIocie
IIPOBEPKHU €T0 COJEP KaHuUs, U HallpaBisieT baHKy mocpencTBom
BeO-uHTepdeiica cuctembl JIBO 3ampoc OHOpa30BOTO MApPOJIS.

Authorized Person and then placed on the RBS
System.

4.6.  Key Certificates of electronic signature
verification shall be produced only on the basis of a
request of the Client's Authorized Person received by
the Bank, which contains the information required to
identify the owner of the Key Certificate of electronic
signature verification, subject to compliance with
provisions 4.1. - 4.3 of the Regulation.

4.7.  The Client's Authorized Person shall be able to
use the software tools of the RBS System to complete
the procedure for generation of an enhanced non-
certified electronic signature and start its operation
upon completion of the procedure for issuing the
Electronic Signature Verification Key Certificate.

4.8.  The Bank forms an electronic signature
verification key certificate in respect of each
Authorized Person of the Client by certifying with an
electronic signature its own Data Collection
Certification Centre, which includes the following
information:

° serial number of the electronic signature
verification key certificate;

° Application number;

° the identifier of the algorithm used to sign
Electronic Documents;

° parameters of the publisher's certificate;

° period of validity of the electronic signature

verification key certificate, consisting of two dates:
beginning and end of the period (inclusive);

° full name of the owner of the Electronic
Signature Verification Key Certificate (Client's
Authorized Person);

° information about the electronic signature
verification key: the algorithm identifier and the
electronic signature verification key itself.

The cryptographic algorithm of GOST R 34.10-2012 is
used for the formation of electronic signature
verification key certificates. The Key Certificate of
Electronic Signature Verification has a limited validity
period equal to the term of office, but not more than 1
year from the date of its issue.

4.9.  The Electronic Signature Verification Key
Certificate issued by the Bank shall be subject to
revocation by the Bank in the event of:

- compromise of the Electronic Signature of the
owner of the Key Verification Certificate of the
electronic signature corresponding to this certificate;
receipt by the owner of the Key Verification Certificate
of the electronic signature of the new certificate;
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d) IMonyuyennsiii bankom 3ampoc u3 Beb-mHTEp(Eiica
cuctembl JIBO pacniennBaercs kak 3ampoc OmXHOPa30BOTO
MaposIst A7l CO3/IaHus MPOCTOM DneKTpoHHOU moamnucH. [locne
storo OZHOPA30BBIN MApOJIb TEHEPUPYETCS U HampaBlsieTCs
bankom Ha  AOOHEHTCKMH HOMEp  YIOJHOMOYEHHOTO
[pencraButens Knuenra B SMS-coobuiennu ¢ nndopmanueit
00 DOnekTpoHHOM nokyMeHTe. HampaBnennsiii OmHOpa30BBIi
[apoJib UMEET OrPaHUUEHHOE BPeMs JCHCTBHSL.

e) VYnonnomouennslii IlpeacraBurens Knmenrta o0s3an
o0ecreunTs  OTCYTCTBME  JOCTyHma  TPeThbUX  JHI K
AOOHEHTCKOMY HOMEPY W yCTPOWCTBY, Ha KOTOpHIA bankom
HAIpPaBIsAETCS OJHOPA30BbI IApoib IMOCPEACTBOM SMS-
cooOIIeHus.

f) IMepen moamucaHueM DICKTPOHHOTO JIOKYMEHTA
YnomaomoueHnsrii  llpenacrasurens — Knumenta — o0s3an
O3HAaKOMHTHCS C uHpOpMalue, noctynuBmer B SMS-
COOOILICHUH, U B ClIy4ae corjiacus ¢ TekctoM SMS coobieHus
NOANKUCATh IPOCTOM DIEKTPOHHOU MOIMUCHI0 DJIEKTPOHHBII
IOoKyMeHT. B cinyuae Hecormacus ¢ TekctoM SMS cooOmenns
Ynonnomouennsiit IlpencraButens Kinenta He gomxeH
MOJIHUCHIBATE CPOPMUPOBAHHBIE DNEKTPOHHBIE JOKYMEHTHI.

Q) Jus monmucarus chOpMHUPOBAHHOTO DIEKTPOHHOTO
JOKyMEHTa TOCPEJCTBOM MPOCTON ODIEKTPOHHOU IOJIIHUCH,
YIOITHOMOYEHHBIN [IpencraBurens Knnenra BBOJIUT
monydeHHbId B SMS-coobmennn OgHOPa3oBEIl Mapoib B
¢yHKuMOHanbEHOE Tmone B BeO-uHTepdeiice cuctemsr [1BO,
MpelHa3HadYeHHOe U1 MOAMMCAaHUS, W  HaXUMaeT
COOTBETCTBYIOIIYIO 3JIEKTPOHHYIO KHOIIKY, HEOOXOIUMYIO IS
MOJIHCAHUSL.

h) C MOMEHTa Ha)KaTus Y10JTHOMOYEHHBIM
[IpencraButenem Kimenra crenuanbHON (QYHKIMOHATHEHON
KHOKM B BeO-uHTepdeiice cuctemsl [IbO DneKTpoHHBIH

JOKYMEHT  CuUMTaeTcss  moamucaHHeiM  Knmentom  u
HarpaBJeHHbIM baHKky.
i) [Tomyuns ONEeKTPOHHBIN JIOKYMEHT, bank

OCYIIECTBIISIET MIPOBEPKY MPOCTOM DIEKTPOHHOH moaucH. s
3TOTO MpocTas DIEKTPOHHAS MOAIKCH, KOTOpasi COAEPKUTCS B
DJEeKTpOHHOM  JOKyMeHTe, cBepsercsi ¢  OmHOpa3oBbIM
napoJjieM, HarpaBJeHHbIM B SMS-coobmenun. B ciydae, ecnu
OHM HE COBMANAIOT, AOKYMEHT HE INpHHMMaeTcsi baHkoM u
ocraetcsi B crartyce «Co3maH». VYKa3aHHBIH JOKYMEHT
CUMTAETCS HE TIOATIMCAHHBIM U HE UMEET IOPUINIYECKON CHIIBL.
)} ONEeKTPOHHBIA JOKYMEHT CYHTAETCS IMOANMCAaHHBIM
MPOCTON DIIEKTPOHHON MOAMKUCHIO U MOIIMHHBIM (MCXOIAIINM
or VYnonHomoueHHoro IlpencraBurens Knuenra) mpu
OJHOBpPEMEHHOM coOmosieHnn  caenyromux —ycnosuid: (1)
ONeKTPOHHBIN TOKyMEHT noiydeH bankowm, (2) DnexTpoHHBII
JOKYMEHT COAEPXKHUT MPOCTYI0 OJIEKTPOHHYIO IOAIHNCH
Knuenrta, pesynbraT TpOBEpKM KOTOPOM COBHAZaeT C
OnmHOPa30BBIM MapOJIEeM.

- compromise of the Electronic Signature of the
Bank's Certification Centre used in the formation of the
Electronic Signature Verification Key Certificate.

5. THE PROCEDURE FOR USING A
SIMPLE ELECTRONIC SIGNATURE

5.1. The Login, Static Password and One-time
Password are used as a means of confirming the
Electronic Document with a simple Electronic
signature.

5.2. The Client's Authorized Person shall follow
the instructions in the screen forms of the web-
interface RBS system using functional buttons and
initiate signing of the respective Electronic Document
in order to send an Electronic Document to the Bank
by the Client's Authorized Person:

a) The Client's Authorized Person enters the
necessary data that is requested by the web interface of
the RBS system with the use of function keys and
fields for entering information.

b) The Client's Authorized Person must read it
and agree with its content in full before signing the
Electronic Document.

C) The Client's Authorized Person initiates the
process of signing the Electronic Document after
verification of its contents and sends the Bank a
request for the One-time password via the web
interface of the RBS system in order to sign the
generated Electronic Document via the web interface
of the RBS system.

d) A request received by the Bank from the web
interface of the RBS system is regarded as a
one-time password request to create a simple
electronic signature. After that the One-time password
is generated and sent by the Bank to the Client's
Authorized Person Subscriber Number in an SMS
message with information about the Electronic
Document. The sent one-time password has a limited
validity period.

e) The Client's Authorized Person ensures third
parties do not have access to the Subscriber Number
and device to which the Bank sends a one-time
password via SMS.

f) The Client's Authorized Person must read the
information received in the SMS message and, in case
of agreement with the text of the SMS message, sign
the Electronic Document with a simple Electronic
signature before signing the Electronic Document. The
Client's Authorized Person shall not sign the generated
Electronic Documents in case of disagreement with the
text of the SMS message.

0) The Client's Authorized Person enters the one-
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6 TOPSIJIOK HCIIOJIb30BAHMS KJIIOYA
MOBWJIBHOM MOANNUCH

6.1 B xauecTBe cpeiacTBa MOATBEPIKIACHUS DIEKTPOHHOTO
JOKyMEHTa, OJNHUCAHHOTO KIIF04oM MOOHIBHOHN MOANICH
ncnonb3yetcs Jlorun, CTaTHuecKkuid mapoiib, a TAKKE
MTOATBEPIKSHIE OTepaIiii B MOOMIPHOM IPHIIOKeHNH baHka.

6.2 B LeTSIX HaIpaBICHUS Y1oITHOMOYEHHBIM
[IpencraButenem Knnenta banky DneKTpOHHOrO AOKYMEHTA,
VYnonnomouenubli  IlpencraBurens  KinueHta — cienys
WHCTPYKIMSAM B 9KpaHHBIX (popmax BeO-mHTepdelica cucTeMbl
JABO, wucmons3yst (GYHKUMOHAIBHBIE KHOMKH, HHULHUHPYET
MOMTMCaHNE COOTBETCTBYIOMIETO DIIEKTPOHHOTO JJOKYMEHTA:

a) VYnoanomouennsiii IlpencraBurens KimeHta BBOAWUT
HEOOXOIMMBIE TaHHbIEe, KOTOPBIE 3ampaiiuBacT BeO-unrepdeiic
cucrembl J1BO, ncnonb3ys (GyHKIMOHANBHBIE KHONKH M TIOJIS
JUTS BBOAAa WH(OPMAITHH.

b) Tlepen moamucanueM DJIEKTPOHHOTO JOKYMEHTa
Ynomaomouenusrii  llpencraBurenr  Knuenta — o0s3aH
O3HAKOMHTHCS C HUM U OBITh COTJIACHBIM C €TO COIECPIKaHUEM B
MTOJTHOM OOBEME.

c) Mus moamucaHus CHOPMHUPOBAHHOTO DIEKTPOHHOTO
JOKyMEHTa TocpeAcTBOM Beb-uHtepdeiica cucremsl JIBO,
VYnonHomouenuslii IlpeacraButens Knmenra wHUIMHpYET
MpolecC TMOANUCAaHUA OIJIEKTPOHHOTO JOKyMEHTa I0ciie
MIPOBEPKH €T0 CO/IePIKaHUS.

d) Ha MoOuipHOe YCTPOHCTBO — YIOJHOMOYEHHOIO
[IpencraButens Knuenra nampasnsercs PUSH coobmienne o
HEOOXOJUMOCTH TOATBEPIUTh TOJINMCAHUE OIEKTPOHHOTO
JIOKYMEHTA.

e) VYIoJHOMOYCHHBIN IIpencraBurens Knuenra
ucrnons3yeT PIN-koa npunoxeHus, Win BCTPOCHHYIO CUCTEMY
OMOMETPUYECKON aBTOpW3AllMU I BXoJa B MOOMIIBHOE
npwiokeHne baHka W TOATBEPXKICHHUS  TIOIIMCAHUS
DNEeKTPOHHOTO JTOKYMEHTA.

f) Tlepen moaTBepsKaE€HHEM IMOMUCAHUS DJIEKTPOHHOTO
JokyMeHTa YmonHoMmoueHHbl IIpencraBurens Kiuenta
0053aH 03HAKOMHUTBbCA C HWH(pOpMaNuel, NOCTYNHUBIIEH B
MOOWJIPHOM TPHJIOKEHWH baHka, W B ciydae coryiacusi ¢
TEKCTOM COOOIIEHHS IOTBEPANTD MOIMHUCAHNE DICKTPOHHOTO
JNOKyMeHTa. B ciydae Hecormacust ¢ TEKCTOM COOOIIEHHS
VYnonnomouennnlt  IlpencraBurens  Kimenta — gomxeH
OTKa3aThCsl OT MOJTBEPKACHHUA NOANUCAHUSA DJIEKTPOHHOTO
JOKYMEHTA.

g) Jus moaTBepiKACHHS MOANMKMCAHHS C(HOPMUPOBAHHOTO
DIEeKTPOHHOTO JOKYMEHTA ITOCPENCTBOM MOOMIHLHOM TTOATHICH
YnonnomoueHHslii  IIpencraBurtens Kinenta Haxumaer
COOTBETCTBYIOIIYIO 3JEKTPOHHYIO KHOMKY B MOOMJIBHOM
npunoxxeHuu banka.

hy C MOMEHTa Ha)kaTus YTOITHOMOYEHHBIM
IIpencraButenem Knmenra crnenuaibHOl (QyHKIMOHAIBHOM
KHOIIKA B MOOWJILHOM MpmiokeHUH baHka DIeKTpOHHBINA

time password received in the SMS message into the
functional field in the web interface of the RBS system
intended for signing and press the relevant electronic
button required for signing to sign the generated
Electronic Document by means of a simple Electronic
Signature.

h) The Electronic Document shall be deemed
signed by the Client and sent to the Bank as soon as the
Client's Authorized Person presses a special functional
button in the web interface of the RBS system.

i) The Bank checks a simple Electronic Signature
upon receipt of an Electronic Document. For this
purpose, the simple Electronic Signature, which is
contained in the Electronic Document, is checked
against the one-time password sent in an SMS
message. If they do not match, the document is not
accepted by the Bank and remains in the Created
status. This document is considered not to be signed
and has no legal force.

) An electronic document shall be deemed to be
signed by a simple electronic signature and authentic
(emanating from the Client's Authorized Person),
provided that the following conditions are met: (1) The
Electronic document has been received by the Bank,
(2) The Electronic document contains the Client's
simple Electronic signature, the verification result of
which coincides with the One-time password.

6 PROCEDURE FOR USING THE MOBILE
SIGNATURE KEY

6.1 As a means of confirming the Electronic Document
signed with a Mobile Signature key, the Login, Static
Password, as well as confirmation of the operation in
the Bank's mobile application are used.

6.2 In order to send the Electronic Document by the
Authorized Representative of the Client to the Bank,
the Authorized Representative of the Client, following
the instructions in the screen forms of the web interface
of the RBS System, using the function buttons, initiates
the signing of the corresponding Electronic Document:
a) The Authorized Representative of the Client enters
the necessary data requested by the web interface of
the RBS system using the functional buttons and fields
for entering information.

b) Before signing the Electronic Document, the Client's
Authorized Representative must review it and agree
with its content in full.

¢) To sign the generated Electronic Document via the
web interface of the RBS system, the Authorized
Representative of the Client initiates the process of
signing the Electronic Document after checking its
content.

d) A PUSH message is sent to the Mobile Device of
the Authorized Representative of the Client to confirm
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JOKYMEHT  CUHMTaeTcs  NoAmucaHHbiM  KiHeHTOM |
HarpaBJIeHHBIM B baHK.
6.3 Jna  cmensl  kmodya ~ MOOWNBHOM  IOINCH

VYnonnomouennomy IlIpencraButemo Knmenta HeoOxoammo
MPOBECTH aKTHUBAIIMIO Kioua MOOWIBHON TOANKMCH B
coorsercTBuu ¢ 11.3.3.2 n n.3.3.3.

6.4 Cwmena xiroua MoOMIBHOM MOAMUCH MPOU3BOJUTCS B
ClTyvasx:
e Komnpomeranmnyu MoOuIbHON TOANHUCH;
ytpatsl Jloruna u/uinn Bpemennoro/CtaTHuecKoro napoJs;
ytpatbl PIN-koga MoOUIBHOTO IPUITOKEHUS;
yTpaThl WX CMEHBl MOOMIIBHOTO YCTPOMCTBA;
nepeycTaHoBKM MOOMIIBHOTO IPUIIOKEHHS.

7 MOPSIOK ITPOBEJIEHUS IIJTAHOBOM
CMEHbBI CEPTU®HUKATA KJIOYA ITIPOBEPKA
SJEKTPOHHOM MOANUCH

7.1 [Ipu xaxxgom Bxome B Cucremy /IbO 3a 30 gmeii mo
OKOHYaHUs cpoka nelictBusi CeprudukaTa KIFo4a HMPOBEPKH
OnekrponHo# noanucu Cucrema 1BO coobmiaer o ckopom ero
OKOHYaHUH.

7.2 Ho ucreuenus cpoka neficteusi CeptuukaToB KiItoden
MPOBEPKU  DIEKTPOHHOW  MOAMUCH Y ITOJHOMOYEHHBIHN
[IpeacraButens KineHta uMeEeT BO3MOXKHOCTb IPOBECTH
IJIAHOBYIO TpOIeypy cMeHbl Kirrouel DIeKTpOHHOM MO ITUCH
¢ ucnionb3oBanueM Cucrems! /16O u ee cpencTs.

7.3 YHOTHOMOYEHHBIN [IpencraBurens Knuenra
¢dopmupyet HOBBIN Kittou DneKTpoHHON MOANKNCH U 3alIpoc Ha
nusrotopieHne HoBoro CepTudukara KIOYa MPOBEPKH

3JIEKTPOHHOM MOAMKUCH. 3alIPOC MOANMUCHIBAETCS IEUCTBYIOIUM
KJIFOUOM OJIEKTPOHHOW MOJANKCH W HampaBisieTcssi B baHK c
ucrnonp3oBanueM cpencts Cucremsl J1BO.

7.4 IIpn mnocrymnenun B baHk 3ampoca Ha BBIMYCK
Ceprudukara KiIo4a MPOBEPKH DIIEKTPOHHOH IONIMUCH B

anektpoHHoM  Buae Omeparop Llentpa  perucrpanuu
oOpabareiBaeT 3ampoc M Hampasisier ero Omeparopy
VYnocroBepsitoniero  1eHrpa. llpm  uctedeHmm  cpoka

MIOJIHOMOYMM  YIIOJIHOMOYEHHBIN mpeacTraBuTess KiueHTa
OJTHOBPEMEHHO C 3aIIPOCOM JIOJKEH MIPEJOCTaBUTh JOKYMEHTHI,
MOATBEP>KIAIOIIUE €TI0 MOJTHOMOYUSL.

7.5 Omepatop YIOCTOBEPSIONMIETO IIEHTPA OCYIIECTBISET
Boimyck Ceprudmkata KiI04a TPOBEPKH  DIEKTPOHHOU
noanvcu. baHk BmpaBe orka3arh B Beiycke Ceprudukara
KJII04a MPOBEPKU JICKTPOHHOU MOAMKCH, 3aIIPOC HA KOTOPBIi
norydeH ¢ ucrnoiyibzoBanueM Cuctemsl J1bO, 6e3 00bsICHEHUS
npuuuHbl. B ciiydae otka3a banka B Beimycke Ceprudukara
KJII04a TPOBEPKU DJIECKTPOHHOW TMOJMUCH, YITOJIHOMOYEHHBIN
[Ipencrasurens KiuenTa BripaBe TUIHO 00paTUTHCS B baHk s
BBIIIyCKa TaKoro ceprudukara, B TOPSAKE, YKa3aHHOM B
pasmene 4 Hacrosmiero Permamenrta. bank Hanpasnser
nocpenctBoM Crucremsl JIBO AKT nmpu3HAHMS KITFOYA MPOBEPKHU

the signing of the Electronic Document.

e) The Authorized Representative of the Client uses the
Application PIN or the built-in biometric authorization
system to enter the Bank's mobile application and
confirm the signing of the Electronic Document.

f) Before confirming the signing of the Electronic
Document, the Authorized Representative of the Client
is obliged to familiarize himself with the information
received in the Bank's mobile application and, if he
agrees with the text of the message, confirm the
signing of the Electronic Document. In case of
disagreement with the text of the message, the
Authorized Representative of the Client must refuse to
confirm the signing of the Electronic Document.

g) To confirm the signing of the generated Electronic
Document using the Mobile Signature, the Authorized
Representative of the Client presses the appropriate
electronic button in the Bank's mobile application.

h) From the moment the Authorized Representative of
the Client presses a special functional button in the
Bank's mobile application, the Electronic Document is
considered signed by the Client and sent to the Bank.
6.3 To change the Mobile Signature key, the
Authorized Representative of the Client must activate
the Mobile Signature key in accordance with clauses
3.3.2and 3.3.3.

6.4 The Mobile Signature key is changed in the
following cases:

» Compromises of the Mobile signature;

* loss of Login and/or Temporary/Static password,

* loss of the PIN-code of the Mobile application;

* loss or change of a mobile device;

* reinstallation of the Mobile application.

7 THE PROCEDURE FOR THE
SCHEDULED CHANGE OF THE ELECTRONIC
SIGNATURE VERIFICATION KEY
CERTIFICATE

7.1. The RBS System notifies of its imminent
expiry upon each login to the RBS System, 30 days
prior to the expiry date of the Electronic Signature
Verification Key Certificate.

7.2.  The Client's Authorized Person shall be able to
carry out a scheduled procedure for changing the
Electronic Signature Keys using the RBS System and
its facilities prior to the expiry of the Electronic
Signature Key Certificates.

7.3.  The Client's Authorized Person shall form a
new Electronic Signature Key and request for a new
Electronic Signature Verification Key Certificate. The
request shall be signed with a valid Electronic
Signature Key and sent to the Bank using RBS System
facilities.

7.4.  The Registration Centre Operator will process
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anekTpoHHON momanucu u Ceprudukar YIIOITHOMOYCHHOMY
IIpencraButento KnueHnrta, oT KOTOpOro MOCTYMNHII 3aMpoc, JJIs
ero noanucanus. YnoaaomodeHHsld [Ipencrapurens Knuenta
JIOJDKeH pacriedararh, MOANHCAaTh W mepenaTh B baHk 1Ba
dK3eMIUTsIpa AKTa MPHU3HAHMS KITI0Ya MPOBEPKH DJIEKTPOHHON
moamucu U Ceprudukarel. Ilocne mnomydyenus bankom
MNOAMUCAHHBIX JK3EMIUIIPOB AKTOB TpPU3HAHUS  KJIOYa
MIPOBEPKHU DJIEKTPOHHON mommucn u CepTHPHUKATOB, TaKOMH
ceprudukar pazmemaercs B Cucreme /1B5O.

7.6 YIIOITHOMOYEHHBIN IIpencraBurens Knuenra
3aBepIIaeT npoueaypy cMeHsl Kiroua DeKTpOHHOM TOIHCH,
ncnons3ys cpeacta Cucremsr JJBO.

7.7 ITocne 3aBepmienus mnpoueAypsl cmensl Kioua
ONEeKTPOHHOW TIOAIUCH YIIOJTHOMOYEHHBIH [IpencraBuTelnnb
KineHta MOXET HCMOIb30BaTh UCKIFOUUTENBHO HOBBIM Kitrou
DNEeKTPOHHOU MOIHCH.

8 MOPSIJIOK BJIOKUPOBKH U
BOCCTAHOBJIEHUSI JOCTYIA K CHCTEME
B0

8.1 OcHoBaHueM 1t OTIOKUPOBKH noctyna Kiuenra w/mmum
ero YnomHomoueHHoro IlIpeacrtaButens k Cucreme IO
SIBJISTFOTCSL.

8.1.1 momnyueHue bankom oT
[IpencraBurens Knmenra 3asBIeHHS Ha
npuobOpeTeHre/n3MeHeHNE BII (comepxarero
CBEJICHUS O CMEHE YmoiaHOoMO4YeHHOTo [IpencraBurers
Kiuenra/usmeHeHnn  €ro  JAaHHBIX/TIPEKpaIeHUN
MIOJTHOMOYHMI WJIM WHBIE CBEACHUS, IOPOXKIAIOIINE
comHeHus1 baHka B BO3MOXHOCTH OCYIIECTBICHUS
noctyna w/wim  monb3oBaHus  Cucrtemoit  JIBO
V1I0JTHOMOYEHHBIM [IpencraButenem Kimenra),
3ampoca o mpuocTaHoBiieHuu goctymna k Cucreme 16O,
C YKa3aHHeM MPUYUH TaKOTO TIPUOCTAHOBIICHUS;
KOMITpOMETAus ~ JJEKTPOHHON  TONMUCH  W/WIN
WCIIONIb30BaHNe DJIEKTPOHHOM MOJMUCH 0e3 coriacus
YnonnomouenHoro Ilpencrasurens Kinenra;

3ameHa Kaprodku ¢ oOpasiamu NMOJIUCEH U OTTHCKA
rieyaty u/wm CorjameHus 0 COYeTaHUH IEKTPOHHBIX
noanucei, npu ux O(QOPMIICHHH B COOTBETCTBUHU C
[IpaBunamu;

MpeKpalieHue WIAd U3MEHEHUE [IOJHOMOYMMA WU
JlaHHbIX YTioniHoMoueHHoro IIpencraButens Kiuenra;
cmMeHa AOOHEHTCKOTO HOMepa YIIOJIHOMOYEHHOTO
[IpencraButens Knuenra;

yTpathl AyTeHTU(UKAMOHHBIX JaHHBIX, BpeMeHHOTO,
OpnopazoBoro, CTaTuyecKoro maposei;
HETIPEACTABICHUE WIH IIPEICTABIICHUE HEIOCTOBEPHBIX
CBEJICHUN U JOKYMEHTOB, 3alpaiinBacMbeix bankom, B
TOM 4YHCJIE B TIEIAX BBITOJHCHHUS TpeOOBaHUM
3aKoHonaTenbcTBa  Poccuiickoit ~ @enepauun U
HOPMaTUBHBIX akTOB banka Poccuu;

V1o1HOMOYEHHOT 0

8.1.2

8.1.3

8.14

8.15

8.1.6

8.1.7

the request and send it to the Certification Centre
Operator when the Bank receives a request to issue an
electronic signature verification key certificate. At the
end of the term of office, the Client's Authorized
Person must provide documents confirming his / her
authority at the same time as the request.

7.5.  The Certification Authority Operator issues a
Certificate of the electronic signature verification Key.
The Bank has the right to refuse to issue a Certificate
of the electronic signature verification key, the request
for which was received using the RBS System, without
explaining the reason. If the Bank refuses to issue an
Electronic Signature Verification Key Certificate, the
Client's Authorized Person has the right to personally
apply to the Bank for issuing such a certificate, in
accordance with the procedure specified in Section 4 of
these Regulations. The Bank sends the Certificate of
Recognition of the electronic signature verification
Key and the Certificate to the Client's Authorized
Person from whom the request was received, for its
signature, via the RBS System. The Client's
Authorized Person must print, sigh and hand over to
the Bank two copies of the Certificate of Recognition
of the Electronic Signature Verification Key and
Certificates. After the Bank receives the signed copies
of the Acts of Recognition of the electronic Signature
Verification Key and Certificates, such a certificate is
placed in the RBS System.

7.6.  The Client's Authorized Person completes the
procedure of changing the Electronic Signature Key
using the means of the RBS System.

7.7.  The Client's Authorized Person may only use
the new Electronic Signature Key after the completion
of the Electronic Signature Key change procedure.

8 PROCEDURE FOR BLOCKING AND
RESTORING ACCESS TO THE

RBS SYSTEM

8.1.  The ground for blocking the access of the
Client and/or his Authorized Person to the RBS System
are:

8.1.1. Application to purchase/modify the BP
(containing information on the change of the Client's
Authorized Person / change of his/her data /
termination of powers or other information that causes
the Bank's doubts about the possibility of the
Authorized Person of the Client to access and/or use
the VBS System) receipt by the Bank from the Client's
Authorized Person, and RBS System suspend access
request, indicating the reasons for such suspension;
8.1.2. Compromising the Electronic Signature and/or
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8.1.8 BhuiBIcHHe baHkoM omepanuy, COOTBETCTBYIOIIECH
NpU3HAKaM  OCYIICCTBJICHHUS TEPEeBOJA JICHEHKHBIX
cpeacts 0e3 cormacus KiweHTa, yCTaHOBICHHBIM

bankom Poccuu minu moio3peHuil Ha UX COBEPILICHHUE;

8.1.9 mHanpamnenue Kiuenrtom 3asBneHuss Ha OJOKUPOBKY
noctyna k Cucteme J1BO.
8.2 IMpn HacTymieHun coObITHH, yKazaHHbIX B mm. 8.1.3,

8.1.7, 8.1.8 moctyn B Cucremy JIbO Onokupyercs Bcem
VYnonnomouennsM [IpencraBurensm Knuenra.
8.3 KnueHT BnpaBe ocymecTBUTh OJOKUPOBKY JOCTYIa K
Cucreme J1bO, B ciydasx, HE CBSI3aHHBIX C KOMITPOMETAIIHEH,
WM TIOAO3PEHUH HA KOMIIPOMETAIIHIO AJIEKTPOHHON HOATHCH.
8.3.1 Tlopsmok OnokupoBku noctyma k Cucreme JIBO
JUCTAaHIIMOHHBIM CIIOCOOOM:
8.3.1.1 Jlnsa mucTaHIMOHHOM OJIOKMPOBKHU qocTyna Kk Cucreme
JAbO  VnomHomouenHomy  IlpencraBuremo  Kimenra
HeoOXoauMo o0paTtuThcsi B baHK ¢  COOTBETCTBYHOIIUM
3aIPOCOM T10 CJICAYIOIIUM KOHTaKTHBIM qanHbiM: dbo@131.ru
nim ¢ ucnonb3zoBanueM Cucrtemsl J[bO, ¢ ykazaHueMm JaHHBIX
YnonmaomoueHnHoro IlpencraBurens KnmeHTa, MO3BOISIOMMX
YCTaHOBUTh €ro IWYHOCTh. Jlis o00paboTkm 3ampoca Ha
JVCTAaHIIMOHHYIO OJOKHUPOBKY YMOJHOMOYEHHBIH pPaOOTHHK
banka cBsa3bpiBaeTca ¢ YnosHOMO4YeHHbIM IIpencraBurenem
KnmenTa ¢ ucnonp30BaHHEM KOHTAKTHBIX JaHHBIX TAKOTO JIHLIA,
yKa3aHHbIX YmonmHoMouyeHHbIM [IpeacraButenem Kimenra B
3aspnennn Ha npuoOperenue/m3menenne bIl u 3asBieHun o
NPUCOCIUHEHNH K PermaMeHTy, nmpu 3ToM, Y IOJIHOMOYEHHBIH
[IpencraButens Krnmenra JIOJDKEH COOOIINTh
YIOJIHOMOYEeHHOMY paboTHHKY baHka cBeneHus, HeoOXoauMBbIe
Uil ayTeHTUQUKAUMK  YTIOJIHOMOUYEHHOTO MPEACTaBUTEN
Knuenra.
8.3.2 Tlopsaok OmokupoBku pocrymna k Cucreme [1bO mpu

JIUYHOM  oOpamieHnn  YToJHOMOYeHHOTOo [IpesacraBurens
Kiuenta B bank:
8.3.2.1 YnoaHoMOYEHHOMY [Ipencrasuremnto Kiuenra

HE00X0IMMO 00paTUThCa HerocpeICTBeHHO B oduc banka, mo
€ro IPUANIECKOMY aJPeCy, C COOTBETCTBYIOIINM MUCbMEHHBIM
3asBJIeHUEM o OiokupoBanuu poctyna k Cucreme /[IBO,
MOANMCAaHHBIM TakuM JUIOM. OTHOBpPEMEHHO C 3alpOCOM
VYnonnomouennnlt  IlpencraBurens  Kimenta — gomxeH
MIPEIOCTaBUTh JOKYMEHTHI, YIOCTOBEPSIOIINE €r0 JIUYHOCTh U
MTOATBEPIKIAIOIINE €T0 TIOJTHOMOYHSL.

8.3.2.2 INomaua 3ampoca Ha OJIOKUPOBKY joctyna Kk Cucreme
JAbO VYnonnomouenHoro Ilpencrasurens Knuenra BozMo)kHa
TOJIBKO B TeueHue OnepanioHHOTO BpeMeHn baHka.

8.4 BnokupoBka JocTyna OCYIIIECTBISIETCA
HE3aMEUINTENIBHO TOCJIE  TOJY4YEHUS COOTBETCTBYIOILETO
3ampoca u ayTeHTH()HUKAIIH YTOTHOMOYEHHOTO

[Ipencrasurens Knuenta bankoM, npy yCIOBUM €T0 MOy YEHUS
Bankom B OmnepanuonHoe Bpems. B ciydae, ecnu 3anpoc ObLt
nonydeH bankom 3a npeaenamu OnepalMOHHOIO BpPEMEHU,
Takoi 3ampoc OymeT obpaboraH, a goctyn Kk Cucreme JIBO
3a0J10KHpoBaH, B OnepaioHHOE BpeMs OJIKaiIero 3a JaToi
MOJy4YeHus Takoro 3anpoca bankom Pabouero mus.

using the Electronic Signature without the consent of
the Client's Authorized Person;

8.1.3. replacement of the Card of specimen
signatures and seal impression and/or the Agreement
on the Combination of Electronic Signatures, when
executed in accordance with the Rules;

8.1.4. termination or change of powers or data of the
Client's Authorized Person;

8.1.5 change of the Subscriber number of the Client's
Authorized Person;

8.1.6. loss of Authentication Data, Temporary, One-
time and Static passwords;

8.1.7. Failure to submit or submission of unreliable
information and documents requested by the Bank,
including for the purpose of complying with the
requirements of the legislation of the Russian
Federation and regulatory acts of the Bank of Russia;
8.1.8. identification by the Bank of a transaction
corresponding to the signs of money transfer without
the Client's consent or suspicion of such transaction by
the Bank of Russia;

8.1.9 sending an Application by the Client to block
access to the RBS System.

8.2.  Access to the RBS System is blocked to all
Authorized Persons of the Client upon occurrence of
the events specified in subclauses 8.1.3, 8.1.7, 8.1.8.
8.3. The Client has the right to block access to the RBS
System, in cases not related to compromise, or
suspected of compromising the electronic signature.
8.3.1 Procedure for blocking access to the RBS System
by remote means:

8.3.1.1 In order to remotely block access to the RBS
System, the Client's Authorized Person must contact
the Bank with a corresponding request using the
following contact details: dbo@131.ru or using the
RBS System, with the indication of the data of the
Client's Authorized Person, allowing to establish his
identity. To process the request for remote blocking,
the authorized employee of the Bank contacts the
Client's Authorized Person using the contact details of
such a person specified by the Client's Authorized
Person in the Application for the
purchase/Modification of the PS and the Application
for joining the Regulations, and the Client's Authorized
Person must inform the authorized employee of the
Bank of the information necessary for authentication of
the Client's Authorized Person.

8.3.2. Procedure for blocking access to the RBS
System when the Client's Authorized Person addresses
the Bank in person:
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8.5 [Topsimok BoccranorieHus noctymna k Cucreme JIbO:
B cnyuae, ecam ocHoBaHmeM sl OJOKHPOBKM JOCTyNa K
Cucreme [IbO mociyXwiau o0OCTOSTENhCTBA, yKa3aHHBIC B
m.8.1.2-8.1.6, 8.1.9 pa30a0KHMpOBKAa BO3MOKHA  IIOCIIEC
monydyeHus: baHkoM mHUChMEHHOTO oOpamieHus (3asBICHHUS O
CMCHE JIOTUHA W/WJIU CTaTUYECKOTO TNapois/pa30IOKUPOBKY
nocryna B cucteme JIbO) Ynomaomouennoro [Ipencrasurens
Kimenra npu nnaHoM nocereHuu odrca banka. @opma Takoro
3asBIeHUs ompezensercs baHnkoM u pa3meleHa Ha pecypce
https://131.ru/contracts u B oduce banka. OqHOBpEeMEHHO C
obpamennemM YmonHoModeHHBIH IIpemcraBurens Kimenta
JOJDKEH TIPEIOCTaBUTH JIOKYMEHTHI, YAOCTOBEPSIOIIAE €ro
JIUYHOCTD U MOATBEPKAAIOIINE €TO MOJTHOMOYHS U:

a) [Ipu ucnonszoBanun YHOIII nmpoBeaenHoit mpoueyps
BHEIUTAHOBOW  CMEHBl  cepTH(duKara KIOYa IPOBEPKHU
ONeKTPOHHON TMOANMHMCH B COOTBETCTBUM C pasjenoM 9
Hacros1ero Perimamenra;

b) ITpu KCTIOIB30BaHUK POCTOH DIEKTPOHHOM ITOIITHCH:
CMEHBI Cratuueckoro apois YN0IHOMOYEHHOTO
[pencraButens Knuenta B coorBercTBHH ¢ 11.3.13 Pernamenra;
CMEHBI AOGOHEHTCKOTO HOMEpA YN0IHOMOYEHHOTO
[IpencraButens KinenTa B cinydae yrepu u/uia IpeKpamieHus
JIOCTYyTIa K HEMY.

C) IIpu HCTIOJIb30BaHUU MoOubHOM TOJATINCH
MpOBeJIeHHON cMeHBI CTaTHYECKOTO Mapoyisi B COOTBETCTBUH C
n.3.13 M cMeHe  Kkmoua  MoOOWIBHOM — moamucu
Ynonmaomouennoro IpencraBurens Knuenara B COOTBETCTBUU C
1.6.3 PeryiamenTa.

8.6 B cnyuae, ecnu ocHOBaHMEM /1715t OJIOKUPOBKHU JOCTYTIA
k Cuctreme JIBO mnociyxunu o0CTOATENbCTBA, YKa3aHHbIE B II.
8.1.6 pa30JOKUpPOBKA BO3MOXXHA B COOTBETCTBUHM C 1. 3.13
JucraHnyoHHas pa30JIOKMPOBKa B COOTBETCTBMM ¢ 1. 3.13
BO3MOJKHA MPH OTCYTCTBUU y baHKa OCHOBaHWH IMOJIaraTh, 4TO
CpenctBa TOATBEPXKACHUS DJIEKTPOHHOTO JOKYMEHTa CTalld
W3BECTHBI HEYTTIOJTHOMOYEHHBIM TPETHUM JIHIIAM.

8.7 B cnyuae, ecnu ocHOBaHMEM /1715t OJIOKUPOBKHU JOCTYTIA
k Cucreme JIBO mocmyxuinu 0OCTOATENBCTBA, YKa3aHHBIC B
11.8.1.8 pa300KMpOBKa BO3MOJKHA ITOCIIE MOJyueHUs: baHkom ot
Knuenta moxarBepkieHWss BO30OOHOBIECHHUS  COBEPILICHUS
ofepanyy, COOTBETCTBYIOIEH MpHU3HAKaM OCYIIECTBICHUS
mepeBofia JEHEeXHBIX cpencTtB 0Oe3 cormacus Kimenra,
ycTaHoBJIeHHBIM bankom Poccum, mbo mo ucTeueHHH OBYX
pabouux aHel mocie AHA NPUOCTAHOBJICHHS MTPU HETIONYYSHUN
TaKOT0 MOJITBEPKICHMUS.

8.8 B cnyuae, ecnu ocHOBaHMEM J1J1si OJIOKUPOBKHU JOCTYTIA
k Cucreme [IbO mociyXwin OOCTOSTENBCTBA, YKA3aHHBIE B
m.8.1.7, mocryn k Cucreme JIBO B0300HOBsETCS MOCIHE
MPENICTABICHUS CBEICHUN W JOKYMEHTOB, 3alpalliiBacMbIX
bankowm. JIOKyMeHTHI MPEIOCTABIAIOTCA Knuentom
OTBEeTCTBEHHOMY PabOTHHKY IO IOPHUANYECKOMY aapecy banka
B TeueHue OnepariioHHOro BpeMeHu banka.

8.3.2.1. The Client's Authorized Person applies directly
to the Bank's office, at the Client's legal address with a
corresponding written application for blocking access
to the RBS System signed by this person.
Simultaneously with the request, the Client's
Authorized Person provides documents proving his/her
identity and authority.

8.3.2.2. Submission of a request to block access to the
RBS System of the Client's Authorized Person is
possible only during the Bank's Operating Time.

8.4.  Access blocking is carried out immediately
after receipt of the relevant request by the Bank,
provided that the request is received by the Bank
during the Operating Time. If a request has been
received by the Bank outside of the Operating Time,
such request shall be processed and

access to the RBS System blocked during the
Operating Time of the Business Day closest to the date
of receipt of such request by the Bank.

8.5. Procedure for restoring access to the RBS
System:

If the reason for blocking access to the RBS System is
due to the circumstances specified in clauses 8.1.2-
8.1.6, 8.1.9, unlocking is possible after the receipt of a
written application (Application for Change of Login
and/or Static Password/Unlocking Access in the RBS
System) from the Authorized Person of the Client by
the Bank when the Authorized Person of the Client
personally visits the Bank's office. The form of such
application is determined by the Bank and is available
at https://131.ru/contracts and in the Bank's office. The
Client's Authorized Person submits the documents
proving his/her identity and confirming his/her
authority simultaneously with the application and:

a) In the case of an unscheduled change of the
electronic signature verification key certificate in
accordance with Section 9 of these Regulations;

b) When using a simple Electronic Signature:
change of the static password of the Client's
Authorized Person in accordance with Clause 3.13 of
the Regulations; change of the Client's Authorized
Person Subscriber Number in case of loss and/or
termination of access to the Client.

¢) When using the Mobile Signature of the carried out
change of the Static password in accordance with
clause 3.13 and the change of the Mobile Signature key
of the Authorized Representative of the Client in
accordance with clause 6.3 of the Regulations.

8.6 If the circumstances specified in clause 8.1.6 serve
as the basis for blocking access to the RBS System,
unlocking is possible in accordance with clause 3.13
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9 MOPAJOK JEVCTBHUM B CJTYUAE
KOMITPOMETAIIAU WU ITOJO3PEHUMA HA
KOMITPOMETAIIAIO SJIEKTPOHHOM
HOANUCH

9.1 [Ipu BeIIBRCHUU omnoit n3 Cropon Kommpomeranuu
DJNEeKTpOHHOH MOANHCH WIM €€ NPHU3HAKOB (ITOJO3PEHHIA),
BeLsIBUBIIAst CTOpOHA yBeOMIISIET 00 ATOM Apyryro CTOpOHYy.
9.2 Bank yBenomisier KieHTta o HaCTyIIeHUH yKa3aHHBIX
B m. 8.1 Pernmamenra oOCTOSITEIhCTBAX JFOOBIM JIOCTYITHBIM
0aHKy crmocoboM, WCTIONB3YyS WMEIOIINECS B PaCHOPSDKEHUH
banka xoHTakTHBIE HaHHbIe KineHnTa, paHee npenocTaBieHHbIE
Knuentom.

9.3 KimenT yBegomisier bank o HACTYIUIEHUH YKa3aHHBIX
B 1. 8.1 Permamenra o0cCTOATENLCTBAX JIOOBIM U3
HUKETIEPSUNCIICHHBIX CIIOCO0OB:
e [IucemenHoe
KOMITPOMETAIIHH Ha
HocuTene (mepemaerci B
banka);

YBenomiieHue 0
OyMaXHOM
oduce

e (CkaHMpOBaHHAs KOIHUS MHCBMEHHOTO
YBenmomieHHST O  KOMIIPOMETAITUH,
MepelaHHoe Ha SJIEKTPOHHBIN anpec
Bbanka: dbo@131.ru. Knuenr o6s3an
MpeICcTaBuTh B baHK OpuUruHai Takoro
YBegoMeHuss 0O KOMITPOMETAIlMA Ha
OyMa)XHOM HOCHTENEe B TEYeHHE 2
(IByx) Pabounx nuei.
dopma VBegomnenus 0 KOMIIPOMETAIU!
ompenenseTcss baHkoM W pa3MerieHa Ha pecypce
https://131.ru/contracts u B oduce banka.
9.4 C momenTa nonmyuenus bankom yBenomienns Knnenra
WK BhIsIBIEHUST baHKOM OOCTOSTENBCTB, YKa3aHHBIX B 1. 9.1
Pernamenta, gmoctynm Kiumenta (ero YMOTHOMOYEHHBIX
[pencrasuteneii) k Cucreme JIBO Giokupyercst 10 MOMEHTa
pa30JIOKUPOBKYM Takoro JjaocTtymna. KimeHT yBemomiieH w
corilaceH, 4ro baHK He HeceT OTBETCTBEHHOCTH, BKIIIOYas
(uHaHCOBYIO, 32 M000H (QakT OIOKUPOBKH Jnoctyna KineHra
u/mnu ero YmnomHoMoueHHBIX llpencraBureneit k Cucreme
JbO, B cBsi3u ¢ Tem, uTo jaelicTBus baHka 1o OIOKMPOBKH
noctyna k Cucreme JIBO mnHampaBnensl Ha obecriedeHne
COXpaHHOCTHU cpecTB Ha Cuerte, 3anmury uHTepecoB Kinenra u
HEJIOMyIIEHUI0 MOIIICHHUYECKUX OTIePaIfii U MPAKTHUK.

9.5 C wmomenta HampasneHusi Kimentom banky wnum
nony4enusi Kinuentom ot banka yBenomieHus: 0 HACTYIUICHUH
ykazaHHbIX B 1. 9.1 Pernmamenta oOcrositenbcTBax, KieHT He
BIIPaBE HCIOJIB30BaTh CKOMIPOMETHPOBAHHYIO DIIEKTPOHHYIO
noanuch (ee KIOY W/HIM CcpeacTBa)/ AyTeHTH()UKAMOHHbIE

nanHele/ AOGOHEHTCKM ~ HOMep. B ciaywae  mroboro
HCTIOJIb30BaAHUS Knuentom TaKon DIIeKTPOHHOU
noanucu/AyTeHTU(HUKAITMOHHBIX JaHHBIX/ AOOHEHTCKOTO

HOMCpa MocCJji€ HACTYIJICHUSA YKAa3aHHBIX B HACTOAMICM ITYHKTC
COOBITHI KJIHMEHT CaMOCTOSITEJIbHO HECeT PUCK HACTYIIJICHUA

Remote unlocking in accordance with clause 3.13 is
possible if the Bank has no reason to believe that the
Means of confirming the Electronic Document have
become known to unauthorized third parties.

8.7. If the reason for blocking access to the RBS
System is due to circumstances specified in clause
8.1.8, unblocking may be possible after the Bank has
received confirmation from the Client that a transaction
has been resumed that corresponds to the signs of
money transfer without the Client's consent, as
established by the Bank of Russia, or two business
days after the day of suspension when such
confirmation is not received.

8.8. In the event that the reason for blocking access
to the RBS System is due to the circumstances
specified in 8.1.7 access to the RBS System is resumed
after the submission of the information and documents
requested by the Bank. The documents are provided by
the Client to the Responsible Employee at the Bank's
legal address during the Bank's Operating Time.

9 THE PROCEDURE IN THE EVENT OF
COMPROMISE OR SUSPICION OF
COMPROMISE OF AN ELECTRONIC
SIGNATURE

9.1.  The identified Party notifies the other Party if
one of the Parties identifies the Electronic Signature
Compromise, or its signs (suspicions).

9.2.  The Bank notifies the Client of the occurrence
of the circumstances specified in clause 8.1 of these
Regulations by any means available to the Bank, using
the contact details of the Client previously provided by
the Client.

9.3.  The Client notifies the Bank of the occurrence
of the circumstances specified in clause 8.1 of the
Regulations by any of the following means:

. Written Notice of Disclosure in hard copy (to
be sent to the Bank's office);
. A scanned copy of the written Disclosure

Notice sent to the Bank's e-mail address: dbo@131.ru.
The Client submits the original of such Paper
Disclosure Notice to the Bank within 2 (two) Business
Days.

The form of the Disclosure Notice is
determined by the Bank and is available at
https://131.ru/contracts and in the Bank's office.

9.4.  The Client's (their Authorized Persons') access
to the RBS System is blocked until such access is
unblocked from the moment the Bank receives the
Client's notification or the Bank finds out the
circumstances specified in clause 9.1 of these
Regulations. The Client shall be notified and agree that
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HEONarompHUATHBIX TOCICICTBHNA JIi HEro, B TOM 4YHCIC
MPaBOBBIX U (UHAHCOBBIX.

9.6 PazonokupoBka  moctyma  k  Cucreme 1O
OCYIIECTBIISIETCSl B COOTBETCTBHUM C 1. 8.6 HacTosIero
Pernamenta npu mnonydyeHnn bankoM VYBemomieHus o
KOMITPOMETAINU Ha OyMaKHOM HOCHTEIIE.

10 MOPSJIOK MPOBEJAEHMS BHEILJIAHOBOM
CMEHBI CEPTU®UKATA KJ/JIIOYA [TPOBEPKUN
JIEKTPOHHOM MOJANMUCH

10.1 VkazaHHBId  pa3gen  NOPUMCHSETCS B Ccilydac

ucrionp3oBanuss  Kiowmentom  (ero YITOJHOMOYECHHBIMH

[IpencraBuTensMu)  yCHJICHHBIX  HEKBaJTH(UIIMPOBAHHBIX

OnekTpoHHBIX Tonnucedd. BuemmanoBas cMena Kiroueit

ONeKTpoHHOW mnonnucu YnoiaHomouyeHHoro IIpeacraButens

Kmuenra m coorBerctBytommx uM CepTHHHUKATOB KIOYa

MIPOBEPKU DIEKTPOHHOM MOANKCH BBIIIOJIHAETCS B ClIy4ae:

— ycraHoBieHHoro ¢akra Kommpomeramuu OneKTpoHHON
MOJIKUCH WIH TTOJJO3PEHUN Ha 3TO;

— HU3MCHCHUS PCTUCTPALMOHHBIX JaHHBIX YoIHOMOYEHHOTO
[IpencraButens Knuenra;

— HWCTEYEHUS CPOKa JIECHCTBUS cepTU(HUKATA KIF0Ya MPOBEPKU
3JIEKTPOHHOM MOIINCH;

— BbIxoja u3 crpost GKH.

10.2 llocne momyuenuss bankom  YBemomieHuss 0
KOMITPOMETAIIMU Bank OT3bIBAET Cepruduxar
CKOMITPOMETUPOBAHHOTO  KIIF0Ya TMPOBEPKH  AJICKTPOHHOM

MOMAIMCH, TYTEM TIOMEIIeHHsS €ro B CIHCOK OTO3BaHHBIX
ceprudukaros Cuctemsl JJBO.

10.3  Jlns BBIYCKa HOBOTO KITFO4a DJIEKTPOHHON MOANUCH H
cooTBeTcTByIomero emy Ceprudukara KIOYa TPOBEPKHU
ONEeKTPOHHOW TOAIUCH YTOJMHOMOYEHHBIH [IpenacraButens
KnuenTa nmuuno oOpamaercs B oduc banka c 3asBieHreM Ha
Beimyck Ceprudukara Kirouya TMPOBEPKU  DIEKTPOHHON
MOANIMCU B CBOOOMHOW (hopMe M B yKa3aHHOM B paszjene 4
Hacrosmero  PermameHTa ToOpsSOke C  MPEIOCTaBICHHEM
JOKYMEHTOB,  YAOCTOBEPSIIOIIMX  €ro  JUYHOCTh U
MOATBEP>KIAIOIIUE €TI0 MOJTHOMOYUSL.

11 MOPSIJOK PACCMOTPEHUS KOH®JINKTHBIX
CUTYAIIUH

111  Ilpouenypa nNpOBEpPKH HOMIUHHOCTU ODIEKTPOHHON
MOJIITMCH BBITIONHSIETCS IO WHUIMaTHBe banka mim Kiuenra.
Ilon mnponenypoil MpoBEpKM MOAJUHHOCTH OJIEKTPOHHOM
noanucu, npu oOMeHe Mexnay bankom u  Kimentom
OJEKTPOHHBIMH JOKYMEHTaMHU C MCIOJb30BaHUEM CHCTEMBI
JBbO, moanucaHHBIMA DJIEKTPOHHON TOIHCHI0, TOHUMAETCS
BO3HHKHOBeHHE Y banka mnu Knrenta coMHeHHH, CBA3aHHBIX C
HETIPU3HAHUEM aBTOPCTBA U (MJIH) METTOCTHOCTH DJIEKTPOHHOTO

the Bank shall not be responsible, including
financially, for any fact of blocking the Client and/or
its Authorized Persons' access to the RBS System due
to the fact that the Bank's actions aimed at blocking the
access to the RBS System are aimed at ensuring safety
of funds in the Account, protection of the Client's
interests and prevention of fraudulent transactions and
practices.

9.5.  The Client may not use the compromised
Electronic Signature (its key and/or
means)/Authentication Data/Subscriber Number as
soon as the Client has sent or received a notice from
the Bank of the occurrence of the circumstances
specified in clause 9.1 of the Regulations. In the event
that the Client uses such Electronic
Signature/Authentication Data/Subscriber Number
after the events specified in this clause, the Client shall
bear the risk of adverse consequences, including legal
and financial ones, for the Client.

9.6. RBS System access unblocking is performed
in accordance with cl. 8.6 of these Regulations upon
receipt by the Bank of a Notice of Compromising on
Paper.

10 PROCEDURE FOR UNPLANNED
CHANGE OF THE ELECTRONIC SIGNATURE
VERIFICATION KEY CERTIFICATE

10.1.  This section applies when the Client (its
Authorized Persons) uses enhanced non-certified
Electronic Signatures. Unscheduled change of the
Electronic Signature Keys of the Client's Authorized
Person and the corresponding Electronic Signature
Verification Key Certificates is performed in case of
the established fact of Compromising the Electronic
Signature or suspicion thereof, in case of change of the
registration data of the Client's Authorized Person and
in case of:

- the established fact of Compromising the Electronic
Signature or suspicion of it;

- changes to the registration data of the Client's
Authorized Person;

- expiration of the electronic signature verification key
certificate;

- failure of the FKM.

10.2. The Bank revokes the Certificate of the
compromised electronic signature verification key by
publishing it on the list of revoked RBS certificates
upon receipt by the Bank of a Disclosure Notice.

10.3.  The Client's Authorized Person personally
applies to the Bank's office for the issue of a free form
Electronic Signature Verification Key Certificate
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JOKYMEHTa,  MOJMUCAHHOTO  ODJIEKTPOHHOM
Ynonnomouennoro IlpeacraBurens Knuenra.
11.2  CropoHsl npu3HaOT WHGOPMAIIUIO, COACPKALLYIOCS B
MPOrpaMMHO-aNMapaTHBIX CPEICTBAX M CHCTEMHBIX KypHaJlaX
banka, moctaToyHOM Il MPOBEPKHA MOMJIMHHOCTH MPOCTOM
ONeKTpOHHONM MOANMMCH B DJIEKTPOHHOM  JOKYMEHTE.
[lonTBepxaeHre  MOATMHHOCTH  MPOCTOM  DIEKTPOHHOU
MOAIMCH B DIEKTPOHHOM JJOKYMEHTE OCYIIECTBIISIETCS MyTeM
COTIOCTABJIEHUS  JIaHHBIX, YKa3aHHBIX YTIOJTHOMOYEHHBIM
[IpencraButenem Knmenta B HacTpoHKax HCHONb30BAaHUSA
npoctoii DnekTporHor moamucu B Cucreme J1bO, 1 JaHHBIX,
MIPUCBOEHHBIX OCIIAPHBAEMOMY OJIEKTPOHHOMY IOKYMEHTY B
Cucteme /IbO, nonyuennomy bankom, a Taxke HHGOPMALIUH B
CUCTEMHBIX XypHajax baHka, B COOTBETCTBHU C MPOIEAYPOH,
npuBenenHoi B 11.11.11 HacTosmero PermamenTa.

MHOAITACEHIO

11.3  TloarBepxaeHue MO JIMHHOCTH YCUIICHHOM
HEKBATU(UITPOBAHHOK OIEKTPOHHOU MOANUCH B
DJEeKTPOHHBIX  JOKYMEHTax OCYILECTBIISIETCS.  IIyTEM
MPOBEPKH  COOTBETCTBYIOLIUM  CPEJICTBOM  3JIEKTPOHHOU
NOJNKMCU C Hucnojib3oBaHueM CepTudukara Kiroya MPOBEPKH
3JIEKTPOHHOM MOJANUCH MPUHAIJIEKHOCTH TaKOW DJIEKTPOHHOU
MOANUCH B OJEKTPOHHOM JIOKyMEHTE YIIOJIHOMOYEHHOMY
IIpencraButento Knuenra (Bmagenslly ceprudukara) Hu
OTCYTCTBHUS UCKXKEHHUH B MOAIMUCAHHOM JaHHOU DIEKTPOHHOMN
MONMUCHI0 DJIEKTPOHHOM JOKYMEHTE, B COOTBETCTBUU C
npoueaypoi, mpuseneHHoH B 11.11.10 Hactosmero Pernamenra.

114 TIlpouenypa nNpoBEpPKH HOMJIUHHOCTH OJIEKTPOHHOU
MIOJITIMCH, TPU 0OMeHe DIEeKTPOHHBIM ToKyMeHTaMu KiinenTom
n bankom c¢ wucnome3oBanuem Cucremsl /IbO, B ciydae
npuMeHeHus: KinueHToM ycuiieHHOH HeKBaM(HUIUPOBAHHOM
ONEeKTPOHHON MOJNUCH OCHOBBIBA€TCS Ha MaTeMaTHYECKHX
CBOMCTBAaX aJIrOpPUTMA JIEKTPOHHOM IIOJIINCH, PEATM30BAHHOTO
B COOTBETCTBHMHM C aKTyaJbHbIM cTaHzapTtoM Poccuiickoi
depnepannu I'OCT P 34.10-2012, rapaHTHPYIOIIUMHU
HEBO3MOKHOCTh MOJUIENTKH 3HAYEHUS YCHIJIEHHOU
HEKBANU(UIMPOBAHHONH  DJEKTPOHHOHW IMOAMHUCH  JIIOOBIM
JUIOM, HE OO0JIaJaroIUM KIIOYOM TaKOW DIIEKTPOHHOM
moamucu. Mrtorom paspemeHus KOH(DPIUKTHOW CHUTyaluu
ABIsieTCs TMOO0 AOKA3aTEeNbCTBO MOUIMHHOCTH, LIETOCTHOCTH U
aBTOPCTBA OCTIAPUBAEMOI0 DJIEKTPOHHOIO ToKyMeHTa Knuenty
(ero YoTHOMOYEHHOMY [IpencraBurento), 6o
ycraHopneHne (akra mnpuemMa bBaHKOM — HCKaXEHHOTO
ONEeKTPOHHOTO JOKYMEHTA.

115 Ha cnyyaii BO3HUKHOBEHUsI criopoB baHk obecnieunBaet
XpaHeHHE B TEYEHHE YCTAHOBJCHHBIX 3aKOHOIATEIIHLCTBOM
Poccuiickoii denepauu CPOKOB B CHEIMATLHON 0a3e JaHHBIX
ONEeKTPOHHBIX JOKYMEHTOB B BHUJE €IMHHII XPAHEHUS, KaKaas
M3 KOTOPBIX BKIJIIOYAET JaHHbIE OJIEKTPOHHOTO JOKYMEHTa,
CTPOKH OJEKTPOHHOM MOJIMUCH C TapaMeTpaMu YCHIEHHOH
HEKBaTU(UIMPOBAaHHON DJeKTpoHHOU moanucu, Ceprudukar
KJIIOYa OPOBEPKH 3JIEKTPOHHOM MOJANUCH YTIOJTHOMOYEHHOTO
IIpencraButens KiueHnTta, MCHoOib30BaHHBIA NpPU CO3JaHUH
YCUJICHHOW HeKBanu(UIUPOBaHHONH OJIEKTPOHHOH MOJINCH,

according to the procedure specified in Section 4 of
these Regulations, with the provision of documents
proving his/her identity and confirming his/her
authority in order to issue a new Electronic Signature
Key and a corresponding Electronic Signature
Verification Key Certificate.

11 THE PROCEDURE FOR DEALING
WITH CONFLICT SITUATIONS

11.1.  The procedure for authenticating the Electronic
Signature is performed on the initiative of the Bank or
the Client. The Electronic Signature Authentication
Procedure means the occurrence of doubts by the Bank
or the Client related to non-recognition of authorship
and/or integrity of the Electronic Document signed
with the Electronic Signature of the Authorized Person
of the Client, when electronic documents signed with
the Electronic Signature are exchanged between the
Bank and the Client using the RBS System.

11.2.  The Parties acknowledge the information
contained in the Bank's hardware and software tools
and system logs sufficient to verify the authenticity of
a simple Electronic Signature in an Electronic
Document. The simple Electronic Signature in the
Electronic Document is authenticated by comparing
the data specified by the Client's Authorized Person in
the settings for the use of the simple Electronic
Signature in the RBS System with the data assigned to
the contested Electronic Signature in the RBS System
received by the Bank and the information in the Bank's
system logs in accordance with the procedure set out in
clause 11.11 of these Regulations.

11.3.  Authentication of the enhanced non-certified
Electronic Signature in Electronic Documents is
performed by means of verification by the appropriate
electronic signature means using the Key Certificate of
verification of the electronic signature belonging to
such Electronic Signature in the Electronic Document
to the Client's Authorized Person (certificate holder)
and no distortion in the Electronic Document signed by
such Electronic Signature in accordance with the
procedure set out in clause 11.10 hereof.

11.4.  The procedure for verification of the
Electronic Signature authenticity is based on the
mathematical properties of the electronic signature
algorithm implemented in accordance with the current
standard of the Russian Federation GOST R 34.10-
2012, which guarantees the impossibility of forging the
value of the enhanced non-certified Electronic
Signature by any person who does not possess the key
of such electronic signature, when the Client and the
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ncropuro Hactpoek Cucrembl JIBO nmns  uCmoib30BaHMS
MPOCTON DJISKTPOHHOW TIOANMCH B CHCTEMHBIX JKypHAJIax

banka, a Ttak xe ganHHbie CpeACTB MOATBEPKIACHUS
ONEeKTPOHHBIX JAOKYMEHTOB, WCIOJIB30BAaHHBIE IIPH CO3JaHUHU
MpoCcTOl  DJIEKTPOHHOM  TOANMMCH B OCHApHBAEMOM

DeKTpOHHOM JOKyMeHTe. baHk o0ecreunBaeT 3auTy JaHHbIX
OT BO3MOXXHBIX HMCKaXXCHHWH B TMpolecce XpaHeHus. baHk
obecrieunBaeT XpaHEHHE IOIydeHHoro bankom 3ampoca
Knunenta Ha wsroroBnenue nepBoro Ceprudukara Kioya
MPOBEPKHU JIEKTPOHHOU MOANIUCH B OyMaxkHOH (opme.

116 B ciryJae TUCTaHITMOHHOTO obparmeHus
VYnonnomouenHoro [Ipencrasurens Knuenra ajist mepeBblmycka
CeprudukaTa KI09a MPOBEPKH JICKTPOHHOW MOANHCH baHk
o0ecrieunBaeT XpaHEeHHE MOJYyYEeHHOro baHkoM NoAnMcaHHOro
YnonnomouennsiM IlpencraButenss Kimenra 3ampoca Ha
nzrotosienne CepTudurkata Kito4a MPOBEPKH AIEKTPOHHOM
MTOJIITUCH B SJICKTPOHHOH opme.

11.7 llpomemypa TpOBEpKH MOIMHHOCTH OJIEKTPOHHOU
MOJNKCH, MpH OOMEHe DICKTPOHHBIMH JOKYMEHTaMH C
HCIIOJIb30BaHUEM Cucremsbl JBO BBITIOJTHACTCS
CornacutrenbHOM KOMHUCCHEH, B COCTaB KOTOPOH BXOMST
Ha/JIeKAIUM  00pa3oM  YIMOJHOMOYEHHBIE MPEICTaBUTEIH
00enx CTOpPOH (He MEHee JIBYX YeNOBEK OT KaKJOH CTOPOHBI).
Ilo cormameHuro CTOPOH B COCTaB KOMHCCHU MOXET OBITH
BBCICH HE3aBUCHUMBII OKCIICPT.

118 B caywae, ecnu ocnapuBaeMblii  DIIEKTPOHHBIN
JOKYMEHT  SIBISETCSl  4YacTblO  MakeTa  ODJIEKTPOHHBIX
JIOKYMEHTOB,  TO  TpoUexypa  HpPOBEPKH  IOJIHCH

OCYHIECTBIACTCA MO IMaKETOM SJIGKTPOHHLIX JOKYMCHTOB, B

COCTaB, KOTOPOTO BXOIUT OCHAPUBAEMbIH JIEKTPOHHBIH
JTOKYMEHT.
119  TIlopsinok pa3penieHHs KOH(PJIMKTHOH CUTYalNu.

11.9.1. B cny4yae BOBHUKHOBEHHsI HEOOXOJUMOCTH B
MIPOBEJICHUH TPOLEAYPHl TMPOBEPKHU TOMITUHHOCTH
DJIeKTPOHHOM NOAMNHCH, TPH 0OOMEHE DJIEKTPOHHBIMU
JOKyMeHTamMH c ucnoib3zoBanueM Cucremsl JBO,
Y10IHOMOYEHHBIN IIpencraBureins Kinenra
npencTaBisieT  baHKy — NHCBMEHHOE — 3asiBIICHUE,
coJieprKalllee CyIIEeCTBO MPETEH3UH C yKa3aHHUEM Ha
DONeKTpOHHBIN JOKYMEHT, KOTOPbIil OH OCIIapHBaeT.
11.9.2 bank u KimeHt nomkHBI B TeueHHWe He Ooliee
naTH  pabouux OHEH OT Jarel mpuemMa baHkom
3asBieHust Knuenra cpopmupoBars CorinacuTenbHyIo
KOMHCCHIO JIJISl €TO PACCMOTPEHUSI.

11.9.3 CorntacurenbHas KOMUCCHS JOJDKHA 3aKOHYUTH
CBOIO paboTy B TeueHue 14 pabouux JAHEW ¢ MOMEHTa
€€ CO3JIaHws.

11.9.4 Pemenne CornacurellbHOW  KOMHCCUH
MIPUHUMAETCS OOJNBUIMHCTBOM rOJIOCOB ee
YYaCTHUKOB, OOPMIIIETCS aKTOM M IOAIMUCHIBAETCS
BCEMH YJICHAMH KOMHUCCHH.

11.95 B cnyuae, ecniu CTOPOHBI HE TPHULIUIA K
B3aMMHOMY COTJIAIIEHUIO WJIHM B CIy4dae OTKaza OT

Bank exchange Electronic Documents using the RBS
System, in case the Client applies the enhanced non-
certified Electronic Signature. The result of the conflict
resolution is either proof of authenticity, integrity and
authorship of the disputed Electronic Document to the
Client (its Authorized Person) or establishment of the
fact of acceptance of the distorted Electronic
Document by the Bank.

11.5.  Inthe event of a dispute, the Bank ensures the
Electronic Documents are stored in a special database
in the form of storage units, each of which includes
data from the Electronic Document, lines of the
Electronic Signature with the parameters of the
enhanced non-certified Electronic Signature, within the
time limits established by Russian legislation,
Certificate of the electronic signature verification key
of the Client's Authorized Person used in creating the
enhanced non-certified Electronic Signature, history of
settings of the RBS System for using the simple
Electronic Signature in the Bank's system logs, as well
as data of the Electronic Document Validation Tools
used in creating the simple Electronic Signature in the
disputed Electronic Document. The Bank ensures the
protection of data against possible distortions in the
storage process. The Bank ensures that the Client's
request received by the Bank to produce the first
Electronic Signature Verification Key Certificate is
stored in paper form.

11.6. The Bank ensures the request for the electronic
signature verification key certificate received by the
Bank and signed by the Client's Authorized Person is
stored in electronic form in the event of remote access
of the Client's Authorized Person for the reissue of the
electronic signature verification key certificate.

11.7.  The procedure of verification of the
authenticity of the Electronic Signature is performed
by the Conciliation Commission consisting of duly
Authorized Persons of both parties (at least two
persons from each party), when exchanging the
Electronic Documents using the RBS System. An
independent expert may be introduced to the
Commission upon agreement of the Parties.

11.8. Inthe event that the disputed Electronic
Document is part of the Electronic Document Package,
the signature verification procedure is performed under
the Electronic Document Package, which is part of the
disputed Electronic Document.

11.9. Procedure for resolving a conflict situation.
11.9.1 If there is a need to carry out the procedure for
verifying the authenticity of an Electronic Signature,
when exchanging Electronic Documents using the RBS
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I0OPOBOJIBHOTO HCIIOJTHEHHUS peleHus
CornacuTenbHOM KOMHMCCHUHM, CTOPOHBI  pEILAOT
KOH(IJIMKTHYIO CHTYallUIO B Cy/1IeOHOM MOPSIIKE.
11.9.6 Ilpu wucCHOAB30BaHUH  YIIOIHOMOYEHHBIM
IIpencraButenem KimeHta AByX BHAOB IOAINCH,
YCUJICHHOW HEKBaTHM()UIMPOBAHHOH DJIEKTPOHHON
MOANIMCH M TPOCTOM  DJIEKTPOHHOM  MOJIUCH
OTHOBPEMEHHO, WU B pa3HbIC IIEPUOJIBI, OTIPENENIATCA
BHUJ TOANKCH IO/ OCHApHBAaeMbl JOKYMEHTOM H3
CUCTEMHBIX XypHaioB Cucrems! J1BO.

11.10 TMpouenypa NMPOBEePKHU YCUJIEHHOM

HeKBATU(PUIHPOBAHHOI JJIEKTPOHHOM NMOAMKUCH.
11.10.1 Jins nmpoBepKH MPHHAAJIC)KHOCTH YCHICHHOM
HEKBATU(UIIMPOBAHHONH  DJIGKTPOHHOM  TMOJITUCH
YnonnomouennoMy IlpencraBurenmo Knuenta u
OTCYTCTBHS HUCKaKEHHH B DJIEKTPOHHOM IOKYMEHTE
u3 0asnl JaHHBIX banka YIIOJIHOMOYCHHBIM
pabotaukoMm banka m3Bnekaercsa (aiin Ceprudukara
KJII04a POBEPKU 3JIEKTPOHHOM MOJIHCH
Ynonnomouennoro IIpencrasurenss Kiuenta -
pnanenbia  Ceptudukarta  KIO4Ya  MPOBEPKU
SJEKTPOHHOM  MOANMUCH, HUCIOJIB30BAaHHBIA  IpU
CO3J1aHUU YCUJICHHOH HeKBaMU(QUIIMPOBAHHON
ONeKTpOHHONW  MOANMWCH  TOJ  OCHapWBaeMbIM
ONEKTPOHHBIM JOKYMEHTOM.

11.10.2 VYcraHaBnvBaeTcsl MPUHAIKHOCTh KIIOYa
MPOBEPKU DIICKTPOHHOM TOAIUCH, COICPIKAIIETOCS B
u3BIIeYCHHOM (haiine, Bnaaenbily Ceprudukara Kiroya
MPOBEPKU 3JIEKTPOHHOW TMOJIMUCH IO CIICAYIOUICH
nporeype:
° n3 0a3pl  JIAHHBIX  YJIOCTOBEPSIOUIEr0  LIEHTpa
usBjiekaercs mnepBuuHbI CepTHdHKAT KI0o4a TPOBEPKU
DJIEKTPOHHOW ToAmucy YnonaomoueHHoro IIpencraButens
Kmuenta - Brmagenmpna Cepruduxara Kimroda MPOBEPKH
3JICKTPOHHOMN IOANMUCH. YCTaHABIUBACTCS IMPHHAICHKHOCTh
KIIOYa TPOBEPKH  ODIEKTPOHHOW  IMOMAIMCU  BIIAJIEINBILY
CepTudukaTa Kiltoua IpOBEPKH HIEKTPOHHOH MOAINCH, TyTeM
CPaBHEHUS C KIIOYOM IPOBEPKH OJICKTPOHHOW MOJIHUCH,
ykazaHHOMY B CepTu]UKaTe MPOBEPKU KIFOYA 3JIEKTPOHHOM
MOJIMUCH B OYMa)XHOM BHUJIE, MMEIOIUMCS B PACIIOPSIKECHUH
banka. Ecaum  cooTBeTcTBHE  HE  YCTaHOBJCHO,  TO
MPUHAUICKHOCTh KIItoYa OJISKTPOHHOW TMOANKUCH JaHHOMY
Bragenblly CepTUdHUKaTa KIHOYa MPOBEPKU AIIEKTPOHHOM
noamuic — Kimenty/YnomaomodeHHoMy lIpemcraBurento
Knuenra He nmoaTBepKaaercs;

° n3 0a3pl JaHHBIX  YJOCTOBEPSIONIETO  LIEHTpa
W3BJIEKACTCS TOCICMYIOIINH 3ampoc (TIpy HAJIMYUH TaKOBOTO)
Ha CeprudukaT KIOYa TPOBEPKH JIJICKTPOHHOH TOJIHCH
YnonnomoueHHoro IlpexacraButens KiueHta - Blajenbla

System, the Client's Authorized Person submits to the
Bank a written statement containing the substance of
the claim with an indication of the Electronic
Document that he (she) disputes.

11.9.2 The Bank and the Client must, within no more
than five working days from the date of the Bank's
acceptance of the Client's application, form a
Conciliation Commission for its consideration.

11.9.3 The Conciliation Commission must complete its
work within 14 working days of its establishment.
11.9.4 The decision of the Conciliation Commission is
adopted by a majority of the votes of its participants, is
drawn up by an act and signed by all members of the
commission.

11.9.5 If the parties have not reached a mutual
agreement or if they refuse to voluntarily execute the
decision of the Conciliation Commission, the parties
shall resolve the conflict situation in court.

11.9.6 If the Client's Authorized Person uses two types
of signature, an enhanced unqualified Electronic
signature and a simple Electronic signature at the same
time, or at different periods, the type of signature under
the disputed document will be determined from the
system logs of the RBS System.

11.10. Enhanced Non-Certified Electronic
Signature verification procedure.

11.10.1 The Bank's authorised employee retrieves from
the Bank's database the file of the Key Signature
Validation Key Certificate of the Authorized Person of
the Client, the holder of the Key Signature Validation
Key Certificate, used in creating the enhanced non-
certified Electronic Signature under the contested
Electronic Document in order to verify that the
enhanced non-certified Electronic Signature belongs to
the Authorized Person of the Client and that the
Electronic Signature Validation Key Certificate file of
the Authorized Person of the Client is not distorted in
the Electronic Document.

11.10.2 The electronic signature verification key
contained in the extracted file shall belong to the owner
of the Electronic Signature Verification Key Certificate
according to the following procedure:

° the primary Key Certificate of Electronic
Signature Verification of the Authorized Person of the
Client, the owner of the Key Certificate of Electronic
Signature Verification, is extracted from the
Certification Centre database. The ownership of the
electronic signature verification key to the owner of the
electronic signature verification key certificate is
established by comparing it with the electronic
signature verification key specified in the request for
the production of the electronic signature key
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Ceprudukata KI04Ya TPOBEPKH DJICKTPOHHON TMOMIUCH U
yCTaHaBIIMBaeTCs (aKT ero MOJIMUCAHUS EPBUYHBIM KITFOUOM
DJNEKTPOHHOW MOANHUCH TI0 coaepxkanuto Ceprudukara Kirrodya
MPOBEPKHU 3JEKTPOHHOM NOANUCH. B mpoTUBHOM ciydae -
MPUHAUIKHOCT,  KJII0Ya  JAHHOMY  YIIOJHOMOYEHHOMY
npencTaBuTento KieHra He moATBEpPKIaCTCS,

° BEINIIEyKa3aHHBIE neicTBHA MOCIIEI0BATEIHHO
MOBTOPSIIOTCS BIUIOTH 10 MPOBEPKH 3ampoca Ha U3TOTOBJICHUE
Ceprudukata KItO4a TIPOBEPKH DIIEKTPOHHOM TIOMIHCH
Brnagenpna Ceptudukara KiIoda IPOBEPKH  DICKTPOHHOU
MOJMKCH, HWCHOJB30BAHHOTO JUIS CO3JMaHHUA DJICKTPOHHOH
NOJMNHUCH TIOf OCIapUBAEMBbIM JJEKTPOHHBIM JTOKYMEHTOM.
Ecnm u3 comeprxanus 3ampoca Ha m3rotoBinenne Ceprudukara
KIIF0Ya TPOBEPKU DIEKTPOHHOW moAmwcu B 0a3e IJaHHBIX
Y aocToBepsitoniero neHTpa He cleAyeT, YTo 3anpoc IPOBEPEH
npensirymuM CepTurkaToM KIitoYa MPOBEPKH AIIEKTPOHHOM
MOIITUCH COOTBETCTBYIOIIETO YOTHOMOYEHHOTO
[MpencraButens Knumenta - Bnagenbua CepTudukara Kiroua
NPOBEPKU AJIEKTPOHHOH MOAMUCH, TMPHUHAIICKHOCTh KIFOYa
ONEKTPOHHOM  MOANMCH  TaKOMy  YTOJHOMOYEHHOMY
IIpencrasutento Knuenra He nmoarsepknaercs. B nmpotuBHOM
ciyvae Kmtou DnekTpoHHOW TMOANMUCH  TPU3HACTCS
MpUHAUIeKAIUM yKazaHHOMY B ero Ceprudukare Kioda
MPOBEPKH  JJEKTPOHHOHW  TOANHCH  YTIOJTHOMOYEHHOMY
IIpencraButento Knuenra.

11.10.3 YcranaBiauBaeTcsa NEUCTBUTEIILHOCTD
Ceptudukara KIOYa TPOBEPKH  JIEKTPOHHOU
HOJIIUCH VII0JTHOMOYEHHOT'O IIpencraBurens
Knuenra - Bnagensia Ceprudukara Kiro4a MpoBepKU
JJIEKTPOHHON TIOANMCH, HAa MOMEHT TONy4YeHHS
BankoM ocmaprBaeMoro DIEKTPOHHOTO JOKYMEHTa.
CepTuduKat Kiitoua NpOBEPKHU JICKTPOHHON MOITUCH
SIBIIICTCSl HEIEHCTBUTEIFHBIM Ha MOMEHT TIOJTyYeHUS
bankoM ocnapuBaeMoro DJIEKTPOHHOTO JIOKYMEHTA,

€ClIn:

o cpok geiictBus CepTudurara Kiroda IPOBEPKU
3JIEKTPOHHOI'O JOKYMEHTA UCTEK;

° nanHbeiid CepTUHKAT KITFOYa MPOBEPKH DIIEKTPOHHOU
nonucy OB TOMENIEH B CIIMCOK OTO3BAaHHBIX CEPTU(HUKATOB.
B nporuBHOM cnyuae, Ceprudukar KiIoda MTPOBEPKHU
3JEKTPOHHOM moanucu YmnonHomoueHHoro IlpencraBurens
Knnenta Brnanenbia Ceprudukata KiI0Ya IIPOBEPKU
3JIEKTPOHHOM NOJAINNACH IPU3HAETCS ACHCTBUTEIBHBIM.

11.10.4 VYcranaBnuBaercsi (akT OJIOKHUPOBAHUS
nmoctyma Branenblly CepTrudukarta KiTroda IPOBEPKH
anekTpoHHoN moanucu k Cucreme JIbO Ha MOMEHT
nony4yeHus: baHkoMm ocmapuBaeMoro DJIEKTPOHHOTO
JIoKyMeHTa. B ciyuae, eciau nata momydeHus bankom
YBenomieHus 0 KOMIIPOMETAIIUT KITIO4a
DJEeKTPOHHOM TOANWMCH  W/WIM  3asBJICHUS  HA

verification certificate in paper form available to the
Bank. The ownership of the Electronic Signature Key
by this owner of the Electronic Signature Verification
Key Certificate, the Client/Accredited Representative
of the Client, shall not be confirmed if no match has
been established;

° a subsequent request (if any) for the Key
Certificate of Electronic Signature Verification of the
Authorized Person of the Client, the owner of the Key
Certificate of Electronic Signature Verification, is
extracted from the Certification Authority database and
the fact of its signing by the primary key of the
Electronic Signature according to the content of the
Key Certificate of Electronic Signature Verification is
established. Otherwise, the ownership of the key by
this Authorized Person of the Client shall not be
confirmed;

° The above actions are repeated sequentially
until the request for the production of the Key
Certificate of Electronic Signature Verification of the
owner of the Key Certificate of Electronic Signature
Verification used for the production of the Electronic
Signature under the contested Electronic Document is
verified. If the contents of the request for the
production of the electronic signature verification key
certificate in the Certification Centre's database do not
indicate that the request has been verified by the
previous electronic signature verification key
certificate of the respective Authorized Person of the
Client, the owner of the electronic signature
verification key certificate, the ownership of the
electronic signature key by such Authorized Person of
the Client shall not be confirmed. Otherwise, the
Electronic Signature Key shall be deemed to belong to
the Client's Authorized Person indicated in his
Electronic Signature Verification Key Certificate.
11.10.3 The validity of the Key Certificate of
Electronic Signature Verification of the Authorized
Person of the Client, the holder of the Key Certificate
of Electronic Signature Verification, is established as
of the date of receipt of the contested Electronic
Document by the Bank. The Electronic Signature
Verification Key Certificate shall be invalid as at the
time of receipt of the contested Electronic Document
by the Bank, if:

° the electronic document verification key
certificate has expired,;

° this Electronic Signature Verification Key
Certificate has been published on the list of revoked
certificates.

Otherwise, the Key Certificate of Electronic Signature
Verification of the Authorized Person of the Client, the
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OomokmpoBanue  goctyma B Cucremy  JbO
YnonnomouenHomy IlpencraButento Knuenra —
Brnanenply — CepTudukara  KiIo4ya  IOPOBEPKU
JJIEKTPOHHON MOJIUCH paHbIe AaThl TOMYYeHUS
bankoMm ocmaprBaeMoro JJEKTPOHHOTO JOKYMEHTa
— TakoW ONEKTPOHHBIA JOKYMEHT IIPHU3HACTCS
HEJCHCTBUTENBHEIM. B mpoTuBHOM City4ae aubo mpu
YCTaHOBJICHHH OTCYTCTBHS (pakTa momydeHus: bankom
COOTBETCTBYIOIIETO YBEIOMJIEHHUS O KOMIIPOMETAIUH
KJItoua DJICKTPOHHOHN MOJMKMCU W/WIH 3asiBICHUS Ha
omokupoBanme  goctyma B Cucremy  JIbO
YnonnomouenHoMy IlpencraBurento KiIMeHTa —
Brnanenplly — CepTudukara  Kimoya  MPOBEPKU
3JIEKTPOHHOU MOAIUCH - OCIapuBaeMbIi
DIIEKTPOHHBIN JIOKyMEHT MPU3HAETCS
JEHCTBUTEIBHBIM U KOPPEKTHBIM.

11.10.5 [ns pa3bopa KOH(MDIUKTHOW CHTyaruu
HCHONB3YIOTCS 3TAJIOHHBIE NMPOrPaMMHO-AIIIapaTHbIC
cpencrBa  banka.  Mcmosb3yercss — cnenualnbHOE
cepTuduIupoBaHHOE MporpaMMHOe obecredeHue,
NpeqHa3HaYeHHOe Ui NPOBEPKH  YCHUJICHHOU
HEKBATU(UIIUPOBAHHONH DJICKTPOHHOH TMOAMKCH IO
ONEeKTPOHHBIM JTOKYMEHTOM.

11.10.6 IIpoBepka  DneKTpoHHOI MOIITUCH
OCIIapUBaeMOro ONEeKTPOHHOTO JIOKYMEHTa
HPOU3BOAUTCS IIporpamMmon ARBITER-PKI
(pa3paboTtuuk 3A0 «Curnan-KOMpy). Ilo
pe3yabTaTaM HpPOBEPKH DJIEKTPOHHAs! MOIMNHCH IOJ
OCTIapHBaeMbIM ONEeKTPOHHBIM JIOKYMEHTOM
NpU3HACTCA MNpHUHAMJISKAIIEH YTIOJIHOMOYEHHOMY
[IpencraButento Knuenra - Baagensiyy Ceprudgukara
KJII0Ya TPOBEPKU DBJIEKTPOHHOW TOAMKMCH, €CIH B
MIPOTOKOJIE TPOBEPKH, BBHIJIABAEMOM YKa3aHHON B
HACTOSIILIEM IIyHKTe Nporpammoili, chopMupoBaHa
3anmuch o ToM, 4To «CTaryc MOANMHCH JTOKYMEHTa:
HevictButenpHa»y wunu «llonnuce mnoaATBEpkKAEHAY
(signature  correct), W He  MpUHAISKAIICH
YnonnomoueHHoMmy IlpeacraBuremo Kimenrta -
Brnanenbily — Ceprudukara  KiIo4Ya — [POBEPKU
9JIEKTPOHHOM TOANMMCH, B THPOTHBHOM  CIIy4ae.
[Iporokon IIPOBEPKHU YCHJICHHOU
HEKBATU(UIIMPOBAHHOH  DJIGKTPOHHOM  MOJIUCH
pacredaTsIBaeTCsl U MOANKCHIBAETCS BCEMH WICHAMHU
CornacutenbHON KOMHCCHHU.

11.11 Ilpouenypa NpPOBePKH MPOCTOH DJIEKTPOHHOI
MOANMMCH.

Aran 1.
s IIPOBEPKH IIPUHAJIEKHOCTH IIPOCTOI
DNEeKTPOHHOU MOAINCH Y0IHOMOYEHHOMY
IIpencraBuremnto Knuenra u MPOBEPKU

MIPaBOMEPHOCTH HCTIONHEHNsI baHKkoM DIIeKTpOHHOTO
JOKyMEHTa, M3 CHCTEMHOro >KypHaia banka
u3Biekaercs  uHpoOpMmamus 00  oclmapuBaeMOM

owner of the Key Certificate of Electronic Signature
Verification, shall be deemed valid.

11.10.4 The fact of blocking the access of the owner of
the Key Certificate of verification of the electronic
signature to the RBS System at the time of receipt of
the contested Electronic Document by the Bank shall
be established. Such Electronic Document shall be
deemed invalid, if the date of receipt by the Bank of a
Notice of Electronic Signature Key Imprinting and/or
application for blocking access to the RBS System by
the Client's Authorized Person, the holder of the
Electronic Signature Verification Key Certificate, is
earlier than the date of receipt of the contested
Electronic Document by the Bank. Otherwise, or if it is
established that the Bank has not received the relevant
Electronic Signature Key Disclosure Notice and/or
application to block access to the VSS System by the
Client's Authorized Person, the holder of the Electronic
Signature Verification Key Certificate, the contested
Electronic Document shall be deemed valid and
correct.

11.10.5 The Bank's reference hardware and software
tools are used to analyze conflict situations. Special
certified software is used to verify an enhanced non-
certified Electronic Signature under an Electronic
Document.

11.10.6.The Electronic Signature of the contested
Electronic Document is verified by the ARBITER-PKI
program (implemented by ZAO Signal-COM). Based
on the results of the verification, the Electronic
Signature under the contested Electronic Document
shall be deemed to belong to the Client's Authorized
Person, the owner of the Electronic Signature
Verification Key Certificate, if the issued by the
mentioned program inspection report has been
generated Document's signature status: Valid or
Signature confirmed (signature is correct), and
otherwise, shall not be deemed to belong to the Client's
Authorized Person, the owner of the Electronic
Signature Verification Key Certificate. The Enhanced
Non-Certified Electronic Signature Verification
Protocol is printed out and signed by all members of
the Conciliation Commission.

11.11. Procedure for checking a simple Electronic
Signature.

Stage 1.

In order to verify a simple Electronic Signature
belongs to the Authorized Person of the Client and to
verify the legality of the Bank's execution of the
Electronic Document, information on the contested
Electronic Document is extracted from the Bank's
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DNEeKTPOHHOM JOKYMEHTE, KOTOpast COEPIKUT:

° COIEPIKIMOE 0CTIapUBaeMOT0 DIIEKTPOHHOTO
JIOKYMEHTa, MOJy4YeHHOT0 baHkoM;
° nHpOpMAITU O JIKIle, MOMIMHUCABIIEM OCTIapUBACMBIi

OnekTpoHHBIA TOKyMeHT (rmosHoe ®UO, yHUKaIBHBIH HOMED
3asiBIIEHUS HA PETUCTPAIMIO Y TIOJTHOMOYEHHOTO JINIIA);

° JlaTa v BpeMs CeaHca;

° Jata W BpeMs  TMOANHUCAHUS  OCHapUBaeMOro
DNEeKTPOHHOTO JOKYMEHTA;

° AOOHEHTCKMII HOMEp, Ha KOTOpBI OBLI OTIpaBieH

OnHopa30BbIM Mapoib UIS MOATBEPKACHUS OCHapUBAEMOTrO
DNEeKTPOHHOTO JOKYMEHTA;

° OnHOpa30BbIif [1apob, BBEJICHHBIN itis:
MOATBEPXKICHUS OCIIApPUBAEMOT0 DJIEKTPOHHOIO JOKYMEHTa H
ofieparya, Aata U BpeMs GOpMHUPOBAHUS COOOIICHNS.

Jram 2.

YcranaBnuBaeTcss  COOTBETCTBHE  AOOHEHTCKOTO
HOMepa, YKa3aHHOTO Knuentom (ero
YTOTHOMOYEHHBIM JIMIIOM) B TOJYYEHHBIX baHKOM
JTOKyMeHTaX, AOOHEHTCKOMY HOMEPY, XpaHsIIIEMYCS B
3JeKTPOHHBIX kypHanax Cucremsl /IBO, Ha KOTOPHIIt
Obl1 HampaBieH OgHOPa30BBIH MApONb HA MOMEHT
TTOATIACAHUS OCTIAPHBAEMOTO DNEeKTPOHHOTO
JIOKyMEHTA. ITpu COBMAJCHUH  WHPOpPMALUH
CornacurenbHast KOMHCCHUS TEpexouT K atamy 3. [lpu
HECOBIIaJICHUN nH(bOpMaITUN ocIiapuBaeMbIit
JOKYMCHT IPU3HACTCA HEKOPPCKTHLIM.

Jran 3.

VYcranapnuBaetcs — cootrBercTBue  OIHOPA30BOTO
MapoJisi, HalpaBIIEHHOTO Ha AOOHEHTCKMU HOMEp
V1I0JTHOMOYEHHOTO [IpencraButens Kinenra,
OnHopazoBoMy MapoJIio, XPaHSIIEMYCS B
3JeKTpOHHBIX XKypHanax Cuctemsl J[bO BmecTe ¢
OCHApUBAEMbIM  DJEKTPOHHBIM  JOKYMEHTOM U
BBEJICHHBIM  YTIOJIHOMOYEHHbIM [IpeacTaBurenem
Kimenra nmpu moanucanmu JIEKTPOHHOTO IOKyMEHTA.
[Ipu coemamenun wuHpopmaru CoriacutenbHas
KOMHCCHS TepexoauT K stany 4. [Ipu HecoBnageHuun
“H(pOpPMAITUK OCTIAaPUBAEMBIH JOKYMEHT MPHU3HACTCS
HEKOPPEKTHBIM.

Jran 4.
YcranaBnmuBaercss (akT OJIOKMpOBaHUS JIOCTyIa
YTO0JTHOMOYEHHOTO [IpencraButens Knuenra,
MOJAIHUCABIIETO OCIapUBAEMBII DIeKTPOHHBIN
noKyMeHT, k Cucreme JIbO Ha MOMEHT MOJTydYeHUS
bankoM ocnaprBaeMoro OJIEKTPOHHOIO JOKYMEHTA.
Ecnu para mnonydenuss bankoM VYBemomiieHHS O
KOMITPOMETAIINH KITF0Ya DIIEKTPOHHOM MTOIITUCH W/UITH
3asiBIICHUs Ha OyiokupoBaHue nocryna B Cucremy
JAbO Ynomaomouennomy Ilpencrasuremo Kimenra,

system log and contained therein:

° the contents of the contested Electronic
Document received by the Bank;
° information on the person who signed the

contested Electronic Document (full name, unique
application number for registration of the Authorised
person);

° date and time of the session;

° date and time of signing of the contested
Electronic Document;

° The subscriber number to which the one-time
password was sent to confirm the disputed Electronic
Document;

° One-time password entered to confirm the
disputed Electronic Document and transaction, date
and time of message generation.

Stage 2.

The Subscriber Number specified by the Client (his
Authorised person) in the documents received by the
Bank is established to be in compliance with the
Subscriber Number stored in the electronic logs of the
RBS System, to which the One-time password was
sent at the time of signing the contested Electronic
Document. The Conciliation Commission shall
proceed to stage 3 if the information matches. The
contested document shall be deemed incorrect in the
event of a discrepancy of information.

Stage 3.

Compliance of the One-time password sent to the
Subscriber number of the Client's Authorized
Representative with the One-time password stored in
the electronic logs of the RBS System together with
the contested Electronic Document and entered by the
Client's Authorized Representative upon signing the
Electronic Document shall be established. The
Conciliation Commission shall proceed to stage 4 if the
information coincides. The contested document shall
be deemed incorrect in the event of a discrepancy of
information.

Stage 4.

The fact of blocking the access of the Authorized
Person of the Client who has signed the contested
Electronic Document to the RBS System at the
moment when the Bank receives the contested
Electronic Document shall be established. If the receipt
date by the Bank of a Notice of Electronic Signature
Key Imprinting and/or application for blocking access
to the RBS System by the Client's Authorized Person
who signed the contested Electronic Document is
earlier than the date of receipt of the contested
Electronic Document by the Bank, such Electronic
Document shall be deemed to be incorrect. Otherwise,
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11.12
11.12.1 JIns mpoBepKu MPUHAIEKHOCTH MOOMITBHOM MOIITHCH

11.12.2 {ns pa3bopa KOH(PIMKTHON CHTyallMH UCIIONB3YIOTCS

11.12.3 YcranaBnuBaeTcs NPUHAMICKHOCTh KJII0Ya MIPOBEPKU

11.12.4 ITlpoBepka MoOOWIBFHOH MOANMCH  OCIAPHUBAEMOIO

MOJIMHUCABIIEMY OCIapUBaAEMBII DIeKTPOHHBIN
JOKYMEHT, paHblle JaThl TMONy4YeHHus baHkoMm
OCIIAPUBACMOr0 DJIEKTPOHHOTO JJOKYMEHTa — TaKOM
DNEeKTPOHHBIN TOKYMEHT MPU3HAETCS HEKOPPEKTHBIM.
B mnporuBHOM ciiydae 1m0 TpH  yCTAaHOBIECHHUH
OTCYTCTBHS (hakrta MOJTyYCHUS Bankom
COOTBETCTBYIONICTO YBEIOMIICHUS O KOMIIPOMETAIIHH
KJIF09a DJIEKTPOHHOM TIOMIUCH W/WIN 3asBIICHUS HA

omoxupoBanue  goctyna B Cucremy  JIBO
Ynonnomouennomy  Ilpencrasuremto  Kimenra,
MNOANHUCABIIEMY OCIapUBaEMbIi DIIeKTPOHHBIN

JOKYMEHT, - OCIIapUBaeMBbI DIEKTPOHHBIA JOKYMEHT
MpU3HaeTcs JeHCTBUTENBHBIM U KOPPEKTHBIM.
IIpouenypa npoBepku MoOUWJILHOM MOANCH

Ynonnomouennomy IIpencraButemo Knmenta wu
OTCYTCTBHA UCKAXEHUN B DIEKTPOHHOM JIOKYMEHTE U3
0a3pl maHHBIX BaHka ymoJHOMOYEHHBIM PaOOTHHUKOM
banka wu3BnekaeTcs ocmapuBaeMoe ODJIEKTPOHHOE
cooOmienue, (¢Gaill MOAMUCH K  OCHapUBaAcCMOMY
DNEeKTPOHHOMY COOOIIEHUTO " (haiin c
naeHTuGuKaTopom K09 MoOMIIEHOM MTOATHCH.

OTAJIOHHBIC ITPOrpaMMHO-AIIapaTHBIC CPCACTBA banka.

Ucnons3yercs crenuaIbHOe MPOrpaMMHOE
oOecrieueHue, MpeAHA3HAYCHHOE IS MPOBEPKHU
MoOWIbHOMU MOAMNNUCH noj ONEeKTPOHHBIM
JOKYMEHTOM.

MoOuUIBHOM MOITUCH, COACPKAIIETOCS B M3BICUSHHOM
¢aiine, YnonnomouenHomy IlpencraBurento Kiuenra
[0 CJeayroleld Mpoueaype: CpPaBHUBAECTCS HOMEpP
Kirouya MOOMIBHON TOAMUCH, U3BJICUYCHHBIN U3 0a3bl
naHHbIX baHka ¢ HOMEpOM KITlo4ya yKa3aHHOTO B « AKTe
MIPU3HAHMS KITF0Ya TPOBEPKH MOOWIHHON TOJIHCH IS
oOMeHa cooOmienusmu B cucteme JJbO OO0 «bank
131» xpansimerocss B gocke KimeHnrta, wnu B 0ase
naHHeix banka. B ciywae, ecnum OpHHAIIEKHOCTH
Kitoua ycraHoBieHa KowmwMccus — mepexomuT K
cieayroniemMy stamny. [Ipu HecoBnaieHnn HHGOpPMAIH
OCIIapUBaeMBbIi TOKyMEHT IPU3HAETCS] HEKOPPEKTHBIM.

DNEeKTPOHHOTO TOKyMEHTA IMTPOU3BOAUTCS IIPOTPaMMOit
MobileSignVerify (pa3paboTank 000
«Mudopmanmonnrie cucremel»). Ilo pesynbpratam
MIPOBEPKU MOJMUCH MO OCIIAPUBAEMBIM DJIECKTPOHHBIM
JIOKyMEHTOM MIPU3HACTCS MIpUHAIeKAIIEH
Ynonnomouennomy Ilpeacrasurento Knuenra, ecnu B
MIPOTOKOJIE TPOBEPKH, BBHIJABAEMOM YKa3aHHOM B
HACTOSAIIEM TIyHKTE NporpamMmor, chopmupoBaHa
3anuch 0 ToM, 4to «PesynpraT nposepku: «lloamuce
MOATBEP>KICHA (signature correct), Hu HE
npuHaaiIexameid YnoiHomoueHHoMy [IpencraBurento
Knuenta, B ciyuae Pesynbrara npoBepku: «Iloamnuck
He moxaTBepxkIeHa». [IpoTokon nmpoBepkn MoOunbHOM

the contested Electronic Document shall be deemed
valid and correct, if it is established that the Bank has
not received the relevant Notice on compromising the
Electronic Signature key and/or application for
blocking the access to the RBS system to the Client's
Authorized Person who signed the contested Electronic
Document, the contested Electronic Document.

11.12 Mobile signature verification procedure
11.12.1 To verify that the Mobile signature belongs to
the Authorized Representative of the Client and that
there are no distortions in the Electronic Document, the
disputed Electronic Message, the signature file for the
disputed Electronic Message and the file with the
Mobile Signature key identifier are extracted from the
Bank's database by an authorized employee of the
Bank.

11.12.2 To resolve a conflict situation, the reference
software and hardware of the Bank is used. Special
software is used to verify the Mobile signature under
the Electronic Document.

11.12.3 The ownership of the Mobile signature
verification key contained in the extracted file to the
Client's Authorized Representative is established
according to the following procedure: the Mobile
signature key number extracted from the Bank's
database is compared with the key number specified in
the "Acknowledgement Act of the mobile signature
verification key for messaging in the RBS system Bank
131 LLC" stored in the Client's file or in the Bank's
database. If the ownership of the key is established, the
Commission proceeds to the next stage. If the
information does not match, the disputed document is
recognized as incorrect.

11.12.4 Verification of the Mobile Signature of the
disputed Electronic Document is carried out by the
MobileSignVerify program (developer is Information
Systems LLC). Based on the results of the verification,
the signature under the disputed Electronic Document
is recognized as belonging to the Authorized
Representative of the Client, if the verification protocol
issued by the program specified in this clause contains
an entry stating that “Verification result: “Signature is
confirmed” (signature correct), and does not belong to
the Authorized Representative Client, in case of
Verification Result: "Signature not confirmed". The
Mobile signature verification protocol is printed out
and signed by all members of the Conciliation
Commission.

11.13. Responsibility of the parties in contesting
Electronic Documents exchanged with the use of the
RBS System and signed by an enhanced non-
certified Electronic Signature.

11.13.1.The Bank shall not be liable to the Client in the
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MOAIMUCH pacr€daTbIBACTCA M IIOAIIHMCBIBACTCA BCEMH
yiaeHaMu COTTIaCHTEIIEHOM KOMUCCHH.

11.13 OTBEeTCTBEHHOCTb CTOPOH MNPH OCHAPUBAHUM
JIeKTPOHHBIX AOKYMEHTOB, o0MeH KOTOPBIMHU
ocymiecTBisieTcsi ¢ ucnoJb3oBanueM Cucremsl JIbO,
MOANMUCAHHBIX YCHJICHHOM HeKBAJIU(PUUNPOBAHHOM
DJIEeKTPOHHOM MOANHUCHIO.
11.13.1 Bank He HECET OTBETCTBECHHOCTH IIEPE.
Kinentom B cnydasx, ykaszaHHblx B IIpaBuiax
(BxTIOUasT TPWIOKEHUS K HHAM), a TaKKe TIpH
YCTaHOBJIEHUU CornacurenbHON KOMUCCHEN
COBOKYITHOCTH CIIEAYIOMHX (haKTOB IPH TPOBEPKE
YCWICHHOW HEKBaIH(PHUIIMPOBAHHOW DIEKTPOHHON

IOAIINCH mona ocnmapuBacMbIM QHCKTpOHHI)IM
JOKYMEHTOM:
° KIIOY  IOPOBEPKU  OJEKTPOHHOW  NOIAMUCH B

OCIIapUBaeMOM  OJIEKTPOHHOM JOKYMEHTE IMPUHAIJIEKUT
YnonaomouenHomy llpencraBurento Kimenra - Bragenbiry
Cepruduxkara Ki1roya NPOBEPKH AIIEKTPOHHON MOINCH;

° Ceprudurar kiroda IpOBEPKH NEKTPOHHOHN MOJIUCH
Ynonnomouennoro IlpeacraBurenss Knuenta — Bnazensua
Ceprudukara Kioya MPOBEPKU 3IEKTPOHHON MOANHCH ObLI
JeificTBUTEIeH Ha MOMEHT noityyeHus bankom ocrnapuBaemoro
ONEeKTPOHHOTO JOKYMEHTA;

° He ycTaHoBNIeH (akT noiyueHus: bankom ot Knuenra
VYBegoMieHuss O KOMIPOMETAllMH KIoya ODJIEKTPOHHOU
NOANMCH W/WIAM 3asBICHUS O OJIOKUPOBAHMU [OCTYNa B
Cucremy J1bO Vnonaaomouensnoro Ipencrasurens Knuenra, ¢
ncrnons3oBaneM CpencTBa TMOATBEPXKICHUS JIEKTPOHHOTO
JOKYMEHTa, KOTOPhIM OBUI  TIOANHCAH  OCHAPUBAEMBIH
DJNEeKTPOHHBII JTOKYMEHT, JU00 MOMEHT moiy4yeHusi bankom
VYBenomieHuss O KOMIIPOMETalUMU KJI04Ya  DJIEKTPOHHOMH
MOJIIMCH ¥/MITH 3asBJICHUs] Ha OJIOKMPOBaHHME MO3KE MOMEHTA
nonydeHusi  baHkom  ocnapuBaemoro DJEKTPOHHOTO
JOKyMEHTA.

11.13.2 BaHk He HeCeT OTBETCTBECHHOCTH IMEPEe.
Knuentom u He Bo3Memiaer KiueHTy yNylieHHYIO
BBITOMy  mocienHero. (OTBETCTBEHHOCTh  baHKa
HACTyIaeT UCKITIOUYATEIHHO TP HATHMYNHY TOKA3aHHOM
BHUHBI MOCJEAHETO W HAJIMYMEM MPSIMOU HMPUUYMHHO-
CIEICTBEHHOM  CBS3M  MEXIYy  HACTYMUBLIUMU
COOBITHSMH, JOKa3aHHOH BUHOH banka "u
HeraTUBHbIMU 17151 KimneHTa nociaencTBusIMu.

11.13.3 Kiment/Ynonaomouennsiii [IpencraBurens
Knuenra HecyT OTBETCTBEHHOCTh Tiepes baHkoM BO
BCeX M JIIOOBIX CIIydasX HEBBIIOJHCHHUS W/HUIH
HEHa/UIeKanero BeimoyiHeHUs: [lpaBun  (BkITtouas
MPWIOKEHUS K HHUM), Hacrosmero PermamenTa,
MOJIOXKEHUHN 3aKOHOJIATENbCTBA Poccuiickoit
®denepanuu u TpedoBanunii banka, a Takke HECYT PUCK
HACTYIUICHHS JTFOOBIX MPaBOBBIX W/WIU (DHHAHCOBBIX
MOCNIEACTBANA, B TOM 4YHCIe HEeOIarompusTHBIX IS
Knuenra, baHka, MHBIX JHI], CBSI3aHHBIE C TaKUM

cases specified in the Rules (including their annexes),
as well as when the Conciliation Commission
establishes the following facts when verifying an
enhanced non-certified Electronic Signature under the
contested Electronic Document:

° the key to the Electronic Signature verification
in the disputed Electronic Document belongs to the
Client's Authorized Person, who is the holder of the
Electronic Signature verification key certificate;

) the electronic signature verification key
certificate of the Authorized Person of the Client, the
holder of the Electronic Signature Verification Key
Certificate, was valid as of the date of receipt by the
Bank of the contested Electronic Document;

° it has not been established that the Bank has
received a Notice of Electronic Signature Key
Compromised and/or Application for Blocking of the
Client's Authorized Person's access to the RBS System
from the Client using the Electronic Document
Validation Tool by which the contested Electronic
Document was signed, or the time when the Bank
received a Notice of Electronic Signature Key
Compromised and/or Application for Blocking after
the time when the Bank received the contested
Electronic Document.

11.13.2.The Bank shall not be liable to the Client and
shall not compensate the Client for the lost profits of
the latter. The Bank's liability shall arise only if there is
a proven guilt of the latter and there is a direct causal
link between the events that have occurred, the Bank's
guilt proven and the consequences for the Client that
are negative.

11.13.3.The Client/Accredited Representative of the
Client shall be responsible to the Bank in all and any
cases of non-fulfillment and/or improper fulfillment of
the Regulations (including their annexes), these
Regulations, provisions of the legislation of the
Russian Federation and the Bank's requirements, as
well as bear the risk of occurrence of any legal and/or
financial consequences, including those unfavourable
for the Client, the Bank and other persons, related to
such violation/ improper fulfillment.

11.14. Responsibility of the parties in contesting
Electronic Documents exchanged using the RBS
System and signed with a simple electronic
signature.

11.14.1.The Bank shall not be liable to the Client in the
cases specified in the Rules (including their annexes),
as well as when the Conciliation Commission
establishes the following facts when checking a simple
Electronic Signature under the contested Electronic
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HapymeHI/IeM/ HCHaJIC)KAIITUM UCIIOJTHCHUCM.

11.14 OTBeTCTBEHHOCTH CTOPOH MPH
DJIeKTPOHHBIX JAOKYMEHTOB, o0MeH
OCYILIECTBJISIETC € HMCHoJab30BaHHeM CHcTeMbl
NMOJANUCAHHBIX NPOCTOH DJIEKTPOHHOM NMOANHUCHIO.
11.14.1 bank He HECET OTBETCTBEHHOCTH TIEpe.T
KnuentoM B caywasx, ykasaHHbIXx B [IpaBumax
(BkIOUAss MPWIOKEHUS K HUM), a TaKkKe MpU
YCTaHOBJICHUU CornacurtenpHON KOMHCCHEN
COBOKYITHOCTH CIIEAYIOMHX (HaKTOB IPH TPOBEPKE
MIPOCTONW DNEKTPOHHOM MOJIUCH O]l OCIIaPUBAEMBIM
DNEeKTPOHHBIM TOKyMEHTOM:
] He ycTaHOBIIeH (akT momydeHus: bankom ot Knmnenra
VYBegomieHuss O KOMIPOMETAllMH Kitoya OJIEKTPOHHOU
MOANIMCH W/WIK 3asBJIeHUS O OJOKHPOBAaHWU JOCTyNa B
Cucremy 16O Ynonnomouensnoro IIpencraBurens Knuenra, c
ncrnonp3oBaneM CpencTBa TMOATBEPXKICHUS OJIEKTPOHHOTO
JOKYMEHTa, KOTOPHIM OBUI ~ TIOATIMCAaH  OCHAPWUBAEMBIH
DNEeKTPOHHBIH JOKYMEHT, JIM00O MOMEHT moiyueHus baHkom
VYBegomieHuss O KOMIPOMETallMH Kioya OJIEKTPOHHOU
MOJANMCU W/WIKM 3asBJICHUS Ha OJIOKUPOBAHHE JOCTyHa B
Cucremy 15O no3xe uiau paBHa MOMEHTY MOIy4YeHUs] bankoM
OCIIapUBAEMOT0 DJIEKTPOHHOTO JIOKYMEHTA.
° OnHopasoBbIit apoib TUTSt MTOATUCAHUS
OCHApUBAEMOr0  OJJNEKTPOHHOTO  JOKYMEHTa  MOpPOCTOU
ONEKTPOHHON MOJIMUCHI0 OBLI OTHpaBJicH HAa AOOHEHTCKUU
HOMEp, MpEeIOoCTaBlICHHbIW  baHKy  YNOJIHOMOYEHHBIM
[IpencraButenem  Knmenta, Ha  MOMEHT  TIOJIHCAaHUS
0CHapUBAEMOr0 DIIEKTPOHHOT'O TOKYMEHTA.
11.14.2 BaHk He HECET OTBETCTBECHHOCTH IMEPE.I
Kmuentom u He Bo3Memraer KimeHTy ymymeHHYHO
BbIroly  mocnenHero. OTBeTcTBEHHOCTh  baHka
HACTYIaeT NCKIIOYUTENHHO MPH HAIMYUH T0Ka3aHHOM
BHUHBI TIOCJEIHET0 W HaJIMYHEM TPSIMON NMPUYHMHHO-
CIIEICTBEHHON  CBSI3M  MEXIy  HACTYMUBIINMHU
COOBITHSMH, JOKa3aHHOM BUHOM banka u
HeraTuBHbIMHE Ut KiTneHTa mociencTBusIMu.
11.14.3 Kiwment/YnonaomoueHnsii I[IpencraBurens
KnuenTa HecyT oTBETCTBEHHOCTH nepell baHkoMm BO
BCEX W IOOBIX CIIydasiX HEBBITIOJHEHUS W/WIN
HeHa/ie)Xamero BeimonHeHus: IlpaBun  (BkItouast
MPWIOKEHUST K HHUM), Hacrosmiero PeriamenTa,
IOJIOXKEHU I 3aKOHOJIATENbCTBA Poccuiickoit
®denepannu u TpeboBanuii barnka, a TakyKe HECYT PUCK
HACTYIUICHHS JTFOOBIX MPAaBOBBIX H/WIU (DHHAHCOBBIX
MOCJIECTBUH, B TOM 4YHCJIE HEOIarompusTHBIX s
Knuenrta, baHka, WHBIX JHIl, CBSI3aHHBICE C TaKUM
HapyleHEeM/HeHAAJIS)KAIIUM HCIIOJTHEHUEM.

11.15 OTBeTCTBEHHOCTH CTOPOH npu
ocnapuBaHMU  JJIEKTPOHHBIX  JOKYMEHTOB, 0OOMeEH
KOTOPbIMHU OCyIIecTBJAsAeTCH ¢ Mcnmoab3oBaHueM CHcTeMbl
JABO, nognmucanHbIx MoOHIBbHOI MOANUCHIO.

11.15.1 bank He HeceT OTBETCTBEHHOCTH IIepe]
Knuentom B cimywasx, ykazaHHeix B [IpaBmiax (BKirodas

OoCNapuBaHUHU
KOTOPBIMH
ABO,

Document:

° it has not been established that the Bank has
received a Notice of Electronic Signature Key
Imprinting and/or Application for blocking access to
the RBS System from the Client using the Electronic
Document Validation Tool by which the disputed
Electronic Document was signed, or the time of receipt
by the Bank of a Notice of Electronic Signature Key
Imprinting and/or Application for blocking access to
the RBS System later or equal to the time of receipt by
the Bank of the disputed Electronic Document.

° The one-time password for signing the
contested Electronic Document by a simple electronic
signature has been sent to the Subscriber number
provided to the Bank by the Client's Authorized Person
at the time of signing the contested Electronic
Document.

11.14.2.The Bank shall not be liable to the Client and
shall not compensate the Client for the lost profits of
the latter. The Bank's liability shall arise only if there is
a proven guilt of the latter and there is a direct causal
link between the events that have occurred, the Bank's
guilt proven and the consequences for the Client that
are negative.

11.14.3.The Client/Accredited Representative of the
Client shall be responsible to the Bank in all and any
cases of non-fulfillment and/or improper fulfillment of
the Regulations (including their annexes), these
Regulations, provisions of the legislation of the
Russian Federation and the Bank's requirements, as
well as bear the risk of occurrence of any legal and/or
financial consequences, including those unfavorable
for the Client, the Bank and other persons, related to
such violation/ improper fulfillment.

11.15 Responsibility of the parties when disputing
Electronic Documents exchanged using the RBS
System, signed by the Mobile Signature.

11.15.1 The Bank shall not be liable to the Client in the
cases specified in the Rules (including annexes
thereto), as well as if the Conciliation Commission
establishes the totality of the following facts when
verifying the Mobile Signature by the disputed
Electronic Document:

« it has not been established that the Bank received
from the Client a Notification of the compromise of the
Electronic Signature key and/or an application to block
access to the RBS System of the Authorized
Representative of the Client using the Electronic
Document Confirmation Tool that signed the disputed
Electronic Document, or the moment the Bank
received the Notification of the compromise of the key
Electronic signature and/or application for blocking
access to the RBS System is later or equal to the
moment of receipt by the Bank of the disputed
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MPWIOKEHUST K HUM), a Takke TMpPH YCTAaHOBJICHUU
CoryracuTeIbHOM KOMHCCHEH COBOKYIHOCTH — CJICIYIOITHX
(hakTOB TpU TpoBepke MOOWIBHON TOANMUCH OCIAPHUBACMBIM
DNEeKTPOHHBIM TOKyMEHTOM:

e  He ycTaHoBIeH (akT nonyueHus bankom ot Kimenra
YBemomieHHS O KOMIIPOMETAIllMd KJII04Ya  IJICKTPOHHOM
MOANMCH W/WIN 3asBJICHUS O OJOKHPOBAaHMU JOCTYyNa B
Cucremy 16O Ynonnomouennoro [IpencraButens Kinuenra, c
rcrionb3oBanueM CpencTBa MOATBEPKACHUS DJIEKTPOHHOTO
JOKYMEHTa, KOTOphIM OBbLT  TOJIHUCAH  OCHApUBACMBIN
ONEKTPOHHBINH JOKYMEHT, JIMOO MOMEHT TOJydeHUs baHkom
YBemomieHHS O KOMIIPOMETAllMd KJIfo4da  IJICKTPOHHOM
MOANIMCH W/WIK 3asBIIEHUS Ha OJNOKHUpOBaHHE [OOCTyHa B
Cucremy J1bO no3xe nian paBHa MOMEHTY NOJIy4eHus: baHkom
0CHAapUBAEMOr0 DIEKTPOHHOTO TOKYMEHTA.

e  VYcraHoBineH (akT  MOATBEPKICHHS
oreparyi B MOOMIFHOM TIPHIIOKECHHUU.

11.15.2 bank He HeceT OTBETCTBEHHOCTH IEpe
Kinuentom u He Bo3MemaeT KiMeHTYy yIylIeHHYIO BBITOIY
MIOCJIEIHETO. OTBETCTBEHHOCTh banka HAacTymnaeT
HCKIIFOUUTETIHFHO TIPH HATUYUH TOKA3aHHOW BUHBI IIOCTICAHETO U
HaJU4YheM TMPSMON NPUYUHHO-CICACTBEHHOM CBSI3U MEXKIY
HACTYIIUBIINMH COOBITHSIMH, JOKa3aHHOW BWHOW baHka u
HeraTUBHbIMU 117151 KineHTa nociencTBusIMu.

11.15.3 Kiuent/Ynonnomouennsiii  [IpencraBureis
Kinuenra HecyT OTBETCTBEHHOCTH mepeni bankoM Bo Bcex u
MOOBIX CITydasX HEBBINOJHEHUS W/WIA HEHaJIeKaIlero
BbimoiaHeHua [lpaBun (BKiIIOWas TPWIOKEHUS K HHUM),
Hacrosero PernmaMeHTa, IIOJIOKEHMM — 3aKOHOJATENbCTBA
Poccwiickoit denepanuu u TpeboBanuii banka, a Takxke HecyT
PUCK HACTyIUIEHUS JIOOBIX TPAaBOBHIX W/HWIU (DPUHAHCOBBIX
MOCJICACTBUAN, B TOM 4HCIie HeOmaronpusaTHbIX s Kiuenra,
banka, HHBIX iy, CBSI3aHHBIC c TaKUM
HapyIIeHHeM/HEeHaIJIeKAIINM UCTIOTHEHHEM.

Kinenrom

12 3AKVIIOYUTEJIBHBIE NIOJIOKEHU A

12.1 Hacrosmuii PermameHT cocTaBieH Ha pPYCCKOM H
AHTTIMICKOM sI3bIKax. B ciyyae BO3HMKHOBEHUS POTHUBOPEUNI
MIPHOPUTETHBIM CUMTAETCA TEKCT HacTosmero PeriameHnra Ha
PYCCKOM SI3BIKE.

12.2  IlpaBooTHOIIEHHS Cropom,
HacToAmmMM  PermameHTtoMmM, a Takke JIOOble  WHBIE
npaBooTHOIIeHHsT CTOpPOH, CBSI3aHHBIE C  BBITIOJHEHHEM
HacTosAmiero PermamenTa, mnomyexar peryaMpoBaHHIO U
TOJIKOBAaHHUIO B  COOTBETCTBMM C  3aKOHOJATEJIBCTBOM
Poccuiickoit @eneparnnu. B cirywae eciam mobas W3 CTOPOH
OTKaXEeTCsl OT ucnoinHeHus pemeHua CoriacuTenbHOR
KOMHCCHH BCE CIIOPBI ¥ pa3HOTIACHs ITOJIEKAT pa3peIICHUIO B
COOTBETCTBHM C HACTOSIIUM TyHKTOM. Bce cmopsl,
BO3HUKaromue Mmexnay Kinuentom u bankoM B pamkax
BBITIOJTHEHNS HacToAulero PermaMeHTa WM B CBSI3U C HHM,
MOJUIEKAT PEIICHUI0 B COOTBETCTBUM C 3aKOHOAATEIbCTBOM
Poccuiickoii ®denepanuu, MmyTeM MNEPErOBOPOB, a B clydae
HEBO3MOXXHOCTH TaKOTO pelieHuss B ApOUTpaXHOM CyJe
Pecniy6nmuxu Tarapcran. Knuent Bnpase oOpatuthcsi B bank ¢

yperyJIupoBaHHbIE

Electronic Document.

* The fact of the Client's confirmation of the operation
in the mobile application has been established.
11.15.2 The Bank is not liable to the Client and does
not compensate the Client for the lost profit of the
latter. The Bank's liability arises only if the latter is
proven guilty and there is a direct causal relationship
between the events that have occurred, the Bank's
proven fault and negative consequences for the Client.
11.15.3 The Client/Authorized Representative of the
Client shall be liable to the Bank in all and any cases of
non-fulfillment and/or improper fulfillment of the
Rules (including annexes thereto), these Regulations,
the provisions of the legislation of the Russian
Federation and the requirements of the Bank, and also
bear the risk of any legal and /or financial
consequences, including those unfavorable for the
Client, the Bank, other persons, associated with such
violation/improper performance.

12 FINAL PROVISIONS

12.1. The Regulations have been prepared in
Russian and English. In the event of any discrepancies,
the Russian language version of these Regulations
shall take precedence.

12.2.  Legal relations of the Parties settled by these
Regulations, as well as any other legal relations of the
Parties related to the implementation of these
Regulations, shall be settled and interpreted in
accordance with the legislation of the Russian
Federation. In case any of the Parties refuses to execute
the decision of the Conciliation Commission, all
disputes and disagreements shall be settled in
accordance with this paragraph. All disputes arising
between the Client and the Bank within the framework
of execution of these Regulations or in connection
therewith are settled in accordance with the legislation
of the Russian Federation, by negotiations, and in case
of impossibility of such decision in the Arbitration
Court of the Republic of Tatarstan. The Client may
apply to the Bank with a written claim signed by the
Client's Authorized Person and sealed by the latter (if
any) by applying to the Bank's office at its legal
address. Written pre-trial settlement procedure of
disputes with the Bank under these Regulations is
mandatory. The deadline for replying to a pre-trial
claim is 30 (thirty) days from the date of its receipt by
the Bank.

12.3. Inthe event of changes in the provisions of the
legislation of the Russian Federation in which the
provisions of these Regulations contradict the
provisions of the legislation, the provisions of the
legislation of the Russian Federation shall apply to
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MUCHbMEHHOW MpPETeH3UeH, MOANMUCAHHON YTOJIHOMOYEHHBIM
IIpencraButenem  KimeHTa U CKpEIUIEHHOM — TE€YaThIO
nocienHero (Mpyu HaJIUM4YMK) MyTeM oOpatieHus B opuc banka,
Mo ero mopugudeckomy anpecy. [lnceMeHHBIN MoCyaeOHBIN
MOPSZIOK YPEryJIUpOBaHUS CIOpoB C baHkoMm, B pamkax
Hactosimero Pernamenra, siBusiercss 00s3aTensHbIM.  Cpok
oTBeTa Ha AocyneOHyro nperensuio — 30 (Tpuamars) aHEH c
JaTHI ee MoTydeHus] baHkoM.

12.3 B cayuae nm3MeHEeHHs MOJOXKCHUH 3aKOHOAATENHCTBA
Poccuiickoit  ®epepanuy, NOpU  KOTOPBIX  TOJIOKEHHUS
HacTosamero  PeriiaMeHTa  mpOTHBOpEYaT  MOJIOXKEHUSIM
3aKOHO/IATENbCTBAa, K TakuM IMpaBoOTHOmEHUsM CTOpoH
MOAJIEeKaT MPHUMEHEHHIO TOJOXKEHHS 3aKOHOAATENbCTBA
Poccwmiickoit ®@enepanmu. B ciayuae mpuszHaHUS KaKoOTo-IMOO
YCIIOBHUS HACTOSIIEro PerinaMeHnTa HeqeiCTBUTENBHBIM, 3TO HE
BJICUET HEACHCTBUTENLHOCTH Pernamenrta B IIeJIOM HW/HIH
JIIOOBIX MHBIX IIOJ0XKEHHMI HacTosAmero Periamenrta. B3amen
HEJCHCTBUTENHHOTO MOJIOKEHUS K MpaBooTHOIEeHHsIM CTOPOH
MOTIeXaT MIPUMEHEHUIO HOPMBI 3aKOHO/IaTEIbCTBA
Poccuiickoit @enepauuu.

124  Bauk BrpaBe B OJHOCTOPOHHEM, BHECYJCOHOM HOPSJIKE
BHOCUTh M3MCHCHHMsS B Hacrosimuii PeriiameHnt w/wim
NPWIOXKEHUST K HeMy. M3menenust B PermameHT BCTymaioT B
CIJIy U TOJUIe’KaT NMPUMEHEHHUIO K TpaBooTHOoIEHUsIM CTOpOH
mo ucreuennu 10 (ecstr) kxameHZapHBIX JHEH C MOMEHTa
pa3MelleHHusT TakuX MW3MEHEHHHA WIM HOBOM pejakuuu
Pernamenra mna pecypce:  https://131.ru/contracts wmm
JoBeNleHus] 10 cBeneHusi KimeHTa Takux M3MEHEHWH I0O0BIM
WHBIM JIOCTYHNHBIM baHky cmnocobom. [lo Hawama KaXmgoro
B3auMOJIecTBUSA ¢ bankaM, ¢ ucnonp3oBanrem Cucremsl 15O,
B TOM 4HCJIE HampaBieHHs B ajpec banka mo60ro
ONEeKTPOHHOTO JJOKYMEHTA, a TaKkXkKe He peke 0JHOTo pasza B 10
(decstp) kameHgapHbIX qHEl, KiMeHT u ero YoaIHOMOYeHHBIE
[IpencraButenu 00sM3aHBI 3HAKOMUTBCS C  HACTOSIIUAM
PermamenTom, a Taxke u3MeHeHHsIMHA B HeM. He o3HakoMIiieHme
WIM HECBOEBPEMEHHOE O3HaKkoMJeHne KimeHTta w/mim ero
YnonmHomoueHHsix  llpeacraBureneid ¢ = WU3MEHEHHSAMU,
BHECCHHBIMA B HAcTOSIMWK PermameHT, He SBISIETCS
OCHOBAaHHWEM [UII WX HEMPUMEHEHUS K IMPaBOOTHOIICHUSIM
Cropon. B ciywae necormacusi KnmeHta ¢ M3MEHEHUSIMH B
PernmamenT, mocnenHuit BOpaBe pacToprHyTh Jloroeop
«HTepreT-KnueHTy, B MOpsAAKE U Ha YCIOBUSAX, YKa3aHHBIX B
[IpaBunax, eciu UHOE HE yKa3aHO B OTACIBHOM COIJIAIICHUU
CTopoH, MUCBMEHHO YBeIOMHB 00 3ToM baHK He 1mo3aHee JaThl
BCTYIUICHUS] TAKUX U3MEHEHUH B CHJIy, COTJIACHO HACTOSAILEMY
Pernamenty. B ciaydae Henonyuenus baHkom, 10 BCTYIUIEHHUS B
CIIIy W3MEHEHWH B PermamMeHT NHCHMEHHOTO YBEIOMIICHUS
Knuenta o pacropxxkenun Jloroopa «UutepHeT-KiueHT»,
W3MEHEHUS CYNTAIOTCA 0€30rOBOPOYHO MPUHATHIMU KineHTOM,
3aKJIIOUYEHNe JOTIOIHUTENBHBIX cornamenuii CTopoHaMu He
Tpedyercs.

such legal relations of the Parties. This shall not entail
the invalidity of the Regulations as a whole and/or any
other provisions of the Regulations in the event of
invalidity of any provision of these Regulations. The
provisions of the Russian Federation legislation shall
be applied to the legal relations of the Parties in lieu of
the invalid provision.

12.4.  The Bank may unilaterally and extrajudicially
amend these Regulations and/or their annexes.
Amendments to these Regulations goes into effect and
are applicable to the legal relations of the Parties after
10 (ten) calendar days from the date of publishing such
amendments or a new version of these Regulations on
the website: https://131.ru/contracts or informing the
Client of such amendments in any other way available
to the Bank. Prior to each interaction with the Bank,
using the RBS System, including sending any
Electronic Document to the Bank, and at least once
every 10 (ten) calendar days, the Client and its
Authorized Persons are obliged to familiarize
themselves with these Regulations, as well as with any
amendments thereto. Failure to familiarize or untimely
familiarization of the Client and/or his Authorized
Persons with the amendments made to these
Regulations shall not be the basis for their non-
application to the legal relations of the Parties. In case
the Client does not agree with the amendments to these
Regulations, the latter has the right to terminate the
Internet-Client Agreement in the manner and on the
terms specified in the Rules, unless otherwise specified
in a separate agreement of the Parties, by notifying the
Bank in writing not later than the effective date of such
amendments according to these Regulations. If the
Bank does not receive a written notice from the Client
on termination of the Internet-Client Agreement prior
to entry into force of amendments to these Regulations,
the amendments shall be deemed to have been
unequivocally accepted by the Client and no additional
agreements shall be entered into by the Parties.
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Ipunoxenue Nol k PernmamMeHTy qUCTAaHIIMOHHOTO OAHKOBCKOTO OOCIYKMBAHUS IOPUIIMYCCKUX JIUI K MHAUBUAYAIbHBIX
npeanpuaumareneit B OO0 «bank 131» ¢ nucnonszoBannem Cuctemst JIBO

00O «bauk 131»

420012, PO, Pecriybnmka TaTapcran,

r. Kazans, yn. Hekpacosa, 1. 38
MHH/OT'PH 1655415696/1191690025746

202_

3asgBaenne® Ne
0 npucoeIMHeHUH K PerinaMeHTy AMCTAHIHOHHOIO 0AHKOBCKOI0 00CTYKUBAHUSA I0PUANYECKHX JIUI U
HHIUBHAYATbHBIX npeanpuHumartesieii B OO0 «baunk 131» ¢ ucnonp3oBanuem Cuctemsl JJ5O

dUO

Cepus 1 HOMep TacmopTa
OpraH u JaTa BbIJIa4M NMacrnopra
JleHcTBYOIIMIT HA OCHOBaHUH _
Ot umenn Knuenra

OI'PH

Anpec aneKTpoHHO nodms?
AGoreHTcKuii Homep’

Hactosmum coobmato OOO «bark 131» 9TO TMONHOCTBIO M 0E3YCIOBHO COTJIAIIAIOCH C PeriiaMeHTOM IUCTaHIIMOHHOTO
0aHKOBCKOTO OOCTYXXHMBaHUS IOPHOUYECKUX JHII W WHAWBUAyaNbHBIX mnpeanpuauMmareneir B OO0 «bamk 131» ¢
ucnonb3oBanueM Cucremsl J[BO (mamee — PermamenT), 03HaKOMIICH H coTaceH ¢ PermaMeHTOM, BKIIFOUYAs €ro IPUIIOKEHUS, H
00513y10Ch COOTIOIATh BCe MOJI0XKeHUs Perimamenta npu ucnons3oBarnnu Cucremsr J1BO.

IIpouy 3aperucrpupoBath MeHsl B Cucteme /IBO OOO «bank 131» u:

Uesinats ®KH Pytoken u BoimyctuTh CepTUdHKAT KITFOYa MPOBEPKH AIICKTPOHHOM TOMMKUCH COTIIACHO pasjieny 4
Pernamenra;

LIBBIIaTh MPOCTYHO DIIEKTPOHHYIO MOAIICH U YCTAaHOBUTH AGOHEHTCKHI HOMEp, YKa3aHHBII B HACTOSIIEM 3asiBJICHHH, IS
HanpasneHus Jloruaa u Bpemennoro Ilapons ans noctyna B Cuctemy /IbO, a Taxoke CpeacTB MOATBEPKICHHS.

U BeimaTh MOOHIIBHYO MOAIICH U YCTAHOBUTH AGOHEHTCKHUI HOMEP, YKa3aHHBIH B HACTOSIIIEM 3asIBJICHUH, IS
HanpasnieHus Jloruna u Bpemennoro [apons ans noctyna B Cucremy JIbO u aktuBanuu kimoda MoOWIEHOM MOANKCH.
U (ucnonvzyemces ons Ynonnomouennvix Ilpedcmasumeneit Knuenma ¢ npagom npocmompa) yCTaHOBUTD
AOOHEHTCKHII HOMED, YKa3aHHBIN B HACTOAIIEM 3asBIICHUH, Jis HampasieHus Jloruna u Bpemennoro ITapons s
nocrymna B Cucremy JIBO, a takxke OQHOPa30BbIX KOJOB IS Ay TCHTU(DUKAIHH.

L VYBenomieH s 0 COBEPIICHHBIX OEPAIUAX MPOIITY HAMPABIATD:

O 110 aAPECy ICKTPOHHOM MOYTHI

O Ha AGOHEHTCKUI HOMEp

IIpomy ycTAaHOBHTH CJIEAYIOINYI0 KOAOBYIO HHGOpMAaLHIO:
BOIIPOC: OTBET:

Hacrosimm moATBepIkaaio, 9To YKa3aHHbIE B HACTOSIIEM 3asBlicHUH AGOHEHTCK I (-1e) HoMep (-a) U aapec JIIeKTPOHHOM
MOYTHI IPUHAJIJIEIKAT UCKIIOUUTENBHO U TOJIbKO MHE, MHBIE JIMIIA HE UMEIOT IOCTYIIa K HUM.

C IMpunoxenusmu Ne6,7 k PernmameHTy qUCTaHIIMOHHOTO 0AHKOBCKOTO OOCITYXHBAHUS FOPUIMYCCKUX JIUI] H
uHANBUAYaIBHBIX npennpuHuMareneil B OO0 «bank 131» ¢ ncnonp3oBanunem Cuctemsl JJbO 03HaKOMIIEH U coTIaceH,
00513YIOCh BBITIONHATH TPEOOBAHMSI, YKA3aHHBIC B HUX.

Ynoanomouennoe juno Kinenra: « » 20 2.

5 Howmep 3asBieHus nprucBauBaeTCs IOCIe perucTpauy YnonHomodennoro Ipencrasurens Kimmenra B peectpax Cuctemsr J5O.
6 Vka3biBaetcs ajapec 3J'I€KTpOHHOI7[ IMOYThI YIIOJTHOMOYECHHOTO JIKIa. Tlone obs3aTeIBHO JJIA 3aII0JTHCHU .
7 VkaspiBaeTcss AGOHEHTCKHI HOMEp yIOITHOMOYEHHOro Hia. IToje 06s13aTenbHO [Is 3aII0THEHNUS.
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(Tmoanucs) (pacmudpoBka MOAIKMCH)

MII

To be filled in by the Bank / 3anosansiercst Bankom

Unentudukanms YnomrHoMmodenHoro Jmia KineHTa npoBeieHa, NOJTHOMOYHS B JOKYMEHTHI IPOBEPEHBI, 3asBICHIE 3apETHCTPUPOBAaHO B baHke
« » 20 T.

« _» 20 T

(HOMKHOCTD) (moxmnuce) (paciudpoBKa HOAMHCH.)
OtMeTKa 00 UCIIOTHEHUH:
3asBICHUE BHINOIHEHO, IPUCBOCH Ne

« _» 20 T

(LOIKHOCTD) (110MHCH) (paciudpoBka MOAMKCH.)
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Bank 131 LLC (Bank)
Nekrasova 38, Kazan, Republic of Tatarstan, 420012
INN/OGRN 1655415696/1191690025746

202_

Application’ No./ 3asinenne Ne

on joining the Regulations on Remote Banking Service in
the ‘Banking App’ system for Bank 131 LLC Corporate
Clients and individual entrepreneurs

0 nmnpucoenuHeHMu K PerjamMeHTy JAMCTAHIHMOHHOIO
0aHKOBCKOIO 0O0CIYy:KUBAHUSI KOPUIAMYECKUX JHLI U
MHANBUAYAJBHBIX npeanpunumareneii B OO0 «bank 131»
¢ ucnoian3oBanuem Cuctemsl J[bO

Full name / ®UO

Passport series and number/Cepust u HOMep macnopra

Authority issued the passport and date of the issue/Opran u
JaTa BblAa4M Iacropra

Acting on the basis of / [leiicTByronuii Ha OCHOBaHUHU _

On behalf of the Client / Ot umenu Kinenra

Registration No. / Peructparmonnsiii Ne

e-mail address/A npec snexrponnoii mouTsr’

Subscriber Number/ AGonentckuii Homep'”

I hereby inform Bank 131 LLC that I fully and unconditionally
agree with the Regulations on Remote Banking Service in the
‘Banking App’ system for Bank 131 LLC Corporate Clients
and individual entrepreneurs (hereinafter referred to as the
Regulations), have read and agree with the Regulations,
including their annexes, and will comply with all the provisions
of the Regulations when using the RBS system.

Hacrosimum coobmato OOO «bank 131» 4TO MONMHOCTHIO H
0e3yCIIOBHO COTJIAIAIOCh ¢ PersaMeHToM TUCTaHIIMOHHOTO
0aHKOBCKOTO  OOCHYXHBAaHUS IOPUIWYCCKAX  JHI U
uHIUBUAYyanbHbIX npeanpuaumareneit B OO0 «bank 131» ¢
ucnonb3oBanneM Cucrembl JJBO (nmasee — Pernamenr),
O3HAKOMJICH W cOTJaceH ¢ PermamMeHTOM, BKIIOYasl €ro
MPUJIOKEHUSI, W O00s3YIOCh COONIOJATh BCE ITOJNOKEHUS
Pernamenra npu ucnonszoBanuu Cucremsl 15O.

I hereby request to register me in the RBS System of Bank 131 LLC and:
/Mpoury 3aperucrpupoBath Mensi B Cucreme IO O00 «bank 131» u:

[ issue Rutoken FKM and issue an electronic signature verification key certificate in accordance with Section 4 of the Rules;
/ Beimate ®KH Pyroken u Boiyctuth CepTuduKaT KITF0Ua MPOBEPKH dIEKTPOHHOM MIOIUCH COTTIACHO paszeny 4 Permamenta;
[ issue a simple Electronic Signature and set the Subscriber Number specified in this application to send the Login and
Temporary Password for access to the RB System, as well as Confirmation Tools/Beimats npoctyio DneKTPOHHYO TTOIUCH U
YCTaHOBUTH AGOHEHTCKHUI HOMCD, YKaBaHHLIﬁ B HACTOAILEM 3as1BJICHUU, AJIs1 HAIIPABJICHU Jlornna u BpCMCHHOFO Haponﬂ 1A

nocryna B Cucremy JIBO, a takxe CpencTB NOATBEPKACHUS.

[ issue a Mobile Signature and set the Subscriber Number specified in this application to send a Login and a Temporary
Password to access the RB System and activate the Mobile Signature key./Bbinate MoGHIIBHYO TOANUCH H YCTAHOBHUTD
AOOHEHTCKHII HOMED, YKa3aHHBIA B HACTOSIIEM 3asBICHUH, ISl Hanpasienus Jloruna u Bpemennoro [Tapoins s
noctyna B Cuctemy JIBO u akTuBarmu kioda MoOHIBHON TIOITUCH.

U (ucnonvzyemen ona Ynonnomouennvix Ipeocmasumenei Knuenma c¢ npasom npocmompa) set the Subscriber
number specified in this application for sending the Login and Temporary Password for access to the RBS System, as well
as One-Time Codes for authentication/ ycranoButs AGOHEHTCKHIA HOMEp, YKa3aHHbIIl B HACTOSILEM 3asBICHHUH, IS
HanpasneHus Jloruna u Bpemennoro Ilapons ans nocryna B Cuctemy JIbO, a Taxoke O1HOpa30BBIX KOAOB IS

ayTeHTH(UKamy.

O | hereby request to send notifications of transactions/YBemomieHus 0 COBEPIICHHBIX OINEPALHUSX IIPOLLY HATIPABIATH!

[ at e-mail address: / o agpecy 3JI€KTPOHHOM MOYTHI
[ to the Subscriber number: / na AGonenTckuii HOMEp

8 The Application number is assigned after the Client's Authorized Person has been registered in the registers of the RBS System. / Homep 3asBinenus
MPHCBAaNBACTCs TIOCIE perucTpaiuu YnosHomoueHHoro [IpencraBurens Kimenra B peectpax Cucremsl JJBO.

 The e-mail address of the authorized person is indicated. Required field.
10 The subscriber number of the authorized person is indicated. Required field.
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I hereby request to set the following code information
/ TIpoury yCTAHOBHMTH CJIEAYIOLIYIO KOAOBYIO HH(OPMAIUIO:

Question / Bompoc:

I hereby confirm that the Subscriber number and e-mail
address specified in this application belong exclusively and
only to me, other persons have no access to them.

I will comply with the requirements specified in Appendices
No. 6, 7 to the Regulations on Remote Banking Service in the
‘Banking App’ system for Bank 131 LLC Corporate Clients
and individual entrepreneurs have been read and agreed.

Authorised Represenr of the Client:
[ Ynonnomouennoe auuno Kiunenra:

_answer / oTBeT:

Hacrosimmm noarBepskaaro, 9To yKa3aHHbIC B HACTOSIIEM
3asiBIeHMH AGOHEHTCKHI HOMEp U aJJpec IICKTPOHHOI
TIOYTHI IPUHAJIEKAT UCKIIOUYUTEIBHO U TOJIBKO MHE, UHbIC
JMIa He HIMEIOT IOCTYIa K HUM.

C Ipunoxenusmu Ne6,7 x PernmameHTy AUCTaHIIMOHHOTO
0GaHKOBCKOTO 00CITy )KHBaHHUS IOPUANIECKHUX JIHIL 1
WHAWBHAyANbHBIX npennpuauMareneit B OO0 «bark 131» ¢
ucnoiab3oBanueM Cructemsl JIbO 03HAKOMJICH U COTJIAceH,
00513Y10Ch BBINOJIHATH TPEOOBaHNUS, yKa3aHHbBIC B HHX.

20

(signature)

To be filled in by the Bank / 3anoansiercss Bankom

(printed)
Seal (if any)

I/I[[CHTI/I(i)I/IKaHI/IH Y0THOMOYEHHOTO Jna Knuenra IpoBEACHA, ITIOJHOMOYNA U JOKYMEHTEI IPOBEPEHEI, 3asBiIeHUE 3aperucTpupoOBaHoO B Banke

« » 20 T.

/ / «_» 20 T
(TOIKHOCTD) (moamuch) (pacimudpoBKa MOAMUCH) (mata)
OtMmeTka 00 UCTIOTHEHUH:
3asBICHUE BHINOIHEHO, IPUCBOCH Ne

/ / «_» 20 T
(JTOJDKHOCTD) (Tmoamuck) (pacmmdpoBKa MOAITHUCH) (mata)
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[Mpunoxxenne Ne2 k PernameHTy AMCTaHIIMOHHOTO OAHKOBCKOTO OOCITY>KHBAHUSI FOPUIMYECKUX JIMI] U MHANBUY aTbHBIX
npegnpunumMareneit B OOO «baunk 131» ¢ ucnons3oBanueM Cucremsl IO

AKT Ne
npuema-nepenaun ®KH Cucremsr 1O

r. Kazanp « _» 20 1.

000 «bank 131», MMEHYEMOE B najabHeHIeM bank B JIUILE
, JeicTByromero (-ei) Ha

OCHOBaHUU C OJHOW CTOPOHBI, U , UMEHYEeMBbIH B

nanpHenmeM «KiueHnT», B muue
, newcTyrorero (-eif) Ha OCHOBaHHMH
, C JIpyroll CTOpPOHBI, COBMECTHO HMMEHyeMble — «CTOpDOHBI», a IO OTAENBHOCTH —
«CropoHa», B paMKax PeriiaMeHTa IUCTaHIMOHHOTO OaHKOBCKOTO OOCIY)XMBaHMS IOPHAWYECKUX JHI ¥ HHIWBHAYaIbHBIX
npennpuanMateneii B OOO «bark 131» (3asBnenue o mpucoenuHeHUH No oT 20 r.), cocTaBWIA
HACTOSIIUN AKT O HHKECIIEAYIOIIEM:

Bbankom nepezan, a Kimuenrom npuuaT KoHBEpT ¢ epcoOHaNbHBIM (-H) OTUY>KAaeMBIM (-1) HOCUTENEM (-MH), TpeTHa3HAYCHHBIM (-
MH) JUIsl XPaHEHUS] ¥ HMCIIOJIb30BaHUs YCUJICHHOH HeKBanu(pHUUUpOBaHHOH DnekTpoHHO# moanucu (nanee- OKH), uenoctHocTh
KOTOPOr0 HE HapyllleHa, ¢ IeJbi0 ucnojib3oBanus Cuctemsl /IBO B cooTBercTBHE ¢ [IpaBUiaMu KOMIUIEKCHOTO OaHKOBCKOTO
o0ciTy>)KMBaHUS FOPUINICCKUX JIMI U HHANBUIYadbHBIX npeanpuanmaTencii B OO0 «bank 131» u PermaMmeHTOM AMCTaHIIMOHHOTO
0aHKOBCKOTO 00CTy)KMBaHUS IOPUAMYSCKUX JIUI U HHANBUIyalbHBIX mpeanpuanMateneid B OO0 «bank 131» ¢ ucmons3oBaHreM
Cucrtemsr J1BO:

n/m
®UO (YIoIHOMOUYEHHOTO JIUIIA KIHEHTA) OKH
1. 3JeKTpOHHBIN K04 PyToken «PyTtoken D11
2.0» Ne
Mepenan punsa
000 «bank 131» HaumenoBanue
420012, Pecny6sinka TaTapcran, Anpec
r. Kazans, yi1. Hexpacosa, 1. 38 HUHH/OI'PH

NHH/OI'PH 1655415696/1191690025746

ot banka:

(TOIKHOCTD)

(moamuce) (pacmmdpoBKa MOAINCH)

ot Kiimenra:

(momxuoctp)  M.IL

(moamuce) (pacmmbpoBKa MOAINCH)
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Acceptance and Delivery Certificate No.
of FKM of the RBS Systems /
AKT Ne
npuema-nepenayn ®KH Cucremsl 1O

Kazan

Bank 131 LLC, hereinafter referred to as the Bank
represented by
acting under
on the one part, and
hereinafter referred to as the Client’s Authorized person
represented by
acting under
on the other part, referred together herein as Parties and
individually as a Party, within the scope of the Regulations on
Remote Banking Service in the ‘Banking App’ system for Bank
131 LLC Corporate Clients and individual entrepreneurs
(Application on joining
No. dated

20__ ),

20

00O «bank 131», umenyemoe B nanbHeiiiem baHk B nuie
HetictByromiero(-eif) Ha OCHOBaHUU

C OJITHOU CTOPOHBI, U
nMeHyemoe B AanbpHeieM KineHr,

B JIUIIE ,
JeicTBytolero(-ei) Ha OCHOBaHHUU
C IPYTOH CTOPOHBI, COBMECTHO MMeHyeMble — « CTOPOHBD), a T0
ornensHOCTH —  «CTOpoHa», B  pamkKax Periamenra
JIUCTAaHIIMOHHOTO OaHKOBCKOTO OOCTYXKHBaHUS IOPHIMYECKUX
JIMI] M UHOUBUAYanbHbIX npennpuaumareneit B OO0 «bank 131»
c ucnionb3oBanueM Cucremsl JIbO (3asBiIeHNE 0 IPUCOSANHECHUH
Ne oT 20 1),

have drawn up this Act as follows:

The Bank has transferred, and the Client has accepted an
Envelope with the personal alienated carrier(s) intended for
storage and use of the enhanced non-certified Electronic
Signature (hereinafter referred to as the FKM), the integrity of
which has not been violated, for the purpose of using the RBS
system in accordance with the Regulations on Remote
Banking Service in the ‘Banking App’ system for Bank 131
LLC Corporate Clients and individual entrepreneurs and the
Regulations on Remote Banking Service in the ‘Banking App’
system for Bank 131 LLC corporate clients:

COCTaBUJIU HACTOSIIMNA AKT O HHKECIEIYIOIEM:

bankom mepeman, a Kiumentom mnpunaT KosBepT ¢
HNEepCOHANBHBIM (-M) OTYYXAaeMbIM (-M) HocuTeneM (-MH),
npenHa3HadYeHHbIM (-MH) Ui XpaHeHHWs W HUCIOJb30BaHUs
YCUJICHHOH HEKBaJIM(UIIMPOBAHHOW DIEKTPOHHOH MOAMUCH
(manee- ®KH), menocTHOCTE KOTOPOTO HE HapyIIeHa, ¢ IEeIbI0
ucnoss3oBanus Cuctemsl JJBO B coorBeTcTBuM ¢ [IpaBunamu
KOMILTIEKCHOTO OaHKOBCKOTO OOCITYKUBaHUS FOPUIMYCCKIX JIHIT
1 MHAMBHAYyallbHBIX npeanpunuMmareneit B OO0 «bank 131» u
PermamMeHTOM IUCTaHITMOHHOTO OAHKOBCKOTO OOCIYKHBAHHS
IOPUIMYECKUX JIUIl U WHANBUAYAIbHBIX MpeANpUHUMATENeH B
00O «bank 131» ¢ ucnonb3oBanuem Cuctems! JJBO:

n/a Full name (Client’s Authorized person)

/ ®NO (Y1I0JIHOMOYEHHOTI'O JII[A KIHEHTA)

FKM / ®KH

Rutoken ES 2.0 electronic key No.

Transferred to

Bank 131 LLC (Bank)

Nekrasova 38, Kazan, Republic of Tatarstan, 420012
INN/OGRN 1655415696/1191690025746

from the Bank:

Accepted
Name
Address
Reg. No.

from the Client:

(title)

(title)

(signature)

(signature)

45




IMpunoxxenne Ne3 k PernaMeHTy AMCTaHIIMOHHOTO OAHKOBCKOTO OOCITY)KHBAHUSI FOPUIMIECKUX JIUIL M MHANBUIY aTbHBIX
npeanpuaumareneit B OO0 «bank 131» ¢ ucrons3oBanuem Cucremsr 16O

3asiBiieHue
0 CMEHe JIOTMHA U CTATHYECKOr0 MapoJis
/pa30joxkupoBKYy goctyna B cucreme [bO/cmene AGOHEHTCKOro HOMepa

r. Kazans «__» 20 1.

DdUO

Cepus 1 HOMep TacmopTa
OpraH 1 J1aTa BBJIa4YM Maclopra
JleHcTBYOIMI HA OCHOBaHUH _
Ot umenn Knuenra

OI'PH

AJTpec AMeKTPOHHOM HoUTHI
AGoHeHTCKui Homep™

B cootBercTBHMM ¢ PerimameHTOM IMCTaHIIMOHHOTO OAaHKOBCKOTO OOCIYXXHMBaHHUS IOPHAMYECKUX JHI M HHIWBHUAYAIBHBIX
npeanpunumareneii B OOO «bank 131» ¢ ucnons3oBanueM Cuctemsl 1bO npomry:

[ — pas6mokuposars goctyn B Cuctemy JIBO, ¢ HCIIONB30BaHUEM paHee MPEIOCTaBICHHBIX JaHHBIX [ JOCTYIA (C yCIOBHAMU
1 IPUYUHAMH OJIOKHPOBKH coriaceH, mpereH3uit k OO0 «bank 131» He nMero);

] — mpou3BecTH CMEHY JIOTHHA M CTATUYECKOTO IapoJisl U HAPABUTh NaHHBIC Uit BXxoAa B cucreMy JBO Ha Mot AGOHEHTCKHI
HOMep, yKa3aHHEIHA B 3asBIcHHE Ha proOpereHune/m3meneHme bI1.

[0 — mpomssectu cMeHy Kitoda MOGHIBHON IONUCH U HANPaBHUTh TaHHBIC MU aKTHUBAIUMH KiIoda MOGHIBHOW IOOIUCH HA
AOOHEHTCKHIA HOMED);

[J - ycTaHOBHTH HOBBIH AGOHEHTCKHI HOMED, Ha KOTOPBIHA TPOIIY HANPaBisTh JIOTMH ¥ BpeMeHHEBIH mapoib I 10CTyTa B
Cuctemy JIbO, npoxoxaeHus Npoeaypbl ayTeHTH()UKALMN 1 HOZ[HI/IC&HI/ISI DJIEKTPOHHBIX JOKYMEHTOB IIPH €€ HCIIOIb30BaHNH,
JUISl YKa3aHHBIX Y TIOJTHOMOYEHHBIX Jui: + () ;

L] VBeoMIIeH S O COBEPILCHHBIX OIEPALHSX IPOLLY HAPABIATH:

U TIO aJ[pecy 3JIEKTPOHHON ITOUYTHI

O Ha AOOHEHTCKHUI HOMeEp:

Hacrosimum monTBepskiato, 9TO yKa3aHHBIM B HACTOSINEM 3asBICHHM AOOHEHTCKMH HOMEp INMPUHAIJICKUT HCKIIOUNTEIBHO U
TOJIKO MHE, MHBIE JINIa HEe NUMEIOT JAOCTYIa K HEMY.

/ /€ » 20 r/

(IToamucs) (®HO0) (Hata)

M.IL

3anoanserca bankom

I/I)ICHTI/I(I)HK&L[I/ISI YTIOJTHOMOYEHHBIX JIAIT Knuenrta IIPOBEACHA, ITOJJHOMOYHNA U TOKYMEHTBI ITPOBEPECHBI

3asBieHne 3aperucTpupoBano B banke « » 20 T.
/ / «_» 20 T
(1OIKHOCTB) (monnuce) (pacum¢poBKa MOIMUCH) (mara)

Pabornux banka, npoepusimii OI1:

/ / «_» 20 T
(TOIKHOCTD) (moamnuce) (pacumudpoBKa MOAMHUCH) (mata)

OTMeTKa 00 MCIIOTHEHNN:
OTBeTcTBEHHBINH paboTHUK baHka:

/ / «_» 20 T
(TOIKHOCTD) (moamuce) (pacurudpoBKa IMOAIHUCH) (mata)

11 The e-mail address of the authorized person is indicated. Required field.
12 The subscriber number of the authorized person is indicated. Required field
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Application 3asiBjieHHe

on login and static password change / 0 CMEeHe JIOTMHA H CTATHYECKOT0 MapoJIs
unlocking RBS system access / subscriber /pa30JI0KMPOBKY J0CTYyIA B CHCTEMe
number of mobile communication change JBO/cMeHe ADOHEHTCKOr0 HOMepa
Kazan 20

Full name / ®UO

Passport series and number/Cepust 1 HOMep mactopTa

Authority issued the passport and date of the issue/Opran
1 JaTa BblJa4du racnopTa

Acting on the basis of / JleficTByomuii Ha OCHOBaHHU _

On behalf of the Client / Ot umenn Kinenra

Registration No. / Peructparmonusiii Ne

e-mail address/Anpec snexrponnoii moutsi*®

Subscriber Number/ A6onenrckuii Homep™

In accordance with the Regulations on Remote Banking B cootBerctBMuM ¢ PerjaMeHTOM — JHCTaHIIMOHHOTO
Service in the ‘Banking App’ system for Bank 131 LLC ~ 0aHKOBCKOro  OOCIYy»XMBaHHMs  IOPUAMYECKHX  JIHI U
Corporate Clients and individual entrepreneurs, | hereby  unauBuayanshsix npemnpunumMareneit B 000 «bank 131» ¢
request to: ncnonb3oBanueM Cuctems! JIbO npoury:

] -unblock access to the RBS System using previously provided access data (agree with the terms and ground for the
blocking, no claims against Bank 131 LLC); / pa36nokupoBats goctyn B Cuctemy JIBO, ¢ Bcnons30BaHueM paHee
MPEOCTABJICHHBIX JAHHBIX IS JOCTyIA (C YCIOBHSIMHU U MPHUYUHAMU OJOKUPOBKH coraceH, npeter3uit kK OO0 «bank 131
HE UMEI0);

[ - switch login and static password and send the RBS system login data to my Subscriber number / npoussectu cmeny
JIOTHHA ¥ CTaTHYECKOT0 IapoJIs M HAIPaBUTh JaHHBIE A7 BXoJja B cuctemy /IbO Ha Mot AGOHEHTCKHUIT HOMep, YKa3aHHBIH B
SasBiicHHe Ha puodOpereHue/m3menenue bIl;

O - change the Mobile Signature key and send and send the data for activating the Mobile Signature key to the Subscriber
number /npousBectu cMeHy Kito4a MOOHIBHOM NOAMNUCH U HAPABUTH U HANIPABUTH JAHHBIE JUIS aKTUBAIIMHU KITFOYa
MoOunsHOI oanrcH Ha AOOHEHTCKUI HOMED;

[ - establish a new Subscriber number with its Login and Temporary password for access to the RBS System, for passing the
procedure of authentication and confirmation of Electronic documents when using it, for the specified Authorized persons:
/yctaHOBHUTH HOBBIII AOOHEHTCKUI HOMEDP, Ha KOTOPBIN MPOIITy HAnpaBisiTh JloruHn 1 BpeMeHHbIH napoib JJis 10CTyna B
Cucremy JJBO, mpoxoxaeHus Mporexypsl ay TeHTH(OUKAIINN | TIOATBEP K ICHHS QHGKTpOHHHx JIOKyMEHTOB IpU €€
HCIOJIb30BAHHH, JUISl YKA3aHHBIX Y TIOJHOMOYEHHbIX Juil: + () ;

U] I hereby request to send notifications of transactions/YBemoMiieHnst 0 COBEPIIEHHBIX OTIEPAIUSIX MTPOLTY HAMPABIATD:

[] at e-mail address: / mo aapecy 37€KTPOHHON MOYTHI:

] to the Subscriber number: / na AGonentckuii Homep: + ( )

I hereby confirm that the Subscriber number specified in ~ Hacrostimum noarBepskaro, 4T0 yKa3aHHBIH B HACTOSIIEM

this application belongs exclusively and only to me, 3asBJIeHMH AGOHEHTCKHIA HOMEDP MPUHAIEKUT HCKITIOUUTETBHC
other persons have no access to it. ¥ TOJILKO MHE, MHBIC JIUI[A HE HMEIOT JIOCTYIIa K HEMY.
/ / 202_/
(Signature) (Full name) (Date)
Seal (if any)

To be filled in by the Bank / 3anosnsiercss Bankom
I/I}leHTH(bI/IKaLIHﬂ VY 10IHOMOYCHHBIX JINIT Knuenra MPOBEACHA, TOJTHOMOYHNSA U JOKYMEHTBI IPOBEPEHLI
3asBneHue 3aperucTpupoBato B banke « » 20 r..

/ / «_» 20 T

13 The e-mail address of the authorized person is indicated. Required field.
14 The subscriber number of the authorized person is indicated. Required field.
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(OMKHOCTB) (moamuce)
Paboruuk banka, nmposepusmmmii OI1:

/

(pacumm¢poBKa NOIMUCH)

/

(OMKHOCTB) (moamnuco)

OT™MeTKa 00 HCIOIHEHHN:
OtBeTcTBEeHHBIH paboTHHK banka:

/

(pacum¢poBKa MOAMUCH)

/

(OMKHOCTB) (moamnuco)

(pacumm¢poBKa MOAMUCH)
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(mata)

« _»
(mata)

«_»
(mata)

20

20



[punoxenue No4 k PernaMeHTy qUCTAHIIMOHHOTO OAHKOBCKOTO OOCIYKHBAHUS IOPUIIMYCCKUX JIUI K MHAUBUALYAIbHBIX
npeanpunumareneit B OO0 «bank 131»

YBEJAOMJIEHUE
0 KOMIIPOMETALMHU KJIKYa DJIEKTPOHHOI MOANUCH
(mpexkpaieHnu AeiicTBUS CPeACTBA MOATBeP:KAeHNs M(UIH) 00 yTpaTe CpeacTBA MOATBEPKIACHUA U
(nsmn) 00 ucnoabzoBannu Cucremsl B0 6e3 cornnacus Kiiuenra)

r. Kazanp «_» 20 T

[ 4(0)

Cepus 1 HOMep TacmopTa
OpraH ¥ 1aTa BBLAAYH TaCIOPTa
JeicTByOmuKi Ha OCHOBAaHUM _

Ot umenn Knuenra
OI'PH

B COOTBETCTBUM C PeriiaMeHTOM AMCTaHIMOHHOTO OAaHKOBCKOTO OOCITY)KUBAHUS IOPUAMYECKHX JIUI ¥ HHIMBUAYaJIbHBIX
npennpunuMareneit B OOO «bank 131» c¢ ucnons3oBanuem Cuctemsl JIBO, nactosmmMm yBegomssito OOO «bank 131» o
Kommnpomeranuu DneKTpoHHON NOAMUCH B CBSI3U C

(aama Komnpomemayuu II1/ympamvr ICII u (unu) e2o ucnovzoganus 6e3 coenacus Knuenma, obcmoamenscmea maxou KOMAPOMEMayuu/ympamol u (uiu)
MAKO20 UCNOL30BANUS, NOOMBEPICOCHUS (NPU HATUYUL) MAKOU KOMIPOMEMAYUU/ympamol u (Uiu) maxozo ucn()ﬂbsoeanuﬂ)
IIpomy ¢ « » 20 1. 3abJI0KHpOBaTh YKa3aHHbIE HUXKE Cpenctsa MOATBEPKICHHUS,
HCTIOJIb30BABIIMECS B paMKax PermameHTa IUCTAaHIIMOHHOTO OAHKOBCKOTO OOCITYKMBAHUS FOPUIUIECKUX JIUIl U MHIUBUIY ATbHBIX

npennpuanMareneii B OOO «bank 131» ¢ ucnonezoBanneM Cucrems! [IbO cornacHO 3asBIEeHHIO O TIpuUcOeAWHEeHHH No
OT «__ » 20 1., u OCTaHOBUTb 00paboTKy ONEeKTPOHHBIX JIOKyMEHTOB,
TIOJINTMCAHHBIX/TIOATBEPKICHHBIX YKa3aHHBIMH CPEJICTBAMH:

LICeprudukars! Kirrodei DIeKTPOHHOM IO IITHUCH:

Ne  |@.M.0. Bnagenbua — YIOIHOMOYEHHOTO JIMLA Cepuiinbrii Homep CepTrudukaTa Kiro4a IIeKTPOHHON
[OJITICH
1
UTIpoctyro OI1 1 AGOHEHTCKHI HOMEP MOOHITBHOM CBA3H:
Ne |®.1.0. Bnagensua-YIOIHOMOYEHHOIO JIMLA IAGOHEHTCKHUI HOMEP MOOMIIBHOTO YCTPOHCTBA
1
OKirou MOOUIBHOM HOAIUCH:
Ne |®.1.0. Bnagensua-YIOIHOMOYEHHOIO JIMLA IAGOHEHTCKHI HOMEp MOOMIIBHOTO YCTpOIcTBa
1
/ l«__» 20 1/
(IToammucs) (®HO) (Hata)
M.IL.

3anoansgerca bankom

I/IZ[CHTI/I(l)I/IKaI_II/IH V101HOMOYEHHBIX JINI] Knuenta IMMPOBCJCHA, TOJTHOMOYHNA U JOKYMCHTHLI IIPOBCPCHBI, 3asiBIICHHC
3apeTUCTPUPOBAHO B banke « » .

/ / «_» 20 T
(TOIKHOCTD) (moamuce) (pacurudpoBKa IMOAIHUCH) (mata)
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Pabotauk banka, mposepuBmmii D11

/ /

(1OIKHOCTB) (moamnuce) (pacum¢poBKa MOAMUCH)

OtMeTKa 00 UCIIOTHEHUU:
OTBeTCTBEHHBIN pabOTHUK baHka:
/ /

(TOIDKHOCTD) (moamuce) (pacmmdpoBKa OAITHUCH)
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«

»

»

(mata)

(nata)

20

20



NOTICE
on compromising the key of the Electronic
Signature (termination of the means of
confirmation and/or loss of the means of
confirmation and/or use of the RBS System
without the consent of the Client)

Kazan

YBEJAOMJIEHHUE
0 KOMIIPOMETALMHU KJIKYa DJIEKTPOHHOI
noAnucy (MpexKpameHny 1eicTBUs CpeIcTBa
NnoATBepAeHns u(1au) 00 yrpate cpeacTBa
NOATBepP:KAeHNs] U (WIH) 00 NCI0JIb30BAHUHU
Cucremsbl IBO 0e3 coraacus Kianenra)

20

Full name / ®HO

Passport series and number/Cepust u Homep nacroprta

Authority issued the passport and date of the issue/Oprau u
JlaTa BblJa4u IacropTra

Acting on the basis of / JleiicTByromnuii Ha OCHOBaHUHU _

On behalf of the Client / Ot umenu Kinenra

Registration No. / Peructpanuonusiii N

In accordance with the Regulations on Remote Banking
Service in the ‘Banking App’ system for Bank 131 LLC
Corporate Clients and individual entrepreneurs hereby
notifies Bank 131 LLC on the Electronic Signature
Compromise in connection with

B COOTBETCTBHHU C PernaMeHTOM AUCTaHIIMOHHOTO
0aHKOBCKOT0 00CITY)KMBaHHS IOPUANYECKUX JIUIL U
MHAUBUAYAIbHBIX npennpuHumareneii B OO0 «bank 131y,
HactosuM yBenomisieT OO0 «bank 131» ¢
ucnons3oBanueM Cuctemsl /IbO o Komnpomeranun
DNEeKTPOHHON MOJINCH B CBS3H C

(date of ES Compromising/Loss of ES and/or its use without the Client's
consent, circumstances of such Compromising/Loss and/or such use,
confirmation (if any) of such Compromising/Loss and/or such use)

I hereby request to block Means of Confirmation noted below that
were used within the scope of the Regulations on Remote
Banking Service in the ‘Banking App’ system for Bank 131 LLC
Corporate Clients and individual entrepreneurs according to
Application on joining

No. dated 20

since 20

and stop the Electronic Documents processing that were
signed/confirmed by the mentioned means:

Electronic Signature Key Certificates containing the following
Electronic Signature Keys:

(0ama Komnpomemayuu S11/ympamor ICII u (unu) e2o ucnonvzosanus
Oes coanacusa Knuenma, obcmosmenscmea maxot
KoMRpoMmemayuu/ympamel u (41u) maKo2o UCnonb306aHUs,
noomeepacoenust (npu HanudUL) MaKou KOMIPOMemayuu/ympanmsvl u
(unu) maxKoz2o UCNONb308aHUsL)

[Mpoury 3a610knpoBaTh yKa3aHHbIe HIKe CpencTaa

MOATBEP KICHNS, HCIIOJIB30BaBIINECs B paMKax Periiamenra
JUCTaHIIMOHHOTO OaHKOBCKOTO O0CITYKUBAHHS IOPUIUIESCKHX
JIUI] 1 MHANBUAYaNbHBIX npeanpunumateneit B OO0 «bank
131» ¢ ucnonb3oanuem Cucremsl JJBO cornacHo 3asBneHuto
0 TIPUCOCTMHEHUH

Ne OT «__ » 20 .,

c«__ » 20 T

U OCTQHOBHUTH 00pab0TKy DJIEKTPOHHBIX JOKYMEHTOB,
MOAMUCAaHHBIX/TIOITBEPKACHHBIX YKa3aHHBIMU CPEACTBAMHU:
Ceprudukarsl Kmodei DIeKTPOHHON MOIINCH, COepIKaIIne
CJIeIyOMIUe KIFOUU DIEKTPOHHOM MOMUCH:
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OCepruduxats! kmoueii dnexrponnoii noamucu/ Certificate of the electronic signature verification key:

Ne  [Full name of the owner - Authorized person Certificates of the electronic signature verification key
CDI/IO BJIaJebIa — yHOHHOMOquHOFO JIAna Se”al number / CepHP'IHbIﬁ HOMep CepTI/I(bI/IKaTa KJIro4a
(DJIEKTPOHHON MOAIHCH
1

LISubscriber mobile phone number: / AGoneHTCKuit HOMep MOGHIBHOM CBSI3H:

Full name of the owner, the authorized person /
D.1.0. Branensua- Y moJIHOMOYEHHOTO JIUIA

Subscriber number of the mobile device / AGorenTckuit
[HOMEp MOOWIBHOTO yCTPOHCTBA

[IMobile Signature Key/ Kirou MOOUIBHOI OIMUCH:

'YTIOJTHOMOYEHHOTO JIUIIa

Full name of the owner - Authorized person /®.11.0. Biazaenblia-

HOMEp MOOWIBHOTO yCTPOMCTBA

/ 202/

(Signature) (Full name)

Seal (if any)

To be filled in by the Bank / 3anoausiercss Bankom

(Date)

I/I,HeHTI/I(I)I/IKaI_H/IH V1101HOMOYEHHBIX JINI] Kiuenta MIPpOBCJACHA, ITIOJITHOMOYHA U JOKYMCHTEI IIPOBCPCHBI, 3asBieHHe

3aperucTpUpOBaHO B baHke « » T.
PaboTauk banka, mpuHSBIINI 3asiBICHHE:

/ / «_» 20
(JTOJDKHOCTD) (moamuck) (pacmmdpoBKa OAITHUCH) (mata)
Paborauk banka, nposepusmmit J11:

/ / «_» 20
(TOIKHOCTD) (moamnuce) (pacumudpoBKa MOAMHUCH) (mata)
OtMmeTka 00 HCTIOTHEHUH:
OtBercTBeHHBIN pabOTHUK baHKa!

/ / «_» 20
(1OIKHOCTB) (monnuce) (pacum¢poBKa MOIMUCH) (mara)
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ITpunoxxerne Ne5 k PerimaMeHTy TUCTaHIIMOHHOTO OAHKOBCKOTO
00CITy’)KNBaHWS FOPUINICCKHX JIMI ¥ HHIAWNBHUYaTbHBIX
npeanpuanMaTteneit B OO0 «bank 131» ¢ ucronszoBanneM
Cuctemsr JBO

HNucTpykuus no odecneyeHn1o HHGOPMAUMOHHO
O0e3onacHoctu npu padore B Cucreme AbO

B mensix obecnieuenust nHGOPMAIIMOHHON OE30MTaCHOCTH
npu pabote B Cucreme AUCTAaHIIMOHHOIO OaHKOBCKOI'O
obciyxuBanust OO0 «bank 131», Knuenr o0s13aH:
1. [Ipu ocymectBiennun noctyna k Cucreme J1bO,
HEOOXOMMO  yJIOCTOBEPUTHCS B NPABHIBHOCTH
YKa3aHHOI'O ajJpeca B aJpecHOM CTpoke Opaysepa
(https://online.131.ru/) u HanUYMK 3HAYKA 3AIIAIICHHOTO
COeAMHEHUS (3aMOK), MCKJIOYas BBIXOJ Ha CaiThl,
BHelIHe Mackupytomuecs noa Cucremy J1bO.
2. 2. [Tpu HCITOJIb30BaHUU MoOwibpHOM
noanucu/[Ipocroit DIIEeKTPOHHOMN MOAMINUCH
BHUMATEJIbHO NPOBEpATh MHPOpManuio o6 Onepauuu,
nonydeHHyto B CMC-coobmennn ¢  OgHOpa3oBBIM
naposieM uiau B PUSH-coo6mennu.
3. 3. Hcmonb30BaTh Mpoueaypy ayTeHTH(PHUKAINA
noctyna Kk MoOUIbHOMY YCTpOMCTBY (BBOJ Maposis st
pa30mokupoBKM MOOMIBHOTO YCTpPOWCTBA), BXOJA TI0
oTIeyaTky naibiia, Face-ID.
4. 4. CBOEBpEMEHHO YCTaHaBJIMBAaTh JOCTYIIHBIE
OOHOBJICHHS OTIEPALIMOHHON CUCTEMBI U MPUIIOKEHUH Ha
Baill TeiaedoH.
S. 5. MobunbHOE YCTpOWCTBO HE JOJKHO OBITh
MOJIBEPTHYTO ONEpaIysiM TOBBIIICHNAS TMPUBHICTUH /
B3JIOMa OTIEPAaI[MOHHOM crcTeMBbl ycTpoiicTa (jail-break,
rooting).
6. 6. Ucnonp3oBars aHTUBUpYC A1 MOOHIBHOTO
YCTpOIICTBa, CBOEBPEMEHHO YCTAHABIMBaTh Ha HETO
OOHOBJICHUS BUPYCHBIX 0a3.
7. 7. Hukorna He mepemaBaiite cBoe MoOuibHOE
YCTPOMCTBO ¥ SIM-KapTy TPETHUM JIAIAM.
8. Kmtoun VYcwienHoil  HekBanMpHUIMPOBAHHON
DnexTpoHHOW momanucu (naisee mo Tekcty — YHDOII)
xpaHuTh ToJabK0 Ha OKH (DyHKIMOHATBHBIN KITIOUEBOM
HOCUTENIb) B HEJOCTYIHOM [UIi TOCTOPOHHUX U
HEYNMOJIHOMOYEHHBIX JIMI[ MecTe (3amuparomnmecs
NEepCOHABHBIN ceid, MeTaTuecKuil mkag).
9. He nonyckaercs:
- cauMath konun ¢ ®KH;
- nepenaBath @PKH nuiiam, K HUM HE TOMYIIEHHBIM;
- zamuceiBaTh Ha ®KH nocroponHI010 HHPOpPMALHKIO.
10. He wucnosnp3oBath B KadecTBe CTaTHYECKOIro
napoJs:
- H0CJIEI0BATEIBHOCTH CHUMBOJIOB, COCTOSIILIUE U3
omHuX 1Mdp (B TOM 4wMcie AaThl, HOMEpa Tele(OHOB,
HOMEpa aBTOMOOMJICH | T.I1.);

Annex 5 to the Regulations on Remote Banking Service in
the ‘Banking App’ system for Bank 131 LLC Corporate
Clients and individual entrepreneurs

Instruction to ensure information

security when working in the RBS

System

In order to ensure information security when
working in the Remote Banking System of Bank
131 LLC, the Client shall:

1. When accessing the RBS System, it is
necessary to make sure that the address specified in
the browser address bar (https://online.131.ru/) is
correct and that the secure connection icon (lock) is
present, excluding access to sites externally
masquerading as RBS.

2. When wusing a Mobile signature/Simple
Electronic  Signature, carefully check the
information about the Operation received in an
SMS message with a One-time password or in a
PUSH message..

3. Use the procedure for authenticating access to
the Mobile Device (entering a password to unlock
the Mobile device), entering by fingerprint, Face-
ID.

4. Install available operating system and app
updates on your phone in a timely manner.

5. The mobile device must not be subjected to
operations of privilege escalation / hacking of the
device's operating system (jail-break, rooting).

6. Use an antivirus for a mobile device, install
virus database updates on it in a timely manner.

7. Never transfer your Mobile Device and SIM
Card to third parties.

8. The Enhanced Non-Certified Electronic Signature
(ENCES) shall only be stored on the FKM
(Functional Keystock Medium) in a place that is
inaccessible to unauthorized and unauthorized
persons (lockable personal safe, metal cabinet).

9. Not allowed:

- take copies from the FKM;

- to hand over the FKM to persons who are not
allowed to access them;

- to write down relevant information to the
FKM.

10. Do not use as a Static Password:

- character sequences consisting of the same
digits (including dates, phone numbers, car
numbers, etc.);

- sequences of repetitive letters or numbers;

- consecutive keyboard layouts or alphabetical
characters;

- names and surnames;
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- MOCJIEI0BATEILHOCTH MOBTOPSIOMIUXCS OYKB WM
wp;

- UIyLIUE MOAPA B pAacCKiIaJKe KIIaBUATyphl WU B
andaBuTEe CHUMBOJIBI;

- UMeHa U pammmu;

- NHH wmm  npyrue  peKBHU3UTHI
Kimenta/Ynonnomouennoro Ilpeacrasurens Kinuenra.
11. Crartuueckuil maposb T0JKEH:

- OBITH HE MEHEE 8 CHMBOJIOB;

- coJiepKaTh MU(PHI, CTPOYHBIE U 3aTrJIaBHBIC OYKBBI;
- coJlepkaTh XOTs Obl 1 CUMBOJI, HE SBISAIOIIUNACS
OykBOil nu nupoii.

12. Ha mnepconansHOM KOMIBIOTEpE (HOYTOYKE)
JOJDKHA OBITh YCTAHOBIICHA MApOJIbHAS 3aIIKUTa HA BXOJ
B OnepaluoHHy0 CUCTEMY.

13. PexoMenayercss MEHATH MMapoJib MOJIb30BATEINS B
omnepanuMoHHON cucteme, a Takke B Cucreme J[bO He
peXe OJIHOTO pa3a B 3 Mecsla.

14, [Tapons poctyma k xmouy YHOIII xpanuts
ornensHO oT OKH .

15. Crtporo 3ampemniaercs 3amUChIBaTh I[MapoiId Ha
OyMaXHBIX HOCHTENSIX WJIM B TEKCTOBBIX (haimax Ha
pabodyeM MecTe, OCTAaBISTh UX B JOCTYNHBIX TPETHUM
JMI[aM MeCTax, 1epe1aBaTh HEYIIOJIHOMOYEHHBIM JIMLAM.
16. [Tonkmrouate ®KH, conepxammuii kimrou Ol
TOIBKO B MOMEHT wucnoib3oBanus Cucrembl JIBO wu
MOJMMCAaHUs DJIEKTPOHHBIX JOKYMEHTOB. He ocTaBisaTh
O®OKH, comepxamuit  xmou  OlIl,  mocTrosHHO
MOJIKJIFOYEHHBIM K KOMITBIOTEPY .

17. He ucnonp3oBate ®KH, conepxkaruii kiatou JI1,
IS KaKMX-JIMOO JPYTUX Lieel, B YaCTHOCTH, HE XPAHUTh
Ha HEM MH(OPMALMIO TPOU3BOJIBHOIO COAEPKAHUS, HE
oTHocsmerocs k padore ¢ Cucremoit JJbO.

18. He KOIIMPOBATh COJIEpPI)KUMOE OKH,
cozep:xkamiero kimod Oll, u He mepegaBaTh €ro HUKOMY
Jla’ke Ha KOPOTKOE BpeMsl.

19. 3akonuuB paboty B Cucreme J{BO mim npepsas
e€ (maxxe Ha HeCKOIbKO MHUHYT), u3Biedyb OKH,
conepsxamuii kimou YHOII, u yOpats ero B He1ocTynmHOe
JAPYTUM JIUI]aM MECTO.

20. [TpumeHnsaTh Ha pabodyeM MecTe JIMLEH3UOHHBIE
CpeIacTBa  3alllUThl  OT  BPEJOHOCHOTO Koja ¢
BO3MOYKHOCTBIO aBTOMAaTHYECKOr0 OOHOBIEHUS 0a3
JAHHBIX CUTHATYpP BPEIOHOCHOTO KOJa.

21. Ecnmu B kadecTBe KommbioTepa sl paboOThHl B
Cucreme JIBO mncrons3yercss MEPEHOCHOW KOMIIBIOTED
(HOYTOYK), TOJKHO OBITh MCKJIFOUEHO €T0 MOJIKII0YEeHUE
K CETSIM OOIIEro JOCTyma B MECTaX CBOOOHOTO JOCTYIIa
B UHTepHeT (0ucHbIE HEHTPHI, Kade u 1p.)

22. Ocy1iecTBIATH MTOCTOSTHHBIN KOHTPOJIb
OTIPABISEMBIX IIJIATEXKHBIX (PACUETHBIX) TOKYMEHTOB
pu padote ¢ Cucremort JIbO, a Takke 3a COCTOSTHUEM

- INN or other details of the
Client/Authorized Representative of the Client.

11. Static password must:

- be at least 8 symbols;

- contain numbers, lowercase and uppercase
letters;

- contain at least 1 symbol, which is not a letter
or number.

12. A password protection for accessing the
Operating System must be installed on the personal
computer (laptop).

13. Itis recommended to change the user password
in the operating system as well as in the RBS
System at least once every 3 months.

14. The password for accessing the ENCES key
should be stored separately from the FCN .

15. It is strictly prohibited to write down
passwords on paper or in text files at the workplace,
to leave them available to third parties or to pass
them on to unauthorised persons.

16. Connect the FCN containing the ES key only at
the moment when the RBS System is used and the
Electronic Documents are signed. Do not leave the
FKM containing the ES key permanently connected
to the computer.

17. Do not use the FKM containing the ES key for
any other purposes, in particular, do not store any
arbitrary information on it that does not relate to the
operation of the RBS system.

18. Do not copy the contents of the FKM
containing the ES key or pass it on to anyone, even
for a short time.

19. After completing or interrupting work in the
RBS system (even for a few minutes), extract the
FKM containing the ENCES key and remove it to
an area inaccessible to others.

20. Apply licensed anti-malware at the workplace
with the possibility of automatically updating
malware signature databases.

21. If a portable computer (laptop) is used as a
computer for work in the RBS System, its
connection to public networks in places with free
Internet access (office centres, cafes, etc.) must be
excluded.

22. Constantly monitor the payment (settlement)
documents sent out when working with the RBS
System, as well as the status of settlement (bank)
accounts, transactions and balances.

23. In the event of signs of ES Compromisation or
detection of malicious code in the computer used to
operate the RBS System, the Bank must be notified
immediately by telephone: 8 (843) 5983131 from
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pacyeTHBIX (0AaHKOBCKHUX) CUETOB, OIEpAIUsIM 10 HUM U
OCTaTKaM.

23. B ciy4ae BBISIBIICHUS MIPU3HAKOB
Kommnpomeranuu OIl wnu BbISABIEHUS BPEIOHOCHOTO
KoJla B KOMIIBIOTEpE, HCIIOJIIb3yeMOM sl paboThl B
Cucteme JIBO, Heo0XoAMMO HEMEMJIEHHO YBEIOMHUTh
bank mo Ttenedonam: 8 (843) 5983131c 9 wacor 00
MUHYT 10 18 wacoB 00 mMuHyT (B paboune qHH), TUOO
JUYHO SBUThCA B baHK ¢ 1eibl0  OJOKHPOBAHUS
CKOMIIpoMeTHpoBaHHBIX Kitoued Oll ¢ mocnenyromiei
UX  3aMEHOM. K  coOwiTusM, CBSI3aHHBIM  C
Kommpowmeranueit D11, B Tom uucie, OTHOCATCS:

— yTpaTta (PYHKIHMOHAIBHBIX KIIOYEBBIX HOCUTENEH, C
MOCIEAYIOIUM OOHAPYKEHHEM N 0e3 TaKOBOTO;

— HapylleHHe NMpaBWJI XpaHEHHs, UCTIOJIb30BaHUS U
YHUUYTOXKEHHUS (B TOM YHCJIE IIOCTIE OKOHYAHUS CPOKa
NEHCTBUSA) KJIro4ua DJIEKTPOHHOM HOAMNUCHU
(ycuneHHOH HEKBaJTM(UIIMPOBAHHOMN );

— yTeps, TIepenadya W/WIM  TPEAOCTAaBICHHEM
JOCTyla HEYNOJIHOMOUYEHHBIM TPEThUM JIMIAM K
anmapaTHbIM CpeJCTBaM (B TOM YHCJI€ MOOUIIBHBIM
teneponaMm wiad  uHBIM) w/muiam - SIM-kapre ¢
AOOHEHTCKMM HOMEpPOM, B TOM 4YHCIIE KOTOPBIHA
UCIOJIb3YETCS Ml HampaBlieHUs: BpeMeHHOro u/uiu
OnHopa3oBoOro mapoJis;

— HaJIu4yue M0JI03PEHU, 4TO Cpeactsa
MOATBEPXKJIEHUSI DJIEKTPOHHOTO  JOKYMEHTa CTalu
M3BECTHBI HEYIIOJIHOMOYEHHBIM TPETHUM JIMLIAM;

— BO3HUKHOBEHHE  IIOJIO3PEHMM  HA  yTEUKy
MH(OPMAaLIUU WIH €€ UCKAKEHUE;

— HECAHKIMOHHWPOBAaHHOE  KONUPOBAaHUE  WIH
MIOJIO3pEHNE  Ha  KomupoBaHue  BpemeHHoro,
Cratuueckoro w/munu  OmHOPA30BOTO  TApOJS,
(GYHKIIMOHATIBHOTO KJIFOUEBOTO HOCHTEJS,
ammapatHoro  cpeacrBa  w/wim - SIM-kapter ¢
AGOHEHTCKUM HOMEPOM;

— TpEeKpalleHHE TOJHOMOYMH WM YBOJIbHEHHE
YIOMTHOMOYEHHBIX JIML, HMEIOWUX JOCTYN K
CpencTBy NOATBEPKACHUS;

— cllydad, KOTJa HeJb3sl JIOCTOBEPHO YCTaHOBHTb,
YTO TPOU3OIUIO C HOCHUTEISIMHU, COJAEpKallUMU
KII0YeBYI0 HMH(poOpManuio (B TOM 4YHCIE CiydYad,
KOT'/Ia HOCUTEIb BBIIIET U3 CTPOS U JI0Ka3aTelbHO HE
OIPOBEPrHYTa BO3MOKHOCTH TOTO, YTO JTAaHHBIN (aKT
MpoM30LIeNl B pe3yibTaTe HECAHKIIMOHUPOBAHHBIX
JEMCTBUM TPEThUX JIML, APYTUE BUJbI pa3riallieHus
KJTFOY€BOM MH(POPMAIIHH ).

24, IIpu  oOHapyXeHMH HECAHKIIMOHUPOBAHHBIX
noctynoB B Cucremy JIBO, miarexxHblX W HHBIX
onepaiii B Cucreme JIbO, Kommpomerauun wnnm
nogo3penn Ha Kommnpomeranuio Il HeMenneHHO
YBEIOMHUTh baHK M HampaBuTh «YBEIOMIIEHHE O

9:00 AM to 6:00 PM (on business days), or to come
to the Bank in person to block compromised ES
keys with their subsequent replacement. Among
other things, events related to ES Compromised
include:

- loss of functional keystock media, with or without
subsequent detection;

- violation of the Regulations for storage, use and
destruction (including after the expiry date) of the
Electronic Signature key (enhanced non-certified);
- loss, transfer and/or granting access to hardware
(including mobile phones or other) and/or a SIM
card with a Subscriber number to unauthorised third
parties, including that used to send the Temporary
and/or One-time password;

- there are suspicions that the Electronic Document
Validation Tools have become known to
unauthorised third parties;

- suspicion of information leakage or
misrepresentation;

- unauthorised copying or suspicion of copying a
Temporary, Static and/or One-time password,
functional key media, hardware and/or SIM card
with a Subscriber number;

- termination of powers or dismissal of the
Authorised Persons who have access to the
Confirmation Tool;

- cases where it is impossible to establish reliably
what happened to the media containing key
information (including cases where the media failed
and the possibility that this fact occurred as a result
of unauthorised actions of third parties and other
types of disclosure of key information was not
proved).

24. In case of detection of unauthorized access to
the RBS System, payment and other transactions in
the RBS System, compromise or suspicion of ES
Compromise, immediately notify the Bank and
send the Notice of Compromise in accordance with
the procedure established by the Regulation on
remote banking service of legal entities in Bank 131
LLC using the RBS system, as well as to apply to
law enforcement agencies.
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KOMIIpOMETallum» B TOpSAKE,  YCTAaHOBJIEHHOM
Pernamentom JUCTAHITHOHHOTO ©aHKOBCKOTO
00CITyKUBaHUS IOPUINYECKUX JIUI U WHIAUBUAYAIbHBIX
npeanpuaumareneii 8 OO0 «bank 131», a Takxe
o0paTuTbcs C COOTBETCTBYIOIIMM 3asiBICHUEM B
MIPaBOOXPAHUTEIbHBIC OPraHbl.

25. 3anpemieHo BOCCTaHABJINBATh
paboTOCIIOCOOHOCTh TIOBPEKICHHOTO KOMITBIOTEpA [0
MIPOBEJCHUSI TEXHUYECKOW »sKcrepTussl. Paboty ¢
Cucremoii JIbO pa3pemieHo NMPOBOAUTH TOJNBKO MOCHE
HOBOM  yCTAaHOBKM  ONEPALlMOHHOW  CHUCTEMBI  C
¢dbopmMaTupoBaHUEM >KECTKHX IMCKOB U IOCJIE CMEHBI
Bcex kimouen DI knuenTa.

26. Hcnoinb3oBars komOuHanuu kinasum «Ctrl + Alt
+ Dely a1 uaeHTHQHKAIMKM — OJL30BATENS B
ONEPALlMOHHOMN CUCTEME.

27. OTKIIOYNATh  BO3MOXKHOCTH  yHAJICHHOTO H
TEPMUHAIBHOTO  COCAMHEHUS K  KOMIIbIOTEpaM,
ucrnonbp3dyemMbiM it paborel 1mo Cucreme JIBO,

3abnokupoBath 3389 (RDP Remote desktop).

28.  BxirouuTh B ONEPAIMOHHOW CHUCTEME KYpHAJ
oesonacuoctr Windows.

29.  Hcmonwp3oBath TOJILKO JIMIIEH3UOHHOE
IPOrpaMMHOE 00ECTIEYCHNE — OTIEPAIIHOHHBIE CHCTEMBI,
Cpe/cTBa 3alllUThl OT BPEIOHOCHOTO KOjAa, O(UCHBIE
nakeTsl U T.J. (nanee mo texcry — [10).

30. ObecreynTh BO3MOXKHOCTH  CBOEBPEMEHHOTO
OOHOBJIEHUS CUCTEMHOTO U npukiagHoro [10.
31. Hoctym B mOMELIEHHWE, TA€  Pa3MEIlEH

kommbioTep ¢ Cuctemoit JIbO, npenoctaBisiTh TOIBKO
VYTI0THOMOYEHHBIM JIULIAM.

32. Kommprorep, ¢ KOTOpPOro  OCYIIECTBISETCA
MOATOTOBKA M OTHpPaBKa DJEKTPOHHBIX JOKYMEHTOB B
bank, pexomeHayeTcst BBIICIUTh B OT/IEIbHBIN CETMEHT
CeTH C 00s3aTeIbHBIM HUCKIIOYCHHEM ero M3 OOIIei
JIOKQJIbHOM CETH KJIMEHTA.

33. Uckmtounth JOCTYTI K KOMITbIOTEpaM,
UCronb3yeMbiM it pabotel mo Cucreme JIBO,
MMOCTOPOHHUX JIUI U IIEPCOHAJIA, HEYTIOJTHOMOUYEHHBIX Ha

padory B Cucreme JIbO w/mim o0CITyXuBaHUE
KOMIIBIOTEPOB.

34, I[Ipu  oOcmyxuBanum  kommnbiorepa  UT-
COTPYAHUKAMHU oOecrieunBaTthb KOHTPOJIb Haj

BBITTOJTHIEMBIMU MU JCHCTBUSMH.

35. OO0O «bank 131» He oCyIIECTBISET PaCCHUIKY
ANIEKTPOHHBIX MHCEM C Mpocb0oil mpucnare kimoun 1
w/wmn napons kK Cucreme JIBO u Hukorma He
3aIpalnBaeT y Bac 3Ty HH(POPMALHIO.

36. baHk He oOCyIIeCTBISET 3BOHKOB, pPACCHUIKY
coobmieHu# mo AekTpoHHou noure, CMC cooOmieHuni,
WIM WHBIMH crmoco0aMu, ¢ mpoch0oil  cOOOIIUTH
KOH(pHACHIMAIbHYIO MHpOpMaIuio (1Mapoyik, KOJAOBHIC

25. It is forbidden to restore the functionality of a
damaged computer before a technical examination
is carried out. Work with the RBS System may only
be performed after a new installation of the
operating system with hard disk formatting and
after all the client's ES keys have been changed.

26. Use the key Ctrl + Alt + Del combination to
identify the user in the operating system.

27. Disable the possibility of remote and terminal
connection to computers used for RBS System,
block 3389 (RDP Remote desktop).

28. Enable the Windows security log in the
operating system.

29. Use only licensed such software as operating
systems, anti-malware, office packages, etc.
(hereinafter referred to as software).

30. Ensure that system and application software
can be updated in a timely manner.

31. Access to the premises where the computer
with the RBS System is located shall be granted
only to the Authorised Persons.

32. It is recommended the computer from which
electronic documents are prepared and sent to the
Bank be singled out as a separate network segment
with obligatory exclusion of the computer from the
customer's common local network.

33. Exclude access to computers used to operate
the RBS system, unauthorised persons and
personnel not authorized to work in the RBS system
and/or maintain computers.

34. IT staff must ensure that they have control over
the actions they take when servicing the computer.

35. Bank 131 LLC does not send e-mails
requesting to send ES keys and/or password to the
RBS System and never asks you for this
information.

36. The Bank does not make calls, send e-mails,
SMS messages or any other means requesting
confidential information (passwords, code words,
etc.). If you receive such a request, do not provide
this information under no circumstances and report
it to the Bank immediately.
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cioBa, u mp.). [Ipu monmydenun takoro 3ampoca uu mpu | 37. It is prohibited to transfer usernames and
Kakux OOCTOSATENIbCTBAX HE coolmiaiite manHyro | passwords to third parties, including other the
uHbOpMaIHIO U HeMeIeHHO coobmrure 00 3ToMm B bank. | Client's Authorized Person.

37.  37. 3anpemeHo mepenaBaTh JOTMHBI M HapOiU
TPETHUM JIMLAM B TOM YHCJI€ UHBIM Y IOJIHOMOYEHHBIM
[IpencraBurensm Knuenra.
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IIpunoxxenne Ne6 k Permamenty
0aHKOBCKOT'O
00CITYy>KUBaHHS FOPUIMUYCCKUX JTHIL 1

JAUCTAaHIIMOHHOI'O

WHAUBUAYAJIBHBIX

npeanpunumareneit B OO0 «bank
131» ¢ ucnonssosanuem Cucrems JJBO

TpebdoBaHusi K MNPOrpaMMHO-TEXHHYECKUM
cpeACcTBAM VI NPOBeIeHUS] PACUYETHBIX
ornepaumii B 3JieKTPOoHHOM dopme

1. TpebGomBanus K MPOrPaMMHO-TEXHUICCKUM
cpenctBaMm  (mpuoOperarorcst  KnmeHtom  3a
COOCTBEHHBIH CUET Y TPETHHX JIUIT):

1.1. IIpu ucnonszoBanuu [1911:

- [Tepconanbubiit KOMIIBIOTEP c
MpEIyCTaHOBJIEHHONW OINEpPallMOHHONW CHUCTEMOM
(OC): Windows 7 wu Beimie, MacOS, Linux;

- Uatepuet-Opaysep akryaipHoi Bepcun: Chrome
47 u Boume / Firefox 44.0 u Bemme / Internet
Explorer 10 u Bermre / Opera 36 u Beimie / Safari 9
Y BBIIIIE;

- IOCTYII B c€Th IHTEpHET;
1.2. IIpu ucnone3oBanun YHOII:

- [lepconanbHeiii kommbioTep ¢ moptrom USB n
MPEAYCTaHOBICHHOW ONEPALMOHHON CUCTEMOM
(OC) Windows 7 u Bbime, MacOS?;

- Untepuet-Opaysep akryasibHoil Bepcuu: Chrome
47 u Beime / Firefox 44.0 u Bemme / Internet
Explorer 10 u Boie / Opera 36 u Boimie / Safari 9
1 BBIIIE;

- octyn B ceTh MHTEpHET;
- IIPUHTED.
1.3 Ilpu ucnonbp3oBaHn MOOHIEHOW TIOJIITUCH

-yctpoiictBo ¢ 10S (Tpu mocnenHue BepcHd
CHCTEMEI);

- ycrpoiicteo Android — ¢ Bepcuu 5.0 u Gomee
MO3/JHAE BEPCHUH.

2. Hns wucnome3oBanus Cucremsr J[bO ¢
npumenenneM YHOII HeoOxomuMm BBIIETICHHBIH
KOMITBIOTED c [IpeIyCTaHOBICHHOM
oreparuoHHo# cuctemoii cemeiictBa Microsoft
Windows. Ecmm, mo kenanuio Kiuenra,
ycraHoBka Cucremsl JIBO mnpousBogurcd Ha
KOMIpIOTEp ¢  mpexycraHoBieHHBIMH  OC
CTOPOHHHUX Mpou3BoAuTENeH, baHK He HeceT
OTBETCTBEHHOCTH 3a PpaboTOCIIOCOOHOCTH
Cuctemsl J1IBO.

[Ipu sxcmnyaranuu Cucremsl B0 3anpermiaercs:

Annex 6 to the Regulations on Remote
Banking Service in the ‘Banking App’
system for Bank 131 LLC Corporate

Clients and individual entrepreneurs

Requirements for software and hardware tools
to perform settlement operations electronically

1. Requirements for software and hardware
(purchased by the Client at its own expense

from third parties):
1.1.  When using Simple Electronic Signature:

- Personal computer with pre-installed
operating system (OS): Windows 7 and newer,
MacOS, Linux;

- Internet browser current version: Chrome 47
and newer / Firefox 44.0 and newer / Internet
Explorer 10 and newer / Opera 36 and newer / Safari
9 and newer;

- Internet access;
1.2.  When using ENCES:

- Personal computer with USB port and pre-
installed operating system (OS) Windows 7 and
newer, MacOS®;

- Internet browser current version: Chrome 47
and newer / Firefox 44.0 and newer / Internet
Explorer 10 and newer / Opera 36 and newer / Safari
9 and newer;

- Internet access;
- printer.
1.3. When using Mobile Signature:

- device with iOS (three latest versions of the
system);

- Android device - from version 5.0 and later.

2. In order to use the RBS System with the use
of ENCES, a dedicated computer with a pre-
installed operating system of the Microsoft
Windows family is required. If, at the Client's
request, the RBS System is installed on a computer
with pre-installed third-party operating systems, the
Bank shall not be liable for the performance of the
RBS System.

When operating the RBS System the following is
prohibited:

° Installation of third-party software as well as
conscious changes to the RBS system software and
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° YcTaHOBKa TPOTPAMMHOTO 00OecredeHus
CTOPOHHUX (UPM, a TaKXKe CO3HATEIBHOC
BHECCHHE M3MCHCHHUH B (haiiiIbl IPOrpaMMHOTO H
nHpopmarmorHoro obecreuenuss Cucremsl J1bO;

° Hoctyn K Cucrteme AbO
HEYIOJIHOMOYEHHBIX JIMII;
IIpn oxcmmyaranmun  Cuctemsr  JIBO  Koment
00s13aH:

° Ucmnone3zoBate cuctemy [AbO TONBKO Ha
WUCTIpaBHOM M TPOBEPEHHOM Ha OTCYTCTBHE
KOMITBIOTEPHBIX BUPYCOB NEPCOHAIIEHOM
KOMITbIOTEpE (HOYTOYKE);

° HCcKmounTh  BO3MOXKHOCTH — 3apayKCHHUS

KOMIIbIOTEpA C ycTraHoBileHHOW Cucremoit 1bO
NIpOrpaMMHBIMH ~ BHpYCaMH  WIH  JPYTHUMH
BPCAOHOCHBIMU IIPOTrpaMMaMu;

® Hcnons3oBath TOJIBKO  JICTAJIBHOC n
JIMIICH3NOHHOC IIPOTrpaMMHOC O6CCHC‘ICHI/IC;

° OO0ecneunTh TEXHUYESCKYIO HCIPABHOCTH
00OpyIOBaHMs, BXOMSILIEIO B COCTaB pabOYero
mecta Cuctemsl J[bO;

° [IpumeHsATe  cpeAcTBa  AHTUBUPYCHOM
3alIUTHl U 00ECTIEYHTH pEryJsipHOe OOHOBJICHUE
AQHTUBUPYCHBIX 0a3.

HeoOxomumocTs  pe3epBHOTO  KOMHPOBaHUS
pabouero mecra mnomb3oBaresnss Cucremsr [1BO
omnpenensier KnmeHT uW mnpu  HEOOXOAMMOCTH
OCYIIECTBIISIET €r0 COOCTBEHHBIMU CHJIAMU.

SUnctpykuuss mo pabore ¢ MacOS pasmemena Ha

odurmansHoM calite baHka.

information files;

° Access to the RBS System by unauthorised
persons;

When operating the RBS System, the Client shall:

° Use the RBS system only on a personal
computer (laptop) that is in good order and has been
checked for absence of computer viruses;

° Eliminate the possibility of infecting a
computer with software viruses or other malicious
programs installed in the RBS System;

° Use only legal and licensed software;

° Ensure the technical serviceability of the
equipment included in the RBS system workstation;

° Use anti-virus protection tools and ensure
that the anti-virus databases are regularly updated.

The need to back up the user workplace of the RBS
System shall be determined by the Client and, if
necessary, performed by the Client himself.

SInstructions on working with MacOS are available
on the Bank's official website.
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[Tpunoxenue

K Pernamenty

JUCTAHIIMOHHOTO 0AHKOBCKOT'O OOCTYKMBaHUS IOPUANIECKUX JTUL 1
WHAMBHIyanbHBIX npeanpuHuMatened B OO0 «bank 131» ¢
HCIIOJIb30BaHueM cucTeMbl JIbO

3asaBienne Ne

Ha yCTaHOBJICHUE OTPaHWYEHHH 110 TapaMeTpaM Olepanuii ¢ NCIoyb30BaHeM CHCTEMBI TUCTAaHIIMOHHOTO
6ankoBckoro obcyxuBarans OO0 «bank 131»

[ 4(e]

Cepus 1 HOMep nacnopTa

OpraH 1 JaTa BblJa4u macropTa

JlelcTBYOIIMIT HA OCHOBaHUH _

Ot umenu Kinnenra

OI'PH

B cootBercTBuu ¢ ycnopusmu Jlorosopa JIBO mpoiny yCTaHOBHTH OrpaHiyeHus o napamerpam Omnepanuii mo Cuety (-am) Ne:

Ha MakcumasbHbIC JIMMHUTBI Ha OTIEpalH U 32 IEPHOJL B pa3pe3e CYETOB/COCOO0B MO ITHCAHUS

Howmep cuera Tun nognucu [epuon MakcumanbHas cymMMa
(II2I/YH3I/Mobunbnas | (1 omepartust/1 nens/1 MePEBO/Ia ICHEIKHBIX
TIO/ITTUCH) Henesst/1 Mecsin) CpEJICTB B BaJlOTe
Cuera
|
MepeveHb pa3pemeHHbIX 1. HanmeHnoBanue nomydaTens
[OJIy4aTes el JeHEKHbIX Howmep cuera
0 cpencTB (YKa3bIBarOTCS BUK
HaUMEHOBAHME, PEKBU3UTEI WHH(ecnu ectp)
HoJTydaTeneil JeHeKHBIX 2.
CPEICTB)

nosice UTC+3)

pa3pelIeHHbI BpeMEHHOU
MIEPHOJ TSl COBEPILICHUS
ornepanuii (yKaspIBaeTcs

(| BPEMEHHOH TepHOo premMa
Pacnopsbxenuit o nepeBoae
JICHE)KHBIX CPEZICTB B 4aCOBOM

O reorpauuecKoro

Cucremy J160O)

CTpaHbl, HAXOJACh B KOTOPBIX
KinenT moxer coBepiuathb
MEPEBOABI ACHCKHBIX CPEACTB
(ucmonp3yeTcs onpeaencHue

pacmonoxenus 1o IP anpecy
BycrpoiicTBa, ¢ KOTOPOro
OCYIIECTBIISIETCS TOCTYI B

HEepeYEHb pa3pelIeHHbIX
KaTeropuil onepauuit

OpTaHU3AIIH)

0 Inaresx no mabnoy, coxpanenunomy B Cucreme J[5O
0] BuyTpeHuuii mwiarex (cuet moiydarens oTkpsiT B OO0 «bank 131»)
0] BremHuii riatex (Cuer mosryyaTens OTKPBIT B APYroil KpeJuTHOM

O ITnarexu B 6romxeT PO

15 TIpu ucnonbzosanuu VPN cepBUCOB, Ml aHOHUMal3epoB OyIET ONPENENATECS KOHeUHbIH IP agpec ycTpoiicTBa, ¢ KOTOporo

Oynet ocymecTBiéH goctyn B Cucremy JIBO, uTo MokeT moBiiedsb HegocTynmHOCTh CructeMbl JIBO.
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| (] BanroTHbIi 1IepeBo

/ /< » 20 r/
(ITonnuce) (®HO) (Hata)
M.IT.
3anosHsercs bankom
3asBIIeHNE TPUHSIT 9acoB MUHYT «__» 20 T
PaboTauk banka, mpuHsABIINI 3asiBICHHE:
/ / « _» 20
(ROJIKHOCTB) (monnuce) (pacumgpoBKa MOAMUCH) (mata)
(pacmudpoBKa MOIIMKUCH. )
Pabotauk banka, mposepuBmmmii D11
/ / «_» 20
(TOIKHOCTD) (Tmoammck) (pacmmudpoBKa MOAITNUCH) (mata)

(pacuugpoBKa NOAMKCH. )

OrpaHnueHus: yCTaHOBJIEHBI «__ »

OtBeTcTBeHHBIN paboTHUK baHKa!
/

20 1. (mpocTtaBinseTcs jaTa yCTAaHOBKH OTPaHUYEHHN).

/

«

(ROJIKHOCTB) (moamnuce)

(pacummgpoBKa MOAMUCH)
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Application No. for
the establishment of restrictions on the parameters of operations
using the Remote Banking Service System of Bank 131 LLC»
[3asiBnenme Ne
Ha YCTAHOBJICHUE OTPAHUYEHUI IO MapaMeTpaM Orepanuil
¢ ucnonb3oBaHueM CUCTEMBI TUCTAaHIIMOHHOTO OaHKOBCKOTo 00cmyxuBanus OO0 «bank 131»

Full name / ®HO

Passport series and number/Cepust 1 HOMep macnopra

Authority issued the passport and date of the
issue/Opras u JaTa BBIAYH ACTIOPTa

Acting on the basis of / JleiicTByromuii Ha
OCHOBaHHHU _

On behalf of the Client / Ot umenun Knuenra

Registration No. / Perucrparmonnsiii Ne

In accordance with the terms of the RBS System Agreement, please set restrictions on the parameters of Operations on the
Account (s)
No.:

For the maximum limits on transactions and for the period in the context of accounts/signing methods /
Ha makciMasbHbIC TUMHUTHI HA OTIEPAIIH ¥ 3a IEPHOJI B pa3pe3e CUeTOB/CIIOCOO0B MO INMHUCAHHS

Account No. Signature Type Period (1 operation/1 day/1 | Maximum amount of
Howmep cuera (SES / ENCES/ Mobile week/1 month) money transfer in the
Signature)/ /Mepuon (1 onepanusi/1 Account currency /
Tun nognucu nenb/ 1 Henens/1 Mecsiir) MakcumanbpHas cymMMa
(II3T1/YHIIT/MobunbHast HepeBO/Ia ICHEKHBIX
O HOI[HI/ICB) CpPCACTB B BAJIIOTC
Cuera

list of authorized recipients of 1. HawmmeHoBaHHE TOJTyYaTENs
funds (specify the name and Homep cuera
details of the recipients of funds) BUK
/ nepeueHpb pa3perieHHbIX WHH(ecnu ecth)
ToJTydaTesell ICHeXKHBIX CPECTB 2.

(yKa3bIBarOTCSl HANMEHOBAHHE,
PEKBU3UTHI IIOJTydaTeNnen
JICHEKHBIX CPEJICTB)

the allowed time period for
making transactions (the time
period for accepting Money
transfer Orders in the UTC+3
time zone is specified) /
pa3pelLIeHHbI BpeMEHHOI
nepuon Ajist COBEpIICHUA
onepanuii (yka3plBaeTcst
BpeMeHHOﬁ nepuoa npruema
Pacniopsikenuil o nepesoje
JCHEXKHBIX CPEACTB B HaCOBOM
nosice UTC+3)
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countries where the Client can
make money transfers (the
geographical location is
determined by the IP address of
the device from which the RBO
System is accessed) / crpamsi,
HaxoOsaCh B KOTOPBIX Kinnent
MOJKET COBEPIIATH MEPEBOIBI
ACHEKHBIX CPELICTB
(ucmonb3yeTcs onpeaeneHue
reorpapuuecKoro pacoI0KeHUS
no IP agpecy ®ycrpoiicTsa, ¢
KOTOPOI'0 OCYIIECTBIIACTCA
noctyn B Cuctemy J150)

list of permitted categories of
operations / mepe4eHb
pa3peIIeHHBIX KaTeropuit
onepauui

L] Payment based on a template saved in the RBS System

/ Tlnatex mo mabnony, coxpaneHnomy B Cucreme 15O

LI Internal payment (the recipient's account is opened with Bank 131 LLC)
/ Buytpennuii mnatex (cuet moyyaresnst oTkpeiT B OO0 «bank 131»)

L] External payment (the recipient's account is opened with another credit
institution) / Buenrnuii matex (CYeT moydaresst OTKPBIT B APYTOM
KPEIUTHON OpraHU3aInm)

[ Payments to the budget of the Russian Federation / Ilnarexxu B GromkeT
P®

[J Currency transfer / BamoTHsli iepeBos

/ / 202_/
(Signature) (Full name) (Date)
Seal (if any)
To be filled in by the Bank / 3anoausiercss Bankom
3asiBJIEHNE TIPUHSI 4acoB MHHYT «_ » 20 1.
PaGorHuk baHka, npUHSBIINIA 3asiBICHUE:
/ / «_» 20 T
(TOKHOCTD) (moamuce) (pacmudpoBKa MOAMUCH) (mata)
(pacmmdpoBka momnmcy.)
Paborauk banka, nposepusmmuii I11:
/ / «_» 20 T
(TOIKHOCTD) (ToamHch) (pacmudpoBKa MOAITHUCH) (mata)

(pacmudpoBKa NOAIKUCH. )

OrpaHnyeHus yCTaHOBJIEHBI « _ »
OtBeTcTBeHHBIN pabOTHHK baHKa:

/

20 r. (mpocTaBiseTcs JaTa YCTaHOBKH OTPaHUYEHUM).

/ «_» 20 T

(MOIKHOCTB)

(oamuce)

(pacumudpoBKa MOAMHUCH) o (mata)

16 ITpu ucnonb3oanuu VPN cepBHCOB, Wi aHOHUMAN3epOB OyIET OIIpeeaThcs KoHeuHslii IP agpec ycTpoiicTBa, ¢ KOTOPOro
Oynet ocymecTBiéH goctyn B Cucremy JIBO, uTo MokeT moBiiedsb HegocTynmHOCTh CructeMbl JIBO.
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Ipunoxenne Ne8 k PernmamMeHTy AMCTaHIIMOHHOTO
0aHKOBCKOr0 00CITy)KNBaHHUS IOPUINUECKHX JIUIL] 1
MHAMBUAYTBHBIX npeanpuauMateneit B OO0 «bank 131» ¢
ucrnonb3oBanreM Cructemsl 15O

AKT
MPHU3HAHUA KJII0YA MPOBEPKH YJIEKTPOHHOI MOAMUCH
HOPUINYECKOro JIHIA WU UHAUBUAYAJIbHOI0 MpeAnpUHIMATES
111 ooMeHa cooduenusivu B cucteme IO OO0 «bank 131»

I'opon Kazanb « _» 20 roma
000 «bank 131w, MMEHYEMOE B najbpHeneM bank B Jm1e
, JefcTByromero (-ei) Ha
OCHOBaHUHU C OJHOW CTOPOHBI, U , AIMEHYEMBII B
naneHeifmem «Knuent», B nuie , neiictByromero(-eif) Ha

OCHOBaHUHA , C IPyroi CTOPOHBI, COBMECTHO UMEHYeMbIE — «CTOPOHBD», a 110 OTAEIBHOCTU
— «CTOpOHa», COCTaBUIIM HACTOSALINM AKT O HHXKECIIELYIOIIEM:

1. Bmanmenen CepTtuukara ¢ HCIOJNB30BAaHHEM NPOTPAMMHOTO OOECHEUYEHHs, B COOTBETCTBHU C TPEJOCTAaBICHHBIM bBaHKOM
JIUCTPUOYTUBOM, CaMOCTOSATENIFHO CO3Jall KIIIOYH YCHJICHHOW HEKBAJTHM(HIMPOBAHHOW 3JIEKTPOHHOW mnoamucu (maiee - YHOII),
no3Bosistronue Brnagenpiy Ceprrdukara moanucsiBath 3ekTpoHHble fokyMeHThl YHIII B Cucteme IBO OO0 «bank 131» u nepenan
Banky 3armpoc Ha Bbiyck CepTudukara Kitoda NpoBepKU 3ISKTPOHHON noanucH Jist peructpaiuu B Y1 banka. [pu stom kmou YHOIT
XpaHuTcss W ucnonedyercs Buagenpnem Ceptudukara B cooTBercTBuH ¢ «HMHCTpykumeid mo oOecrmedeHu0 HHGOPMAIUOHHON
6e3onacHoctu npu pabdore B Cucreme I6O».

2. Tloamucanume Akra o3HauaeT B3auMmHoe mnpusHanue YHOII Knmenta ¢ MoMeHTa perucrpanuu Kiroua nposepku YHOIII
Brnanensiia Ceptudukara B peectpe Y noctosepstoriero Llenrpa banka u popmupoBanus cepTudukara.
3. Toamucanue Axrta o3HauaeT, uTo Bnagenen cepruduxara ximoda npoBepku DIl momydun cepTU(UKAT KiIOYa MIPOBEPKH

JNIEKTPOHHOM MOJMUCH Ha OyMa)KHOM HOCHTEIIE B COOTBETCTBHUH ¢ [IpHitoKeHHEM HACTOsIIEMY AKTY U B 3JIEKTPOHHOM BH/IE TOCPEACTBOM
Cucremsl IO OO0 «bank 131».

000 «bauk 131»: /
TMonmcs/@amunus 1.0

Brnanenen ceprudukara /
TMoamucs/Pamunus 1.0
M.II. (mpu HanU4IMK)
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AKT
MPU3HAHUSA KJII0YA MPOBEPKH JIEKTPOHHOI MOANMUCH
OPUINYECKOro JIHIA U UHIUBUIYAJbHOI0
npeAnpuHUMATEIA
JJ1s o0MeHa cooOmenusimu B cucreme JIbO

000 «bank 131»

Kazan

Bank 131 LLC, hereinafter referred to as the Bank
represented by
acting under
on the one part, and
hereinafter referred to as the Client’s Authorized person
represented by
acting under
on the other part, referred together herein as Parties and
individually as a Party,

have drawn up this Act as follows:

1. The Certificate Holder, using the software, in accordance
with the distribution package provided by the Bank,
independently created the keys of the Enhanced Non-Certified
Electronic Signature (ENCES), which allow the Certificate
Holder to sign the electronic documents of the ENCES in the
System of RBS of Bank 131 LLC and submitted to the Bank a
request for issuing a Certificate of the electronic signature
verification key for registration in the Bank's UC. At the same
time, the ENCES key is stored and used by the Certificate
Holder in accordance with the "Instructions for ensuring
information security when working in the RBS System".

2. The signing of the Act means the mutual recognition of the
Client's ENCES from the moment of registration of the
Certificate Holder's ENCES verification key in the register of
the Bank's Certification Center and the formation of the
certificate.

3. The signing of the Certificate means that the Holder of the
certificate of the electronic signature verification key has
received the certificate of the electronic signature verification
key on paper in accordance with the Annex to this Act and in
electronic form through the RBS System of Bank 131 LLC.

Bank 131 LLC / OOO «bauk 131»:

Certificate Holder / Bnanenen ceprugukara ;

The CERTIFICATE of
recognition of the electronic signature verification key
of a legal entity or individual entrepreneur
for the exchange of messages in the DBO system

of Bank 131 LLC»

20___

00O «bank 131», umenyemoe B najnbHeiem bank B juie

HetictByromiero(-eif) Ha OCHOBaHUU
C OJTHOW CTOPOHBI, U
“MeHyeMmoe B AanbHeimeM KimeHr,

B JIMIIE ,
JeicTBytolero(-ei) Ha OCHOBaHHUU
C IPYTOH CTOPOHBI, COBMECTHO MMeHyeMble — « CTOPOHBD), a 10
otaensHOCTH — «CTOpOHAY,

COCTaBMJIU HACTOSIIHNNA AKT O HIKECIIEYIOIIEM:

1. Bnanenen Ceprudukara c HCTIONB30BaHHEM
IPOrpaMMHOTO obecrieueHusl, B COOTBETCTBUH c
NpEeNOCTaBICHHBIM baHKOM AMCTPUOYTHBOM, CaMOCTOSITEIIBHO

co3zan KIIIOYH Ycunennoi HeKBaJH(pUIMPOBaHHON
AMeKTpoHHOH monmucu (mamee - YHOII), mo3Bomsronue
Brnanensiry Ceprudukara MONMKICHIBATH AJIEKTPOHHBIE

nokymeHntsl YHOIII B Cucreme IO OOO «bank 131» u nepenan
banky 3anpoc Ha BbImyck CeprHukarta KiI04a HPOBEPKH
3JIEKTPOHHOU noanucH 1yist peructpauuu B Y1 banka. [Ipu atom
kmou YHOII xpanurcs u  ucnoie3yercs Buagensuem
Ceprudukata B  coorBercTBHH ¢  «MHCTpyKuuend 1o
obecriedeHn0 MHGOPMAIMOHHON 0Oe30macHOCTH Ipu paboTte B
Cucreme JIBO».

2. IMonmucanne Akra oO3HayaeT B3aWMHOE IPU3HAHHE
VYHOII Kiuenta ¢ MOMEHTa perucTpaluy Kioya MNpPOBEPKH
YHOII Brnagensua Ceprudukara B peectpe Y IOCTOBEPSIOMIETO
Lenrpa banka u popmupoBanus ceprudukara.

3. Tlonnucanne  Axrta  o3Hadaer, u4To Biagenerr
ceprudukara Kiroua mposepku D11 momyuun cepTruduKar Kiroda
MIPOBEPKH 3JIEKTPOHHOW MOANHCH Ha OyMaXHOM HOCHTENE B
coorBercTBUM ¢ [lpunoxenuem HacrosmieMy AKTYy U B
3eKTpoHHOM BHJe TocpenctBoM Cucremsr JIbO OO0 «bank
131».

/

TTonnucy/@amums 1.0
Signature/Printed

/

Hoamucs/@amumus 1.0
Signature/Printed
Seal / MLIL. (ipu HajM4KK)
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Certificate:
Data:
Version: 3 (0x2)
Serial Number:
01:01:01:08:01:01:01:0a
Signature Algorithm: gost3410-2012-256 (1.2.643.7.1.1.3.2)

Issuer: C=RU, SP=116 Kazsaub, L=KasaHb, O="000 "Bauk 131"", CN="Tectosemt YII OO0 "Bauk 131"", Email=ca@l3l.ru,

OGRN=1191690025746
Validity
Not Before: Oct 20 09:51:18 2020 GMT
Not After : Oct 20 09:51:18 2021 GMT
Subject: C=RU, 0="00OO "Bap®Gapucka"", T=gupexTop, CN=IloJib30BaTEJb O Isfront, STREET="*KazaHb,

38"
Subject Public Key Info:
Public Key Algorithm: gost3410-2012-256 (1.2.643.7.1.10.1)
Public Key:
pub: ‘(?i;
P4:7£:6d:d0:62:22:7d:20:£c:05:bd:7£:£7;, :94:
96:26:02:2c:e0:66:9e:54:39:fd:a3:0c:3c:c5:af:
83:77:d2:75:£5:88:15:46:99:464 c:f9:9%e:11:
7d:ad4:40:6a:£5:1a:5¢c:21:38:05:1€: 0 :£2:d5:69:
d3:39:e6:e7
Parameters OID: 1.2.643.2. .1
X509v3 extensions:
Subject Key Identifier:
cc:a7:0a:f0:b4:b9:dff86:16:e0:12:15:a2:01:a6:ca:1b:2d:20:22
Authority Key Identifie
keyid:a6:7a:61:07:27:3£:4b:6b:d1:£4:9c:02:9b:d2:e4:7a:49:04:2e:a8
Key Usage: Q
Digital Sign e, Non Repudiation, Key Encipherment, Data Encipherment, Key Agreement
Extended Key Usage:
TLS Web Client Authentication
E-mail Protection
Signature Algorithm: gost3410-2012-256 (1.2.643.7.1.1.3.2)
b8:d5:9d:2f:8e:2f:al:7e:5b:4c:de:5a:f6:cb:a9:2f:c4:d2:
86:53:a6:96:0f:db:c3:02:7d:cf:ca:82:ae:0b:71:b7:c3:4f:
19:29:e3:11:05:7¢c:9d:b3:60:1e:50:e0:71:aa:6£:5b:5f:d1:
08:3e:87:3a:8d:93:4b:71:0b:£f2
000 «bank 131x»: /
TMonmcs/@amunus 1.0
Branenen ceprugukara /

TTonnucs/@amunus U.0
M.II. (mpu HanU9IMK)
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[Mpunoxenne Ne9 k PerinamenTty AuCTaHIIMOHHOTO
0aHKOBCKOr0 00CITy)KNBaHHUS IOPUINUECKHX JIUIL] 1
MHAMBUAYTBHBIX npeanpuauMateneit B OO0 «bank 131» ¢
ucrnonb3oBanreM Cructemsl 15O

AKT
NPU3HAHMSA KJII0YA MPOBEPKH MOOUJILHOM MOAMMCH
111 ooMeHa cooduenusivu B cucteme IO OO0 «bank 131»

I'opon Kazans «_» 20__ropa
000 «bank 131», HMEHyeMoe B alpHEHIIIEM Bank B JIAIE
, JercTByomero( -ei) Ha
OCHOBaHHUH C OJHOW CTOpPOHEI, H , UMCHYEMBIH B
nanpHeWmeM «KimmeHT», B JIHIEC , JHOedictByromero(-ei) Ha
OCHOBaHHUH , C APYTOH CTOPOHBI, COBMECTHO UMEeHYeMbIe — K CTOPOHBD», a 10 OTJAEIFHOCTH

— «CTopoHay, COCTaBHIN HACTOAMIMN AKT O HHXKeCIIeIyIOIeM:

Bnamenenn xmoga MoOHIBHONH TOAMUCH C HCMOJB30BAHHEM IPOTPAMMHOIO OOecledeHUs, B COOTBETCTBHU C
Npe0CTaBICHHBIM baHkoM AUCTPHOYTHBOM, CAaMOCTOSTEIBHO IPOBEN aKTHBALMIO KiIt04a MOOWIBLHOM MOANUCH, TTO3BOJIAIOMINN
Brnagenbsily noamuceiBaTh d1eKTpoHHBIE JoKyMeHTH B Cucteme IbO OO0 «bank 131». [Tpu aToM kimrod MoOUIBHON TOAITUCH
XpaHUTCs Ha cepBepe baHka W wucmosb3dyercss BrnajenblieM Kio4ya B COOTBETCTBHM ¢ «MHCTpykuueld mno oOecneyeHuto
nHPOPMAMOHHON Oe3omacHocTH npu padote B Cructeme JJBO».

Bnaneneu kitoua npoBepKU 3JIE€KTPOHHOU MOJIUCHU: HBaHO@/\[BaH HNBanoBuY
Opraamsanusa: OO0 «Jly4ymas KOMIaHUD»

Howmep norosopa 06 OI1: 260853 @

Wnentndukarop kiroua: ADBCDEFG123456789®ADBCDEFG1234567890X

[TpencraBnenne Kiroya MPOBEPKH IEKTP HO&EOZ{HI/ICI/I B IIECTHAII[ATEPUIHOM BHJIC:
XYXY 1234 XYXY 1234 XYXY 1234 X¥XY 1234 XYXY 1234
XYXY 1234 XYXY 1234 XY XY 12@ XYXY 1234 XYXY 1234
XYXY 1234 XYXY 1234 XY X¥N234 XY XY 1234 XY XY 1234
XYXY 1234 XYXY 1234 XY XY"1234 XYXY 1234 XYXY 1234
XYXY 1234 XYXY 1234 XYXY 1234 XYXY 1234 XYXY 1234

000 «banxk 131»: /
ITonnucs/@amunus 1.0

Brnanenen ceptudukara /
Moamcs/®@amumus 1.0
M.IL. (npu HamU4YUK)

68



Annex 9 to the Regulations on Remote Banking
Service in the ‘Banking App’ system for Bank 131 LLC
Corporate Clients and individual entrepreneurs

The CERTIFICATE of
recognition of the mobile signature verification key
for the exchange of messages in the DBO system

of Bank 131 LLC

Kazan _ 20
Bank 131 LLC, hereinafter referred to as the Bank represented by acting under
on the one part, and hereinafter referred to as the Client’s Authorized person represented
by acting under on the other part, referred together herein as Parties and

individually as a Party, have drawn up this Act as follows:

The mobile signature key Holder, using the software, in accordance with the distribution package provided by the Bank,
independently activated the Mobile Signature key which allow the Holder to sign the electronic documents in the System of
RBS of Bank 131 LLC. In this case, Mobile Signature key is stored on the Bank's server and used by the key Holder in
accordance with the "Instructions for ensuring information security when working in the RBS System".

The Holder of the electronic signature verification key: Ivanov lvan Ivanovich
Company: Best Company LLC

Electronic signature Agreement number: 260853

Key identifier: ADBCDEFG1234567890XADBQ§FG1234567890X
Representation of the electronic signature Y&catlon key in hexadecimal form:
XYXY 1234 XYXY 1234 XYXY 1234 Y 1234 XY XY 1234

XYXY 1234 XYXY 1234 XY XY 1234 XY XY 1234 XYXY 1234

XYXY 1234 XYXY 1234 XY XY 1234 XY XY 1234 XYXY 1234

XYXY 1234 XY XY 1234 XYXY 1234 XY XY 1234 XYXY 1234
XYXY 1234 XY XY 1234 XYXY 1234 XYXY 1234 XYXY 1234

Bank 131 LLC: /
Signature/Printed

Certificate Holder /
Signature/Printed
Seal (if any)
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