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1. TEPMHUHBbI U OITPEJAEJIEHUSA

B HaCTOALIEM Pernamente JMCTaHITUOHHOTO
0aHKOBCKOT'0 00CITy>KUBaHHS FOPUINIECKUX L,
WHAWBUAYAbHBIX IpEeANpUHAMATENed, QU3NYSCKUX JIUI,
3aHMMAIOUIMXCA B  YCTAaHOBJIEHHOM  3aKOHOJAaTeIbCTBOM
Poccuiickoit denepanuu nopsake 4acTHOW mpakTukoil B AO
«bank 131» ¢ ucnonszoBanuem Cucrems! JJbO BUOUT (nanee
- PernameHT) HCHONB3YIOTCS TEPMHUHBI U OIpEIeNICHUS,

ykazaHHble B [IpaBuiax  KOMIUIEKCHOTO OaHKOBCKOTO
OOCIy)KMBaHHUA  FOPUIUYECKUX  JIUL,  HMHIAHBUIYAJIbHBIX
npeanpuHuUMaTeneld, (U3MYECKUX JHI, 3aHUMAIOUIUXCS B

YCTaHOBJICHHOM 3aKOHOJAaTeNbcTBOM Poccuniickoin denepannn

nopsaake uacTHOM mpaktuko B AO «bank 131» (m

MPHUIIOKEHUSIX K HUM), flajiee — [IpaBuiia, eciv MHOE HE YKa3aHO

B HacrosiuieM Pernmamente.
3asiBienue — 3asBienue Kimenra, BeIpakatoriiee BOJIiO U

HAMEpPEHUE TIOCIIeTHETO TPUCOCAMHUTBCS K PermameHty.

®opma 3asBrneHus omnpeaeneHa B [Ipwioxenuun Nel k

Pernamenry.

Komnpomeranusa D1eKTpOHHOW MOANMCH — HaJH4He
OCHOBAaHUI1 1oJiaraTh, 4T0 JJOBEPHUE K TOMY, UYTO UCIIOIb3yeMbIe
KITIOYH/CpeaCcTBa ONeKTPOHHOMH TIOJIITUCH,
AyTeHTH(UKAMOHHBIE JaHHbIE, AOOHEHTCKUI HOMEp H/HIIH
caMd  ONEKTPOHHbIE  MOANWCA  WIH  HX  HOCHTENU
YTpaueHbl/OCTYITHBI HEYMTOIHOMOYEHHBIM JIMIIaM/MOTYT OBITH
WCIONB30BaHbl  0e3 corjacusi YNOJHOMOYEHHbIX Jmn. K
COOBITHSM, CBSI3aHHBIM ¢ Kommpomeraruelt IeKTpOHHON
MOATMCH, OTHOCSTCA, BKJIIOYasg, HO HE OTrPaHUIUBAsCh,
CIIEYIOIIHE:

e yrpara (YHKIIMOHAIBHBIX KIIOYEBBIX HOCHTEJEH, C
TIOCIIE Iy IOIIIM OOHapYy)KeHUeM HiH 0e3 TaKOBOTO;

e HapylmIeHHWE TPaBWJI XPAaHEHHS, WCIONb30BAHUS H
YHUYTOXKEHUS (B TOM HYHCIE TIOCIE€ OKOHYAHHSA CpPOKa
NEeVCTBHSA) KITI0Ya OJEKTPOHHOH MOANMCH (yCHICHHOM
HEKBATH(HUITHIPOBAHHON );

e yTeps, Tmepemada W/WIM TPENOCTaBICHHEM JIOCTyIa
HEYTOJTHOMOYEHHBIM TPETBUM JIMI]AaM K amlmnapaTHBIM
cpencTtBaM (B TOM dYHCIe MOOWIBHBIM TeleOHAM HIIH
uHbIM) u/uiu SIM-kapTe ¢ AOOHEHTCKUM HOMEPOM, B TOM
gucle KOTOPBIH  WCHONB3YyeTCs JUIsl  HalpaBJICHUS
OnHopazoBOro NapoJs;

e Hanuuhe mnoxo3penmii, dro Kimrou OII cranm wu3BecTeH
HEYTOJTHOMOYEHHBIM TPETHHM JIHIIaM;

® BO3HHUKHOBEHHE MOJIO3PEHUI HA YTEUKY HH()OPMAITUH WITH
€e UCKaKEHIE;

®  HECAHKIIMOHUPOBAaHHOE KOMMMPOBAHWE WU MOA03PEHIE Ha
konupoBanue Crartmueckoro w/mmu  OOHOPA30BOTO
mapoisi, (YHKIHOHAIFHOTO  KIIFOUYEBOTO  HOCHTEIS,
anmapaTHoro cpeactsa u/uiu SIM-kapTel ¢ AGOHEHTCKUM
HOMEPOM;

e  TIpeKpalieHue TTOJTHOMOYHIA Wi YBOIbHEHHE
YIIOJIHOMOYEHHBIX JIUL, uMeromux noctyn k Kirouy OI1
n(mm) cucreme /IO BUOUT;

1. TERMS AND DEFINITIONS

In these Regulations on Remote Banking Services for Legal
Entities,  Individual  Entrepreneurs, and Private
Practitioners at Bank 131 JSC using the BIFIT RBS
(hereinafter - the Regulations), the terms and definitions
specified in the Rules for Comprehensive Banking Services
for Legal Entities, Individual Entrepreneurs, and Private
Practitioners at Bank 131 JSC (and appendices thereto),
hereinafter - the Rules, shall apply, unless otherwise
provided in these Regulations.

Application — A Client’s application expressing the will
and intention of the latter to join the Regulations. The form
of the application is defined in Appendix No. 1 to the
Regulations.

Compromise of an Electronic Signature — The existence
of grounds to believe that the trust in the electronic
signature  keys/tools, authentication data, subscriber
number, and/or the electronic signatures themselves or their
carriers has been compromised, lost, accessed by
unauthorized persons, or may be used without the consent
of authorized persons. Events related to the compromise of
an electronic signature include, but are not limited to, the
following:

e Loss of functional key carriers, with or without
subsequent discovery;

e Violation of the rules for storage, use, and destruction
(including after expiration) of the electronic signature
key (enhanced unqualified);

e Loss, transfer, and/or provision of access to
unauthorized third parties to hardware (including
mobile phones or other devices) and/or SIM cards
with a subscriber number, including those used for
sending a One-Time Password:;

e Suspicion that the Electronic Signature Key has
become known to unauthorized third parties;

e Suspicion of information leakage or distortion;

e Unauthorized copying or suspicion of copying of
Static and/or One-Time Passwords, functional key
carriers, hardware, and/or SIM cards with a subscriber
number;

e Termination of authority or dismissal of authorized
persons with access to the Electronic Signature Key
and/or the BIFIT RBS;

e Cases where it is impossible to reliably determine
what happened to the carriers containing key
information (including cases where the carrier has
malfunctioned, and it cannot be conclusively
disproven that this occurred as a result of unauthorized
actions by third parties, or other types of disclosure of
key information).



e clyyad, KOTJa HENb3sl JOCTOBEPHO YCTaHOBHTBH, YTO
MPOU30LUIO0 C HOCHTEISIMH, COACPIKAIIMMH KIIOUYEBYIO
nHpopManuio (B TOM YHUCIE CIIydad, KOT/Ia HOCUTENb
BBIIENT M3 CTPOS M JAOKa3aTelbHO HE ONpPOBEpPrHYyTa
BO3MOXHOCTh TOTO, YTO JAaHHBIH (aKT MpOW30IIeN B
pe3yibTaTe HECaHKIMOHWPOBAHHBIX JIEHCTBUI TPETHHX
UL,  Opyrde  BUABI  pa3rialleHusi  KIIOYeBOU
nHpoOpMaIun).
Kaunent - ropuanyeckoe MO (32 HCKIIOYEHHEM

KPEIUTHBIX OpraHu3anui), VMHJUBUY AJIbHBII

npeanpuHUMaTeb, (U3MYECKOe IO, 3aHUMarolleecs B

YCTaHOBJICHHOM 3aKOHOJATENbCTBOM Poccuiickoil denepanuu

MOps/IKEe YaCTHOM MPaKTHKOHM, obJagaroliee MmoJiHOH MpaBo- U

JICeCIIOCOOHOCThIO, OOparuBIeecs B baHK B COOCTBEHHBIX

WHTepecax, KoTopoMy baHK OKa3bIBaeT yciayry Ha pa3oBoi

ocHOBe IMOO KOTOpOe IpPHHUMAeTCsl Ha OO0CTyXHUBaHUE,

mpearoaraioniee JUISIANCS XapakTep OTHOLICHWH, IpH

OCYIIIECTBIICHUN OaHKOBCKHX OIEpalliii W JPYyTUX CHEJOK,

yKa3aHHBIX B cTathe 5 DenmepanbHoro 3akona "O OaHkKax u

0aHKOBCKOH JesTeabHOCTH", B paMKaxX 3aKJIFYEHHOr0 C

bankom J[loroBopa [Ipomykra, mpemycMaTpuBarOMEro oOMeH

3HeKTpOHHbIMI/I JOKYMCHTaMH, MW TIIPpUCOCAMHHUBHICCCA K

[IpaBunam.

Kawou Oaexkrponnoii moamucu (Kmou DIII) -
YHUKaITbHAS MOCIIEI0BATENFHOCTD CHMBOJIOB,
MpeIHa3HaYeHHas JUTS CO3/1aHus YCHUIICHHOH

HEKBaJTU(UITUPOBAHHON DJIIEKTPOHHOM MMOAIHUCH.

Kui04 npoBepku DJIeKTPOHHOI MOANMCH - YHUKATEHAS
MTOCIIEIOBATEIBHOCTh CHMBOJIOB, OJHO3HAYHO CBSI3aHHAS C
KirouoM OneKTpOHHON TOANUCH W TIpeIHA3HAYCHHAS JUIS
MPOBEPKH TMOJUTMHHOCTH YCHIJIEHHOW HEKBaJU(HUIIMPOBAHHOM
ONEKTPOHHOU TTOAIHCH.

JloruH — yHUWKanbHas MOCIEIOBATEIFHOCTh CHMBOJIOB,
COCTOSIIAs M3 JIATHHCKUX OYKB W 1U(p, KOTOpas IMO3BOJSET
banky  oaHO3HauHO — WAEHTH(UIWPOBATHL  (YCTAHOBHTH)
YnonmnomouenHnoro IlpencraButenst Kinuenrta npu gocryrne u
padore B Cucreme JIbO BUD®UT (mpumensercs npu
ucronb3oBanny OOJIaYHOM ITOIIIICH).

OnHopa3oBblii napoib - YHUKaJIbHas
MOCIIEI0OBATENNFHOCTh YHCIOBBIX CHMBOJIOB, IPEIOCTaBIIsIEMast
bankom mno 3ampocy VYmnomHomoueHHoro IlpencraBurens
Kmuenta mocpemsctBom SMS- mmm PUSH-cooOmienust Ha
AOOHECHTCKHI HOMED Kmmenra (YnomaoMo4ueHHOTO
[Ipencrasurens Knuenra), BBeZieHHe KOTOPOTro TpedyeTcs ais
JOTIOJTHUTENFHON ayTeHTH(uKanuu npu nocryne B Cucremy
JbO BUOUT w/unmu [OOMONHUTENEHOTO TOATBEPXKICHUS
DJEeKTPOHHBIX JTOKYMEHTOB IPH HCIIOIH30BAHWN YCHUICHHOM
HEKBATU(UITUPOBAHHON DJIEKTPOHHOM MMOAIHCH.

OTBeTcTBeHHBbIIi PpadOTHUK — paboTHUK banHka,
YIIOTHOMOYEHHBIN Ha MpoBeneHue uneHTudukanmm Kirenra u
ero YmnomHomoueHHoro IIpencraBurens, a Takke Ha IpUEM OT
Knnenra noOKyMeHTOB, B TOM 4ucle 3asBICHUA OT
VYnonnomouennbix IlpencraButeneit Knwmenra, B  wmensix
perucTpanuy, NPeAOCTaBICHUS AOCTYNa W HUCIHOJIb30BAHUS
Cucremsr IO BUDOUT KnueHToM M €ro ynoIHOMOUYEHHBIMHU
[IpencraBurensmu.

Client - shall mean a legal entity (excluding credit
institutions), an individual entrepreneur, or a private
practitioner duly authorized under the legislation of the
Russian Federation, possessing full legal capacity and
capacity to act, that approaches the Bank in its own
interests to receive either one-time services or ongoing
banking services establishing continuous relationships,
when conducting banking operations and other transactions
specified in Article 5 of the Federal Law "On Banks and
Banking Activity", under a Product Agreement executed
with the Bank that provides for electronic document
exchange, and that has acceded to the Rules.

Electronic Signature Key (ES Key) — A unigue sequence
of characters intended for creating an enhanced unqualified
electronic signature.

Electronic Signature Verification Key - A unique
sequence of characters uniquely associated with the
Electronic Signature Key and intended for verifying the
authenticity of an enhanced unqualified electronic
signature.

Login — A unique sequence of characters consisting of
Latin letters and numbers, which allows the Bank to
uniquely identify (establish) the Authorized Representative
of the Client when accessing and working in the BIFIT
RBS (used when using a Cloud Signature).

One-Time Password — A unique sequence of numeric
characters provided by the Bank at the request of the
Authorized Representative of the Client via SMS or PUSH
message to the Client’s (Authorized Representative’s)
subscriber number, which is required for additional
authentication when accessing the BIFIT RBS and/or
additional confirmation of Electronic Documents when
using an enhanced unqualified electronic signature.
Responsible Employee — A Bank employee authorized to
identify the Client and its Authorized Representative, as
well as to accept documents from the Client, including
Applications from the Authorized Representatives of the
Client, for the purpose of registration, granting access, and
use of the BIFIT RBS by the Client and its Authorized
Representatives.

EDI Operator — An electronic document interchange
operator that meets the requirements approved by Order
No. EJI-7-26/546@ of the Federal Tax Service of Russia
dated June 8, 2021, "On Approval of Requirements for
Electronic Document Interchange Operators," and carries
out activities to ensure electronic document interchange
between the Bank and the Client through the EDI
Operator’s system.

Static Password — A secret sequence of characters known
only to the Authorized Representative of the Client. The
Static Password is used to log in to the BIFIT RBS and
ensures that the person accessing the system is the owner



Oneparop DO - omeparop  3JICKTPOHHOTO
JOKyMEHTO000poTa, COOTBETCTBYIOIIMI TpeOOBaHUsIM,
yrBepxaeHHbIX [Ipukazom ®HC Poccun ot 08.06.2021 N EJI-
7-26/546@ «OO6 ytBepxkneHun TpeOoBaHMII K OIEpPaTopy
ANEKTPOHHOTO JAOKYMEHTOOOOPOTa», M  OCYIIECTBIISFOIIIHA

JEeSITeIIBHOCTh o obecrieueHNIo 3JIEKTPOHHOTO
JNOKyMeHTOooOOpoTa Mexay bankom wu Kiuentom uyepes
cuctemy 2J10 Omnepatopa.

CraTuveckuii napoJib - CeKpeTHas

MOCJIEI0BATENIbHOCTh CHMBOJIOB, KOTOpasi H3BECTHA TOJBKO
Ynomaomouennomy IlIpeacrasutenmto Kimenrta. Cratuueckuii
[Tapons ucnons3yercs it Bxoga B Cucremy JJbO BUOUT u
IIO3BOJIACT y6CZ[I/ITLCSI B TOM, 4TO O6paTI/IBIH€€C$1 JINIIO SABJIACTCA
BJIAJIETIBLIEM MpE/ICTaBIeHHOrO JIoruHa — YTNOJHOMOYEHHBIM
[IpencraBurenem Kinumenra. CraTuueckuil mapoib 3aaaeTcs

KinnenToMm mpu  peructpamuum M NpPUMEHSETCS  IIpH
rcnojib30BaHuu OOIaYyHON MO IITHCH.
YnocroBepsilomuii  HeHTP -  OpraHd3aldOHHas

CTpyKTypa banka, mpeaHa3sHaueHHAS IS yIIPABICHUS €IUHOU
uHppacTpykrypoii Kiroueli npoBepku DIeKTPOHHOH MOANMUCH

C menpl0  oOecrmedyeHWsT  IOPHIUYECKOW  3HAYUMOCTH
ONEKTPOHHBIX  JIOKYMEHTOB M  KOHTPOJSA  I[€IOCTHOCTH
nHdopMaIuu, 3alUIIEHHON YCHJIEHHOMN
HEKBaJTU(DUITUPOBAHHON ONeKTPOHHOU MOJITHUCBHIO,
OCYIIECTRIISIIOMAs  (PYHKIIMH 1O CO3MaHUIO U BBIJAYC

CepTudukaToB KIIIOYEH MPOBEPKH SJIEKTPOHHBIX MOATHNCEH, a
TAaKXK€ HHBIC (bYHKHI/H/I, B COOTBETCTBMH C PeriamenToM u
3aKoHOaTesIbeTBOM Pocculickoit @eaepanun.

CepTuukar KiI0Ya TNPOBEPKH  IJIEKTPOHHOM
MNOANMMCH — JOKyMEHT Ha OyMaXHOM HOCHTENC W/HWIH B
JIEKTPOHHOM BHJIE, BBIAAHHBIN Y IOCTOBEPSIOLIMM LIEHTPOM, C
YKa3aHHBIM B ILIECTHaJuaTepu4yHoM Buzae KirouoM nposepku
OnexktponHod — moamumcu — KimeHTa,  TOATBEP)KIAIOITHI
NpuUHAIISKHOCTh Kirfoua mpoBepkr IEKTPOHHOH IOATHCH
Branenblly CepTudukara KiI0da IIPOBEPKH DJICKTPOHHOM
noanucu. CepTuukar KIoda IPOBEPKH  AIICKTPOHHOU
HNONNMCH  JOJDKEH OBITh HOINHCAaH €ro  BJaJeiblieM
(Ymomaomouennsm IIpencrasurtenem Kinenra).

Y10,1HOMOYeHHbI IIpencraBuTeib
Kanenta/YnoanoMmoueHHoe JMII0 — JIUIIO, ACHCTBYIOIIEE OT
nmenu KnmeHTa B cuily MOJIHOMOYMM, IPEAOCTABIEHHBIX EMY
10 IOBEPEHHOCTH, HA OCHOBAaHUH PACHOPSIIUTEIBHOIO aKTa UK
Ha OCHOBAHUM JOTOBOPA, 3aKOHA, UJIM aKTa I'OCYAapPCTBEHHOTO
OpraHa, WM aKkTa OpraHa MECTHOI'O CaMOYINpaBJICHUS, B TOM
qucie WCHOJHUTENbHBIM opraH Knunenrta (ecin mpumeHuMO),
HaJjexamuM o0pa3oM YIOJIHOMOYEHHOE Ha COBEpIICHHUE
IOPUINYECKUX NeicTBrid OoT uMenn KimeHTa m obnamaroriee
BCEMH HEOOXOIMMBIMH TIOJIHOMOYHMSIMH, pPa3pellCHHUSIMHU,
COTJIaCHsMH, 0100PEHUSIMH Ha COBEPLIEHUE COOTBETCTBYIOIUX
JNEICTBUM, yKazaHHOE B 3asiBIICHUU O 3aKitoueHud JloroBopa
M 3asBIEHUH O BHECEHHM M3MEHEHHH B ycioBus Jlorosopa,
3asBnennn, a Take B Ceprudukate KiI04a NPOBEPKH
ANEKTPOHHOM moxanucu (pu ucnoib3oBanuu YHOIII), B ToM
qucie, MMEIOIIee IPaBO  PAaCHOPsDKATbCA — JICHEKHBIMH
cpeactBamu Kinenrta Ha Cuere(-ax), WM UMEIOLIEE IPaBO Ha
MPOCMOTP M TONy4YeHHE ODJIEKTPOHHBIX JOKYMEHTOB, B TOM

of the provided Login — the Authorized Representative of
the Client. The Static Password is set by the Client during
registration and is used when using a Cloud Signature.
Certification Authority — An organizational structure of
the Bank designed to manage a unified infrastructure of
Electronic Signature Verification Keys to ensure the legal
significance of Electronic Documents and control the
integrity of information protected by an enhanced
unqualified electronic signature, performing functions
related to the creation and issuance of Electronic Signature
Verification Key Certificates, as well as other functions in
accordance with the Regulations and the legislation of the
Russian Federation.
Electronic Signature Verification Key Certificate — A
document on paper and/or in electronic form issued by the
Certification Authority, indicating in hexadecimal form the
Electronic Signature Verification Key of the Client,
confirming the ownership of the Electronic Signature
Verification Key by the holder of the Electronic Signature
Verification Key Certificate. The Electronic Signature
Verification Key Certificate must be signed by its holder
(the Authorized Representative of the Client).
Authorized Representative of the Client/Authorized
Person — A person acting on behalf of the Client by virtue
of authority granted by a power of attorney, based on a
directive, contract, law, or act of a state body or local
government, including the executive body of the Client (if
applicable), duly authorized to perform legal actions on
behalf of the Client and possessing all necessary powers,
permissions, consents, and approvals to perform the
relevant actions, specified in the Application for
concluding the Agreement or the Application for amending
the terms of the Agreement, the Application, as well as in
the Electronic Signature Verification Key Certificate (when
using an enhanced unqualified electronic signature),
including having the right to dispose of the Client’s funds
in the Account(s), or having the right to view and receive
Electronic Documents, including account statements
(without the right to dispose of funds/conduct transactions
on behalf of the Client).
Holder of the Electronic Signature Verification Key
Certificate — The Authorized Representative of the Client.
Electronic Signature — Information in electronic form that
is attached to or otherwise associated with other
information in electronic form (the information being
signed) and that is used to identify the person signing the
information.
Within the framework of these Regulations, the Parties use
the following types of Electronic Signatures:
Enhanced Ungualified Electronic Signature (UES) — An
electronic signature that:

e Is obtained as a

result of cryptographic



gucne BbMUCOK 1o Cuery (0e3 mpaBa pacmopsKaThCs
JCHEKHBIMH  CPEACTBAMH/COBEPIICHUS CIEIOK OT HMEHH
Kiuenra).

Baanenen Cepruduxara KJII04a IPOBEPKHU
3JIEKTPOHHOM NOANMCH — YToJIHOMOYEHHBIN [IpencraBurens
Knuenra.

DJIeKTpPOHHASI MOAMUCH - HH)OPMAIIUS B 3JICKTPOHHOMH
¢dopme, KOTOpasi MPUCOEAWHEHA K Apyrod WHQOpPMAIMH B
AJIEKTPOHHOHM (opMe (TOANMMCHIBAGMON HWH(POPMAIIMK) WU
WHBIM 00pa3oM CBsi3aHa C TakoW WHGpopMaIMeld U KOTopas
WCIONIB3YyEeTCA MM OIpeNeNIeHUsl JIMIA, IOANUCHIBAIOLIETO
WH(pOpMaIHIO.

B pamkax Permamenta  CTOpOHBI
CJIEYIOIIHE BUIbI DJIEKTPOHHBIX MOIMHUCEN:

YHOII (Ycunaennas HeKBaJM(UIIUPOBAHHASA
DJIeKTPOHHASA MOANMCH) - DIEKTPOHHAS TOINCh, KOTOpas:

- IOJy4YeHa B pe3yibTaTe  KPHUNTOrpadHuecKoro
npeoOpa3zoBaHus WHGOpPMAIMK C UCHOJb30BaHueM Kirroua
DNEeKTPOHHOU TTO/IIUCH;

- MO3BOJIAET  ONPEIENIUTh
ONEeKTPOHHBIN TOKYMEHT;

- MO3BOJIAET OOHAPYKUTh (DAKT BHECCHUS W3MEHCHHUU B
ONEeKTPOHHBIN TOKYMEHT IOCIe MOMEHTA €T0 MOANYCAHUS;

- CO3/1aeTCsl C WCIOJB30BAHUEM CPEICTB 3JIEKTPOHHOU
TOJIITHCH.

Obaaunas moanuch - wHGOpMAMS B DIEKTPOHHOU
dopme, KOTOpass TPUCOEAWHEHA K Jpyrol WHPOpPMAINH B
SIIEKTPOHHOM (opme (moanmMchbiBaeMoli WH(POPMAIK) I
WHBIM 00pa3oM CBsI3aHA ¢ TakoW wH(opMalmeld, U KoTopas
WCIONB3YETCA I OIpENeNeHUs JINIA, IOMACHIBAIONIETO
nHpOpMaIMio, XpaHeHue Kmoder OONayHOW MOIIHCH U
(hopMHpoBaHUE TOMIMUCH TOJ JOKYMEHTOM BBIIIOJHAETCS Ha
yJaieHHOM cepBepe baHka, a He Ha JIOKAJbHBIX YCTPOMCTBAX
Bnagensia moanucu. O6maynas moanuck otHocutes K Y HOIL.

VYKOII (ycujieHHAs KBATHIHPOBAHHAS JJIEKTPOHHAS
MOANKUCH) - DJIEKTPOHHAS MOIHUCH, KOTOPas COOTBETCTBYET
BceM mpu3Hakam YHOII u crnemyrommM AOMOTHUTEIHHBIM
MpU3HAKaM:

1) Knrou mpoBepku IJIEKTPOHHON MOANMUCH YKa3zaH B
KBATH(HITHPOBAHHOM CEPTH(HKATE;

2) mnma co3maHWS W TPOBEPKH DJICKTPOHHOH IOIITHACH
WCIIONB3YIOTCS CPENICTBA IIEKTPOHHOHN MOJIITICH, TIOTYYIHUBIINE
TTOATBEPIKICHIE COOTBETCTBUS TPEOOBAHUSIM, yCTAaHOBICHHBIM
OenepanpapiM  3ak0HOM 0T  06.04.2011  Ne63-®3  «O6
ANEKTPOHHON moancky (Hanee — Ne63-D3).

Hanee mo Tekcty cobmectHo Y HOII, O6naunas nommck
u YKOII umenyrorcs Ol

Hacrosmuii PernameHT npegycMaTpuBaeT HalpaBlICHUE
3agBIIEHUH, COOOIICHNH, HEOOXOAWMBIX U IONyYeHHUs
(BoccTaHOBIICHWS) JIOCTYTIA, W3MEHEHUS YCIIOBUHT
ucnosb3oBanuss Cucrembl [IbO BUDUT c ucnonbzoBaHuem
VYK3II BHeWwHEro axkKpeAUTOBAHHOIO YAOCTOBEPSIOIIETO
LIEHTpA. YKOII BHEIIHET O AKKpPEIUTOBAaHHOIO
YAOCTOBEPSIONIETO IEHTPa HWCIONB3YyeTCS B paMKax oOMeHa
3NEKTPOHHBIMU TOKyMeHTamu depe3 Oneparopa 310.

OKH (PyHKUMOHAJBHBIH KJIWYE€BOH HOCUTENIb) -

UCIIOJIb3YIOT

JIMIIO, MO CaBIIIEe

transformation of information using the Electronic
Signature Key;

e Allows identification of the person signing the
Electronic Document;

o Allows detection of changes made to the Electronic
Document after the moment of its signing;

o Is created using electronic signature tools.

Cloud Signature — Information in electronic form that is
attached to or otherwise associated with other information
in electronic form (the information being signed) and that
is used to identify the person signing the information. The
storage of Cloud Signature keys and the generation of the
signature under the document are performed on the Bank’s
remote server, not on the local devices of the Signature
Holder. The Cloud Signature is a type of UES.

Enhanced Qualified Electronic Signature (QES) — An
electronic signature that meets all the characteristics of
UES and the following additional characteristics:

1. The Electronic Signature Verification Key is
specified in a qualified certificate;

2. The creation and verification of the electronic
signature are performed using electronic signature
tools that have received confirmation of
compliance with the requirements established by
Federal Law No. 63-FZ dated April 6, 2011, "On
Electronic Signature” (hereinafter referred to as
No. 63-F2).

Hereinafter, UES, Cloud Signature,
collectively referred to as ES.

These Regulations provide for the submission of
applications, notifications, and other documents necessary
for obtaining (restoring) access or changing the terms of
use of the BIFIT RBS using a QES issued by an external
accredited certification authority. The QES of an external
accredited certification authority is used within the
framework of electronic document interchange through the
EDI Operator.

Functional Key Carrier (FKC) — A personal means of
strict authentication and data storage, hardware-supported
for working with the Electronic Signature Key, allowing
the implementation of the electronic sighature mechanism
so that the Electronic Signature Key does not leave the
carrier.

Electronic Signature Tools — Cryptographic tools used to
implement at least one of the following functions: creation
of an electronic signature, verification of an electronic
signature, creation of an Electronic Signature Key and an
Electronic Signature Verification Key.

and QES are



MEPCOHAIBHOE CPEACTBO CTPOTOH ayTeHTU(PHKALNHT 1 XPaHEHUS
JaHHBIX, allapaTHO HojjepkuBaromee padory c¢ Kirouom
ONEeKTpOHHOH  TMOAMKCH,  IO3BOJISIONIEE  OCYIIECTBISTH
MeXaHHU3M DJIEKTPOHHOM MOJINICH TaK, 4To Kitou DnekTpoHHOM
MOJNKICH HE IOKUJAET MPeesibl HOCUTEISL.

CpeacrBa JIeKTPOHHOH moanmucu - mHQpoBaNbHBIC
(kpunTorpaduueckue)  CpeAcTBa,  HUCHOJb3yeMble  UIs
peanu3anuyd XoTs Obl ONHOM M3 CIEAYIOIUX QYHKIUHA -
CO37aHHE 3UIEKTPOHHOM TOJMMCH, IpPOBEpPKa 3JIEKTPOHHOIL
noamnucu, coznanue Kmtoua Onekrponnoil noanucu u Koroua
MIPOBEPKU DJIEKTPOHHOM MOATIHCH.

2. OBILIMUE ITOJIOKEHUSA

2.1. Hacrosmmii  PersiaMeHT  perynupyer  OTHOLIEHUS
BO3HHUKIIIME B Tpoliecce oka3aHus baHkoM yciayr B
pamKax CornarmeHus 00 OCYIIIECTBICHUN
WH(POPMAITMOHHOTO B3aMMOJICHCTBUS C HCIIOIB30BaHUEM
Cucremsbl uHpopmarronHoro oomeHa — Cucremsr JI6O
BUD®UT (manee — Cucrema JABO BUDOUT ), mnpu
MOAKIIOYEHNH ¥ HCHOJib30BaHWM  KimeHToM W
YII0IHOMOYEHHBIMU IIpencraBurensmu  Kimenra
Cucrempt JIBO BU®UT wu sBusieTcs coriameHueM
mexay bankom u KimeHToMm, onpenensommum nopsiiok
W yCIOBHS B3aUMOJEHCTBHS TpPH  BBITyCKE U
WCIIONIb30BaHNM OJIIEKTPOHHOM TOANMHWCH B pamKax
yKa3aHHOW KOPITIOPATHBHOW HH(POPMAITHOHHON CHCTEMBI
3JIEKTPOHHOTO TOKyMEHTO000pOTa.

2.2.  Hacrosmmii PermameHT SBISCTCS HEOTHEMIEMOH U
cocTaBHOM 4acThio [IpaBui U YcCiioBUil OCYyIIECTBIECHUS
MH(OPMAITMOHHOTO B3aNMOAEHUCTBHUS C UCTIOIB30BAaHIEM
Cucrem nHPOPMAITMOHHOTO OOMEHA.

2.3. Jns  mopkmrouenuss Knwenta u YIOJIHOMOYEHHOTO
IIpencraButenss Kmmenra k Cucreme [bO u ee
UCMOJIb30BaHUsI  YTOJIHOMOYeHHbIH  IIpencraBurtens
Knuenta nomwkeH mnpucoenuHutbess kK IlpaBuiam u
YcnoBusm OCYIIIECTBIICHUS WH(GOPMAIIOHHOTO
B3aMMOJICHCTBUA c WCIIOJIb30BaHUEM Cucrem
nH(OpMaMOHHOTO OOMeHa, a Takke K PermameHTy
ITyTeM MOAMTUCAHUS 3asiBIICHUS.

2.4. llpum perucrpaumu YmnomHomodeHHoro IlpencraBurens
Kmuenra B peectpax Cucrempr JbO BUOUT
YHN0IHOMOYEHHOMY [IpencraBurento Knuenra
MPUCBAUBACTCA PETUCTPALMOHHBIL HOMEpP, KOTOPBIA
YKa3pIBaeTcsd B 3asBICHUM TaKOTO JIUIA, ITOJYYEHHOM
bankom.

2.5, OOmeH DneKTpOHHBIMHU TOKyMEHTaMH Mex1y bankom u
Knuentom ¢ ucnonszoBanueM Cucremsl JJbO BUDOUT
ocymiecTBisiercss B pamkax IlpaBunm  (BKirouas

2.GENERAL PROVISIONS

2.1. These Regulations govern the relations arising in the
process of the Bank providing services under the
Agreement on Information Interaction Using the
Information Exchange System — the BIFIT RBS
(hereinafter referred to as the "BIFIT RBS"),
during the connection and use of the BIFIT RBS
by the Client and the Authorized Representatives
of the Client. These Regulations constitute an
agreement between the Bank and the Client,
defining the procedure and terms of interaction for
the issuance and use of Electronic Signatures
within the specified corporate electronic document
management system.

2.2. These Regulations are an integral part of the Rules
and the Terms of Information Interaction Using
Information Exchange Systems.

2.3.To connect the Client and the Authorized
Representative of the Client to the BIFIT RBS and
use it, the Authorized Representative of the Client
must join the Rules and the Terms of Information
Interaction Using Information Exchange Systems,
as well as these Regulations, by signing an
Application.

2.4. Upon registration of the Authorized Representative
of the Client in the registers of the BIFIT RBS, the
Authorized Representative of the Client is
assigned a registration number, which is indicated
in the Application of such person received by the
Bank.

2.5. The exchange of Electronic Documents between the
Bank and the Client using the BIFIT RBS is carried
out within the framework of the Rules (including
their appendices), the products and services of the
Bank acquired by the Client and their terms, as
well as other agreements concluded between the
Bank and the Client (if the use of the BIFIT RBS
is provided for therein), and provided that the



2.6.

2.7.

2.8.

2.9.

MPWIOKEHUS K HUM), TpuoOpeTeHHbIX KimeHnToM
MPOAYKTOB U yCcIyr baHka v UX yCIOBHM, a TaKKe HHBIX
3aKIIOYeHHBIX Mexay bankom u Kiumentom caenok
(ecmu  ucnonb3oBanue Cucrembr JbO BUOUT
MPEeIyCMOTPEHO HMH), a TaKXKe IPH YCIOBUHU, YTO
obciyxuBanue KimeHTa MOXKET OBITh OCYIIECTBIICHO C
ucnons3zoBanueM Cucremsl JJbO BUOUT.

Knuentr npusnaer, yto ucnonb3dyemas Cucrema JIbO
BUOUT sgBnsgercs AOCTATOYHOW Ui oOOecnedeHus
HAJKHOM W dQeKkTuBHONW paboThl TpU MpUEME,
nepenade, oOpabOTKe M XpaHeHMHM HWHOOpMAIUM, a
WCTONB3YeMbIE  CpeicTBa  3allUTHl  HH(pOpMAaIUH,
o0ecIeunBaromme pasrpaHuveHue JIOCTYyTIA,
mudpoBaHe, KOHTPOJIb HENOCTHOCTH U (HOPMUpPOBAHUE
Oll, sBASAIOTCS JOCTAaTOYHBIMH  JUISL  3allUTBl  OT
HECaHKI[MOHMPOBAHHOTO  JOCTYIa, MOJITBEPKIACHUS
aBTOPCTBA u MOAJTMHHOCTH UHPOpMAITIH,
cojepxaiieiics B monydaeMbix OJI, oOecrnieueHus
[EJIOCTHOCTH WH(POPMAINH, YCIOBHI HEOTKa3yeMOCTH,
HEU3MEHHOCTH, JIOCTOBEPHOCTH, OTCYTCTBHS
HCKAKECHHUM, a TAK)KE Pa3pelICHUs] CIOPHBIX CUTYaLUH
mpu  yciaoBuu — cobmonenuss  CtopoHamMu  Mep
6e3omacHOCTH, B TOM umcie obOecreuenns KimeHToM
Haiexanen 3amurtel Kiomenrtckoil yacth CucTeMBI
JAbO BUD®UT oT HEeCaHKITMOHUPOBAHHOTO JOCTYIIA.

[onnucanne Onanka CepTuduKaTa KIOYa ITPOBEPKH
3NEKTPOHHON mojnucu KIIMeHTOM O3HayaeT B3auMHOE
npuzHanne Croponamu OIl Kimmenta ¢ MomeHTa
peructpanuu  kmoda npoBepku  OIl  Bmagembma
Ceprudukara B Cucteme JIbO BUDUT, popmupoBanus
ceprudukara u moATBepxkaacT noayuenre Ceprudukara
KJTIOYa MPOBEPKHU IJIEKTPOHHOW MOANUCH Ha OyMakKHOM
HOCUTEINIC W/WJIM B DIIEKTPOHHOM BHUJE TOCPEICTBOM
Cucremsl IO BUDUT.

Kimment cormamaercs ¢ TeMm, dYro OJEKTPOHHEIE
nokyMeHTBl CTOpoH, 00MEH KOTOPBIMH OCYIIIECTBISETCS
B pamkax Cucremsr JIbO BU®UT, mnpusHarorcs
DNeKTPOHHBIMU JOKYMEHTaMH, moanvucanaeivu Y HOIT
(O6maunoii MTOATIHCHIO TN Y cuneHHon
HEKBAIN(UITMPOBAHHON DJIEKTPOHHON IMOMNNCHI0), U
SIBJIAFOTCS. PAaBHO3HAYHBIMU JOKYMEHTaM Ha OyMaKHBIX

HOCHUTEJISIX, MOJNMCAaHHBIMH COOCTBEHHOPYYHOMH
MOJNKMCHI0  yMONMHOMO4YeHHOro Jmna CTOpoHBl U
CKpeIUICHHBIMH ~ TiedaThio Takoii CrtopoHBl  (Ipn

HAJIMYMHN), B COOTBETCTBHU ¢ DenepaabHbIM 3aKOHOM OT
06.04.2011 Ne 63-®3 «O0 >MeKTPOHHON TTOITUCTD.

OpHolt  DNEeKTpOHHOM  TMOMMUCHIO  MOTYT  OBITh
MOJNMCAaHbl HECKOJIBKO CBA3aHHBIX MEXAy CcoOon
ONEeKTPOHHBIX ~ JOKYMEHTOB (HakeT JEeKTPOHHBIX
nokymenToB). Ilpu  moamucanmm — DIEKTPOHHOM

NOAIMCBIO ITaKETa SJIGKTpOHHBIX HOKYMCHTOB Ka)K,I[LIfI
n3 SHGKTPOHHLIX JAOKYMCHTOB, BXOJAIIUX B 3TOT IAKET,

Client’s servicing can be carried out using the
BIFIT RBS.

2.6. The Client acknowledges that the BIFIT RBS used is
sufficient to ensure reliable and efficient operation
in receiving, transmitting, processing, and storing
information, and that the information security tools
used, ensuring access control, encryption, integrity
control, and the generation of Electronic
Signatures, are sufficient to protect against
unauthorized access, confirm authorship and
authenticity of the information contained in the
received Electronic Documents, ensure the
integrity of information, conditions of non-
repudiation, immutability, reliability, absence of
distortions, and resolution of disputes, provided
that the Parties comply with security measures,
including the Client ensuring proper protection of
the Client’s part of the BIFIT RBS from
unauthorized access.

2.7. The signing of the Electronic Signature Verification
Key Certificate form by the Client means the
mutual recognition by the Parties of the Client’s
Electronic Signature from the moment of
registration ~of the Electronic  Signature
Verification Key of the Certificate Holder in the
BIFIT RBS, the formation of the certificate, and
confirms the receipt of the Electronic Signature
Verification Key Certificate in paper form and/or
electronically through the BIFIT RBS.

2.8. The Client agrees that the Electronic Documents of
the Parties, exchanged within the framework of the
BIFIT RBS, are recognized as Electronic
Documents signed with an Enhanced Unqualified
Electronic  Signature (Cloud Signature or
Enhanced Unqualified Electronic Signature) and
are equivalent to paper documents signed by the
handwritten signature of the authorized person of
the Party and sealed with the seal of such Party (if
applicable), in accordance with Federal Law No.
63-FZ dated April 6, 2011, "On Electronic
Signature."

2.9. Several related Electronic Documents (a package of
Electronic Documents) may be signed with one
Electronic Signature. When signing a package of
Electronic Documents with an Electronic
Signature, each of the Electronic Documents
included in this package is considered signed with
the type of Electronic Signature used to sign the
package of Electronic Documents.

2.10. The Parties recognize the local time at the location
of the Bank’s division servicing the Client as the
unified time scale when working in the BIFIT



2.10.

2.11.

2.12.

2.13.

CUHUTACTCA OO CAaHHBIM BHCKTpOHHOﬁ OO CBIO TOTO
BUa, KOTOpOfI noAnrcCaH ITaKeT BJ'ICKTI)OHHI)IX
JOKYMCHTOB.

CTOpOoHBI MPU3HAIOT B KAYECTBE €MHOMN LIKAJIbI BpEMEHU
npu padote B Cucreme JJ6O BUDUT mectHOE Bpems o
MECTy  DACIOJOKEHUs  mojpaspeneHus — banka,
obcmyxuBaromero Knuenta. KoHTpoNbHBIM sBISIEeTCS
BpeMsl CUCTEMHBIX YacOB alllapaTHbIX CpelcTB baHka.

Kiment o0s3yercs obOecneduTh JOMYyCK K padoTe U
padotry B Cucreme JbO BUOUT  ToOdbKO
Ynomaomouenusix pencrasureneit Knuenra, ¢ yaerom
poJsiel Takux Juil NpH ucnoiaszoBanuu Cucremsl IO
BU®DUT.

Knnent 0CO3HaeT MOBBIIIICHHBIN pHCK
HECaHKIIMOHUPOBAHHOTO HcIonb3oBanus Cuctemsr 1O
BUDUT, Bkmtouas xommpomeraruio Kiroueit OII u
HECaHKIIMOHUPOBAHHOE yAaJeHHOe yIpaBJieHHe
Cucremoirt [IbO BUDUT, mpum HeEHaIeKANEM
cobmoaennn Kimentom mep 6€30MacHOCTH.

Uctonme3yst  Cuctremy JIBO  BU®UT, Kiment
pHOOpeTaeT BO3MOXKHOCTb!

DopMHUPOBaTh, MOANKCHBATh DIEKTPOHHOH MOAMHUCHIO H
HampaBlATe B baHK  TulaTexHble  (pacyeTHHIE)
JOKYMEHTBI, B COOTBETCTBHM C 3aKOHOJATEILCTBOM
Poccuiickoii ®@enepaiiii, B TOM YHUCIE ILIATEKHbIE
MOpydYeHus, B IeNAX COBEPIIEHUS OIepanuid Io
OTKpHITHIM B banke Cueram Kimenra;

DopMUPOBATh, MOANMKICHIBATE DJICKTPOHHOH IMOAITUCHIO U
HampaBlATe B baHK 3ampockl Ha OT3BIB IIJIATEXKHBIX
(pacueTHBIX) TOKYMEHTOB, B TOM YHCIE IUIaTEXHBIX
MOpy4eHui, paHee nepeaHHbIX B baHk;

[Tomygats ot banka Bemmcku mo Cuery(-aM) B BHIE
DNEeKTPOHHBIX JOKYMEHTOB, COIEpIKaIne HHPOPMAIIHAIO
00 omeparusax, COBEPIICHHBIX IO OTKPBHITOMY(-BIM) B
banke Cuery(-am) Knmenra;

QdopmupoBaTh, HANpaBIATh W TMONy4aTh B/OT banka
nHpopMaruioo  cBoOomHOrO  dopMara B BHUAC
DJNEeKTPOHHBIX JTOKYMEHTOB (B TOM YHCIIE CIy»XeOHO-
WH()OPMAITHOHHBIX COOOIIEHMI ), COTJIaCHO
(hyHKIIMOHATBHO-TEXHUIECKUM BO3MOYKHOCTSIM
Cucremsr IO BU®UT,;

®opMUpoBaTh, NOANUCHIBATE DIEKTPOHHOU MOJAMUCHIO,
HampaBIATh W TMONydaTh B/OT baHka OeKTpoHHBIE
JOKYMEHTHI, B cooTBeTCTBUH C [IpaBunamu, Y cnoBusmuy,
MproOpeTeHHBIMU KIMEeHTOM TpOayKTaMu W yCITyTaMu
baHka, a Taxke B COOTBETCTBHY C YCIOBUSAMH OT/IENIEHBIX
3akmoueHHBIX CTOpOHAMHU CAETOK (€CIH MCITOIb30BaHUE
Cuctemslr IBO BUOUT npemycMOTpeHO MOCAECTHUMN);
DopMuUpOBaTh, MOAMKUCHIBATH DJIEKTPOHHOH MOAMUCHIO U
HaIpaBIATh B baHK 3asiBIIeHNUs (€CIIN 3TO MPETYCMOTPEHO
[lpapmilaMu ¥ 1pu  HAIMYUA ~ TEXHUYECKOM

RBS. The control time is the system clock time of
the Bank’s hardware.

2.11. The Client undertakes to ensure access to and work
in the BIFIT RBS only for the Authorized
Representatives of the Client, taking into account
the roles of such persons when using the BIFIT
RBS.

2.12. The Client acknowledges the increased risk of
unauthorized use of the BIFIT RBS, including the
compromise of Electronic Signature Keys and
unauthorized remote control of the BIFIT RBS, in
case of inadequate compliance by the Client with
security measures.

2.13. By using the BIFIT RBS, the Client gains the ability
to:

. Prepare, sign with an Electronic Signature, and
send to the Bank payment (settlement) documents
in accordance with the legislation of the Russian
Federation, including payment orders, for the
purpose of conducting transactions on the Client’s
Accounts opened with the Bank;

. Prepare, sign with an Electronic Signature, and
send to the Bank requests to revoke payment
(settlement) documents, including payment orders,
previously submitted to the Bank;

. Receive from the Bank account statements in the
form of Electronic Documents containing
information on transactions conducted on the
Client’s Accounts opened with the Bank;

. Prepare, send, and receive from the Bank free-
format information in the form of Electronic
Documents (including  service-information
messages), in accordance with the functional and
technical capabilities of the BIFIT RBS;

. Prepare, sign with an Electronic Signature, send,
and receive from the Bank Electronic Documents
in accordance with the Rules, Terms, products, and
services acquired by the Client from the Bank, as
well as in accordance with the terms of individual
agreements concluded by the Parties (if the use of
the BIFIT RBS is provided for therein);

. Prepare, sign with an Electronic Signature, and
send to the Bank applications (if provided for by
the Rules and if technically possible).

2.14. Upon receipt of an Electronic Document, the Bank
performs procedures for acceptance for execution,
revocation, return (cancellation) of the payment
(settlement) document, in accordance with the
Bank’s rules, including verification of:

. The right to dispose of funds (verification of the
Electronic Signature, request for additional
confirmation for certain payments of the Client);



2.14.

IIpu

BO3MOYXHOCTH);

[Ipu monydyeHun ONEKTPOHHOro JOKyMeHTa baHk
MPOM3BOJUT TMPOLEAYpHl MpHeMa K HCIOJHEHHIO,
OT3bIBa, BO3BpaTa (aHHYJIHMPOBAHMS) IUIATEKHOTO
(pacyeTHOr0)  JOKyMEHTa, B  COOTBETCTBHHM  C
bankoBckMMH MTpaBUSIaMH, B TOM YHCJIE IPOBEPKY:
[IpaBa  pacropskeHHs  J€HEXHBIMH  CpEICTBAMU
(mpoBepka DOII, 3ampoc MO OTAEIBHBIM IUIATEXKAM
KinenTa 1omoHUTENBHOTO MTOATBEPKACHHUS);
KoHTponb 1enocTHOCTH (HEM3MEHHOCTH) PEKBHU3UTOB
IJIaTeXHOTO MOPYUYEHHUS;

CTpyKTypHBIf KOHTpOJb (IpOBEpKa YCTAaHOBJIEHHBIX
PEKBU3UTOB M MaKCUMaJIbHOTO KOJIMYECTBA CUMBOJIOB B
PEKBU3UTAX IUIATEKHOTO TIOPYUYCHUS);

KoHnTponb 3HaueHni peKBU3UTOB;

KoHTposib 1ocTaTouHOCTH IEHEKHBIX CPE/ICTB.
BBISIBJIGHUH OTPUIATENIBHOTO Ppe3yNbTaTa IPOBEPKU

JIIO00T0 M3 BBINICYKA3aHHBIX 0OCTOSTEILCTB MOJYUYCHHBIH D]
Cucremotii JIbO BUDUT He npuHUMaeTcs ¥ JaHHBIN pe3yJIbTar
(DnexTpOHHBIN  JIOKYMEHT) aBTOMATHYECKH HAIPaBIISETCS
Knuenty, a mopydenue, comepxamieecs B HeM, baHkoM He
WICIIOJTHSETCS.

2.15.

2.16.

[Ipn momydeHnn DIEKTPOHHOTO [OKyMeHTa baHk
npon3BoguT TpoBepky YHOII mmm OOnauxoi moanmcy.

IIposepka BBIITOITHSAETCSA arrapaTHO-IIpOrpaMMHBIM
KOMILIEKCOM Bbanka B MOMEHT TIOJTTUCAHHUS
Y10JIHOMOYEHHBIM IIpencraButenem Knuenta
mokymentoB B Cucreme [JIbO  BUDOUT. Ilpm

MOJIOKUTEIBHOM ~ Pe3yNIbTaTe TMPOBEPKH  JIIEKTPOHHBIN
JIOKYMEHT TiepexoauT u3 craryca «Hosblii» B cTatyc «Ha
vcnonHeHuw». [Ipy oTpuIiaTenbHOM pe3yabTaTre MPOBEPKU
3JIEKTPOHHBIN JOKYMEHT MEPEXOIHT B cTaTtyc «OTBEPTHYT»
Obecmieuenre MPOBEPKH 3AMUIIEHHOTO JocTyna k Crucreme
JAbO BUDUT nocturaercs mpuMEHEHHEM 3alTUIIICHHOTO
mporokosa SSL B mporecce yCTaHOBIIEHUSI COEIMHEHUS
Mexnay web-cepeepom OGamka w  Kmoumentom. [lns
MTOATBEPKACHIS TIOUTMHHOCTH Web-cepBepa BBIITOTHSIETCS
CpaBHEHHE JOMEHHOTO MMEHH 3arpy’kaeMoro web-cepsepa
C yka3aHHBIM B  cepru¢mkare. IIporokom  SSL
ucronedyerca B ¢dopMe mpoTokoma https (mpuriragHON
mpoTokoN http moBepx Kpumrorpadudeckoro MpPOTOKOIA
SSL).

@®opMarT DIEKTPOHHBIX JOKYMEHTOB OIpeAeisieTcs
(hyHKIIMOHAITBHO-TEXHUIECKUMHU BO3MOKHOCTSMH
Cucremsr JIbO BUDUT, skpanHo# HOpMBI KITHEHTCKOMH
yactu Cuctemsl IO BUOUT. Kaxnapiii DneKTpOHHBINA
JNOKyMeHT, Hanpasisgembli Kimentom B bank ¢
ucnons3oBanueM Cucremsr JIBO BUDUT, nomxen
COZIEP>KaTh DJIEKTPOHHYIO MOJANUCH YITOJIHOMOYEHHOTO
[IpeacraBurens Knuenta. DOnekTpoHHasT MOANUCH
Knuenra, comepxkaiasica B DJEKTPOHHOM JOKYMEHTE

. Integrity control (immutability) of the payment
order details;

. Structural control (verification of the established
details and the maximum number of characters in
the payment order details);

. Control of detail values;

. Control of the sufficiency of funds.

If a negative result of the verification of any of the above
circumstances is identified, the Electronic
Document received by the BIFIT RBS is not
accepted, and this result (Electronic Document) is
automatically sent to the Client, and the instruction
contained therein is not executed by the Bank.

2.15. Upon receipt of an Electronic Document, the Bank
verifies the Enhanced Unqualified Electronic
Signature or Cloud Signature. The verification is
performed by the Bank’s hardware and software
complex at the moment the Authorized
Representative of the Client signs the documents
in the BIFIT RBS. If the verification result is
positive, the Electronic Document transitions from
the status "New" to the status "In Process.” If the
verification result is negative, the Electronic
Document transitions to the status "Rejected.”
Secure access to the BIFIT RBS is ensured by
using the SSL protocol during the establishment of
a connection between the Bank’s web server and
the Client. To confirm the authenticity of the web
server, the domain name of the loaded web server
is compared with the one specified in the
certificate. The SSL protocol is used in the form of
the HTTPS protocol (application protocol HTTP
over the cryptographic protocol SSL).

2.16. The format of Electronic Documents is determined
by the functional and technical capabilities of the
BIFIT RBS and the screen form of the Client’s part
of the BIFIT RBS. Each Electronic Document sent
by the Client to the Bank using the BIFIT RBS
must contain the Electronic Signature of the
Authorized Representative of the Client. The
Electronic Signature of the Client contained in the
Electronic Document of the Client confirms the
authorship of the Authorized Representative of the
Client and is a means of verifying the immutability
of the content of the Electronic Document, as any
change to the Electronic Document after its signing
with the Electronic Signature violates the integrity
of the Electronic Signature.

2.17. The Electronic Document must be signed with the
Electronic Signature only by the Authorized
Representatives of the Client who have the right to
dispose of funds in the Account (for payment



2.17.

2.18.

2.19.

KIII/ICHTEI, MOATBCPKAACT aBTOPCTBO Y101HOMOYEHHOTO
HpeHCTaBI/ITeHH Kauenrta wu  sBasercs CpCaACTBOM
MMPOBEPKU HCU3MCHHOCTH COACPKAHUA BHCKTPOHHOFO
JOKYMCHTA, TaK KakK 11000€ U3MEHEHHE BHCKTpOHHOFO

AOKYMCHTA, IIOCJIC €TI0 IMOoANHCaHUus BHCKTpOHHOP'I
MNOoANUChIO, HapymacT MneJIOCTHOCTDh SHCKTpOHHOP'I
IIOAIIUCH.

OJCKTPOHHBIA JOKYMEHT JOJDKEH OBITh MOJIUCAaH
ONEKTPOHHOU TMOANMUCHI0 TOJBKO Y TIOJTHOMOUYEHHBIX
IIpencraBureneit Knuenra, HMEIONINX MpaBo
pacnopsbKeHUs JCHSKHBIMU cpeficTBaMu Ha Cuete (1yis
IJIaTeXHBIX (pacdyeTHBIX) DJIEKTPOHHBIX JOKYMEHTOB),
JAHHBIE 0 KOTOPBIX YKa3aHbI B 3asIBJICHUH O 3aKITIOUCHUU
JloroBopa/3asBieHUN O BHECEHUU U3MECHEHUH B YCIIOBUS
HoroBopa u 3asBienun. Eciau DnekTpoHHBINH JOKYMEHT,
JMOJDKEH OBITh TOAMMCAH HECKOJBLKUMH  ITOJITHCIMU
VYnomaomouennsix  IIpeacraButeneit  Kmmenrta, B
COOTBETCTBMU C  3asBIICHUEM 0 3aKIIOYCHHUH
JloroBopa/3asiBjieHHN O BHECEHUU U3MEHEHUH B YCIIOBUS
HoroBopa/Kaproukoii ¢ oOpasmamMy MOANUCEH U
OTTUCKOM nieyatn, u CorjalmeHueM O COYCTaHHH
moamucet k KOIL, DneKTpoHHBIM JOKYMEHT IOJKEH
ObITh IOJAMMCAH KaXIbIM U3  YIOJIHOMOYEHHBIX
IIpencraButeneit Kivenra, coriacHO BbIlIEyKa3aHHBIM
JOKyMEHTaM, TI0 OJHOW OJNEKTPOHHOW TOIIMUCH U3
[IEPBOM ¥ BTOPOU IPYIIIbI MOJIUCEM.

Cucrema /IO BUOUT aBTOMaTHYECKH OTOOpa’kaeT
CBEICHUS O TEKyIIeM dTare 00paboTku Kimenrom u/umu
bankoM ONEKTPOHHOTO JIOKYMEHTa, TOCPEICTBOM
MIPUCBOEHUS DIEKTPOHHOMY JOKYMEHTY OIPEIeIEHHOTO
cTaryca v ero M3MeHEeHHsI.

Cucrema TmpucBamBaecT OJICKTPOHHBIM JTOKYMEHTaM
CIIE/TyOIIIUE CTATyCHI:

«B kaproreke» - mpucBaWBaeTCsI OIEKTPOHHOMY
JTOKYMEHTY, €CIH TpHh O00padoTKe IUIaTeka Ha CUeTe

Kimmenta okazamoch HEIOCTaTOYHO CPEACTB IS
COBEpIIICHHUS OTIePAIHH.

«HoBbIil» - TIpucBamBaeTcs TMPU CO3JAHUM U
COXpaHEHHHM HOBOTO  OJEKTPOHHOTO  JIOKYMEHTa
Knnenrom.

«Ha ucnonHeHMU» - TpHCBaUBaeTCA JIEKTPOHHOMY
JNOKYMEHTY HpU NPOXOXKICHUHM HPOLEAYpPHl IpHeMa K
WCIIOJHEHUIO, B TOM 4YMCle Ipu 3ampoce bankom ot
Knnenra mnoaTBep:kIeHUS COBEPILIAEMOl OmIepaluyd B
ciydae ucronbp3oBanrsa OOIaqHON TOAMHCH.

«Ha oOpa0orke» - mnpucBauBaeTcs ODJIECKTPOHHOMY
JOKYMEHTY TI0CJIE €r0 MPUHATHS K UCIONHEHHI0 baHkoM.
«HcmosHen» -  TmpHCBaMBaeTcs  OJIEKTPOHHOMY

JOKYMEHTY TIOCJI€ €ro NCTIONHEHHs baHKoM (B TOM uucie
IOCJIe CIIMCaHMs JIEHEKHBIX cpencTB co Cuera Knmenta
Ha OCHOBAHMH JIAHHOTO JIOKYMEHTA).

«OTBepruyr» -

MIPUCBAUBAETCSI  DJIEKTPOHHOMY

(settlement) Electronic Documents), the data of
which are specified in the Application for
concluding the Agreement/Application  for
amending the terms of the Agreement and the
Application. If the Electronic Document must be
signed with several signatures of the Authorized
Representatives of the Client, in accordance with
the Application for concluding the
Agreement/Application for amending the terms of
the Agreement/Specimen Signature Card and Seal
Impression, and the Agreement on the
Combination of Signatures to the COP, the
Electronic Document must be signed by each of the
Authorized Representatives of the Client,
according to the above documents, with one
Electronic Signature from the first and second
groups of signatures.

2.18. The BIFIT RBS automatically displays information
about the current stage of processing of the
Electronic Document by the Client and/or the Bank
by assigning a certain status to the Electronic
Document and changing it.

2.19. The System assigns the following statuses to
Electronic Documents:

e "In File" — assigned to an Electronic Document if,
during the processing of the payment, there were
insufficient funds in the Client’s Account to
complete the transaction.

e ""New" assigned when a new Electronic
Document is created and saved by the Client.

e "In Process™ - assigned to an Electronic
Document during the acceptance for execution
procedure, including when the Bank requests
confirmation from the Client for the transaction
being performed in case of using a Cloud
Signature.

e "Under Processing™ — assigned to an Electronic
Document after its acceptance for execution by the
Bank.

o "Executed" —assigned to an Electronic Document
after its execution by the Bank (including after the
debiting of funds from the Client’s Account based
on this document).

e "Rejected" — assigned to an Electronic Document
if it cannot be accepted for execution by the Bank.
To clarify the reason, the Client must contact the
Bank by any available means.

2.20. The Client sends the created and signed Electronic

Document to the Bank using the BIFIT RBS.
2.21. The Bank verifies the Electronic Document

received from the Client and accepts it for

execution if the verification result is positive,
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2.20.

2.21.

2.22.

2.23.

2.24.

2.25.

JOKYMEHTY, €CIIH OH HE MOXET OBITh MPHHAT K
ucrionHennto B banke. Jlns  yTOYHEHHS MTPUYMHBI
HE00X0aMMO 00paTuThcsi B baHK JTHOOBIM TOCTYIHBIM
Knuenty cnoco6om.
Co3naHHbBIN U MOANKUCAHHBIN DJIEKTPOHHON MOANUCHIO
OnexkTpoHHBIA JoKyMeHT KimeHT otnpasiser B bank ¢
ucnons3zoBanueM Cucremsl JJbO BUOUT.

bank ocymiecTBiasier MpOBEpPKYy IMMOJYYEHHOTO OT
KnnenTta D1ekTpoHHOTO TOKYMEHTa U MPUHUMAET €ro
K HCIOJHEHHIO TpPHU YCIOBUM IOJOXKHUTEIHHOTO
pe3ynbTaTa MPOBEPKH, B TOM UYHUCIIE MOJIOKUTEIBHOTO
pesynbTaTa BCEX MpoLeayp KOHTPOJIS,
MpeaycMOTpeHHbIX TyHKTOM 2.14, 2.15 Hacrosmero
Pernamenra.

PesynmbTar mpoBepKH  DJIEKTPOHHOTO  JOKyMEHTa
CUHUTACTCsA MOJIOKHUTCIIbHBIM, €CJIM OH:
e OdopMIIEH B COOTBETCTBHM  C  JCHCTBYIOIIMM

3aKoHOJaTeNbeTBOM Pocculickoit @enepanuu;

e OdopMJICH B COOTBETCTBHM C  HOPMATHUBHBIMU
nokymeHTamu banka Poccnu v tpeboBanusmMu banka;

e OdopmieH B COOTBETCTBHM C  TpeOOBaHUSIMH,
YCTaHOBJICHHBIMH  3aKIfo4eHHbIMH  CTopoHamu
CIeIKaMd, B COOTBeTCTBUHM ¢ [IpaBuwiiamu, u
HacTosuM PerimameHToM;

e [loanucan HaJyIeKaen (HamIexaImmumMn)
ONeKTPOHHON (-BIMH) MTOATTUCHIO(-IMH)
Y 0THOMOYEHHOTO(-BIX ) [IpencraBurens(-eit)
Knmenrta, nmerorero(-ux) mpaBo Ha paclopsHKCHHIE
JNEHEe)KHBIMH cpeficTBaMu Ha Cuere (sl MIaTeXHBIX
(pacyeTHBIX) ONEKTPOHHBIX JIOKyMEHTOB),
DJeKTpOHHBIE TTOIKUCH TIPOILIH MPOoBEPKy B baHke.

Knuent Moxer oTo3BaTh ImepegaHHbld B baHk

ONEeKTpPOHHBI  TOKYMEHT, B  COOTBETCTBHH  C

TpeOOBAHUAMHU 3aKOHOJaTENIbCTBA Poccuiickoit

Qeneparnuu, 3akimO4eHHBIX  CTOpOHaMH  CIENOK,

MIpaBMJIaMU COBEPILEHUS OIMEPanii, C UCIOIB30BaHIEM

Cucremsr /IO BUOUT. Oto3BaHbl MOTYT OBITH TOJBKO

HEUCTIOJTHEHHbIE DJIeKTPOHHBIE TOKYMEHTHI, KOTOPHIE HE

Jouuu Ao craryca «Mcnonnen». Eciau 3anpoc Ha OT3bIB

WCIONTHEH, DJEKTPOHHOMY IOKYMEHTY IPHCBAMBAETCS

craryc "Hcnonmnen." B cmydae HEBO3MOXXHOCTH

WCIIONTHEHMsI 3allpoca Ha OT3bIB, OJJIEKTPOHHOMY

JOKYMEHTY BEpPHETCSI CTaTyC, B KOTOPOM DJIEKTPOHHBIN

JTOKyMEHT HaxoAwics 10 oopadorku baHkoM 3ampoca Ha

OT3BIB.

KimeHT camocTosITeEnhHO KOHTPOIUPYET (OTCIEKUBALT)

dTambl U Pe3yIbTaThl 00PaOOTKH OTIIPABICHHBIX B baHk

ONEeKTPOHHBIX  JOKYMEHTOB B  COOTBETCTBYIOIIMX

paznenax Cucremsl IO BUUOUT.

banxk m Kimenr oOmenmBarorcs mo Cucreme J1bO

BUDUT cneayromumMu IEKTPOHHBIMHU TOKyMEHTAMU:

o IUIATCIKHBIC ITOPYYCHUS;
o 3aIllpOChl Ha OT3bIB JOKYMCHTA,
o BBIIIMCKH, coZcpikamue I/IH(l)OpMaI_II/II-O )

including the positive result of all control
procedures provided for in clauses 2.14 and 2.15
of these Regulations.

2.22. The verification result of the Electronic Document
is considered positive if it:

e Is prepared in accordance with the -current
legislation of the Russian Federation;

e Is prepared in accordance with the regulatory
documents of the Central Bank of Russia and the
requirements of the Bank;

e Is prepared in accordance with the requirements
established by the agreements concluded by the
Parties, in accordance with the Rules and these
Regulations;

o Issigned with the proper Electronic Signature(s) of
the Authorized Representative(s) of the Client who
have the right to dispose of funds in the Account
(for payment (settlement) Electronic Documents),
and the Electronic Signatures have been verified by
the Bank.

2.23. The Client may revoke an Electronic Document
submitted to the Bank in accordance with the
requirements of the legislation of the Russian
Federation, agreements concluded by the Parties,
and the rules for conducting transactions, using
the BIFIT RBS. Only unexecuted Electronic
Documents that have not reached the status
"Executed" may be revoked. If the revocation
request is executed, the Electronic Document is
assigned the status "Executed." If the revocation
request cannot be executed, the Electronic
Document will return to the status it was in before
the Bank processed the revocation request.

2.24. The Client independently monitors (tracks) the
stages and results of processing of Electronic
Documents sent to the Bank in the relevant
sections of the BIFIT RBS.

2.25. The Bank and the Client exchange the following
Electronic Documents through the BIFIT RBS:

e Payment orders;

e Requests to revoke documents;

e Statements containing information on
movement of funds in accounts;

e Documents for conducting foreign exchange
transactions (applications for foreign currency
transfers, orders for the purchase/sale of currency,
etc.);

e Currency control documents;

e Application for opening an Account, Application
for closing an Account, Application for amending
the terms of the Agreement, Application for
termination of the Agreement (if technically

the
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2.26.

JBIKEHUH CPEACTB 110 CYETaM,

o JOKYMEHTBl  JUI ~ COBEpPUICHUS  BAJIOTHBIX
orepanuil (3asgBlIeHUS Ha MEPEBOJ HMHOCTPaHHON
BaIIOTHI, PACHOPKEHUS Ha MOKYIKY/MPOJaKy
BaJIIOTHI U T.I1.);

. JOKYMEHTBHI BaJIFOTHOT'O KOHTPOJIS;

. 3asBnenne o0 oTkpeiTHH Cyera, 3asBlieHHE Ha
3akppiTue Cuera, 3asBIe€HHE O BHECEHHUH
n3MeHeHuil B ycnoBusi JloroBopa, 3asBieHHE O
pacropxenuun  [loroBopa  (Ipu  HaTU4UU
TEXHUYECKOW BO3MOKHOCTH);

. WHbIE IUIaTeXHbIE (pacyeTHbIE) JOKYMEHTHI,

IIpUMEHUMBIE B  paMKaX IPEIyCMOTPEHHBIX
3aKoHOJaTeNbeTBOM Poccuiickoit denepauuu u
3aKIIIOUeHHBIX Mex1y CTOpoHaMu CIENOK (hopM
OC3HAIMYHBIX pacueToB (B COOTBETCTBUH C
q)YHKHI/IOHaJ'H)HBIMI/I u TEXHUYCCKUMU
Bo3MokHOCTMU Cuctembl IBO BUDUT);

. MIPOM3BOJIbHBIE JIOKYMEHTHI (MHBIE JOKYMEHTBI
NiIn TIIMCbMa, COCTAaBJIICHHBLIC B HpOH3BOJ’ILHOI7[
dbopme).

Ynonaomouennomy llpencraButento KnuenTta moxer

O61Th IpeaocTasiieH goctyn k Cucreme /IbO BUOUT, ¢

BO3MOXHOCTBIO TIOJIyueHHUsI cBeneHuil o Knuenre, ero

oTiepalusX, OTKPBITHIX B baHke OaHKOBCKHX CHETax

Kinmenra, ¢ mnpaBoM mpocMOTpa M IOJIYyYEHHS

QHCKTPOHHBIX JOKYMCHTOB, B TOM 4YHMCJIC BBIIIMCOK IIO

cyetaMm. B cinydae npenocTtaBiaeHus Y IOJTHOMOYEHHOMY

IIpeacraBuremto KinueHTa yKa3aHHOro JOCTyIla B

Cucremy JIBO BU®UT, mnociaemnumii HE BIpase

coBepmaTth omepanmuu 1o  Cuery(-am), B T.4.

pacmopsKaThCs IEHEKHBIMHU CPEACTBAMU, IO ITICHIBATH

IJIaTeKHBIC (pacdeTHbIE) OJEKTPOHHBIC JTOKYMEHTHI.

KimeHT camMocCTOATENbHO OCYIIECTBISIET KOHTPOJIh 3a

cobOmoneHneM YTOTHOMOYCHHBIMA [IpencraBurensiMu

Knuenta orpannyeHuil MOJTHOMOUYMNA MOCIEIHUX, HECA

P 3TOM OTBETCTBEHHOCTH Tmepen baHkoM W WHBIMU

TPETbUM JIUIIAMH, a TakXKe PHUCK BO3HUKHOBEHHUS

HEONMAronmpHATHBIX  MOCIEACTBUH, B TOM  HHCIE

MMYIIECTBEHHOTO XapakTepa, TMpH HEeHaIeKalleM

WCIIONTHEHUH  yKa3aHHOW o00s3aHHOCTH W(WIH) ee

HEHCIIOHEHUH.

3. HIOPAOOK HOAKJIIOYEHUSA
KJIMEHTA K CUCTEME
JAACTAHOUOHHOTI'O BAHKOBCKOI'O
OBCJYXKXNUBAHUSA

3.1.IMopsinox perucrpanuu Y10,ITHOMO4YEeHHOT 0

HpeacraBurenst Kiimenra B Cucreme IO bBUOUT:

3.1.1 Tlom perucrpamueir YMOIHOMOYEHHOTO(-bIX)
[pencrapurens(-eti) Kimenra moHMMaeTcs
BHeceHue B peectpsl Cuctemsl JJbO BUOUT

perucTpanroHHON HHPOPMALIMH O TaKOM JUIe(-

possible);

e Other payment (settlement) documents applicable
within the framework of non-cash settlement forms
provided for by the legislation of the Russian
Federation and agreements concluded between the
Parties (in accordance with the functional and
technical capabilities of the BIFIT RBS);

e Arbitrary documents (other documents or letters
prepared in free form).

2.26. The Authorized Representative of the Client may be
granted access to the BIFIT RBS, with the ability
to obtain information about the Client, its
transactions, bank accounts opened with the
Bank, with the right to view and receive
Electronic Documents, including account
statements. If the Authorized Representative of
the Client is granted such access to the BIFIT
RBS, the latter is not entitled to conduct
transactions on the Account(s), including
disposing of funds, signing payment (settlement)
Electronic Documents. The Client independently
monitors the compliance of the Authorized
Representatives of the Client with the restrictions
on their powers, bearing responsibility to the
Bank and other third parties, as well as the risk of
adverse consequences, including property
consequences, in case of improper performance
or non-performance of this obligation.

3. PROCEDURE FOR CONNECTING
THE CLIENT TO THE REMOTE
BANKING SERVICE SYSTEM

3.1. Procedure for Registering the Authorized
Representative of the Client in the BIFIT RBS:

3.1.1. The registration of the Authorized
Representative(s) of the Client refers to the entry
of registration information about such person(s)
into the registers of the BIFIT RBS, based on the

12



3.111B

3.1.2

3.13

3.14

3.15

ax), Ha OCHOBaHMM 3asBJICHUS O 3aKIIOUCHUU
HoroBopa wu(unu) 3asBieHUss O BHECEHHH
n3MeHeHuil B ycnoBus Jlorosopa u 3asBieHusI.
[lomaua VYmnonnomouennsM IIpencraBurenem
KnuenTa 3asBrneHns oCyliecTBISETCS KaKJIbIM
TakuM  JIMIOM, MyTeM  OOpalieHus K
OTBETCTBEHHOMY Pa0OTHHKY IO IOPUANYECKOMY
agpecy banka B Teuenue OmnepanoOHHOIO
BpeMeHHU banka.

3asgBieHnn V110 IHOMOYEHHBIN
[IpencraBurens KJIMEHTa YKa3bIBaeT
CICIHUATBLHYO TTApOJIbHYIO (ppasy, KoTopas B
JMaJbHENIIIEM MOXKET OBITh UCIIOJIB30BaHa JUIs
JIOTIOJTHUTENBHOM uaeHTnukanuu Kimnenra.

[Ipoxoxnenue YTIOTHOMOYEHHBIM
[IpencraButrenem Kiuenta caMocTOSTENbHOM
npenBaputenbHoi peructparuu B Cucreme J[bO
BUOUT Tpebyercs B cinyyae, eciu KnmeHT He
noaxirodeH Kk Cucreme JIbO BUDUT.

Ilpu npueme 3asBnenust OTBETCTBEHHBII
PabOTHUK UACHTUUIUPYET Y ITOJHOMOYCHHOTO
IIpencraButenss KiueHTa, ¢ HCIOIb30BaHUEM
JTOKYMEHTOB,  YIOCTOBEPSIONIMX  JIMYHOCTH
rnocienHero  (OpUTHHANBI WM HOTapHUATHLHO
3aBEPECHHBIC KOITHN ), " JIOKYMEHTOB,
TTOATBEPKIAIOIIIX TTOTHOMOYHS YKa3aHHBIX JIHI]
Ha WCIIOTIb30BaHHE aHaJIOTOB
coOcTBeHHOpYYHOH moanmucu  (DJIEKTPOHHOMN
ToAmMCcH) OoT UMeHn KimeHTa (OpUTrHHAIBI WUITH
3aBepeHHbIE B ycTaHOBIEHHOM baHkoMm mopsiake
KOMUU C TPEAOCTaBIEHHEM OPHUTHUHAIOB JUIS
CBEpKH, €CIN paHee JaHHbIe TOKyMEHTH B baHk
HE MIPEACTABIISIINCS ).

3asBneHue YmomHOMOYeHHOTO IIpemcraBuTens

Knmenra MIPUHUMAETCS OTBETCTBEHHBIM
paboTHHKOM rmocie MPOBEICHUS
Nnentudukanmm TaKoTO [IpencraButens
Kimenra, 0 qeM MPOCTABIIETCS

COOTBETCTBYIOILIAsl OTMETKa Ha 3asBICHHU.
bank BIpaBe oTka3arh B mpueme 3asBiIeHUs 0e3
OOBSCHEHMS MPUYMH Takoro ortkasa. OTka3 B
npueme 3asBICHUS BIICUET OTKa3 B PETUCTPALIIH
YnonuomouenHnoro IlpencraBurens Knuenra B
Cucteme JJbO BUDUT.

[Ipu BwIOOpe KimenTtom Meroma paboThl B
Cucreme JIbO BHUDUT c wucnoiap3oBaHuEeM
O0ayHoOM MOAIINCH WA YHOII
OTBETCTBEHHBI pabOTHHK HAIpaBIsIET HA
yKa3aHHbII B 3asBICHUH O 3aKIIOYCHUU
HoroBopa wu(wnmu) 3asBleHUH O BHECCHHH
n3MeHeHnii B ycioBus JloroBopa azapec

Application for concluding the Agreement and/or
the Application for amending the terms of the
Agreement and the Application.
The submission of the Application by the
Authorized Representative of the Client is carried
out by each such person by contacting the
Responsible Employee at the legal address of the
Bank during the Bank’s operating hours.

3.1.1.1. Inthe Application, the Authorized Representative

3.1.2. Independent

of the Client specifies a special passphrase, which
may subsequently be used for additional
identification of the Client.

preliminary registration of the
Authorized Representative of the Client in the
BIFIT RBS is required if the Client is not
connected to the BIFIT RBS.

3.1.3. When accepting the Application, the Responsible

Employee identifies the Authorized
Representative of the Client using identity
documents (originals or notarized copies) and
documents confirming the authority of such
persons to use analogues of handwritten signatures
(Electronic Signatures) on behalf of the Client
(originals or copies certified in the manner
established by the Bank, with the provision of
originals for verification if such documents have
not previously been submitted to the Bank).

3.1.4. The Application of the Authorized Representative

of the Client is accepted by the Responsible
Employee after the identification of such
Representative of the Client, as indicated by the
corresponding mark on the Application. The Bank
has the right to refuse to accept the Application
without explaining the reasons for such refusal.
Refusal to accept the Application results in the
refusal to register the Authorized Representative of
the Client in the BIFIT RBS.

3.1.5. If the Client chooses the method of working in the
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BIFIT RBS using a Cloud Signature or an
Enhanced Unqualified Electronic Signature
(UES), the Responsible Employee sends a link for
self-registration of the Client in the BIFIT RBS to
the email address of the Authorized Representative
of the Client specified in the Application for
concluding the Agreement and/or the Application
for amending the terms of the Agreement. The self-
registration process is described in the instructions



3.2.

3.3.

3.4.

3.5.

JNIEKTPOHHOW  TOYTHI  YTOJHOMOYEHHOTO
Ipeacrasurenss  KnweHta  CCBUIKY IS
MPOXOXKJICHUST camoperucTpanuu Kinenra B
Cucreme ABO BUOUT. IIpouecc
CaMOPETUCTPAIMK OTKCAaH B HHCTPYKIMH 1O
padore ¢  Cucremoit JBO  BU®DUT,
pasmertienHoM Ha caiite https://help.131.ru/

3.1.5.1 Ceprudukar xio4a TpOBEPKH JICKTPOHHON
MONNUCH XpaHUTCS B KOHTeWHepax —
oTAenbHBIX  (aimax B ¢opmare Ha
BHYTpeHHUX cepBepax banka. Kaxnprii
KOHTelHep 3ammdpoBaH KITIOYOM,
CO3JIaHHBIM Ha OCHOBE naposs,
YCTaHOBJICHHOT'O BJIaJIENbLEM KJIIoua
O061a4HOM TOATHUCH.

[Tpu BeI6Ope Kimnentom metoa padotsl B Cucreme JIbO
BUDUT c ucnonp3oBanneM YHDOII, xpansmeiics Ha
®KH, OTBeTCTBEHHBI Pa0OTHUK MEpenacT JIOKHBIM
obpazom ymnakoBaHubli @OKH VYmomnomoueHHOMY
IIpencrasurento Knuenra.

®akrt nepenaun ®KH, a taxxke 1€I0CTHOCTh YIAKOBKH
TTOATBEPKIACTCS COOCTBEHHOPYYHOMH TTOATTICHIO
YnomnomoueHnHoro IlpencraButens Knuenra B Axre
npuema-nepegaun = ®KH Cucrempr IO BUOUT.
®dopma Akra onpenensercs: bankom B [Ipunoxernun No2
K HacrosmeMmy Perimamenty. B ciyuae HapyuieHus
nenoctHoctd  ynakoBku  ®KH  YmonHomoueHHBIN
[IpencraButens KineHTa HODKEH ykKa3aTh 00 3TOM B
Axte. Ilpu OTCYTCTBHH COOTBETCTBYIOIICH OTMETKH B
Axte, CTOpPOHBI OIPEACTHIN CYUTATh IIEIIOCTHOCTH
ynakoBku ®OKH ©He wHapymenHoir, a cam OKH
HauIeKanM 00pa3oM MOITyYeHHBIM Y TIOTHOMOYEHHBIM
IIpencraButenem Kiuenra.

YnonnomoueHHslt  IIpeacraButens Kimenrta mnpu
ucnonp3oBannn Cucremsl JIbO BUOUT um oOMmeHe
ONeKTpOHHBIMU JOKYMEHTaMH dYepe3 Hee BIIpaBe
WCIIONTb30BaTh yKa3aHHBIA B 3asBICHUH METOJ| pabOThI
(ctoco6 mommucanust DIEKTPOHHBIX JOKYMEHTOB, C
y4eToM (QYHKIMOHAIBHBIX BO3MOXKHOCTEeH CHCTEMBI
JAbO BU®UT) c ucnonp3opanmem YHOIIL. B pamxax
oOMeHa DNeKTPOHHBIMHU JOKyMEHTaMH c
HCIIOJIb30BaHUEM Cucremsbl JBO BUDUT
“H()OPMAITMOHHOE B3aWMOJCHCTBHE MEXIy baHkoM u
KimmenTom  ocymiecTBisieTcss € HCIIONB30BaHUEM
DNEeKTPOHHBIX MOANKCEH, BhITyIIeHHBIX B Cucteme IO
BUODUT.

Kmment (ero VYmomnomowennwii IIpencraButens)
cunrtaeTcsa nogkiodeHHbIM K Cucreme JJbO BU®UT, a
Ynonnomouennbli IlpencraBurens KiueHta wumeer
BO3MOXHOCTh ToJib30BaThcsi Cucremoit JIbO BUDUT

for working with the BIFIT RBS, available on the
website: https://help.131.ru/.

3.1.5.1. The Electronic Signature Verification Key
Certificate is stored in containers—separate
files in a specific format on the Bank’s
internal servers. Each container is encrypted
with a key created based on a password set
by the owner of the Cloud Signature key.

3.2. If the Client chooses the method of working in the
BIFIT RBS using an Enhanced Unqualified
Electronic Signature (UES) stored on a Functional
Key Carrier (FKC), the Responsible Employee
transfers the properly packaged FKC to the
Authorized Representative of the Client.

3.3. The fact of transfer of the FKC, as well as the integrity
of the packaging, is confirmed by the handwritten
signature of the Authorized Representative of the
Client in the Act of Acceptance and Transfer of the
FKC of the BIFIT RBS. The form of the Act is
determined by the Bank in Appendix No. 2 to these
Regulations. If the integrity of the FKC packaging
is violated, the Authorized Representative of the
Client must indicate this in the Act. In the absence
of such a note in the Act, the Parties agree to
consider the integrity of the FKC packaging as not
violated and the FKC as properly received by the
Authorized Representative of the Client.

3.4. The Authorized Representative of the Client, when
using the BIFIT RBS and exchanging Electronic
Documents through it, has the right to use the
method of work specified in the Application
(method of signing Electronic Documents, taking
into account the functional capabilities of the
BIFIT RBS) using an Enhanced Unqualified
Electronic Signature (UES). Within the framework
of exchanging Electronic Documents using the
BIFIT RBS, information interaction between the
Bank and the Client is carried out using Electronic
Signatures issued in the BIFIT RBS.

3.5. The Client (its Authorized Representative) is
considered connected to the BIFIT RBS, and the
Authorized Representative of the Client has the
opportunity to use the BIFIT RBS upon the
occurrence of the following events:

e When using a Cloud Signature, from the moment
of  self-registration of the  Authorized
Representative of the Client in the BIFIT RBS in
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3.6.

3.7.

3.8.

3.9.

MIPH HACTYTIJICHUH CIEAYIOMNX COOBITHI:

- mpu ucnons3oBaHuu OO0Ma4HON MOANMUCH C MOMEHTa
caMmoperucTpanuu YnomHoMmoueHHoro IlpencraBurens
Kmuenta B Cucreme JbO BUDUT B mnopsake,
NPEeIyCMOTPEHHOM I 3.1.5 Pernamenra, u
MpenocTaBieHnio baHkoM JocTyna YIOJIHOMOYEHHOMY
npeacraputento Knuenta B Cucremy [AbO BUOUT.
VYKa3aHHOE YCIOBHE TMpPUMEHSETCd B OTHOIIEHUHU
YIIOIHOMOYEHHBIX IIpencraBureneit Kruenra,
HaJeJICHHBIX IPaBOM  pacHopsikKaTrbcs JCHEKHBIMU
Cpe/CTBaMU/COBEPILCHHS CAENOK (IIPU UCIIOJIL30BAHUU
OOnavyHOM  MOANUCH), a TaKKE B OTHOIICHUH
YIIOJIHOMOYEHHBIX IIpencraBureneit Kimmenra,
HaJIeJICHHBIX MOJTHOMOYHAMYU Ha IPOCMOTP U MOJTy4YEeHUE
ONEeKTPOHHBIX JOKYMEHTOB, B TOM YHCIIE€ BBITUCOK IO
Cuery (0e3 mpaBa pacropsyKaTbCs —JICHEKHBIMH
CpeJCTBaMU/COBEPIIICHHS CIICJIOK OT uMeHu KitneHra);

- ipu ucnonb3oBanuu YHOII na ®KH nocne momydeHus
yBelomieHHuss o Bbimycke Ceprudukara Kiroda
MPOBEPKM  DJIEKTPOHHOM TMOANMHMCH W  3aBEPIICHUS
nporenypsl  GOpMHpPOBaHHS OIEKTPOHHOW TMOJIHCH
cpenctBamu Cuctemsl JJbO BUDOUT Y onmHoMO4YeHHBIM
IIpencraBurenem Kinenra.

ITo ucreyennu cpoka MOITHOMOYMHI YIIOJIHOMOYEHHOTO
[IpencraBurens Kmnmenta bank Omokupyer AoCTym
Takoro YmnonHomouyeHHoro IlpeacraBurens Kimenra k
Cucreme IO BUDUT.

Knuent BmpaBe  yCTaHOBUTH  OTPAaHWUYEHHUS IO
rapaMerpam oTIeparuii, KOTOpBIE MOTYT
OCYIIECTBIATBbCA ~ KIMEHTOM ¢ HCIIOJIIb30BaHUEM

Cucremsl JIbO BUOUT B 3asBieann, hopma KOTOPOTO
ompenensiercss baHkoM © pa3MelieHa Ha pecypce
https://131.ru/contracts u B oduce banka. Ilpuem
3asBJICHUS] B BaHK OCYIEeCTBIISETCS C UCIIONBb30BaHUEM
Cucremsl IO BUDUT.

OmHOPa30BEIil TApONb ABTOMATHYECKH TE€HEPUPYETCS
Cucremori JbO BU®UT, B TOM uYuciae B MelIX
JOTIOJTHATENBHON ayTeHTH()HUKAK Y TOJTHOMOYEHHOTO
IIpencraBurens KinmeHTa nOpu NOpeaoOCTaBICHUUA €My

moctyma B Cumcremy JBO  BUOUT  w/wm
JONOJHUTEIBHOTO  TOATBEPXKACHUS ~ DJIEKTPOHHOIO
JOKYMEHTA. YII0IHOMOYEHHBII [IpencraBurens

Knnenra pomxeH BBecTHM NOJy4eHHbIH OIHOpPA30BBII
MapoJIh IS IPOXOXKACHHUS MPOLIECAYPHI Ay TeHTU(UKAITUU
/Ui JIOIIOJIHUTEIHHOIO TTOATBEPIKICHHS
DIEKTPOHHOIO TOKYMEHTA.

OpHopa3oBbIl  maposb Hampasisgercs baHkoM Ha
AOGOHEHTCKHI HOMEDP YIIOJTHOMOYEHHOTO
[IpencraButens KnueHTa, yka3aHHBId B HPOrpaMMHO-
anmnapaTHOM Komiuiekce banka Ha OCHOBaHWM CBEICHHH,
coJepxaluxca B 3asBJICHUN O 3aKIOYeHHH Jlorosopa

the manner provided for in clause 3.1.5 of the
Regulations, and the Bank’s provision of access to
the Authorized Representative of the Client to the
BIFIT RBS. This condition applies to Authorized
Representatives of the Client authorized to dispose
of funds/conduct transactions (when using a Cloud
Signature), as well as to Authorized
Representatives of the Client authorized to view
and receive Electronic Documents, including
account statements (without the right to dispose of
funds/conduct transactions on behalf of the Client);
e When using an Enhanced Unqualified Electronic
Signature (UES) on an FKC, after receiving
notification of the issuance of the Electronic
Signature  Verification Key Certificate and
completion of the procedure for generating the
Electronic  Signature by the Authorized
Representative of the Client using the BIFIT RBS.

3.6. Upon the expiration of the authority of the Authorized
Representative of the Client, the Bank blocks such

Authorized Representative’s access to the BIFIT
RBS.

3.7. The Client has the right to set restrictions on the
parameters of transactions that can be carried out
by the Client using the BIFIT RBS in the
Application, the form of which is determined by
the Bank and is available on the
resource https://131.ru/contracts and in the Bank’s
office. The acceptance of the Application by the
Bank is carried out using the BIFIT RBS.

3.8. A One-Time Password is automatically generated by
the BIFIT RBS, including for the purpose of
additional authentication of the Authorized
Representative of the Client when granting access
to the BIFIT RBS and/or additional confirmation
of the Electronic Document. The Authorized
Representative of the Client must enter the
received One-Time Password to complete the
authentication  procedure and/or additional
confirmation of the Electronic Document.

3.9. The One-Time Password is sent by the Bank to the
subscriber  number of the  Authorized
Representative of the Client specified in the
Bank’s hardware and software complex based on
the information contained in the Application for
concluding the Agreement and/or the Application
for amending the terms of the Agreement, the
Application, or the Application for changing the
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3.10.

n(wm) 3asBICHUM O BHECCHHHM W3MCHEHWM B YCIIOBUS

HoroBopa,

3agBiaennu WX 3asgBICHUHM O CMEHE

AOBOHEHTCKOTO HOMEpa.

Hopsagok cmensl JlormHa u CTaTH4yeckoro napoJisi B
Cucreme IO BUDPUT.

3.10.1

3.10.2.

Ynomaomouennslii  IlpeacraBurens Kimenra
MOXKET CaMOCTOSITEIbHO W3MEHMTh JIormH u
Craruueckuii maposb B Cucteme 1IbO BUDOUT,
3a MCKJIIOUEHHEM cllydast UX yTpaTel. B ciydae
yTpaThl Cratuueckoro apoJIs
Ynomnomouennslii [Ipencrasutens Knuenra na
ctpanune aBropuszanmu B Cucreme J[bO
BUDUT MoKeT CcaMOCTOSATENBHO 3allPOCUTH
CCBUIKY ISl BOCCTAQHOBJIEHHS Mapoiisi, KOTopas
Oy/ieT HaTpaBJicHa HA YKa3aHHBIHM B 3asBICHUH O
3akmoueHnn JloroBopa u(unu) 3agBIE€HUH O
BHECEHMH W3MeHeHuil B ycnoBus Jlorosopa
ajZipec JIEKTPOHHOM mouThl. B ciywae yTpatsl
CraTtuueckoro apost u Jloruna
Ynomaomouennslii  IlpeacraBurens Kimenra
00s13aH HE3aMeJUTHTENILHO 0o0paTtuThcs B baHk
Juia OJIOKMPOBAHMS JOCTYIA, B COOTBETCTBHUH C
pasmenom 8 Permamenta. JIjis BOCCTaHOBIICHHSI
JocTyna B Cucremy  JIBO BUOUT
Ynonaomouennslii  IIpencraBurens Kimenra
MOJKET THYHO 00paTuThesi B bank ¢ 3asBieHueM
0 CMEHe JIOTHHA W/WJIH Tapoiis /pa30oiIoKUPOBKe
nocryna B Cucreme JIBO BU®DUT, dopma
KOTOporo ompexenserca bankoMm u pasmerneHa
Ha pecypce https://131.ru/contracts u B oduce
banka, © JDOKYMEHTOM, yIOCTOBEPSIOLIUM €ro
JIMYHOCTD, mbo IPOBECTH CMEHY
JUCTaHLIMOHHBIM CIIOCOOOM.

Hns  gucranumoHHONM cMeHBl JlormHa U
Crarndeckoro  mapojii Y IIOJIHOMOYCHHBIH
IIpencraButens KiueHTa nomkeH HampaBUTh B
Bank ¢ aapeca 3J1eKTpOHHOU MOYTHI, YKA3aHHOTO
B 3asBicHMH O 3aKimiodeHUU JloroBopa w(wim)
3asBICHUN O BHECEHUH W3MEHEHHUH B YCIIOBHS
Horosopa, 3asiBiieHNH, CKAHUPOBAHHYIO KOIHIO
MOJIMCAaHHOIO 3asBJICHUSI O CMEHE JIOTHHA U
CTaTHYECKOT0  Mapoist [0  CICOYIOLIUM
KOHTakTHBIM JaHHbIM: dbo@131.ru. Hnst
0o0paboTkn 3asBIEHUS O CMEHE JIOTWHA W
CTaTUYECKOIO naposis OTBETCTBEHHBIN
paboTHHK Banka CBSI3bIBACTCS c
YnonanomouensusiM [Ipencrasurenem Knuenrta c
HCIOJIb30BaHUEM KOHTaKTHBIX JAHHBIX,
YKa3aHHBIX YTIonHOMOYeHHbIM [IpencraBurenem
Knuenra B 3asiBnenuu o 3akimtoueHun JJoroBopa
n(unn) 3asBICHUM O BHECEHHMM W3MEHEHHUH B
ycinoBust  JloroBopa, 3asBieHud. [lpu sToM,
Ynonnomouennslt IlpencraButens Kinenra
JOJDKEeH CO00MHUTh YIIOJIHOMOYEHHOMY
pabotHuky banka cienyromyo HHPOPMALHIO:

Subscriber Number.

3.10. Procedure for Changing the Login and Static
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Password in the BIFIT RBS:

3.10.1. The Authorized Representative of the
Client may independently change the Login and
Static Password in the BIFIT RBS, except in the
case of their loss. If the Static Password is lost, the
Authorized Representative of the Client can
independently request a link to reset the password
on the authorization page of the BIFIT RBS, which
will be sent to the email address specified in the
Application for concluding the Agreement and/or
the Application for amending the terms of the
Agreement. If both the Static Password and Login
are lost, the Authorized Representative of the
Client must immediately contact the Bank to block
access, in accordance with Section 8 of the
Regulations. To restore access to the BIFIT RBS,
the Authorized Representative of the Client may
personally contact the Bank with an Application to
change the Login and/or Password/unblock access
to the BIFIT RBS, the form of which is determined
by the Bank and is available on the
resource https://131.ru/contracts and in the Bank’s
office, and provide an identity document, or carry
out the change remotely.

3.10.2. For remote change of the Login and Static
Password, the Authorized Representative of the
Client must send to the Bank, from the email
address specified in the Application for concluding
the Agreement and/or the Application for
amending the terms of the Agreement, the
Application, a scanned copy of the signed
Application to change the Login and Static
Password to the following contact
details: dbo@131.ru. To process the Application
to change the Login and Static Password, the
Responsible Employee of the Bank contacts the
Authorized Representative of the Client using the
contact details specified by the Authorized
Representative of the Client in the Application for
concluding the Agreement and/or the Application
for amending the terms of the Agreement, the
Application. In this case, the Authorized
Representative of the Client must provide the
authorized employee of the Bank with the
following information:

e Their identification data;
e The special passphrase.


mailto:dbo@131.ru
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J CBOU MJIEHTU(UKAIIMIOHHBIE JaHHBIC;
. CIIELMAIBHYO MapOJIbHYIO (hpasy.
AyTreHTuduKanys 3asBUTENA MPH MOJAave 3ampoca Ha

cmeny Jlormna m Crarudeckoro mapons B Cucreme 1O
BU®UT - VYnomnomouenHoro [IpencraBurens Kiuenra
OCYIIIECTBIIACTCS [0  CIEUWAIbHOM  maposbHOHW  (pase,
cozeprKarencs B 3asBIICHUU. ITocne YCIEIIHON
ayTeHTU(UKALIN OtBercTBeHHBIH ~ paGorHuk  banka
HampaBJsieT Ha KOHTaKTHBIE JaHHBIE YTIOJTHOMOUYEHHOI'O JIUIA
KnuenTta ccpulKy-mpuriaiieHne Ha BHACO03BOHOK, B IENSIX
MPOBE/ICHNs JIOTIOJIHUTENBHON ayTeHTHQuKanuu. B cimydae
MPOBEACHHSI  YCIEUIHBIX NpPOLEAYp HUIACHTH(QHKAIUN U
ayTeHTU(UKaMK YToinHoMoueHHbIH [IpencraButens Knuenra
MIPOM3BOUT MOBTOPHYIO camoperucrpamuio B Cucreme [bO
BU®OUT B nopsiake, npegycMorpeHHoM 1. 3.1.5 Pernamenra, a
OtBercTBeHHBI pabOTHUK 00padaThiBaeT 3asBICHUE, B
cootBercTBUU C II. 3.1. Pernamenta.

3.11. Tlopsimok cMeHbl AGOHEHTCKOTO HOMEpa UCIOIb3yEMOr0
Jutst TorydeHust OTHOPa30BOI0O MAPOJIS.

3.11.1. JIns wu3MeHeHuss AOOHEHTCKOTO HoOMepa
YII0IHOMOYEHHOT O IIpencraBurens Knuenra,
WCIONIB3YEMOro Ul momydeHus: OJHOPa30BOTrO MapoIIs
Takod YmnonHomoueHHsld IlpencraBurens Kimenra
JIOJDKEH 00paTUThCs B BaHK M NpelocTaBUTh 3asBICHUE

Ha M3MEHEHHNE AOOHEHTCKOTO HOMEpa c
MIpeAO0CTaBICHUEM YIOCTOBEPSIOIIIX JINYHOCTh
TOKyMeHTOB. Ecmu AOOHEHTCKM HOMEpP MEHSET
YH0oJIHOMOYEHHBIHI IIpencraBurens Knuenra,

YIOJIHOMOYEHHBIN TOJINHMCHIBATL JIOTOBOPKI/3asIBICHHUS,
OH MOXeET TOAIMUCATh TOJILKO 3asBJICHHE HA U3MCHEHHE
AobonerTckoro HoMmepa ([Ipunoxenue Ne3 k HacTosIIIEMY

Pernamenty) BU®UT», vykazae B HeM, UTO
MOATBEPIKIACT TMPUHALICKHOCT €My AOOHEHTCKOTo
HOMeEpa.

3.11.2. Jlna JUCTaHIMOHHON CMeHBI AOOHEHTCKOIrO

HoMmepa YmnonHomoueHHbIM IIpencraButens Kiuenra
HaIpaBysieT 3asBlICHHE 0 CMeHe AOOHEHTCKOTO HOMeEpa
mocpenctBoM  Cucrembr  JIbBO BU®UT, BeIOpaB
HeOoOXOMMBIH MAaOJIOH JOKYMEHTa. 3asBIIEHHE TOJHKHO
OBITH TTOANTMCAHO YHOII oOpaTuBIIIETOCs
Y0IHOMOYEHHOTO [IpencraBurens Knuenra.
JucranimonHass  cMeHa  AOOHEHTCKOTO  HOMepa
BO3MOJKHA pu HaTHYIH MTOTHOMOYH I
Y0IHOMOYEHHOTO [IpencraBurens Knnenra
MIO/NTMCHIBATh M MONaTh B baHK JOKYMEHTHI, 3asiBICHUS,
COOOmeHns,  HEOOXOAWMBIE Ui PETUCTPAIlUH,
TTOJTy9eHUS JIOCTYTIA, W3MEHEHUS yCIOBUi
HCIOIB30BAHUS CucrteMbl JAbO BUOUT.
JucranimoHHass  cMeHa  AOOHEHTCKOrO  HOMepa
HEBO3MOXKHa B ciydae Kommpomeraunu OJI€KTpOHHOH
MOANIMCH WU mojo3peHnid Ha Kommpomeranuro
DNEKTPOHHOU MOAMHUCH.

Authentication of the applicant when submitting a request
to change the Login and Static Password in the
BIFIT RBS—the Authorized Representative of the
Client—is carried out based on the special
passphrase contained in the Application. After
successful  authentication, the Responsible
Employee of the Bank sends an invitation link for
a video call to the contact details of the Authorized
Representative of the Client for additional
authentication. If the identification and
authentication  procedures are  successfully
completed, the Authorized Representative of the
Client performs self-registration in the BIFIT RBS
again in the manner provided for in clause 3.1.5 of
the Regulations, and the Responsible Employee
processes the Application in accordance with
clause 3.1 of the Regulations.

3.11. Procedure for Changing the Subscriber Number
Used to Receive the One-Time Password:

3.11.1. To change the Subscriber Number of the
Authorized Representative of the Client used to
receive the One-Time Password, such Authorized
Representative of the Client must contact the Bank
and provide an Application to change the
Subscriber Number along with identity documents.
If the Subscriber Number is being changed by the
Authorized Representative of the Client authorized
to sign agreements/applications, they may only
sign the Application to change the Subscriber
Number (Appendix No. 3 to these Regulations),
indicating that they confirm the ownership of the
Subscriber Number.

3.11.2. For remote change of the Subscriber
Number, the Authorized Representative of the
Client sends an Application to change the
Subscriber Number through the BIFIT RBS by
selecting the appropriate document template. The
Application must be signed with an Enhanced
Unqualified Electronic Signature (UES) of the
Authorized Representative of the Client submitting
the request. Remote change of the Subscriber
Number is possible if the Authorized
Representative of the Client has the authority to
sign and submit to the Bank documents,
applications, and notifications necessary for
registration, access, and changes to the terms of use
of the BIFIT RBS. Remote change of the
Subscriber Number is not possible in case of
compromise or suspicion of compromise of the
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3.12.

3.13.

3.11.3. Cwmena AOBOHEHTCKOT0 HOMEpa
Y OJIHOMOYEHHOTO [IpencraBuremns Kiuenra
OCYIIECTBJISICTCS  TOJBKO  IOCJE  MOJOKHUTESIHLHOIO

3aBEpILICHUSI TPOBEPKH MPEACTABICHHBIX CBEICHUN U
JIOKyMeHTOB. baHk BmpaBe oTka3ath KiMeHTy B cMeHe
AOGOHEHTCKOTO HOMepa VIOITHOMOYEHHOT O
[pencraButenss Kiuenta 0e3 O0OBSCHEHHsS NPHYMH
TaKoOro OTKa3a.

IIpy HaJMYMM TEXHUYECKOH BO3MOXKHOCTU baHka u
Knuenra nomyckaercst HampaBjieHUE 3asiBJICHUS O CMEHE
JIOTHHA W/WJIM CTAaTHYECKOTO TapoJis, 3asBJICHUS Ha
n3MeHeHne AOOHEHTCKOTO HOMepa, 3asBiCHUS 00
oTkpeiTun  Cuera, 3asBiaeHus o 3akpeitun Cuera,
3asBICHUS O BHECCHUM M3MEHEHUH B ycloBus [Jorosopa,
3asBrnenue o pactopxenun JJorosopa uepe3 Omeparopa
910, cornmacoBanHyio ¢ bankom. B Takom cmyuae,
3asBIEHUE O CMEHE JIOTHHA M CTaTHYECKOTO Iapoiisi U
3asiBieHMe Ha u3MeHeHHE AOOHEHTCKOrO HoOMepa
IOJDKHBL ObITh moanucansl YKOII YnosHomMoueHHOro
[IpencraButens Knmenrta, yKa3aHHOTO B 3TUX
3asBJICHUSX. 3asBiieHue 3asBieHus: 00 oTkpbiTHU Cuera,
3asBnenus o 3akpeiTin Cuera, 3asBIICHUS O BHECCHUH
n3MeHeHuii B ycmoBusi [loroBopa, 3asBieHune o
pactopxeHun JloroBopa MOJDKHO OBITH TIOIFICAHO
YKO3II Ynomaomouennoro Ilpencrasurens Kmmenta u
HMMEIOIIET0 TOJTHOMOYHS TMOMUCHIBATh U I10JIaBaTh B
Bank JOKYMEHTBI, 3asIBJICHUSI, COOOTIICHMS,
HEOOXOAMMBIC UTsI PETUCTPAIldU, TOYICHHS TOCTYIIA,
M3MEHEHUs ycioBus ucmonb3oBanus Cucremsr J[bO
BU®UT. B cnyuae npenocrabieHuss KinueHtoMm uepes
Oneparopa D/10 3asBiieHHs O CMEHE JIOTMHA H/HIH
CTaTUYEeCKOTO Mapojs WM 3asBICHUS Ha W3MEHEHHE
AOGOHEHTCKOr0 HOMEpa MPOBOIUTCS HACHTU(DUKAILIUA U
ayTeHTHQUKAIUS YToJHOMOoUeHHOTO [IpencraBurerns
Kimmenra B cootBercTBuH ¢ 11.3.1.4 Pernamenra.

JLtst  M3MEHEHWs CIICNHAbHON IMapobHOH  (Dpasbl
YnonnomoueHHslit IlpencraBurens KnueHntra poskeH
JUIHO 00paTtuThes B baHk ¢ 3asBieHneM B CBOOOIHON
(hopMme ¢ IperocTaBICHHEM YIOCTOBEPSIONINX JINIHOCTb
JOKYMEHTOB.

Electronic Signature.

3.11.3. The change of the Subscriber Number of the
Authorized Representative of the Client is carried
out only after the successful completion of the
verification of the submitted information and
documents. The Bank has the right to refuse the
Client to change the Subscriber Number of the
Authorized Representative of the Client without
explaining the reasons for such refusal.

3.12. If there is technical capability of the Bank and the
Client, it is allowed to send the Application to
change the Login and/or Static Password, the
Application to change the Subscriber Number, the
Application to open an Account, the Application to
close an Account, the Application to amend the
terms of the Agreement, and the Application to
terminate the Agreement through the EDI Operator
agreed with the Bank. In this case, the Application
to change the Login and Static Password and the
Application to change the Subscriber Number
must be signed with an Enhanced Qualified
Electronic Signature (QES) of the Authorized
Representative of the Client specified in these
applications. The Application to open an Account,
the Application to close an Account, the
Application to amend the terms of the Agreement,
and the Application to terminate the Agreement
must be signed with an Enhanced Qualified
Electronic Signature (QES) of the Authorized
Representative of the Client who has the authority
to sign and submit to the Bank documents,
applications, and notifications necessary for
registration, access, and changes to the terms of use
of the BIFIT RBS. If the Client submits the
Application to change the Login and/or Static
Password or the Application to change the
Subscriber Number through the EDI Operator, the
identification and authentication of the Authorized
Representative of the Client are carried out in
accordance with clause 3.1.4 of the Regulations.

3.13. To change the special passphrase, the Authorized
Representative of the Client must personally
contact the Bank with an Application in free form,
providing identity documents.
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4, MOPAIOK BBIITYCKA
CEPTU®UKATOB ITPOBEPKH
KJIIOYEN JEKTPOHHOM
NOJANUCH

4.1 Ins  monmyuenuss Ceprudukara KIoYa  MPOBEPKHU

9MEKTPOHHOM moanucu g pabotel B Cucreme [1BO
BUOUT wu ocymectBienuss oOMeHa OIIEKTPOHHBIMHU
JOKyMEHTaMH ¢ uchoiab3oBanueM YHOII, kaxmsrid
Ynonnomouennsiit IlpencraBurens Knmenta, manHble 0
KOTOpPOM YKa3aHbl B 3asBJIEHUHU O 3aKiroueHuu [lorosopa
(i) 3asgBIEHUH O BHECEHHM H3MEHEHHUM B YCIIOBHS
JoroBopa u 3assienuu, Kaprouke ¢ oOpa3siamu noamnucei
(mpu e€ odopmieHnn B cooTBeTcTBUHM ¢ [lpaBuimamn),
npomeammii  Mneatupukanuto y  OTBETCTBEHHOTO
paboTHuKa BaHka, TOJIKEH JTMYHO:

e co3maTh ¢ momortsio cpenacts Cucremsr JIbO BUOUT

Ceprudukar  KiIo4Ya  MPOBEPKH  DJIEKTPOHHON
MOJIMMCH, B JJIEKTPOHHOM BHJIE M Ha OyMaKHOM
HOCUTEIIE;

e [oANMCaTh M HanpaBuTh B baHK CKaHMPOBAHHYIO
konuio ngaHHoro Ceprudukata Ha 3JIEKTPOHHBIN
routoBbIi smuk dbo@131.ru;

e npenoctaBuTh B bank npanHblii  Ceprudukar Ha

OyMa)kHOM HOCHTEJE, 3aBEepEHHBII
COOCTBEHHOPYYHOM MOAIHUCHIO TaKoTo
YnonnomouenHoro Ilpeacrasurenss Knmenra B
teueHue 2 ([Byx) pabounx gHEH, 1100 IPEIOCTaBUTH
YHUKaJIbHBIN uaeHTUDUKATOD, KOTOPBIi
MIPUCBANBACTCA [IOYTOBBIM OTIPABJICHUSAM,
BBIJIaBaEMbIi TPaHCHOPTHOM KOMIIaHUEH,
OCYLLECTBIISIFOIIEH OTIPAaBKY OpUTHHAJIOB
JOKYMEHTOB,  JMOO  HampaBUTh  JK3EMILISPHI

TIOKyMEHTOB mocpeactBoM OmepaTtopa 3/]0.

Nuctpyxkmus o noaxmouernio k Cucreme 16O BUDUT u
reaeparuu  kimouer  YHOII  pasmemena ©Ha  pecypce
https://help.131.ru/ u B oduce bamka. Ceprupukar KiIroua
MIPOBEPKH AIIEKTPOHHOW TOANKACH B 00S3aTEIHHOM TOPSAKE
IOJDKEH —coxepkarh: momable DPUO  YmomHOMOYEHHOTO
[IpencraButens Knuenrta (Bmagenmsiia CepTrdukara KiIoda
MIPOBEPKHU DJICKTPOHHOW TOMIHCH), HamMeHoBaHHWe KineHra,
aZipec MECTOHAXOXJICHWsS, YHUKaJIbHBIA HOMEp cepTudUKara
KITFOYa TPOBEPKH DSJEKTPOHHOW TMOMAIUCH, AAaThl Hadama |
OKOHYaHWsI CPOKa JACHCTBUS TAKOTO cepTU(PHUKATa, YHUKATBHBII
KITFOY  TIPOBEPKH DJIEKTPOHHOHW TOANWCH, HAWMMEHOBAHHE
WCIONB3YEMOTO CPEACTBA DJIEKTPOHHOW ToamucH W (WIn)
CTaHJAPTHI, TPEOOBAHHAM KOTOPBIX COOTBETCTBYIOT KITIOY
JNIEKTPOHHOM TOMMUCH W KIIOY IPOBEPKU IIEKTPOHHOMN
MO/AINMCH, HauMEHOBaHWE YJIOCTOBEPSIONIEr0 IieHTpa. B
pamkax Hacrosimero Permamenta u Ceprtudukara wiroda
npoBepku Oll yHHKambHBIM HOMEPOM cepTU(UKATA SIBIISETCS
nnentudukarop xiroya mposepku D11, yka3zaHHBIN B BBITAHHOM
Ceptudukare. Tarxke B pamkax Hacrosmero PermameHTa u
Ceprudukara kimroda mnposepkd Oll  HaummMeHOBaHHEM

4. PROCEDURE FOR ISSUING
ELECTRONIC SIGNATURE
VERIFICATION KEY
CERTIFICATES

4.1. To obtain an Electronic Signature Verification Key
Certificate for working in the BIFIT RBS and exchanging
Electronic Documents using an Enhanced Unqualified
Electronic  Signature  (UES), each  Authorized
Representative of the Client, whose details are specified in
the Application for concluding the Agreement and/or the
Application for amending the terms of the Agreement and
the Application, the Specimen Signature Card (if issued in
accordance with the Rules), and who has undergone
identification by the Responsible Employee of the Bank,
must personally:

o Create an Electronic Signature Verification Key
Certificate, both in electronic form and on paper,
using the tools of the BIFIT RBS;

e Sign and send a scanned copy of this Certificate to
the Bank’s email address: dbo@131.ru;

e Provide the Bank with this Certificate on paper,
certified by the handwritten signature of such
Authorized Representative of the Client, within 2
(two) business days, or provide a unigue identifier
assigned to the shipment by the transport company
delivering the original documents, or send the
documents via the EDI Operator.

The instructions for connecting to the BIFIT RBS and
generating UES keys are available on the
resource https://help.131.ru/ and in the Bank’s office. The
Electronic Signature Verification Key Certificate must
contain the following mandatory information: the full name
of the Authorized Representative of the Client (holder of
the Electronic Signature Verification Key Certificate), the
name of the Client, the address of the location, the unique
number of the Electronic Signature Verification Key
Certificate, the start and end dates of the validity of such
certificate, the unique Electronic Signature Verification
Key, the name of the electronic signature tool used and/or
the standards to which the electronic signature key and the
electronic signature verification key comply, and the name
of the Certification Authority. Within the framework of
these Regulations and the Electronic Signature Verification
Key Certificate, the unique number of the certificate is the
Electronic Signature Verification Key identifier specified
in the issued Certificate. Also, within the framework of
these Regulations and the Electronic Signature Verification
Key Certificate, the name of the Certification Authority is
the name of the Bank specified in the issued Certificate. No
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VY ocToBepsIOLIEro LEeHTpa SBJSETCd HauMeHoBaHHE baHka,
ykazaHHOoe B BblgaHHOM Ceptudukare. He momyckaercs
BHECCHHE Kakux-1ubo wm3meHeHndd B CepTHQHKAT K04
MPOBEPKU  BJIEKTPOHHOW TOAMUCH, CQOPMUPOBAHHBIA C
ucnoaszoBanueM cpencts Cucremst JJbO BUDUT.

4.2 llpu mnocrymieHnn B baHK 3ampoca Ha aKTHUBAIUIO
CepTudukara KIt04a TPOBEPKU IJICKTPOHHOHN IMOMAIUCH B
3NeKTpOHHOM BuJe, OTBETCTBeHHBIN paboTHUK banka
CBEpSAET JaHHBIE, COJEPKAIIMECS B YKa3aHHOM 3aIlpoce B
3JIEKTPOHHOM BHUJE C JAaHHBIMHU, YKa3aHHBIMU B 3aIlpoOCE,
npeacTaBieHHOM KiMEeHTOM Ha 3JeKTPOHHBIM ITOYTOBBIM

sk dbo@131.ru.

4.3 Ilpy mMONOXKUTETBHOM pe3ylnbTare NpoBepKH baHk
oOpabaThiBacT MOCTYNMBIIUH 3alpoC Ha aKTUBAIMIO U
ocyIiecTBiIseT akTuBanuio CepTudukara Kiroda IpOBEPKH
3JIEKTPOHHOM noxnucu. IIpu oTpuniaTenbHOM pe3ysbrare
MpoBe/IeHHOH mpoBepku akTuBaius Ceprudukara Kiroya
MIPOBEPKU 3JIEKTPOHHOW TOJIMUCH HE OCYIIECTBISETCS,
uHpopMmarusi o0  JTOM  TepeaaeTcs Kinenty
OtBercTBeHHBIM paboTHMKOM banka. baHk BmpaBe He
coo0mmarh Kimenry/ero Y1I0JIHOMOYEHHOMY
[IpencraButento o0 mNpWYMHAX OTKa3a B AaKTHBAIUH
CeprudukaTa KIF09a MPOBEPKH TEKTPOHHON TTOIIHCH.

4.4 AxtuBanug Ceptuduxaron KJIFOUen MIPOBEPKHU
3JIEKTPOHHOM TOAMHUCH OCYIIECTBIIAETCS MCKIIOYUTENHHO
HAa OCHOBaHWM TMOJlyueHHOW bankom wuHQopMarmu ot
YnomnomoueHHoro IIpeacraButenss Kiuenra, koropas
COJICPXKUT CBECHUS, HEOOXOIUMBIE ISl UICHTH(QUKAIIU
Bianenbita Ceptudukara Kiroda IPOBEPKH DIICKTPOHHOM
MOJIITHCH, TIPY YCIIOBUU BBITTOTHEHUS MoJioxeHuit 4.1. —4.3.
Pernamenra.

4.5 [lo oxoHyanuu mpoueaypbl aktuBaiud CepTudukara
KJII04a MIPOBEPKU 3JIEKTPOHHOM MOJIINCH,
Ynonnomouenublii IlpeacraBurens KimeHTa noiydaer
BO3MOXHOCTb,  HCIIONIB3ysl ~ NIPOrpaMMHBIE  CPEACTBA
Cucremsr J1BO  BU®UT, 3aBepmmth MpOLEAYPY
aktuBaruu Y HOII v mpucTynuTh K ee SKCITyaTaluH.

4.6 Kaxnomy YnonnomoueHHomy IIpeacrasurento KienTa
HeoOXoauMo OTAenbHO co3garh Ceprudurar Kimoda
MIPOBEPKHU 3JICKTPOHHON TOATHUCH.

4.7 Ceptudukar KIOYa TPOBEPKH DIEKTPOHHOW IOAIMCH
MOJUIEXKUT OT3bIBY bankoMm B cityuae:

e  KOMIIpOMETAINU DNEKTPOHHOU MOAMUCH
Brnagensia Ceprudukata KIOYa [POBEPKU
9JIEKTPOHHOM  TMOJANKMCH, COOTBETCTBYIOILETO
JaHHOMY cepTU(HKATY;

e monydeHus BianensieM HoBoro Ceprudukara
KJII04a TIPOBEPKH IEKTPOHHOHN MOIHCH.

changes are allowed to the Electronic Signature
Verification Key Certificate generated using the tools of the
BIFIT RBS.

4.2. Upon receipt of a request for the activation of the
Electronic Signature Verification Key Certificate in
electronic form, the Responsible Employee of the Bank
compares the data contained in the specified electronic
request with the data indicated in the request submitted by
the Client to the email address dbo@131.ru.

4.3. If the verification result is positive, the Bank processes
the received activation request and activates the Electronic
Signature Verification Key Certificate. If the verification
result is negative, the activation of the Electronic Signature
Verification Key Certificate is not carried out, and the
Responsible Employee of the Bank informs the Client of
this. The Bank has the right not to inform the Client/its
Authorized Representative of the reasons for refusing to
activate the Electronic Signature Verification Key
Certificate.

4.4, Activation of Electronic Signature Verification Key
Certificates is carried out solely on the basis of the
information received by the Bank from the Authorized
Representative of the Client, which contains the data
necessary to identify the holder of the Electronic Signature
Verification Key Certificate, provided that the provisions
of clauses 4.1-4.3 of these Regulations are fulfilled.

4.5. Upon completion of the activation procedure for the
Electronic Signature Verification Key Certificate, the
Authorized Representative of the Client gains the ability,
using the software tools of the BIFIT RBS, to complete the
activation procedure for the UES and begin its use.

4.6. Each Authorized Representative of the Client must
separately create an Electronic Signature Verification Key
Certificate.

4.7. The Electronic Signature Verification Key Certificate
is subject to revocation by the Bank in the following cases:
e Compromise of the Electronic Signature of the
holder of the Electronic Signature Verification Key
Certificate corresponding to this certificate;
e Receipt of a new Electronic Signature Verification
Key Certificate by the holder.
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5.

MOPSIJIOK NCIOJIb30BAHUSA
OBJAYHOM NOANNUCH

5.1.B kauectBe CpeacTBa MOATBCPIKACHUA 3J'ICKTpOHHOFO

JOKyMEHTa, mnoamucanHoro OO0mauyHOW MOAIMHUCHIO,
ucnone3yercs Jlorun, Cratuyeckuii mapoib, a Takke
uaeHTuduKaTop Kioda odmaunoit 1.

5.2.B HETSIX HarpaBICHUS VYOJIHOMOYEHHBIM
[IpencraBurenem Knuenta banky OiekTpoHHOrO
JIOKYMEHTA, VYoJIHOMOYEHHBIH [IpencraBurens

a)

b)

d)

KimenTa creays MHCTPYKIUSAM B SKpaHHBIX (opmax
BeO-unTepdeiica Cucremsl JJbO BUDUT, ucnonb3ys
(yHKIMOHAIBHBIC KHOIKH, MHUIUUPYET MOIHCAHUE
COOTBETCTBYIOIIETO DJIEKTPOHHOTO JOKYMEHTA:
Ynonmaomouennsiit [Ipencrasutens Kimenta BBOIUT
HEOOXOMUMBIE  JaHHBIE, KOTOphIe  3alpalmIrBacT
untepdeiic  Cucremsr JIBO BUOUT, wucnons3ys
(yHKIMOHAIBHBIE KHONKM W TOJIA JUIS  BBOJA
WH(pOpMaITUH.

Ilepen moammcanmeM  ODJNEKTPOHHOTO  JIOKYMEHTA
Ynomaomouennbiit  IlpencraButens Kimenra o06s3an
O03HAKOMHUTBCA C HHUM M OBITh COIJIACHBIM C €ro
COJIEpKaHNEM B TIOTHOM 00bEME U B CIIy4dae COTIIACHS C
TEKCTOM  COOOIIEHUS  TOATBEPAUTHh  MOJIIMHCAHHE
ONeKTpPOHHOTO JOKyMeHTa. B ciydae Hecormacus c
TEeKCTOM cooOmIeHus Y moaTHoMoueHHbIN [IpencraBuTens
Knnenta pomkeH OTKa3aTbcd OT TOATBEPIKICHUS
MOANIMCAHUS DIIEKTPOHHOTO TOKYMEHTA.

Jlist mommucanus  chOPMHPOBAHHOTO IJICKTPOHHOTO
JIOKyMeHTa TocpenctBoM uHTepdeiica Cucremsr JIbO
BUOUT, Ynonnomouennsiii IlpencraBurens Kiuenta
WHUIUAPYET TPOIeCC TMOANMUCAHUSA JIEKTPOHHOTO
JOKyMEHTa TIOCIE€ TIPOBEPKH €ro COAEp)KaHWs, U
HampaBisieT banky mocpenctBom uHTEepdeiica CructemMbl
JAbO BU®UT 3ampoc Ha mommucaHue DJICKTPOHHOTO
JTOKyMEHTa, COJIepKaInuii DIEeKTPOHHBIN JOKyMEHT

Ha  MOOWIBHOE  YCTPOHCTBO  YTIOJHOMOYEHHOTO
[IpencraButens Kiumenta wHampaBmgercs CMC  wmm
PUSH-coo0rienue 0 HEOOXOIMMOCTH

MOJIMCAaHUS DIEKTPOHHOIO TOKYMEHTA.

Hanee Ynonnomouenuwlii IlpencraButens Knuenrta B
Cllyyae COIJIACHsI ¢ TEKCTOM COOOIIEHHUsS] Ha HKpaHHOMH
(hopMe mMoMmKeH BBECTH TOTYUYSHHBIH OJHOPA30BEIA KOJ
B COOTBETCTBYIOIIEE TOJIe IKPaHHOH Qopmel. B cirydae
HeCcorlacus Y0IHOMOYEHHBIN [IpencraBurens
Krnnenra pomxeH He OCYLIECTBIIATH BBOJ OJJHOPA30BOIO
KO/Ja B COOTBETCTBYIOIIEE IIOJIE, 3aKpPbIB HKPAHHYIO

dopmy.
Hns moamucanusi c(OPMHUPOBAHHOTO DJIEKTPOHHOIO
JIOKyM€EHTa IIOCPEACTBOM Oo6nayHo MOIIMCH

Ynonnomouennsiii [lpencraBurens Knuenrta Haxumaet

5. PROCEDURE FOR USING THE
CLOUD SIGNATURE

5.1 As a means of confirming an Electronic Document
signed with a Cloud Signature, the Login, Static
Password, and the Cloud Electronic Signature Key
Identifier are used.

5.2. To send an Electronic Document to the Bank, the
Authorized Representative of the Client, following the
instructions in the screen forms of the web interface
of the BIFIT RBS and using functional buttons,
initiates the signing of the corresponding Electronic
Document:

a) The Authorized Representative of the Client enters
the necessary data requested by the BIFIT RBS
interface, using functional buttons and input fields.
b) Before signing the Electronic Document, the
Authorized Representative of the Client must review
it and agree with its content in full. If in agreement
with the text of the message, the Authorized
Representative of the Client confirms the signing of
the Electronic Document. If not in agreement, the
Authorized Representative of the Client must refuse
to confirm the signing of the Electronic Document.
¢) To sign the generated Electronic Document through
the BIFIT RBS interface, the Authorized
Representative of the Client initiates the signing
process after verifying its content and sends a request
to the Bank through the BIFIT RBS interface to sign
the Electronic Document, containing the Electronic
Document.

d) An SMS or PUSH notification is sent to the mobile
device of the Authorized Representative of the Client,
requesting the signing of the Electronic Document.
e) Next, if the Authorized Representative of the Client
agrees with the text of the message on the screen form,
they must enter the received one-time code in the
corresponding field of the screen form. If they do not
agree, the Authorized Representative of the Client
must not enter the one-time code and should close the
screen form.
f) To sign the generated Electronic Document using
the Cloud Signature, the Authorized Representative of
the Client presses the corresponding electronic button
in the BIFIT RBS interface.
g) From the moment the Authorized Representative of
the Client presses the special functional button in the
BIFIT RBS interface, the Electronic Document is
considered signed by the Client and sent to the Bank.
h) The request received by the Bank from the BIFIT
RBS interface is regarded as a request for a container
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COOTBETCTBYIOILYIO 3JICKTPOHHYIO KHOIIKY B HHTepdeiice
Cucremsl IO BUDHUT.

g) C MOMEHTa HaaTus YomTHOMOYEHHBIM
[IpencraBurenem Knuenta crenMagbHON
¢byHKUMOHANBHOW KHONKHU B MHTEpdetice Cucremsr JJ5O
BUADUT ONeKTPOHHBIN JOKYMEHT CUuTaercs
noanvcaHHsIM KirenToM 1 HanpaBieHHbIM B baHk.

h) TMonyuennsiii bankom 3amnpoc u3 uHTepderica Cucremsl
JAbO BU®UT pacuienuBaeTcs Kak oOpalleHue 3a
KOHTEHHepOoM, cozepxamuM Kirod OO1aqHol MoAIHCH.

i) Vnonnomouennsiii IlpencraBurens Kimenra o0s3aH
o0ecreunTh OTCYTCTBHE JIOCTYNa TPETBUX JHI K
uneHTuukaropy u naposro ot O0IaYHON MO ITUCH.

j) DIeKTpOHHBIA JTOKYMEHT CUYHMTAETCS MOIIMMCAHHBIM
OO05a4HO#M MOANKCHI0 M TMOJJIMHHBIM (UCXOISAIIMM OT
Ynomaomouennoro IlpeacraButens Kimenrta) mnpu
OJTHOBPEMEHHOM COOJTIOICHUH ClIeyroIuX ycinoBuii: (1)
ONeKTpoHHBIH  JOKyMeHT monydeH bankom, (2)
ONEeKTPOHHBIA JOKYMEHT COJEPXKHUT OIJIEKTPOHHYIO
noAnuck YmomHnoMmouenHoro lIpencrasutens Kimenra,

pe3ynbTaT  MPOBEpPKH  KOTOPOW  COBMajgaeT ¢
WIOCHTU(PUKATOPOM KITFOUa.
Jns CMEHBI KJIro49a O06nauHOM TTOITUCH
Y0IHOMOYEHHOMY IIpencraBurento KimmenTa

HEOOXOAMMO TIPOBECTH AaKTHUBaNMi0 Kiaoda OO0rmavHoM
moxmnucy B coorsercTBr C 11.4.1 Hacrosmero Perimamenra.

5.3. Cmena kmoya OONayHON MOANMCH IPOU3BOAUTCSA B
CITydasx:

o  Kommpomerartuu O0IaqHOM TOATHCH,;

e yrpatsl JloruHa 1 CTaTHYECKOTO MapOJIS;

6. TIOPSIIOK ITPOBEJIEHUS
IIJIAHOBOI CMEHBI CEPTU®HUKATA
KJIIOYA TTPOBEPKH DJIEKTPOHHOM

MOAIUCH

6.1. Tlpum kaxmom Bxonxe B Cucremy 15O BUODUT 3a 30
(Tpuamars) mHEH OO OKOHYAHWSI CpPOKA JIEHCTBHS
Ceptudukara KIOYa TPOBEPKH  DJIEKTPOHHOU
noanucu Cucrema [IbO BUDUT coobmraer o ckopom
€ro OKOHYaHUH.

6.2. [o ucreyenus cpoka aerictus CepTUPUKATOB KITFOUEH
MNPOBEPKU DJIEKTPOHHON MOANKUCH Y OJIHOMOYEHHBIHI
IIpenacrasurens Knmenta wuMeer  BO3MOXKHOCTh
MPOBECTH IUIAHOBYIO Mpouenypy cMmensl Kiroueit
DNEKTPOHHOW MOJAMHUCU C UCIONb30BaHUEM CHCTEMBI
JAbO BUOUT.

6.3. Kimenta

Y HnoIHOMOYEHHBIH [IpencraBurens

containing the Cloud Signature Key.
i) The Authorized Representative of the Client must
ensure that third parties do not have access to the
Cloud  Signature identifier and  password.
J) The Electronic Document is considered signed with
the Cloud Signature and authentic (originating from
the Authorized Representative of the Client) if the
following conditions are simultaneously met: (1) the
Electronic Document has been received by the Bank,
(2) the Electronic Document contains the Electronic
Signature of the Authorized Representative of the
Client, the verification result of which matches the
key identifier.

To change the Cloud Signature Key, the Authorized
Representative of the Client must activate the Cloud
Signature Key in accordance with clause 4.1 of these
Regulations.

5.3. The Cloud Signature Key is changed in the following
cases:
e Compromise of the Cloud Signature;
e Loss of the Login and Static Password.

6. PROCEDURE FOR THE
SCHEDULED REPLACEMENT OF
THE ELECTRONIC SIGNATURE
VERIFICATION KEY
CERTIFICATE

6.1. Upon each login to the BIFIT RBS, 30 (Thirty) days
before the expiration of the Electronic Signature
Verification Key Certificate, the BIFIT RBS
notifies the user of its impending expiration.

6.2. Before the expiration of the Electronic Signature
Verification Key Certificates, the Authorized
Representative of the Client has the opportunity to
carry out the scheduled procedure for replacing the
Electronic Signature Keys using the BIFIT RBS.

6.3. The Authorized Representative of the Client
generates a new Electronic Signature Key and an
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6.4.

6.5.

6.6.

6.7.

(dhopmupyer HOBBIH Kitrou DIIEKTpOHHOW TOIIHCH U
Ceprudukar Kito4a IpOBEPKH IEKTPOHHOM MOIIHCH.
CepTudukaTr moaNUCHIBACTCS AEHCTBYIOMNM KIIIOYOM
ONeKTpOHHON MOANKMCH U HampaBisgeTcss B baHk c
ucnoaszoBanueM cpencts Cucremst JJbO BUDUT.

[lpu  mocrymmenun B baHk  OOHOBJIEHHOTO
Ceprudukara KIto4a NpoBEPKH JEKTPOHHOH MOAMHUCH
B OJICKTpOHHOM BHujae OTBETCTBEHHBIN pPaOOTHHUK
oOpabaThIBacT 3ampoC Ha aKTHUBAIUIO. 3aBEJIOMO, JIO
HWCTEUCHHSI CpOKa IOJHOMOYMM, YIOJIHOMOYEHHBIN
[IpencraBurens KnneHTa oAHOBPEMEHHO C 3alpocoM
JIOJDKEH MPEAOCTaBUTh JJOKYMEHTBHI, OJITBEPKIAAIONINE
€ro MOJIHOMOYUS (TIPOJICHHE).

Bank ocymectsisier aktuannio CepTudurara Kiroda
IPOBEPKU  AJIEKTPOHHOM MmoAanucu. baHk Brpase
oTKazaTh B akTuBanuu Ceprudukara Kito4a IpoBepKU
ANIEKTPOHHOM ToAnucH, WHGOpMAIUsS O KOTOPOM
noy4eHa c ucnoiabzoBanueM Cucremsl JJIbO BUDOUT,
0e3 oOBsicHeHUs IpUUYUHEL. B cinydae orkaza banka B
aKTUBAIlUU Ceprudukara KITI04a HIPOBEPKHU
3IIEKTPOHHOMN MOJITUCH, VY10JIHOMOYEHHEIN
[Ipencrasurens KnnenTa BripaBe MMYHO 0OpaTUTHCS B
Bank s BeiTycka Takoro ceprudukara, B MOpsJKe,
yKkazaHHOM B pasnene 4 Permamenta. [locie momydenus
bankom  moamucanusix  CeprtudukaroB,  Takou
ceprudukar pazmemniaercs B Cucreme JIbO BUDUT.

Y10oJIHOMOYEHHBII [IpencraButens Knuenra
3aBepIIaeT Mporeaypy cMeHbsl Kirtoua DIeKTpoHHOM
MOATHNCH, HcHomb3ys cpeactBa Cucremsl  JIBO
BUOUT.

ITocne 3aBepmieHuss mnpoueaypsl cMmeHsl Kimtoua
ONEKTPOHHOU MOJIUCH VY T0JIHOMOYEHHBIH
IIpencraButrens KnueHnTa MOXKET  HCHOJIB30BATh
HCKITFOUNTEIHLHO HOBBIA KiTiou DIIeKTpOHHOM O IITHCH.

7. HOPAJOK BJIOKUPOBKH "
BOCCTAHOBJIEHUSA JOCTYIIA K
CUCTEME 15O BUOUT

7.1.OcHoBaHveM sl ONOKMPOBKH nocTyma KomeHTta w/wmn
ero YnonuoMmoueHHoro IIpeacrasurensa k Cucreme [bO
BUDUT sBnsttoTcs:

7.1.1.

[Tonyyenue  bankomM 0T  YIOJIHOMOYEHHOIO
IIpeacraButens Kinenra 3asiBneHuMe O BHECEHUU
n3MeHeHuil B ycnoBus JloroBopa (comeprKariero
CBEICHUS 0 CMEHE YIOITHOMOYEHHOTO
[IpencraBurens Knunenra/msmenennn ero
JAHHBIX/TPEKPAIlEHUH TOJHOMOYMI WM  HHBIE

CBEJICHUs, TMOpOXKIAloIne CcoMHeHuss baHka B
BO3MOXXHOCTH ~ OCYIIECTBIIEHHS  JOCTyINa  W/WIN
MOJIb30BAHUS Cucremoit JAbO BUOUT

6

6

6

6

7.

Electronic Signature Verification Key Certificate.
The Certificate is signed with the current
Electronic Signature Key and sent to the Bank
using the tools of the BIFIT RBS.

4. Upon receipt of the updated Electronic Signature

Verification Key Certificate in electronic form, the
Responsible Employee processes the activation
request. Prior to the expiration of the authority, the
Authorized Representative of the Client must
simultaneously provide documents confirming
their authority (extension) along with the request.

.5. The Bank activates the Electronic Signature

Verification Key Certificate. The Bank has the
right to refuse to activate the Electronic Signature
Verification Key Certificate, the information about
which was received using the BIFIT RBS, without
providing a reason. In case of the Bank’s refusal to
activate the Electronic Signature Verification Key
Certificate, the Authorized Representative of the
Client has the right to personally contact the Bank
to issue such a certificate, in the manner specified
in Section 4 of these Regulations. After the Bank
receives the signed Certificates, such a certificate
is placed in the BIFIT RBS.

.6. The Authorized Representative of the Client

completes the procedure for replacing the
Electronic Signature Key using the tools of the
BIFIT RBS.

.7. After completing the procedure for replacing the

Electronic  Signature Key, the Authorized
Representative of the Client may use only the new
Electronic Signature Key.

PROCEDURE FOR BLOCKING AND
RESTORING ACCESS TO THE
BIFIT RBS

7.1 The grounds for blocking the Client and/or its
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Authorized Representative’s access to the BIFIT RBS
are:

7.1.1. Receipt by the Bank of an Application from the
Authorized Representative of the Client to amend the
terms of the Agreement (containing information about
the change of the Authorized Representative of the
Client/change of their data/termination of authority or
other information causing the Bank to doubt the
possibility of access and/or use of the BIFIT RBS by the
Authorized Representative of the Client), a request to



7.1.2.

7.1.3.

7.1.4.

7.15.

7.1.6.

7.1.7.

7.1.8.

7.1.9.

YnonnomouenusiM  IIpencraButenem  Knwmenra),
3armpoca O IPUOCTAHOBJIEHMHU jocTyna K Cucrteme
JAbO BUOUT, c¢ ykazaHueM TNPUYMH TaKOTO
MIPUOCTaHOBJICHHUS;

Komnpomeranuss ONeKTpOHHOM MOANHCH H/WIH
HCTOJIBb30BaHuEe DIESKTPOHHOMU MOIIKICH Oe3 coriacus
YnomaomouenHoro [Ipencrasutens Knuenra;
3amena Kaprouku ¢ o0pa3naMu moJmucel U OTTUCKA
nedatn  w/wiaun  CornameHuss O — COYETaHUH
9JIEKTPOHHBIX TOJNUCEeH, Npu MX O(OpMIICHHH B
coorsercTBuH ¢ [IpaBunamuy;

[Ipekparnenre wWiM H3MEHEHHE MOJHOMOYMH WIIN
JaHHBIX VY0JIHOMOYEHHOT'O [IpencraBurens
Kiuenra;

Cmena AOOHEHTCKOTO HoOMepa YTOJHOMOYEHHOTO
[Ipencrasurens Knuenra;

YTparsl AyTeHTH(UKAITUOHHBIX JaHHBIX,
CraTtuuaeckoro napois 6e3 MIPU3HAKOB
Kommpomerarun DaeKTpOHHOM TOIITUCH;

Hempencrapnenune WA MIpEACTaBIICHNE
HEJ0CTOBEPHBIX CBeJICHUI u JIOKYMEHTOB,
3anpaiiMBaeMbix baHkoM, B TOM 4YHCIE B IEIAX
BBITTOJTHEHHS TpeOOBaHMIA 3aKOHOJATEIbCTBA

Poccuiickoii @enepauuyd M HOPMAaTHBHBIX aKTOB
banka Poccuu;

Brisienienue bankoM omepaiyi, COOTBETCTBYIONIEH
MpU3HAKaM OCYIIECTBICHHUS TIEPEeBO/a JIEHEKHBIX
cperncts 0e3 moOpoBonpHOTO corjacus Kimenra,
ycTaHOBJIEHHBIM baHkoM Poccnu minm noo3peHuii Ha
HX COBEPILICHUE;

Hampasnenune Kiumentom 3asBiieHHE O BHECEHUU
HU3MEHEeHUH B yciioBus JloroBopa, B paMKax KOTOPOTO
MNPOUCXOAUT MPUOCTAHOBIICHUE IPENOCTABICHUS
noctymna k Cucreme JIbO BUOUT.

7.2. Ilpu HaCcTyIUIEHHH COOBITUH, yKa3aHHBIX B L. 7.1.3, 7.1.7,
7.1.8 moctyn B Cucremy IbO BUDUT Gnokupyercst Bcem
VYnonnomoueHHbIM [IpeacraBurenam Knuenra.

7.3.

Knnent BmpaBe ocymiecTBUTH ONOKHMPOBKY AOCTyNa K

Cucreme [IbO BUODUT, B cinywasx, He CBS3aHHBIX C
KOMITpOMETAIMeH, WK [TOJ03PEHUH Ha KOMIIPOMETAIIUIO
ONEKTPOHHOU TTOATHCH.

7.3.1. Ilopsimox  GmokupoBku poctyna k Cucreme IO

BU®UT mucTaHIIHOHHBIM CIIOCOOOM:

Jnsg  nucTaHIIMOHHOW — OJOKMPOBKH — JIOCTyHma K
Cucreme JBO BUDPUT  VYnonHOMOYEHHOMY
[Ipencrasurento Kimmenra HeoOX0auMo 0OpaTUTHCS B
BaHK ¢ COOTBETCTBYIOIINM 3aIPOCOM IO CIETYFOIIAM
KOHTakTHbIM  ma"HbM: dbo@131.ru wm ¢
ucnonb3zoBanueM Cucrembl JIbO BUDOUT, ¢
yKazaHHueM JTAHHBIX YHOIHOMOYEHHOTO
[Ipencrapurens KimenTa, mo3BONSFOIINX YCTAHOBUTD
ero Jnu4HOCTh. Jlns oOpabGoTkm 3ampoca Ha
ICTaHIIMOHHYIO  OJIOKHPOBKY  YIOJHOMOYEHHBIN

suspend access to the BIFIT RBS, indicating the
reasons for such suspension;
7.1.2. Compromise of the Electronic Signature and/or
use of the Electronic Signature without the consent of
the Authorized Representative of the Client;
7.1.3. Replacement of the Specimen Signature Card
and/or the Agreement on the Combination of Electronic
Signatures, if issued in accordance with the Rules;
7.1.4. Termination or change of the authority or data of
the Authorized Representative of the Client;
7.1.5. Change of the Subscriber Number of the
Authorized  Representative ~ of  the  Client;
7.1.6. Loss of Authentication Data, Static Password
without signs of compromise of the Electronic
Signature;

7.1.7. Failure to provide or provision of inaccurate
information and documents requested by the Bank,
including for the purpose of complying with the
requirements of the legislation of the Russian
Federation and regulatory acts of the Central Bank of
Russia;

7.1.8. Identification by the Bank of a transaction
corresponding to the signs of transferring funds without
the voluntary consent of the Client, as established by the
Central Bank of Russia, or suspicions of such actions;
7.1.9. Submission by the Client of an Application to
amend the terms of the Agreement, within the
framework of which access to the BIFIT RBS is
suspended.

7.2. Upon the occurrence of the events specified in clauses

7.1.3, 7.1.7, and 7.1.8, access to the BIFIT RBS is
blocked for all Authorized Representatives of the
Client.

7.3. The Client has the right to block access to the BIFIT

RBS in cases not related to compromise or suspicion
of compromise of the Electronic Signature.

7.3.1. Procedure for blocking access to the BIFIT RBS
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remotely:

To block access to the BIFIT RBS remotely, the
Authorized Representative of the Client must
contact the Bank with a corresponding request at the
following contact details: dbo@131.ru or using the
BIFIT RBS, indicating the data of the Authorized
Representative of the Client allowing their
identification. To process the request for remote
blocking, the authorized employee of the Bank
contacts the Authorized Representative of the Client
using the contact details of such person specified by
the Authorized Representative of the Client in the
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7.3.2.

7.3.2.1.

7.3.2.2.

7.4.

7.5.

paboTHuk baHka cBs3biBacTCA C YIOIHOMOYEHHBIM
[IpencraButenem Kimenta ¢  HCMONB30BAaHUEM
KOHTAaKTHBIX JAHHBIX TAaKOro JIMLA, YKa3aHHBIX
YnonnomouenusiM [IpencraButenem Kimenta B
3asBnenun Ha IlpoaykT u 3asBieHUU, TPU ITOM,
Ynonnomouennsiit [IpencraBurens Knuenta nomkex
COOOILIUTh YIOJIHOMOYCHHOMY paOOTHHKY baHka
CBEICHUsS, HEOOXOIUMbIE I ayTeHTU(UKAIUU
YnonmaomouenHoro [Ipencrasutens Knuenra.

[opsinok OmokupoBku npocryna k Cucreme JIbO
BUOUT pu JTUYHOM oOpaleHnu
Ynomaomouennoro Ipencrasurens Kinuenra B bank:

YnomaomouenHomy IlpeacraBurento Knuenra
HEOOXOMMO 00paTUThCS HEMOCPENCTBEHHO B OQHC
Banka, mo ero IOpUIUYECKOMY ajapecy, C
COOTBETCTBYIOIIUM IMUCHMEHHBIM 3asBJICHHEM O
omokupoBanuu jgocryna k Cucreme JJbO BUDUT,
MOJIMMCAaHHBIM TakuM JIMIOM. OJHOBPEMEHHO ¢
3apoCcoM Y IIOJIHOMOYEHHBII IIpencraBurens
Knmenra JomKkeH  NpeNoOCTaBUTH  JIOKYMEHTHI,
yIOCTOBEPSIFOIIHE €T0 TUYHOCTH U MOJITBEPIKIAFOIIIE
€ro MOJTHOMOYHSL.

[Momauya 3ampoca Ha OJIOKMPOBKY JOCTyIa K
Cucreme JIbO BHUO®UT  YHOIHOMOYEHHOTO
IlpencraButenss KnueHta BO3MOXHA TOJNBKO B
teueHue OnepanroHHOTro BpeMeHn baHka.

BbrokupoBka moctymna ocymiecTBiIseTcs He3aMeIUTEIHHO
rmociie  TOJY4YeHHS COOTBETCTBYIONIETO 3ampoca W
ayTeHTHQUKaIuA  YToimHoMO4YeHHOro [IpeacraBurerns
Knuenta bankowm, npu yciaoBuu ero nojiydeHuss bankom B
OmneparnmonHoe Bpems. B ciywae, ecnu 3ampoc ObLT
nomydeH bankom 3a  mpenmemamu  OmnepariioHHOTO
BpEMEHH, TakoW 3ampoc Oymer oOpaboTaH, a JOCTYm K
Cucreme IbO BUD®UT 3abmokuposan, B OnepaninoHHOE
BpeMsl ONIVKaWIero 3a JaToi MoydeHrs TaKoTo 3ampoca
bankom Pabouero mas.

[opsimok BocctanoBienmst goctyma k Cucreme JIBO
BUDUT:

B cnywae, ecnmm ocHoBaHWEM IS OJNOKHPOBKH [IOCTYIMa K

Cucreme JIBO BUD®UT mocmyxunn o00CTOATENHCTBA,
ykazanuele B 1.7.1.2-7.1.6, 7.1.9 pazbrokmpoBka
BO3MOXKHa THOCJIE MonydeHus: baHKOM NHCBMEHHOTO
oOpamernst (3asgBNeHHUST O CMEHE JIOTMHA W/WIN
CTaTUYECKOTO IMapoJsi/pa3dIoKkupoBKy AocTymna B Cucreme
JAbO BUD®UT) VYmomnomouennoro IlpencraBurens
KimenTa npu nuuaom mocemennu oduca banka. ®opma
TaKoro 3asiBJIEHUs onpenessiercss bankom u pa3meleHa Ha
pecypce  https://131.ru/contracts u B oduce banka.
OpHOBpeMEHHO ¢  oOpalieHueM  YTOJHOMOYEHHBIN
[IpenacraBurens  KimeHTa  #OMKEH — NPEnOCTaBHUTH
JNOKYMEHTBI,  YJOCTOBEPSIOIIME €ro JIMYHOCTh H
MOJTBEPKJAIOLIHE €ro MOJHOMOYUS U:

Application for the Product and the Application, and
the Authorized Representative of the Client must
provide the authorized employee of the Bank with
the information necessary for authentication.

7.3.2. Procedure for blocking access to the BIFIT RBS
upon personal application of the Authorized
Representative of the Client to the Bank:

7.3.2.1. The Authorized Representative of the Client must
apply directly to the Bank’s office at its legal address
with a corresponding written application to block
access to the BIFIT RBS, signed by such person.
Simultaneously with the request, the Authorized
Representative of the Client must provide identity
documents and documents confirming their
authority.

7.3.2.2. Submission of a request to block access to the
BIFIT RBS by the Authorized Representative of the
Client is possible only during the Bank’s operating
hours.

7.4. Access is blocked immediately after receiving the
corresponding request and authenticating the
Authorized Representative of the Client by the
Bank, provided that the request is received by the
Bank during operating hours. If the request is
received by the Bank outside operating hours, such
a request will be processed, and access to the BIFIT
RBS will be blocked during the operating hours of
the nearest working day following the date of receipt
of such request by the Bank.

7.5. Procedure for restoring access to the BIFIT RBS:
If the grounds for blocking access to the BIFIT RBS
were the circumstances specified in clauses 7.1.2—
7.1.6, 7.1.9, unblocking is possible after the Bank
receives a written request (Application to change the
Login and/or Static Password/unblock access to the
BIFIT RBS) from the Authorized Representative of
the Client upon personal visit to the Bank’s office.
The form of such an application is determined by the
Bank and is available on the
resource https://131.ru/contracts and in the Bank’s
office. Simultaneously with the request, the
Authorized Representative of the Client must
provide identity documents and documents
confirming their authority and:
a) When using an Enhanced Unqualified Electronic
Signature (UES): completion of the unscheduled
replacement procedure for the Electronic Signature
Verification Key Certificate in accordance with
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7.6.

1.7

7.8.

a) Ipu  wucnomezoBanmu  YHOII:  mpoBexeHHOI
Mpolenypsl BHEIUIAHOBOM CMEHBI cepTu(duKaTa
KIo4a TPOBEPKM  ONEKTPOHHOM  MOANHKCH B

cooTBeTcTBHH ¢ pasaenom 10 Pernamenta;

[Ipu wcnonp3oBannu OONXaYHOM MOANUCH: CMEHA
Cratuyeckoro napos YT0THOMOYEHHOTO
[pencrapurens Kiwmenta B coorBercTBUM ¢ 1.3.12
PernamenTta; cmeHl ~ AOGOHEHTCKOTO  HOMeEpa
YnomaomouenHoro [lpencrasurenss Knmenta B
cllyyae yTepy W/UIU MPEKpaIleHus JOCTyIa K HEMY.

b)

B cnyuae, eciiu ocHOBaHMEM JIjisi OJIOKMPOBKH JIOCTYTIA K
Cucreme JIBO BU®UT mnocmyxunu 00CTOATENBCTBA,
ykazaHHele B 1. 7.1.6 Perumamenra, pa30iokupoBKa
BO3MOJKHA B COOTBeTCTBHMM ¢ 1. 3.12 Permamenra.
JlucraniimonHas pa30J0KMpPOBKAa B COOTBETCTBHUHU C II.
3.12PernamMeHTa BO3MOXKHA MpH OTCYTCTBUM Yy baHka
OCHOBaHMI ToyaraTh, 4to CpencTBa MOATBEPKICHUS
DJEKTPOHHOIO JIOKYMEHTa CTaH H3BECTHBI
HEYIOJIHOMOYCHHBIM TPETHUM JIHIIAM.

B cmydae, ecnu ocHOBaHMEM ISt OJOKUPOBKH JOCTYNA K
Cucreme JIBO BU®UT mnocnyxunu 00CTOATENBCTBA,
ykazanaele B 1.7.1.8 Permamenra, pa30nokupoBka
BO3MOXHa Tiociie mnoiydeHuss bankom ot Kiuenra
MOATBEPKACHUSA PACIIOPSXKCHNA O COBEPIICHU U OlI€paliu,
COOTBETCTBYIOIIEH MPU3HAKAM OCYIIECTBIECHHUS IEPEBOIA
JICHEeKHBIX CpeJCTB 0e3 JOOpOBOJILHOTO — COTJIACHs
Kinmenra, ycranoBineHHbiM bankom Poccun, npu
OTCYTCTBUU HHBIX YCTAHOBJICHHBIX 3aKOHOJATEIbCTBOM
Poccuiickoit denepaniny OCHOBaHUH.

B cnydae, ecnmi ocHOBaHWEM JUIsi OJIOKUPOBKH JIOCTyIA K
Cucreme JIbO BUDUT mnocmyxumm oOCTOSTEIHCTBA,
ykazaHHsie B 11.7.1.7 PerimamenTa, noctym k Cucreme JIbO

BUD®UT  BO300OHOBISIETCS ~ TIOCIIE  MPEIACTABJICHHS
CBEICHUH M JOKyMEHTOB, 3alpaliMBacMbIX baHKOM.
JJoKyMeHTBI MPEeIOCTaBISIOTCS Kmmentom

OTBeTcTBEHHOMY paboTHHKY B o¢uce banka mo ero
IOPUIMYECKOMY ajpecy B TedeHue OnepanyuoHHOTO
BpemeHu banka.

8. MOPSAJOK JEMCTBUM B CJIYUYAE

KOMITPOMETAIIAY WA
MOJAO3PEHUHU HA
KOMITPOMETALIMIO DJEKTPOHHOM
MOANMUCH

8.1.1Ipu BbsiBnennn oxHo n3 Cropon Kommpomeraryu

ONeKTPOHHOM MOANMCH WIH €€ MPU3HAKOB (II0JO3PEHHUH),
BosiBuBIIAs CTOpoHA YyBeIOMIISIET 00 3TOM JpPYTylo
Cropony.

Section 10 of these Regulations;
b) When using a Cloud Signature: change of the
Static Password of the Authorized Representative of
the Client in accordance with clause 3.12 of these
Regulations; change of the Subscriber Number of
the Authorized Representative of the Client in case
of loss and/or termination of access to it.

7.6. If the grounds for blocking access to the BIFIT RBS
were the circumstances specified in clause 7.1.6 of
these Regulations, unblocking is possible in
accordance with clause 3.12 of these Regulations.
Remote unblocking in accordance with clause 3.12
of these Regulations is possible if the Bank has no
grounds to believe that the Electronic Document
Confirmation Tools have become known to
unauthorized third parties.

7.7. If the grounds for blocking access to the BIFIT RBS
were the circumstances specified in clause 7.1.8 of
these Regulations, unblocking is possible after the
Bank receives confirmation from the Client of the
order to perform a transaction corresponding to the
signs of transferring funds without the voluntary
consent of the Client, as established by the Central
Bank of Russia, in the absence of other grounds
established by the legislation of the Russian
Federation.

7.8. If the grounds for blocking access to the BIFIT RBS
were the circumstances specified in clause 7.1.7 of
these Regulations, access to the BIFIT RBS is
restored after the provision of the information and
documents requested by the Bank. The documents
are submitted by the Client to the Responsible
Employee at the Bank’s office at its legal address
during the Bank’s operating hours.

8.PROCEDURE FOR ACTIONS IN
CASE OF COMPROMISE OR
SUSPICION OF COMPROMISE OF
THE ELECTRONIC SIGNATURE

8.1 If one of the Parties identifies a compromise of the
Electronic Signature or signs (suspicions) thereof, the
identifying Party notifies the other Party.

8.2. The Bank natifies the Client of the circumstances
specified in clause 8.1 of these Regulations by
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8.2.

8.3.

8.4

8.5.

Bank yBemommnsier KineHnTa 0 HacTyIUIEHHH YKa3aHHBIX B
n. 8.1 PermamenTa o6cTosATENHCTBAX JTFOOBIM TOCTYITHBIM
Banky  cmocobom, — ucmomb3yss — MMeromuecss B
pacniopsbkenun banka koHTakTHeIe aaHHble Kinenra,
panee npenocrasiieHHble KiieHTOM.

KimenT yBenomiiser baHk 0 HaCTYIIJICHHH YKa3aHHBIX B II.
8.1  Permamenta  0OOCTOSTENBCTBAX  JIIOOBIM U3
HWKETIEPEUHCICHHBIX CIIOCOO0B!
e [lucbMeHHOE YBEIOMIIEHHME O KOMIIPOMETAIMU
Ha OyMakHOM HocuTene (meperaercs B oduce
banka);
o CkaHHMpOBaHHas KOITHS MUCHbMEHHOTO
VYBenoMIIeHHS O KOMIPOMETAIMH, TepeAaHHas
Ha DJIEKTpOHHBIH aapec banka: dbo@131.ru.
Knunenrt o06s13an nipeictaButh B baHk opuruHan
TAKOTO YBEIOMJICHHUS O KOMIIPOMETAIlMH Ha
OymaxxHOM HocuTene B TeueHue 2 (/Byx)
PaGounx mHeit, TnO0 Ipe10CTaBUTh YHUKATbHBIH

WJCHTU(QHUKATOP, KOTOPBIA  MpPUCBaMBaETCA
IIOYTOBBIM OTITPABJICHU M, BLII[aBaeMBIﬁ
TPaHCIOPTHOM KOMITAHUEHN, OCYIIECTBISAIOIICH
OTIIPAaBKYy OPWTHHAJIOB JIOKYMEHTOB, JM0O
HaIrpaBUTb OK3EMILIAPBI JOKYMCHTOB
nocpenctsoM Omeparopa 30.

e @dopma VYBegomiieHUs O KOMIIPOMETALHUH
OITpEeIETIAECTCS bankom 5 SIBIIIETCS

[Ipunoxxenuem Ne4 k PermamenTy.

. C momenTa nonyuenusi bankom yBenomiienust Kimenra
WJIH BBISIBIIEHUA baHKOM 00CTOATENbCTB, YKa3aHHBIX B I1.
9.1 Pernamenra, JIOCTYTI Knuenra (ero
YnonaomoueHHbIX IIpencraBureneit) k Cucreme JIbO
BUD®UT OGrokupyercs 10 MOMEHTa pa30I0KHPOBKHU
Takoro Aoctymna. KimeHT yBemomiieH M COTJIaceH, YTO
bank He  Hecer  OTBETCTBEHHOCTH,  BKIOYAs
(mHaHCOBYIO, 32 000N (hakT OJOKUPOBKH HOCTyHa
Knmenrta n/nmm ero YnomaomodeHHBIX [IpencraBureneit
Kk Cucreme IO BUOUT, B cBA3M C TEM, YTO ACHCTBHUS
banka o 6moknpoBke gocrymna k Cucreme JIbO BUDOUT
HarpaBlieHBI Ha 00eclieYeHrne COXPaHHOCTH CPEACTB Ha
Cuere, 3amuTy MHTEpecoB KimeHTa M HETOMYIIECHHIO
MOIIIEHHUYECKUX OMepaIiuii U MPaKTHK.

C wMomenta Hampasienuss Kiuventom banky wmmn
nonyyeHuss Kimumentom ot banka yBegomiieHHsS O
HaCTyIUICHMM yKa3aHHeIX B 1. 8.1 Pernamenra
oOcrositenbcTBax, KimeHT He BOpaBe HCHOIB30BATH
CKOMIIPOMETUPOBAHHYIO OJIEKTPOHHYIO IIOAIUCH (ee
KITFOY W/iim cpencra)/ AyTeHTH(UKAIINOHHBIE
nanHble/ AOOHeHTCKHT Homep. B cmydae mroboro
ucrnonb3oBaHus — KnweHToM — Takol — DIEKTPOHHOM
noAncH/ Ay TeHTU(DUKAITIOHHBIX JTaHHBIX/

AOGOHEHTCKOI'0 HOMepa Iocjie HACTYIIJICHUS! YKa3aHHbBIX
B 1. 8.1 Pernamenta oOcrogrennscts, Kiment
CaMOCTOSITEIIEHO HeceT pHCK HaCTYIUJICHUS

any means available to the Bank, using the
contact details of the Client previously provided
by the Client and available to the Bank.

8.3. The Client notifies the Bank of the circumstances
specified in clause 8.1 of these Regulations by
any of the following methods:

e Written Notice of Compromise on paper
(submitted at the Bank’s office);

e Scanned copy of the written Notice of
Compromise sent to the Bank’s email
address: dbo@131.ru. The Client is obliged to
submit the original of such Notice of
Compromise on paper to the Bank within 2
(two) working days, or provide a unique
identifier assigned to the shipment by the
transport company delivering the original
documents, or send the documents via the EDI
Operator.

e The form of the Notice of Compromise is
determined by the Bank and is Appendix No.
4 to these Regulations.

8.4. From the moment the Bank receives the Client’s
notification or identifies the circumstances
specified in clause 8.1 of these Regulations, the
Client’s (its Authorized Representatives’) access
to the BIFIT RBS is blocked until such access is
unblocked. The Client is notified and agrees that
the Bank is not responsible, including financially,
for any fact of blocking the Client’s and/or its
Authorized Representatives’ access to the BIFIT
RBS, as the Bank’s actions to block access to the
BIFIT RBS are aimed at ensuring the safety of
funds in the Account, protecting the Client’s
interests, and preventing fraudulent transactions
and practices.

8.5. From the moment the Client sends a notification
to the Bank or receives a notification from the
Bank about the occurrence of the circumstances
specified in clause 8.1 of these Regulations, the
Client is not entitled to use the compromised
Electronic  Signature  (its key and/or
tools)/Authentication Data/Subscriber Number.
In case of any use by the Client of such Electronic
Signature/Authentication Data/Subscriber
Number after the occurrence of the circumstances
specified in clause 8.1 of these Regulations, the
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8.6.

9. MOPSIIOK
BHEILIAHOBOM

He6HaFOHpI/I$ITHLIX HOCJ'IC,I[CTBI/Iﬁ JJIs1 HEro, B TOM 4UCJIC
MMPpaBOBBIX U q)HHaHCOBI)IX.

Pazonokupoka mocryna k Cucreme JIbO BUDUT
OCYIIIECTBIISIETCS B COOTBeTcTBUU ¢ 1. 8.5 Permamenta
npu  moiydeHuu — bankom  YBemomusieHHsT O
KOMITPOMETAIUK Ha OyMaKHOM HOCHUTEIE.

INPOBEJIEHUA
CMEHDbI

CEPTU®UKATA KJIIOYA IPOBEPKHU
SJIEKTPOHHOU NOAITUCH

9.1. Vka3zaHHbIU

9.2.

9.3.

10.ITOPAJJOK

pasmen  TpUMEHSeTCss B Cclydae
ucnonp3oBanus KineHTtoMm (ero YHoJHOMOYEHHBIMU
[IpencraBurensmu) VYHOIL. BremnanoBas cmeHa
Kiroueilt DnekTpoHHON MOAMUCH YTIOJIHOMOYEHHOTO
[IpeacraButens KimeHTa M COOTBETCTBYIOIIUX UM
CeprudukaToB KIOYa TPOBEPKH  DIEKTPOHHOU
TIOTHCH BBIIIOIHSIETCS B CIIyJae:

YCTaHOBJICHHOTO (dhakta Kommpomeramu
ONEKTPOHHOU TTOANUCH WU TIOJO3PEHHI HA 3TO;
M3MEHEHUS PETHCTPAITHOHHBIX JTAHHBIX
YnonnomoueHHoro [Ipencrasurens Knuenra;

BbIX0ja U3 ctposi PKH.

Buecenune cepTudukata KiIHOuYa HPOBEPKH B CIHCOK
OTO3BaHHBIX CEPTU(PUKATOB

Ilocne mnonydyenuss bankom  YBemomieHUs O
KOMIIpOMETAaMi  baHK  OT3BIBaeT  (QaHHYJIHUPYET)
Ceprudukar CKOMITPOMETHPOBAHHOTO KJTI04a
MIPOBEPKH IIEKTPOHHON TIOJIITHCH.

JL1st akTUBAITMKA HOBOTO KJTF0Ua DJIEKTPOHHOM TIOIITHACH
u coorBercTBytomero emy Ceprudukara Kiroda
TIPOBEPKU DJICKTPOHHON MOAIMHCH Y ITOJTHOMOYCHHBIH
[IpencraButens Kimenta aumdHO oOpamaeTcs B oduc
banka c 3asBnerneM Ha BhITycK CepTudukara Kiroda
MIPOBEPKHU DJIESKTPOHHOH MOMIMHACH B CBOOOTHOM hopme
¥ B yKa3aHHOM B pazfienie 4 HacTosmiero Permamenra
MOPSIKE c MpeI0CTaBICHIEM JIOKYMEHTOB,
YAOCTOBEPSIONINX €ro JIMYHOCTh W TOATBEPIKIAIOIIHE
€ro TIOJTHOMOYHSL.

PACCMOTPEHUA

KOH®JUKTHBIX CUTYALIMIA

10.1.

[Ipouenypa mnpoBepKH NOIIUHHOCTA DIEKTPOHHOU
MOJNMCH BBINOJHSETCS MO MHULMAaTuBe baHka wmm
Knuenra. Tlog mpouenypoil mpoBepKH MHOIIMHHOCTH
ONeKTpOHHOH MoAIUCH, TP oOMeHe Mexay bankom u
Knnentom ONEKTPOHHBIMU JIOKYMEHTaMH c
HUCIOIB30BAHUEM CucrteMbl JAbO BUOUT,
MOANMCAaHHBIMU DJIEKTPOHHON MOANHCHIO, TTOHUMAETCs

Client independently bears the risk of adverse
consequences, including legal and financial ones.

8.6. Unblocking access to the BIFIT RBS is carried
out in accordance with clause 8.5 of these
Regulations upon receipt by the Bank of the
Notice of Compromise on paper.

9.PROCEDURE FOR
UNSCHEDULED REPLACEMENT
OF THE ELECTRONIC SIGNATURE
VERIFICATION KEY CERTIFICATE

9.1 This section applies if the Client (its Authorized
Representatives) uses an Enhanced Unqualified
Electronic Signature (UES). The unscheduled
replacement of the Electronic Signature Keys of the
Authorized Representative of the Client and the
corresponding Electronic Signature Verification Key
Certificates is performed in the following cases:

o Established fact of compromise of the Electronic
Signature or suspicion thereof;

e Change of registration data of the Authorized
Representative of the Client;

e Malfunction of the Functional Key Carrier (FKC);

e Revocation of the Electronic Signature
Verification Key Certificate.

9.2. After receiving the Notice of Compromise, the Bank
revokes (cancels) the compromised Electronic
Signature Verification Key Certificate.

9.3. To activate a new Electronic Signature Key and the
corresponding Electronic Signature Verification Key
Certificate, the Authorized Representative of the
Client personally contacts the Bank’s office with an
application for the issuance of an Electronic Signature
Verification Key Certificate in free form and in the
manner specified in Section 4 of these Regulations,
providing identity documents and documents
confirming their authority.

10. PROCEDURE FOR RESOLVING

DISPUTES

10.1 The procedure for verifying the authenticity of the
Electronic Signature is initiated by the Bank or the
Client. The procedure for verifying the authenticity
of the Electronic Signature, when exchanging
Electronic Documents between the Bank and the
Client using the BIFIT RBS, signed with an
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10.2.

10.3.

10.4.

10.5.

BO3HUKHOBeHUE Yy banka wmm Kimenta coMHeHui,
CBSA3aHHBIX C HCNPU3HAHWMEM aBTOPCTBA U (WJIN)
LIETTOCTHOCTU DJIEKTPOHHOTO JOKYMEHTA, MOAMMCAHHOTO
DNEKTPOHHOU MOAINCEHIO V10IHOMOYEHHOTO
[IpencraBurens Knuenra.

CTOpOHBI NMPHU3HAIOT MH(POPMAIUIO, COJICPHKAILYIOCS B
MPOrpaMMHO-AMIapaTHBIX CPEJCTBAX M CHCTEMHBIX

KypHanmax baHka, J0CTaTOYHOM Ul IIPOBEPKHU
nommuHoct YHOII m  OOnaydHoil ImOAIKWCH B
DNEeKTPOHHOM JIOKyMEHTE. [ToaTBepxacHue

noyHHOCTH  OONaYyHOM TMoAmHCH B DIIEKTPOHHOM
JOKYMEHTE OCYIIECTBIISIeTCS IyTeM CONOCTaBJICHUS
JTAHHBIX, yKa3aHHBIX YHoIHOMOYEHHBIM
IIpencraBurenem Kinuenra B HacTpoHKax
ucnoyib3oBanus OOmaynort noamucu B Cucreme JBO
BUO®UT, u paHHBIX, NPUCBOCHHBIX OCIAPUBAEMOMY
OnexrponHoMmy nokymenty B Cucteme J[bO BUDUT,
nonmydyeHHoMy bankoM, a Takke wuH(popManuu B
CHUCTEMHBIX JKypHamax baHka, B COOTBETCTBUH C
mporenypoH, npuseaeHHou B 1.11.12 Pernamenra.

[Toareepxkaenue nommuaHOCTH Y HOII B DIEKTPOHHBIX
JOKyMEHTAaX  OCYIIECTBIISIETCS ~ IIyTEM  TPOBEPKHU
COOTBETCTBYIOIUM CPEICTBOM DJIEKTPOHHOH ITOITHCH C
ucnosb3oBanueM Ceptudukara KiI0Ya MPOBEPKU
SJIEKTPOHHOM  MOJNUCH  TNPUHAAJIEKHOCTH  TaKoOu
ONEeKTPOHHOW TOANHMCH B OJIEKTPOHHOM JOKYMEHTE
Y0IHOMOYEHHOMY IIpencraBurento Kimenra
(Bmamenwity cepTudHUKaTa) M OTCYTCTBHSI NCKAKECHUN B
TIOATIMCAaHHOM  JIaHHOM  DJEKTPOHHOW  ITOIIHCHIO
OJEeKTPOHHOM  JOKyMEHTE, B  COOTBETCTBHH C
nporienypoit, mpuseneHHo# B 11.11.10 Permamenta.

[Iporiemypa TpPOBEpPKH TOMIMHHOCTH DJIEKTPOHHOU
MIOATMCH TIpH OOMeHE OJIEKTPOHHBIM JOKYMEHTaMHU
KnunentoMm 1 bankom ¢ ucnons3oBarueM CucreMsl 5O
BU®UT, B cmyuae npumenenus Kmmentom YHDOII
OCHOBBIBA€TCSI ~HAa  MAaTeMaTHYECKHMX  CBOWCTBax
aIropuTMa DJIEKTPOHHOHN MOIINCH, PEaTn30BaHHOIO B
COOTBETCTBHM C aKTyaJlbHBIM CTaHaapToM Poccuiickoit
@enepartun 'OCT P 34.10-2012, rapanTHpyromero
HEBO3MOXKHOCTh Tomaenku 3Hadenns YHOII mro0bmv
JUIOM, HE OONIaaroIIuM KITFOYOM TaKOW DIEKTPOHHOM
noanvcy. Mtorom paspemiernst KOHMGIUKTHON CHTyalnn
saBisiercss MO0  IOKa3aTeNbCTBO  MOIJIMHHOCTH,
LEJIOCTHOCTH u aBTOPCTBA 0CIIapUBaEMOT0
OIEKTPOHHOTO JIOKyMEHTa Knuenty (ero
YomHOMOYeHHOMY [IpencraBurento), 60
ycraHoBlieHHE (pakTta mpuema baHKOM HCKa’k€HHOTO
DNEeKTPOHHOT0 T0OKYMEHTA.

Ha cnyuait BozHuKkHOBeHHsI ciopoB baHk oOecrieunBaeT
XpaHeHue B TeYeHne YCTaHOBJIEHHBIX
3aKOHOJAaTeNbcTBOM Poccuiickoil denepaliiu CpokoB B
crenraabHON 0a3e MTaHHBIX DJIEKTPOHHBIX JIOKYMEHTOB B

Electronic Signature, refers to the Bank or the Client
having doubts regarding the authorship and/or
integrity of the Electronic Document signed with the
Electronic ~ Signature of the  Authorized
Representative of the Client.

10.2. The Parties recognize that the information contained
in the Bank’s hardware and software systems and
system logs is sufficient to verify the authenticity of
the Enhanced Unqualified Electronic Signature
(UES) and the Cloud Signature in the Electronic
Document. Confirmation of the authenticity of the
Cloud Signature in the Electronic Document is
carried out by comparing the data specified by the
Authorized Representative of the Client in the
settings for using the Cloud Signature in the BIFIT
RBS and the data assigned to the disputed Electronic
Document in the BIFIT RBS received by the Bank,
as well as the information in the Bank’s system logs,
in accordance with the procedure set out in clause
11.12 of these Regulations.

10.3. Confirmation of the authenticity of the UES in
Electronic Documents is carried out by verifying the
corresponding Electronic Signature tool using the
Electronic Signature Verification Key Certificate to
confirm that such Electronic Signature in the
Electronic Document belongs to the Authorized
Representative of the Client (the certificate holder)
and that there are no distortions in the Electronic
Document signed with this Electronic Signature, in
accordance with the procedure set out in clause
11.10 of these Regulations.

10.4. The procedure for verifying the authenticity of the
Electronic Signature when exchanging Electronic
Documents between the Client and the Bank using
the BIFIT RBS, in the case of the Client using a
UES, is based on the mathematical properties of the
Electronic Signature algorithm implemented in
accordance with the current Russian standard GOST
R 34.10-2012, which guarantees the impossibility of
forging the value of the UES by any person who
does not possess the key of such Electronic
Signature. The outcome of resolving a dispute is
either proving the authenticity, integrity, and
authorship of the disputed Electronic Document to
the Client (its Authorized Representative) or
establishing the fact that the Bank received a
distorted Electronic Document.

10.5. In the event of disputes, the Bank ensures the storage
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10.6.

10.7.

10.8.

10.9.

109.1. B

10.9.2.

BUJI€ CAMHHUI] XPAHEHUs, KaXAasd U3 KOTOPBIX BKIIIOYAET
JlaHHBIE DAEeKTPOHHOTO JIOKyMEHTA, CTPOKH
OnekTpoHHON TmoxamucH ¢ napamerpamu Y HOII,
CepTudukar Kioya NPOBEPKH HIEKTPOHHOW MOIIHCH
YIIOITHOMOYEHHOT O IIpencraBurens Knuenra,
WCIONB30BaHHBI mnpu  co3manun  YHOII, wucropuro
Hactpoek Cucremsbl JJbO BUOUT nmnst ucnonab3oBaHus
O6naynoit mognmucu U YHDII B cucTeMHBIX >KypHanax
banka, a Tak >xe maHHble CpeacTB MOJATBEPKIACHUS
ONEeKTPOHHBIX JOKYMEHTOB, HCIIOJIb30BaHHBIE IIPH
co3mannn  OOmaunoit moamucut w  YHOJII B
OCllapyBaeMOM  OJIEKTPOHHOM  JIOKyMeHTe.  baHk
oOecrieunBaeT 3alIUTy JaHHBIX OT  BO3MOXKHBIX
HCKaXEHHH B Tpoliecce XpaHeHHs. baHk obecneuuBaet
XpaHEHHE IOy YEHHBIX bankom OpUTHHAJIOB
CeprudukatoB  KIOYEeHd MPOBEPKH  DIIEKTPOHHOH
noamvcu Kinmenra.

B ciy4ae JIMCTAaHIITUOHHOTO oOparieHus
Ynomaomouennoro IIpencrasurens Kimenta mms
nepeBbinycka  Ceprudukara  KiIoua  [POBEPKU
AJIEKTPOHHON moanucu bank oOecreunBaeT XpaHEHUE
MOJY4YEHHOT O Bbankom MOJIMTMCAaHHOTO
YII0IHOMOYEHHBIM IIpencraBurens Kimmenra
CeprudukaTa Kiroda MpoOBEPKH HIEKTPOHHOH TTOATIICH B
3JIEKTPOHHOM (opme.

[Iporieaypa mpOBEPKHM TMOMIUHHOCTH ODIEKTPOHHOU
ImoAIucCHu 1pu oOmMmeHne 9HeKTpOHHI)IMI/I JOKYMCHTaMHu C
ucnonb3oBanreM Cructembl IO BUDUT BrIonHseTCS
CoracutensHOM KOMHUCCHEH, B COCTaB KOTOPOU BXOISIT
HaJIeKaIiM o0Opazom YIIOTHOMOYEHHBIE
npeacraButeny ooenx CTopoH (He MeHee BYX YEJIOBEK
OT KaX10¥ cToponsl). 1o cormamenuto CTOPOH B cOCTaB
KOMHCCHH MOJKET OBITh BBE/IEH HE3aBHCHMBII JKCIIEPT.

B cnydae, ecnin ocriaprBaeMblii IeKTPOHHBIH JOKYMEHT
SIBJIICTCS YACThIO MTaKeTa DJIEKTPOHHBIX JOKYMEHTOB, TO
mpouenypa HOPOBEPKH MOININHMCH OCYIIECTBISACTCSA IO
[IAKeTOM  OJEKTPOHHBIX JOKYMEHTOB, B COCTaB,
KOTOPOTO  BXOAWT  OCHApUBACMBIA  DIJIEKTPOHHBIN
JOKYMEHT.

[opsimok pa3pemerwsi KOH(PIUKTHON CUTYAITHH.

cllyyac BO3HMKHOBEHHUS HEOOXOIMMOCTH B
MPOBEACHUH HPOLEAYPHl MPOBEPKU IOTHUHHOCTH
ONIEeKTPOHHOU MOATHCH npu oOMeHe
ONEeKTPOHHBIMH JOKYMEHTaMH C HCIOJIb30BAaHUEM
Cucremnr JIbO BHU®UT, VYnomHOMOYEHHBIN
IIpencraButens Kiuenta mnpencrasuser banky
MMCbMEHHOE 3asBJICHHE, COJCpIKallee CYLIECTBO
NPETEH3HH C YyKa3aHWeM Ha  OIEKTPOHHBIN
JOKYMEHT, KOTOPBIil OH OCIIapuBaeT.

bank u KnneHT nomkHbI B TeueHUe He Ooliee MSATH
pabounx gHel OT maTel mpuema bankom 3asBieHus
Kinenta chopMHpOBaThH CornacuTenpHyo

10.6.

10.7.

10.8.

10.9.
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of Electronic Documents in a special database for
the periods established by the legislation of the
Russian Federation. Each storage unit includes the
data of the Electronic Document, the Electronic
Signature lines with UES parameters, the Electronic
Signature Verification Key Certificate of the
Authorized Representative of the Client used to
create the UES, the history of BIFIT RBS settings
for using the Cloud Signature and UES in the Bank’s
system logs, as well as the Electronic Document
Confirmation Tools used to create the Cloud
Signature and UES in the disputed Electronic
Document. The Bank ensures the protection of data
from possible distortions during storage. The Bank
ensures the storage of the original Electronic
Signature Verification Key Certificates of the Client
received by the Bank.

In the case of a remote request by the Authorized
Representative of the Client for the reissuance of an
Electronic Signature Verification Key Certificate,
the Bank ensures the storage of the Electronic
Signature Verification Key Certificate signed by the
Authorized Representative of the Client and
received by the Bank in electronic form.

The procedure for verifying the authenticity of the
Electronic Signature when exchanging Electronic
Documents using the BIFIT RBS is carried out by a
Conciliation Commission, which includes duly
authorized representatives of both Parties (at least
two persons from each side). By agreement of the
Parties, an independent expert may be included in
the commission.

If the disputed Electronic Document is part of a
package of Electronic Documents, the signature
verification procedure is carried out for the package
of Electronic Documents, which includes the
disputed Electronic Document.

Procedure for Resolving Disputes:
10.9.1. If it is necessary to verify the authenticity of
the Electronic Signature when exchanging
Electronic Documents using the BIFIT RBS, the
Authorized Representative of the Client submits a
written application to the Bank containing the
essence of the claim and indicating the Electronic
Document being disputed.
10.9.2. The Bank and the Client must, within no
more than five working days from the date the Bank
receives the Client’s application, form a



10.9.3.

10.9.4.

10.9.5.

10.10.2.

KOMHUCCHUIO JIJISl €r0 PACCMOTPEHHSL.
CornacutenbHass KOMHUCCHSI JOJDKHA 3aKOHYUTH
CBOIO paboTy B TeuyeHue 14 pabouymx gHEH C
MOMEHTa €€ CO3JaHHUS.

Pemenne CoracurenbHOM KOMHCCHH
MNPpUHHUMACTCA OOJIBIIMHCTBOM TOJI0COB €C
Y4aCTHUKOB, Oq)OpMHSICTCSI aKTOM nu

MOJINHMCHIBAETCS] BCEMH YIEHAMU KOMUCCHHU.
B cityuae, eciiu CTOpOHBI HE MIPULILITH K B3aHMHOMY
COTJIAIEHUI0O WIM B  Clydae OTKa3a OT
JO0OPOBOJIEHOTO WCTIOTHEHHS peleHus
CornacurensHoit Komuccud, CTOpPOHBI pelaroT
KOH(JIMKTHYIO CUTYaIHIO B Cy/IeOHOM TIOPSIIIKE.

10.10. Iponenypa mposepku YHIIL.
10.10.1.

Hns IIPOBEPKHU IPUHAIE)KHOCTU

ONEKTPOHHOU HOAIMNUCH YHOJIHOMOYEHHOMY

[IpencraBurento Knuenta u mpoBepKu OTCYTCTBUS

HCKaXCHUI B DJIEKTPOHHOM JIOKYMEHTE

YIIOJIHOMOYEHHBIM paboTHHKOM baHka u3 0a3bl

naHHbIX banka wusmiekaercs Qaitn Ceprudukara

KJII04a MIPOBEPKU 3JIEKTPOHHOM TOJIUCH

YnonnomouenHoro IlpencraButens Kiuenra -

Bnagenspia  CepTudukaTa  KIOYa  MPOBEPKHU

SJIEKTPOHHOM TOJIKCH, WCHOJIb30BAHHBIA MpU

CO3/IaHNU YHOII 0L OCTIapUBACMBIM

QHCKTPOHHBIM JOKYMCHTOM.

VYcraHaBiMBaeTcsl MPUHAICKHOCTh — KJIHOYa
MPOBEPKU DJICKTPOHHOMN MOITMCH, COACPKAIIETOCS
B H3BJIeYeHHOM (aiiie, Biamenbiny Ceprudukara
KII0Ya TIPOBEPKH DJIEKTPOHHOW TOAMHCH 10
cleayrollel mpoleaype:

n3 0a3pl  JAHHBIX  W3BIIEKAETCS

Ceprudukar KIH09a  TPOBEPKHA  DJICKTPOHHOM

MOAIUCHU Y0ITHOMOYEHHOTO IIpencraBurens

Knmenra - Biagensiia Ceprudukara Kirroua mpoBEPKU

3JIEKTPOHHOM TIOJIITUCH. YcranaBnuBaeTcs

MIPUHAUICKHOCTh KIII0Ya TPOBEPKH DIEKTPOHHOU

noanvcy Braaensily Ceprudurkara Kirroda mpoBepKU

AIIEKTPOHHOH MOIHCH, ITyTeM CPaBHEHHSI C KIFOYOM

MPOBEPKH DJIEKTPOHHON TMONHCH, yYKa3aHHOMY B

Ceprudukare TIpOBEpKH  KIIf04a  DJICKTPOHHOM

MOANIMCH B OyMaXHOM BHJE, WMEIOIUMCI B

MEPBUYHbBIN

pacnopsbkeHun  banka. Ecnu  cooTBeTcTBHE HE
YCTaHOBJICHO, ~ TO  HNPUHAUIEKHOCTb  KJIOYa
ONEKTpOHHOW  MOANHMCH  JAHHOMY  BIAACIbLy
Ceptudukara KI0Ya TPOBEPKH  DJIEKTPOHHOUN
MNOANUCH - KimmenTy/YnomHoModeHHOMY

IIpeacraButento Kiuenra He moaTBepx1aeTcs;

13 0a3pl JaHHBIX W3BIIEKACTCS TOCIEMYIOIUN (IIpH
Ham4yuu TakoBoro) Ceprudukar KiIo4a MPOBEPKH
3JIEKTPOHHOM MOJITHCH YOIHOMOYEHHOT O
[Ipencrasurens Knuenra - Bnanensna Ceprudurkara
K042 [POBEPKH  BJIEKTPOHHON  MOANMUCH |
ycTaHaBJIMBaeTcs (PakT ero NoAMMCaHUs EPBUYHBIM
KIIIOYOM DJIEKTPOHHOW MOANHUCH IO COAEPKAHHIO

10.10. Procedure
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Conciliation ~ Commission to  review it
10.9.3. The  Conciliation  Commission  must
complete its work within 14 working days from the
date of its formation.
10.9.4. The decision of the Conciliation

Commission is made by a majority vote of its
members, documented in an act, and signed by all
members of the commission.
10.9.5. If the Parties do not reach a mutual
agreement or in case of refusal to voluntarily execute
the decision of the Conciliation Commission, the
Parties resolve the dispute in court.

for Verifying the UES:
10.10.1. To verify the ownership of the Electronic
Signature by the Authorized Representative of the
Client and the absence of distortions in the
Electronic Document, the Bank’s authorized
employee extracts the Electronic Signature
Verification Key Certificate file of the Authorized
Representative of the Client—the holder of the
Electronic Signature Verification Key Certificate—
used to create the UES for the disputed Electronic
Document  from the  Bank’s database.
10.10.2. The ownership of the Electronic Signature
Verification Key contained in the extracted file is
established by the following procedure:
The primary Electronic Signature Verification Key
Certificate of the Authorized Representative of the
Client—the holder of the Electronic Signature
Verification Key Certificate—is extracted from the
database. The ownership of the Electronic
Signature Verification Key by the holder of the
Electronic Signature Verification Key Certificate
is established by comparing it with the Electronic
Signature Verification Key specified in the paper
version of the Electronic Signature Verification
Key Certificate available to the Bank. If no match
is found, the ownership of the Electronic Signature
Key by the holder of the Electronic Signature
Verification Key Certificate—the
Client/Authorized Representative of the Client—is
not confirmed;
The subsequent (if any) Electronic Signature
Verification Key Certificate of the Authorized
Representative of the Client—the holder of the
Electronic Signature Verification Key
Certificate—is extracted from the database, and the
fact of its signing with the primary Electronic
Signature Key is established based on the content
of the Electronic Signature Verification Key
Certificate. Otherwise, the ownership of the key by



Ceptudukara KIOYa TIPOBEPKH  IJICKTPOHHOH
noAanucu. B mpoTuBHOM ciyyae - TpUHAAICKHOCTh
KJII04ua JTAHHOMY YonHOMOYEHHOMY
[IpencraButento KinenTa He moATBEpKaaeTCS;

BBIIIICYKa3aHHEIE JeHCcTBUA MOCJIETIOBATEIIBHO
MOBTOPSIIOTCS BILUIOTH 1O TpoBepku CepTudukara
KJIIOYa MPOBEPKHU JICKTPOHHOU MOJIIKCH BIAJIENbIIA,
WCIIONB30BAHHOTO JJI  CO3JaHUsl DIEKTPOHHOU
IIoAInucu ona ocCrmapuBacMbIM SHCKTpOHHI)IM
nokymeHToM. Ecnmu u3 comepxkanus Ceprudukara
KJIIo4Ya TIPOBEPKH SJIEKTPOHHOW NOAMUCH B 0ase
JMAHHBIX HE cienyeT, uro CepTU(UKaT MPOBEpEH U
nonnucad npeapinymmM  CeptudukatoM  Kirouda
MIPOBEPKHU 3JIEKTPOHHOM TIOTHCH
COOTBETCTBYIOIIIETO YOTHOMOYEHHOTO
[pencraBurens Kinuenta - Bnagensiia Ceprudukara
KJII04a MIPOBEPKU 3JIEKTPOHHOM TOJTICH,
NPUHAIICKHOCTh KJII0Ya OJIEKTPOHHOW MOAMHUCH
TaKOMY YI0JTHOMOYEHHOMY [IpencraBurento
Knuenrta He moareepxkaaerca. B mpoTuBHOM citydae -
Kimrou  DnekTpoHHOM  MOAMMCH  MPHU3HAETCS
MPUHAUICKAIIUM yKa3aHHOMY B ero Ceprudukare
KITIO4a TIPOBEPKHU AJIIEKTPOHHOM MTOATHCH
YnonnomouenHomy IIpeacrasurento Knuenra.

10.10.3.YcranaBnuBaercs JIEHCTBUTEIIFHOCTD
CepTtudukaTa KII04a TPOBEPKH IJIEKTPOHHOMH
nojanucu YmnoiaHoMmoueHHoro IlpencraBurens
Kmmenta - Bmagensita CepTudukara Kiroda
MIPOBEPKH AJIEKTPOHHOI TMOJIICH, HA MOMEHT
TIOJTy9EHUS bankom OCIIapUBaeMOTO
OnexkTpoHHOro  mokymeHTa.  Ceptudukar
KII0Ya TPOBEPKH DJIEKTPOHHOH  TMOANHCH
ABIISETCSI HENEHCTBUTENFHBIM Ha MOMEHT
TTOJTy9EHUS bankom OCIIapUBaeMOT0
DNEeKTPOHHOTO JOKYMEHTa, ECITH:

® cpok aciictBusa CepTrdukara KIroda MPOBEPKU
3JIEKTPOHHOTO JIOKYMEHTA HCTEK;

o jmannpiii  CepTuduKar KIO4Ya  MPOBEPKHU
3JIEKTPOHHOHN MOAMUCH OBLIT MOMEIIEH B CIIHCOK
OTO3BaHHBIX CEPTHU(PUKATOB.

B npotuBHOM ciiyuae, CepTudukar Kiroda MpOBEPKH
3JIEKTPOHHON MOATNHCH Y10JIHOMOYEHHOTO
[Ipencrasurens Kimenra - Biamenbmna Ceprudukara
KITFOYa TPOBEPKU JIIEKTPOHHOW TOIMCH TIPHU3HACTCS
EUCTBUTEILHBIM.

10.10.4. YcranaBnmBaercs hakT OJI0KHPOBAHUS
nocryna Biagensny Ceprudukara Kioda
MPOBEPKM 3JEKTPOHHOM mnoxnucu kK Cucreme
JAbO BU®UT Ha MoMmeHT noisydeHus: bankom
OCIIapUBAEMOr0 OJIEKTPOHHOIO JOKyMeHTa. B
cillyyae, €clIM JaTa [oiydeHus baHkom
VBenomnieHHs O  KOMIIPOMETAalUMH  KIHO4Ya

this Authorized Representative of the Client is not
confirmed;

The above actions are sequentially repeated until
the Electronic Signature Verification Key
Certificate of the holder used to create the
Electronic Signature for the disputed Electronic
Document is verified. If the content of the
Electronic Signature Verification Key Certificate
in the database does not indicate that the Certificate
has been verified and signed by the previous
Electronic Signature Verification Key Certificate
of the corresponding Authorized Representative of
the Client—the holder of the Electronic Signature
Verification Key Certificate—the ownership of the
Electronic Signature Key by such Authorized
Representative of the Client is not confirmed.
Otherwise, the Electronic Signature Key is
recognized as belonging to the Authorized
Representative of the Client specified in its
Electronic Signature Verification Key Certificate.

10.10.3. The validity of the Electronic Signature

Verification Key Certificate of the Authorized
Representative of the Client—the holder of the
Electronic Signature Verification Key Certificate—
is established at the time the Bank received the
disputed Electronic Document. The Electronic
Signature Verification Key Certificate is invalid at
the time the Bank received the disputed Electronic
Document if:

The validity period of the Electronic Signature
Verification Key Certificate has expired;

The Electronic Signature Verification Key
Certificate has been placed in the list of revoked
certificates.

Otherwise, the Electronic Signature Verification
Key Certificate of the Authorized Representative
of the Client—the holder of the Electronic
Signature  Verification Key Certificate—is
recognized as valid.

10.10.4. The fact of blocking access to the BIFIT RBS for
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the holder of the Electronic Signature Verification
Key Certificate at the time the Bank received the
disputed Electronic Document is established. If the
date the Bank received the Notice of Compromise of
the Electronic Signature Key and/or the application
to block access to the BIFIT RBS by the Authorized
Representative of the Client—the holder of the
Electronic Signature Verification Key Certificate—
is earlier than the date the Bank received the
disputed Electronic Document, such Electronic



10.10.5.

10.11.

10.11.1.

ONEKTPOHHOW TOANMCH W/WIM 3asBJICHUS Ha
omokupoBanue jgocryna B Cucremy J1bO
BUO®UT VYnonnomoueHHomy IIpencraBuremnto
Kmuenra — Brmagensiry Ceprudukara kiroda
MIPOBEPKU 3JICKTPOHHON MOJIMUCH PAHBIIE JTAThI

MOy YEeHUs banxom OCIIapHUBAEMOT0
ONEeKTPOHHOTO JIOKyMEHTa — TaKou
ONeKTPOHHBIN JIOKyMEHT IIPU3HAETCS
HeJeWCTBUTENbHBIM. B mpoTuBHOM citydae 1100
NpH  YCTaHOBJIIEHMM  OTCYTCTBHA  (pakTa
MOJIy4YEHUS banxom COOTBETCTBYIOLIETO
YBenomieHuss O  KOMIPOMETALMH  KIHOYa

OJCKTPOHHOW TIOANMCH W/WIM 3asBJICHUS Ha
omokupoBanue jgocryna B Cucremy J1bO
BUO®UT VYnonnomoueHHomy IIpencraBuremnto

kiaueHTa — Brnagenslly Ceprudukara xioda
HPOBEPKHU 3JIEKTPOHHOU HOATHCH
ocrapyuBacMblid ONEeKTPOHHBIH JOKYMEHT

HpU3HAETCS JEHCTBUTENBHBIM U KOPPEKTHBIM.

IIpoBepka DNEKTPOHHOW  MOANKCH
OCIIapUBAEMOTr0  DJEKTPOHHOTO  JOKYMEHTa
MIPOUW3BOJNTCS B aBTOMATUYECKOM PEKUME
Cucremoii JIbO BUDUT. IlpoTokomn mpoBepku
VYHDII cocraBisieTcs M MOAINUCHLIBAETCS BCEMU
yneramu CorjacuTeIbHON KOMUCCHH.

IIpouenypa npoBepku O0/1auHOI OAMUCH

st poBepkm  mpuHAMIS)KHOCTH  OOIavHOM
noanucu YmnoiaHoModeHHoMY IIpencraButento
Knmenta ©  OTCYTCTBUS ~ MCKOKEHUHM B
ONEKTPOHHOM JOKyMEHTEe W3 0a3bl JaHHBIX
banka ymomHOMOUYEHHBIM pPaOOTHHKOM baHka
W3BJIEKAETCSl  OCIapuBaeMoe  ODIEKTPOHHOE
cooOrmieHne, ¢ailyl MOANMUCH K OCITapuBacMOMY
OneKTpoHHOMY  cooOmeHnio u  daitm ¢
nnentudrkaropom OOIa9HOMN TTOAIHCH.

10.11.1.1. JIns pazbopa KOHDIUKTHOW CHTyaluu

WCTONB3YIOTCSL  JTAIOHHBIE  TPOTPaMMHO-
amnmaparssle cpenctBa banka (Cucrema JIbO
BU®UT). Hcnoms3yercss  CrEHAIbHOE
MIpOoTpaMMHOE obecrieducHmeE,

MpenHa3Ha4eHHoe Uil mpoBepku OOIadHOM
MOJIHMCH TOJ DJICKTPOHHBIM JOKYMEHTOM.
10.11.1.2.  YcraHaBnMBaeTca  NPUHAIICKHOCTD
Kimoya  mpoBepkn  OOMavHOW  MOMAIHUCH,
COZepIKalerocsi B W3BJICUECHHOM (aiiie,
YN0IHOMOYEHHOMY [IpencraBuremnto
Knuenra mo cuegyroowmwed mpouexype:
cpaBHHBaeTcsi HoMmep kmoda OOnauHon
MOJINCH, HW3BJICUEHHBIA M3 0a3bl JaHHBIX
banka, ¢ HOMepoM KilOYa, YKa3aHHOTO B
bnanke Ceprudukara KiI04Ya NPOBEPKU
3JIEKTPOHHOMH MNOAMNKUCH Knuenra,
xpansiierocsi B focee Knmenra, wim B 6aze

Document is recognized as invalid. Otherwise, or if
it is established that the Bank did not receive the
corresponding Notice of Compromise of the
Electronic Signature Key and/or the application to
block access to the BIFIT RBS by the Authorized
Representative of the Client—the holder of the
Electronic Signature Verification Key Certificate—
the disputed Electronic Document is recognized as
valid and correct.

10.10.5. The verification of the Electronic Signature of the

disputed Electronic Document is carried out
automatically by the BIFIT RBS. The UES
verification protocol is drawn up and signed by all
members of the Conciliation Commission.

10.11. Procedure for Verifying the Cloud Signature:

10.11.1. To verify the ownership of the Cloud
Signature by the Authorized Representative of the
Client and the absence of distortions in the
Electronic Document, the Bank’s authorized
employee extracts the disputed Electronic Message,
the signature file for the disputed Electronic
Message, and the file with the Cloud Signature
identifier from the Bank’s database.
10.11.1.1. To resolve the dispute, the Bank’s
reference hardware and software tools (BIFIT RBS)
are used. Special software designed to verify the
Cloud Signature under the Electronic Document is
used.

10.11.1.2. The ownership of the Cloud Signature
Verification Key contained in the extracted file is
established by the following procedure: the Cloud
Signature Key number extracted from the Bank’s
database is compared with the key number specified
in the Client’s Electronic Signature Verification Key
Certificate form stored in the Client’s dossier or in
the Bank’s database. If the ownership of the key is
established, the Conciliation Commission proceeds
to the next stage. If the information does not match,
the disputed document is recognized as incorrect.
10.11.1.3. The verification of the Cloud Signature of
the disputed Electronic Document is carried out
automatically by the BIFIT RBS. The UES
verification protocol is drawn up and signed by all
members of the Conciliation Commission.

10.12. Liability of the Parties in Case of Disputes
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Regarding Electronic Documents Signed with an
Electronic Signature Exchanged Using the BIFIT
RBS:



JaHHelx  bamka. B cmydae, ecinu
NPUHAAJIEKHOCTh  KII0OYa  YCTaHOBJICHA,
CornacutenbHass KOMHCCHS TEPEXOAUT K
cienyromemy oTamy. llpu HecoBmageHuu
vH(OpMAIUK  OCIIApUBACMBI  JOKYMEHT
MPU3HAETCA HEKOPPEKTHBIM.

10.11.1.3. [IpoBepka O6nayHoii moamucH
OCIIapUBAEMOro OJIEKTPOHHOTO JOKYMEHTa
MPOU3BOJUTCS B aBTOMATHUYECKOM DPEKHUME
Cucremori J1bO BUDUT. IIpoTokon
NIPOBEPKHU YHOII COCTaBJISIETCA u
MOUCHIBACTCS BCEMH YIIeHaMU
CornacutenbHON KOMHCCHH.

10.12. OtBercTBeHHOCTh CTOPOH TpU OCHApUBAaHUU
ONEeKTPOHHBIX JOKYMEHTOB, MOITUCAHHBIX
ONEKTPOHHOU MMOAIHUCEHIO, oOmeH KOTOPBIMU
OCYIIEeCTBIISIETCSI ¢ Hucmonb3oBanueM Cucrtemsl JIBO
BUDUT.

10.12.1. bBank He HeceT OTBETCTBEHHOCTH Iepe]
KnnenToMm B ciyuasix, ykazaHHbIX B [IpaBuiax
(BKJTIOYAsT TPUJIOKEHHUSI K HUM), a TaKKe MPHU
yctadoByieHnd COTIACUTEIFHONM KOMECCHEH
COBOKYIHOCTHA  cleayromux (akToB IpH
npoBepke YHOII moxm  ocnmapuBaeMbIM
QHGKTpOHHBIM JOKYMCHTOM:
® KI0Y TPOBEPKH  DJICKTPOHHOH  IOINUCH B
OCIIaprBaeMOM DNEKTPOHHOM JIOKYMEHTE
NPUHATIEKUT Y TOTHOMOYeHHOMY [IpeacraBurento
Kmenra - Bunageneny Ceprudukara Kiroda
MIPOBEPKH IIEKTPOHHON TIO/IIIFICH;

® Ceprudukar KIOYa MPOBEPKH  DICKTPOHHOH
noanucy  YnonHoMmouyeHHoro  IIpencraBurens
Kmuenra — Bmagenema CepTudukara KiIroda
MIPOBEPKHU 3IEKTPOHHOM MO IMTUCH OBLT
JCHCTBUTEIEH HAa MOMEHT mnoiydeHus bankom
OCITapHBaeMOr0 DJIEKTPOHHOTO JOKYMEHTa;

® He ycTaHOBJeH (akT TMONy4eHHs baHKOM OT
Knnenra YBegomiieHuss 0 KOMIPOMETAUUN KIKOYa
ONEKTPOHHOW TIOMIWACH W/WIIM  3asBJICHHSI O
omokupoBanun aocryna B Cucremy JJbO BUDUT
Ynomnomouennoro IlpencraButenss Kimenra, ¢
ucrions3oBanreM  CpencTtBa  TMOATBEPIKICHUS
DNEeKTPOHHOTO  JOKYMEHTa, KOTOPHIM  OBII
HNOANKCAH ocrapuBacMbli DNEKTPOHHBIN
JOKYMEHT, IHMO0 MOMEHT TMoiy4eHus baHkom
YBenomienuss O  KOMIIPOMETAllMM  KIJIFOYa
DNeKTpOHHONW TIOMNWCH W/WIH 3asBICHUS Ha
OOKMpPOBaHUE MMO3KE MOMEHTa NonydeHns bankom
OCIIapHBAEMOT0 DJIEKTPOHHOTO JIOKYMEHTa.

10.12.2. OTBETCTBEHHOCTH banka HAaCTyIaet
UCKITIOYUTEIBHO TPH HAJIMYUM  JOKA3aHHOW BUHEI
MOCJIEIHETO M HAJIMYMHM ~ NPSMOW  NPUYUHHO-
CIEICTBEHHOW  CBS3M  MEXKAYy  HACTYNHMBLIUMHU

10.12.1. The Bank is not liable to the Client in the
cases specified in the Rules (including their
appendices), as well as when the Conciliation
Commission establishes the following facts during
the verification of the UES under the disputed
Electronic Document:
The Electronic Signature Verification Key in the
disputed Electronic Document belongs to the
Authorized Representative of the Client—the
holder of the Electronic Signature Verification Key
Certificate;
The Electronic Signature Verification Key
Certificate of the Authorized Representative of the
Client—the holder of the Electronic Signature
Verification Key Certificate—was valid at the time
the Bank received the disputed Electronic
Document;
The Bank did not receive a Notice of Compromise
of the Electronic Signature Key and/or an
application to block access to the BIFIT RBS by
the Authorized Representative of the Client using
the Electronic Document Confirmation Tool with
which the disputed Electronic Document was
signed, or the moment the Bank received the
Notice of Compromise of the Electronic Signature
Key and/or the application to block access was
later than the moment the Bank received the
disputed Electronic Document.

10.12.2. The Bank’s liability arises exclusively in the

presence of proven fault on its part and a direct
causal connection between the events that occurred,
the proven fault of the Bank, and the negative
consequences (damage) for the Client. In any case,
under no circumstances does the Bank compensate
the Client for lost profits.

10.12.3. The Client/Authorized Representative of the
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Client is liable to the Bank in all and any cases of
non-fulfillment and/or improper fulfililment of the
Rules (including their appendices), these
Regulations, the provisions of the legislation of the
Russian Federation, and the requirements of the
Bank, and bears the risk of any legal and/or financial
consequences, including adverse consequences for
the Client, the Bank, and other persons related to
such violation/improper performance.



10.12.3.

COOBITHSAMU, TOKa3aHHOW BHHOW baHka W HeraTMBHBIMHU
s Knuenra mocnencreusmu (ymepoom). B srobom
cllydyae, HM TpPH KakuX OOCTOSATENbCTBaX, baHK He
Bo3MemaeT KiineHTy ymymeHHYI0 BBITOY.

Knuent/Ynonnomouennsiii  IlpeacraBurens
KnunenTa HecyT oTBETCTBEHHOCTH Nepes; bankoM Bo Bcex
u J0OBIX Cy4asx HEBBIIIOJIHEHUS W/UIH
HeHajnexamero BoimongHeHus  [IpaBun  (BKiIrodas
NpUWIOKEHUS K HUM), PeriaMenra, TOI0XXKEHUH
3akoHOojarenberBa  Poccmiickon  depepaumu U
TpeOoBaHMii baHka, a Takke HECYT PHCK HACTYIUICHUS
JOOBIX TPAaBOBBIX W/MIM (PMHAHCOBBIX TOCIIEACTBUH, B
ToM umcne HeOmarompuaTHbIX s Kiunenra, banka,
HHBIX L, CBSI3aHHBIX c TaKUM
HapylIeHHEeM/HeHaJISKAIUM UCTIOJTHEHUEM.

11.3AKJIIOYUTEJIBHBIE IMOJIOKEHU A

11.1.

11.2.

11.3.

PernameHT cOCTaBJIEH Ha PYCCKOM M AHIJIMICKOM
A3plKax. B ciyyae BO3HMKHOBEHUS NPOTUBOPEUMM
MIPUOPUTETHBIM CUYMTAETCd TEKCT PernmameHra Ha
PYCCKOM SI3BIKE.

[IpaBootHomenuss  CTOpOH,  YperyJIHpPOBAaHHBIC
PermamenTom, a TaKKe JIFOOBIE 50303
MIPaBOOTHOIICHHS CTtopoH, CBsI3aHHbBIE c
BBITOJTHCHHEM Permamenra, oJjIeKaT

pPETYIHPOBAHNIO M TOJKOBAHUIO B COOTBETCTBHH C
3akoHoaTenbcTBOM Poccuiickoit denepanuu.

B cmygae, ecnu mrobas m3 CTOPOH OTKaXETCS OT
ncnonHeHus perneHns CormacuTeNnbHOW KOMHCCHH,
BCE CIIOPHI U Pa3HOTIACHA TOJUISKAT Pa3pEelIeHUI0 B
COOTBETCTBHH C HACTOSIIIMM IYHKTOM. Bce cropsr,
BO3HUKaromue Mexay Knrenrom u bankom B pamkax
BBITIONTHEHHUsSI PernmamMeHTa Wi B CBS3U C HHUM,
MOAJIeKaT  pa3pelIeHHi0 B COOTBETCTBHH  C
3aKoHOaTeNbecTBOM Poccuiickoit deaepanuu myTem
MIEPErOBOPOB, @ B CIIy4ae HEBO3MOXKHOCTH TaKOTO
pemeHusi - B ApOurpaxkHom cyne PecryOmmku

TarapcraHn.
KmmenT BrpaBe oOpatuthes B baHK ¢ muchMeHHOM
NpeTeH3uel, MNOANUCAHHOH  YHOJIHOMOYEHHBIM

IIpencraButenem KineHTa U CKpEIJIEHHON MEeYaThIO
mocneanero (MpW HATUYHAW) IyTEM OOpalieHus B
opuc banka, mo ero OPUIMYECKOMY aapecy.
[TucemeHHbIN noCy IeOHBIT MOPSAOK
yperyimpoBaHus cnopoB ¢ baHkoMm, B pamkax
Hacrosiero Permamenra, sBiseTcss 00s3aTENbHBIM.
Cpok otBera Ha JocylneOHyro mpereHsuro — 15
(msiTHaAUATE) pabovMX IHEH C JaThl ee MOoNydeHHS
bankom.

11. FINAL PROVISIONS

11.1 These Regulations are drawn up in Russian and
English. In case of any discrepancies, the Russian
text of the Regulations shall prevail.

11.2. The legal relations of the Parties governed by these

Regulations, as well as any other legal relations of

the Parties related to the implementation of these

Regulations, shall be regulated and interpreted in

accordance with the legislation of the Russian

Federation.

11.3. If either Party refuses to comply with the decision of

the Conciliation Commission, all disputes and

disagreements shall be resolved in accordance with
this clause. All disputes arising between the Client
and the Bank in connection with or related to the
implementation of these Regulations shall be
resolved in accordance with the legislation of the

Russian Federation through negotiations, and if such

resolution is impossible, in the Arbitration Court of

the Republic of Tatarstan.

The Client has the right to submit a written claim to

the Bank, signed by the Authorized Representative

of the Client and sealed by the latter (if applicable),
by contacting the Bank’s office at its legal address.

The pre-trial written procedure for resolving

disputes with the Bank, within the framework of

these Regulations, is mandatory. The response time
to a pre-trial claim is 15 (fifteen) working days from
the date of its receipt by the Bank.

11.4. In the event of changes in the provisions of the
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11.4.

11.5.

11.6.

B cnydae n3mMeHeHus MOM0KEHUH 3aKOHOJATEIbCTBA
Poccuiickoit denepanyu, Ipu KOTOPBIX MOJOKEHUS
PernamenTa BXOAAT B IPOTUBOPEUHE C IIOJIOKECHUSIMU
3akoHojarenbeTBa Poceniickont denepanun, K TAKUM
npaBooTHoIeHUsIM CTOpPOH MojyIekKaT IPUMEHEHHUIO

TIOJIOXKEHUS 3aKOHOJIATENbCTBA Poccuiickoit
denepanumu.
B cnywae nmpu3HaHMs ~ Kakoro-iuOo  YCIIOBHS

PermamenTa HEOCHMCTBUTEIBHBIM, A3TO HE BJICUET
HEIEUCTBUTENBHOCTH PernaMedra B LIEIOM W/WIH
JIIOOBIX MHBIX IMOJIoKeHuil Perinamenrta. Bsamen
HEICHCTBUTEILHOTO MTOJIOKCHHUS K
npaBooTHOIIEHUSIM CTOPOH MOJUIeKAT IPUMEHEHUIO
HOPMBI 3aKOHOaTeNbeTBa Poccniickoit denepanun.

bank BmpaBe B OJHOCTOPOHHEM, BHECYICOHOM
MOPSIJIKE BHOCHTH HM3MEHECHUS B PeriamMeHT u/wiu
npuioxenuss k HeMy. HM3menHenuss B Pernmament
BCTYMAIOT B CWJIy M TOMJISKAT NPUMEHECHHIO K
npaBooTHomeHussM CtopoH 1o wuctedeHun 10
(decsaTn)  kameHmapHBIX  JHEM C  MOMEHTa
pa3MenieHns TaKuxX U3MEHEHUH I HOBOW pedaKiiuu
PernmamenTa Ha pecypce: https://131.ru/contracts wmm
nosenenus no ceenenus Kiuenra Takux u3MeHEHUN
JMOOBIM WHBIM JOCTYNMHBIM baHKy crmoco6om. Jlo
Hayajla Ka)kKJOoro B3auMMOJEWCTBUS C baHkoM ¢
ucrionp3zoBanueM Cucrembl /JIbO BUOUT, B Tom
yHuclie HampaBlieHHss B ajpec banka mo6oro
DNEeKTPOHHOTO JOKYMEHTa, a TAK)Ke HE PEXE OTHOTO
pasa B 10 (ecsarts) KaneHaapHbIX gHEH, KineHT u ero
YnoJHOMOYEHHBIE [IpencraButenu 00s13aHBI
3HAKOMUTLCS ¢ PersmaMeHToMm, a Takke U3MEHEHUSIMHU
B HeM. He oO3HakOMJIeHHME WM HECBOEBPEMEHHOE

O3HaKOMJICHHE Kmnenra W/UITH ero
YH0JIHOMOYEHHBIX IIpencraButeneit c
W3MEHEHUSMH, BHECEHHBIMH B PermameHT, He

SIBJISICTCSI OCHOBAaHHMEM Il WX HEMPHUMEHEHUS K
npaBooTHOIeHnssM CtopoH. B ciydae Hecormacus
Knmenra ¢ m3mMeHeHnssMu B PerimameHT, ImociieqHHM

BIIpaBe pacToprHyTh Cornamrenue 00
OCYIIIECTBICHUH UH(pOPMALTIOHHOTO
B3aUMOJICHCTBHS ¢  HcHonb3oBaHumeM  Cucrem
WH()OPMAITMOHHOTO oOMeHa B paMKax

ucnonb3oBanuss Cuctembl JJbO BUOUT _ | B
MOpSiAKE M Ha YCIIOBHAX, YKazaHHbIX B [IpaBumimax,
€CII MHOE HE YKa3aHO B OTHIEJIIBHOM COTJIALICHUHU
CropoH, mucbMeHHO yBemoMHB 00 »ToM baHk He
[03/IHEE AaThl BCTYIUICHUS TAKUX U3MEHEHU B CHITY,
cormacHo Pernamenty. B ciayuyae HemomyuyeHus
bankoM, 10 BCTymieHHss B CHJIy HW3MEHEHUH B
PernamenT mnucemeHHoro ysenomuieHus KimeHTa,
W3MEHEHHUsI CUUTAIOTCSI O0€30rOBOPOYHO NPUHITHIMU
Knuenrom, 3aKJII0ueHHe JOTIOJTHUTENBHBIX
cornameHnii CTopoHamu He Tpedyercsl.

11.5.

11.6.
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legislation of the Russian Federation, under which
the provisions of these Regulations conflict with the
provisions of the legislation of the Russian
Federation, the provisions of the legislation of the
Russian Federation shall apply to such legal
relations of the Parties.

If any provision of these Regulations is declared
invalid, this shall not invalidate the Regulations as a
whole and/or any other provisions of these
Regulations. In place of the invalid provision, the
norms of the legislation of the Russian Federation
shall apply to the legal relations of the Parties.

The Bank has the right to unilaterally and out of
court amend these Regulations and/or its
appendices. Amendments to these Regulations shall
enter into force and apply to the legal relations of the
Parties after 10 (ten) calendar days from the date of
publication of such amendments or the new version
of the Regulations on the
resource: https://131.ru/contracts or notification of
the Client of such amendments by any other means
available to the Bank. Before each interaction with
the Bank using the BIFIT RBS, including sending
any Electronic Document to the Bank, as well as at
least once every 10 (ten) calendar days, the Client
and its Authorized Representatives are obliged to
familiarize themselves with these Regulations and
any amendments thereto. Failure to familiarize or
untimely familiarization of the Client and/or its
Authorized Representatives with amendments to
these Regulations is not grounds for their non-
application to the legal relations of the Parties. In
case of the Client’s disagreement with amendments
to these Regulations, the Client has the right to
terminate the Agreement on Information Interaction
Using Information Exchange Systems within the
framework of using the BIFIT RBS __ , in the
manner and under the conditions specified in the
Rules, unless otherwise provided in a separate
agreement between the Parties, by notifying the
Bank in writing no later than the date such
amendments enter into force, in accordance with
these Regulations. If the Bank does not receive
written notification from the Client before the
amendments to these Regulations enter into force,
the amendments are considered unconditionally
accepted by the Client, and no additional agreements
between the Parties are required.



https://131.ru/contracts
https://131.ru/contracts

12.CIIUCOK NPUWJIOXKEHUM

12.1 Mpunoxenue Nel 3asBneHne O MPUCOCOUHEHUH K
Pernamenty JUCTAaHLIUOHHOTO 0aHKOBCKOTO
OOCITyKMBaHHUS FOPUANYCCKUX JIUL, WHIUBHIYATbHBIX
npeanpuHUMaTesneld, GU3NIECKUX JUL, 3aHUMAFOIIIXCS
B YCTaHOBJIEHHOM 3aKOHOAATEeNbCTBOM Poccuiickoit
Oeneparuu nopsiake 4actHoi mpaktukoid B AO «bank
131» ¢ ucnonnzoBanuem Cucremsl JJbO BUOUT

12.2. Npuno:xenue Ne2 Axt mnpuema-nepemaun DOKH
Cucremsl JIBO BUOUT

12.3. IIpuaoxenue Ne3 3asBicHHE O CMEHE JIOTHHA H
CTaTUYECKOTO Taposis /pa30JOKHPOBKY JOCTYIA B CHCTEME
JBO BUDUT /cmeHe AGOHEHTCKOTO HOMEpa

12.4. Mpuno:xenue Ned4 YBepomiieHHE 0 KOMIIPOMETAITUH
KIIF04a OJEeKTPOHHOM moamucu (MpeKpalieHuu AeUCTBUS
CpelcTBa MOATBEpXKIAeHHS u(miu) o0 yTpaTre cpencTsa
TIOATBEPKAeHUS, U (1w ) 00 ucronb3oBannu Cucremsl [[bO
BUDUT 6e3 cornmacus Kimenra)

12.5. Mpunoxkenue Ne5 HHCTpyKnus 1o 0OESCIICUCHHIO
nHpopmarmonHoii 6e3omacHocTH mpu padore B Cucreme
JBO BUOUT

12.6. Ipunaoxenue Ne6 TpeOGoBaHus K ITPOrPaMMHO-
TEXHUYECKUM CpEIICTBaM JIISl TIPOBEJCHUS PACUYCTHBIX
orepanuii B 3aekTporHo# dpopme B Cucreme JJbO BUOUT

12.7. Ilpuaoxenue Ne7 3asBicHHE Ha YCTaHOBICHHE
OTpaHUYEHMI 110 MapaMeTpam orepalrii ¢ UC0JIb30BAHUEM
CucreMpl AWCTAHIIMOHHOTO OaHKOBCKOTO OOCITY)KHMBaHUS
BUDUT AO «bank 131»

12.8. Ilpuuaoxenue Ne8 CeprudukaT KI04a IPOBEPKH
AIIEKTPOHHOW MOJIUCH COTPYIHHKA KIMEHTa B CHCTEME
"iBank" IO BUD®UT

12.LIST OF APPENDICES

12.1 Appendix No. 1: Application for Adherence to the
Regulations on Remote Banking Services for Legal
Entities, Individual Entrepreneurs, and Private
Practitioners at Bank 131 JSC Using the BIFIT RBS

12.2. Appendix No. 2: Act of Acceptance and Transfer of

the Functional Key Carrier (FKC) of the BIFIT

RBS.

12.3. Appendix No. 3: Application for Changing the

Login and Static Password / Unblocking Access to

the BIFIT RBS / Changing the Subscriber Number.

12.4. Appendix No. 4: Notice of Compromise of the

Electronic Signature Key (Termination of the

Confirmation Tool and/or Loss of the Confirmation

Tool, and/or Unauthorized Use of the BIFIT RBS

Without the Client’s Consent).

12.5. Appendix No. 5: Information Security Guidelines

for Working in the BIFIT RBS.

12.6. Appendix No. 6: Requirements for Software and

Hardware for Conducting Settlement Operations in

Electronic Form in the BIFIT RBS.

12.7. Appendix  No.7: Application for  Setting

Restrictions on Transaction Parameters Using the

BIFIT Remote Banking System of Bank 131 JSC.

12.8. Appendix No. 8: Electronic Signature Verification

Key Certificate of the Client’s Employee in the

"iBank" BIFIT RBS.
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[punoxxeane Nel k PeriamMeHTy JIHMCTAaHIIMOHHOTO OaHKOBCKOTO OOCITY)KUBAaHUS FOPUIWYCCKUX JIMIl, WHIABUIYaTEHBIX
peanpuHUMaTeNe, GU3NICSCKUX JIUII, 3aHUMAIOIINXCS B YCTAHOBIICHHOM 3aKOHOAATeNbCTBOM Poccuiickoit Denepanuut mopsiake
yactHoU npakTukoil B AO «bank 131» ¢ ucnonszoBanuem Cuctemsl JJbO BUOUT

AO «bank 131»
420012, PO, Pecrrybnuka TarapcraH,

r. Kasann, yn. Hekpacosa, 1. 38
WHH/OI'PH 1655505780/1241600056390

202_

3asBaenne’ Ne

0 mpucoeTHHEHUH K PeriaMeHTy THCTAHIIMOHHOTO 0AHKOBCKOT0 00CTYKHBAHUS IOPUAMYECKUX JIUL, HHAHBHIY ATbHBIX
npeaNpUHAMATeNel, GU3NUCCKUX JIHII, 3aHUMAIOIIUXCS B YCTAaHOBJICHHOM 3aKOHONATEILCTBOM Poccuiickoii deneparun
nopsiake yactHou mpakTukord B AQ «bank 131» ¢ ucnons3oanueM Cuctembl IO BUOUT

10)4(0)

Cepust 1 HOMep nacnopra
OpraHs 1 Jarta BbJIa4Yd Naciopra
JeiicTByromuii Ha OCHOBAaHUM _
Ot umenn Kiuenra

OI'PH

AJIpec AMeKTPOHHOM NOYTHY
AGOHEHTCKUI HoMep®

Hacrosmmm coobmaro AO «bank 131» uro mojHOCTHIO M 0€3yCJIOBHO COTJIAIIalCch C PerlaMeHTOM JMCTAaHIIMOHHOTO
6aHKOBCKOFO O6C.]'Iy)KI/IBaHI/I$I IOpUINYECKUX JINL, THANBUAYAJIbHBIX HpeHHpHHHMaTCHCﬁ, q)HSH‘{eCKI/IX JIML, 3aHUMAarIuXCAa B
YCTaHOBJICHHOM 3aKOHOJATeNIbCTBOM Poccuiickoil ®enepanun mnopsake yactHoW mnpaktukod B AO «bank 131» ¢
ucnonb3oBanueM Cuctembl JIbO BUDUT (manee — PernameHT), 03HaAKOMIIEH M cOTjlaceH ¢ PermameHTOM, BKJIIOYas €ro
NIPUJIOKEHUS, 1 00s3yI0Ch COONII0OAaTh Bee TosiokeHus: Permamenrta npu ucnonbszoBanuu Cucrembl [JbO BUDUT (nanee —
Cucrema IO BUDUT).

IIpomy 3apeructpupoBath MeHs B Cucreme IO BUDPUT AO «bank 131» u:

Upbimate ®KH PyTtoken u Bemyctuth CepTH(HKAT KIFOYa MPOBEPKH DIICKTPOHHOW TOMAMKMCH COTJACHO pasneny 4
Pernamenra;

U] Beimate OGmayHyr0 MOMINCH, BBITYCTHTh CepTH(HKAT KII0Ya MPOBEPKH AICKTPOHHOH MOAIMCH COINIACHO pasferny 4
Pernamenta u ycraHoBUTh AOOHEHTCKMI HOMEp, yKa3aHHbBI B HacToslleM 3asBieHuH, s noctyna B Cucremy 1BO
BUADUT

U (ucnonwvsyemesn ons Ynonnomouennwvix Ilpeocmasumeneii Knuenma ¢ npagom npocmompa) yCTaHOBUTH AOOHEHTCKUI
HOMEp, YKa3aHHBIH B HACTOSIIEM 3asBieHuH, i goctyna B Cucremy /IbO BUOUT, a takke OgHOPAa30BBIX KOAOB LIS
ayTeHTU(UKAIIH.

[]VBegoMIeH s O COBEPIICHHBIX OMEPALISIX IPOLILY HAIPABIATh:

O no aopecy 21eKmpOHHOU NOUMbl ‘

O Ha Abonenmckuil Homep ‘

Ipouy ycTaHOBUTD CJIeAYIOLIYIO KOAOBYIO MHGOPMALIUIO:
BOIIPOC: OTBET:

HacrosmmM noaTBep:k1aio, 9To yKa3aHHBIE B HACTOSIIEM 3asBICHUN AOOHEHTCKHI(-ue) HoMmep (-a) U aApec dIEKTPOHHON
MOYTHI MPUHAIIEKAT UCKIIFOUATEIBHO M TOJIBKO MHE, HHBIC JIMIA HE UMEIOT JOCTYIIa K HUM.
C Ipunoxxenusmu Ne6,7 k PernmamMeHTy 03HaKOMIICH M COTIIACEH, 00S3YI0Ch BBINIOJHATE TPEOOBAHHS, YKa3aHHBIC B HUX.

1

Howmep 3asBienus npucBanBaeTcs ociie peructpanun YnoiaHomodeHuoro [Ipeacrasutens Kinuenra B peectpax Cuctemst JJ5O BUDUT.
2 YKaspIBaeTcst apec dIEeKTPOHHOI MOUYTHI YIIOIHOMOYEHHOTO JUL@. [1osie 00513aTebHO ISl 3aII0THEHHS.
3 YkaspiBaercst AGOHEHTCKHIT HOMEp YIIOIHOMOYEHHOTO Jnia. [loje 06s3aTeNIbHO sl 3aM0IHEHNUS.
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Ynoianomouennoe juno Kimmenra: « » 20 2.
(moamuce) (pactudpoBKa MOAMICH)

M1l

3anounserca bankom

Wnentudukanus Y noaHoMoueHHOTO Jriia KineHTa npoBeieHa, OTHOMOYHS U JIOKYMEHTHI IPOBEPEHBI, 3asiBIICHIE 3apErucTpUpoBaHo B banke
« » 20 T.

« _» 20 T

(IOIKHOCTB) (monuce) (pacumd)poBKa IO/IIHCH.)
OTMeTka 00 UCTIOTHEHUH:
3asBiieHNe BBITIOJIHEHO, IPHUCBOCH Ne

«_»_ 20__r.

(IOIKHOCTB) (moanucek) (pacumdpoBKa MOIIHCH.)
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Bank 131 JSC (Bank)
Nekrasova 38, Kazan, Republic of Tatarstan, 420012
INN/OGRN 1655505780/1241600056390

202_

Application' No./ 3asiBienne Ne

0 mnpucoequHeHMH K PernamMeHTy IHCTAHIMOHHOIO
0AHKOBCKOI0  OOCIYKHBAHUS  IOPUIAMYECKHX  JIMII,
WHAMBHUAYAJTbHBIX NPeANPUHIMATEIeH, QU3NUeCKHX JIII,
3aHUMAIOIIMXCS B YCTAaHOBJIEHHOM 3aKOHOJATEIbCTBOM
Poccuiickoii @eneparyy nopsiake 4acTHOM MpakTukoil B AO
«bank 131» ¢ ucnonszoBanrueM Cucremsl IbO BUDOUT

On Adherence to the Regulations on Remote Banking
Services for Legal Entities, Individual Entrepreneurs and
Private Practitioners at Bank 131 JSC Using the BIFIT
RBS System

Full name / ®1O

Passport series and number/Cepus u HoMep macnopTa

Authority issued the passport and date of the issue/Oprau u
JlaTa BblJIa4M IMacropTa

Acting on the basis of / JleficTByromuii Ha OCHOBaHHH _

On behalf of the Client / Ot umenu Knuenra

Registration No. / Peructpartsionsbiit Ne

e-mail address/Anpec snexTpoHHOM MOYTHI?

Subscriber Number/ A6onenTckuii Homep®

Hacrosamum coobmarw AO «bauk 131» 4r0 MOJHOCTBIO U
0€3yCJIOBHO COIJIAlIAlOCh ¢ PeriaMeHTOM AMCTaHIMOHHOTO

0aHKOBCKOT'O 00CITyKHBaHHS FOPUTUECKUX JIMLL,
WHIUBUAYAIBHBIX IpeIupuHuMateneld  (U3NYecKux JIMI,
3aHMMAIOIIMXCA B  YCTAHOBJICHHOM  3aKOHOJATEIbCTBOM

Poccuiickoit denepanyu mopsAKe YaCTHOW MpakTHKoW B AO
«bank 131» c ucnonszoBanuem Cuctemsl JIbO BUDUT (nanee
— PermamenT), o3HakOMJeH W corjaceH ¢ PermameHToM,
BKJIIOYAs €ro NPWIOKEHHs, W 00s13ylochk coOIIomaTth BCe
nosioxkeHus1 Permamenta npu ucnonp3oBanuu Cuctemsr JIbO
BUOUT (nanee — Cucrema JIbO BUOUT).

I hereby request to register me in the RBS System of Bank
/TIpomry 3apeructpupoBath Mensi B Cucreme /IO BUDPHU

[ issue Rutoken FKM and issue an electronic signature verifi
/ Beimath ®KH PyTokeH u BoimycTHTh CepTH(HKAT KIF0YA PO

Hereby I notify Bank 131 JSC that | fully and unconditionally
agree with the Regulations on remote banking services for
legal entities, individual entrepreneurs, physical persons
engaged in private practice in accordance with the legislation
of the Russian Federation at Bank 131 JSC using the BIFIT
RBS system (hereinafter - the Regulations), have read and
agree with the Regulations, including its appendices, and
undertake to comply with all provisions of the Regulations
when using the BIFIT RBS system (hereinafter - the BIFIT
RBS system).

131 JSC and:
T AO «bank 131» u:

cation key certificate in accordance with Section 4 of the Rules;
BEPKH JIEKTPOHHOM IMOAIUCH COTJIAaCHO pa3feny 4 PerimaMenTa;

[ issue a Cloud Signature and set the Subscriber Number specified in this application to send a Login and a Temporary

Password to access the RB System and activate the Cloud

Signature key. / Beigate O07Ia4HYO MOJIMUCE, BBITYCTHTH

Ceprudukar Kio4a TPOBEPKU ICKTPOHHOM MOJIUCH COTJacHO pasneny 4 PeriameHTa W yCTaHOBUTH AOOHEHTCKUIA
HOMeEp, YKa3aHHBIM B HACTOSIIEM 3asBIeHIH, 115 goctymna B Cuctemy 15O BUOUT

U(ucnonwvsyemes ons Ynonnomouennsix Ilpeocmasumeneii Knuenma c npasom npocmompa) set the Subscriber number
specified in this application for sending the Login and Temporary Password for access to the RBS System, as well as One-
Time Codes for authentication/ yctanoBuTs AGOHEHTCKHIT HOMEp, YKa3aHHBIA B HACTOSINEM 3asBJICHHH, JJs1 JOCTYIA B
Cucremy JIbO BUDHT, a Taxxke OaHOpa3oBbIX KOIOB LTS Ay TEHTH(DHKAIINH.

L1 I hereby request to send notifications of transactions/YBemxomiienus 0 COBEPIIEHHBIX ONEPALUAX POILY HANPABJIATD:

[ at e-mail address: / mo aapecy 37IeKTPOHHOM TOYTHI

! The Application number is assigned after the Client's Authorized Person has b
TIPUCBANBACTCA MOCJIE PETUCTPALNN VIOJIHOMOYEHHOTO Hpel[CTaBI/ITeJ'IH Knuen

een registered in the registers of the RBS System. / Homep 3asBnenus
Ta B peectpax Cucremsl IBO BUOUT.

2 The e-mail address of the authorized person is indicated. Required field. / YkassiBaetcs anpec 31eKTpOHHO# MOYTHI yONIHOMOYEHHOTO una. [lone 06s3aTensHO

JUTSL 3aIIOJTHEHUA.

3 The subscriber number of the authorized person is indicated. Required field. / YkassiBaetcst AGoHEHTCKHI HOMEP YIOIHOMOYEHHOrO Juia. [lone o6s3aTensHO

JUTSL 3aIIOJTHEHUA.
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[ to the Subscriber number: / na AGorenTckuii HoMep

I hereby request to set the following code information
/ TIpoiy yCTAHOBUTD CJIEAYIOUIYIO KOOBYIO HHOPMALHIO:

Question / Bompoc: _answer / otser:

HacrosmuMm moATBepkaaro, 4to ykazaHHele B HacrtosimeM | hereby confirm that the Subscriber number and e-mail
3asBieHUr AOGOHEHTCKUI HOMED U ajapec dnekTponHoi moutel  address specified in this application belong exclusively and
MPUHAUIEKAT HCKITIOYMTENILHO M TOJBKO MHeE, HHBIe juia He only to me, other persons have no access to them.

HUMEIOT JOCTYIIA K HHM. I will comply with the requirements specified in Appendices
C TIpunoxenusmu Ne6,7 x Permamenty o3nakomneHn u  NoO. 6, 7 to the Regulations on Remote Banking Service in the
corjiaceH, OOs3YIOCH BBITIONHATH TpeOOBaHWs, ykasaHHbIe B ‘Banking App’ system for Bank 131 JSC Corporate Clients
HUX. and individual entrepreneurs have been read and agreed.

Authorized Representative of the Client:
[ Ynoanomouennoe juno Kimenra: 20
(signature) (printed)

Seal (if any)

To be filled in by the Bank / 3anoansiercs Bankom

Wnentndukamms YnomHomodeHHoro juia KimenTa npoBeieHa, MOJIHOMOYHS U IOKyMEHTHI IPOBEPEHBI, 3asBIEHHe 3aperucTprpoBaHo B banke
« » 20 T.

/ / «  » 20 1

(TOTXHOCTD) (Toamnucs) (pactmdpoBKa MOMKCH) (mara)

OtMeTKa 00 UCITOJTHEHHMH:
3asBIICHHE BBITIOIHEHO, MPHUCBOCH No

/ / «_» 20 T
(TOIXHOCTD) (moamnuce) (pacimdpoBKa MoAnMCcH) (marta)
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[punoxxeane No2 k PeriamMeHTy IHCTAaHIIMOHHOTO OaHKOBCKOTO OOCIYKHWBAaHHS FOPUIMYCCKUX JIUI, WHIABUIYAITbHBIX
peanpuHUMaTeNe, GU3NICCKUX JIUII, 3aHUMAIOIINXCS B YCTAHOBIICHHOM 3aKOHOAATeNbCTBOM Poccuiickoit Denepanuu mopsike
yacTHoU npakTukoil B AO «bank 131» ¢ ucnonszoBanuem Cuctemsl JJbO BUOUT

AKT Ne
npuema-nepeaayn ®KH Cucremsl IO BUDOUT

r. Kazanp «_» 20 r.

AO «bank 131», HMEHYEMOE B JasbHeemM Bank B e
, nericTByomIero(-ei) Ha

OCHOBAaHUU C OJHOM CTOpOHBI, U , UMEHyeMbI B

nanbHeumem «KinueHT», B mdne

, JeHCTBYIOIIETO(-¢H1) Ha OCHOBaHUU
, C Jpyroil CTOPOHBI, COBMECTHO HMeHyeMble — «CTOpOHBD, a MO OTAEIBHOCTU —
«Cropona», B pamkax PeriameHTa AMCTaHIMOHHOTO OAHKOBCKOT'O OOCHY)XHMBAHHUS IOPUIWYECKUX JIML, WHIMBHIYaJTbHBIX
MpearpruHUMaTesneld, (GU3MUeCcKuX JIML, 3aHUMAIOIUXCS B YCTAHOBICHHOM 3aKOHOIATeNIbcTBOM Poccuiickoit denepanuu mopsiake
yactHoW mpaktukod B AO «bank 131» ¢ ucnonezoBanueM Cuctemsr JJbO BUDUT (manee — «Permament») (3asBiieHHE O
npucoeauHeHn: Ne or__ 20__ T.), COCTaBHJIM HACTOSAMIMN AKT O HUXKECIIEAYIOLIEM:

Bankom nepezan, a Knuentom npunst KoHBEPT ¢ epcoHaNBHBIM (-1) OTYYKAaeMbIM (-1) HOCHTENEM (-MH ), TpeJHA3HAUYCHHBIM (-
MH) JUIsl XpaHEHHs U HCIOJIb30BaHUS YCHIICHHOW HekBaludupoBaHHoi DiekTpoHHor noamucu (nanee- ®KH), neroctHocTh
KOTOpOTO HEe HapylieHa, ¢ ueibio ucnonb3oBanus Cucrembl JIbO BUDUT B coorBetcTBuu ¢ [lpaBuiamu KOMIUIEKCHOTO
0aHKOBCKOT0 OOCITY)XMBaHHS IOPUAMYECKUX JIUI, WHIUBUIYAJIBHBIX MpeIIpHHAMATENeH, HHU3MYECKUX I, 3aHUMAIOLIUXCS B
YCTaHOBIIEHHOM 3aKOHOJaTeNbcTBOM Poccuiickoit ®enepannu mopsake yacTHoM mpaktuko B AO «bank 131», YcnoBusmu
OCYILECTBIICHHs MH(POPMALIMOHHOTO B3aUMOJICHCTBUS € MCTONb30BaHneM CuctemMbl HH(GOPMaIMOHHOTO oOMeHa 1 PernameHTOM C
ucnosb3oBanueM Cuctembl IO BUDUT:

n/m
OHO (Y10IHOMOYEHHOTO JIUI[a KIIHEHTA) OKH
1. ANeKTpOHHBIN Kmou Pytoken «Pyrtoken ST
2.0» Ne
Hepenan Hpunsn
AO «bank 131» HaumeHoBaHue
420012, Pecnyosiuxa TaTtapcran, Anpec
r. Kazans, yi. Hexpacosa, 1. 38 NHH/OT'PH
MHH/OI'PH 1655505780/1241600056390
oT banka: ot Kimenra:
(TOKHOCTD) (momxHocts)  ML.IL
(TomuCH) (pacmupoBKa MOAHCH) (Tmoxmucek) (pacmudpoBKa IMOIMKCH)
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Acceptance and Delivery Certificate No.

of FKM of the RBS System BIFIT /

AKT Ne

npuema-nepeaayn ®KH Cucremsl IO BUOUT

Kazan

AO «bank 131», umenyemoe B naneHelinmieM baHk B nmre
,

JeiicTByrommero(-eii) Ha OCHOBaHUH

C OJTHOM CTOpOHBL, U

HMeHyeMoe B fanbHeimem Kinenr,

B JIUIIE ,

nercTByroIero(-eil) Ha OCHOBaHUU

C IPyTOH CTOPOHBI, COBMECTHO UMeHYyeMble — «CTOPOHBI», a 10

ornensHoctd — «CTtopoHa», B pamkax PermameHta

JIMCTaHIIUOHHOTO OAHKOBCKOTO OOCIYXHBaHHS IOPUANYECKHX

JIMILI, MHAWBHU Y aJbHBIX TIpEAIPUHUMATEIEH, (PH3MUECKUX JIUIL,

3aHUMAIOIIMXCSI B YCTaHOBJIEHHOM  3aKOHOJATEIbCTBOM

Poccuiickoit denepanyu nopsake yacTHOW MpakTHkoil B AO

«bank 131» c ucnonszoBanuem Cucremol JJbO BUOUT (nanee

- Pernamenr) (3asiBiieHHE O TIPUCOCTHHEHUH

Ne or 20 1),

COCTaBIJIM HACTOSALINHA AKT O HHYKECIIEAYIOIIEM:

bankom mepenan, a Kimentom mpuHsaT KoHBepr ¢
NEePCOHANIBHBIM (-M) OTYYXJaeMbiM (-W) HocHuTeneM (-MH),
npe€aHa3sHa4CHHbIM (-MI/I) A XpaHEHUSA W HCIIOJIb30BaHUSA
YCHJICHHON HEKBaIU(UIIMPOBAHHONW DJICKTPOHHOW ITOAMUCH
(manee- ®KH), 1e10CTHOCT KOTOPOTO HE HAPYIICHA, C IENBI0
ucnonb3oBanus Cuctemsl IO BUDUT B cooTBeTCTBHUU C
[lpaBuiamMu KOMIUIEKCHOTO OaHKOBCKOTO OOCITY>KUBaHUS
IOPUIUYECKUX JIUL, WHAUBHIYalbHBIX IpeIIIpUHUMATENCH,
¢GU3MYeCKUX ML, 3aHUMAIOIMXCA B  YCTaHOBJICHHOM
3aKoHojaTenbcTBOM — Poccuiickoii  dDenepauuu  MOpsAKe
yacTHOM mpaktukoi B AO «bank 131», VYcnoBusamu
OCYLIECTBIECHHS WH(POPMAIMOHHOTO  B3aUMOJICHCTBUS C
ucnons3oBanueM CucteMbl HHPOPMAIMOHHOTO OOMEHa U
Pernamentom ¢ ucrnoaszoBanreMm Cucremsl JIbO BUDUT:

20

Bank 131 JSC, hereinafter referred the Bank
represented by
acting under
on the one part, and
hereinafter referred to as the Client’s Authorized person
represented by
acting under
on the other part, referred together herein as Parties and
individually as a Party, within the framework of the Regulations
on remote banking services for legal entities, individual
entrepreneurs, physical persons engaged in private practice in
accordance with the legislation of the Russian Federation at Bank
131 JSC using the BIFIT RBS system (hereinafter - the
Regulations

No. dated
drawn up this Act as follows:

to as

20_), have

The Bank has transferred, and the Client has accepted an
Envelope with the personal alienated carrier(s) intended for
storage and use of the enhanced non-certified Electronic
Signature (hereinafter referred to as the FKM), the integrity of
which has not been violated, for the purpose of using the RBS
system in accordance with the Regulations on Remote Banking
Service in the ‘Banking App’ system for Bank 131 JSC Corporate
Clients and individual entrepreneurs and the Regulations on
Remote Banking Service in the ‘Banking App’ system for Bank
131 JSC corporate clients:

n/ Full name (Client’s Authorized person
( person) FKM / OKH
a / ®UO (Y1oIHOMOYEHHOTO ML KIHEHTA)
1 Rutoken ES 2.0 electronic key No.

Transferred to

Bank 131 JSC (Bank)

Nekrasova 38, Kazan, Republic of Tatarstan, 420012
INN/OGRN 1655505780/1241600056390

from the Bank:

Accepted
Name
Address
Reg. No.

from the Client:

(title)

(title)

(signature)

(signature)
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[punoxxerane Ne3 k PeriamMeHTy IHMCTAaHIIMOHHOTO OaHKOBCKOTO OOCIY)KUBAaHUSA IOPUIWYCCKUX JIMI, WHIABUIYaAITbHBIX
peapuHUMaTeNe, GU3NIECKUX JINI, 3aHUMAIOIIAXCSI B YCTAHOBJIICHHOM 3aKOHOJAaTeNbcTBOM Poccuiickoit denepanuu nopsake
yactHoU npakTukoil B AO «bank 131» ¢ ucnons3zoBanuem Cuctemsl JJbO BUOUT

3asBjieHue
0 CMeHe JIOTHHA U CTATHYeCKOro MmapoJs
/pa3daoxkupoBky aoctyna B cucreme [[bO BUP®UT/cmene AGOHEHTCKOro HOMepa

r. Kazanp «_» 20 .

0)4(0)

Cepust 1 HOMEp nacmopra
Opras u Jarta BBJIa4Yd Acopra
JeiicTByromuii Ha OCHOBaHUM _
Ot umenn Kinenra

OI'PH

ANIpec AEKTPOHHOM NOHTLL
AGOHEHTCKui HoMep?

B coorBercTBHM ¢ PermaMeHTOM IUCTAHIIMOHHOTO OAHKOBCKOTO OOCIYXHUBAHUs FOPUIAMYECKUAX JIHI, WHIUMBHIYAIbHBIX
npeanpuHUMAaTeiel, PU3NUCCKUX JIUII, 3AaHUMAIOIUXCS B YCTAHOBJICHHOM 3aKOHOATENILCTBOM Poccuiickoit depepannu mopsake
yacTtHOM mpakTHkoi B AO «bauk 131» ¢ ucnosnb3oanuem Cuctemst JIBO BUDPUT (manee - Cuctema JIbO BUDUT) mporry:

[ — pas6nokuposats moctyn B Cucremy JIBO BUDUT, ¢ ucnonp3oBanreM paHee MpeaoCTaBICHHBIX JAHHBIX VIS AOCTyTa (C
YCIIOBUSIMU M TIPUYMHAMH OJIOKMPOBKH coruiaceH, npeteHsuit k AO «bank 131» He nMero);

| - YCTaHOBUTh HOBBIH AGoHeHTCKMii HOMep i moctyma B Cucremy JBO BUDUT, mnpoxoxaenus mporuemypsl
ayTeHTU(UKAIIMU ¥ TTOANMHUCAHNUS DICKTPOHHBIX JOKYMEHTOB MPH €€ HCIOJIB30BAHNH, TS YKA3aHHBIX YTIOJHOMOYEHHBIX JIHIL: +
) ;

LY BemomieHust 0 COBEPIIICHHBIX OMEPAIHSIX TPOIITY HAPABIIATD:

U 10 aJpeCy IEKTPOHHON MOYTHI

U Ha AGOHEHTCKHUI HOMED:

Hacrosmmm nmoATBep ka0, 4TO YKa3aHHBI B HACTOAIIEM 3asBICHUM AOOHEHTCKUI HOMEp NPHHAUIEKHUT UCKIIOYHTEIBHO M
TOJIBKO MHE, HHBIE JIMIa HE UMEIOT JOCTYyNa K HeMy.

/ I » 20 r/

(Toamucs) (®HO) (Jlara)

M.IL
3anoansercss bankom

Wnentudukanus YnoaHoMoueHHBIX Jun KimeHTa npoBeaeHa, MOTHOMOYHS ¥ TOKYMEHTHI IIPOBEPEHBI

3asBreHne 3apeTUCTprpoBaHO B baHke « » 20 T.
/ / «_» 20 T
(JTOJXHOCTD) (moamnuce) (pacumdpoBKa MOAMKCH) (marta)

Pa6otauk banka, mpoBepusmmit JI1:

/ / «__» 20 T
(JTOJKHOCTD) (moamnmce) (pactumpoBKa OIIHCH) (mara)

OtMeTKa 00 MCTIONHEHNH:
OtBeTcTBeHHBIH paboTHHK banka:

/ / «_» 20 T
(TOIMKHOCTB) (Tmoarvcs) (pactmpoBKa OIHCH) (mata)

L Vkaxure azpec BHEKT‘[)OHHOﬁ TOYThI YIOTHOMOYE€HHOTI'O JIUIIA. O06s13aTenbHOE TTOJIe
2 VKaxuTe abOHEHTCKHUI HOMED YIIOJIHOMOYEHHOTO JIMIIA. O06s13aTenpHOE TIoTTE.
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3asiBjieHHe Application

0 CMeHe JIOTHHA W cTaTudeckoro mapossi on login and static password change /

/pa36aokupoBky aocryna B cucreme JBO unlocking RBS system BIFIT access /

BU®UT/cmeHe AGOHEHTCKOT0 HOMEPa subscriber number of mobile communication
change

Kazan 20

Full name / ®1O

Passport series and number/Cepus u HoMep macnopTa
Authority issued the passport and date of the issue/Opran
U jara Beytaud macnopra (eciu OpraH OTCYTCTBYET —
YKa3aTh TOJIBKO JIATY BBLIAYH)

Acting on the basis of / [leficTBytouuii Ha OCHOBaHHH

On behalf of the Client / Ot umenu Kimenra
Registration No. / Peructpaiirionsbiit Ne

e-mail address/Apec nekTpoHHOI TOYTHI

Subscriber Number/ AGonenTckuii Homep?

B coorBerctBuu ¢ Permamentom aucranionHoro Inaccordance with the Regulations on Remote Banking Service
0aHKOBCKOTO  OOCIy)XHMBaHHs  ropuamueckux Jmmi, in the ‘Banking App’ system for Bank 131 JSC Corporate
WHIMBUIYATBHBIX peanpuHuMarenei, puznueckux jui,  Clients and individual entrepreneurs, | hereby request to:
3aHUMAIOUIMXCS B YCTAHOBJIEHHOM 3aKOHOIATEHCTBOM

Poccuiickoit denepanny NopsAKe YaCTHOM MIPAKTUKON B

AO «bauk 131» c¢ wucnons3oBanueMm Cucremnr J[BO

BUOUT (manee - PermamenT) mporiy:

1 -unblock access to the RBS System using previously provided access data (agree with the terms and ground for the blocking,
no claims against Bank 131 JSC); / pas6mokuposats goctyn B Cuctemy JIBO BUDUT (nanee — Cucrema IBO BUDUT), ¢
HCIIOJIB30BAHKMEM paHee MPETOCTABICHHBIX JAHHBIX TS TOCTYMA (C YCIIOBUSIMH M MPUYHHAMH OJIOKMPOBKH COTJIACCH, MTPETCH3 U
k AO «bank 131» He uMero);

[ - establish a new Subscriber number with its Login and Temporary password for access to the RBS System, for passing the
procedure of authentication and confirmation of Electronic documents when using it, for the specified Authorized persons:
/ycranoBUTH HOBBIN AGoHEeHTCKHIA HOMep mitst mocTyma B Cuctemy IBO BUDUT, npoxoxaeHus npomeaypbl ayTeHTH(GHKATHHA
U TOATBEPKACHUSA BHCKTpOHHLIX JAOKYMEHTOB IIpU €€ MCIOJb30BaHUM, I YKa3aHHBIX VTI0THOMOYEHHBIX 20500 SRS o

) ;

UJ I hereby request to send notifications of transactions/YBemomiieHHst 0 COBEPIIICHHBIX OTEPAIUSX MTPOIITY HAIPABIIATD:
[J at e-mail address: / o agpecy 371€KTPOHHOMN TOYTHI:
[J to the Subscriber number: / Ha AGonenTckuit Homep: + ( )

| hereby confirm that the Subscriber number specified in  Hactosimmm monTBep:kaato, d9TO YKa3aHHBIH B HACTOSIIEM
this application belongs exclusively and only to me, other  3asBieHur AGOHEHTCKHII HOMEP MTPUHAICKUT UCKITFOUUTETBHC

persons have no access to it. U TOJIBKO MHE, HHBIE JIMIIA HE UMEIOT JOCTYyIIa K HEMY.
/ / 202_/

(Signature) (Full name) (Date)

Seal (if any)

To be filled in by the Bank / 3anoausierca Bankom
Unentudukanus Y nonHoMoueHHbIX il KineHTa npoBeaeHa, MOJTHOMOYHS U TOKYMEHTBI IIPOBEPEHBI

3asBreHHe 3aperucTpupoBaHo B banke « » 20 I.:
/ / «_» 20 T
(TOIMKHOCTB) (Tmoarvcs) (pactmpoBKa OIHCH) (mata)

! The e-mail address of the authorized person is indicated. Required field.
2 The subscriber number of the authorized person is indicated. Required field.
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Pabotnuk banka, nposepusmmii OI1:

/

/

(1OXHOCTB) (monwmce)

OTMerka 00 UCTIOTHEHUH:
OTBeTcTBeHHBIH paboTHUK banka:

/

(pactmpoBKa O THCH)

/

(1OIXHOCTB) (monwmce)

(pactmpoBKa o THCH)
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(nata)

(nata)

20

20



[punoxxenne Ned4 k PeriamMeHTy JIHMCTaHIIMOHHOTO OaHKOBCKOTO OOCITY)KUBAaHUS FOPUIWYCCKUX JIMIl, WHIABUIYaTbHBIX
peanpuHUMaTeNe, GU3NICSCKUX JIUII, 3aHUMAIOIINXCS B YCTAHOBIICHHOM 3aKOHOIATeNbCTBOM Poccuiickoit Denepanuut mopsike
yactHoU npakTukoil B AO «bank 131» ¢ ucnons3oBanuem Cuctemsr IO BUOUT

YBEJIOMJIEHUE

0 KOMIIPOMETAIMHU KJIKYa DJIEKTPOHHOI MOAMUCH

(mpekpaimeHuu JeiicTBUS CPeICTBa NMOATBEPkKIeHUsA U(Mjau) 00 yrpare cpejcTBa MOATBEP:KIEHUs, U
(nsn) 06 ucnoabzoBannu Cucremsl IO BUDUT 6e3 cornacus Kinuenra)

r. Ka3zans «» 20 r.

0)4(0)

Cepust 1 HOMeEp nacnopra
Opras 1 jata BbJIa4Yd Naciopra
JeiicTByromuii Ha OCHOBAaHUM _

Ot umenu Kinenta
OI'PH

B COOTBETCTBHHM C PeriaMeHTOM MCTAHIIMOHHOTO OaHKOBCKOTO OOCITY)XKMBaHUS HOPUAWYCCKUAX JIMI[, WHIUBHIyaTbHBIX
npeanpuHuMareie, GU3NUCeCKUX JIUII, 3aHUMAIOIINXCS B YCTAHOBIICHHOM 3aKOHOIATeNbCTBOM Poccuiickort Deepanuu mopsiake
yacTtHOM mpakTukoil B AO «bank 131» ¢ ucnionszoBanueM Cucremsl IBO BUDUT (nanee - PernmamMeHT), HACTOSIIIUM YBEIOMIISIO
AO «bank 131» o KomnpomeTanun DaeKTpOHHOM MOANKCH B CBS3H C

(éama Komnpomemayuu I1/ympamer ICIT u (unu) eco ucnonvzosanus bes coenacua Kmuenma, ob6cmosamenscmea maxkou Komnpomemayuu/ympamsl u (uiu)
MAaKo20 UCNONb30BAHUSA, NOOMEEPIHCOEHUA (NPU HATUYUL) MAKOU KOMAPOMEeMayuu/ympamel u (Uau) maxkozo ucnOﬂbsoeaHuﬂ)

[Ipomry ¢ « » 20 r. 3a010KHpOBaThH yKa3zaHHBIE  HIDKE CpenctBa  TOATBEPXKICHHUA,

HCIIOJIb30BaBIINECS B paMKax PerimaMenTa coriacHo 3asiBIE€HHIO O IpHCOeIMHEHUN Ne oT«__ »
20 r., 1 OCTaHOBUTH OOPa0OTKYy JDJIEKTPOHHBIX JOKYMEHTOB, HMOAIMCAHHBIX/TIOATBEPKICHHBIX

yKa3aHHBIMH CPEICTBAMMU:
UCeprudukars! kimodeit DIeKTPOHHOM TTOIIHCH:

N [@.11.0. Bnagenplia — YIIOIHOMOYEHHOTO JIAIA Cepuitnplii Homep CeprudukaTa Kioda DIEeKTPOHHOH
MOAIICH
1
[JOO6nayHas moqumch
Ne  |®@.1.0O. Bnagensiia-Y HOTHOMOYEHHOTO JIHUIIA IAGOHEHTCKHIT HOMEp MOOMIIBHOTO yCTpOiicTBa
1
/ [« » 20 1/
(ITommuck) (PHO) (Hata)
M.IL

3anmouansierca bankom

I/IILCHTI/I(I)I/IKaI_II/Iﬂ V101HOMOYEHHBIX JIAIY Kmuenta MMpOBCJACHA, MOJHOMOYNUA U NOKYMCHTHI ITPOBCPCHBI, 3asBicHHIE
3aperuCcTpupoOBaHO B banke « » .

/ / «__» 20 T
(TOIMKHOCTB) (Tmoarvcs) (pactmdpoBka moHcH) (mara)

47



Pabotauk banka, mpoBepusmmii O11:

/

/

(1OXHOCTB) (monwmce)

OTMeTKa 00 UCIIOJIHEHNUU

OtBercTBeHHBIN paboTHHK banka:
/

(pactmdpoBKa o IHCH)

/

(OmKHOCTB) (monwuck)

(pacnmdpoBka O HCH)
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(nata)

(nata)
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YBEJIOMJIEHUE

0 KOMIIPOMETALUMHM KJIK4Ya JJIeKTPOHHO
noanucu (MpexkpaleHun JAeiicTBUsA CpeAcTBa
NOATBep kAeHUus1 M(Mau) 00 yTpate cpeacrsa
NOATBEPkKAeHUS U (MIH) 00 MCNO0JIb30BAHUM
Cuctrembr JIBO BHU®UT 06e3 coraacusi
KauenTa)

Kazan

NOTICE

on compromising the key of the Electronic
Signature (termination of the means of
confirmation and/or loss of the means of
confirmation and/or use of the RBS System
BIFIT without the consent of the Client)

20__

Full name / ®11O

Passport series and number/Cepus u HoMep acnopTa

yKa3aThb TOJIBKO JIaTy BBIJAuN)

Authority issued the passport and date of the issue/Oprau u
JlaTa BblJIa4u MmacrnopTra (eCJ'II/I OpraH BbIJa4Y1 OTCYTCTBYCT,

TO

Acting on the basis of / JleficTByromuii Ha OCHOBaHHH _

On behalf of the Client / Ot umenu Knuenra

Registration No. / Peructpaiirionsbiit Ne

B COOTBETCTBHUU C Pernamenrom JAUCTAHIITUOHHOI'O
0GaHKOBCKOI'O 00CITyKMBaHHS FOPUANYECKUX JINII,
WHIMBHIYAIBHBIX TpeANpUHUMaTeNel, (U3NYECKUX JIHII,
3aHUMAIOIINXCS B YCTAaHOBJICHHOM 3aKOHO/ATeIbCTBOM
Poccuiickoit ®enepannu nopsiike 4acTHOM npakTukoi B AO
«bank 131» ¢ ucnonp3oBanuem Cuctemsl IbO BUDUT
(manee - PermameHnt), HactosimuM yBemomisieT AO «bank
131» ¢ wucnonszoBannem Cucremsr JIBO BUOUT o
Kommpomeraiiuu 31eKTpOHHON TTOANMCH B CBSI3U C

In accordance with the Regulations on Remote Banking
Service in the ‘Banking App’ system for Bank 131 JSC
Corporate Clients and individual entrepreneurs hereby
notifies Bank 131 JSC on the Electronic Signature
Compromise in connection with

(0ama Komnpomemayuu SI1/ympamer SCIIT u (uu) e2o ucnonvzosanus 6e3
coenacus Knuenma, o6cmosimenscmea maxoi KOMRPOMEMayuu/ympamsl u
(unu) mako2o UCNONILIOBAHUA, NOOMBEEPHCOEHUS. (NPU HATUYUY) MAKOU

(date of ES Compromising/Loss of ES and/or its use without the Client's
consent, circumstances of such Compromising/Loss and/or such use,
confirmation (if any) of such Compromising/Loss and/or such use)

KOMIpoMemayuu/ympamsl u (Uiu) maxko2o UCno1b308aHUs)

[Mpoury  3abnokupoBarh  ykazaHHble Hmwke  Cpezacrsa
MOATBEPIK/ACHHS, HCIOJIB30BABLIMECS B paMKax Periamenra
COTJIACHO 3aSBJICHHIO O MPHCOCTHHCHUN

Ne OT «_ » 20 r,

c«__ » 20 T

U OCTAaHOBHUTh O0pabOTKy  DJEKTPOHHBIX  JIOKYMEHTOB,
MIO/INMMCAHHBIX/IOATBEP)KACHHBIX ~ YKa3aHHBIMH ~ CPEICTBAMHU:

Ceprudukarsl KiIroueit DICSKTPOHHOW MOIMUCH, COJICpPIKAIIMC
CIEAYIOINE KITI0YN DIEKTPOHHON MOIHCH:

I hereby request to block Means of Confirmation noted below that
were used within the scope of the Regulations on Remote
Banking Service in the ‘Banking App’ system for Bank 131 JSC
Corporate Clients and individual entrepreneurs according to
Application on joining

No. dated
since 20
and stop the Electronic Documents processing that were
signed/confirmed by the mentioned means:

Electronic Signature Key Certificates containing the following
Electronic Signature Keys:

20
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CCepruduxatsr xnroueii dnexrponnoii nogmacy/ Certificate of the electronic signature verification key:

Ne | Full name of the owner - Authorized person Certificates of the electronic signature verification key

/ ®.M.0. Bnagenbia — YIoJIHOMOYEHHOTO 1A Serial number / Cepuiiapiii HoMep CepTuduKaTa KIIIOYa
DJIEKTPOHHOM MOJITUCH

[1Subscriber mobile phone number: / AGonenTcKuii HOMEp MOOHIIBHO#M CBSI3H:

Ne Full name of the owner, the authorized person / Subscriber number of the mobile device / AGonenTckuii
@.11.0. Bnasenslia-Y noJIHOMOYEHHOT' O JIUIa HOMEp MOOWIJIBHOTO YCTpOMCTBa

(1 Cloud Signature / O6a4unoi moamucy:

Ne  [Full name of the owner - Authorized person /®.1.0,Subscriber number of the mobile device / AGoHeHTCKUIT HOMEp
BJIaI€J1b11a- Y TOJIHOMOYEHHOT'0 JIMIA MOOHJIBHOTO YCTPOKMCTBA
1
/ / 202_1
(Signature) (Full name) (Date)
Seal (if any)

To be filled in by the Bank / 3anonnsiercs bankom

Unentnduxanmst YnoaaomoueHHBIX juil KireHTa mpoBeaeHa, MOJTHOMOYMS M JOKYMEHTH IPOBEpPEHBI, 3asBICHHE
3aperUCTPUPOBAHO B baHke « » 20 T.
Pabotank banka, mpuHABIINAN 3asiBICHAE:

/ / «_» 20 T
(JTOTKHOCTD) (moamnuce) (pacumdpoBKa MOAMKCH) (mara)
Pabotauk banka, mposepusmmii DI1:

/ / «_» 20 T
(JTOTXHOCTD) (moamnuce) (pacumdpoBKa MOAMKCH) (mara)

OTtMeTKa 00 HCIIOTHCHHH:

OTtBeTcTBEeHHEBIH paboTHHUK baHka:
/ / «_» 20 T

(JTOJKHOCTD) (moamnmce) (pactumdpoBKa OIHCH) (mara)
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[punoxxeane Ne5 x PernameHTy MUCTaHITMOHHOTO OAaHKOBCKOTO
00CTyXKUBaHUS OPUIMYECKHUX JIMIL, WHIBH Ty TbHBIX
mpeanpuHUMAaTeN e, (QU3WUCCKUX JIMI, 3aHUMAIOMIUXCS B
YCTaHOBJIECHHOM 3aKoHoAateiabcTBoM Poccuiickont denepanuu
nopsaake yacTHou mpaktukoil B AO «bank 131» ¢ ucnonp3oBaHueM
Cuctemsl IO BUOUT

HNHcTpykuusa mno odecrneyeHUI0 HH(OPMAIHMOHHOM
oe3onacuoctu npu padore B Cucreme 160 BUOUT

B nemsix obecrieueHrs HHPOPMAIIMOHHON O€30MacHOCTH TPU
pabote B Cucreme JIBO BUDUT (nmanee — Cucrema JIbO
BUDUT) AO «bank 131», KiaueHT 06s13an:

1. Ilpm ocymectBnenun gocrymna k Cucreme J[bO BUOUT,
YJIOCTOBEPHUTHCS B MPABUJILHOCTH YKa3aHHOTO ajpeca B
ampecHoit crpoke Opaysepa (https://bank.131.ru/) u
HaJTU4YUM 3HAYKa 3allUIICHHOTO COCTUHEHUs (3aMOK),
HCKJIIOYas BBIXOJI HA CAMThI, BHEIIHE MAaCKUPYIOIIUECS
nog Cuctemy IbO BUDUT.

2. Ilpu ucnonb3oBanuu OO0JaYHOM MOAMKMCH U/ HHOTO
BHJIa DJIEKTPOHHOM IMOANMCH BHUMATEIbHO IPOBEPSATH
nadopMmaruo 06 Omeparuu, momydeHHyro B CMC-
coobmennu uik B PUSH-coo0imenun.

3. CBOEBpPEMEHHO yCTaHABJIMBATh JOCTYIHbIE OOHOBIICHUS
ONEPaAIMOHHON CUCTEMBI U MTPUIIOKEHUH.

4. He moaseprarp HCIOIB3yeMOE YCTPOHCTBO OIMEPALIHIM
MOBBILICHUS TPUBUJICTUH / B3JioMa ONEPallMOHHON
cucreMsl yeTpoticTia (jail-break, rooting).

5. Hcmomws3oBath AHTUBUPYC TS YCTPOICTB,
CBOECBPEMEHHO YCTaHABIMBATh Ha HETO0 OOHOBIICHUS
BHUPYCHBIX 0a3.

6. Hukorma He mepemaBaTh CBOE YCTPOWCTBO H/WIH Sim-
KapTy TPETHUM JIUIaM.

7.  Kmoun YcuneraHou HEKBaTH(HUITIPOBAHHOMN
ONEeKTPOHHOW TOANMMUCH XpaHWUTh Toibko Ha ®KH B
HEZOCTYITHOM JUTSA TIOCTOPOHHUX M HEYMOTHOMOYEHHBIX
Ul MecTe (3amuparomiuecs: TEepPCOHANBHBIN  celd),
MeTaUTHIecKUH mKad).

8. He cuumarts konuu ¢ ®KH, He nepenasars ®KH nuiam,
K HHM HE JONyLIEHHbIM, He 3anuceiBath Ha OKH
ITOCTOPOHHIOI HH(POPMAITHIO.

9. He ucnonp3oBath B kauecTBe CTaTHYECKOTO ITAPOIIS:

- MOCIIEI0BATENNFHOCTE CUMBOJIOB, COCTOSIIINX M3 OJTHUX

uudp (B TOM Umcie maTel, HOMepa TenedoHoB, HOMepa

aBTOMOOMJICH | T.I1.);

MTOCIIE0BATENNEHOCTD ITOBTOPSIIOIINUXCS OYKB TN THQP;

- WOyIIHe MOAPSA B PacKIIaIKe KIIaBHATYPHI HIIH B alihaBUTE
CHUMBOITBL,

- MMeHa 1 (paMUIInH;

- MHH wm npyrue pexsusutsl Kimmenra/YoiHOMOYEHHOTO
[IpencraBurens Knuenra.

TpeodoBanusi k CTaTHYECKOMY IAPOJIIO:
—  JlnmHa mapons JoJKHA ObITh HE MEHEee § CUMBOJIOB.
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Appendix No. 5 to the Regulations on Remote Banking
Services for Legal Entities, Individual Entrepreneurs, and
Private Practitioners at Bank 131 JSC using the BIFIT RBS
System

Information security guidelines for working in
the BIFIT RBS

To ensure information security when working in the
BIFIT RBS (hereinafter referred to as the "BIFIT RBS")
of Bank 131 JSC, the Client is obliged to:

1. When accessing the BIFIT RBS, ensure that the
address in the browser’s address bar is correct
(https://bank.131.ru/) and that the secure
connection icon (lock) is present, avoiding
websites that mimic the BIFIT RBS.

2. When using a Cloud Signature and/or any other
type of Electronic Signature, carefully verify the
transaction information received in an SMS or
PUSH notification.

3. Promptly install available updates for the
operating system and applications.

4. Avoid performing operations to gain elevated
privileges or hacking the device’s operating
system (jailbreak, rooting).

5. Use antivirus software for devices and promptly
update its virus databases.

6. Never transfer your device and/or SIM card to
third parties.

7. Store  Enhanced  Unqualified Electronic
Signature (UES) keys only on a Functional Key
Carrier (FKC) in a place inaccessible to
unauthorized persons (e.g., a personal safe or
metal cabinet).

8. Do not make copies of the FKC, do not transfer
the FKC to unauthorized persons, and do not
record unrelated information on the FKC.

9. Do not use the following as a Static Password:

o A sequence of digits only (including
dates, phone numbers, car numbers,
etc.);

o A sequence of repeating letters or
numbers;

o Consecutive characters on the keyboard
or in the alphabet;

o Names and surnames;

o Taxpayer Identification Number (TIN)
or other details of the Client/Authorized
Representative of the Client.

Requirements for Static Passwords:
e The password length must be at least 8


https://bank.131.ru/

B uucne cuMBONOB Maponst JOMKHBI MPHUCYTCTBOBATh
CTPOYHBIE U IPONHUCHBIE OYKBBI, TU(PHI U CIEHUATBHBIE
cumBoibl (I, ", #, 8, %, &, (), *,+,-, ./, @, :, ;, <, =,
>2LVEA L)

3anpemaeTcss UCHOJb30BaTh B  KauyecTBE Mapost
«IyCTOW» Mapojib, MM BXOJa B CHCTEMY, a TaKxke
BBIOMpATh MapONM, KOTOpPHIE YK€ HCIOJIb30BAINCH
paHee;

JInunblii mapons KiMeHT He WMeeT mpaBa cooOIIATh
HUKOMY;

[Ipu cMeHe maposs HOBOe coueTaHne CUMBOJIOB JIOJKHO
OTJIMYAThCS OT MpEbIAyLIero He MeHee 4eM Ha 4
CUMBOJIA;

Cpok neiicTBUs mapoiisi MoJb30Batelss He Ooinee 1ronma
(365 nueit).

[Mapons He [oOKEeH BKIIOYaTh B Ce0sl  JIETKO
BBIUUCIISIEMBIE COUETaHUSI CUMBOJIOB (MMeEHa, (haMIIIHH,
HauMeHoBaHuSA APM u T.1.), a Takke OOUIETIPUHSTHIE
cokparienus (3BM, JIBC, USER u T.11.).

ITocne 5-u HEyJauHBIX MONBITOK BBOJA MAPOJIS, YUETHAS
3anmuch Kimenta OMOKupyeTcs 70 BBISCHEHUS NPUYUH
BBO/JIa HETIPABIJIHOTO MAPOJISL.

Ctporo 3amnpeniaercs 3aruchIBaTh Napoyik Ha OyMaKHBIX
HOCHUTEIISIX MK B TEKCTOBBIX (haiinax Ha pabodem mecTe,
OCTaBJISTh WX B JOCTYIHBIX TPETHHM JIMIIAM MeECTax,
repeaaBaTh HEYIOTHOMOYEHHBIM JINIIAM.

Heo0xoaumo:

Y cTaHOBUTH Ha IEPCOHATLHOM KOMIIBIOTEpPE (HOYTOYKE)
MapoJIbHYIO 3aIUTY Ha BX0 B OnepainoHHYI0 CHCTEMY.
XpaHuTh apoiIs Joctyma K xiody YHOII otnensHO OT
OKH.

[Mogxmroware ®KH, comepkamuii xarod OlI, ToIbKO B
MOMEHT wucmnoib3oBanus Cucremsl JIbO BUOUT wu
MOANIMCAaHUS DIEKTPOHHBIX TOKYMEHTOB. He ocTtaBmsTh
®KH, comepkamuit  kmroa - Ol IMOCTOSIHHO
MTO/IKITIOYCHHBIM K KOMITBIOTEDY.

He wucnons3oBate ®KH, coneprkammit kmrou OI1, mst
KaKUX-JIM0O PYTHX IIeJieil, B YaCTHOCTH, HEe XPaHUTh Ha
HEM WHPOPMAIMIO TPOU3BOIBHOTO COJEPXKAHHS, HE
oTHOcsmerocs k padore ¢ Cucremoit IbO BUDUT.

He xonmpoBats coaepxkumoe @KH, coneprxariero ko4
OIl, m He mepenaBaTh €ro HAKOMY Jake Ha KOPOTKOE
BpeMmsl.

3akonuuB padory B Cucreme JIbO BUDUT unu npepBan
e€ (maxe Ha HECKONBKO MHHYT), m3Bieub OKH,
conepxaruit kitou YHOII, u yOpaTsh ero B HejocTymHOE
JIPYTHAM JIHIaM MECTO.

[IpumensaTs Ha pabodeM MecTe JINIIEH3NOHHBIE CPENICTBA
3al0UTHl OT BPEJOHOCHOTO KOJa C BO3MOXKHOCTBIO
ABTOMAaTUYeCKOTO OOHOBJIEHUS 0a3 JaHHBIX CHTHATYP
BPEIOHOCHOTO KOJIa.

Ecin B xadectBe KoMmmbroTepa uist pabotel B Cucreme
JAbO BU®UT wncnonp3yercs NEPEHOCHON KOMIIBIOTED
(HOYTOYK), HCKIIOYUTH €ro TIOAKIIOUEHHE K CeTSIM
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characters.

e The password must include lowercase and
uppercase letters, numbers, and special
characters (!, ", #, %, %, &,", (,), *, +,-, ../, @, ;,
TSR SICN Y FRATIPRRE 1

e It is prohibited to use an "empty" password, the
system login name, or previously used
passwords;

e The Client must not disclose their personal
password to anyone;

e When changing the password, the new
combination of characters must differ from the
previous one by at least 4 characters;

e The password validity period must not exceed 1
year (365 days);

e The password must not include easily guessable
combinations of characters (names, surnames,
workstation  names, etc.) or common
abbreviations (e.g., PC, LAN, USER, etc.);

e After 5 unsuccessful password attempts, the
Client’s account will be blocked until the reasons
for the incorrect password entry are clarified,;

e It is strictly prohibited to write passwords on
paper or in text files at the workplace, leave them
in places accessible to third parties, or disclose
them to unauthorized persons.

Additional Requirements:

e Set password protection for the operating system
on the personal computer (laptop).

e Store the password for accessing the UES key
separately from the FKC.

e Connect the FKC containing the Electronic
Signature key only when using the BIFIT RBS
and signing Electronic Documents. Do not leave
the FKC containing the Electronic Signature key
permanently connected to the computer.

e Do not use the FKC containing the Electronic
Signature key for any other purposes, particularly
do not store arbitrary information unrelated to
working with the BIFIT RBS on it.

e Do not copy the contents of the FKC containing
the Electronic Signature key or transfer it to
anyone, even temporarily.

o After finishing work in the BIFIT RBS or
interrupting it (even for a few minutes), remove
the FKC containing the UES key and store it in a
place inaccessible to others.

e Use licensed anti-malware software with
automatic updates for malware signature
databases at the workplace.

e If a portable computer (laptop) is used for
working in the BIFIT RBS, avoid connecting it
to public networks in places with free Internet
access (office centers, cafes, etc.).

e Continuously monitor payment (settlement)



o0miero J0CTyma B MecTaXx CBOOOJHOTO JOCTyIa B
WuTepHet (oducHBIE IIGHTPHI, Kade u TIp.)
OcCyIIeCTBIATh MOCTOSHHBIA KOHTPOJIb OTIPABIISEMBIX
IJIATeXKHBIX (PAaCUeTHBIX) IOKYMEHTOB IpU paboTe ¢
Cucremort JIbO BU®DUT, a Taxke 3a COCTOSHHUEM
pacueTHbIX (OaHKOBCKUX) CUCTOB, OTEPAIUSIM 10 HUM U
OCTaTKaM.

B cnyvae BwisBnenust npusHakoB Kommpomeraryu D11
WM BBISBJICHUS BPEIOHOCHOTO KOJa B KOMIIBIOTEpE,
ucnoyibzyeMoM it pabotel B Cucreme JIbO BUOUT,
HEOOXOJMMO HEMEJICHHO yBEIOMHTh baHK 10
tenedonam: 8 (800) 100 13 10 ¢ 9 gacor 00 munyT 10 18
yacoB 00 MuHyT (B pabouue THU), JIMOO JTUYHO SBUTHCS
B baHK ¢ 11e/1pF0 OJIOKMPOBAaHUS CKOMIIPOMETUPOBAHHBIX
kimoueit D11 ¢ mocnemyromeit nx 3aMeHOH.

co0bITHSIM, cBf3aHHBIM ¢  Kommpomerauueid
DJIEKTPOHHOH MOJAMUCH, B TOM YHCJIE, OTHOCATCSI:
yrpara ®KH, ¢ mocnenyrommm o0HapyKeHHeM Hii 0e3
TaKOBOTO;

HapylIeHHe TPaBWI XpaHEHUS, HUCIOJNB30BAaHUS U
YHHUYTOXXEHHS (B TOM YHCJIE MTOCIe OKOHYAHHSI CPOKa
neiicTBus) xkmoda Y HOIT;

yTeps, nepeaadya W/WiM TpeIocTaBICHUEM JIOCTyIa
HEYIOITHOMOYCHHBIM TPETHHM JIHIAM K armapaTHBIM
cpeacTBaM (B TOM 4YHUCIIe MOOMIIBHBIM Tejie(oHam
i uHbIM) Wum  SIM-kapre ¢ AOGOHEHTCKHM
HOMEPOM, B TOM YHCII€ KOTOPBIA HCIIONB3YETCs JUIS
HanpaBieHus: BpemenHoro w/mnm  OmHOPa30BOroO
apoJIs;

HaJIn4yue [I0JI03PCHMUH, YTO Cpencta
MOJNTBEPXKICHHUA JIEKTPOHHOTO JOKYMEHTa CTajH
W3BECTHHI HEYIIOJHOMOYEHHBIM TPETHUM JIMLIAM;
BO3HHKHOBEHHE MIOJI03PEHUI Ha YTEUKY
HnH(pOPMAaLUK WIH €€ UCKAKEHHE;
HECaHKLMOHUPOBAaHHOE KOIIHPOBaHHE nwi
MOJIO3pEHHE  Ha  KONMpoBaHME  BpemeHHoro,
Crarndeckoro TapoJIs, (YHKIIOHAITEHOTO
KJIIOUEBOT0 HOCHUTEJS], alllapaTHOTO CPEACTBA W/Win
SIM-kapTsl ¢ AOOHEHTCKUM HOMEPOM;
HECaHKLMOHUPOBAaHHBIM  JOCTYH K  ajpecy
3JIEKTPOHHOM MOYTHI, YKa3aHHOMY B 3asBIICHUY;
IpeKpalieHne IOJHOMOYMI WM  YBOJbHEHHE
YIOIHOMOYEHHBIX JIML, HMELIMX JOCTYH K
CpencTBy MOATBEPKACHUS;

cllyyad, KOTJa Helb3s JIOCTOBEPHO YCTaHOBUTH, YTO
mpomsonuio ¢ ®KH (B Tom umcne ciaydam, Korma
HOCUTENb BBIILIEN W3 CTPOS M JOKAa3aTelnbHO HE
OIIPOBEPrHYTa BO3MOXKHOCTh TOTO, YTO JaHHBINA (aKT
MPOMU30LIEeNT B pe3yjbTaTe HECAHKLIMOHWPOBAHHBIX
JNEUCTBUM TPETHUX JIUL, APYTHE BUABI Pa3IJIAIICHUS
KITFOYeBOW WH(OPMAIIHH).

IIpu oOHapyXeHWH HECAaHKLHOHUPOBAHHBIX JIOCTYIOB B

Cucremy JIBO BU®UT, ninaTe:KHBIX W MHBIX ONEparuii
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documents sent when working with the BIFIT
RBS, as well as the status of settlement (bank)
accounts, transactions, and balances.

e In case of detecting signs of compromise of the
Electronic Signature or malware on the computer
used for working in the BIFIT RBS, immediately
notify the Bank by phone: 8 (800) 100 13 10 from
9:00 AM to 6:00 PM (on business days), or
personally visit the Bank to block the
compromised Electronic Signature keys and
replace them.

Events related to the compromise of the Electronic
Signature include:

e Loss of the FKC, with or without subsequent
discovery;

e Violation of the rules for storage, use, and
destruction (including after expiration) of the
UES key;

e Loss, transfer, and/or provision of access to
unauthorized third parties to hardware (including
mobile phones or other devices) and/or SIM
cards with a subscriber number, including those
used for sending Temporary and/or One-Time
Passwords;

e Suspicions that the Electronic Document
Confirmation Tools have become known to
unauthorized third parties;

e Suspicions of information leakage or distortion;

e Unauthorized copying or suspicion of copying
Temporary, Static Passwords, Functional Key
Carriers, hardware, and/or SIM cards with a
subscriber number;

e Unauthorized access to the email address
specified in the Application;

e Termination of authority or dismissal of
Authorized Persons with access to the

Confirmation Tools;

e Cases where itis impossible to reliably determine
what happened to the FKC (including cases
where the carrier has malfunctioned, and it
cannot be conclusively disproven that this
occurred as a result of unauthorized actions by
third parties, or other types of disclosure of key
information).

If unauthorized access to the BIFIT RBS, payment, or
other operations in the BIFIT RBS, or compromise or
suspicion of compromise of the Electronic Signature is
detected, immediately notify the Bank and send a "Notice
of Compromise" in the manner established by the
Regulations on Remote Banking Services for Credit
Institutions at Bank 131 JSC using the BIFIT RBS, and
file a corresponding report with law enforcement
agencies.



B Cucreme JIBO BHUOUT, Kommpomeranuu wim
KoMmnpomeranuto  DnekTpoHHON
MOANKCH HEMEUIEHHO YBEAOMHUTh baHK M HampaBUTh
MOpsJIKE,
JUCTAHIIMOHHOTO
i,
(husnyeckux
YCTaHOBJIEHHOM
3aKOHOJATENLCTBOM Poccuiickoil Pepepanun nopsake
c
ucnionp3zoBanueM Cucremsr JIBO BUOUT, a Takxke
B

MOJIO3PEHUH  Ha
«YBegoMileHue o
yCTaHOBJICHHOM  Permamenrom
0aHKOBCKOTO  00CITYKHBaHUS
WHIUBHIYaJIbHBIX —TPEIIPHHAMATENCH,
JINIL, 3aHUMAFOLIHUXCS B

KOMIIpOMETalluu» B

HOPUINYCCKUX

gyacTHOM mpaktukor B AO  «bamx  131»

06paTI/ITI)C5I Cc COOTBCTCTBYIOIIIUM 3aABJICHHUEM
NIPaBOOXPaHUTEIbHBIE OPraHEbl.

3ampenieHo  BOCCTaHABJIMBaTh  PabOTOCIOCOOHOCTH
MOBPEKICHHOTO  KOMITBIOTEpA 10  MPOBEACHHUS

TeXHUUYeCKoH skcrepTusbl. Paboty ¢ Cucremoit JJbO
BUDUT paspemeHo IpoBOIUTh TOIBKO IIOCIIE HOBOK
YCTaHOBKH orepanoHHOMI CHCTEMBI c
(hopMaTupoBaHUEM JKECTKHX JAUCKOB M MOCIE CMEHBI
Beex kmoueit Ol knuenTa.

TpedoBanus:
- OTKIIIOYUTE BO3MOXHOCTH YAaJICHHOr' O u
TEPMUHAJIBHOT'O COCINHCHU A K KOMIIBKOTEpaMm,

ucnone3dyemMbiM st paborel mo Cucreme J1BO
BU®UT, 3abmoxupoBats 3389 (RDP Remote
desktop).

— BxiuouuTh B ONEPAallMOHHOW CHUCTEME KypHAI
0e3onacHoctd Windows.

—  Hcnonp3oBaTh TONBKO JHIIEH3MOHHOE ITPOTPAMMHOE
o0ecrieueHre — OMEPalMOHHBIE CHCTEMBI, CPEICTBA
3aIUTHI OT BPEJAOHOCHOTO KOJIa, OQHCHBIE MAKETHl U
T.1. (manee mo Texcry — I10).

—  Ob6ecrieunth BO3MOYKHOCTH CBOCBPEMEHHOTO
0OHOBIICHUS CUCTEMHOTO | npukiagaoro [10.

—  Jloctym B momenieHue, T/ pa3MeIieH KOMITBIOTEp ¢
Cucremoti IbO BUDUT, mpemocTaBiasTh TOIBKO
YOITHOMOYEHHBIM JIHIIaM.

— KowmmbloTep, ¢ KOTOpOro  OCYIIECTBISETCS
MTOATOTOBKA M OTHpaBKa DIEKTPOHHBIX TOKYMEHTOB
B baHkK, pexkomMeHAyeTcs BBIICINUTH B OTICIIBbHBIN
CerMEHT CeTH C 005A3aTeIbHBIM HCKITIOUSHHEM €Tr0 U3
o011Ielt JTOKaTbHOW CeTH KITMEHTA.

—  Hckmounts JOCTYII K KOMITBIOTEPaM,
ucrons3yemMbiM st pabotet B Cucreme JIBO
BU®UT, 0ocTopoHHMX JHL U  IEpCcOoHana,

HEYIOJTHOMOYeHHBIX Ha pabory B Cmcreme [IBO
BU®UT w/mmm oOcmyknBaHUE KOMITBIOTEPOB.

- llpn 00CITy>KUBaHUU KOMITBIOTEpA
COTpyIHHKaMH  oOOecleunBaTh  KOHTPOJb
BBINOJIHSAEMBIMHA UMH JCHCTBHUSIMH.

—  3anperieHo nepeaaBaTh JIOTHHBI U NApOJM TPETHUM
JUIaM B TOM 4YHCJIE€ HHBIM YIIOJHOMOYEHHBIM
[IpencraButensam Knuenra.

HUT-
HaL
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Prohibitions:

e Do not restore the functionality of a damaged
computer before conducting a technical
examination. Work with the BIFIT RBS is
permitted only after reinstalling the operating
system with formatting of the hard drives and
replacing all of the Client’s Electronic Signature
keys.

Requirements:

o Disable remote and terminal connections to
computers used for working with the BIFIT RBS,
block port 3389 (RDP Remote Desktop).

e Enable the Windows security log in the operating
system.

e Use only licensed software—operating systems,
anti-malware tools, office suites, etc. (hereinafter
referred to as "Software").

e Ensure the ability to promptly update system and
application software.

e Grant access to the room where the computer
with the BIFIT RBS is located only to Authorized
Persons.

e It is recommended to isolate the computer used
for preparing and sending Electronic Documents
to the Bank in a separate network segment,
excluding it from the Client’s general local
network.

e Prohibit access to computers used for working in
the BIFIT RBS by unauthorized persons and
personnel not authorized to work in the BIFIT
RBS or service the computers.

e When servicing the computer by IT staff, ensure
control over their actions.

e It is prohibited to transfer logins and passwords
to third parties, including other Authorized
Representatives of the Client.

Important Notes:
Bank 131 JSC does not send emails requesting the
submission of Electronic Signature keys and/or
passwords for the BIFIT RBS and never requests this
information from the Client.
The Bank does not make phone calls, send emails, SMS
messages, or use other methods to request confidential
information (passwords, code words, etc.). If such a
request is received, under no circumstances should the
Client disclose this information and must immediately
report it to the Bank.



AO «bank 131» He oCyIIECTBISET PacCBUIKY AIEKTPOHHBIX
MUCEM C MpochOOW MpHUCHaTh KIIOYM JIEKTPOHHBIX
noxnuced w/mwnu naponb k Cucreme JJbO BUOUT un
HUKOT/a He 3anpammBaet y Knuenra sty uadopmaruio.

Bank He ocymiecTBisieT 3BOHKOB, PACCBUIKY COOOIIEHUH IO
ANEKTPOHHON TmouTe, SMS-coo0IeHuii, WM WHBIMU
crnocobamu, ¢ Mpock00ii COOOIIUTH KOH(DUACHIINATIBHYIO
nHpopmaruio (mapoiu, KOAOBbIE cioBa, u mp.). [lpu
MONyYeHWH  TaKOro  3ampoca HU  IPH  KaKHX
oOcrosiTenbeTBax KiMeHT He A0JKeH coo0maTh JaHHYI0
WH(POPMAIUIO 1 I0JKEH HEMEJICHHO COOOIIUTH 00 3TOM
B baHk.
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[Ipunoxxenue Ne6 K Pernamenty
JMCTAaHITMOHHOTO OAHKOBCKOTO OOCITYy KMBaHUS
IOPUANYECKUX g WHIWBHTyaThHBIX
MpeanpuHUMaTenel, ¢busruecKux i,
3aHUMAIOIINXCA B YCTaHOBJIEHHOM
3aKoHOaTenbCTBOM Poccuiickoil deneparnmu
nopsanke yactHol npaktukoi B AO «bank 131»
¢ ucnomnps3zoBanuem Cuctemsl J[bO BUOUT

TpeOoBanusi K NPOrpaMMHO-TEXHHMYECKHUM
cpeacTBaM UI1  TNPOBeeHMS]  PACYeTHBIX
omepauuii B JJIeKTPOHHOH  dopme ¢
ucnoab3oBanuemM Cucremst JbO BHOUT
(manee — Cucrema 1O BUDUT)

1. TpebGoBaHus K NPOrpaMMHO-TEXHUYECKHM
cpeactBam  (nmpuoOperatorcsi  KiueHtom  3a
COOCTBEHHBIH CUYET Y TPETHUX JIHIL):

1.1. lIpu ucnoan3zopanun Y HIII:

- IlepconanpHblii KoMmbloTep ¢ moproMm USB u
MpPEyCTaHOBJIEHHON OMNEPAlMOHHOM CHUCTEMOU
(OC) Windows 7 u Beire, MacOS*

- NnTtepHer-Opay3ep akTyanbHo# Bepcun: Chrome
47 wn Bemue / Firefox 44.0 u Bemume / Internet
Explorer 10 u Boimie / Opera 36 u Boime / Safari 9 u
BBIIIIE;

- I0CTYyII B ceTh IHTEpHET;
- IIPUHTED.
1.2 IIpu ucnoJib3oBanuu O01aYHON MOAMUCH :

-ycrpoiictBo ¢ iOS (Tpum TOCIIeTHUE BEpPCUU
CUCTEMBI);

- ycrpoiictBo Android — ¢ Bepcum 5.0 m Ooiee
MO3/IHUE BEPCUHU.

2. Jlns ucnonb3oBanus Cucremsl JIbO BUDUT c
npuMeHnenneM YHOII HeoOXomuM BBIICTICHHBINA
KOMIIBIOTEP C IPEILYyCTAHOBICHHON ONEPAIMOHHOM
cucremoii cemeiictea Microsoft Windows. Ecau,
o >xenmannto Kimenra, ycranoBka Cucremsl J[bO
BUO®UT npousBoaAMTCS Ha  KOMIBIOTED C
Mpe Iy CTaHOBICHHBIMA oC CTOPOHHUX
npou3BoauTesel, baHk He HeceT OTBETCTBEHHOCTH
3a paborocniocobHocth Cucremsr IbO BUOUT.

Hpu skcnayarauum Cucrembl IBO BUOUT
3anpeniaercs:

) VYcraHoBKa NPOrpaMMHOTO 0O0ecHeyeHUs
CTOPOHHHUX (UPM, a TAKXKE CO3HATEIbHOE BHECEHHE
u3MeHeHnd B (Qaiuiel IpPOrpaMMHOTO |
nHpopmarmonHoro obecrieuenus: Cucremsr JBO
BUDUT;

° Hoctyn k Cucreme [JbO BUOUT

! Muctpykuus no padore ¢ MacOS pasmenieHa Ha odunnansHoM caiite banka.

Appendix No. 6 to the Regulations on Remote Banking
Services for Legal Entities, Individual Entrepreneurs and
Private Practitioners at Bank 131 JSC Using the BIFIT
RBS System

Requirements for Software and Hardware for
Conducting Settlement Operations in Electronic
Form Using the BIFIT RBS (hereinafter referred
to as the "BIFIT RBS")

1. Requirements for Software and Hardware

(purchased by the Client at their own expense
from third parties):

1.1.When using an Enhanced Unqualified

Electronic Signature (UES):

e A personal computer with a USB port and a pre-
installed operating system (OS) Windows 7 or
higher, MacOS;

e An up-to-date version of an internet browser:
Chrome 47 and above / Firefox 44.0 and above /
Internet Explorer 10 and above / Opera 36 and
above / Safari 9 and above;

e Internet access;
e A printer.
1.2. When using a Cloud Signature:

e A device with iOS (the three latest versions of
the system);

e A device with Android—version 5.0 and later
versions.

2. To use the BIFIT RBS with a UES, a dedicated

computer with a pre-installed Microsoft Windows
operating system is required. If, at the Client’s
request, the BIFIT RBS is installed on a computer
with pre-installed third-party operating systems,
the Bank is not responsible for the functionality of
the BIFIT RBS.

Prohibited Actions When Using the BIFIT
RBS:

¢ Installation of third-party software, as well as
intentional modification of the software and
information files of the BIFIT RBS;

e Access to the BIFIT RBS by unauthorized
persons.

Obligations of the Client When Using the
BIFIT RBS:

e Use the BIFIT RBS only on a functional and
virus-free personal computer (laptop);



HCYIOJIHOMOYCHHBIX JIUIT;

[pu skcnayaranun Cucremsr IO BUOUT
Kanenr o6s13an:

. UcnonwzoBate cucremy JbO BUOUT
TOJNIKO HAa HCOPaBHOM M MPOBEPEHHOM Ha
OTCYTCTBHE KOMITBIOTEPHBIX BUPYCOB
MepCOHANBHOM KOMIIbIoTepe (HOyTOyKe);

° Hckmounth BO3MOXKHOCTH — 3apask€HUS
KoMIbloTepa ¢ ycraHoBieHHoW Cuctemoit J1bO
BUDUT nporpaMMHBIMH BUpyCaMu WIN APYTHUMHU
BpPEOHOCHBIMH ITPOrpaMMaMH;

L] Hcnons3oBaTh TOJIBKO JICTAJIBHOC u
JIMIICH3MOHHOC IMPOTpaMMHOC O6CCHC‘-ICHI/IC;

. ObecrieynTh TEXHUYECKYIO HCIPAaBHOCTH
000pyIOBaHMS, BXOIIIEr0 B COCTaB pabOYero
mecta Cucremsr JIbO BUOUT;

° IIpuMeHsATs  cpeAcTBa  aHTUBUPYCHOU
3alIUTBl U O0ECHEUUTh PETyJsipHOEC OOHOBJICHUE
AQHTHUBUPYCHBIX 0a3.

HeoOxoaumocTs pE3epBHOTO KOIIPOBAHHUS
pabouero Mecra moisb3oBatenss Cucremsr JBO
BUADUT omnpenesaer Kunnent 51 pu
HEO0XOMMOCTH OCYILECTBIIIET €r0 COOCTBEHHBIMHU
CHJIaMHU.
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e Prevent the computer with the installed BIFIT

RBS from being infected with computer
viruses or other malicious programs;

e Use only legal and licensed software;
e Ensure the technical functionality of the

equipment included in the BIFIT RBS
workstation;

e Use antivirus protection tools and ensure

regular updates of antivirus databases.

Backup Requirements:
The need for backup of the BIFIT RBS user
workstation is determined by the Client and, if
necessary, is carried out by the Client
independently.



3asBrienne Ne
HA YCTAaHOBJICHWE OrpaHWYEHHH WO MapaMeTpaMm oOlepanuii ¢ ucnoib3oBaHueM CHCTEMBl IUCTAHIMOHHOTO
oankoBckoro oocnyxuanus BUDOUT AO «bauk 131» (nanee — Cucrema 16O BUDUT)

IIpunoxenne Ne7 x PermaMeHTy AMCTaHIMOHHOIO
0aHKOBCKOTO OOCITYy>KUBaHUSI IOPUANYECKUX JIML, WHIUBHIYaJIbHBIX
TIpeIpUHUMATENIe (PU3NYECKUX JIMI, 3aHUMAIOIINXCSI B YCTAaHOBJICHHOM
3aKOHOATeNbCTBOM Poccuiickoit denepanuyl MopsaKe YaCTHOW MPAKTUKOU
B AO «bank 131» ¢ ucnonszoBanuem Cucremsr IO BUOUT

[ 25(0)

Cepust 1 HOMEp nacmopra

OpraH 1 J1aTa BblAa4M IacnopTa

JeiicTByomuit Ha OCHOBaHUH

Ot umenn Kimenta

OI'PH

B cootBetcTBHM ¢ yemoBusMu CorarieHus 00 OCYIIeCTBICHNH HHPOPMAITMOHHOTO B3aUMOJICHCTBHS C UCIOIb30BaHueM CHCTeM
nHdopmanmonnoro oomena — Cucremsr IO BUOUT mporry ycTaHOBUTH OrpaHWYCHUS M0 mapaMetpam Onepanuii mo Cuety(-

am) Ne:
O Ha MakcrMaspHble JUMHUTBI Ha ONIEPalMU M 32 MEPUOJI B pPa3pe3e CUeTOB/crioco00B MOAITMCAHHS
Howmep cuera Tun noanucu  Ilepuon MaxkcumanbHas cymma
(YHOII/Obnaunas (1  omepamus/l  mens/l mepeBoma IEHEKHBIX
TIO/IMHCH) Heaemst/1 mecsiir) CpEICTB B  BaJllOTE
Cuerta
| IIEpEUEHb pa3pelICHHbIX IOJIydaTesei 1. HaumeHoBaHUe moy4daTes
JEHEeXKHBIX  CpeJICTB  (YKa3bIBAIOTCS Howmep cuera
HauMEHOBaHUE, PEKBU3UTHI BUK
IoJTyJaTesied JeHEKHBIX CPEACTB) NHH(ecnu ects)
2.
O pa3pelIeHHbI BPEMEHHOM NEPUOA ISt
COBepIICHUs omnepanuil (yKa3plBacTCs
BPEMEHHOMU NIEPUOL rnpuema
PacniopspkeHuil o nepeBoae JEHEXKHBIX
cpenctB B yacoBoM nosice UTCH3)
O CTpaHbl, HAXOIICh B KOTOpBIX KimeHT
MOJKET COBEpIIATh MIepEBOIbI
JCHEXXHBIX CPEACTB  (MCHONB3yeTCs
olpeiesIeHUE reorpauueckoro
pacnonoxenus 1o IP agpecy!
YCTpPOICTBA, c KOTOpPOTO
ocymecTBisgercs poctyn B Cucremy
B0 BUOUT)
O HepeveHb paspelleHHbX  Kareropuid | [ ITnarex no ma6inony, coxpanennomy B Cucreme JJ60 BUOUT
omeparui U] BayTtpennnii miatesx (cuet momydarens oTKpoIT B AO «bank 131»)
[J Buemmwuii matex (CUeT MOIydaTessi OTKPBHIT B APYTOM KpeIUTHOM
OpTaHU3AIIH )
[ ITnatexu B Oromxker PO
(] BaoTHBII TIepeBo

/

[« » 20 r/

(IToamucs)

(®HO) (Mata)

! Ipu ucnons3oBanuu VPN cepBHCOB, MM aHOHUMa3epoB OyIeT onpenessThes KoHeuHbli [P aapec
yCTpoiicTBa, ¢ KoToporo Oyzet ocymectBién goctyn B Cucremy JIBO BUDUT, uTo MOKET MOBIIEYb
HenoctynHocth Cucremsl JIbO BUDUT.
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M.IL
3anouanserca bankom

3asBIeHNE TPUHSI 4acoB MHUHYT «__ »
PaGoTauk banka, mpuHsBIINI 3asBICHHE:

/

20 1.

(1OXHOCTB) (monnmce)
(pacmmdpoBKa MOIICH.)
Pabotauk banka, mpoBepusmmii J11:

/

(pactmdpoBka o mIHCcH)

(OMmKXHOCTB) (monnuce)
(pacmmdpoBKa IMOIICH.)

OrpaHnydeHus: yCTaHOBJIEHBI «__ »

OtBercTBeHHBIN paboTHHUK banka:
/

(pacnmdpoBka o IIHCH)

«

«

»

»

20
(mata)

20

(mara)

r

T

20 1. (mpocTtaBisercs JaTa yCTAaHOBKU OTPAaHUYEHUH ).

/

(1OIKHOCTB) (monmnuce)

(paciumdpoBKa MOANKUCH )
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«

»

20
(nara)
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Application No. for
the establishment of restrictions on the parameters of operations
using the Remote Banking Service System of Bank 131 JSC

/3asiBienne Ne
HA YCTAHOBJIEHHE OTPAHUYEHUIl 0 MapaMeTpaM onepauui
¢ ucnoyab3oBanueM CUCTeMbI JUCTAHIUOHHOI0 0aHKOBCKOTro oocayxuBanus AO «bank 131»

Full name / ®11O

Passport series and number/Cepus u HoMep macnopTa

Authority issued the passport and date of the
issue/Opran u mata Beiaud nacrnopta (ecian Opran
BBIJIAYM OTCYTCTBYET, TO YKa3aThb TOIBKO JaTy
BBIJIAYN)

Acting on the basis of / JlelicTByro1iii Ha OCHOBaHHUH

On behalf of the Client / Ot umenu Knuenra

Registration No. / Peructpaiirionsbiit Ne

In accordance with the terms of the RBS System Agreement, please set restrictions on the parameters of Operations on the
Account (s) No.:

O For the maximum limits on transactions and for the period in the context of accounts/signing methods / Ha makcumasbHbIie
JIMMUTHI HA ONIEPALIMM U 33 TIEPHOJ B pa3pese cYeToB/Croco00B MO IUCAHMUS

Account No. Signature Type Period (1 operation/1 day/1 Maximum amount of
Howmep cuera (SES / ENCES/ Mobile week/1 month) money transfer in the
Signature)/ /Mepuon (1 omepamus/1  Account currency /
Tun noanucy  JaeHb/1 Hemenst/1 mMecsi) MakcumManbHas cymMma
(YH3I1/O6naunast NepeBoja  JICHEXHBIX
TIO/IMHCH) CpEICTB B  BaJIIOTE
Cuera
O list of authorized recipients of funds (specify the 1. HawmMmeHOBaHHE MONTyYATEIIS
name and details of the recipients of funds) Howmep cuerta
/  mepedeHb  pa3pelICHHBIX  IOJy4aTteliei BUK
JIEHEKHBIX CpEICTB (Yxa3pIBaroTcs NHH(ecnu ects)
HauMEHOBAaHHE, PEKBU3HUTEI HoJiy4artenen 2. .

JIEHE)KHBIX CPECTB)

O the allowed time period for making transactions
(the time period for accepting Money transfer
Orders in the UTC+3 time zone is specified) /
Ppa3peLieHHbII BPEMEHHOU (S0 JUTSt
coBepIneHust oneparmii (Yka3bIBaeTCsl BpeMEHHOMN
nepuon mnpueMa PacnopsbkeHuil 0 mepeBoe
JIEHEKHBIX CPEACTB B YacoBoM mosice UTC+3)

O countries where the Client can make money
transfers (the geographical location is determined
by the IP address® of the device from which the
RBO System is accessed) / ctpaHbl, HAXOAACH B
KOTOpbIX KJMEHT MOXeT coBeplIaTh MEPEBOBI
JIEHEXKHBIX CPEICTB (HCHOHLSyeTCﬂ OIpeJieIIEHAE
reorpadudeckoro pacmnojoxenus no IP ampecy
YCTPOMCTBA, ¢ KOTOPOTO OCYLIECTBISETCS TOCTYI
B Cucremy IO BUDOUT)

O list of permitted categories of operations / | [0 Payment based on a template saved in the RBS System

! When using VPN services or anonymizers, the final IP address of the device from which access to the RBS is
made will be determined. This may result in the unavailability of the RBS.
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NEPEYEHD PA3PEIICHHBIX KATETOPUH onepanyii / TImatesx 1o 1mabiony, coxpaneanomy B Cucreme IO BUOUT
LI Internal payment (the recipient's account is opened with Bank 131
JSC)

/ BHyTpeHHHH 1uaTex (cuet noryyarens oTKphIT B AO «bank 131»)
LI External payment (the recipient's account is opened with another
credit institution) / Brernuii ruiatex (CyeT moydartelns OTKPBIT B
JPYTOi KpeAUTHOM OpraHU3aliH)

1 Payments to the budget of the Russian Federation / TTnarexu B
oromker PO

L] Currency transfer / BamoTHblil iepeBo

/ / 202_1
(Signature) (Full name) (Date)
Seal (if any)

To be filled in by the Bank / 3anonnsierca bankom

3asBIeHNE TPUHSIT 4acoB MUHYT «__» 20 T
PaGoTauk banka, mpuHSBIINI 3asBIICHHE:

/ / « _» 20 r
(MOJIKHOCTB) (moxamnucek) (pacnmdpoBka moKCcH) (nara)
(pacmmdpoBKa IMOIICH.)

Paborauk banka, mposepusmmii OI1:

/ / «_» 20 r
(TOIXHOCTD) (moamuce) (pacumdpoBka moIHCH) (mara)
(pacumgpoBKa MOJNHUCH. )

OrpaHndeHust yCTaHOBIIEHBI « _ » 20 1. (mpocTaBiseTcs JaTa yCTAaHOBKU OTPaHUIEHUH ).
OTBETCTBEHHBIH paObOTHUK baHka:
/ / «_» 20 T
(TOIXHOCTD) (moamuce) (pacimdpoBKa MOANKUCH) (mara)
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[Mpunoxenue Ne8 k PermaMeHTy qUCTaHIIMOHHOTO GAaHKOBCKOTO OOCTY KUBAHHS IOPUIMIECKUX JIUI] 1 HHANBHIYJIBHBIX
MIpeATpUHUMATeNeH, GU3UIECKIUX JIHII, 3aHUMAIOIINXCS B yCTAHOBICHHOM 3aKOHOAaTenscTBOM Poccuiickoit Denepartim mopsiike
yacTHOHU npakTukoit B AO «bank 131» ¢ ucnonszoBannem Cucremsl JIbO BUDOUT

CEPTU®UKAT KJIIOUYA [IPOBEPKHU DJEKTPOHHOMN MOAININCHU COTPYIHUKA KIIMEHTA
B CUCTEME b0 "BU®UT"
1. HaumeHoBaHue opraHu3alnuu

2. MecTo HaxOXJeHHUS 10p. JIIa

3. OI'PH* nara saecenus B ETPYOJI (ETPUIT)* " " roja
4. HH (KH1O) 5. KIIIT*

6. Temn. 7. dakc* 8. E-mail*

9. CBeieHHS O BIIAJICNbIIE KIOUYa

damuns, UMs, OTIYECTBO
JomkHOCTB
JIOKyMEHT, YJ0CTOBEPSIIOIINI IMYHOCTh

cepust HOMED naTa BbLgaun’ " gHBaps roaa
KEM BBIIaH
KOJI TTOIpa3ACICHUs

10. [Mpumeuanus*
* He00s3aTeNbHO JUIS 3aT0JTHEH S

Hacrosmumm moaTBepskaaro cornacue Ha 00paboTKy 6aHKOM MOMX MEPCOHAIBHBIX TAHHBIX

IMOANMCH
Kuaiou nposepxu J11 corpyannka knnenra (co3nan __ . .202__r.)
Wnentudukarop kmoya nposepku D11 ***0000000000001 Wnentudukarop ycrpoiictea ****000001
Haumenosanue kpuntocpeacte CK3U "Pytoxen QIII13.0 3220"
Anroputv T'OCT P 34.10-2012 256 6ut (1.2.643.7.1.1.1.1) ID Habopa mapametpoB anroputma 1.2.643.2.2.35.1

IIpencraBnenue kiroua npoBepku D11 B IiecTHAAIIATEPUIHOM BUIE
45 8B 4E 20 CF DA 8F 9C 7C AB.2A 16 39 08 44 80 JluuynHas NOAMKCH BIaJCNbIIa Kiifoua mpoBepku 11
17 E3 9A 82 26 B4 A4 OE 75 7E E9 7C E9 35 41 4F
oE 5C 95 35 81 Al F5 71 62 8F 1F 43 14 EE 2B 79
D7 95 A8 BF F1 B3 01 B3 06 82 31 72 03 12 71 3F

Cpok zeiicTBus (3aroyHsIeTcs: 0aHKOM):
c" " 20 r
mo " " 20 r

Ceptudukar k1roda nposepku D11 coTpygHMKa KIHEHTa ASHCTBYET B paMKaX J0r0Bopa Ha OOCTY)KMBAaHUE B CUCTEME
"iBank" N or" " 20 T
JlocToBepHOCTHL NMPHBEACHHBIX JAHHBIX MOATBEPKAAI0

PykoBoauTens opranuzauuu Y0NHOMOYEHHBII MpeCTaBUTENh OaHKa

/ / / /
MOANKCH D.N.0. MOJMHUCH d.N.0.
OtTHCK neyaTu OrrHCcK neyaTn Jara npuema ceptudukara
banka Ki1r04a mposepku O]
v 20

AnmuHHCTpaTOp 0€30MaCHOCTH CHCTEMBI

/ /

MOJIHCH D.N.0.

Ortnck nevatn JlaTa perucTpamuu cepTuduKaTa

Kiroga rmposepku D1
oo 20 T
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